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__________________________________________________________________________________________________

I. Introduction
__________________________________________________________________________________________________
Under the Competition in Contracting Act of 1984, 31 U.S.C. § 3553(b)(2),
as amended, and GAO’s Bid Protest Regulations, 4 C.F.R. § 21.3(c) (2006),
a contracting agency is required to provide with its report on the protest
all relevant documents to GAO and interested parties. Often these
documents contain a company’s proprietary or confidential data or the
agency’s source-selection-sensitive information that cannot be released
publicly.
GAO may issue a protective order to allow limited access to such
“protected” information to attorneys, or consultants retained by attorneys,
who meet certain requirements. 31 U.S.C. § 3553(f)(2); 4 C.F.R. § 21.4.
A copy of section 21.4 of GAO’s Bid Protest Regulations is included in
Appendix A. The protective order strictly controls who has access to
protected material and how that material is labeled, distributed, stored,
and disposed of at the conclusion of the protest. Where no protective
order is issued, the agency may withhold from the parties the portions of
its report which would ordinarily be subject to a protective order; GAO
will review in camera all information withheld from the parties. 4 C.F.R.
§ 21.4(b).
In December of 2005, GAO implemented changes to its protective order
and application for access to material under a protective order. These
changes were made in response to suggestions for improvements made by
practitioners, the growing reliance on e-mail transmission of documents,
and GAO’s experience in its 15 years of issuing protective orders.
Specifically, GAO now permits parties to make up to 3 copies of protected
material, permits electronic transmission of protected material unless a
party objects, and has reduced the reporting time for violations of our
protective order from 5 years to 2 years. This guide book is updated to
reflect these and other changes to the protective order and its application
for access.
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__________________________________________________________________________________________________

II. The Protective Order
__________________________________________________________________________________________________

A. Protected Information
Proprietary or confidential information, source-selection-sensitive information, or
other information, the release of which could result in a competitive advantage to
one or more firms, may be protected under a GAO protective order. Material or
other information identified as protected by any party will be subject to
protection under the terms of the protective order, unless GAO specifically
provides otherwise. Protected material includes information whether on paper or
in any electronic format.
Each party included under a protective order is entitled to receive up to 3 copies
of protected material (including the original and electronic copies), and is not
permitted to further duplicate that material except as is incidental to its
incorporation into a submission to GAO, or as otherwise agreed to by the parties
with GAO’s concurrence. A “party” refers to the entity of record; therefore,
multiple attorneys or law firms representing a single party must determine among
them how to allocate the maximum of three copies among the individuals
admitted to the protective order. Each duplication of electronic media, whether
in electronic or hard copy form, constitutes a single copy. E-mails to multiple
recipients should be counted as generating one copy for the sender and one for
each recipient. E-mail transmission of protected material is permitted unless
objected to by a party to the protest.
Information identified as protected may be disclosed by the parties only to GAO,
the contracting agency, and other individuals admitted under the protective order.
Protected material may also be disclosed to support staff (paralegal, clerical, and
administrative personnel) who are employed or supervised by individuals
admitted under the protective order and who are not involved in competitive
decisionmaking.
It is the responsibility of individuals admitted under the protective order to take
all precautions necessary to prevent disclosure of protected material. In addition
to physically and electronically securing, safeguarding, and restricting access to
the protected material in one’s possession, these precautions include sending and
receiving protected material using physical and electronic methods that are within
the control of individuals authorized by the protective order or that otherwise
restrict access to protected material to individuals authorized by the protective
order. In view of these requirements, individuals who use such transmission
methods as facsimile machines shared with individuals who are not authorized
access to protected material under the protective order, or facsimile machines
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_______________________________________________________________________________________________________________________________________
II. The Protective Order

__________________________________________________________________________________________
that are not within their control or the control of their support staff, may need to
take additional precautions to restrict access to protected material.
These precautions also include advising support staff of their obligations prior to
providing them with access to protected material. Support staff who are not
directly employed or supervised by an individual admitted under the protective
order may not be provided with access to protected material; thus, for example,
protected material may not be disclosed to individual(s) in a typing service
working at locations other than that of the individual admitted under the
protective order.
__________________________________________________________________________________________________

B. Issuance

Because a protective order serves to facilitate the pursuit of a protest by a
protester through counsel, it is, in the first instance, the responsibility of
protester’s counsel to request that a protective order be issued. Any other party
may request the issuance of a protective order, however, and GAO may issue a
protective order on its own initiative whenever it appears that one is appropriate
and the protester is represented by counsel. 4 C.F.R. § 21.4(a). Because only
attorneys and consultants they retain may be admitted under a protective order,
GAO will generally not issue a protective order, even if the record will include
protected information, where the protester is proceeding without an attorney.
A protective order package, which includes the protective order and the
application(s) for access to material under a protective order, generally will be
issued soon after a protest is filed, and in many cases simultaneously with the
protest acknowledgment notice. After issuance, the protective order will apply to
all proceedings associated with the protest, e.g., supplemental and amended
protests, requests for reconsideration, and claims for costs. A copy of the
protective order can be found in Appendix B and at www.gao.gov.

C. Redactions

It is the responsibility of the party preparing a protest filing protected under a
GAO protective order to submit a version of the filing that omits protected
information—a “redacted” version—to GAO and to each party authorized to
receive protected material. This redacted version of the protest filing must be
provided within 1 day after the protected version is filed. GAO will resolve
disputes if the parties are unable to agree as to the scope of proposed redactions.
In any protest in which a protective order has been issued, a party receiving or
sending documents that are not designated as protected, including proposed
redacted versions of protected documents, may not release the documents to
anyone not admitted under the protective order until the end of the second day
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__________________________________________________________________________________________
following receipt of the document by all parties. This allows parties the
opportunity to identify documents that should have been designated as protected
material prior to their disclosure to individuals not admitted under the protective
order.

D. Disposition of Protected Material
The GAO protective order provides specific instructions regarding the disposition
of protected material at the conclusion of a protest. Parties to the protective
order are directed that within 60 days after the disposition of the protest (or, if a
request for reconsideration or a claim for costs is filed, 60 days after the
disposition of those matters), all protected material furnished to individuals
admitted under the protective order, including all electronically transmitted
material and copies of such material, with the exception of a single copy of a
protected decision or letter issued by GAO, must be (1) returned to the party that
produced them; or (2) with the prior written agreement of the party that produced
the protected material, destroyed and certified as destroyed to the party that
produced them; or (3) with the prior written agreement of the party that produced
the protected material, retained under the terms of the protective order for such
period as may be agreed. Within the same 60-day period, protected pleadings
(including copies in archival files and computer backup files) and written and
electronic transcripts of protest conferences and hearings must be destroyed, and
the destruction certified to GAO and the other parties unless the parties agree
otherwise. In the absence of such agreement and for good cause shown, GAO
may extend the period for retention of the protected material.
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__________________________________________________________________________________________________

III. The Application Process
__________________________________________________________________________________________________

A. Who Can Apply
Only attorneys, or consultants retained by them, who represent an interested
party or intervenor may apply for admission to a GAO protective order. Outside
counsel and in-house counsel are eligible for admission to a GAO protective order.
Law clerks and support staff that will be working on a protest and who are
admitted to a bar, regardless of whether or not they are employed by the firm as
attorneys, must apply for admission to the protective order. Applicants must
establish that they are not involved in competitive decisionmaking, as defined in
U.S. Steel Corp. v. United States, 730 F.2d 1465 (Fed. Cir. 1984), for any company
that could gain a competitive advantage from access to protected information,
and that there will be no significant risk of inadvertent disclosure of protected
information. 4 C.F.R. § 21.4(c). “Competitive decisionmaking” is described as:
“[A] counsel’s activities, associations, and relationship with a client that are such
as to involve counsel’s advice and participation in any or all of the client’s
decisions (pricing, product design, etc.) made in light of similar or corresponding
information about a competitor.” 730 F.2d at 1468 n.3.
A copy of the U.S. Steel Corp. decision can be found in Appendix C. See also
Brown Bag Software v. Symantec Corp., 960 F.2d 1465 (9th Cir. 1992); Matsushita
Elec. Indus. Co., Ltd. v. United States, 929 F. 2d 1577 (Fed. Cir. 1991).
Each individual seeking admission to a GAO protective order must submit a
separate application. Individuals permitted access to protected information under
a GAO protective order are not allowed to disclose that information to others who
are not admitted under the protective order, such as other members of the
attorney’s law firm who are not themselves admitted to the protective order or the
attorney’s client.
__________________________________________________________________________________________________

B. The Application
Applicants for admission to a GAO protective order must file the appropriate
outside counsel, in-house counsel, or consultant application with GAO and all
parties to the protest. Generally, the appropriate attorney’s application will be
attached to the protective order issued in a protest. The consultant’s application
can be obtained from the GAO staff attorney assigned to the protest. In addition,
copies of these applications can be found in Appendix D and at www.gao.gov.
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The application for admission to a protective order will establish that the
individual is appropriate for admission (e.g., an attorney retained to represent an
interested party in the protest or a consultant retained by such an attorney), is not
involved in competitive decisionmaking, and has read the protective order issued
by GAO in the protest and will comply in all respects with the terms and
conditions of the protective order. A consultant seeking admission to the
protective order should be prepared to provide a client list, and may also have to
agree to certain future employment restrictions as a condition of receiving access
to protected material. While GAO’s consultant application suggests certain future
employment restrictions, the parties may agree to different or other restrictions.
All applicants are required to provide a mailing address, direct dial telephone
number, facsimile number, and e-mail address to which protected material may be
sent in accordance with the terms of the protective order. This information
should comport with the protective order’s requirement that parties send and
receive protected material using physical and electronic methods that are within
the control of individuals authorized by the protective order or that otherwise
restrict access to protected material to individuals authorized by the protective
order.
The failure to accurately complete the application may result in denial and/or
revocation of admission as well as other sanctions. For example, counsel’s failure
to accurately identify, as required, all instances within the last 2 years in which
counsel had been denied admission to a protective order, or had admission
revoked, or been found to have violated a protective order issued by GAO or by
another administrative or judicial tribunal has resulted in the denial of admission
to a GAO protective order; the revocation of admission to a GAO protective order;
and the imposition of a bar on access to protected material for a specified time
period.
__________________________________________________________________________________________________

C. When to File
Applications for admission to a protective order should be filed as soon as
possible after the issuance of the protective order. Delays in filing applications
for access to protected material, as well as requests for issuance of a protective
order, will generally not provide a basis for extending the time within which
comments on an agency report must be filed.
__________________________________________________________________________________________________

Page 7

GAO-06-716SP Guide to GAO Protective Orders

_______________________________________________________________________________________________________________________________________
III. The Application Process

__________________________________________________________________________________________

D. Objections

Objections to an applicant’s admission to a protective order should be raised
within 2 days of receipt of the application. 4 C.F.R. § 21.4(c). In reviewing
applications for admission to a protective order, GAO considers and balances a
variety of factors, including the nature and sensitivity of the material to be
protected, the attorney’s need for the confidential information sought in order to
adequately prepare the party’s case, and whether there is opposition to an
applicant expressing legitimate concerns that the individual’s admission would
pose an unacceptable risk of inadvertent disclosure. See McDonnell Douglas
Corp., B-259694.2, B-259694.3, June 16, 1995, 95-2 CPD ¶ 51.
Because the information released under a protective order is not GAO’s, but
rather the contracting agency’s or the other parties’, GAO relies upon these parties
to timely object to an application for access to protected material. GAO will
generally admit an applicant to a protective order where there is no objection
raised. Parties who have no objections to the admission of individual applicants
may waive the 2-day period for filing objections in order to expedite the
admissions process.

__________________________________________________________________________________________________

E. The Admission
GAO will issue a written notice identifying all individuals who are admitted under
a GAO protective order and who are thus entitled to have access to protected
material. Individuals who are denied access to protected material will be
informed in writing of the basis for their denial.
__________________________________________________________________________________________________
Although it is often easier for outside counsel to establish that they are not
involved in competitive decisionmaking, GAO approaches the admission of
counsel on a case-by-case basis, and does not assume that any attorney’s status as
outside counsel is dispositive of whether that attorney is involved in competitive
decisionmaking. Allied-Signal Aerospace Co., B-250822, B-250822.2, Feb. 19, 1993,
93-1 CPD ¶ 201.

1. Outside Counsel

In Allied-Signal, GAO denied access to outside counsel for the awardee, a
subsidiary of a parent corporation, because the attorney served as a corporate
officer for two other subsidiaries and represented at least nine subsidiaries in the
previous 3 years, suggesting that the attorney had a management relationship with
the companies that cut across corporate boundaries. The attorney’s role as
competitive decisionmaker was found to present too great a risk of inadvertent
disclosure of protected materials.
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In LeBoeuf, Lamb, Greene & MacRae, B-283825, B2283825.3, Feb. 3, 2000, 2000
CPD ¶ 35, GAO admitted protester’s counsel over the agency’s objection that a
partner in counsel’s firm was listed as a personal reference for a key employee in
the protester’s proposal, finding that there was no evidence that counsel or the
partner participated in competitive decisionmaking and that the nature of the
relationships was limited. GAO also found without merit the objection that
counsel might be witnesses regarding the evaluation of the protester’s proposal
because that evaluation was not challenged and because there was no showing
that the remote possibility the partner could be a witness might present an
unacceptable risk of inadvertent disclosure. GAO finally found that the blanket
objection that counsel did not have an established bid protest practice and an
established process for conformity to the strictures of the GAO protective order
was no reason to question counsel’s representations that they had read the
protective order and would abide by its terms and conditions.
In Mine Safety Appliances Co., B-242379.2, B-242379.3, Nov. 27, 1991, 91-2 CPD
¶ 506, GAO admitted the protester’s attorneys to a protective order even though
they were associated with a law firm in which the managing partner of the law
firm’s home office served on the protester’s board of directors. The attorneys
were found not to participate in competitive decisionmaking, vowed not to
discuss any protected information with the individual in the firm serving on the
protester’s board of directors, and agreed to special procedures to protect the
information (analogous to the procedures for the protection of classified
materials), including using a locked cabinet, maintaining a log and a special data
processing file for the protest, and limiting access to the data processing file.
In Maritime Berthing, Inc., B-284123.3, Apr. 27, 2000, 2000 CPD ¶ 89, GAO
admitted outside counsel for the protester over the agency’s objection that he was
listed as an authorized negotiator for another firm that was awarded a contract for
another part of the solicitation and which was owned by the same group of
principals as owned the protester, and had been listed as an authorized negotiator
for other firms owned by these principals in prior agency procurements. GAO
found that his designation as an authorized negotiator required closer scrutiny of
his application, but that the question of admission was to be resolved on a caseby-case basis. In this case, GAO admitted counsel because he had performed no
activities in this capacity, agreed to withdraw as the contract negotiator under the
contract, and agreed not to serve as or be designated as an authorized negotiator
for the companies owned by these principals in the future.
In Colonial Storage Co.; Paxton Van Lines, Inc., B-253501.5 et al., Oct. 19, 1993,
93-2 CPD ¶ 234, GAO denied admission to outside counsel for the awardee where
the record established that the attorney was involved in competitive
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decisionmaking—specifically, the attorney represented the awardee at a presolicitation conference and participated in price discussions between the awardee
and the agency in the course of the procurement.
In Ralvin Pacific Dev., Inc., B-251283.3, June 8, 1993, 93-1 CPD ¶ 442, GAO did not
admit outside counsel employed by protester where there was evidence in the
record that these attorneys were involved in competitive decisionmaking—that is,
conducting ongoing lease negotiations with the agency on behalf of the protester’s
affiliate. The attorneys withdrew their applications for admission.
__________________________________________________________________________________________________
2. In-House Counsel
In considering applications of in-house counsel, GAO considers such factors as
whether the in-house counsel advises on pricing and product design decisions,
including the review of bids and proposals, the degree of physical separation and
security with respect to those who participate in competitive decisionmaking, and
the degree and level of supervision to which in-house counsel is subject. In
determining whether access is appropriate, GAO considers not only the
applicant’s role with respect to competition for federal government business, but
also the individual’s role in the commercial marketplace and in relation to other
business activities where corporate decisions are made in light of information
about competitors that might be disclosed under a protective order.
In Robbins-Gioia, Inc., B-274318 et al., Dec. 4, 1996, 96-2 CPD ¶ 222, GAO admitted
in-house counsel for the awardee over the agency’s objection where the record
established that the attorney did not participate in competitive decisionmaking;
the fact that the in-house counsel reported to a competitive decisionmaker did not
alone demonstrate that there was an unacceptable risk of inadvertent disclosure
of protected material.
Admission of in-house counsel to a protective order was denied where, in
balancing the need to protect the confidentiality of sensitive information with the
party’s need to have access to the information to pursue the protest, GAO found
that there was an unacceptable risk of inadvertent disclosure because the
in-house counsel advised his company’s competitive strategists and there was
no showing that the in-house counsel needed access to the information to help
the party pursue its protest. McDonnell Douglas Corp., B-259694.2, B-259694.3,
June 16, 1995, 95-2 CPD ¶ 51.
GAO granted access to a senior attorney in a company litigation section where the
litigation section was a separate and distinct operation devoted exclusively to
litigation and the attorney was “walled off” from competitive decisionmaking.
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US Sprint Communications Co. Ltd. Partnership, B-243767, Aug. 27, 1991, 91-2
CPD ¶ 201.
GAO has denied access to in-house counsel who provide legal counsel to senior
company management, such that counsel advises or participates in competitive
decisionmaking. Earle Palmer Brown Cos., Inc., B-243544, B-243544.2, Aug. 7,
1991, 91-2 CPD ¶ 134; Dataproducts New England, Inc., et al., B-246149.3 et al.,
Feb. 26, 1992, 92-1 CPD ¶ 231; Bendix Field Eng’g Corp., B-246236, Feb. 25, 1992,
92-1 CPD ¶ 227.
GAO denied admission to corporate counsel who was involved in competitive
decisionmaking with respect to other business matters such as mergers and
acquisitions, where there was more than a minimal risk of inadvertent disclosure
of information from the protest concerning the competitor who was involved in
the merger talks. Atlantic Research Corp., B-247650, June 26, 1992, 92-1 CPD
¶ 543.
GAO has granted a limited admission to in-house counsel to permit counsel
access to counsel’s own company’s evaluation documents concerning the
company’s exclusion from the competitive range. By agreement of counsel, the
in-house counsel did not receive access to its competitors’ proposals and
evaluations. SRI Int’l, Inc., B-250327.4, Apr. 27, 1993, 93-1 CPD ¶ 344.
__________________________________________________________________________________________________
3. Consultants
GAO’s policy is to allow protesters to choose the assistance they deem necessary
to pursue their protest. In Bendix Field Eng’g Corp., B-246236, Feb. 25, 1992, 92-1
CPD ¶ 227, GAO admitted consultants to a protective order to provide assistance
to counsel in their review of the agency’s cost realism evaluation where, although
the agency objected that the consultants were not necessary, there was no other
objection to the admissibility of the consultants. See also Global Readiness
Enters., B-284714, May 30, 2000, 2000 CPD ¶ 97.
However, in EER Sys. Corp., B-256383 et al., June 7, 1994, 94-1 CPD ¶ 354, GAO
denied admission to consultants for the protester, even though it was unclear that
granting access to protected material to these consultants would pose a major
risk of inadvertent disclosure, where the protected material was undeniably
sensitive and valuable such that disclosure of the information would cause serious
competitive harm to the awardee, the awardee challenged the admissibility of the
consultants, and GAO determined that it and the protester could fairly and
reasonably address the specific protest issues without the admission of the
protester’s consultants.
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IV. Use of Protected Material before
Other Agencies and Courts
__________________________________________________________________________________________________
Material to which parties gain access under a GAO protective order may only be
used in the protest proceedings for which the protest was issued, absent express
prior written authorization from GAO. Requests for authorization to use
protected material in other fora must be made in writing, with notice to all parties,
and must establish that protected material will be safeguarded, e.g., by the
forum’s issuance of a protective order.
GAO has generally permitted the use of protected material in the filing of federal
lawsuits and before other administrative tribunals where the party seeking to use
such material establishes that the material will be safeguarded. For example,
GAO has permitted the filing of protected material, which a party received under a
GAO protective order, in court pleadings where the court was informed of the
GAO protective order and the material subject to the GAO protective order and
where a court protective order was issued to protect and govern the protected
material. A sample notice of limited leave to release protected material to a
federal court is included in Appendix E. The precise nature of GAO’s leave to
release protected material to another forum will depend upon the circumstances
necessary to protect the information in that forum.
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V. Violations of GAO Protective Orders
__________________________________________________________________________________________________
Any violation of a protective order is a serious matter, whether or not it results in
an improper disclosure of protected material. Violations of the terms of a
protective order will result in the imposition of such sanctions as GAO deems
appropriate, including but not limited to referral of the violation to the
appropriate bar associations or other disciplinary bodies and restricting the
individual’s practice before GAO.
Violations of the GAO protective order have included instances where protected
material has been disclosed, inadvertently or otherwise, to individuals not
admitted under the GAO protective order; where protected material was disclosed
to other fora without prior permission from GAO; where applicants failed to
comply with the requirement to disclose prior violations of a GAO protective
order; and where individuals improperly retained protected material beyond the
disposition date required by the protective order. The following is a brief
discussion of instances where protected material has been disclosed to
individuals not admitted under the GAO protective order, the most common
violation.
Most of these have been inadvertent violations resulting from counsel’s failure to
carefully review documents to be sent to the client to ensure that no protected
material is included. Counsel have, for example, failed to ensure that all agreedupon redactions were included in the redacted version of a document sent to the
client; failed to fully read instructions from the sender regarding the releasibility
of documents; and failed to place a protective legend on a supplemental protest,
which led to the transmission of protected material to the client. Several of these
violations underscore the importance of giving support staff adequate instructions
regarding their responsibilities in handling protected material. Support staff have,
for example, inadvertently included protected documents along with the redacted
documents to be mailed or faxed to the client; improperly forwarded a protected
GAO decision to the client; and improperly faxed protected material to the client
as a result of erroneous or unclear instructions from counsel. In nearly all of
these cases, counsel immediately recognized the error and retrieved the protected
material before the client could review its contents. Nonetheless, in all of these
cases, the violations and resulting sanctions could have been avoided had counsel
taken all necessary precautions to prevent disclosure of protected material.
Those precautions can be particularly critical when protected material is being
transmitted from one protest party to another. In one instance, it came to GAO’s
attention that the facsimile number printed on the letterhead used by the
protester’s counsel was connected to a facsimile machine located in shared space,
separate from counsel’s office, not under his control, and shared by several
different firms and businesses. GAO found that counsel’s dissemination of a
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number for a facsimile machine that was not in his control—without advising
GAO and other parties to the protest of this fact—fell short of the standard of care
necessary to safeguard protected information. The standard protective order
expressly requires individuals to send and receive protected material using
physical and electronic methods that are within the control of individuals
authorized by the protective order or that otherwise restrict access to protected
material to individuals authorized by the protective order.
Several violations have involved the inadvertent oral disclosure of protected
information. In one instance, GAO admonished protester’s counsel and a
consultant where the manner in which the consultant asked questions of the
protester’s representative, who was not admitted to the protective order,
disclosed, in part, the intervenor’s technical approach. In a similar instance, GAO
admonished two of intervenor’s counsel where a consultant not yet admitted to
the protective order was able to infer facts reflecting protected material about the
protester’s cost proposal on the basis of sequential conversations with counsel.
As GAO advised in a letter to counsel, it is true that counsel admitted to a
protective order must be vigilant in ensuring that their conversations with parties
not admitted to the protective order do not include language that is protected per
se, but it is equally true that counsel must be vigilant in ensuring that these
conversations do not include language sufficient to disclose protected
information.
In another instance, protester’s counsel orally disclosed to the client features of
the awardee’s proposal that led to its selection. GAO rejected counsel’s argument
that the GAO protective order was inconsistent with his state’s rules of conduct
requiring counsel to explain matters to the client to the extent necessary for the
client to make informed decisions. In a letter to counsel, GAO stated that the
state’s rules also provided that rules or court orders governing litigation might
provide that information supplied to counsel may not be disclosed to the client,
and directed compliance with such rules or orders. GAO also stated that if
counsel believed the protective order process was invalid he should not have
certified his willingness to abide by its terms in his application for admission.
GAO sanctioned counsel by barring him from access to protected material for two
years and by referring the matter to his bar association.
Violations have also occurred where counsel have failed to comply with the “2-day
rule,” which refers to the protective order’s express prohibition on the release of
any documents in connection with the protest to anyone not admitted under the
protective order prior to the end of the second working day following receipt of
the documents by all parties. In one instance, protester’s counsel released to his
client documents that were identified as releasable in an agency’s report on the
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date the report was received. The day after receipt of the report, the intervenor
identified as protected certain material contained within some of the documents
that the agency had indicated were releasable. GAO admonished counsel for this
violation. In another instance, GAO admonished counsel who, immediately upon
receipt of the agency report, copied and gave his client the parts of the report that
were not designated as protected. GAO rejected counsel’s explanation that,
because he intended to be out of the office and thought it necessary to furnish the
non-protected parties of the report to his client for its immediate assistance, he
did not ask the agency if he could make the disclosure prior to the expiration of
the two-day period. As the protective order itself expressly states, the two-day
rule permits parties to identify documents that should have been marked
protected before the documents are disclosed to individuals not admitted under
the protective order.
Improper disclosures of protected material have occurred where unilateral
redactions of protected material are provided to individuals not admitted under
the protective order. In one instance, intervenor’s counsel unilaterally prepared a
redacted version of draft comments and gave it to the client. The redacted
version contained protected material. Although counsel argued that their actions
were inadvertent, counsel also argued that they had the right to unilaterally
prepare and release redacted versions of documents that have not yet been filed
with GAO or which were sent or received from another party to the protest. GAO
disagreed, finding that counsel violated the requirement not to release a proposed
redacted version of a protected document. Such a practice would render
meaningless the essential protection afforded by the issuance of a protective
order, i.e., to give all other parties a fair opportunity to propose additional
redactions of protectable information. GAO sanctioned counsel by restricting
their access to protected material for three months.
Finally, counsel have occasionally improperly disclosed protected material to
other members of the law firm based upon the erroneous belief that the protective
order application was on behalf of the entire law firm. Since an attorney in the
firm who is not admitted to the protective order does not fall within the category
of individuals eligible to examine protected material, such as support staff, GAO
admonished both counsel for violating the protective order. In letters to both,
GAO stated that application for admission under a GAO protective order entails
individual representations and certifications, subject to review by the parties to
the protest; GAO may deny applications from individual attorneys in a law firm,
while admitting other attorneys from that same firm, where that action is
warranted by the individual’s unique relationships or particular professional
responsibilities.
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Sec. 21.4 Protective Orders
(a) At the request of a party or on its own initiative, GAO may issue a
protective order controlling the treatment of protected information. Such
information may include proprietary, confidential, or source-selectionsensitive material, as well as other information the release of which could
result in a competitive advantage to one or more firms. The protective
order shall establish procedures for application for access to protected
information, identification and safeguarding of that information, and
submission of redacted copies of documents omitting protected
information. Because a protective order serves to facilitate the pursuit of a
protest by a protester through counsel, it is the responsibility of protester’s
counsel to request that a protective order be issued and to submit timely
applications for admission under that order.
(b) If no protective order has been issued, the agency may withhold
from the parties those portions of its report that would ordinarily be
subject to a protective order. GAO will review in camera all information
not released to the parties. Where a protective order has been issued,
documents may be filed by electronic means (other than facsimile
transmission) only when specifically authorized by GAO.
(c) After a protective order has been issued, counsel or consultants
retained by counsel appearing on behalf of a party may apply for
admission under the order by submitting an application to GAO, with
copies furnished simultaneously to all parties. The application shall
establish that the applicant is not involved in competitive decision-making
for any firm that could gain a competitive advantage from access to the
protected information and that there will be no significant risk of
inadvertent disclosure of protected information. Objections to an
applicant’s admission shall be raised within 2 days after receipt of the
application, although GAO may consider objections raised after that time.
(d) Any violation of the terms of a protective order may result in the
imposition of such sanctions as GAO deems appropriate, including referral
to appropriate bar associations or other disciplinary bodies and restricting
the individual’s practice before GAO.
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UNITED STATES GOVERNMENT ACCOUNTABILITY OFFICE
OFFICE OF THE GENERAL COUNSEL
PROCUREMENT LAW DIVISION
Washington, D.C. 20548

Matter of:
File:
Agency:
PROTECTIVE ORDER
This protective order limits disclosure of certain material and information
submitted in the above-captioned protest, so that no party obtaining
access to protected material under this order will gain a competitive
advantage as a result of the disclosure. Material to which parties gain
access under this protective order is to be used only for the subject protest
proceedings, absent express prior authorization from the Government
Accountability Office (GAO). Such authorization must be requested in
writing, with notice to all parties.
1. This protective order applies to all material that is identified by any
party as protected, unless GAO specifically provides otherwise. Protected
material includes information whether on paper or in any electronic
format. This protective order applies to all proceedings associated with
the protest, e.g., supplemental/amended protests, requests for
reconsideration, and claims for costs.
2. Protected material of any kind may be provided only to GAO and to
individuals authorized by this protective order. The first page of each
document containing protected material is to be clearly marked as follows:
PROTECTED MATERIAL
TO BE DISCLOSED ONLY IN ACCORDANCE WITH
GOVERNMENT ACCOUNTABILITY OFFICE PROTECTIVE ORDER
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The party claiming protection must clearly identify the specific portion of
the material for which it is claiming protection. Wherever such protection
is claimed for a protest pleading, the party filing the pleading shall submit
a proposed redacted version for public release when the protected version
is filed.
3. Only individuals who are admitted under this protective order by GAO,
and support staff (paralegal, clerical, and administrative personnel) who
are employed or supervised by individuals admitted under this order, and
who are not involved in competitive decisionmaking for a party to the
protest or for any firm that might gain a competitive advantage from
access to the protected material disclosed under this order, shall have
access to information covered by this order. Individuals admitted under
this protective order shall advise such support staff, prior to providing
them access to protected material, of their obligations under this order.
4. Each party included under this protective order shall receive up to 3
copies of the protected material (the original constitutes one copy), and
shall not further duplicate that material, except as incidental to its
incorporation into a submission to GAO or as otherwise agreed to by the
parties with GAO’s concurrence. For purpose of this provision, a “party”
refers to the entity of record. Therefore, multiple attorneys or law firms
representing a single party must determine among them how to allocate
the maximum of 3 copies among the individuals admitted to the protective
order. Each duplication of electronic media (e.g., CD Rom), whether in
electronic or hard copy form, constitutes a single copy. E-mail
transmissions to multiple recipients should be counted as generating one
copy for the sender and one for each recipient.
5. When any party sends or receives documents in connection with this
protest that are not designated as protected, including proposed redacted
versions of protected documents, the party shall refrain from releasing the
documents to anyone not admitted under this protective order, including
clients, until the end of the second working day following receipt of the
documents by all parties. This practice permits parties to identify
documents that should have been marked protected before the documents
are disclosed to individuals not admitted under this protective order.
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6. Each individual covered under this protective order shall take all
precautions necessary to prevent disclosure of protected material. In
addition to physically and electronically securing, safeguarding, and
restricting access to the protected material in one’s possession, these
precautions include, but are not limited to, sending and receiving
protected material using physical and electronic methods that are within
the control of individuals authorized by this protective order or that
otherwise restrict access to protected material to individuals authorized
by this protective order. Protected material may be sent using electronic
mail unless objected to by any party in this protest. The confidentiality of
protected material shall be maintained in perpetuity.
7. Within 60 days after the disposition of the protest(s) (or if a request for
reconsideration or a claim for costs is filed, 60 days after the disposition of
those matters), all protected material furnished to individuals admitted
under this protective order, including all electronically transmitted
material and copies of such material, with the exception of a single copy
of a protected decision or letter issued by our Office, shall be: (1)
returned to the party that produced them; or (2) with the prior written
agreement of the party that produced the protected material, destroyed
and certified as destroyed to the party that produced them; or (3) with the
prior written agreement of the party that produced the protected material,
retained under the terms of this order for such period as may be agreed.
Within the same 60-ay period, protected pleadings (including copies in
archival files and computer backup files) and written and electronic
transcripts of protest conferences and hearings shall be destroyed, and the
destruction certified to GAO and the other parties, unless the parties agree
otherwise. In the absence of such agreement and for good cause shown,
the period for retention of the protected material under this paragraph
may be extended by order of GAO. Any individual retaining material
received under this protective order (except for the single copy of a
protected decision or letter issued by our Office) beyond the 60-day period
without the authorization of GAO or the prior written agreement of the
party that produced the material is in violation of this order. The terms of
this protective order (except those terms regarding the return or
destruction of protected material) shall apply indefinitely to the single
copy of the protected decision or letter issued by our Office that is
retained by a party admitted under this order.
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8. Any violation of the terms of this protective order may result in the
imposition of such sanctions as GAO deems appropriate, including but not
limited to referral of the violation to appropriate bar associations or other
disciplinary bodies and restricting the practice of counsel before GAO. A
party whose protected information is improperly disclosed shall be
entitled to all remedies under law or equity, including breach of contract.

___________________________
[Insert GAO Attorney name]

Page 20

____________________
[Date]

GAO-06-716SP Guide to GAO Protective Orders

Appendix C
__________________________________________________________________________________________

Page 21

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 22

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 23

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 24

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 25

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 26

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 27

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 28

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 29

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 30

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 31

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 32

GAO-06-716SP Guide to GAO Protective Orders

Appendix C

__________________________________________________________________________________________

Page 33

GAO-06-716SP Guide to GAO Protective Orders

Appendix D
__________________________________________________________________________________________
UNITED STATES GOVERNMENT ACCOUNTABILITY OFFICE
OFFICE OF THE GENERAL COUNSEL
PROCUREMENT LAW DIVISION
Washington, D.C. 20548
Matter of:
File:
Agency:
APPLICATION FOR ACCESS TO MATERIAL
UNDER A PROTECTIVE ORDER
FOR OUTSIDE COUNSEL
1. I,
, hereby apply for access to protected material
covered by the protective order issued in connection with this protest.
2. I am an attorney with the law firm of
represent
3. I am a member of the bar(s) of
.

which has been retained to
, a party to this protest.
; my bar membership number(s) is/are

4. My professional relationship with the party I represent in this protest and its personnel is
strictly one of legal counsel. I am not involved in competitive decisionmaking as discussed in
U.S. Steel Corp. v. United States, 730 F.2d 1465 (Fed. Cir. 1984), for or on behalf of the party I
represent, any entity that is an interested party to this protest, or any other firm that might gain
a competitive advantage from access to the material disclosed under the protective order. I do
not provide advice or participate in any decisions of such parties in matters involving similar or
corresponding information about a competitor. This means that I do not, for example, provide
advice concerning or participate in decisions about marketing or advertising strategies, product
research and development, product design or competitive structuring and composition of bids,
offers, or proposals with respect to which the use of protected material could provide a
competitive advantage.
5. I identify here (by writing "none" or listing names and relevant circumstances) those
attorneys in my firm who, to the best of my knowledge, cannot make the representations set
forth in the preceding paragraph:

(Attach additional pages for this and the following questions, if needed.)
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6. I identify here (by writing "none" or listing names, position, and responsibilities) any
member of my immediate family who is an officer or holds a management position with an
interested party in the protest or with any other firm that might gain a competitive advantage
from access to the material disclosed under the protective order:

7. I identify here (by writing "none" or identifying the name of the forum, case number, date,
and circumstances) instances within the last 2 years in which I have been denied admission to
a protective order, or had admission revoked, or been found to have violated a protective order
issued by GAO or by an administrative or judicial tribunal:

8. I identify here (by writing "none" or listing the protest name and file number) any pending
application for admission to a protective order issued by GAO:

9. I have read the protective order issued by GAO in this protest, and I will comply in all
respects with that order and will abide by its terms and conditions in handling any protected
material filed or produced in connection with the protest.
10. I acknowledge that any violation of the terms of the protective order may result in the
imposition of such sanctions as GAO deems appropriate, including but not limited to referral of
the violation to appropriate bar associations or other disciplinary bodies, and restricting my
practice before GAO. I further acknowledge that a party whose protected information is
improperly disclosed shall be entitled to all remedies under law or equity, including breach of
contract.
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CERTIFICATION
By my signature, I certify that, to the best of my knowledge, the representations set forth above
(including any attached statements) are true and correct. I recognize that knowingly making a
false statement on this application could render me liable to a $10,000 fine or 5 years
imprisonment, or both, pursuant to 18 U.S.C. § 1001. I identify below the mailing address and
facsimile number at which I may receive protected material in accordance with the terms of the
protective order.

____
Signature

_______________________
Date Executed

________________________________________
Typed Name and Title

________________________________________
Mailing Address

________________________________________
Direct Dial Telephone Number

Facsimile Number

E-mail Address
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UNITED STATES GOVERNMENT ACCOUNTABILITY OFFICE
OFFICE OF THE GENERAL COUNSEL
PROCUREMENT LAW DIVISION
Washington, D.C. 20548
Matter of:
File:
Agency:
APPLICATION FOR ACCESS TO MATERIAL
UNDER A PROTECTIVE ORDER
FOR IN-HOUSE COUNSEL
1. I,
, hereby apply for access to protected material covered
by the protective order issued in connection with this protest.
2. I am in-house counsel for
3. I am a member of the bar(s) of
_
.

, a party to this protest.
; my bar membership number(s) is/are

4. My professional relationship with the party I represent in this protest and its personnel is
strictly one of legal counsel. I am not involved in competitive decisionmaking as discussed in
U.S. Steel Corp. v. United States, 730 F.2d 1465 (Fed. Cir. 1984), for or on behalf of the party I
represent, any entity that is an interested party to this protest, or any other firm that might gain
a competitive advantage from access to the material disclosed under the protective order. I do
not provide advice or participate in any decisions of such parties in matters involving similar or
corresponding information about a competitor. This means that I do not, for example, provide
advice concerning or participate in decisions about marketing or advertising strategies, product
research and development, product design or competitive structuring and composition of bids,
offers, or proposals with respect to which the use of protected material could provide a
competitive advantage.
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5. I have attached a detailed narrative providing the following information:
(a) my position and responsibilities as in-house counsel, including my role in providing
advice in procurement-related matters;
(b) the person(s) to whom I report, and their position(s) and responsibilities;
(c) the number of in-house counsel at the office in which I work, and their involvement, if
any, in competitive decisionmaking and in providing advice in procurement-related matters;
(d) my relationship to the nearest person involved in competitive decisionmaking (both in
terms of physical proximity and corporate structure); and
(e) measures taken to isolate me from competitive decisionmaking and to protect against
the inadvertent disclosure of protected material to persons not admitted under the protective
order.
6. I identify here (by writing "none" or listing names, position, and responsibilities) any
member of my immediate family who is an officer or holds a management position with an
interested party in the protest or with any other firm that might gain a competitive advantage
from access to the material disclosed under the protective order:

(Attach additional pages for this and the following questions, if needed.)

7. I identify here (by writing "none" or identifying the name of the forum, case number, date,
and circumstances) instances within the last 2 years in which I have been denied admission to
a protective order, or had admission revoked, or been found to have violated a protective order
issued by GAO or by an administrative or judicial tribunal:

8. I identify here (by writing "none" or listing the protest name and file number) any pending
application for admission to a protective order issued by GAO:

9. I have read the protective order issued by GAO in this protest, and I will comply in all
respects with that order and will abide by its terms and conditions in handling any protected
material filed or produced in connection with the protest.
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10. I acknowledge that any violation of the terms of the protective order may result in the
imposition of such sanctions as GAO deems appropriate, including but not limited to referral of
the violation to appropriate bar associations or other disciplinary bodies, and restricting my
practice before GAO. I further acknowledge that a party whose protected information is
improperly disclosed shall be entitled to all remedies under law or equity, including breach of
contract.
CERTIFICATION
By my signature, I certify that, to the best of my knowledge, the representations set forth above
(including any attached statements) are true and correct. I recognize that knowingly making a
false statement on this application could render me liable to a $10,000 fine or 5 years
imprisonment, or both, pursuant to 18 U.S.C. § 1001. I identify below the mailing address and
facsimile number at which I may receive protected material in accordance with the terms of the
protective order.

Signature

Date Executed

Typed Name and Title

Mailing Address

Direct Dial Telephone Number

Facsimile Number

E-Mail Address
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UNITED STATES GOVERNMENT ACCOUNTABILITY OFFICE
OFFICE OF THE GENERAL COUNSEL
PROCUREMENT LAW DIVISION
Washington, D.C. 20548
Matter of:
File:
Agency:
APPLICATION FOR ACCESS TO MATERIAL
UNDER A PROTECTIVE ORDER
FOR CONSULTANT
1. I,
, am a consultant employed by
, and hereby apply for
access to protected material covered by the protective order issued in connection with this
protest.
2. I have been retained by
and will, under the direction and control of that
attorney, assist in the representation of
in this protest.
3. I hereby certify that I am not involved in competitive decisionmaking for or on behalf of any
party to this protest or any other firm that might gain a competitive advantage from access to
the material disclosed under the protective order. Neither I nor my employer provides advice
or participates in any decisions of such parties in matters involving similar or corresponding
information about a competitor. This means, for example, that neither I nor my employer
provides advice concerning or participates in decisions about marketing or advertising
strategies, product research and development, product design or competitive structuring and
composition of bids, offers, or proposals with respect to which the use of protected material
could provide a competitive advantage.
4. My professional relationship with the party for whom I am retained in this protest and its
personnel is strictly as a consultant on issues relevant to the protest. Neither I, my spouse, nor
any member of my immediate family holds office or a management position in any company
that is a party in this protest, or in any competitor or potential competitor of a party.
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5. I have attached the following information:
(a) a current resume describing my education and employment experience to date;
(b) a list of all clients for whom I have performed work within the 2 years prior to the date
of this application, and a brief description of the work performed;
(c) a list of all clients for whom my employer has performed work within the 2 years
prior to the date of this application and for whom the use of protected material could provide a
competitive advantage, and a brief description of the work performed;
(d) a statement of the services I am expected to perform in connection with this protest;
(e) a description of the financial interests that I, my spouse, and/or my family has in any
entity that is an interested party in this protest or whose protected material will be reviewed; if
none, I have so stated;
(f) a list identifying by name of forum, case number, date, and circumstances all instances
in which I have been granted admission or been denied admission to a protective order, or had
a protective order admission revoked, or been found to have violated a protective order issued
by GAO or by an administrative or judicial tribunal; if none, I have so stated; and
(g) a statement of the professional associations to which I belong, including membership
numbers.
6. I have read a copy of the protective order issued by GAO in this protest, and I will comply in
all respects with all terms and conditions of that order in handling any protected material filed
or produced in connection with the protest. I will not disclose any protected material to any
individual other than those individuals admitted under the protective order by GAO.
7. For a period of 2 years from the date this application is granted, I will not engage or assist in
the preparation of a proposal to be submitted to any agency of the United States government
for
*
where I know or have reason to know that any party to the protest, or
any successor entity, will be a competitor, subcontractor, or teaming member. *Describe subject
of procurement at issue in the protest

8. For a period of 2 years from the date this application is granted, I will not engage or assist in
the preparation of a proposal for submission to
*
for
**
__
nor will I have any personal involvement in any such activity. *Name of contracting agency **Describe
procurement at issue in the protest

9. I acknowledge that any violation of the terms of the protective order may result in the
imposition of such sanctions as GAO deems appropriate, including but not limited to referral of
the violation to appropriate disciplinary bodies or professional associations, and restricting my
practice before GAO. I further acknowledge that a party whose protected information is
improperly disclosed shall be entitled to all remedies under law or equity, including breach of
contract.
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CERTIFICATION
By my signature, I certify that, to the best of my knowledge, the representations set forth above
(including attached statements) are true and correct. I recognize that knowingly making a false
statement on this application could render me liable to a $10,000 fine or 5 years imprisonment,
or both, pursuant to 18 U.S.C. § 1001. I identify below the mailing address and facsimile
number at which I may receive protected material in accordance with the terms of the
protective order.

Signature

Date Executed

Typed Name and Title

Mailing Address

Direct Dial Telephone Number

Facsimile Number

E-mail Address

ATTORNEY’S CERTIFICATION
The consultant named above has been retained by me to assist in the representation of
in this protest and will perform his/her duties in connection with this protest under my
direction and control.

Signature

Date Executed

Typed Name and Title

Name of Firm
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