United States General Accounting Office

GAO

Report to Congressional Requesters

May 1994

AVIATION SECURITY

N nlAanmmaon
pDevelLIoOpIt 1ent Of NeW

Security Technology
Has Not Met
Expectations

- GAO/RCED-94-142






GAO

United States
General Accounting Office
Washington, D.C. 20548

Resources, Community, and
Economic Development Division

B-266584
May 19, 1994
Congressional Requesters

This report, prepared at your request, examines the Federal Aviation Administration’s (FAA)
efforts to develop new equipment for detecting explosives and methods to improve aircraft
survivability as mandated by the Aviation Security Improvement Act of 1990. We are making
recommendations to ensure that (1) FaA's process for approving new explosive detection
equipment can provide the aviation community and the flying public with effective and reliable
technology and (2) FAA's research efforts are properly managed to meet the threats to aviation.

We are sending copies of this report to the Secretary of Transportation; the Administrator, FAA;
the Director, Office of Management and Budget; and other interested parties. We will also send
copies to others upon request.

This work was performed under the direction of Kenneth M. Mead, Director, Transportation
Issues, who can be reached at (202) 512-2834. Major contributors to this report are listed in

appendix II.

Sincerely yours,

i 2

Keith O. Fultz
Assistant Comptroller General



B-256684

List of Requesters

The Honorable Frank R. Lautenberg

Chairman

The Honorable Alfonse M. D’Amato

Ranking Minority Member

Subcommittee on Transportation and
and Related Agencies

Committee on Appropriations

United States Senate

The Honorable Bob Carr
Chairman
The Honorable Frank R. Wolf
Ranking Minority Member
Subcommittee on Transportation
and Related Agencies
Committee on Appropriations
House of Representatives

The Honorable Tim Valentine

Chairman

The Honorable Tom Lewis

Ranking Minority Member

Subcommittee on Technology,
Environment, and Aviation

Coramittee on Science, Space,
and Technology

House of Representatives

Page 2

GAO/RCED-94-142 Explosive Detection Technology



Page 3

GAO/RCED-94-142 Explesive Detection Technology



Executive Summary

Purpose

Background

Results in Brief

The terrorist bombing of Pan Am Flight 103, which killed 270 people,
clearly demonstrated the need for new technology to detect explosives.
The Congress subsequently passed the Aviation Security Improvement Act
of 1990, requiring, among other things, that the Federal Aviation
Administration (FAA) support efforts to accelerate the research and
development of new technologies to protect civil aviation from terrorists.
Concerned about the safety of the traveling public in today’s uncertain
world, the Chairman and Ranking Minority Member, Subcommittee on
Transportation and Related Agencies, Senate Committee on
Appropriations, the Chairman and Ranking Minority Member,
Subcommittee on Transportation and Related Agencies, House Committee
on Appropriations, and the Chairman and Ranking Minority Member,
Subcommittee on Technology, Environment, and Aviation, House
Committee on Science, Space, and Technology, asked GAO to examine
FAA's progress in developing new security technology and to specify the
actions that FaA could take to improve its security research program. GAO
is also providing information on several issues concerning the eventual
implementation of new security technology.

The Aviation Security Improvement Act set a goal for FaA to have new
explosive detection equipment in place by November 1993. The Congress
took this action to ensure that FAA’s involvement would expedite the
development of this technology. FAA's responsibilities include developing
performance standards, assisting the private sector in developing systems,
and approving (certifying) systems for airlines’ use. To implement the act,
FA4 is supporting the development of new explosive detection devices and
methods to improve the survivability of aircraft, including blastresistant
(hardened) luggage containers.

FAA has made little progress toward meeting the act’s goal for deploying
new explosive detection systems. Although several devices show promise,
technical problems are slowing the development and approval of the
devices. FaA’s Aviation Security Research and Development Scientific
Advisory Panel estimates it could take FAA 2 to b years to approve new
devices for airlines’ use. Similarly, FaA’s efforts to enhance aircraft
survivability are promising but are several years from completion. In
addition, despite recommendations from the National Academy of
Sciences and others, FAA does not plan to test new explosive detection
systems at airports during the certification process. Gao identified several
other weaknesses in FAA's security research program. For example, FAA
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Executive Summary

does not (1) conduct software reviews to evaluate system designs,
(2) emphasize integrating different technologies into total systems, and
(3) focus sufficient attention on human factors issues.

Developing new technology is only part of the challenge; purchasing the
new security equipment will also place demands on the airlines
throughout the next decade. However, Faa lacks a strategy to guide its and
the airlines’ efforts to implement this equipment. If FAA expeditiously
develops a strategy, the airlines will be in a better position to plan and
budget for future security acquisitions. In addition, the Congress is
considering legislation that would clarify the availability of Airport
Improvement Program grant funds to purchase explosive detection
systems. GAO has identified several issues that need to be resolved before
such funds can be used for that purpose.

Principal Findings

Approved Technology Is Technical problems are slowing the development of new technology, and
Not Available for Industry’s it may be several years before new security devices are in use that can
Use meet FAA's requirements for screening checked baggage. Faa has 40
detection projects but has conducted laboratory tests on only 7; none fully
meets FAA's performance requirements. In the interim, Faa is considering
purchasing commercially available devices, but such devices have
limitations. Although raA’s research on hardened luggage containers
shows that they can help prevent explosions from damaging aircraft, Faa
needs to resolve such issues as the cost, weight, and durability of the
containers. FAA officials are optimistic that they can resolve these issues.
FAA is continuing research on other aircraft survivability techniques, but
officials could not estimate when they would be incorporated into i
commercial aircraft.

FAA Can Take Steps to Since explosive detection technology is evolving, Faa will be conducting

Improve Technology security research well into the foreseeable future. GA0 identified several

Development weaknesses whose resolution would enhance raA’s current and future
efforts. For example, Faa's process for certifying new explosive detection
devices does not ensure that the technology can perform reliably in
day-to-day use. FAA plans to rely on tests conducted at its own
laboratory—not at a major domestic airport—before approving new
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technology for airlines’ use. FAA officials believe that conducting such tests
would, among other things, add time and cost to the certification process.
However, the airline industry and others disagree with FaA’s approach and
believe that operational testing should be part of the certification process.

In addition, FAA does not evaluate the effectiveness and/or performance of
the software for the new devices even though the devices rely heavily on
automation to reduce dependence on human operators. Also, despite
recommendations from the Office of Technology Assessment and the
Aviation Security Research and Development Scientific Advisory Panel,
FAA has made little progress in integrating (linking) various technologies to
maximize the strengths of each. FaA, the National Academy of Sciences,
and others agree that no single device can meet all of FAA's requirements
for screening checked baggage; therefore, devices will have to be used in
combination. However, Faa plans to rely largely on the airlines to combine
various devices into explosive detection systems. GAO believes a more
prudent approach would be to address systems integration early in the
development process to reduce development costs and delays and ensure
that devices can work together effectively. Furthermore, although the
devices rely heavily on automation, they are unlikely, in the near term, to
eliminate the need for screeners. Yet FAA does not pay sufficient attention
to human factors associated with using the new devices, such as how
screeners understand alarms and make decisions about suspicious
objects.

In January 1994, Fas undertook a new initiative to accelerate the near-term
development of new technology for industry’s use. Through simulation
modeling, FAA's initiative should provide some information about the
impact of new devices on the flow of passengers. However, the initiative
does not address other program weaknesses that Gao identified—software,
systems integration, and human factors issues associated with current and
future security technology.

FAA Needs an
Implementation Strategy

FaA does not have a strategy that articulates important milestones, sets
realistic expectations, and identifies resources to guide efforts for
implementing new explosive detection technology. The airline industry is
particularly concerned about the acquisition and life-cycle costs for the
new devices. The sooner FAA disseminates resource and other information,
the sooner the airlines will be able to plan and budget for future security
acquisitions. Legislation has been introduced that would make it clear that
airports could purchase explosive detection equipment with Airport
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Recommendations

Matter for
Congressional
Consideration

Agency Comments

Improvement Program funds. However, the Federal Aviation Act of 1958,
as amended, makes airlines—not airports—responsible for screening
passengers and their luggage for domestic and international flights. In
addition, the proposed legislation did not specify whether the devices
must receive FaA's approval to be eligible for such funding.

GAO recommends that the Secretary of Transportation direct the FAA
Administrator to (1) require airport tests of the performance and reliability
of new explosive detection devices before certifying new technology for
industry's use, (2) evaluate software when reviewing system design, and
(3) place greater emphasis on integrating devices during development. GAO
is also making other recommendations. (See chs. 2 and 3.)

The Congress may wish to consider requiring FAA to certify explosive
detection equipment as a condition of eligibility for Airport Improvement
Program grant funds.

GAO discussed the facts and recommendations in this report with the
Department of Transportation’s Director of Intelligence and Security; FAA's
Assistant Administrator and Deputy Administrator for Civil Aviation
Security; Director, Policy and Plans for Civil Aviation Security; Director,
Aviation Security Research and Development Service; and other Faa
officials. These officials agreed with some of the recommendations. They
stated, however, that Faa will test candidate explosive detection devices at
airports “as necessary” after approving the devices but before directing
widespread implementation. They noted that, once approved, a device that
marginally met some of FAA’s performance requirements could still be
useful at lower-activity airports.

FAA's statements about testing equipment represent the agency’s first
commitment to such tests. Throughout this effort, Gac noted that FAA was
reluctant to test new devices at airports before mandating their use. In
addition, FAA has not specified the criteria it will use to determine when
the devices need to be tested. In GaO’s view, FAA should test all candidate
devices at airports during the certification process because testing “as
necessary” will not be sufficient to gain the confidence of an industry
skeptical of Faa’s ability to develop and test new security technology.
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Chapter 1

Introduction

FAA Promotes
Research and
Development to
Enhance Aviation
Security

Protecting civil aviation against terrorist attacks is a major challenge for
security personnel throughout the world. Terrorists have continually
increased their knowledge and sophistication in the use of explosives.
Civil aviation has been and will continue to be a primary target for
terrorists. The 1988 terrorist bombing of Pan Am Flight 103, which killed
270 people, clearly illustrated the need for new explosive detection
technology. In May 1990, the President’s Commission on Aviation Security
and Terrorism reported that the aviation system was seriously flawed and
was failing to adequately protect the traveling public. In October 1990, the
Congress passed the Aviation Security Improvement Act, requiring the
Federal Aviation Administration (FAA) to promote and strengthen aviation
security through research and development. Among other things, the act
directed raa to support the acceleration of technologies and procedures to
counteract terrorist acts against civil aviation and set a goal to deploy new
explosive detection equipment at airports by November 1993. The
Congress took this action to ensure that FAA moved forward expeditiously
to support the development of technology that would help prevent a
repetition of the Pan Am 103 incident.

FAA is responsible for the safety and security of civil aviation in the United
States and plays an important role in the development of new security
technology. Today, FAA is promoting the development of explosives,
weapons, and trace detection systems and technologies to enhance
aircraft survivability and is trying to increase airport screeners’ proficiency
and address other human factors issues. FAA also prescribes a regulatory
process to certify systems for airlines’ use.! Within Faa, the Assistant
Administrator for Civil Aviation Security establishes security
requirements, policies, and strategic plans; the Aviation Security Research,
Engineering, and Development Service initiates technology development
programs.

To develop new security technology, FAA (1) establishes performance
standards for equipment, (2) selects the mix of technologies for
development, {3) provides oversight and technical assistance to
contractors, (4) tests equipment to ensure that it meets the performance
standards, and (5) certifies (approves} the equipment as suitable for
airlines’ use. Under the agency’s regulations, the FAA Administrator can
require airlines to deploy certified devices and systems. FAA can dlso allow
airlines to purchase or lease unapproved equipment for testing at airports.

1Tn the context of this report, an explosive detection system is an automated device, or combination of
devices, that can detect different types of explosives.
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FAA is also helping foreign countries develop new technology because
officials believe that equipment deployed at foreign airports benefits
Americans traveling abroad. Faa has cooperative research agreements with
five foreign governments to exchange information on counterterrorism
technology. Faa officials also participate in international conferences and
assist in testing equipment at foreign airports. In conducting its security
research, engineering, and development (RE&D) program, FAA has enlisted
the help of universities and other such government agencies as the
Departments of Defense and Energy to participate in research projects and
provide experts for advisory panels.

Since the passage of the Aviation Security Improvement Act, the Congress
has provided Faa with about $130 million for security research.
Specifically, FAA's security RE&D funding has grown from $9.9 million in
fiscal year 1989 (before the act’s enactment) to $35.9 million in fiscal year
1994—a 262-percent increase. FAA's Technical Center in Atlantic City, New
Jersey, is responsible for managing the security RE&D program and has 35
staff working on various projects. Table 1.1 compares funding in fiscal
years 1989 and 1994 and shows how funds are allocated among different
research areas.

Table 1.1: Funding for Security RE&D,
Fiscal Years 1989 and 1994

|
Dollars in millions

1989 1994
Explosive, weapens, and trace detection $58.9 $22.8
Airport security 0 2.5
Aircraft hardening program 0 7.8
Human factors 0 28
Total $9.9 $35.9

Asindicated in table 1.1, FAA’s security RE&D program has expanded to
cover a wide range of research efforts. Before the Pan Am 103 incident,
FaA focused primarily on developing weapons detection systems and the
thermal neutron analysis device.? Currently, FAA is helping to develop new
explosive, weapons, and trace detection systems and methods to increase
aircraft survivability. It is also conducting research on human factors and
on the security of FAA and airport facilities. FAA contracts with industry for
the majority of the research; other federal laboratories and universities
also participate in this effort. As of December 1993, raa had 40 projects on

®This device uses neutron radiation to detect explosives in checked baggage. It represents the first
FAA-supported effort to develop an explosive detection device.
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detecting explosives; FAA has operating prototypes for 14. (App. I shows
the status of these 40 projects.)

FAA Has Established
Requirements for
Explosive Detection
Systems

FAA has developed performance standards that new explosive detection
systems for checked baggage must meet to be certified for airlines’ use. In
September 1993, FaA published its standards after a review of threats to
aviation security and inputs from the U.S. intelligence community,
numerous federal agencies, and the scientific and academic communities.?
In the standards, FAA states that new detection systems must be more
capable than current airport systems in detecting different material and
smaller quantities of explosives. Current airport X-ray systems can detect
only metal objects—not sophisticated plastic explosives. The bombing of
Pan Am 103 illustrated the need for security devices to detect small plastic
explosives. The plastic explosive suspected in that incident is virtually
odorless; difficult to detect; can be molded into a shape that appearsas a
common, harmless item on X-ray screens; and can be rolled into thin
sheets and placed in baggage lining.

According to FaA’s standards, new detection equipment will be required to
rapidly screen baggage for explosives with a high rate of detection and a
low rate of false alarms.* Moreover, FAaa intends to automate explosive
detection systems to make them faster and less dependent on human
operators (screeners). The equipment will initially detect the explosives;
screeners will not get involved until after the initial detection alarm has
sounded. For example, screeners will not search luggage until an
explosive detection device has identified a suspicious object and triggered
an alarm.

FAA, the National Academy of Sciences, airline industry representatives,
and others agree that no single explosive detection device can currently
meet all of FAA’s new requirements for screening checked baggage. In the
aftermath of Pan Am 103, many in the aviation community hoped that one
device—coined a “silver bullet”—could rapidly and efficiently detect a
wide range of explosives. This hope, however, has given way to the more
pragmatic view that several devices will have to used in combination.
Therefore, FaA’s strategy is to develop a comprehensive mix of

3Some of the information about the performance requirements is classified; therefore, we are
precluded from discussing issues such as performance goals and quantities of explosives that must be
detected.

*A false alarm occurs when a detection device sounds an alert but no explosive is present in checked
baggage.
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technologies that can be used in combination at airports. FaA is focusing
on the development of two types of devices: (1) bulk detection devices,
including X-ray and nuclear projects that screen baggage for explosives
and weapons and (2) trace detection devices that “sniff” baggage, people,
and electrical items for chemical particles used in explosives. According to
FAA officials, in August 1994 they will review the trace technologies and
determine whether such equipment could provide secondary screening for
checked baggage or should be used to screen carry-on baggage and
electronic items only.

Work on Aircraft Commercial aircraft have limited ability to resist the effects of an internal
Survivability Complements explosion. An explosion in a pressurized cargo or baggage hold, generally
Research on Explosive located beneath the passenger deck, c01.11(_i lead the aircraft to fail .
Detection Syst emS catastrophically. Therefore, FAA is examining methods to protect aircraft

from damage caused by an internal explosion. FaA's security RE&D program
includes research on blast-resistant luggage containers and techniques to
harden aircraft structures. Because FAA does not fully understand the
specific amounts, types, and locations of explosives that may cause
catastrophic damage to commercial aircraft, the agency has started to
gather empirical data on the vulnerability of aircraft to explosives. FAA
expects to complete these efforts in 1996 and then plans to develop
techniques to mitigate the effects of blasts.

The relationship between aircraft survivability and explosive detection is
important and will have a significant impact on rFaa’s efforts. If FAA finds
that an aircraft cannot be made to withstand an explosion, then detection
devices will have to be as or more sensitive than FAA now requires. In 1992,
the House Committee on Appropriations directed FAA to analyze the
trade-offs between survivability and detection. We testified in April 1993
that ¥aa does not expect to complete this analysis until fiscal year 1996.°

< 13 The airline industry is skeptical about FAA’s ability to develop effective
The Alrlme Industry , explosive detection systems because FAA was previously unable to develop
and Others View FAA'S  an effective thermal neutron analysis device. The airline industry criticized
Security RE&D Faa for not rigorously testing this equipment before mandating its use.
Pr With Thermal neutron analysis had dominated FAA’s RE&D expenditures in the
ogram wi rid-1980s. In 1985, FAA awarded a design contract and in 1983 awarded a
Skept1c1sm production contract for this equipment. FAA purchased six machines for

SFAA Budget: Important Challenges Affecting Aviation Safety, Capacity, and Efficiency
{GAO/T-RCED-93-33, Apr. 26, 1993).
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Outside Experts Have
Recommended
Significant Changes to
FAA’s Program

airport testing and intended to require U.S. airlines to deploy the systems
at domestic and international airports over a 5 year period, at an estimated
cost of about $897 million.

In its May 1990 report, the President’s Commission on Aviation Security
and Terrorism objected to the deployment of thermal neutron analysis
devices because the equipment could not, without an unacceptably high
rate of false alarms, detect the amount of material widely believed by
investigators to have destroyed the Pan Am 103 aircraft. Furthermore, the
Commission criticized FaA’s specifications as inadequate because these
specifications were based on estimates by FaA personnel. The Commission
also noted that no computer modeling was performed to arrive at the
specifications and that no testing was conducted on pressurized hulls to
determine the minimum amount of explosives that could destroy a
commercial aircraft. Airline officials expressed concern over the thermal
neutron device’s excessive size, high cost, slow speed in processing
baggage, and high rate of false alarms. FAA continues to test the thermal
neutron analysis device because, according to officials, it is the only
device that can detect all types of explosives as specified in FaA’s
requirements and is “still as good” as any other automated device when
processing over 500 bags per hour.

Since the Pan Am 103 incident and the report of the President’s
Commission, outside experts have also criticized FAA's security RE&D
program and recommended significant changes. The following discussion
briefly summarizes these assessments and their recommendations.

The Office of Technology Assessment (OTA) reviewed FAA’S program in
1991. oTA concluded that the program needed a more comprehensive
technology focus, realistic technical requirements, independent
operational testing of new equipment, and proper procedures for
conducting test programs.®

FAA's Aviation Security Research and Development Scientific Advisory
Panel reviewed the status of FaA's technology projects in June 1992.7 The
panel concluded that FAA had not made sufficient progress and suggested
that FAA purchase commercially available explosive detection equipment

5Technology Against Terrorism—Structuring Security, OTA, Jan. 1992.

"This pane] advises FAA on a wide range of security research issues and comprises scientific and
technical experts from the Department of Defense, a major airline, a law enforcement agency, an
aircraft manufacturer, and academia.
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Objectives, Scope,
and Methodology

to improve aviation security until FAa resolved the technical problems with
its program.

In addition, in response to the Aviation Security Improvement Act, FAA
contracted with the National Academy of Sciences to review its ongoing
projects and provide guidance on the program’s future direction.® In
March 1993, the Academy recommended specific technologies for FAA to
pursue, assessed the progress of ongoing projects, recommended testing
approaches, and suggested that FAA place more emphasis on integrating
explosive detection devices.

At the request of the Chairman and Ranking Minority Member,
Subcommittee on Transportation and Related Agencies, Senate Committee
on Appropriations; the Chairman and Ranking Minority Member,
Subcormmittee on Transportation and Related Agencies, House Committee
on Appropriations; and the Chairman and Ranking Minority Member,
Subcommittee on Technology, Environment, and Aviation, House
Commiittee on Science, Space, and Technology, we examined FaA’s efforts
to respond to the Aviation Security Improvement Act of 1990. Specifically,
we were asked to examine FaA's progress in developing new technology
and to specify the actions that FaA could take to improve its security RE&D
program.® In addition, we have provided information on cost and funding
issues facing FaA and the aviation community in implementing new
explosive detection technology.

To obtain the information in this report, we reviewed the Aviation Security
Improvement Act of 1990 and its legislative history, as well as FaA’s
policies and procedures to implement the act. We also discussed program
requirements, policies, and plans with DOT’s current and former Director,
Security and Intelligence, as well as other officials within that office; FAA’s
current and former Assistant Administrator for Civil Aviation Security;
officials of the National Academy of Sciences and the Air Transport
Association (ATA); and several airline officials responsible for security.

In addition, we determined the status of all 40 explosive detection
technology projects and examined 14 in detail by reviewing Faa project

$Under the auspices of the National Academy of Sciences, the National Materials Advisory Board
established a Committee on Commercial Aviation Security to fulfill the FAA contract. The committee
included experts from government, private industry, and academia.

¥See Aviation Security: Additional Actions Needed to Meet Domestic and International Challenges
(GAO/RCED-94-38, Jan. 27, 1994) for our views on FAA's response to other provisions of the act.
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and contract files and interviewing officials responsible for monitoring the
status of projects. We selected the 14 projects because, as of

September 1992, FaA believed that they showed promise and had funded
the development of prototype models for testing. We also determined the
status of Faa’s efforts to develop blast-resistant luggage containers and
aircraft survivability techniques. In addition, we reviewed reports from
OTA, the National Academy of Sciences, and Faa's Aviation Security
Research and Development Scientific Advisory Panel on FaA’s security
RE&D program. We also reviewed FaA's plans for deploying “off-the-shelf”
{commercially available} technology and discussed these plans with Faa
officials. We did not examine efforts by foreign governments to test and
deploy explosive detection devices,

We also identified the challenges that Faa faces in certifying new security
equipment by evaluating FAA’s plans to test and approve new technology
for airlines’ use and FAA’s proposed strategy to use commercially available
explosive detection systems at category X airports.!® We also reviewed
proposed legislation that would clarify airports’ eligibility to purchase
explosive detection equipment under the Airport Improvement Program
(a1P).!! In addition, we visited Miami International Airport to observe FaA's
tests of various new explosive detection equipment.

To determine FAA's basis for investing in new security technology, we
reviewed project documentation to determine the technical and economic
factors that Faa considered when deciding whether to continue projects.
We accepted FAA’s analysis about the amount and type of explosives that
equipment should detect and did not validate the threat levels that formed
the basis for these requirements. We also reviewed development contracts
and project files for explosive detection systems to determine whether Faa
had defined technical requirements and conducted software evaluations.

We performed our work primarily at FAA headquarters in Washington, D.C.,
and at the FaA Technical Center, Atlantic City International Airport, New
Jersey. We conducted our work between November 1992 and March 1994
in accordance with generally accepted government auditing standards. As
requested, we did not obtain written agency comments on a draft of this
report. However, we discussed the facts and recommendations with pot's

MFAA categorizes airports on the basis of passenger volume and the complexity of security programs
in place. Category X airports are those that have high traffic levels and complex security programs and
serve as international gateways. FAA has designated 19 airports as category X airports,

HAIP provides grants to airports to sustain or increase their safety, security, and capacity by
expanding and improving their facilities.

Page 16 GAO/RCED-84-142 Explosive Detection Technology



Chapter 1
Introduction

Director of Intelligence and Security, FAA’s Assistant Administrator and
Deputy Assistant Administrator for Civil Aviation Security; Director, Office
of Civil Aviation Security Policy and Planning; Director, Aviation Security
Research and Development Service; and Manager, Requirements Analysis
and Integration, as well as other FaA and por officials. DOT's and FaA's
detailed comments and our evaluation are provided at the end of chapters

2,3, and 4.
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Chapter 2

Technical Problems Are Hindering FAA’s
Efforts to Develop New Equipment

New Detection
Equipment Is Not
Available for Airlines’
Use

FAA has made little progress toward meeting the act’s goal to deploy new
explosive detection technology, and officials could not estimate when new
devices would be certified for the airline industry’s use. Although several
devices show promise, technical problems have slowed their development.
Similarly, Faa’s efforts to improve aircraft survivability are promising but
are several years from completion. For example, FAA tests indicate that
new blast-resistant luggage containers are feasible; however, Faa must stili
address such issues as the cost, weight, and durability of the containers.
Because new technology has not been developed as rapidly as the
Congress expected, Faa is considering whether to purchase commercially
available explosive detection devices as an interim measure—a step some
foreign governments have already taken. However, commercially available
technology has limitations.

It is uncertain when new equipment that can meet FaA’s requirements for
detecting sophisticated explosives in checked baggage will be available for
the airline industry’s use. New explosive detection technology is still
evolving. Some technologies, such as automated X-ray devices, show
promise for detecting explosives, but technical problems have slowed
their development. Trace and nuclear technologies show little possibility
of meeting FaA’s requirements for checked baggage at this time. FaaA's
Aviation Security Research and Development Scientific Advisory Panel
estimates that FaA could take 2 to b years to certify a device that can meet
its standards for screening checked baggage. Faa officials cautioned that
many technical challenges remain and that estimating development time is
difficult.

Advanced X-Ray
Technology Shows
Promise, but Technical
Problems Are Slowing
Development

As of December 1993, raa had 40 research explosive detection projects,
including 14 prototype units, 4 of which are suitable for screening checked
baggage. Our review of the development status of the 14 prototypes
showed that 9 had been delayed—by 1 to 18 months—because of technical
problems. Furthermore, Faa has conducted laboratory tests on only seven
devices; none fully meets FAA’s performance standards. Faa officials said
that they expect to have five additional advanced prototypes available for
testing in fiscal year 1994 but could not estimate when the new devices
would be certified for the industry’s use. Airline security experts who are
familiar with FAA’s program are concerned about the agency’s lack of
progress, and one official noted that FAA has not approved a single device
for screening checked baggage that differs from the equipment in use
before the Pan Am 103 incident.
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Efforts to Develop New Equipment

Figure 2.1; Examples of Advanced X-Ray Systems

Source: FAA.

FAA's research has shown that each device has its own unique advantages
and disadvantages. According to FAA technical officials, advanced X-ray
technologies currently show the most promise for detecting sophisticated
explosives. Some of the X-ray devices for screening baggage borrow
heavily from advances made in the medical field. Although some advanced
X-ray devices can detect more sophisticated explosives, these devices are
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either too slow or they have high false alarm rates (i.e., they indicate that
explosives are present when they are not). According to Air Transport
Association (ATA) officials, these deficiencies could cause delays in
processing baggage that would have a devastating effect on airlines’ ability
to dispatch aircraft on time. The following examples illustrate the types of
technical problems and development delays that FaA has experienced with
the new X-ray technologies.

In March 1993, Faa tested a computerized X-ray system that cost about

$4 million to develop. This project was delayed about 1 year because the
equipment was too slow in processing baggage. FaA is continuing to refine
this system to increase its speed and efficiency. According to FaA officials,
this is the most promising technology to date.

FAA spent about $4 million to develop a coherent X-ray scatter system.!
This project was delayed about 1 year because the equipment did not meet
FAA’s criteria for detecting specific amounts of explosive materials. FAA has
decided to stop work on this contract, but officials believe the technology
shows promise and will continue to pursue it at a later date.

FAA has invested about $2.1 million in a multiview, dual energy X-ray
system, but the system has a high false alarm rate. As of July 1993, this
project was on schedule. Faa officials told us that recent upgrades in the
device’s hardware and software have improved performance.

FAA tested a high-resolution X-ray system in its laboratory and at two
airports. A contractor provided the equipment at no cost to Faa to conduct
the tests. Although Faa found that this equipment demonstrated better
detection capability than that currently used at airports, it had a high false
alarm rate.

Trace and Nuclear
Technologies Are Not
Promising

In addition to X-ray technology, FAA has projects that utilize nuclear and
trace technologies. As of the end of fiscal year 1993, Faa had spent over
$20 million on nuclear technologies but, aside from some research data,
had little to show for the investment. Furthermore, key components of a
nuclear device—particle accelerators—exist only in concept or have met
with only brief success in the laboratory. Also, FaA's research shows that
current nuclear technologies are too expensive, too large, and much too
heavy for use in airports. After spending about $11 million over 5 years on
a nuclear resonance absorption project, the biggest investment in any one
technology, Faa canceled the project in July 1993. However, FaA officials
point. out that nuclear technologies have certain advantages and that the

'"This is an X-ray system that uses artificial intelligence to identify crystalline features common to
explosives.
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The Outcome of FAA’s
Efforts to Improve
Aircraft Survivability
Is Uncertain

thermal neutron analysis device’s capabilities remain in the same range as
other devices’. Faa officials also point out that nuclear technologies may
prove useful for screening cargo.

The potential for applying trace technology as a primary, or stand-alone,
screening device appears doubtful. The National Academy of Sciences
concluded that trace devices may have high false alarm rates and are not
suitable as a primary method for detecting explosives in checked baggage.
Therefore, trace devices would have to be used in conjunction with or to
supplement other detection equipment to examine unopened baggage or
cargo. Faa officials believe that trace technology may ultimately prove
useful in detecting explosives on individuals or in small objects. Faa is
working to develop protocols for a trace detection system for carry-on
baggage as well as a trace portal system for screening passengers.

In April 1993, FAA conducted a detailed review of eight trace systems. FAA
concluded that four systems may have future potential, but it is
considering canceling the other four projects (whose total costs exceed
$5.6 million). For example, FAA plans to terminate its efforts on a trace
device that uses spectroscopy technology. FAA found that the eguipment
could not differentiate between explosives and background materials. This
system, which so far cost more than $485,000, is I year behind schedule
because of technical problems. In August 1994, FAA plans to review the
trace technologies to determine whether they should be used to screen
carry-on baggage and electrical items rather than checked baggage.
Meanwhile, FAA plans to award a $1.6 million grant to a university to
continue research on the use of dogs to detect explosives. FaA plans to
focus on training requirements and standardized testing of dogs and their
handlers.

FAA's research on aircraft survivability techniques may offer the potential
to significantly reduce the effects of in-flight explosions. However, it is
uncertain when such techniques will be in widespread use. FAA plans to
spend over $27 million on aircraft survivability research through fiscal
year 1998 to (1) refine blast-resistant luggage containers; (2) assess the
vulnerability of aircraft to different types and quantities of explosives; and
(3} identify techniques to harden aircraft structures to withstand
explosions. Although FAA may complete its efforts to develop more
blast-resistant luggage containers in fiscal year 1994, it will probably not
demonstrate its efforts to harden structures until the next generation of
aircraft enter service.
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Blast-Resistant Luggage
Containers Present Some
Unresolved Issues

Faa's efforts on blast-resistant luggage containers may bridge the gap
between the capability of existing detection technology and the types of
blasts that aircraft can survive. In January 1992, Faa began testing
prototype containers. Some new containers take advantage of technology
and material developed several years ago by the military, such as Kevlar,
which is now used in armored vehicles. Tests completed to date
demonstrate that it is feasible to contain the effects—blast and
fragments—of an internal explosion.

The airline industry, however, has raised questions about the containers’
cost, weight, and durability. Airline security officials point out that
containers now used throughout the world (between 350,000 and

400,000) are generally made of aluminum, are frequently damaged by
forklifts, and are exposed to a wide range of harsh weather conditions.
Industry officials have similar concerns about the durability of the new
containers. We testified in April 1993 that the containers that FAA is testing
would add an average of 3,200 pounds to an aircraft’s weight, thereby
increasing fuel usage and operating costs. FAA is conducting research to
reduce the cost and weight and ensure the durability of the containers.
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Figure 2.2; FAA Prototype of Blast-Resistant Luggage Container

3
i
i

Source: FAA.
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As of September 1993, Faa had evaluated one manufacturer’s design and
was developing performance requirements for industry to use in building
the containers. FAA is also working with industry to resolve operational
concerns. For example, FAA plans to award a $1.2 million grant to an
industry association, the Great Lakes Composite Consortium, to evaluate
other manufacturers’ designs. The consortium will also assess such factors
as weight, operability, repair and maintenance needs, and associated
costs. FaA officials are optimistic that the agency’s research efforts can
make the weight and life-cycle costs of the new containers competitive
with the aluminum containers currently in use.

Because of their size, hardened containers can be used only on wide-body
aircraft that typically fly international routes. Wide-body aircraft in
operation or on order comprise about 29 percent (4,435) of the aircraft
worldwide (15,470). However, nearly 75 percent of the 57 bormbings
known to have taken place between 1971 and 1991 occurred on
narrow-body aircraft that do not use containers to store checked baggage.
Therefore, it is questionable whether hardened containers will have a
major impact on increasing aircraft survivability until more wide-body
aircraft are in service. FaA officials also pointed out that in about half of all
successful bomb attempts, the device was not placed in the cargo hold.
Nevertheless, Faa officials are optimistic about the prospects for the new
containers because most aircraft flying from Europe—a high-threat
region—are wide-body aircraft. FAA officials further noted that some
narrow-body aircraft may be able to use the new containers, They also
pointed out that the United Kingdom is conducting research on containers
for narrow-body aircraft.

FAA has not yet decided on the best approach for introducing the new
containers or analyzed the financial impact on the industry of requiring
their purchase. One official speculated that FaA could mandate the use of
the new containers through a gradual phase-in that was consistent with
airlines’ schedules for replacing older containers. Plastic and alurinum
containers currently in use last about 4 years. Some FaA officials believe
that airlines will purchase the new containers without FaA’s mandating
their use if questions about the containers’ cost, weight, and durability can
be resolved. However, airline officials believe that Faa will have to
mandate the containers’ use and develop a reasonable timetable for their
purchase. DOT officials noted that if FAA does not succeed in reducing the
containers’ weight and cost, it will likely have to mandate their use. poT
officials also noted that significant improvements might be obtained by
using less then a full complement of containers—one or two—for
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suspicious luggage, cargo, or mail. FAA expects to approve design
specifications for the containers by the end of fiscal year 1994.

FAA Is Assessing
Blast-Management Issues

In addition to developing hardened containers, FAA is pursuing other
research to improve the survivability of commercial aircraft. Begun in late
fiscal year 1991, this research is relatively new for Faa, Although the
Department of Defense has considerable data on how explosions affect
military aircraft, little information exists on how internal explosions affect
the structural integrity of different commercial aircraft. As a first step, Faa
is researching the effects of explosions on commercial aircraft and on }
such important components as flight controls. For example, FaA officials ‘
told us that an unknown concern is the effect of explosions on modern |
fly-by-wire aircraft.?

The linchpin of FAA's aircraft-hardening efforts is an analysis of how ;
explosions affect commercial aircraft structures, This analysis—known as
a vulnerability assessment—will shape the direction of future efforts to
improve aircraft survivability but will not be completed until fiscal year
1996. Faa expects to determine, among other things, how much damage is
inflicted by internal blasts on different types of aircraft and how much
explosive material is needed to destroy a commercial aircraft. According
to FAA officials, the results of this effort could lead to important
improvements in aircraft survivability. These improvements may include
(1) placing special linings, or blankets, in baggage compartments; (2) using '
special composite materials to harden aircraft structures; (3) placing
blow-out panels in the airframe;? and/or (4) protecting such critical
subsysters as the flight controls. ;_

To help guide research on aircraft survivability, FAa is leveraging the ;
Department of Defense's research on the survivability of military aircraft. %
According to FaA and Defense officials, techniques developed for military ‘
aircraft over the past 20 years may offer some promise. However, Air

Force and FaaA researchers also point out that significant additional

research will be required because threats to commercial and military

aircraft differ. For example, the military’s experience is based on the

explosion of a projectile outside an aircraft—not inside the fuselage from

2Fly-by-wire aircraft rely on software-based systems to monitor and control functions traditionally
performed by cockpit crews. In many cases, software-based systems have virtually replaced the
hydraulic and mechanical systems used on earlier generations of aircraft.

$Blow-out panels can divert the force of an explosive device outside the aircraft and away from
passengers, crew, and critical aircraft components.
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FAA Is Considering
Commercially
Available Equipment
as an Interim Solution

aterrorist device. In June 1991, Faa awarded a $3.8 million contract to the
Air Force's Wright Patterson Laboratory to establish a technology base
and a methodology for assessing the vulnerability of commercial aircraft
and to provide technical assistance in developing a plan to implement the
techniques that are selected. The Laboratory is also performing tests using
explosives to blow up retired military aircraft to gain a better
understanding of how explosions affect the structural integrity of aircraft.
The Air Force expects to complete its analysis in June 1994.

In addition, FAA is working with Boeing and McDonnell Douglas to take
advantage of the aircraft manufacturers’ skill, expertise, and intimate
knowledge of commercial aircraft design. According to FaA and Defense
officials, aircraft manufacturers’ participation in aircraft survivability
research will help speed the development and introduction of new
techniques. Since 1990, FaA has been trying to obtain design data from
aircraft manufacturers to assess the vulnerability of commercial aircraft to
explosions. However, the manufacturers, who claimed that aircraft design
data represent proprietary information, were initially reluctant to provide
the data to FAA, thereby delaying the program about 1 year. To resolve the
problem, FaA sponsored the formation of the National Institute for
Aerospace Studies and Services that comprises three aircraft
manufacturers. In February 1993, Faa awarded the group a $1.6 million
grant to assess the vulnerability of a wide-body aircraft to an internal
explosion.

It is uncertain when aircraft-hardening techniques will be implemented.
Depending on the technique chosen, protective measures could be
retrofitted onto existing aircraft or designed for the next generation of
aircraft. According to some industry officials, blast-resistance techniques
will most likely be incorporated into the next, rather than the existing,
generation of aircraft. Even if developed soon, these techniques will be
available too late to be incorporated into such aircraft as the Boeing 777.
FAA is currently ensuring that this aircraft meets minimum safety standards
before certifying that it can be operated in the United States. FAA expects
to certify the Boeing 777 in May 1995,

FaA has reached a crossroads in its security RE&D program. Since FAA is
several years away from approving new explosive detection equipment for
checked baggage, FAA is considering whether to allow airlines to use
commercially available equipment to provide improved capability—a step
some foreign governments have taken. Some DOT, Faa, and industry
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officials as well as FaA's Aviation Security Research and Development
Scientific Advisory Panel, believe that this action will provide not only an
interim capability against terrorist attacks but also an opportunity to
operationally test security equipment at airports.

According to a June 1992 report and a November 1993 strategy paper
presented to the Faa Administrator by the Aviation Security Research and
Development Scientific Advisory Panel, FAA’s RE&D program does not
emphasize immediate and near-term technological solutions as needed to
satisfy the intent of the Aviation Security Improvement Act. The Panel,
concerned about FAA's progress, noted that

“a terrorist attack could occur at any time and it is only a matter of time until a new
terrorist act against civil aviation involves the significant loss of American lives. No new
devices will be available in the foreseeable future that are both 100 percent effective and
reliable. FaA could take an additional 2 to 5 years to approve equipment for airlines’ use
under its existing process. FaA could use commercially available equipment as an interim
threat response measure.”

The Panel recognized that commercially available equipment would not
fully meet FAA's performance requirements but believed that its use would
increase detection capability, provide an opportunity to operationally test
the equipment, and address the basic intent of the Aviation Security
Improvement Act, Therefore, the Panel proposed that FAa use about

$8.4 million to purchase systems for use by U.S. carriers at three or four
foreign airports, where Faa believes the threat to aviation is greatest, as
well 200 hardened luggage containers, costing about $2 million.

Some airline security experts are frustrated by Faa’s lack of progress and
point out that several foreign governments and their aviation authorities
have moved faster than FaAs. According to these experts, these countries
are testing commercially available equipment at selected airports and have
incorporated the technology into airports’ and carriers’ operations.
Although these devices have limitations and cannot meet FaA's
performance standards, the foreign governments have decided that threat
levels warrant their use. rFaa officials told us that differing regulatory
structures and less stringent standards for devices have allowed foreign
governments to take these actions. However, some airline security
directors still believe that Faa should follow the example of the foreign
governments and test commercially available equipment. In a

November 1993 letter to the FAA Administrator, the Aviation Security
Research and Development Scientific Advisory Panel also expressed

Page 27 GAO/RCED-94-142 Explosive Detection Technology



Chapter 2
Technical Problems Are Hindering FAA's
Efforts to Develop New Equipment

concern about FAA's lack of progress and leadership in light of foreign
governments’ initiatives to install and operate advanced U.S. technology at
their airports.

poT's former Director of Security and Intelligence also believed that Faa
should acquire improved explosive detection equipment. The former
Director and other current officials within that office believed FAA cannot
afford to wait several more years until new technology is available. These
officials noted that foreign governments are, with FAA’s assistance, testing
“off-the-shelf” explosive detection equipment at high-threat foreign
airports and believe that Faa should use the same approach at selected
domestic airports that are gateways for international flights. DOT and FAA
officials with whom we spoke believe that such testing should have a
clearly defined end point to minimize the time needed to introduce the
new technology. These officials could not, however, estimate the time
needed to gain the necessary data on performance.

Since November 1994, FaA has assessed eight commercially available
systems to determine their effectiveness for screening such electrical
items as radios in carry-on baggage. Although the detailed results of the
tests are classified, FaA's test results indicate that the performance of
commercially available equipment has limitations. In June 1992, Faa
notified the eight companies that their systems had been approved for
operational tests by airlines. However, only one airline volunteered to
participate in this effort because of the shortcomings of the various
devices.

FAA officials believe that airlines’ reluctance to participate was more a
function of the cost to purchase the equipment (X-ray systems cost $35,000
to $300,000, and trace devices cost $21,000 to $1 million) rather than the
shortcomings of the devices. Because the industry’s participation was so
limited, FAA initiated a program in 1993 to test commercially available
trace detection equipment for screening electrical items—not checked
baggage—at several domestic airports, such as La Guardia Airport in New
York. Faa requested $1.5 million for fiscal year 1994 to continue this
project. In its budget request, FAA noted that this project would provide
valuable information on the performance of trace technologies in an
airport environment while also providing more protection for passengers.

FAA officials said they had developed a plan to install commercially

available equipment at category X airports on an interim basis. One Faa
study estimated that it would cost about $50 million to equip the 19
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category X domestic airports with new devices, as well as with such other
security equipment as hardened luggage containers. However, FaA
postponed going ahead with this plan, deciding instead to place greater
emphasis on developing and publishing the performance standards for
new explosive detection devices for screening checked baggage. Although
commercially available equipment has performance limitations, FAA
technical officials believe that important information, particularly on how
to integrate various devices, can be gained from testing such equipment at

airports.

C onclusions Faa faces several difficult and important decisions about the development
and implementation of new security technology. In view of the uncertainty
surrounding the near-term introduction of advanced detection technology
and methods to improve aircraft survivability, a dual-track strategy may be
the most prudent course of action that Faa could adopt at this time.
Specifically, Faa could test commercially available equipment at airporis
while also continuing to develop, evaluate, and certify advanced explosive
detection equipment and methods for improving aircraft survivability.
Although using commercially available equipment may be a stopgap
measure, it would allow FaA and the industry to gain valuable experience
in using security equipment at airports and could help guide future
decisions. However, Faa would have to monitor these systems carefully to
determine what increased capability they provide. If the equipment
enhances security, then FaA’s expanding this effort to other airports may
be warranted.

s We recommend that the Secretary of Transportation direct the FAA
Recommendatlon Administrator to assess the effectiveness of commercially available
explosive detection equipment for screening checked baggage by
acquiring and testing such equipment at a limited number of domestic

airports.

FAA concurred with our recommendation concerning the testing of
Agency Commel}ts commercially available technology for screening checked baggage but
and Our Evaluation noted that recent tests conducted at a foreign airport indicate that such
equipment did not perform as well as expected. Nevertheless, FAA officials
believe that valuable information can be gained and some improvements
in security may be achieved by testing commercially available equipment.
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Although poT and FaA officials generally agreed with the information in
this chapter, they offered the following comments.

FAA’s approach for developing new explosive detection devices is based on
requirements set out in the Aviation Security Improvement Act. Although
FAA officials agreed that progress in developing new explosive detection
technology has met several technical obstacles, they pointed out that the
development of new detection equipment requires significant research and
entails considerable risk. Technologies that appear to have promise in the
early stages of development may eventually prove ineffective. Some
technologies turn out to be cost- or size-prohibitive. In addition, although
some technologies detect explosives, they may not be able to detect them
in the amounts FAA requires; and some may meet the detection
requirements but not be able to operate fast enough to be operationally
practical. We agree with FaA that research, by its nature, entails risk, and
we believe that our report appropriately recognizes such risk.

In addition, FaA officials pointed out that the investmment in nuclear
technologies was driven by the fact that such devices remain the best (and
in some cases the only) ones capable of detecting certain explosives as
required by Faa’s performance standards. These officials also noted that
nuclear technologies provide significant advantages for screening cargo
and are the “best hope” for developing cargo screening systems. Moreover,
FAA officials indicated that the investment in trace technology was made
consistent with the approach advocated by a number of Faa advisers and
that emphasis on the program was reduced after the National Academy of
Sciences concluded that it could not develop protocols for testing such
devices as the law requires for certification. In addition, FAA recognizes
that trace technology is not suitable as a primary screener for checked
baggage and that considerable challenges remain in developing standards
for such technologies. However, these officials point out that trace
technologies show promise for detecting explosives in carry-on baggage
and on people.
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Although FaA has made some progress in promoting the development of
new explosive detection equipment, additional actions are needed to
improve its certification process and its security RE&D program. FAA's
certification process for new explosive detection equipment does not
ensure the performance and reliability of new systems." Faa does not plan
to test devices at airports as part of the certification process but plans,
instead, to rely on tests by contractors and the FAA laboratory to determine
the performance of the new equipment. Both of these approaches have
significant shortcomings. Furthermore, FAA’s performance standards for
new detection equipment do not include reliability criteria even though the
reliability of equipment can have a significant impact on airlines’
operations. In addition, FAA continues to invest in trace technologies
without having defined performance standards for evaluating and

certifying such equipment.

We also identified several weakness in FAA's security RE&D program.
Specifically, Faa does not (1) conduct software reviews, (2) pay sufficient
attention to systems integration issues, and {3) place enough emphasis on
human factors, such as how operators will work with new detection
devices. Without adequate attention to these factors, FAA cannot make
informed decisions about the direction of current and future efforts.

’ FAA's process for certifying new explosive detection equipment for
FAAS I?I‘OCQSS for checked baggage is the key to ensuring that the new technology can meet
Certlfy mg New the terrorist threat. However, FaA’s process does not include testing the
TEChIlOlO gy Has new systems at airports. asa cond.jtio'n of certiﬁcati.on, FaA's performance
Weal standards do not set reliability criteria for new devices, and FAA has not

€ €Ss€s developed performance standards for trace technology. Under FaA’s

planned approach, the agency runs the risk of approving devices that
cannot reliably detect sophisticated explosives under actual airport
conditions.

Certification Process Does In September 1993, FaA issued its plan for certifying bulk detection

Not Include Operational systems (nuclear and advanced X-ray technologies). FAA’s certification
Tests plan defines the process, performance requirements, and testing standards
for vendors to obtain approval for explosive detection devices and
systems. The plan, however, does not include airport testing—a key step
to ensure that new equipment works and to boost the airline industry’s

IReliability is the length of time that explosive detection equipment should operate without failure. For
example, the Department of Defense commonly uses “mean time between failure” as a measure of
reliability for military equipment.
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confidence in the equipment. FaA's Director, Office of Civil Aviation
Security Policy and Planning, believes that major obstacles preclude FaA's
performing such tests during the certification process. These obstacles
include the additional time and cost required to conduct the tests, airport
operators’ concerns about using real explosives for tests, and unique
airport operating environments that make it difficult to select
representative test locations. However, the airline industry, the National
Academy of Sciences, and others believe that airport testing must play an
important role in FAA’s certifying new detection technology for the
industry’s use.

The Aviation Security Improvement Act states that the FAA Administrator
cannot require airlines to purchase any explosive detection equipment
unless test data demonstrate that the devices can perform effectively
under realistic operating conditions. Furthermore, the National Academy
of Sciences reported in March 1993 that testing explosive detection
devices against Faa's performance standards under realistic operating
conditions must be the keystone of FaA’s certification process. The
Academy's report stated that FAA's certification process must ensure that
each explosive detection device used at an airport will perform at least as
well as the one that passed the certification test. The Academy noted that
performance at an airport could differ significantly from performance in a
laboratory.

Faa officials believe that realistic operating conditions can be simulated at
the FAA Technical Center. However, this approach is questionable because
tests at the FAA Technical Center's laboratory are conducted under sterile
and controlied conditions without the distractions found in an airport. For
example, a single Boeing 747 can carry between 370 and 400 passengers
and their luggage. FAA cannot duplicate the stress and activity presented by
such numbers of passengers in its laboratory. Also, FAA can control the
environmental conditions (i.e., temperature and humidity) in the
laboratory that can affect a device's performance. Airports do not have
this luxury. During our observation of FAA's tests on four devices at Miami
International Airport, which were conducted in the baggage area
underneath the terminal, we noted heat, humidity, and dirt—factors that
can and did affect performance and reliability.

As an alternative to conducting its own tests, FAA, in its certification plan,
requires contractors to test equipment at airports and submit data on the
results to FaA. However, this approach has several weaknesses that may
affect the outcome of the tests.
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First, Faa expects the contractors to screen passengers’ baggage. The
contractors will not test baggage with either real or simulated explosives.
Therefore, the contractors cannot provide Faa with data on the
equipment’s detection performance.

Second, FAA does not require contractors to use a prototype model
representative of a production unit or to gather data on the equipment’s
reliability as part of the test. An FaA testing official told us that the
performance and reliability of a laboratory model could differ significantly
from those of an advanced prototype.

Third, Faa does not plan to witness any of the tests to verify the results.

The airline industry and others believe that it is important for Faa to
conduct thorough and consistent testing to ensure that each explosive
detection device approved by FAA meets a minimum standard of
performance. As discussed earlier, the airline industry is skeptical about
FAA's ability to test equipment because it did not rigorously test the
thermal neutron analysis device before deciding to use it at airports.
According to airline and ATa officials, exaggerated and confusing claims
made by competing equipment vendors make it difficult for the industry to
choose the best equipment. ATA officials also note that an extensive,
realistic operational evaluation of explosive detection systems should be
an indispensable condition for certifying equipment. ATA believes that a
1-year evaluation at all of the domestic category X airports would be
appropriate. Furthermore, the Office of Technology Assessment’s
January 1992 report criticized Faa because it did not plan to conduct
adequate operational tests before approving equipment.

Moreover, officials from DoT’s Office of Security and Intelligence told us
that it is absolutely essential for FAA to operationally test new equipment.
According to these officials, FAA can overcome the obstacles to operational
tests at airports. For example, FAA could use real explosives in laboratory
tests and simulants (fake explosives) in airport tests. According to Faa
officials, simulants can provide adequate and reliable results. DOT officials
also believe that FaA could select representative airports for the tests and
work closely with airport and airline officials to overcome other obstacles.
Also, they believe that airport testing would give the airline industry
experience in using the equipment. They believe that close cooperation
with the industry is essential to make FAA’s program effective.

According to Faa officials, the certification testing and evaluation of an

explosive detection device in FAA’s laboratory will take about 3 months,
during which time officials will evaluate the vendor’s data, conduct the
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test, and prepare a report. The actual testing of a device at FAA’s laboratory
will take only about 1 week. Testing the devices at airports, according to
FaA Technical Center officials, would add 6 months to the certification
process. Neither Faa headquarters nor Technical Center officials could
estimate the costs of conducting tests at airports during the certification
process. According to poT officials, valuable information and experience
about the performance of new equipment would be gained from
operational testing; these benefits would counterbalance the costs of
conducting the tests.

Certification Standards Do
Not Include Reliability
Requirements

FaA does not plan to test the detection equipment’s reliability during the
certification process and did not include specific criteria for reliability in
its certification standard. Therefore, FAA cannot assure airlines that the
equipment will operate without failure for a reasonable period of time and
will not disrupt airport operations. Conceivably, Faa could approve a
system without knowing how often it would break down.

According to an official in the Office of Civil Aviation Security Policy and
Planning, Faa’s certification standard does not include criteria for
reliability because Faa is developing technology that does not have a
performance history. Therefore, Faa believes it is difficult to develop
absolute numbers to use as criteria. This official also noted that the
certification process would take too long if FAA tested the equipment’s
reliability. Furthermore, the official noted that the Aviation Security
Improvement Act requires FAA to establish detection requirements, not
reliability criteria.

The reliability of new explosive detection equipment is important because
it can significantly affect airlines’ operations. According to ATA officials,
the airlines have learned from years of experience that unreliable security
equipment will disrupt their operations. ATA believes that all equipment
must meet clearly defined operational and maintenance standards and
recommended that FAA require contractors to show that a system can be
economically operated and maintained before it is certified.

Other federal agencies that develop new technology routinely, such as the
Department of Defense, establish requirements for equipment’s reliability
on the basis of operational needs. These requirements provide developers
with criteria to ensure that new equipment will not fail frequently when it
is placed in service. FAa officials, however, believe that they should not
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establish requirements for reliability before knowing the equipment’s
capabilities,

Our observations of new technology and the conditions under which it
must operate confirm the need for reliability standards and testing. We
observed that equipment failed during FaA’s tests at Miami International
Airport.? Specifically, FAA could not operate two of the four test devices for
2 days. Moreover, Faa had to suspend the tests until the equipment failures
were resolved. These brief tests raise serious questions about the
durability and reliability of the new security technology and its impact on
airlines’ operations.

FAA Lacks Performance
Standards for Trace
Detection Technology

Probleras persist in defining performance standards to evaluate the ability
of trace technology to detect explosives in an airport environment. The
Aviation Security Improvernent Act requires FaA to develop performance
standards that include conducting tests of the equipment in accordance
with protocols developed in consultation with outside experts. To meet
this requirement, Faa contracted with the National Academy of Sciences in
May 1992. After grappling with technical issues for almost a year, the
Academy advised Faa in its March 1993 report that it could not define
performance standards for trace detection systems because of the
difficulty in discriminating between very small traces of explosive material
and much larger quantities of other materials in an airport terminal. The
Academy also noted that the equipment needed to test trace detection
devices is not available.

FAA has recently taken over the task of defining performance requirements
for trace technology and is consulting with industry and academia to
formulate an acceptable standard. FaA officials could not estimate when
they would complete this effort. Although FaA has not defined
performance standards for trace detection equipment, it plans to invest
about $5 million in fiscal year 1994 on such devices. FaA officials noted
that although concerns exist about the feasibility of using trace detection
technologies to screen checked baggage, such devices show promise for
screening passengers, carry-on baggage, and electrical items. pOT officials
are concerned that FaA is attempting to develop this technology without
providing vendors with specific performance requirements for its
development.

2The purpose of these tests was to examine the characteristics of baggage, not the ability of the
devices to detect explosives.
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Because of the changing nature of the terrorist threat and the technical
challenges facing Faa, the agency will be conducting security research well
into the foreseeable future. However, FAA’s security RE&D program has
several weaknesses that will hinder its ability to guide investment
decisions and speed the development of new technology. Specifically, Faa
does not (1) conduct software reviews to evaluate automated functions
that control the performance of equipment, (2) give sufficient attention to
integrating different technologies into a synergistic system, and (3) place
adequate emphasis on human factors when developing new detection
devices.

FAA Is Not Evaluating the
Performance of Critical
Software in New Systems

Currently, FAA technical staff do not evaluate software that performs
explosive detection system functions even though automation is a major
element of the new technology. A major objective of FAA's security RE&D
program is to automate systems, thereby improving airlines’ ability to
detect explosives and process baggage and minimizing reliance on human
screeners to detect explosives. Therefore, Faa is developing devices that
utilize sophisticated software to determine whether a suspicious object
requires closer scrutiny.

The effectiveness of the software’s design can dramatically affect the
performance of explosive detection equipment. For example, the speed
with which the software analyzes baggage for explosives is critical for the
dual energy computerized X-ray tomography system. If the analysis of the
baggage is too slow, much greater computer power may be required to
speed up this system, and the device’s software may need to be modified.
FaA has not reviewed the performance of the software to resolve this issue.
In the past, we noted that the effectiveness of software is the Achilles’ heel
of FaA’s technology programs and has caused considerable delays.? As Faa
moves towards integrating explosive detection systems, software becomes
even more important because it is a critical factor in making systems work
together.

Instead of evaluating software, Faa technical officials review features of
the hardware’s design and do not determine whether the system’s
performance can be optimized and development costs reduced by
changing the software’s design. Faa officials advised us that they rely on
contractors’ progress reports to monitor the development of software.
These officials also noted that agency staff within the security RE&D

3Air Traffic Control: Continuing Delays Anticipated for the Advanced Automation Systerm
(GAO/IMTEC-5063, July 18, 1990} and Air Traffic Control: Ineffective Management Plagues $1.7 Billion
Radar Program (GAO/AMTEC-90-37, May 31, 1990).

Page 36 GAO/RCED-94-142 Explosive Detection Technology



Chapter 3
FAA Could Improve Its Certification Process
and Security RE&D Program

program lack the necessary expertise to evaluate software. However,
other organizations within FAA, such as the Systems Engineering and
Configuration Management group, have such expertise. Therefore, the
security RE&D staff could draw on this office for advice and assistance in
evaluating software.

FAA Is Not Placing Enough
Emphasis on Systems
Integration

Integration may offer FAA opportunities to develop a system that can
reliably detect sophisticated explosive devices by overcoming the
technical shortcomings of individual devices. However, FAA is not
emphasizing integration because the agency believes this task should be
left to the airlines to perform. We have previously reported that systems
integration is a major factor in determining the success of FAA's research
efforts—including the development of new security technology.* Since no
single explosive detection system can currently meet all of FaA’s
requirements, FaA, the National Academy of Sciences, the Office of
Technology Assessment, and others recognize that several technologies
will have to be combined to achieve the agency’s performance
requirements.

Combining devices can mitigate specific shortcomings. For example, a
device that is slow in processing luggage but can reliably detect explosives
can be combined with one or more devices that are faster but more prone
to false alarms. If a bag sets off an alarm, then the slower but more
effective device can be used to investigate the luggage. In its March 1993
report, the National Academy of Sciences noted that individual detection
devices can be integrated into a system that takes advantage of the
strengths of each method. The Academy's report stated that explosive
detection technology is continuing to advance and that several devices
show promise. Furthermore, the report noted that these devices will
become essential building blocks for an explosive detection system that
could reasonably be installed in airports. The Academy observed that a
large range of possible performance and cost options exist, depending on
the system chosen.

Integrating systems is important for placing new devices in the overall
framework for security at airports as well as for combining the devices’
operation with the flow of passengers. New devices must operate in a
dynamic environment where weight, size, maintenance, and volume of
passenger traffic are important factors. In June 1992, the Aviation Security

4Aviation Research: FAA Could Enhance Its Program to Meet Current and Future Challenges
(GAO/RCED-92-180, June 3, 1992).
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Research and Development Scientific Advisory Panel noted that additional
research is needed on how new detection equipment would affect the flow
of passengers and the procedures currently in place at airports.

FAA plans to rely primarily on the airlines to integrate individual explosive
detection devices into systems after the agency approves the devices. FAA
believes that airlines are in the best position to decide which devices can

meet their needs. However, in our discussions with FA4, poT, and industry
officials, we identified several concerns with this approach:

First, this approach overlooks technical factors that FaA should address
when designing new systems. A DOT technical official told us that
automated devices should be designed so that their software is compatible
with other devices to readily exchange information. For example, two
different enhanced X-ray devices must be able to share information on the
location of suspicious objects and determine whether the screener needs
to closely examine the object.

Second, poT and industry officials indicated that explosive detection
equipment may not have matured to the point that FAA can rely on others
to refine the technology. These officials said that systems will need to be
integrated throughout the next decade as equipment improves.

Third, FaA's approach assumes that several devices will meet the agency’s
requirements for detecting explosives and that airlines will enjoy the
luxury of selecting devices that meet their specific operational needs.
However, it appears unlikely that several candidate devices will be
available in the near future. Therefore, the choices may be quite limited,
and the best approach may be to find systems that can work effectively
together.

Lastly, it is questionable whether the airline industry has the financial
resources to conduct the analysis and research needed to craft an
acceptable system. Although the airlines are willing to participate in tests,
officials doubt that they can afford the research associated with systems
integration. As discussed later, the cost of new explosive detection
technology is significant. In 1991, the President’'s Commission on Aviation
Security and Terrorism noted that FAA’s reliance on industry and market
forces to develop new technology was unfounded. DoOT officials believe
that this is still the case and note that FAA—not the airlines—must be the
engine that drives systems integration.

FAA's own experience indicates that integration features should be

designed into equipment during development—not as an afterthought. For
example, in November 1992, Faa tested a computerized X-ray tomography

Page 38 GAO/RCED-94-142 Explosive Detection Technology



Chapter 3
FAA Could Improve Its Certification Process

and Security RE&D Program

system and found that it was too slow in processing baggage and had a
high false alarm rate. As a result, FAa modified the contract and provided
an additional $979,500 for the contractor to identify other devices that
could be integrated to screen baggage. This modification will likely involve
changing software to integrate the system with another device and delay
the project about 1 year. The Faa technical official who manages this
project stated that, in this case, it might have been cheaper to initially
develop compatible software rather than change systems after completing
development.

FAA, DOT, and airline officials with whom we spoke believe that Faa could
have made significant progress if it had focused adequate attention on
integrating devices. Moreover, Faa technical officials believe that FAA may
have lost between 18 months and 2 years in developing new technology
because it did not pay adequate attention to systems integration.

FAA Has Not Focused
Adequate Attention on
Human Factors

The security of the traveling public rests on a careful blend of technology,
procedures, and policies. Developing new explosive detection devices is
only part of the solution—improving security also involves people. The
introduction of new explosive detection equipment represents the next
step in the evolution of aviation security after the introduction of metal
detectors. In FAA’s, DOT's, and other security experts’ view, careful
attention to human factors—such as the effectiveness of the people
operating the new devices—is necessary to complement the technology.
Moreover, the Aviation Security Improvement Act directed FAA to explore
ways of enhancing human performance in aviation security. We recently
reported on the importance of human factors in security and
recommended that FAA pay greater attention to screeners’ proficiency,
airport employees’ awareness of security concerns, and passenger
profiling (interviewing).?

As new explosive detection devices are installed, research on human

factors will become critical to ensure that operators can effectively use the

new equipment. Although Faa intends to automate new devices, it is
doubtful that technology can, in the near term, completely replace
screeners. Indeed, operators of new equipment will find it difficult to
interpret alarms and detect artfully concealed explosives. DOT and airline
officials as well as FAA's own Aviation Security Research and Development
Scientific Advisory Panel believe that FaA should place greater emphasis

SAviation Security: Additional Actions Needed to Meet Domestic and International Challenges
{GAO/RCED-93-38, Jan. 27, 1594).
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on several human factor issues associated with the new explosive
detection devices.

First, operators of the new devices will have to be vigilant and able to
make important decisions. The probability of a screener’s finding a bomb
in a piece of luggage is very low—characterized by airline experts as a
“one in a billion” chance or a search for the proverbial needle in a
haystack. Effective screening requires airline employees to be very alert
and motivated over extended periods. Techniques for training, selecting,
and motivating operators need to be explored and updated routinely.
Second, how the operator interfaces—or works—with the new devices is
critical. Screeners must be able to read the displays easily, work with the
machines, and understand the alarms. Important actions are under way in
this area. Manufacturers of new X-ray equipment have begun developing
test programs to be built into devices for screeners. One manufacturer has
developed a system that can insert the image of an explosive device in a
piece of baggage on the screener’s display. The screener is alerted by the
computer that the image is a test object before any action can be taken.
This type of test shows promise, but when it will be in widespread use is
uncertain.

Lastly, FAA, DOT, and airline security experts believe that the new devices
raust be used in conjunction with passenger profiling. Profiling, which is a
method of separating potentially threatening individuals from other
travelers through an interview, is credited with preventing a terrorist act
against a foreign carrier in 1986. Currently, profiling is done only on some
international flights and is based on several key questions. Officials from
one airline with whom we met are pilot-testing an automated profiling
system that works from a new perspective—it seeks to screen-out
nonthreatening passengers. FAA recently began working with the airline to
refine this system.

As the President’s Commission pointed out, FAA has not paid adequate
attention to human factors and training. Although FAA is now more aware
of human factors, airline and airport officials believe that top-level Faa
management is still emphasizing technological solutions to security
problems, such as developing new explosive detection systems. According
to Faa officials, before the Pan Am 103 tragedy and the act’s passage, most
research centered on detecting weapons and explosives—not on human
factors. FaA has had difficulty developing an effective human factors
research program because of the high turnover rate in a key staff position
at the FAA Technical Center. According to officials, Faa funded some
human factors research in fiscal year 1993 with funds from other security
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FAA Formed a Task
Force to Examine
Security RE&D Issues

projects. In fiscal year 1994, FaA plans to more than double its human
factors effort to, among other things, examine and enhance screeners’
proficiency.

In response to concerns expressed by the new Assistant Administrator for
Aviation Security and the National Academy of Sciences, Faa formed an
in-house task force in January 1994 to accelerate its short-term efforts to
approve new explosive detection equipment for the industry. This task
force will (1) assess current explosive detection technology, (2) develop
information for certification testing, and (3) simulate, through computer
modeling, explosive detection systems and their impact on airport
operations.

The most important element of FAA’s initiative is an emphasis on
simulation modeling. FAA intends to rely heavily on computer modeling of
airport operations, particularly of baggage processing, to develop
information on systems integration, the operational impact of new devices
on airline operations, and the cost of new technology. FAa also plans to use
the results of research being conducted by the United Kingdom on
commercially available technology. According to Faa officials, by using
simulation modeling, the agency will be able to examine total life-cycle
costs for individual devices, develop a range of cost estimates for
combinations of devices, and enhance ongoing research on human factors.

The task force’s plans are ambitious. FAA expects to begin laboratory
simulations in May 1994 and to determine in September 1994 whether an
airport demonstration is necessary to validate the simulations. In
January 1995, Faa plans to decide whether additional program changes are
warranted. Recently, Faa officials publicly commented that they do not
expect manufacturers of new devices to be able to meet the performance
standards for screening checked baggage and that they will decide in
January 1995 whether to hold to the current performance standards or
adopt an interim standard. However, Faa officials would not comment on
this issue during our review and said they planned to hold to the current
performance standards.

According to Faa officials, although some computer models of airline
operations exist, additional work is needed to develop a model that can
incorporate passenger-processing times and an individual device’s
performance. In its March 1993 report, the National Academy of Sciences
cautioned that simulation modeling must be carefully thought out and
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Conclusions

cannot be substituted for rigorous testing at airports under “real world”
conditions. The Academy noted that

“Simulation modeling is not 2 panacea. The development of good simulation models is an
expensive, time-consuming effort which requires the dedication of high-caliber experts.
Simulation can give very good, or very bad, results, depending on how it is used and how
faithfully the underlying simulation models represent the 'real world.” The results of
simulation, by their nature, must be imprecise, but there may be a tendency to attribute
greater precision to the numerical results than is warranted.”

FAA's initiative should provide some information about the feasibility of
integrating the operation of new devices with the flow of passengers and
about the potential costs of new systems. However, it will not address
software, systems integration, and human factors issues in current and
future security technology. FaA officials noted that it may take as long as
1-1/2 years to fully develop simulation models to explore systems
integration issues.

FaA has made some progress in developing new detection technology.
However, improvements are needed in its certification process and other
aspects of its security RE&D program to ensure the development of new
technology in a timely manner. Specifically, FAa does not plan to test
devices at airports during the certification process. Although adding
airport tests to contractors’ and the Faa laboratory’s tests may increase the
cost and time for Faa to certify new equipment, such tests are necessary to
ensure that the equipment meets the agency’s defined threat and will
operate reliably when used at airports. Explosive detection equipment that
cannot operate reliably will disrupt airlines’ operations, increase airlines’
costs to maintain and operate the devices, and jeopardize confidence in
the new technology. In addition, such testing may identify problems that
could ultimately forestall widespread implementation of the technology.
Lastly, airport testing may engender confidence in the technology before
the airline industry invests millions of dollars in new security devices.

FAA faces significant technical challenges to define performance standards
for trace technology. However, without such standards, rFaA’s investing in
the development of trace technology while simultaneously attempting to
define the technology’s capabilities is overly ambitious.

Explosive detection technology is evolving and will take time to mature.
However, Faa cannot compare the performance and capabilities of new
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Recommendations

explosive detection systems and make informed decisions about future
development efforts because the agency does not (1} evaluate the software
that controls the equipment’s operations and detection functions, (2) place
sufficient emphasis on integrating systems early in the development and
testing of new devices, and (3) focus adequate attention on human factors.

FAA is taking an important, albeit long overdue, first step toward linking
the new detection technology with airports’ and airlines’ operations by
forming a task force to assess explosive detection technology. This effort
focuses on how to accelerate the development of technology in the short
term and will rely heavily on simulation modeling to gain a better
understanding of the impact of new technology on airports’ operations.
Although this effort is a good starting point, it does not address all of our
concerns.

To improve FaA's certification process for new explosive detection
technology, we recommend that the Secretary of Transportation direct the
FAA Administrator to

require operational tests of the performance and reliability of explosive
detection systems at airports during certification,

include reliability criteria in the certification standards for new equipment,
and

discontinue the development of trace technology for screening checked
baggage until certification standards have been established.

To further improve FAA's security RE&D program, we recommend that the
Secretary of Transportation direct the FAA Administrator to

evaluate software when reviewing systems’ designs,

place greater emphasis on integrating devices when initiating development
projects, and

focus on human factors associated with using new devices, especially on
how operators will work with the new technology, throughout the
development process.

Agency Comments
and Our Evaluation

Faa agreed with some of our recommendations but not with others. Faa did
not concur with the need to test new explosive detection devices at
airports as part of the certification process. Faa officials noted that
passenger activity, distractions, and stress situations common to the
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airport operating environment are extraneous variables when testing fully
automated equipment; indeed, their existence is the reason that Faa
requires new systems to be automated. The officials also said that airport
testing and demonstrations of new equipment will be conducted “as
necessary” before FAA directs widespread deployment and that such tests
will provide more information on the equipment’s tolerance of
environmental conditions and maintenance. According to these officials,
once certified, even a device whose false alarm and/or baggage-processing
rate was only marginally acceptable could be used at lower-activity
airports. The Director of DoT’s Office of Intelligence and Security and his
staff believe that operational tests of candidate explosive detection
systems are necessary; however, they said that these tests need not be
conducted as part of the certification process. They also noted that
questions of reliability and maintainability should be addressed after
certification but before deployment.

In our view, FAA cannot adequately portray airport conditions in its
laboratory or by simulating the operation of new equipment. Furthermore,
airport testing may be the key to gaining the confidence of an industry that
is growing increasingly skeptical about the capabilities of the new
equipment. Throughout our review, we noted a reluctance by FaaA to test
new explosive detection technology at airports before mandating its use.
In responding to our report, FAA stated for the first time that it would test
equipment at airports before deploying it. In addition, FAA has not specified
the criteria it will use to determine when the devices need to be tested. In
our view, FaA should conduct airport tests for all candidate systems during
the certification process because testing “as necessary” will not be
sufficient to gain the confidence of the airline industry.

In addition, FaA disagrees that reliability criteria should be part of the
certification standard. Faa officials said that the issues of equipment
availability, reliability, maintainability and operating efficiency are not
fundamental to their certifying the detection capabilities of the equipment.
Although FAA can mandate the deployment of new detection equipment, it
is not the purchaser or end user of the equipment. According to Faa
officials, the economic trade-offs among purchase price, availability,
reliability, and maintainability can be made only by the end user—the
airlines. In our view, concerns about the availability, reliability, and
maintainability of new explosive detection equipment may hinder rFaA's
efforts to deploy the new technology in the future. Precisely because they
are concerned about these issues, airline officials emphasized the
disruptive effect of unreliable equipment on their operations. Qur
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observations of limited testing at the Miami airport confirm the validity of
the airlines’ concerns about the new equipment’s reliability. Given the
financial status of the industry and the cost of the new devices, we believe
that FAA would do well to ensure that reliability is built into the new
devices from the start.

FAA concurs with our recommendation that efforts to develop trace
detection technology should be discontinued until standards for that
technology have been developed. However, Faa officials noted that trace
technologies may prove useful for screening passengers and some
carry-on items.

Although FAA agrees that software plays a critical role in the new detection
equipment, it disagrees with our recommendation that it should evaluate
the software of new explosive detection devices. FAA believes that the
industry should be responsible for evaluating the software systems that
perform explosive detection system functions. According to officials, FAA’s
security RE&D program will take the technology through the testing of
prototype models in its laboratory and will then transfer the technology to
industry. Therefore, FAA should not be concerned with verifying computer
code and/or optimizing hardware and software. In addition, for technology
that the industry initially developed, raa has had difficulty obtaining
information about the hardware and software that the industry claims is
proprietary. In our view, evaluating the software is a necessary
complement to examining the hardware of a system. New explosive
detection equipment relies heavily on software to analyze data and,
ultimately, to determine whether an explosive device exists in checked
baggage. Major improvements in detection may come from software
refinements, and systems integration depends on linking devices, and their
software, together. A closer examination of software might identify a
problem that could forestall deployment of equipment in the future.
Without examining software, FAA cannot ensure that the new technology is
working as intended. Software problems that have occurred with other
Faa-developed technology, such as the Advanced Automation System, have
hindered the technology’s development and delayed implementation.

Faa fully concurs with our recommendation to place greater emphasis on
systems integration. Officials noted that FaA had concentrated on
developing a “silver bullet” but now recognizes that this solution is not
feasible in the near term. According to FaA officials, without the
technological developments of the past year or so, major investments of
time and money in systems integration might, at best, have yielded only
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marginal progress, but today the technological prospects are substantially
better. They also noted that the timely marriage of devices will be very
difficult because of the proprietary nature of the hardware and software
and other marketplace considerations. Ultimately, according to FAA
officials, the federal government may have to direct efforts as it would
during wartime to achieve systems integration.

Notwithstanding these concerns, FAA must play a greater role in
integration. Furthermore, DOT officials, FAA technical staff, and industry
officials noted that significant progress could have been made if the
proper focus had been placed on systems integration. In fact, two
advanced X-ray technologies—if combined—show promise from a
theoretical perspective for meeting FAA’s requirements for screening
checked baggage. Some FAa officials recognized this possiblity well over 1
year ago. DOT and airline officials are concerned about FAA’s current
approach and note that the airline industry may not have sufficient
resources to integrate various technologies and that FAA, not the industry,
must be the engine that drives systems integration.

FAA concurs with our recommendation that it place greater emphasis on
human factors in developing new detection technology. As evidence of its
commitment, FaA provided almost $1 million for human factors efforts in
1993 and plans to spend about $2.3 million in 1994 on improving screeners’
performance and training.

FaA officials did not believe that our report had provided adequate
information on their new initiatives to develop detection technology. They
noted that the security RE&D program started during the past year to focus
on the most promising technologies for the shorter term. Agency officials
also noted that FAA's performance standards for screening devices for
checked baggage exceed the capabilities of all but a limited number of
systems and that other devices are many years away from deployment
unless major technological breakthroughs occur. Thus, Faa reduced,
deferred, or stopped funding for such security RE&D efforts as nuclear and
trace technologies for screening checked baggage. We believe that our
report appropriately captured this and other information about Faa’s
initiative.
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Developing new explosive detection technology is only part of the
challenge; the airline industry will also have to purchase and implement
the new technology throughout the next decade. The cost and source of
funds for purchasing new security equipment are important issues. The
airline industry is concerned about the costs of purchasing and operating
new detection devices, which, it estimates, could range from $250,000 to
over $1 million per device. Because devices will probably be used in
combination, the costs to acquire new security technology could
skyrocket. However, Faa does not have a plan or strategy to guide the
government’s and the airline industry’s efforts in this area. As a resulit,
airlines cannot plan or budget for new security equipment.

The Congress is considering legislation that would clarify airports’
authority to purchase explosive detection equipment with Airport
Improvement Program (aP) grant funds. Several issues, such as who is
responsible for the new equipment, need to be resolved before Alp grant
funds are used for this purpose.

Because of the precarious financial condition of the airline industry, ATaA

The CO_St of NBW and airline officials believe that the estimated costs of the new systems
Detection Equlpment alone dictate that FAA carefully evaluate their operational and economic
Is a Major Concern implications as part of the certification process. FaA officials could not

provide us with information on the cost of acquiring new technology but
noted that the most promising device would cost about $800,000 per unit.

Airlines are responsible for screening passengers and baggage and,
therefore, have historically been responsible for purchasing detection
devices. Airline officials with whom we spoke expressed several concerns
about the cost of purchasing new equipment.

« First, industry estimates that the cost of a single device could range from
$250,000 to $1 million. Because new devices probably will have to be used
in combination, the costs of a single integrated system could be
significant—in excess of $2 million at one location, at one airport. At one
foreign airport, a contractor is testing a system that cost about $500,000,
according to Faa officials. Because of concerns about the system’s
reliability and the need to monitor a large number of passengers, the
foreign government bought three systems.

» Second, airline officials point out that costs for explosive detection
equipment will have to be considered for each airport—both domestically
and internationally—at which FaA requires the screening of checked
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baggage. Furthermore, a DoT official pointed out that problems with
reliability may force airlines to acquire significant numbers of backup
systems to ensure that equipment is available to screen baggage.

Lastly, airline security officials recognize that explosive detection
technology is evolving and that improvements will continually be made
and, perhaps, mandated by FAA. Airline security experts are concerned that
FAA may mandate the use of one system and 1 to 2 years later mandate the
use of another.

According to the Director, Office of Civil Aviation Security Policy and
Planning, FAA cannot analyze costs until after it certifies systems for
airlines' use because the agency does not have information on
manufacturing, operating, or maintenance costs. In addition, since FAA
intends to develop a shopping list of certified systems and allow the
airlines to choose their own combinations for individual airports, the
economic and operational implications for installing new systems may
vary for each airline and airport. The Director and other Faa officials noted
that Faa will develop cost estimates before mandating that airlines use the
systems and said that it is not FAA's intention to require airlines to
purchase equipment every time a new technology is certified.

L

Introducing new explosive detection equipment will be difficult because
the airlines are concerned about costs and the aviation community has
little experience with the technology. Therefore, DOT and industry
officials—and FAA’s own Aviation Security Research and Development
Scientific Advisory Panel—believe that FAA needs to develop, in close
cooperation with the industry, a plan or vision that clearly outlines FAA’s
strategy for introducing new detection equipment. Although Faa has
various planning efforts under way and is considering the use of
commercially available technology, the agency has not developed an
effective road map for guiding its and industry’s efforts. At a minimum,
such a plan should

articulate FAA’s role in developing and assisting the industry in
implementing new technology,

set milestones indicating when airlines should be prepared to purchase
and implement new equipment,

identify foreign and domestic airports that will be earmarked for priority
implementation,

list contingency equipment that the airlines could use if an urgent threat
arises,
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outline anticipated procedures for using new equipment in the general

framework for aviation security, and
identify the government and industry resources (staffing and costs)
needed to implement the new equipment.

FAA would have to periodically update the plan to reflect progress on a
number of issues and identify changes needed in the overall direction of
the technology's development and the agency’s philosophy.

>

The Congress is considering legislation that would clarify airports’
authority to purchase explosive detection systems with AP grant funds.
Historically, airlines have been responsible for purchasing new detection
equipment. This proposal, if approved, would not represent the first use of
federal funds to purchase security equipment. In response to the rash of
hijackings in the 1970s, FAA purchased the first generation of metal
detectors for the industry. After a short time, Faa turned this responsibility
over to the industry.

DOT, FAA, and industry officials believe that federal funding may well be
needed to speed the introduction of new explosive detection technology.
However, Faa officials caution that a broad range of financial and
operational ramifications of any statutory changes might directly or
indirectly affect the airlines’ existing responsibilities for screening
baggage. On the basis of our discussions with Faa, DOT, and industry
officials, we identified three issues that we believe need to be resolved
before Faa allows airports to use AIP grant funds to purchase explosive
detection equipment.

First, regulations promulgated under section 315 of the Federal Aviation
Act of 1958, as amended, make airlines—not airports—responsible for
screening passengers and their luggage for both domestic and
international flights. FaA officials told us that airlines would have to enter
into agreements with airports to use the equipment while maintaining the
responsibility for screening passengers and baggage. Under one alternative
being explored, airports would be allowed to lease explosive detection
equipment to the airlines. FAA points out that other issues—including
questions of responsibility and liability—need to be addressed. According
to Faa officials, most airports would be reluctant to assume responsibility
for screening passengers and baggage.

+ Second, the proposed legislation does not include the eligibility
requirements for airports to purchase explosive detection equipment with
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AIP grant funds. For example, the proposed legislation does not state
whether the explosive detection system must be approved by FaA to be
eligible for alp funding. Under the Aviation Security Improvement Act, the
Faa Administrator must certify that explosive detection equipment meets a
minimum standard of performance before requiring it for airlines’ use.
According to Faa officials, it is unclear whether (1) the equipment falls
under the Aviation Security Improvement Act and must be approved by
FaA before it can be eligible for funding or (2) any commercially available
explosive detection device can be eligible without being tested by FaA to
ensure that it meets a minimum standard of performance. DOT officials are
concerned that alp funds will not be used effectively unless Faa testing and
approval are required for an airport to obtain Arp funds for equipment
purchases.

Lastly, the impact on AIp grant funds could be significant. Al provides
airports with funds to enhance their capacity and safety, mitigate noise,
and improve security. AIP has funded almost half of the $500 million in
costs for airport computer access and control systems since 1989. Because
FAA has not analyzed the costs associated with the new explosive detection
equipment, the financial impact of acquiring this equipment is unknown.
However, adding the cost of acquiring explosive detection equipment to
the cost of refining computer access systems could place significant
financial demands on AIP funds.

In addition to the three concerns we identified, raa officials offered
another view of the proposed legislation and its intent. They viewed the
legislation as a way for airports to obtain explosive detection devices and
use them for purposes other than screening passengers and baggage. For
example, Faa officials told us that a detection device could be used to
investigate a potential bomb threat at an airport.

The cost and source of funds for new security technology remain
important issues and will continue to challenge the Congress, FaA, and the
aviation community. The airline industry is concerned about the cost of
acquiring new security technology in the near future and over the next
decade. Although the cost of new devices and systems is uncertain, it
appears to be significant. FAA can help the industry by developing a plan or
general framework for implementing the new technology that identifies
important milestones, resources, and roles for industry and government. If
FAA expeditiously developed a plan, with industry input, the airlines would
be in a better position to plan and budget for future security acquisitions.
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Recommendation

Matter for
Congressional
Consideration

Agency Comments
and Our Evaluation

Legislation has been introduced that would clarify the use of federal grant
funds for the purchase of new explosive detection devices by airports.
However, several issues need to be resolved during congressional
deliberations before such a proposal is feasible.

To facilitate the introduction of new explosive detection equipment, we
recommmend that the Secretary of Transportation direct the FAA
Administrator to develop a plan, with industry, that provides a strategy for
implementing new detection technology during the next decade. This plan
should include important milestones and identify roles; cost estimates for
the purchase, operation, and maintenance of explosive detection systems;
and FaA and industry resources.

The Congress may wish to consider requiring FaA to certify explosive
detection equipment as a condition of eligibility for arr grant funds.

FAA concurs with our recommendation that it develop a plan to implement
all new technology. During the past year, Faa has been working closely
with its Technical Center to develop a computer-based project planning
and tracking system to help assess the impact of security RE&D program
changes on the rulemaking process. They also noted that the Faa Strategic
Plan provides a “rough sketch” of both the short- and long-term efforts in
security research, and they have recently completed a list of contingency
equipment that airlines could use if an urgent threat arises. In our view,
FAA's strategy or vision for immplementing new explosive detection
technology must also address Faa’s role in developing explosive detection
technology, anticipated government and industry resources, and
procedures and a general framework for using the new equipment.
Developing such a plan and working closely with industry would engender
closer cooperation with the airlines, set expectations, and help lessen the
financial impact of implementing the new technology.

According to Faa officials, the airlines will find it difficult to accept the
acquisition and life-cycle costs for new explosive detection systems, and
airport authorities have already raised concerns about the difficulties they
may encounter in installing new systems in existing terminal facilities.
They acknowledged that the costs to the airlines for new devices will be
significant. Therefore, FAA expects that any mandate to use new devices
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that are not funded by the government will meet stiff resistance from
airlines. FaA officials noted that in the past, airlines and airports had
resisted participating in demonstration projects fully funded by Fas. We
believe these concerns further point to a need for Faa to develop a plan
that includes identifying the resources needed to implement the new
technology. The sooner FaA provides the industry with such information,
the sooner airlines and airports can begin to plan, budget resources, and
set aside the necessary space for new equipment.
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Status of Key Security Research Projects

FaA categorizes the development of new explosive detection technology
into three activity phases.

First, FaA evaluates the concept underlying the new technology to
determine whether it would enhance security. During this phase, industry,
a national laboratory, or academia performs a feasibility study of the
technology for FAA. An initial prototype may be built to determine the
feasibility of the technology.

Second, FAA supports the development of prototypes that are used for
laboratory and initial airport testing through contracts, grants, or
cooperative agreements.

Third, FAA tests the prototype in its laboratory to evaluate performance. If
the laboratory tests are favorable, FaA then tests the prototypes at airports
for several weeks to collect performance data in a realistic operating
environment.

Table 1.1 provides information on key security RE&D projects. Because
some of the information on the status of these projects is sensitive, we are
precluded from providing detailed information.

|
Table 1.1: Status of Key Security Research Projects

Field modei

Technology Phase Application available Status of development

Bulk Detection

Pulsed Fast Neutron/ | Checked bags Sensitive Study was started during the third quarter

Radiography and cargo of fiscal year 1992. Work on this technolegy
is continuing under a university grant.

Pulsed Fast Neutron | Checked bags 4th quarter fiscal Limited tests of technical feasibility were

Activation and cargo year 1994 conducted in March 1993. Additional
testing is planned to validate concept. FAA
is concerned about size, weight, and cost.
FAA is monitoring related work being
conducted by the Department of Defense's
Advanced Research Projects Agency.

Fast Neutron l Checked bags, Sensitive FAA will not continue with phase {l; FAAis

Spectroscopy cargo possibie considering whether to continue advanced
phase | with another contractor.

Nuclear Resonance Il Checked bags, Sensitive Project was terminated in July 1993, since

Absorption cargo if modified it would be too costly and take too long to

develop an engineering prototype.
Component research is continuing.

(continued)
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Field model
Technology Phase Application available Status of development
Coherent X-ray Scatter If Checked and Sensitive FAA conducted a technical assessment

carry-cn bags

and finalized a prototype design at the end
of fiscal year 1993. Technical problems
have delayed construction of engineering
prototypes. FAA plans to transfer this
contract to another company.

Backscatter X-ray

Checked and
carry-on bags

4th quarter fiscal
year 1992

Contract was terminated as of September
1993. Prototype is to be shipped to FAA
Technical Center. A mode! was tested by
the United Kingdom.

Computerized H Checked and 4th quarter fiscal Tests at manufacturer's site showed good

Tomography carry-on bags year 1993 detection capability despite some
problems with processing times and faise
alarms. Airport testing is planned. FAA is
continuing to refine this technology.

Multi-View Dual 1l Checked and 4th quarter fiscai Technology is under development by

Energy X-ray

carry-on bags

year 1994

ranufacturer. FAA is concerned about a
possible high false alarm rate. FAA plans
more testing.

High Resolution X-ray |l

Checked and
carry-on bags

4th quarter fiscal
year 1992

Prototype FAA bought for airport testing
showed a high false alarm rate. FAA is
furthering development under cooperative
agreement. System is being updated
continually to improve performance.

Explosive Device I
Detector (X-ray)

Checked and
carry-on bags

4th quarter fiscal
year 1994

Testing was completed in fiscal year 1992.
FAA terminated project funding after unit
became commercially avaifable. FAA is
considering examining an upgraded
model. Device is used by three countries.

Residual Polarization |
Detection

Passengers,
baggage, and
bottles

Project was delayed 3 months because of
technical problems, then terminated
because useful results were not obtained.

Nuclear Quadrupole |
Resonance

Checked and
carry-on bags

3rd quarter fiscal
year 1994

FAA transferred this technology tc industry.
It could be deployed in fiscal year 1994 if a
company builds model. Prototype will be
tested at FAA Technical Center. New
contract for field prototype in process.

Millimeter Wave Il Personnel - 1st quarter fiscal FAA tested device at airport in March 1993,
Holography-Linear nonmetallic year 1993
Array weapons
Millimeter Wave { Personne! - 4th quarter fiscal Early prototype model is being redesigned;
Holography Real Time nonmetallic year 1996 laboratory demonstration showed promise,
weapons but technical problems remain.
Dielectrometry | Personnel 2nd quarter fiscal Airport demonstration is planned in second
screener year 1995 quarter fiscal year 1995. Delay in awarding
contract caused delays in project’s
schedule.
(continued)
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Fieid model
Technology Phase Application available Status of development
SQUID Detection I Device for other a Original contract requirements were met.
systems Project discontinued as a small business

contract.

Array System [X-ray | Weapons 4th quarter fiscal Work on system started in September 1992

add-on device] screener year 1994 as joint preject with Canada, which
developed laboratory prototype. FAA is
funding software and hardware
enhancements. This device can be used to
enhance current X-ray systems.

A.l.Image Analysis  Research Checked and a Report was delivered to provide

System

carry-on bags

information, and simulation training
package was developed to aid operator in
recognizing objects.

Trace Detection

Systems

ION Mobility I Pecple 1st quarter fiscal Prototype tests indicate need to improve

Spectroscopy (portal) year 1993 collection efficiency (getting a large
enough sample to determine whether
explosives are present).

Electron Il Pecple Sensitive Portal sampler is being redesigned after

Capture-Vapor Portal testing showed it was inadequate.

Chemilumine scence | Carry-on 1st quarter fiscal Test results were favorable but showed

bags/pecple year 1995 need to increase collection efficiency. FAA

has changed the design from a walk-into a
walk-through portal.

ION Mobility ] Carry-on 2nd quarter fiscal Testing of early prototype model is in

Spectroscopy bags/people year 1993 progress. FAA plans to award a contract
for the development of a hand-held unit in
fiscal year 1994. Smaller portable unit is
planned for fiscal year 1995,

Mass Spectroscopy | Device for other Sensitive Integration tests with other systems were

trace systems

unsuccessful. Project returned to Phase |
for further study. FAA plans new
interagency agreement.

Surface Acoustic
Wave

Carry-on
bags/people

4th quarter fiscal
year 1994

Resuits of tests on prototype are not
promising. Tests showed detection
problem; additional testing is planned.

ICN Mobility
Spectroscopy
Screener

Carry-on
bags/people

a

Tests indicated problem obtaining vapor
samples from luggage. FAA terminated
project in September 1983. The final
product of this effort was a laboratory
detector unit.

Frequency Modulated

Spectroscopy

I

Carry-on
bags/people

Laboratory testing of early prototype model
was inconclusive. Project is to be
terminated after final test in March 1994.
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Field model

Technology Phase Application available Status of development

{ON Mobility | Carry-on Sensitive Basic research is being conducted to

Spectroscopy bags/pecple improve system component. Studies are
under way to improve efiiciency of
detection system.

Olfaction Research Use of dogs a Literature study started 1o obtain hard data
on dogs’ performance. Grants to be
awarded to study dog training and
selection.

Biotechnology I Screening aircraft 4th quarter fiscal Early prototype model under development.

year 1994 Testing phase delayed 9 months because
FAA is seeking improved collector
compenent.

Drift Spectroscopy Research Improved a Studies being conducted on vapor

adsorption preconcentrators.

Selective Surfaces | Improved SAW a Studies are being conducted on surface

detection acoustic wave detection; project supports

related contract.

Reverse Electron
Attachment

Work with other
technologies

1st quarter fiscal
year 1994

FAA believes this technology looks
promising and can improve collector
efficiency.

Technical Evaluation

Test Protocol

Research
support

a

Test protocol is overdue. FAA is developing
protocols for people, electronics, and
carry-on bags.

Technical Evaluation
Test Site/Certification

Analysis and
test site

Test portal completed but has flaws. A
portal system is not ready for testing at this
time. Vapor generator was developed for
FAA 1o test devices.

Chemistry Laboratory

Laboratory for
experiments

Laboratory equipment is being purchased.
FAA expects laboratory will be fully
functional in 1994. According to FAA,
additional preparation issues are being
addressed.

Laser interfercmetric

Calorimeter

Passengers or
carry-on bags

3rd quarter fiscal
year 1995

Phase | has been completed; FAA is
funding phase Il. FAA believes this effort
could lead to a low-cost, hand-held device.

Laser-High Sensitivity

Passengers or
carry-on bags

3rd quarter fiscal
year 1995

Phase | has been completed; FAA is
funding phase |l. FAA believes this effort
could lead to a low-cost, hand-heid device.

Membrane
Concentrator

People and bags

1st quarter fiscal
year 1995

Phase | has been completed; phase |l is
funded.

Fourier Transform IMS

Peopie and bags

4th quarter fiscal
year 1995

FAA is awaiting feasibility report before
deciding on future funding. FAA is
reviewing phase | report.

ion Mobility Portal

People

2nd quarter fiscal
year 1935

FAA has a joint effort with the Department
of Energy. Device is ready for laboratory
evaluation.

Other Projects
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Field model
Technology Phase Application available Status of development
Aircraft Hardening a Aircraft and No estimate FAA expects to approve design
containers specifications for hardened containers in

4th quarter fiscal year 1994. Blast-loading
tests are being conducted on aircraft
structures. Aircraft company consortium
was formed to develop aircraft survivability
techniques.

BWI Demonstration
Project

Testing facility

Construction was completed in December
1992,

Human Factors

All aspects of
security

FAA is exploring a wide range of human
factors issues to, among other things,
enhance screeners’ performance and
optimize the human contribution to overall
security system performance.

2Not applicable.
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