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About Our New Look . . .

This Gao report was produced using a new design and printing process
to help you get the information you need more easily.

GAO will phase in this new design during 1985. As we do so, we welcome
any cornments you wish to share with us. !
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Executive Summary

In response to continuing disclosures of fraud, waste, abuse, and mis-
management in federal programs, the Congress enacted the Federal
Managers’ Financial Integrity Act (FMFIA) of 1982. By requiring agencies
to evaluate and report on their internal control and accounting systems,
the act provides the necessary discipline for agencies to identify, rem-
edy, and report on internal control and accounting systems problems
that hamper effectiveness, potentially cost taxpayers billions of dollars,
and erode public confidence in government.

The Environmental Protection Agency (EPA), with about a $4.3-billion
budget for fiscal year 1985, manages the national effort to protect pub-
lic health and the environment by regulating various areas—air, water,
pesticides, toxic substances, and hazardous waste.

In evaluating EPA’s implementation of the act, GAC examined

improvements in internal controls and the process used by EPaA to evalu-
ate and correct control weaknesses,

the status of EPA’s accounting system and evaluations made to deter-
mine whether it conforms to the Comptroller General's requirements,
and

the accuracy and completeness of the Administrator’s annual report to
the President and the Congress on £PA’s internal controls and accounting
system.

Background

The act requires all federal agencies to establish, in accordance with
standards prescribed by the Comptroller General, controls that reasona-
bly ensure obligations and costs are in compliance with applicable law;
assets are safeguarded against fraud, waste, and mismanagement; and
revenues and expenditures are properly recorded and accounted for.
(See p. 8.)

Agency heads must report to the President and the Congress annually
on whether their internal control systems comply with the act’s objec-
tives and, to the extent systems do not comply, identify material weak-
nesses in their systems, together with plans for corrective actions. They
also must report on whether their agencies’ accounting systems conform
to the Comptroller General’s accounting principles, standards, and
related requirements. (See p. 9.)

The Office of Management and Budget (OMB) also published guidelines
that require managers to analyze programs and functions to determine
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Executive Summary

Results in Brief

their vulnerability to waste, fraud, and mismanagement. EPA generally
follows these guidelines in evaluating and reporting on the status of its
controls.

Although EPA has made progress in evaluating and improving its inter-
nal control systems, it needs to strengthen several aspects of its process
for evaluating and correcting internal controls.

EPA has taken steps to correct accounting system deficiencies identified
in 1983-84. However, it has not sufficiently tested its accounting system
in operation.

The Administrator’s 1984 annual report stated that EPA’s systems, taken
as a whole, provide reasonable assurance that its systems of internal
controls met the act’s objectives and that its accounting system, except
for three material weaknesses, conforms to the Comptroller General’s
principles, standards, and related requirements. However, GAQ believes
that EPA does not have an adequate basis for these assurances.

Principal Findings
Internal Control In its 1983 annual report, EPA identified four program-wide material
Weaknesses weaknesses. The 1984 report cited 34 actions to correct these weak-

nesses. Also in 1984, EPA reported five material weaknesses along with
corrective actions it plans to take in fiscal year 1985. The weaknesses
reported involve programs that encompass most of EPA’s budget. One
material weakness is the construction grants program that accounts for
about 56 percent of EPA’s fiscal year 1985 budget.

The 1984 report stated that EPA had corrected 525 of the approximately
727 internal control weaknesses EPA managers identified during 1983
and 1984.

Although EPA’s 1984 report contained much information and showed
that EPA is progressing in implementing the act, it did not list as material
three weakness areas that GAO believes should have been listed; the haz-
ardous waste Superfund and Resources Conservation and Recovery Act
areas and weaknesses in automated data processing operations were not
adequately identified in the 1984 report. Because of the significance of
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Executive Smmmaxy

material weaknesses at EPA and for other reasons, GAO believes EPA’s
Administrator did not have an adequate basis to provide reasonable
assurance that the Agency’s system of internal controls were effective.
(See pp. 14-24)

Evaluating Internal
Controls

EPA's 1984 segmentation process excluded various regional programs
and functions. EPA’s team approach to performing vulnerability assess-
ments lacks adequate program and operating level input to the process.
Program managers were not adequately involved in performing assess-
ments, contrary to OMB’s emphasis that the internal control review pro-
cess be self-assessment by responsible managers. (See pp. 26-30.)

Four of the six completed internal control reviews GAO evaluated did not
include adequate testing. Some areas of high and medium vulnerability
were not scheduled for internal control reviews. (See pp. 30-34.)

Evaluating the Accounting
System

Recommendations

GAO believes that EPA has not conducted sufficient analyses and testing
to determine whether its accounting system conforms with the Comp-
troller General’s requirements. Specifically, EPA did not (1) develop a
formal plan to implement the act’s accounting requirements, (2) test its
accounting system in operation for conformance, {3) report a material
accounting system weakness GAO advised them of, and (4) sufficiently
address important principles and standards in its accounting system
compliance evaluation. (See pp. 44-57.)

GAO recommends that the Administrator

list all material EPA internal control weaknesses identified until they are
substantially corrected in future annual reports (see p. 22) and

develop and implement a formal plan to review and test EPA’s account-
ing system in operation. (See pp. 55-56.)

GAO also makes other recommendations to improve the processes EPA
uses to evaluate its internal controls and accounting system. (See pp. 42
and 55-56.)

Agency Comments

EPA said many of GAO’s recommendations will help strengthen its imple-
mentation of FMFIA and that it has already taken steps in 1985 to imple-
ment a number of them. (See app. 11, and pp. 42-43.)
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Executive Summary

EPA disagreed with GA0O’s conclusion that the Agency did not have an
adequate basis for reporting in its 1984 report to the President and the
Congress that, taken as a whole, it had reasonable assurance on its inter-
nal controls and accounting system. EPA believes it has adequate internal
controls in place, that the extent of its material weaknesses are not sub-
stantial and that its process complies with OMB guidance.

GAO recognizes that management judgment is involved in reaching a con-
clusion that Agency internal control and accounting systems provide
reasonable assurance that the act’s requirements have been met. GAO
believes, however, that unless the Agency’s key accounting systems and
internal controls over major programs and functions are adequately
evaluated and tested and until the material weaknesses which signifi-
cantly impair internal controls over important agency functions are sub-
stantially corrected, the Agency head does not have an adequate basis to
conclude that it has reasonable assurance under the act.
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Chapter 1

Introduction

Requirements of
the Act

The Congress, in September 1982, enacted the Federal Managers’ Finan-
cial Integrity Act of 1982 (FMFIA) in response to continuing disclosures
of waste, loss, unauthorized use, and misappropriation of funds or
assets across a wide spectrum of government operations. The goal of
this legislation is to help reduce fraud, waste, and abuse and to tmprove
management of federal operations. By requiring agencies to evaluate
and report on their internal control and accounting systems, the act pro-
vides for the first time the necessary discipline for agencies to identify
and remedy long-standing internal control and accounting systems prob-
lems that hamper effectiveness and accountability, potentially cost the
taxpayer billions of dollars, and erode the public's confidence in
government.

The act reaffirms the concept first embodied in the Accounting and
Auditing Act of 1950—the primary responsibility for adequate systems
of internal control and accounting rests with management. The Congress
has taken a major step forward by requiring for the first time that
agency heads report annually on the status of their internal control and
accounting systems and by holding managers publicly accountable for
correcting of weaknesses.

Our review at the Environmental Protection Agency (EPA) is 1 of the 23
reviews we have made of federal agencies’ efforts to implement the act
during the second year. In 1984, we issued reports on 22 agencies’
implementation of the act during the first year.!

Section 2 of the act requires that agency systems of internal accounting
and administrative control must comply with internal control standards
prescribed by the Comptroller General and must provide reasonable
assurances that

obligations and costs are in compliance with applicable law;

funds, property, and other assets are safeguarded against waste, loss,
unauthorized use, or misappropriation; and

revenues and expenditures applicable to agency operations are properly
recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain accountability
over the assets.

IEPA was not included in our first-year reviews,
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Chapter 1
Introdaction

Also, section 2 requires each agency head to annually evaluate the sys-
tems and prepare a report which states, among other things, whether
the agency’s internal control systems fully comply with the act’s
requirements. To the extent systems do not comply, the act requires
agency heads to identify any material weaknesses® in the agency’s sys-
tems, together with plans for corrective actions.

Section 4 of the act further requires that the agency head issue a sepa-
rate report on whether the agency’s accounting systems conforms to the
Comptroller General’s accounting principles, standards, and related
requirements.

GAO Standards

To provide the framework for implementation, as prescribed by the law,
in June 1983 the Comptroller General issued standards for agencies to
meet in establishing their internal control systems. The standards
include such things as (1) documenting all internal control systems,
transactions, and other significant events, (2) identifying or developing
control objectives for each activity within the agency, (3) establishing
control techniques that would effectively accomplish internal control
objectives, {4) providing proper supervision that would ensure internal
control objectives are achieved, and (5) providing reasonable assurance
that the objectives of the internal control systems are being
accomplished.

The standards apply to program management as well as to traditional
financial management areas and encompass all operations and adminis-
trative functions. In publishing the standards, the Comptroller General
emphasized that:

“The ultimate responsibility for gocd internal control rests with manage-
ment. Internal controls should not be looked upon as separate, specialized
systems within an agency. Rather, they should be recognized as an integral
part of each system that management uses to regulate and guide its opera-
tions. In this sense, internal controls are management controls. Good inter-
nal controls are essential to achieving the proper conduct of government
business with full accountability for the resources made available.”

2Material weaknesses are defined by the House Committee on Government Operations as those mat-
ters that could (1) impair fulfillment of an agency’s mission, (2) deprive the public of needed govern-
ment services, (3) violate statutory or regulatory requirements, or (4) result in a conflict of interest.
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Chapter 1
Introduction

OMB Guidance

EPA Mission

In 1981, prior to FMFIA, the Office of Management and Budget (OMB)
issued Circular A-123. The circular prescribed policies and standards to
be followed by the federal executive departments and agencies in estab-
lishing and maintaining internal controls in their programs and adminis-
trative activities. In August 1983, oMB revised Circular A-123 to
incorporate FMFI1A provisions. The revised circular requires agencies to
set up internal control systems that meet GAO standards, determine
whether internal controls are operating as intended, and assure that
necessary corrections are made.

As required by FMFIA, OMB, in consultation with Ga0, issued guidelines
for federal departments and agencies to use in evaluating their internal
control systems. These guidelines were issued in December 1982.

OMB’s internal control guidelines outline a phased approach for agencies
to evaluate, improve, and report on their internal controls:

Organize the internal control evaluation process, including overall plan-
ning and direction, assigning responsibilities, and developing an infor-
mation system to monitor and track the status of evaluations and
corrective actions.

Segment the agency into organizational units, programs, and functions.
Assess the vulnerability of the individual segments (assessable units) to
fraud, waste, and abuse and decide which segments are most vulnerable
to these occurrences.

Review the internal controls for the selected activities and develop rec-
ommendations to correct identified weaknesses.

Take corrective actions to improve internal controls.

Prepare the required annual report to the President and the Congress on
the status of the agency’s system of internal control.

EPA’s programs and responsibilities deal with management of our natu-
ral environment to protect the public health and welfare and the envi-
ronment in which we live. Nine major pieces of legislation direct EPA
activities—the Clean Water Act; the Clean Air Act; the Resources Con-
servation and Recovery Act of 1976 (RCRA); the Comprehensive Environ- .
mental Response, Compensation, and Liability Act of 1980 (Superfund);
the Federal Insecticide, Fungicide, and Rodenticide Act; the Toxic Sub-
stances Control Act; the Safe Drinking Water Act; the Marine Protection,
Research and Sanctuaries Act; and the National Environmental Policy
Act.
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Chapter 1
Introduction :

EPA Internal
Control Program

EPA’s fiscal year 1985 budget was authorized by the Congress at about
$4.3 billion—$1.3 billion for operating programs, $2.4 billion for con- w
struction grants, and $620 million for Superfund. For fiscal year 1985, @
EPA was authorized over 11,330 permanent work years.

Most of EPA’s operational activities are delegated for implementation to
its 10 regional offices and other smaller field locations throughout the
country. By law, much of EPA’s program activity may be carried out by
state and local governments.

On February 23, 1984, EPA issued Order 1000.24, which incorporated ;
OMB's internal control guidelines and the Comptroller General’s stan- ]
dards. The order sets standards for internal control for EPA program

operations and administrative functions and prescribes organizational

and functional responsibilities, including requirements for the annual

report.

EPA’s 1982 process for conducting the internal control evaluation fol-
lowed the oMB recommended phased approach and involved the Office
of Inspector General (01G) and regional offices. The vulnerability assess-
ments (VAs) completed in 1982 covered 29 assessable units.

In August 1983, a project manager and an Internal Control Review Task :
Force, later called the Internal Control Project Team (1CPT), were estab-

lished by the Assistant Administrator for Administration and Resources i
Management—the official responsible for coordinating FMFIA activities
at EPA—to oversee the act’s activities. The ICPT was responsible for coor-
dinating and monitoring the Agency’s internal control evaluation and
improvement activities. The ICPT issued guidelines for impiementing the {
act’s requirements.

To assist the regional offices in implementing FMF14, the ICPT issued guid-
ance memoranda and conducted meetings with regional staff to allow
them to ask questions on problems they had with EPA’s implementing
guidelines and the FMFIA process generally. The meetings were also to
serve as training sessions for regional staff on different phases of the
process. In late 1984 and early 1985, EPA completed its second round of
vas on 96 assessable units. In 1984, £PA also completed five of seven
headquarters internal control reviews (ICRs).
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Objectives, Scope, and
Methodology

Chapter 1
Introduction

Our objectives were to assess |

improvements in internal controls and the process EPA used to evaluate
and correct internal control weaknesses, :
the status of EPA’s accounting system and evaluations made to deter- 2
mine whether it conforms to GAO requirements, and

the accuracy and completeness of the Administrator’s 1984 annual

report on EPA’s internal controls and accounting system. ‘

Our work was done primarily at EPA headquarters, Office of the Assis-

tant Administrator for Administration and Resources Management, and |
at the EPA regional offices in Atlanta (Region IV), Chicago (Region V), é
Philadelphia (Region I11), and San Francisco (Region IX) and at EPA’s
Research Triangle Park in Raleigh-Durham, North Carolina. Our review
was conducted from June 1984 through February 1985,

Our review covered EPA’s first-year as well as its second-year FMFIA
efforts. We did not attempt to independently determine the status of !
EPA’s internal control systems or the overall extent to which EPA's '
accounting system conforms with the Comptrolier General's principles,
standards, and related requirements.

We reviewed documentation developed by EPA headquaters and the EPA
regional offices we visited. We examined 20 of the 96 vAs and the 7 ICRs
EPA cited in its 1984 FMFIA annual report. In addition, we reviewed an
ICR that was completed in Region V. We also examined 256 of 552 correc-
tive actions reported in the 1983 annual report. We based our review of
VAs and corrective actions primarily on random samples we took of the
vas that were completed in 1984 and of the corrective actions EPA
planned as a result of its 1983 FMFIA work.

We also reviewed files accumulated during OMB’s monitoring of EPA's
progress in meeting the act’s requirements, as well as copies and
extracts of past GAO and 0IG reports, special studies, and congressional
reports on EPA actions covering fiscal years 1982 and 1983.

In Washington, as well as at the EPA regional offices we visited, we
interviewed officials responsible for coordinating the FMFIA process at
their respective organizations, staff who carried out the evaluations,
and OIG representatives. We discussed the methodologies EPA employed
and guidance it provided to staff in performing the evaluations. We also.
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Introduction

reviewed written instructions made available to the office or the operat-
ing unit where the evaluations were completed and examined support-
ing documentation and other available records substantiating the

evaluations done.

We reviewed EPA’s efforts to evaluate controls relating to automated
data processing (ADP) operations because of ADP’s integral role in EPA
activities.

For section 4 work, we examined relevant files to document the process
EPA followed to comply with the act. We interviewed EpA officials,
including the Director of the Financial Management Division and the
agency staff that evaluated their accounting system for conformance
with the Comptroller General’s requirements. Our purpose was to deter-
mine how the section 4 reviews were conducted and what progress had
been made.

We conducted accounting system evaluations testing at the two financial
management offices in Atlanta, Georgia, and Raleigh-Durham, North
Carolina, to determine whether selected aspects of EPA’s accounting sys-
tem were operating according to established accounting principles and
standards and whether certain OIG-reported weaknesses had been cor-
rected. We developed and reviewed a random sample of 242 vouchers
processed between April 1 and August 31, 1984, (App. I contains a com-
plete description of our section 4 methodology.)

We conducted our work in accordance with generally accepted govern-
ment auditing standards.
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Chapter 2

_‘“1

PA Basis for Reasonable Assurance on

Internal Controls

The Annual
Report Process

FMFIA requires an annual report by December 31 from each agency head
to the President and the Congress as to whether the agency has estab-
lished systems of internal accounting and administrative control in
accordance with guidelines and standards prescribed by the Comptroller
General and which reasonably ensure that the three statutory objectives
are met. In his December 27, 1983, and December 31, 1984, reports, the
Administrator acknowledged that a substantial percent of EPA’s opera-
tions are highly vulnerable to fraud, waste, abuse, and mismanagement.
However, the Administrator provided reasonable assurance that EPA’s
systems of internal accounting and administrative control, taken as a
whole, achieved the three statutory objectives.

In our opinion, the Administrator does not yet have an adequate basis
for reporting that he has reasonable assurance on the internal control
systems taken as a whole. Our concerns are fourfold:

Material weaknesses cited by the Administrator in the 1984 FMFIA report
involve programs and functions which account for most of EPA’s budget.
The 1984 FMFIA report did not list three areas as material weaknesses
which were identified and we believe should have been listed.

As discussed in chapter 3, there are problems with the effectiveness of
EPA’s process to evaluate internal controis.

As discussed in chapter 4, the Administrator did not have an adequate
basis for providing reasonable assurance on EPA’s accounting system,

which in our opinion affects his ability to provide reasonable assurance
on internal controls.

OMB guidelines list several elements that should form the basis for an
agency head’s annual FMFIA report. Some of the elements include consid-
ering the documented results from vas and ICRs, written assurance on
the reasonableness of internal controls from the designated high-level
officials responsible for directing the FMFIA process, and comments from
the Inspector General or equivalent.

FMFIA also requires an agency to include within its report material weak-
nesses in internal accounting and administrative control and a schedule
for their correction. EPA Order 1000.24 reiterates OMB’s and the act’s
requirements and requires an annual report on internal controls from
program managers.
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Chapter 2
EPA Basis for Reasonable Assurance on
Internal Controls

The Extent of Material
Weakness Areas at
EPA Is Substantial

EPA, on December 27, 1983, and December 31, 1984, provided the Presi-
dent and the Congress with reports on internal administrative and pro-
gram controls (section 2) and on accounting system controls (section 4).
The annual reports on section 2 are discussed below, while the section 4
reports are summarized in this chapter and addressed more fully in
chapter 4.

The Administrator reported four program-wide material weaknesses to
the President and the Congress in 1983. The report cited the need for

improved procedures to assure the quality of laboratory data submitted
with pesticides registration applications and adequate internal review of
the data,

improved procedures to assure effective management of the construc-
tion grants program in states delegated responsibility for the program,
additional procedures and guidances to assure effective state hazardous
waste programs and effective enforcement of the RCRA, and
development of more detailed procedures to strengthen the implementa-
tion of the Superfund program and to help assure consistent and effec-
tive use of Superfund resources.

In the 1984 annual report, the Administrator stated that EPA took 34
corrective actions on the four program-wide material weaknesses
reported in the 1983 annual report listed above. In 1984, the Adminis-
trator again listed as a material weakness the construction grants pro-
gram and added four additional areas, including the need for (1)
additional procedures to continue to improve EPA’'s payroll system and
ADP aspects of that system, (2) an ADP security plan for the maintenance
of proprietary and confidential business information, (3) guidance to
implement the hazardeus waste requirements of the 1984 amendments
to RCRA, and (4) procedures to implement the Asbestos School Hazard
Abatement Act of 1984. The other three 1983 material weaknesses—
laboratory pesticides data and rRCRA and Superfund programs—were not
reported as material weaknesses in 1984,

The material internal control weaknesses EPA reported in 1984, taken as
a whole, involve programs which encompassed over 60 percent of EPA’s
fiscal year 1985 budget.

For example, EPA received nearly 56 percent, or $2.4 billion, of its fiscal

year 1985 funding for the construction grants program, which was
acknowledged by EPA as a material weakness area. The construction
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Chapter 2
EPA Basis for Reasonable Assarance on
Internal Controls

gfants program, which was substantially expanded by the Water Pollu- -

tion Control Act Amendments of 1956 as amended to curb the wide-
spread pollution of the nations’ waterways, was acknowledged again in
1984 as a material weakness. The program, which is expected to obli-
gate about $45 billion from 1972 through 1985, assists municipalities to
construct wastewater treatment plants. In his 1984 report, the Adminis-
trator said that this program will continue to be a material weakness
due to the extent of program delegation, its highly decentralized man-
agement, and the amount of public funds involved.

On EPA’s payroll system, the Administrator reported the need to process
correct, complete, timely, and valid EPA payroll transactions. Improve-
ments in input controls, segregation of duties, computer access controls,
ADP software programs controls, distribution of output, and payroll doc-
umentation requirements were cited as being needed. As a result, an
independent study of the payroll system by an accounting firm was
determined to be necessary.

In ADP, EPA identified as a material weakness the area of security over
proprietary and confidential business information in the pesticides and
toxic substances area. EPA gathers and analyzes proprietary information
from manufacturers of pesticides and other potentially toxic substances
to determine the health and environmental risks associated with the use
of these substances. In addition, EPA maintains confidential records per-
taining to numerous enforcement cases which could adversely affect
both the government’s interests as well as those of the regulated com-
munity if not handled in a secure manner. This area involves numerous
manufacturers throughout the country.

Amendments to RCRA went into effect in November 1984 and are listed
in the 1984 report as a material weakness that would have a significant
impact on EPA activities. The amendments outline changes in such RCRA
areas as issuing permits to operate hazardous waste sites, enforcement,
compliance, and responsibilities of state programs. These amendments
greatly increase EPA’s regulatory activity; almost 70 regulations must be
promulgated. Approximately 100,000 small quantity generators of haz-
ardous waste will soon be subject to federal controls, as well as approxi-
rmately 2 million underground storage tanks, which contain petroleurmn
products and hazardous substances. The Administrator, in the 1984
report, also said that the statutory language of the amendments is vague
and that RCRA permits will not be written until EPA is able to issue inter-
pretative guidance and regulations.
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Chapter 2
EPA Basis for Reasonable Assurance on
Internal Controla

EPA’s Annual Report
Is Not Complete

Beginning in 1976, RCRA required the establishment of a federal regula-
tory program controlling the management of hazardous waste. Among
other things, RCRA required within 18 months of enactment, that states
provide an inventory of hazardous waste sites to EPA. EPA was required
to develop the inventory for states that did not submit their inventory
to EPA. RCRA also required within the 18 month period that EPaA issue
criteria for identifying and listing hazardous waste; issue standards for
handlers of hazardous waste and owners and operators of hazardous
waste facilities; and issue regulations governing permits for hazardous
waste treatment, storage, and disposal facilities. EPA is required to moni-
tor and enforce compliance with the requirements of RCRA. Initially, EPA
estimated a volume of about 260 million metric tons of waste being gen-
erated annually. EPA received $187 million for RCRA activities in fiscal ;
year 1985, '

Also listed as a material weakness in the 1984 report is EPA’s asbestos :
school hazard abatement program. Its purpose is to make funds availa-

ble for loans and grants to school districts for the abatement of asbestos

in schools. EPA acknowledged it has no assurance that program funds :
are used properly and that local programs are effective and well man-
aged. EPA expects that over 2,400 asbestos-in-school inspections will be
performed in fiscal year 1985. This program has great significance to
the health risks from asbestos in our nation’s schools. EPa received $50
million in fiscal year 1984 to use to implement requirements of this
program.

The Administrator’s 1984 annual report to the President and the Con-
gress did not list as material two weaknesses—Superfund and RCRA pro-
grams—listed in the 1983 report that were still uncorrected as of
December 31, 1984. The Administrator, in his 1984 report, said that fis-
cal year 1984 corrective actions have been completed in the Superfund
and RCRA programs. However, we believe that the actions were not suffi- .
cient and that these two programs should continue to be listed as mate-
rial weaknesses. We also believe that the 1984 report should have
included various ADP operations acknowledged by EPA managers as
material weaknesses because they involve a substantial part of EPA’s
operating activities.

As a result, EPA has not given a full picture of whether its internal con-
trol system will prevent fraud, waste, abuse, and mismanagement from
occurring in its operations. Material weaknesses in these three areas are
discussed below.
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Chapter 2
EPA Basis for Reasonable Assurance on
Internal Controls

Superfund Program

Superfund (the Comprehensive Environmental Response, Compensation,
and Liability Act of 1980) provides for cleaning up the nation’s uncon-
trolled hazardous waste sites. The act provides for a $1.6-billion fund to
be accumuiated over a 5-year period from taxes on petroleum and cer-
tain chemicals and from federal appropriations. The act specifies that
the parties responsible for hazardous conditions at sites should either
clean them up or reimburse the government for cleaning them up.

EPA’s 1984 report identified 17 completed corrective actions, primarily
for the cost recovery documentation component. Also, as discussed fur-
ther in chapter 3, internal control reviews were undertaken (1) in the
cost recovery documentation area and (2) on the decision-making pro-
cess on site cleanup and waste removal activities among the different
regions.

However, the Assistant Administrator for Solid Waste and Emergency
Response—the official primarily responsible for the Superfund pro-
gram—reported in his November 1984 annual report on internal con-
trols to the Assistant Administrator for Administration and Resources
Management that within the Superfund program the following areas
included material weaknesses that were not fully corrected in 1984.

Identification and ranking of hazardous waste sites.
Remedial investigations.

Ongoing cleanup activities.

Cost control and cost recovery documentation.
Enforcement actions.

A recent GAO report! summarizes GAO's work on the Superfund program
over the last several years and documents various problem areas that
remain uncorrected. These areas include (1) identification, investigation
and ranking of hazardous waste sites, (2) cleanup activities and the
extent of cleanup required, and (3) classifying and inventorying hazard-
ous waste sites. EPA received $620 million for Superfund activities in
fiscal year 1985.

We believe the uncorrected weaknesses cited above warrant the
Superfund program to have been again classified as a material weakness
in the Administrator’s 1984 annual report.

!Cleaning Up Hazardous Wastes: An Qverview of Superfund Reauthorization Issues (GAO/RCED-85-
69, Mar. 29, 1985).
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RCRA Program

As stated earlier, EPA’s Administrator reported the RCRA program as a
material weakness in 1983. The RCRA program requires various program
elements which remain areas in need of improvement, including the
need for

guidance for the operation of treatment, storage, and disposal facilities
and
enforcement requirements for violations of RCRA.

The Administrator said in his 1983 annual report that an internal con-
trol review would be performed on RCRA. The ICR was scheduled to be
completed by Septerber 30, 1984. To do the ICR, EPA established a task
force in 1983 to (1) define the elements of quality state RCRA programs
and (2) determine the role EPA should play to assure state compliance
with RCRA requirements. He acknowledged that full implementation of
the RCRA program will not occur for several years. (The ICR is discussed
inch. 3.)

The Administrator did not report the RCRA program as a material weak-
ness in his 1984 annual report, although final guidance on the RCRA pro-
gram was not developed and the ICR was not completed. The 1984 report
outlined four corrective actions in the RCRA area and listed only the 1984
amendments to RCRA as a material weakness. (These amendments were
discussed earlier on p. 16.)

We believe the RCRA program area should continue to be reported as an
overall material weakness area until key requirements of the act and
amendments have been met. The Assistant Administrator for Solid
Waste and Emergency Response, in his November 1984 report to the
Assistant Administrator for Administration and Resources Management,
said that establishing a quality RCRA program was yet to be done and
that additional corrective actions were needed. EPA received $187 mil-
lion in fiscal year 1985 for RCRA activities.

ADP Activities

The ADP area has also not been adequately identified in the 1984 annual
report as a material weakness. Also, it was not reported as a material
weakness area in 1983. Nearly all of EPA’s activities are supported by
ADP operations, including payroll, air guality monitoring, water pro-
grams, and hazardous waste activities. EPA has 51 major ADP systems
and up to 2,000 subsystems that are operated in support of EPA program
activities.
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EPA managers at the regional and headquarters operating levels have
periodically reported ADP weaknesses in these activities. These weak-
nesses were outlined in the regional administrators’ annual reports on
internal controls to the Assistant Administrator for Administration and
Resources Management, as well as in private contractor and other EPA
studies.

For example, the Toxic Substances Control Act and Federal Insecticide,
Fungicide, and Rodenticide Act enforcement systems contain informa-
tion on compliance rates and enforcement activities associated with
facilities that produce and distribute pesticides and toxic chemicals.
According to the Region VII Administrator, the system currently does
not produce reliable data and the region cannot use the system because
of its present design.

Another ADP weakness area identified by six EPA regions and not listed
in EPA’s 1984 annual report is the hazardous waste data management
ADP system. [t provides data to the regions and headquarters on hazard-
ous waste activities. This system contains data on regulated facilities
which generate, treat, store, and transport hazardous waste material
and generates data for EPA program activities. For example, Regions |
and VII are no longer using the system and reported to EPA headquarters
staff that (1) the system is designed primarily for headquarters use and
(2) the system does not produce reliable and useful data. Both regions
had to develop a separate manual system to enable them to comply with
their hazardous waste responsibilities.

In addition, the Office of Solid Waste and Emergency Response, the
main user of the hazardous waste data management system, stated in a
1984 letter to the Office of Information and Resource Management that
there is great concern that the system is not meeting current needs.
Complaints have been received from EPA headquarters and regional offi-
cials and from state organizations, including inconsistent and incomplete
data, the lack of computer programs to develop appropriate output
reports, and the existing system’s limited capacity to sort the volume of
data required.

Overall, although EPA managers identified numerous weaknesses in ADP
systems, only the area of ADP security over proprietary and confidential
business information in the pesticides and toxic substances area and ADp
aspects related to the payroll system were reported to the President and
the Congress in the 1984 report as material weaknesses. We believe,
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Effectiveness of EPA’s
FMFIA Process
Was Limited

however, that other ADP activities should alse have been reported as
material weaknesses.

As discussed in chapter 3, we found various deficiencies in EPA’S per-
formance under FMFIA which raise questions concerning the appropriate-
ness of EPA’'s 1984 annual report.

We found that EPA did not organizationally and functionally establish
the FMFLA process throughout the agency. The current organization
involving a three-member headquarters project team currently lacks
adequate program and operating level input at the program manager
level. For example, regional program activity in the construction grants
area was not segmented properly and adequately assessed for vulnera-
bility, including about $2 billion in construction grant activity at the
three regions we reviewed.

In addition, some identified medium and highly vulnerable areas, includ-
ing $807 million for Superfund operations and RCRA program activities
were not scheduled for ICrs. Also, verification of the adequacy of 30
percent of the completed corrective actions we reviewed was lacking,
and the system established to track these actions was incomplete.

As stated earlier, OMB guidance provides that proper segmenting, assess-
ing the vulnerability of agency program activities, performing icrs, and
completing effective corrective actions, when considered together, are to
provide a basis for the end-of-year annual report.

Furthermore, EPA’s 0IG in evaluating the 1984 process, also reported on
deficiencies in EPA’s performance under FMFIA. In its final report to the
Administrator in August 1985, the 0IG stated that the deficiencies identi-
fied during its evaluations process *. . . weakened the assurance the
Administrator gave to the President and the Congress on December 31,
1984, concerning the adequacy of the Agency's internal controls.”
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EPA Does Not Have an
Adequate Basis for
Providing Reasonable
Assurance on Its
Accounting System

Conclusions

Recommendation to the
Administrator, EPA

Agency Comments

As discussed in chapter 4, our review disclosed that the Administrator
did not have an adequate basis to report that the Agency’s accounting
system is in conformance with the Comptroller General’s requirements.
We found that EPA had not conducted sufficient analysis and testing to
make this determination.

Specifically, EPA did not (1) develop a formal plan, including policies and
procedures, to implement section 4, (2) test its accounting system in
operation for conformance, (3) report a material accounting system
weakness concerning letter-of-credit advances we advised EPA of, and
(4) sufficiently address important principles and standards in evaluat-
ing accounting system compliance. GAO believes the degree to which the
condition of an agency’s accounting system complies with the Comptrol-
ler General’s principles, standards, and related requirements affects the
internal control process.

EPA’s 1983 and 1984 annual reports to the President and the Congress
stated that its internal controls provided reasonable assurance that it
was protected against fraud, waste, abuse, and mismanagement, even
though material weaknesses were identified in a substantial part of
EPA’s activities and included in the reports. In addition, material weak-
nesses identified in 1983 and 1984 were not included in the 1984 report,
even though they were not substantially corrected. Also, as covered in
chapter 4, the Administrator did not have an adequate basis for provid-
ing reasonable assurance on EPA’s accounting system. The above prob-
lems, together with deficiencies in the FMFIA process discussed in the
next chapter, suggest that the Administrator did not have sufficient
basis for providing reasonable assurance that EPA’s internal controls are
meeting FMFIA objectives.

We recommend that in future FMF1A annual reports, the EPA Administra-
tor list all EPA internal control material weaknesses until they have been
substantially corrected.

EPA did not agree with our conclusions and the substance of our recom-
mendation. EPA indicated that in accordance with OMB and GAO guidance,
it reported accurately and had an adequate basis for providing assur-
ances on the adequacy of EPA’s internal control systems. We recognize
that management judgment is involved in reaching a conclusion that the
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internal control systems, taken as a whole, provide reasonable assur-
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their systems provide reasonable assurance, we believe agencies need to
consider four factors collectively:

the comprehensiveness and quality of the evaluation work performed,
the significance of the weaknesses disclosed,

the status of corrective actions, and

the extent to which accounting systems conform to the Comptroller Gen-
eral’s requirements.

In our opinion, unless the agency’s key accounting systems and internal
controls over major programs and functions are adequately evaluated
and tested, and until the material weaknesses which significantly impair
internal controls over important agency functions are substantially cor-
rected, the agency head does not have an adequate basis to conclude
that reasonable assurance exists under the act. Evaluations and correc-
tive actions needed to address the act’s requirements may take several
years to complete. An agency may be making good progress toward that
goal, yet not have progressed to the point where reasonable assurance
can be provided.

In EPA’s case, we show in chapters 2, 3, and 4 of this report that EPA’s
systems have not been adequately evaluated. We also demonstrate that
uncorrected material weaknesses have not been reported by EPA and
will require long-term action to alleviate, and in the meantime they sig-
nificantly impair internal controls over important EPA missions. Under
these circumstances, we cannot agree that £EpA had an adequate basis at
the time of its 1984 annual report to conclude that its internal control
systems, taken as a whole, fully comply with the act’s requirements.

We recognize that EPA reached its judgment in accordance with guide-
lines disseminated by OMB. In our report on first-year implementation of
FMFIA (GAO/0CG-84-3), we recommended that oMB clarify and revise its
guidance on what should be contained in the annual report. The House
Committee on Government Operations, in its August 2, 1984, report on
first-year implementation of the act, also recommended that OMB revise
its guidance concerning annual reporting. The Committee suggested that
it would be more practical for some agencies to report that they *. . .
have reasonable assurance except . . . .” and identify areas where they
do not have assurance. However, OMB took no action on these recommen-
dations. This issue will be discussed further in our overall report on sec-
ond-year implementation of the act which is to be issued later this year.
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Regarding reporting of material weaknesses, EPA did not include
Superfund and RCRA weaknesses in its 1984 report that it included in its
1983 report. EPA said that even though the Superfund and rRCRA weak-
nesses we mentioned in our draft report were not completed in 1984 and
not included in the letter to the President and the Congress, they were
reported and tracked in 1984 in the agency’s internal tracking system.
However, even though some progress may have been made towards cor-
recting material weaknesses, we believe that weaknesses important
enough to be reported in 1 year should be reported in subsequent years
if the weaknesses in fact have not been substantially corrected.

In this respect, OMB's guidelines state that the annual report can and
should be used to demonstrate that planned corrective actions have been
taken and that a statement should be included in the annual report on
the status of actions taken on prior years' weaknesses. Providing such
information in future EPA annual reports will better disclose and inform
the Congress of the status of corrective actions and the weaknesses to
which they are directed. Specific comments on related issues raised by
EPA are discussed in appendix II.
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During 1984 EPA made progress in evaluating its internal control sys-
tems. Under ICPT’s direction, additional segmenting of the Agency on a
more functional basis was accomplished, and additional vas were com-
pleted. In addition, EPA started to perform ICRS. An automated corrective
action tracking system was also being developed.

While it has accomplished much, EPA has some FMFIA problems it needs
to address to more effectively implement the act. For example, we found
that:

The objectives of FMFIA are not adequately carried out in EPA. Additional
involvement of program managers in segmenting and performing vas is
needed, particularly in EPA’s regional offices.

ICRs have not been scheduled for some areas rated by EPA as having high
or medium susceptibility to fraud, waste, and abuse.

EPA’s system for tracking recommended actions to correct control weak-
nesses omits some weaknesses and does not verify that actions shown as
completed have actually corrected the control weakness.

Staff has been insufficiently trained.

The Office of Inspector General, with its experience and expertise in
internal control matters, has had only limited involvement in EPA’S FMFIA
process.

Additional Segmenting
Needed

The functional basis on which EPA was segmented in 1984 is an improve-
ment over the 1982 segmenting process, which was done solely on an
organizational basis. However, the 1984 segmenting process, which was
based on EPA budgetary program categories, excluded various regional
programs and functions. Also, some segments covered functional activi-
ties that were too broad or all encompassing to facilitate further review
and analysis.

EPA guidance states that an essential step in performing a systematic
evaluation of internal control systems is to divide (segment) each organ-
ization into manageable sections (or assessable units), which cover all
programs and administrative functions, and that each assessable unit

should be of an appropriate scope and size to facilitate the conduct of a
meaningful vaA.

In 1982 EPA segmented its organizations into 29 assessable units—19

headquarters and 10 regional components. During 1984, the internal
control project team, in conjunction with headquarters internal control
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coordinators (ICCs), reviewed the various budget categories and pre-
pared a list of assessable units and segmented the Agency into 95

assessable units based on programs and functions, 33 of which involved
some regional operations.

After the ICPT developed the agency-wide inventory of assessable units,
it was distributed in April 1984 to the primary organization heads
(poHs)! for review. The POHs were asked to identify which of the assess-
able units on the ICPT list had regional implications. As a result, the ICPT
expanded the number of assessable units with regional implications
from 33 to 35. Later an additional assessable unit was added for a total
inventory of 96 assessable units.

An example of a major program area not adequately considered in the
segmenting phase and subsequent vA was EPA’s water office construc-
tion grants program. This program awards contracts and grants to non-
federal entities for wastewater treatment projects designed to protect
and enhance environmental water quality and is EPA’s major program
activity in which the regions are involved. However, no regional seg-
ments were established. The construction grants program was seg-
mented and assessed for vulnerability from a headquarters standpoint.
At the three regions we reviewed, over $2 billion in budgeted funds for
fiscal year 1984 was not segmented on a regional basis.

Another program area not adequately considered in the segmentation
process was EPA laboratories. EPA has 27 research and development lab-
oratories located throughout the country, none of which were desig-
nated as separate segments (assessable units). These laboratories
provide analytical and technical support to the various EPA media pro-
grams, such as air, water, and waste management, and represent many
distinct functional activities amenable to separate segmentation and
assessment. However, EPA laboratory operations were not separately
segmented and assessed for vulnerability. (See p. 29 for further infor-
mation on why this area was not properly segmented.)

We also identified two special programs operated at the regional level,
the Chesapeake Bay Program in Region III and the Great Lakes Program
in Region V, which were not segmented into separate assessable units.

!The primary organization heads, or POHSs, are the Deputy Administrator, assistant administrators,
regional administrators, the Inspector General, and the General Counsel. They are assigned direct

responsibility for evaluating, reporting on internal controls, and taking prompt actions to correct
weaknesses.
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Vulnerability
Assessments

The Great L.akes Program was cited in Region V’s 1983 report on inter-
nal controls as a program with high vulnerability to fraud, waste, abuse,
and mismanagement independent of the assessment process based on
regional management’s knowledge of the program. Because it was not
separately segmented, EPA did not perform a vulnerability assessment of
the program and has no plans to do an ICR. An ICR on the Chesapeake
Bay program was not completed at the time of our review.

Programs delegated by EPA to the states for operations such as grants
programs in the air, hazardous waste, and water program areas were
also not separately segmented. EPA maintains an oversight and audit
role over these activities. At Region [X, for example, for fiscal year
1984, these programs constituted $442 million of Region IX's total
budget of $461 million. Officials at Region IX agreed that these activities
should have been separately evaluated in the assessment process.

We also found that various EPA assessable units encompassed functional
activities that were too broad to allow for meaningful assessments. For
example, ADP activities, comprising 51 major systems with up to 2,000
subsystems were covered almost entirely by part of one segment
(assessable unit). Although most of EPA’s operating activities use data
accumulated by EPA’s ADP systems and subsystems, to date none of EPA’S
ADP systems have been segmented for assessment purposes.

EPA’s ICPT at headquarters developed the initial drafts of all 1984 vas
including what the ICPT considered the necessary documentation needed
in support of the evaluation process. The guidance that the 1CPT devel-
oped for the vA phase was generally consistent with the OMB guidance.
However, EPA did not fully involve program managers in the va process.

The program managers' role, both at headquarters and in the regions,
was primarily to review assessments done by a three member team—
the ICPT—at the headquarters level. As a result, program managers with

the most knowledge of ongoing EPA operations had only a limited
involvement in the process.

Also, we found that vAs, for the most part, were not done at the levels at
which EPA programs are operating—in regional and field locations—
although some regional and field input to the process was solicited. The
assessments were general in their analysis and were headquarters ori-
ented. Overall, of the 96 vas, only 35 had some field input, even though
almost all of EpA’s operations are conducted in the field.
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We randomly selected and reviewed 20 completed vas. All vaAs included
basic program and budget data, as well as completed analyses of inher-
ent risk? and of the general control environment.? Some documentation
(explanation) on the preliminary evaluation of safeguards and compli-
ance with Ga0 standards was also included. However, overall, the
assessments provided virtually no information that allowed us to deter-
mine precisely how EPA performed them or the appropriateness of the
ratings given.

None of the 20 vas we reviewed delineated all event cycles, control
objectives, and control techniques for the particular assessable unit, as
required by EPA guidance. Only four vAs included control objectives, and
only six vaAs included any mention of control techniques.

In the research and development area, except for program and budget
data, 15 assessable units dealing with different media (such as air,
water, hazardous waste, and toxic substances) and different EPA organi-
zational units had identical vas. The ICPT applied the results from one va
in this area to the remaining 14 vas without separately assessing them
for vulnerability which resulted in all 15 vAs being identical. We believe
separate VAs should have been performed because each of these assessa-
ble units involved various functions from different organizations and
programs. Testing water quality and toxic substances are totally differ-
ent functions being carried out at organizational locations apart from
the headquarters level where they were assessed.

As mentioned earlier, ADP activities are a substantial part of overall EPA
operations; EPA currently has approximately 51 major systems in its
operations. In its assessment of the ADP area, the ICPT used only one
assessable unit at the headquarters level, the information systems and
services assessable unit, even though ADP operations involve numerous
headquarters and regional locations. The ICPT did not develop regional
ADP segments nor assess regional ADP operations for vulnerability.

2The analysis of inherent risk is an assessment of the inherent potential for waste, loss, unauthorized
use, or misappropriation due to the nature of the program activity. Matters considered include the
program’s (1) purpose, (2) budget level, (3) prior reviews, and (4) age and life expectancy.

3The analysis of the general control environment consists in the assessment of the overall environ-

ment in which the program activities are conducted. Factors considered include (1) policies and pro-
cedures, (2) management attitude, (3) personnel, and (4) ADP considerations.
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Improving Internal
Control Reviews

EPA's VA process only generally touched on ADP internal controls? ; no
individual ADP system or subsystem was assessed. In doing the va on the
information systems and services assessable unit—which was to have
covered the ADP area—EPA listed 16 general management event cycles
for consideration. The event cycles identified were broad in their scope.
They included management, procurement and operations issues, as well
as telecommunications issues. As stated in chapter 2, the regional offices
informed EPA headquarters of numerous problems experienced in per-
forming functions supported by ADP activities.

In each of EPA’s other 95 vAs, an analysis was made of the general con-
trol environment. One factor in the analysis was “ADP considerations,”
which could be evaluated as either “satisfactory’ or as “other.” No
other analysis of ADP was required. Based on the information systems
and services VA, EPA rated its ADP activities as highly vulnerable but no
adequate corrective action plans were developed for the ADP area.

In the construction grants program, we noted similar vulnerability
assessment problems. The ICPT completed one vA entitled “municipal
source control” at the Washington headquarters level without assessing
regional operations for vulnerability. At the three regional offices we
visited, vulnerability assessments were not done on over $2 billion of
operations. The VA we reviewed on the construction grants program
includes functions such as (1) grant awards for about 650 projects annu-
ally—EPA had over 4,711 active projects at the end of fiscal year

1984-—and (2) projects management, performed by the EPA regions and
the U.S. Army Corps of Engineers.

EPA did not perform ICRs in 1983 but has made progress in developing
guidance for performing them. In 1984 we reviewed all seven agency-
wide® ICRs and the one ICR that was completed in Region V. Region III
had not completed an ICR at the time of our visit. ICRs were not done in
Region IX. For four of the eight ICRs we reviewed, EPA did not review the
effectiveness of internal controls or do testing of the internal controls.

4ADP internal controls can be divided into two major categories: general controls and application
controls. General controls are those that apply to the overall management of the ADP function in an
agency. For example, some general controls included the plan of organization and operation of the
ADP activity. Application controls are those controls related to specific computer applications. Appli-
cation controls often are categorized as data origination, input, processing, and output controls.

5 Agency-wide ICRs are those that involve analytic activity throughout EPA while regional ICrs involve
analysis at a specific location of specific functions.
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Also, the ICPT did not complete quality assurance and some areas receiv-
ing high and medium vulnerability ratings were not scheduled for ICRs.

Guidance Requires an ICR
or Alternative Actions to Be
Performed

In its December 1982 guidelines, OMB described an ICR as a detailed
examination of an agency’s internal controls to determine whether suffi-
cient control measures exist and are implemented to prevent or detect
the occurrence of potential risks in a cost-effective manner. OMB further
states that, in the event the va phase identifies program activity areas
as having either high or medium vulnerability to fraud, waste, abuse,
and mismanagement, they are to be the subject areas for ICRs. Agencies
have the option of choosing alternatives to ICRs, such as scheduling
Inspector General audits of the area or taking corrective action
immediately.

As noted in chapter 1, OMB recommends a phased approach for perform-
ing ICRs: (1} identifying event cycles, (2) analyzing the general control
environment, (3) documenting event cycles, (4) testing internal controls,
(5) evaluating internal controls within the event cycle, and (6) reporting
the resuits. OMB specifies that in reviewing the event cycles contained
within internal controls, the evaluation should

determine whether sufficient internal control objectives have been
established and control techniques are functioning as intended,
identify apparent weaknesses in either the design or functioning of the
internal control system,

recommend necessary corrective actions, and

establish a formal followup system for management consideration so
that appropriate corrective actions are taken promptly.

EPA Order 1000.24 reiterates the requirements contained in the OMB
guidelines. EPA issued ICR procedures in October 1983, It also issued
revised guidance on performing ICRs in March and June 1984. The March
guidance requires program managers to approve alternatives to ICRs
before completing other forms of corrective actions. Managers could
cancel, suspend, or delay ICRs but had to explain the reasons for their
decisions in writing to EPA’s Assistant Administrator for Administration
and Resources Management. The June 1984 procedures included
requirements for quality assurance procedures to be performed by the
ICPT.
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Some ICRs Did Not Include
Adequate Testing and
Identification of Event
Cycles

In 1984, EpA headquarters scheduled ICRs in seven program-wide areas:
(1) Superfund cost recovery, {2) regional consistency in hazardous
waste site cleanup activity, (3) RCRA, (4) water programs, (5) procure-
ment, (6) environmental impact statement preparation, and (7) financial
assistance to grantees.

The EPA Administrator’s 1984 annual report to the President and the
Congress stated that five of seven planned agency-wide ICRs were fully
completed. The report said ICRs were generally performed in accordance
with EPA guidance. Our evaluation of the seven ICRs initiated at EPA
headquarters, as well as one completed at Region V, showed that three
of five completed agency-wide ICRs and the regional ICR we reviewed did
not include sufficient analysis. Therefore, they may not be a reliable
measure of whether EPA’s controls are appropriate and operating as
intended.

For example, an agency-wide ICR on procurement practices addressed
EPa offices’ compliance with EpA-established procurement and contract
regulations and practices, such as (1) justifying a basis for noncompeti-
tive procurement, (2) reporting on the reasonableness of the prices and/
or costs, and (3) complying with contract terms and conditions. The
review tested to determine whether program managers followed
existing EPA regulations and practices. The ICR did not, however, evalu-
ate whether existing regulations and practices, even if followed, would
provide adequate internal control over EPA’S procurement activities.

Another ICR, of the Superfund area, dealt with regional consistency in
the decision-making process on site cleanup and waste removal activi-
ties. A major component of the ICR was a consultant’s analysis of 129
hazardous waste removal decisions at the 10 EPA regions between Octo-
ber 1983 and May 1984. The analysis involved preparing profiles of
regional actions taken according to criteria for undertaking removals—
incident and site type, substances involved, nature of the threat, and
type of cleanup response. Neither the consultant nor EPA determined
whether controls were operating as intended. This could be accom-
plished by testing control techniques in place.

An ICR on EpA headquarters environmental impact statement prepara-
tion under the Clean Air Act was done generally in accordance with oMB
guidance. However, all of the internal control techniques involved in
statement preparation and review were not reviewed or assessed as part
of the ICR process. For example, a technique dealing with the need for
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revised procedures to approve impact statements was not fully
evaluated.

EPA’s OIG also evaluated the seven agency-wide ICRs for conformance
with EPA guidance. In an October 22, 1984, letter to the Director of the
ICPT, OIG identified various problems with the ICRs similar to those we
noted. Problems included limitations on testing and sampling in the pro-
curement practices and Superfund ICRs, and inadequate delineation of
event cycles in the environmental impact statement ICR.

Region V completed an ICR on the RCRA permit process. The ICR
addressed one RCRA area and concentrated primarily on legal issues,
such as conducting public hearings, maintaining evidence, and writing
regulations to enforce permits. However, the review did not test the
internal control techniques to determine if controls were functioning as
intended. The only documentation available to support the ICR consisted
of records of meetings.

Quality Assurance Not
Performed

Although OMB recommends that each agency have quality control to
assure that ICRs are performed in a quality manner, the ICPT did not per-
form quality assurance steps on the ICRs completed in 1984. The 1cpT
outlined the methodology it would use for quality assurance of ICks and
said agency-wide 1ICRs would be examined each year while others would
be selectively examined, The methodology was sent to headquarters and
regional internal control coordinators in July 1984. The ICPT said it may
review any of the various ICR components, including event cycles, con-
trol objectives, control techniques, testing of techniques, reporting of
results, and documentation. The methodology was to include reviewing
such things as

the control objectives of those event cycles under evaluation to deter-
mine whether the objectives appear to be complete, logical, and
applicable;

the sampling approach to determine if sufficient testing of control tech-
niques was done;

the reasonableness of reported results, including the action plan describ-
ing corrective actions taken or planned, including whether milestones
are available; and

the adequacy of documentation to determine whether it is sufficient for
program managers to conclude whether the type and extent of testing
performed was sufficient and whether the conclusions reached on the
basis of the tests were sound and logical.
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The ICPT planned to provide feedback to managers responsible for per-
forming the ICRs and to use the ICR results to make necessary changes to
guidance provided to the performing offices.

The 1CPT Director cited a lack of staff resources as the reason quality
assurance steps could not be done. While we recognize EPA’s resource
constraints, performing quality ICRs is a critical component of the FMFLA
process.

Limited ICRs Have Been
Scheduled

OMB guidance states that assessable units receiving a high or medium
rating in the vulnerability assessment process are to be the subject of an
internal control review or alternative corrective action during the next
annual evaluation cycle. In the 1984 process, EPA tentatively identified
10 high and 21 medium vulnerable areas. However, in fiscal year 1985
as discussed in the Administrator’s 1984 annual report, EPA scheduled
only one ICR—construction grants. Although EPA planned alternative
actions in each area, we believe EPA should also schedule and perform
more ICRS.

There have been alternative corrective actions to ICRs in the Superfund
and RCRA areas, including (1) Gao and 01G audits, (2) increased monitor-
ing procedures, (3) more training for program personnel, (4) revised
guidance and instructions, and (5) modified procedures or documents.

However, RCRA and Superfund are examples of programs which could
still benefit from ICRs. EPA did not complete ICRs on RCRA and Superfund
programs, although these ICRs were initially scheduled to be completed
by September 30, 1984. The Administrator’s 1983 annual report had
described both programs as having material weaknesses. The Adminis-
trator’s 1984 annual report also acknowledges that ICRs were not com-
pleted and characterized the earlier work done as progress reports. Yet,
no ICR is scheduled for either area in fiscal year 1985.

In the area of ADP, while various EPA managers have identified numer-
ous areas as highly vulnerable, £PA did not schedule ICRs for 1985. The
Director, Office of Management Planning and Evaluation, said ICrRs were
not scheduled because the weaknesses identified in the vulnerability
assessment process may be corrected with alternative approaches such
as audits. We believe that additional ICRs should be scheduled because of
the substantial impacts ADP has on EPA activities.
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Accomplishing FMFIA goals requires appropriate and timely corrective i
actions to be taken on weaknesses identified in the systems reviewed.
During the 1983-84 period, Era identified about 727 internal control
weaknesses—5652 in 1983 and about 175 in 1984, The Administrator's
1984 annual report said EPA took corrective action on 525 of these weak-
nesses. In 1984, EPA initiated an automated corrective action tracking
system to track the status of reported weaknesses and corrective actions
taken.

However, EPA’s tracking system does not track all identified internal
control weaknesses. In addition, EPA’s system does not provide for test-
ing or evaluating the results of reported corrective actions to ensure
that effective corrections have in fact taken place. Without these com-
ponents, EPA top management may not have a good basis for determin-
ing the progress EPA is making in correcting internal control
weaknesses—a primary objective of FMFIA.

EPA'’s Corrective Action
Tracking and Followup
System Is Not Complete

EPA’s corrective action tracking and followup system did not track all
recommendations for corrective actions from FMFIA or other sources dur-

ing the 1983-84 period. OMB guidelines state that completing vas and ICRsS

is not an end in itself, but that determining, scheduling, and taking the |
necessary corrective actions as promptly and timely as possible is -
critical.

OMB’s guidelines provide that agencies establish a formal followup sys-
tem for corrective actions that logs and tracks recommendations and
target dates, provides assistance for developing plans to implement cor-
rections, and monitors whether the changes are made as scheduled.

Based on solicitation of the primary organization heads, EPA identified

about 727 internal control weaknesses—552 in 1983 and about 175 in

1984. However, EPA’s first tracking system report, made available to us

in November 1984, included information on only 280 of the 552 internal
control weaknesses identified in 1983. The Director, ICPT, told us he was
unaware that the system was incomplete but added that the system i
would eventually include all of the weaknesses identified.

In April 1985, the ICPT Director gave us a report reflecting the status of

reported weaknesses as of September 30, 1984. That report included
information on 481 of the 552 weaknesses.
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Subsequent status reports dropped weaknesses reported as corrected by
1ccs and program managers. As discussed in the next section, these
weaknesses are being deleted from the system before the 1CPT has tested
or verified that they have in fact been adequately corrected. For exam-
ple, the first quarter report for fiscal year 1985 included only 90 of the
552 weaknesses identified in 1983. According to the Director, iCPT, the
remaining 462 weaknesses had been reported, corrected, and were no
longer being tracked by the system.

Of the approximately 175 weaknesses identified in the POHs’ 1984
annual reports on internal controls, only 75 were included in the first
quarter fiscal year 1985 report. Similarly, as with the 1983 weaknesses,
1984 weaknesses were dropped because the ICCs and program managers
reported corrective actions as completed.

EPA’s headquarters corrective action tracking system contained only
weaknesses identified in the 1983 process and those identified in the
1984 annual reports from POHs on internal controls. Recommendations
based on completed ICRs were not tracked in the system. For example,
the construction grants ICR contained about 40 major recommendations,
with additional sub-recommendations. The ICR on financial assistance
contained 72 recommendations, while the ICR on regional consistency in
the hazardous waste removal system had 15 recommendations. The ICR
on environmental impact statement preparation and review under the
Clean Air Act had five. None of the identified weaknesses and corre-
sponding recommended corrective actions were included in the tracking
system.

Testing and Followup of
Corrective Actions Are
Needed by Program
Managers

EPA managers did not accurately report the status of all corrective
actions taken, nor did they provide for testing and followup to deter-
mine whether the reported actions taken have corrected the problems.
Without followup and testing, management does not have adequate
assurances that internal control problems are being resolved.

Although EPA provided us a summary of each weakness reported in
1983, it was unable to furnish us with a report which provided the sta-
tus of each corrective action—whether the action was taken, in process,
or planned. Nevertheless, in its 1984 annual FMFIA report, EPA reported
to the President and the Congress that it had corrected approximately
450 of the 552 weaknesses. The Deputy Assistant Administrator for
Administration and Resources Management also reported a similar
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accomplishment in a letter dated September 4, 1984, to the Chairman of
the House Committee on Government Operations.

To determine the validity of EPA’s completed corrective actions, we ran-
domly sampled 25 of the 552 internal control weaknesses at six head-
quarters offices and at the three regional offices where we performed
our review. Regional and headquarters officials acknowledged that cor-
rective actions on 5 of the 25 weaknesses were not complete at the time
of our evaluations. Qur testing of the remaining 20 weaknesses reported
as complete showed that in six cases, EPA could not substantiate to us
the weaknesses had been corrected.

For example, EPA’s headquarters Office of Solid Waste and Emergency
Response reported that it had failed to always charge travel expenses to
the appropriate hazardous waste site accounts and that this hindered
cost recovery under the Superfund program because these expenses
were not supportable, Although new guidance was issued and training
scheduled, Office of Solid Waste and Emergency Response officials have
not determined that the information necessary to support cost recovery
of Superfund expenses, including travel, is being properly charged.

Region III reported that reviews were not being done to assure that
records disposal actions taken were in compliance with records control
schedules. The Regional Administrator’s 1984 annual report on internal
controls reported this weakness had been corrected by (1) assigning
responsibility of records management to the regional librarian and (2)
appointing divisional coordinators to review records control functions.
However, the responsible corrective action official told us that, in his
opinion, although there was progress, the problem remained uncor-
rected. He could not document that the librarian was assigned record
management responsibility and could not explain why the annual report
stated that the weakness had been corrected.

In another example, Region V reported as completed, corrective action
on the need for U.S. government support and involvement in interna-
tional water quality activities. However, the staff chief of the Great
Lakes National Program Office told us EPA did not take any corrective
actions because of a lack of resources.

Based on an 01G audit disclosing timekeeping irregularities, Region V
reported that it had no policy on timecard controls. The region (1) issued
guidance, (2) established written requirements, and {3) initiated time-
keeper training and then reported the weakness as corrected. However,
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the region performed no testing or followup evaluations and had no
assurance the techniques established were being implemented and that
timekeeping irregularities were reduced.

The region also reported that contracting procedures and procedures to
process and review construction change orders were not consistent with
EPA regulations and guidelines. Although the region reported that cor-
rective actions on these weaknesses were completed, a municipal facili-
ties branch chief told us that no formal corrective action had been taken
to resolve the issue. Regional officials said they would monitor this area
and that they may in the future conduct a followup review to determine
whether the problem had been resolved.

Region V also reported as a weakness that states may not be adequately
accounting for supply purchases of $10,000 or less, under the Superfund
program. Based on review of state records and informal discussions
with state officials, the region concluded there was no significant prob-
lem with existing procedures. No subsequent analyses or tests were per-
formed, and EPA reported the weakness corrected.

Region IX reported that inadequate financial controls existed over level-
of-effort contracts, causing time and cost overruns. The region reviewed
its operation and recormmended (1) project officer training, (2) reviews
of EPA policies on contracting, and (3) greater flexibility for the region to
solicit level-of-effort contractors when special needs arise. The region
reported the weaknesses corrected, although it had not trained its pro-
Jject officers or determined that controls were actually improved.

Need to Fully Define
Roles in the FMFIA
Process

FMFIA is intended to be a permanent self-assessment process involving
program managers at the various levels of responsibility. In accordance
with OMB guidance, the process should be systemically established and
include functions for all responsible program managers, so that the
FMFIA process might benefit from their background and expertise.

EPA’s current FMFIA role has been vested by the Assistant Administrator
for Administration and Resources Management (formerly the Assistant
Administrator for Administration) in the ICPT at the headquarters level.
However, there is no implementing order or other memorandum detail-
ing the ICPT’s functions, duties, and responsibilities. EPA used the project
team approach because of many management changes in the agency
resulting from the 1983 resignation of the Administrator, as well as
other top-level officials,
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Need to Expand
Training Efforts

Essentially, the current FMFIA process is centrally controlled by the ICPT;
the regional role is generally reactive in nature. Duties and functions
have not been prescribed in any detail, regarding team members or
headquarters and regional EPA officials.

At the three regions we visited, regional managers told us that they
have little or no responsibility for compiling the inventory of regional
programs and functions; assessing the vulnerability of programs and
functions for weaknesses; and planning subseguent courses of action,
such as ICRs. For example, Region III issued no written directives
delineating FMF1A duties within the region nor a formal memorandum
explaining how to implement the act. The responsible Assistant Regional
Administrator provides little FMFIA program oversight, and the program
had little continuity. Since the inception of the program, there have been
four regional 1CCs. Also, regional division chiefs—-—-the day-to-day mana-
gers of regional programs—were not officially assigned an FMFIA role.

We believe EPA needs to permanently establish, both organizationally
and functionally, the FMFIA process beyond the current ICPT approach.
The process as implemented lacks adequate individual program and
operating level self-assessment, a key ingredient in the FMF1A process.
Also, departure of the ICPT members from an FMFIA role can cause a criti-
cal loss of program continuity and expertise. The ultimate responsibility
for good internal controls rests with management. Evaluating and cor-
recting control weaknesses should not be a separate, specialized process,
but an integral part of a manager’s responsibilities.

We found that EPA provided limited training to program managers
involved in the FMFIA process. EPA training efforts have consisted of dis-
cussions of FMFIA requirements at periodic meetings. The ICPT met with
selected managers and ICCs to describe the process to be accomplished.

OMB guidelines specify that agencies should provide training and orien-
tation sessions to explain the objectives of and procedures for con-
ducting the FMFI1A process and completing vas and ICRs. In the EPA
February 1984 order, the Assistant Administrator for Administration
and Resources Management was directed to provide guidance and train-
ing on performing vAs, ICRs, and procedures for conducting other FMFIA
activities. The ICPT Director confirmed, however, that EPA has provided
little formal training on the internal control process. He added that vari-
ous informal sessions and briefings have been held and guidance materi-
als issued.
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Greater Inspector
General Involvement
Desirable

Concerning FMFIA training in the regions, we found that:

At Region III the current 1C, appointed in September 1984, informed us
as of the end of February 1985, at the time of our visit, that he had not
received formal training in the FMFIA process and is unfamiliar with his
responsibilities. As noted earlier, since inception of the program, the
region has had four 1ccs. Only the first ICC received training consisting of
a 1-day session at headquarters which he told us was “'less than compre-
hensive.” None of the Region III division chiefs or program managers
were trained in FMFIA requirements.

At Region V, managers and ICCs informed us that there was no formal
training in 1983 and that two staff members attended training sessions
in 1984. Also, the ICPT and the regional 1cC provided briefings on vas and
the overall evaluation process. Regional officials said these sessions
were provided to enable the region to complete certain steps in the pro-
cess, but that the briefings did not provide the kind of information
needed to enable a complete understanding and commitment to the FMFIA
process. The ICPT did not discuss (1) how to accomplish tasks in differ-
ent phases of the FMFIA process, (2) what the focus should be — dollars
or program issues, (3) what is expected of the managers, or (4) what the
agency expects to achieve through the FMFIA process.

At Region IX, the 1CC said that two or three briefings of 1 to 2 hours
were held in 1984 at which FMFLA materials were distributed.

Because of its training and internal review experience, EPA’s Office of
Inspector General could play a more active role in achieving FMFIA goals
at EpA. In 1984, however, 0IG was primarily a reviewer of completed
assessments and reviews and was not actively involved in the planning
or implementation phases. We believe that future FMF1a evaluations
efforts would be enhanced if 016 assumed an expanded role in the
process.

OMB’S FMFIA guidelines recognize the potential for agency inspectors gen-
eral to make a positive contribution to the evaluation of agency internal
controls and accounting system evaluations. The guidelines also
encourage inspectors general to provide technical assistance in strength-
ening internal control and accounting systems, in addition to evaluating
these systems as part of their normal reviews and audits of agency func-
tions. EPA’s FMFIA order assigns responsibilities to OIG in several areas,
including (1) providing technical assistance in the Agency’'s effort to
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Conclusions

evaluate and improve internal controls and (2) reviewing internal con-

trol documentation and evaluations to determine compliance with EPA
guidelines.

In the 1984 evaluations period, 01G did many of the things envisioned by
OMB and the EPA order, but not all. 0iG’s role consisted primarily of com-
ments, when requested, on certain guidance developed by the ICPT; brief
analyses and comments on completed ICRs; an analysis of the propriety
of a draft of EPA’s 1984 FMFIA report to the President and the Congress;
and an audit of EPA’s 1984 FMFIA process.®

The ICPT did not request 0IG to provide participating EPA offices with
technical assistance on completing the process. Accordingly, the 016 did
not participate in (1) segmenting the agency, (2) completing vAs and
ICRs, (3) performing quality control procedures, or (4) following up on
recommendations for corrective actions. We believe a more active role
by o0IG would strengthen EPA’s internal controls evaluations.

Various areas of EPA, notably at the regional level and in the ADP area,
should be further segmented so that sufficient vulnerability assessments
will be made of regional activities. The VA process as completed by the
ICPT did not fully use the background knowledge and expertise of expe-
rienced program managers, contrary to OMB's emphasis in FMFIA that the
process should be self-assessment. We also believe EPA needs to perma-
nently establish, both organizationally and functionally, the FMFIA pro-
cess bevond the current project team approach.

Some of the ICRs done by EPA did not include sufficient analysis,
although EPA made some progress in the ICR phase. Not all acknowledged
medium and high vulnerability weakness areas identified in the FMF1A
process have been scheduled for ICRs. Also, although EPA is making prog-
ress in developing a corrective action tracking and followup system, the
system did not include all weaknesses identified in the FMFIA process or
provide for systematic monitoring and followup.

The FMFIA process would also be enhanced by additional training of

managers and staff who should work on evaluating controls. We also
encourage EPA’s FMFIA officials to work with the Inspector General to
have his office become more involved with implementing the process.

501G provided the Administrator a preliminary report on Nov. 30, 1984; an updated interim report on
Dec. 18, 1984; and a final report on Aug. 5, 1985.
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Recommendations to
the Administrator,
EPA

To more effectively implement the FMFIA process and to provide a
stronger basis to report on the status of EPA’s internal controls, we rec-
ommend that the Administrator

require additional segmentation and assessment of EPA programs and
functions at the regional and local levels of operations, especially in the
hazardous waste, construction grants, and ADP activity areas;

fully define EPA’s program managers’ role in the FMFIA process, with a
view toward having managers be more involved in evaluating internal
controls;

schedule ICRs for identified high and medium vulnerability weakness
areas, where other forms of corrective actions were unsuccessful or
inappropriate;

have the FMFIA tracking system monitor and followup on all internal
control weaknesses;

require responsible program managers in the various EPA functional
areas to validate that actions taken to correct weaknesses reported as
corrected are adequate to prevent or reduce their recurrence; and
assess FMFIA training needs and train staff as necessary.

Agency Comments

EPA agreed with our recommendation to schedule ICRs for identified high
and medium vulnerability weaknesses to the extent that ICRs and related
actions are appropriate. EPA pointed out, however, that options to ICRs
may be appropriate in some cases. EPA also agreed with our recommen-
dation to assess FMFIA training needs and train staff as necessary. EPA
said that in fiscal year 1985, it took steps to ensure that staff were
trained in the FMFIA process.

EPA agreed with our recommendations to have the FMFIA tracking system
monitor and followup on all internal control weaknesses and to require
responsible program managers to validate that actions taken to correct
weaknesses reported as corrected are adequate. EPA said that it has
taken appropriate steps to update the tracking system, as well as to
require program managers in their annual reports, to indicate that the
corrective actions taken are appropriate.

Although EPA agreed with our recommendation, testing and followup on
the adequacy of corrective actions taken were not being done. Until all
weaknesses are tracked and followed up on, our recommendation will
not be completely implemented.
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vas and of ICRs. As an agency with decentralized operations, further seg-
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of EPA are necessary, consistent with OMB guidance.
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Chapter 4

EPA Needs to Strengthen Its
Accounting System

Administrator Reports
Accounting System Is
in Conformance

In his second annual FMFIA report, EPA's Administrator stated that
except for three material accounting weaknesses, the Agency's account-
ing system, taken as a whole, conformed with the Comptroller General's
principles, standards, and related requirements! during fiscal year 1984.
Also, the Administrator reported on the Agency’s efforts to correct the
accounting system weaknesses identified in the 1983 FMFIA report. In
1983, the Administrator also stated that the Agency’s accounting sys-
tems? were in general compliance with the objectives prescribed by the
Comptroller General.

Our review showed that EPA has made progress in implementing section
4 of the act. The Agency developed an inventory of its accounting sub-
systems and initiated action to correct the accounting system weak-
nesses identified in the 1983 report. Also, EPA management views the
FMFIA process as having major long-term benefits. The Agency’s section
4 efforts have brought to management’s attention accounting system
problems.

Our review, however, disclosed that the Administrator did not have an
adequate basis to report that the Agency's accounting system is in con-
formance with the Comptroller General’s requirements. We found that
EPA had not conducted sufficient analysis and testing to make this
determination.

EPA has one accounting system that it calls the financial management
system. This automated, nationwide system serves as the Agency’s
accounting, fund control, and monitoring system. Overall responsibility
for system operation and maintenance is centralized in EPA. Accounting
information is entered into the system from 16 locations throughout the
country: 14 financial management offices and the headquarters budget
and payroll offices.

'The GAD Policy and Procedures Manuai for Guidance of Federal Agencies contains the principles,
standards, and related requirements to be observed by federal agencies. Specifically, title 2 prescribes
the overall accounting principles and standards, while titles 4, 5, 6, and 7 specify requirements gov-
erning claims; transportation; pay, leave, and allowances; and fiscal procedures, respectively. Also,
agency accounting systems must include internal controls that comply with the Comptroller General's
internal control standards and related requirements such as Treasury Financial Manual and CMB
circulars.

2The payroll system was reclassified as a subsystem of the financial management system in 1984,
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Section 4 of the act requires agency heads to report to the President on
whether their agencies” accounting systems conform with the Comptrol-
ler General's principles, standards, and related requirements. Based on a
review of the financial management system, the EPA Administrator
reported that the Agency’s accounting system, taken as a whole, con-
formed during fiscal year 1984, with the exception of the following
three material accounting weaknesses:

Contract costs had not been recorded and charged to the proper appro-
priation accounts.

Grant money that remained unspent after the period of availability had
not been deobligated.

Documentation and data controls had not been established for the pay-
roll subsystem.

To determine conformance with the Comptroller General’s requirements,
EPA assigned one staff member-—a systems accountant in the Financial
Management Division—Ilead responsibility for conducting the section 4
review. To determine conformance in 1983, the accountant used a
checklist that covered the Comptroller General’s April 18, 1983, State-
ment of Accounting Principles and Standards for Federal Agencies. In
1984, the accountant used a questionnaire developed by the Department
of Transportation covering Title 2 of GAO’s Policy and Procedures Man-
ual for Guidance of Federal Agencies, which contains many of the
Comptroller General’s accounting principles and standards. The
accountant relied primarily on his knowledge of the Agency’s account-
ing system when completing the 1983 checklist and the 1984 question-
naire. In 1984 the accountant also requested that the headquarters
branch chiefs within the Financial Management Division review his
work products and identify any additional accounting system deficien-
cies. In its 1984 FMFIA report, EPA also stated that it reviewed recently
issued 0IG and GAO audit reports to identify the impact of reported
accounting system deficiencies.

Two of the three accounting system weaknasses reported by the Admin-
istrator in 1984 concerning contract costs and grant money were
brought to EPA’s attention by us during this review. Efforts by EPA to
correct these problems are discussed on pages 51-52. To correct its pay-
roll problems, the third reported material weakness, EPA plans to imple-
ment new data entry and control procedures in the payroll subsystem
and to have a private accounting firm complete an in-depth study of the
payroll office.
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During fiscal year 1984, EPA took positive steps to implement section 4
of the act. Specifically, the Agency developed an inventory of its
accounting subsystems and initiated action to correct the weaknesses it
reported in 1983.

Inventory of Accounting
Subsystems

A first step in meeting the objectives of section 4 of the act is identifying
all accounting systems and subsystems so tt i they can be properly
evaluated. As part of its section 4 efforts inn 384, EPA reported that it
inventoried its accounting subsystems and related processes. The
accountant who conducted the section 4 review told us that he deter-
mined whether all accounting operations, such as receipts and disburse-
ments, flowed into the financial management system from the various
financial management, budget, and payroll offices. Also, he told us that
EPA has 16 major accounting subsystems and related processes, such as
the grants information and control system and the payroll system, that
enter information into or extract information from the financial manage-
ment system.

Efforts to Correct the 1983
Reported Weaknesses

During fiscal year 1984, EPA initiated action to correct the three account-
ing system weaknesses identified in its 1983 report to the President and
the Congress. Those weaknesses were (1) accounts payable were not
being recorded monthly, (2) property accounting was not integrated into
the general ledger control accounts, and (3) cost accounting techniques
were not implemented according to the accounting system’s design.

However, although EPA had reported in its 1983 FMFIA report that it
planned to correct these weaknesses by September 30, 1984, the prop-
erty and cost accounting weaknesses had not been corrected during our
review. EPA reported in its 1984 FMFIA report that it planned to correct
these two weaknesses during fiscal year 1985. At the time of our
review, EPA had several actions underway to correct these weaknesses.
We believe the Agency’s actions, if properly implemented, should cor-
rect these two weaknesses.

To correct the property accounting weakmess, EPA has developed proce-
dures for recording property acquisitions directly into the financial
management system'’s general ledger accounts. EPA plans to compare, on
a monthly basis, data from its personal property accounting subsystem
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Having a Positive
Impact

with data recorded in the financial management system and reconcile
any differences.

In an effort to correct the cost accounting weakness, EPA contracted
with an accounting firm to evaluate EPA’s need for more cost accounting
information. Additionally, EPA sought and received GAC guidance on its
plans to implement cost accounting techniques for the Superfund pro-
gram and to implement other methods for identifying costs for non-
Superfund programs. The accountant who conducted the section 4
review told us that EPA was working on implementing these cost
accounting techniques and methods.

EPA management views the Agency’s section 4 effort as productive and
its impact as positive. According to EPA’s Director, Financial Manage-
ment Division, the benefits include (1) identifying accounting system
weaknesses, (2) focusing management attention on accounting system
weaknesses, and (3) increasing vigilance over the Agency’s accounting
system operations.

The Director, however, told us that some problems exist in the review
process, such as the lack of in-depth testing. £pA planned to conduct in-
depth testing of the financial management system, including the payroll
subsystem. Additionally, the Director cited as problems the shortage of
staff to conduct the section 4 review and uncertainty regarding the
degree of testing required to support compliance determinations.

While we recognize that difficult trade-offs have to be made in order to
resolve its section 4 staffing problem, EPA may need to temporarily
adjust its staffing priorities. Once the evaluations are conducted, EPA
would need only to update them as system changes arise and periodi-
cally check to assure that the system is still being properly implemented.
Regarding testing, it is difficult to specify a testing methodology that
could be used on a government-wide basis, given the significant vari-
ances among systems. EPA could coordinate its testing efforts with its OIG
and GAO by seeking their comments on its test program.
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Although EPA has made progress in implementing section 4, our review
showed that it had not yet conducted sufficient analysis and testing to
report accounting system conformance to the Comptroller General’s
principles, standards, and related requirements. Specifically, Epa did not
(I) develop a formal plan, including policies and procedures, to imple-
ment section 4, (2) test its accounting system for conformance, (3)
report a known material accounting system weakness regarding the
Agency's improper recording of letter-of-credit advances, (4) suffi-
ciently address important principles and standards in its accounting sys-
tem compliance evaluation, and (5) systematically consider 0IG reports
in the section 4 review process. In addition to correcting these problems,
EPA should make use of the OIG’s experience and expertise to strengthen
its accounting system evaluation process.

Need to Develop a Formal
Section 4 Plan

Although EPA issued instructions to implement section 2 of the act, it did
not have a formal plan for implementing section 4. We believe that an
implementation plan would help ensure that the accounting system is
properly evaluated and the act’s objectives are met. Such a plan should
include policies and procedures on the nature, extent, and scope of the
section 4 review efforts.

The EPA Director, Financial Management Division, who had been dele-
gated responsibility for section 4 implementation, said that specific poli-
cies and procedures are not needed since EPA has assigned only one
person to do the detailed work to determine whether the accounting sys-
tem conforms with the Comptroller General’s requirements, and that the
assigned accountant keeps him informed about implementation
activities.

Having a formal plan to implement section 4 can help ensure that
accounting system evaluations are carried out efficiently and effectively
over both the short and long term. A formal plan that includes policies
and procedures on the goals, timetables, and staffing requirements
should provide continuity and direction for subsequent reviews of the
accounting system, which we believe most likely will require more than
one staff person. The Comptroller General stated in September 1983
that agencies should, among other things, establish policies and proce-
dures to ensure that their accounting systems are evaluated efficiently
and effectively. The Comptroiler General also stated that carefully
developed policies are essential for agencies’ short- and long-term imple-
mentation of section 4. Additionally, epa officials have been encouraged
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to establish formal policies and procedures by OMB Financial Integrity
Task Force officials.

Need to Test Accounting
System for Conformance

During fiscal year 1984, Epa financial management officers conducted
some limited transaction testing of its accounting operations as part of
an internal review program. This testing was conducted at 2 of its 14
financial management offices to determine whether selected accounting
operations were being properly conducted in accordance with the
Agency’s policies and procedures. The testing was not designed to deter-
mine accounting system conformance with key Comptroller General
principles, standards, and related requirements, such as accounting for
property, advances, and unliquidated obligations. The EPA accountant
who conducted the Agency’s section 4 review told us that he did not test
the accounting system'’s operations for conformance with the Comptrol-
ler General’s requirements because he did not know testing was neces-
sary to make the conformance determination.

To determine whether a financial system conforms to the principles,
standards, and related requirements prescribed by the Comptroller Gen-
eral, it is necessary to review and test the system in operation. Although
agency personnel may have extensive system knowledge, systems may
operate differently than they believe. Therefore, testing should be done
on critical aspects of the system and may include

interviewing persons who operate the system,

observing operating procedures,

examining system documentation,

applying procedures to live transactions and comparing results,
direct testing of computer-based systems by use of simulated transac-
tions, and

reviewing error reports and evaluating error followup procedures.

Tests should be designed to disclose whether valid transactions are
processed properly and whether the system rejects invalid transactions.
The tests should cover the full cycle of the transaction, from initial
authorization through processing, posting to the accounts, and report-
ing. Accordingly, manual as well as automated operations must be
included. In developing test plans, the results of any prior system testing
should be considered.
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These testing criteria have been adopted by OMB and included in Appen-
dix H of its publication, Guidelines for Evaluating Financial Manage-
ment/Accounting Systems (May 20, 1985). In determining the tests that
would be appropriate for any system, it is important to keep in mind
that in most cases, using transaction testing as the key, more than one of
the above techniques are needed to test all important aspects of an
accounting system.

The Administrator reported in the Agency's 1984 FMFIA report that EPA
will implement in-depth testing of the accounting and payroll systems
during fiscal year 1985. We believe that testing, if appropriately con-
ducted, should give EPA a basis to report on whether the accounting sys-
tem operates in conformance with the Comptroller General's principles,
standards, and related requirements.

GAOQO Testing Identified
Some Material Accounting
System Weaknesses

The importance of reviewing and testing the accounting system in oper-
ation is demonstrated in part by the weaknesses we found upon review-
ing certain aspects of EPA’s financial management system. To determine
whether selected aspects of EPA’s accounting system were in conform-
ance, as well as whether selected oIG-reported accounting system weak-
nesses had been corrected, we (1) reviewed the process by which Epa
accounts for and disburses monies on contracts and grants and (2) con-
ducted limited transaction testing.

Our review of selected contract and grant transactions showed that EPA
did not (1) properly record and charge contract costs to the correct
appropriation accounts, (2) recover unspent grant funds, and (3) prop-
erly record letter-of-credit advances. While we found that EPA’s opera-
tions in these three areas were not in conformance with the Comptroller
General’s accounting principles and standards and constituted material
weaknesses, we did not determine that there were violations of 31
U.S.C. 1341, Section 3679 of the Revised Statutes (the Anti-Deficiency
Act). A discussion of the methodology we used in selecting our sample
and projections of our results appears in appendix 1.

In October 1984, we informed EPA’s Director, Financial Management
Division, of our review results, and the Agency reported two of the
three material accounting system weaknesses we identified in its 1984
FMFIA report. EPA has developed plans to correct these two weaknesses
which, if properly implemented, should resolve them. EPA chose not to
report the third weakness we identified, which involved the improper
recording of letter-of-credit advances, because it believes its procedure
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for handling those transactions is correct. The Director, however, told us
that the Agency will review the matter.

Recording Contract Costs

Title 2 of GAO’s Policy and Procedures Manual for Guidance of Federal
Agencies provides that agencies should properly account for their
resources and operations. Also, the funds provided by each separate
appropriation must be applied only to authorized purposes.

We reviewed 100 contract transactions at EPA’s Research Triangle Park
that were funded by several different appropriations. We found that 52
transactions may not have been recorded in the proper appropriation
account during the 5 months ending August 31, 1984. These 52 transac-
tions totaled $11.3 million. Based on our sample results, we project that
as much as $45.4 million of $179.9 million might have been charged to
the wrong appropriation accounts during the period. This accounting
system weakness occurred because EPA does not require all contractors
to identify on their invoices key information, such as work assignments
and appropriations to be charged. When contractors submitted their
invoices, EPA financial management officers were paying them by arbi-
trarily first using appropriated funds available for expenditure for only
1 year before using multi-year appropriated funds, or by using the old-
est appropriated funds first.

EPA reported in its 1984 FMFIA report that to correct the contract cost
recording and allocation problem, it plans to review contract recording
practices to determine whether a relatively new recording policy is
being followed. This policy, effective April 1, 1984, requires contractors
to identify on their invoices the work assignments and appropriation
accounts to be charged for work performed. Further, in commenting on
our draft report, Epa said that it has issued a policy which requires the
Agency’s project officers to ensure that the correct accounting informa-
tion is identified on contract invoices. EPA also said that it has obtained
the services of an accounting firm to assist the Agency in its review and
analysis of all contracts funded with multiple appropriations to deter-
mine whether contract costs have been properiy charged.

Recovering Unspent Grant
Funds

GAO’s accounting principles and standards also provide that agencies are
required to review the unexpended balances in their appropriation
accounts at least annually to ensure that the funds are still needed for
authorized expenditures. Unneeded funds are generally required to be
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returned to the Treasury. Our review disclosed that EpA did not have an
effective system to carry out these requirements.

Our testing at EPa’s Atlanta Regional Office showed that unspent grant
balances totaling over $3.8 million from fiscal years 1979 through 1984
were not properly reviewed to ensure that the funds were still needed
for authorized expenditures. Therefore, the funds may not have been
used for proper purposes. Our review showed that Era’s grants policy
allows unspent balances to be carried over into subsequent awards to
grantees. Also, the EPA Atlanta Regional Office Chief, Grant Administra-
tion, told us that EPA does not deobligate and return unspent grant bal-
ances to the Treasury because (1) EPA would not be able to reprogram
the funds for later use and (2) disclosing the unspent amount would not
reflect well on EpA since not all the funds appropriated for one activ-
ity—air pollution control-—had been spent.

EPA reported in its 1984 FMFIA report that to correct the grant account-
ing problem, it plans to review its grants and financial management poli-

cies to ensure that they conform to GACQ’s requirements.

Recording Letter-Of-Credit
Advances

Title 2 of GAO’s manual requires agencies to record as advances any let-
ter-of-credit payments to grantees in advance of work performed until
evidence of performance is received. Furthermore, when grantees sub-
mit quarterly cash transaction reports, the advances should be liqui-
dated and expenditures recorded. However, EpA improperly records
letter-of-credit payments as expenditures instead of properly recording
them as advances. Our review at one EPA regional office showed that, as
a result, the office

understated air pollution contrel grant expenditures by almost $500,000
in 1980 and overstated actual expenditures by almost $800,000 in 1981,
lost accountability for about $70,000 in advances to grantees, and
allowed grantees to maintain excessive balances of federal money that
cost the federal government over $109,000 in lost interest.

EPA chose not to report the letter-of-credit recording problem in its 1984
FMFIA report. EPA believes that its recording procedure is correct becaust
its accounting system allows the payments to be recorded as expendi-
tures based on the assumption that grantees spend the funds shortly
after receipt. Our review, however, showed that 19 of the 26 grantees
we reviewed did not always spend the federal funds shortly after
receipt, but received over $1.3 million in excess cash that was held an
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average of 318 days before disbursement (see app. I). When funds are
disbursed prematurely, the Treasury loses the opportunity to keep the
funds in interest-bearing bank accounts.

The EPA Director, Financial Management Division, subsequently
acknowledged that a problem exists since some grantees are not spend-
ing the federal funds shortly after receipt. He told us that the Agency
had plans to review the extent of grantees not spending the funds.

Need to Sufficiently
Address Important
Principles, Standards, and
Related Requirements in
System Compliance
Evaluation

EPA’s evaluation of its financial management system was not complete.
Our review of the questionnaire that the EPA accountant used to deter-
mine whether the Agency’s accounting system conformed showed that
he did not sufficiently address certain important principles and stan-
dards. Specifically, he did not answer questions regarding 25 principles
and standards covering property acquisition, disposal, and depreciation
and contingent liabilities. The accountant told us that he did not respond
to all principles and standards because he did not know whether some
were applicable to EPA or whether the Agency conformed.

We believe that agencies need to determine whether their accounting
systems conform with key GAO accounting principles and standards. A
comparison of an agency’s accounting system and operations with Gao’s
principles, standards, and related requirements is an essential, minimum
step for an agency to determine conformance. Also, this is a necessary
step to design the type of effective testing program discussed earlier.

In instances where questionnaires are used, agency reviewers shoulid
respond to all questions. If the reviewer knows the answers, the
answers should be noted on the questionnaire along with the basis for
the response, such as personal knowledge, review of policies and proce-
dures, or review and testing of the system in operation. If the reviewer
does not know the answers, this should also be noted on the question-
naire because potential system problems may exist that require manage-
ment’s attention. This information can serve as the base on which to
plan future reviews, thereby saving time and promoting continuity from
one year to the next. Also, such information provides managers with a
means to assess the scope and guality of the work performed.
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Need to Include OIG Reports
in the Section 4 Review
Process

OIG’s Role in
Accounting System
Evaluations

0IG audit reports, which often cover accounting issues, are a valuable
source of information that should be used in an agency’s section 4 con-
formance determination. They can serve to identify accounting weak-
nesses and to review the effectiveness of actions taken to correct ?
previously identified accounting weaknesses. However, except for the
0IG’s September 1984 payroll report, we were unable to determine the
extent to which EPA used OIG reports to identify whether existing prob-
lems had been corrected. The accountant who conducted the Agency's
section 4 review told us that he reviewed some 01G reports as part of the
Financial Management Division’s work on section 2 of the act but was
unable to identify any other reports reviewed as part of the section 4

work.

0IG issued 26 audit reports between October 1, 1982, and September 30,
1984, that cite problems in four key accounting areas: contract cost allo- |
cation, documentation of contract costs, accounts receivable, and unliq-

uidated obligations.

We used 0IG reports in determining aspects of the accounting system to
test for conformance. Our test results show the contract cost recording
problem, which the 0iG identified in December 1982, remained uncor-
rected. This problem would not have been reported in the agency's 1984
FMFIA report had we not brought the matter to EPA’s attention.

As with internal control evaluations, the 01G’s experience and expertise
enables it to play an important role in EPA’s accounting system evalua-
tions. Yet, the 0IG has had only limited involvement in the Agency's
accounting system evaluation process. In 1983, the 0IG held discussions
with EPA officials on the review process, examined selected documenta-
tion, and reported to the Administrator that the Agency’s efforts were !
reasonable. In 1984, the 01G did not review EPA’s accounting system eval-
uations process because it sought to avoid duplicating GAO’s review

efforts.

OMB has encouraged OIG participation in the Agencies’ accounting sys-
tems review process. In its December 1984 Circular A-127 on financial
management systems, OMB states that the 016 should provide technical
assistance and advice in this area. In addition, the circular provides that
the 01G should advise the Agency heads whether the financial manage- -
ment system review has been conducted according to the oMB guidelines.

i

{
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We believe that EPA management should make greater use of 0IG's
experience and expertise in future accounting system evaluations. EPA’S
Assistant Inspector General for Management and Technical Assistance
told us that the 0IG staff would be willing to review and comment on the
completeness and correctness of the test methodology being developed
for the Agency’s review of its accounting system.

Conclusions

EPA made progress in implementing section 4 of the act. EPA has identi-
fied major accounting subsystems, action has been initiated to correct
the deficiencies identified in 1983, and plans have been developed to
address the problems identified in 1984.

However, our review disclosed that the Administrator did not have an
adequate basis to report that EPA’s accounting system is in conformance
with the Comptroller General’s principles, standards, and related
requirements. Additional action must be implemented before EPA can
demonstrate that its system conforms. Specifically, we believe (1) a for-
mal plan, including policies and procedures, needs to be developed on
how the Agency is to implement section 4 of the act, (2) the accounting
system needs to be reviewed and tested in operation to determine con-
formance with all critical Comptroller General principles, standards, and
related requirements, and (3} 01G reports shouid be included in the sec-
tion 4 review process. Also, we believe that EPA should have disclosed in
its 1984 FMFIA report the letter-of-credit recording weakness we brought
to its attention. We also encourage EPA officials to work with the Inspec-
tor General to involve his office more in the EPA section 4 evaluation
process.

Recommendations to
the Administrator,
EPA

We recommend that the EPA Administrator not report that the Agency’s
accounting system is in conformance with the Comptroller General’s
principles, standards, and related requirements until the system has
been adequately evaluated while in operation. To ensure that the
accounting system evaluation made under FMFIA is thorough and com-
prehensive, we recommend further that the EpA Administrator

establish and impiement a formal plan, including policies and proce-
dures, on how the Agency will implement section 4. The plan should
include requirements for (1) reviewing and testing the Financial Man-
agement System in operation to determine conformance with the
Agency’s policies and procedures and the Comptroller General’s require-
ments and (2) using oiG-reported accounting system weaknesses to
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determine whether planned actions have been implemented and
whether they resolve the reported problems and
» properly record letter-of-credit payments.

EPA disagreed with our recommendations. Specifically, £pa believed that
(1) the accounting system review performed in fiscal year 1984 pro-
vided an adequate basis for reasonable assurance and (2) the letter-of-
credit payments were properly recorded.

Agency Comments

EPA indicated that it used questionnaires, checklists, and onsite manage-
ment assistance reviews which included limited transaction testing in it<
accounting system evaluation process. EPA also said that it obtained cer-
tifications from each financial management office as to the adequacy of
the internal controls and adherence to accounting policies. EPA believed
that this information provided a reasonable basis that its accounting
system was in conformance with the Comptroller General’s /
requirements.

We believe that EPA did not have an adequate basis for reporting that it:
accounting system is in conformance with the Comptroller General's
requirements, because the Agency had not conducted sufficient analysi:
and testing to make this determination. As we discussed in this chapter |
EPA did not (1) develop a formal plan, including policies and procedures
to implement section 4, (2) operationally test its accounting system for
conformarnce, (3) report a known material accounting system weakness
regarding the Agency’s improper recording of letter-of-credit advances.
(4) sufficiently address important principles and standards in its
accounting system compliance evaluation, and (5) systematically con-
sider 0IG reports in the section 4 review process. |

Regarding EpA’s letter-of-credit drawdown, EPA said that we failed to
point out that the accounting procedures which it is following for
recording letter-of-credit drawdowns as an expenditure were containec i
in the accounting system design which we approved in September 1977
EPA also indicated that our review of the Agency’s letter-of-credit )
accounting procedures was based on the revised version of title 2, whic |
was issued in November 1984, after the Agency had completed its sec- |
tion 4 review. EPA also said that it is preparing a letter to OMB to seek
guidance on the application of the accounting standard as provided in 5
OMB Circular A-127. ‘
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We used the old title 2 in reviewing EPA’s credit drawdowns. Both the
old and revised title 2 require agencies to record as advances any letter-
of-credit payments to grantees in advance of work performed until evi-
dence of performance is received. Our review showed that EPA improp-
erly records letter-of-credit payments as expenditures instead of
properly recording them as advances. This was because EPA assumes
that the grantees spend the funds shortly after receipt. Our review,
however, showed that the grantees did not always spend the funds
shortly after receipt. We have explained to personnel within EPA’s
Financial Management Division that the Agency’s letter-of-credit record-
ing procedure did not provide sufficient control over funds provided
grantees. Our review, for example, showed that EpA’s Atlanta Financial
Management Office could not account for $69,556 to a local government
grantee. EPA did not know that the funds had not been spent since it had
recorded the letter-of-credit payments as expenditures and had closed
out the grant.
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Test Methodology

This appendix describes how we tested contract and grant transactions
at two EPA financial management offices to determine whether its
accounting system operated according to established accounting princi-
ples and standards and whether certain 0iG-reported weaknesses had
been corrected. This appendix also describes the results of our testing.

We reviewed a scientifically selected sample of contract transactions at
EPA’s Research Triangle Park, North Carolina, Financial Management
Office to determine whether contract costs were being charged to the
proper appropriation accounts. EPA makes contract payments based on
vouchers supported by information retained in Agency files at Research
Triangle Park. As table 1.1 shows, we stratified vouchers by value and
selected a random sample of 242 vouchers from a total of 5,888
processed between April 1, 1984, and August 31, 1984,

Table 1.1: Number of Vouchers in the Universe and Sample Tested by GAO® (Apr. 1 to Aug. 31, 1984)

Universe Sample
Dollar range of stratification Number of Number of
Low High payments Value payments Value
$100,001 $1,000,000 7 331 $ 97,851,435 86 $27 838,99
20,001 100,000 1332 58,132,018 106 475792
1 20,000 4,225 23,950,987 50 246,93
Total 5,888 $179,934,440 242 $32,843,85

3We compared the appropriation accounts charged in the accounting records to task and work assign-
ment information shown on the voucher from the contractor and project officer.

Additionally, at the EPA Atlanta Regional Office’s Financial Management
Office, we reviewed payments and accounting for all air pollution con-
trol grants issued during fiscal years 1979 through 1984 to determine
whether unliquidated or unexpended grant balances (the difference
between the amount of the grant award and the amount actually obli-
gated by a grantee) were being used after the funding period ended or
were being returned to the Treasury. We also reviewed these grants to
determine the effect of EPA’s policy of recording letter-of-credit pay-
ments as expenditures instead of advances.
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In December 1982 the 0IG reported to the Director of EPA’s Research Tri-
angle Park Financial Management Office that the office had been fund-
ing some contracts by improperly charging several appropriation
accounts. In its review, 01G did not accept $25.6 million of $58.4 million
as valid claims because contractor invoices did not specify the appropri-
ations to be charged. In response to the OIG report, EPA required contrac-
tors, on new contracts signed after April 1, 1984, to summarize on their
invoices amounts claimed for each work assignment and appropriation.
The policy change did not apply to existing contracts.

Our testing at Research Triangle Park disclosed that contract payments
may still not be recorded in the proper appropriation account. As table
1.2 shows, we were unable to determine whether $11.3 million in con-
tract payments were charged to the proper account during the 5-month
period ending August 31, 1984.

|
Table 1.2: GAO Test Results—Recording Payments To Appropriation Accounts® (Apr. 1 to Aug. 31, 1984)

Muitipie appropriation contract payments

Single appropriation Charged against correct Appropriation charge not
Dollar range of stratification contract payments appropriation determinable’
Low ~__ High Payments Value Payments Value Payments Value
$100,001 $1,000,000 43 $13,607,558 1 $3.610,622 32 $10,620,812
20,001 100,000 65 3,004,754 25 1,088,995 16 644,180
1 20,000 34 144,590 12 64,517 4 37,830
Total 142 $16,756,902 48 $4,764,134 52 $11,302,822
*Based on our sample results, we estimate that about $45.4 million of $179.9 million, or 25.2 percent,
may have been charged to the wrong appropriation account during the 5-month period ending August
31, 1984
®The contractor invoices did not specify the appropriation account to be charged. Thus, we could not
determine if contract payments were charged to the proper appropriation account.
Our . . .
Unspent Grant u testlr}g at the EpA Atlanta Regional folce showed tl"la.t unexpended
air pollution control grant balances totaling over $3.9 million from 1979
Balances Not Returned through 1984 were not properly reviewed to ensure the funds were still
to the Treasury needed for authorized expenditures. EPa allowed unexpended grant bal-

ances to be used after the appropriation availability period ended. In
some cases, unexpended balances were included in grants several years
after the appropriation availability period ended. Therefore, they may
not have been used for proper purposes. For example, as table [.3
shows, we found that 1979 grant funds were carried forward for use in
1980 through 1984.
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Table 1.3: Funds Used by EPA’s Atlanta Regional Otfice to Finance Air Pollution Control Grants—Grant Years 1979 through 1984

Funds carried forward from prior years “sgﬁ";ﬁg: Total value
Grant Year 1979 1980 1981 1982 1983 funds of grants
1979 T T T 810773522 $10827.777
1980 ~ see37es e 11331427 12395778
1981 38909  $399,195 S 11975293 12448783
1982 9656 458194  $266035 11520266  12313.981
1983 7 maris 460299 212521 11342516 12,050,051
1984 32843 T 1456 253958 $324514 11219693  11,835651
Furthermore, EPA allowed grantees to use most unexpended funds in
subsequent fiscal years instead of returning these funds to the Treasury.
We also found that while unexpended grant balances totaled over $3.9
million between the end of fiscal years 1979 through 1984, only
$114,344 had been returned to the Treasury. The $3.8 million difference
should have been reviewed to ensure the funds were still needed for
authorized expenditures before being carried forward for future use.
I_mproper Accounting We foupd that air pollutior} control grant payments at EPA’s Atlanta
’ Financial Management Office were improperly recorded as expenditures
and Control of Letter- instead of advances. By recording payments as expenditures rather than
Of-Credit Advances advances, we believe EPA has misstated its actual air pollution control

grant expenditures, lost accountability of funds, and allowed grantees to
maintain excessive cash balances.

EPA has in some years understated the actual expenditures of air pollu-
tion control grant appropriations and in other years overstated the
actual expenditure. For example, as table [.4 shows, EPA’s Atlanta office
overstated fiscal year 1981 expenditures by $788,954.
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Table 1.4: Grant Amounts Spent and Reported by EPA’s Atlanta Regional Office—Fiscal Years 1979 through 1984

Difference

Amount EPA between

reported as amount

Amount spent in spent and

Total value grantees accounting amount

Fiscal year e - of grants ~ _spent®  records reported

1979° 30555343 $8652158  $9.380.970 $728,812

19800 o 11005881 10,119,697 9,637,136 (482,561

1981 12,448,783 11,722,449 12,511,403 788,954

1982 - B 12,313,981 11,840,753 11,502,340 [338,413]

1983 B - 12,050,051 11,652.938 11,512,984 [139,954]
1984°

aGrant amounts spent were reported by the grantees on their annual financial status reports.
®Does not include North Carolina's grant because EPA computer printout of grants omitted this state.

©1984 information is not included because a number of grantees had not reported to EPA during our
review. ‘

Second, EPA’s Atlanta office could not account for funds totaling about
$70,000 because it recorded letter-of-credit payments as expenditures.
Most of these funds were advanced to one local government grantee,
which received a total of $69,556 on 2 days in February 1980. EpA
recorded the payments as expenditures. As of January 23, 1985, the
grantee had not reported to EPA how, when, or if it had used the funds.
Since EPA had recorded the letter-of-credit payments as expenditures
and had closed out the grant, EPA’s Atlanta Financial Management Office
did not know that the funds had not been spent and had lost accounta-
bility for the $69,556. In March 1985 the EPA Atlanta office Chief,
Grants Administration, told us that this grantee which has been receiv-
ing a recurring annual grant from EPA has been notified that it should
submit a preposal on how it plans to use the funds during fiscal year
1985. If the funds are not to be used, the Atlanta office plans to use the
$69,5566 to partially fund the grantee’s fiscal year 1986 grant.

Third, our testing at EPA's Atlanta office disclosed that grantees are get-
ting federal funds in advance of their needs and contrary to Treasury
regulations. EPA’s Atlanta office awarded 150 air pollution control
grants to 26 state and county grantees during fiscal years 1979 through
1984. EPA did not maintain records showing when grantee funds were
disbursed as opposed to when they were received because EPA recorded
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advances as expenditures. Therefore, we were unable to compute total
excess cash balances and estimated cost to the Treasury in lost interest
income. However, our testing showed that 19 grantees received over
$1.3 million in excess cash that was held an average of 318 days before
disbursement. At a 10-percent interest rate, this excess cash cost the
Treasury over $109,000 in lost interest income.
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% 9“ WASHINGTON, D.C. 20460
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w 25 m OFFICE OF

POLICY, PLANNING AND EVALUATION

Mr. J. Dexter Peach

Director

Resources, Community and Economic
Development Division

U.,S. General Accounting Office

Washington, D.C. 20548

Dear Mr. Peach:

We appreciate the opportunity to comment on GAQ's draft
report, "The Environmental Protection Agency's Implementation of
the Federal Managers' Financial Integrity Act.™ We also want to
take this occasion to thank GAOQ for recognizing EPA's commitment
to this effort and the progress that we have made in improving
our implementation of the FMFIA.

We feel we have made considerable progress in implementing
the FMFIA since passage in 1982. We have made an extensive
investment in training employees on their responsibilities under
the Act and in establishing a process for evaluating and reporting
on our internal control systems in accordance with OMB guidelines
and GAOQ standards. We believe in the Act's thrust to identify,
remedy and report on internal control and accounting system
problems. Implementation of the FMFIA has been and will
remain a high priority within EPA.

We fully support the main intent of GAO's report which will
aid us in strengthening our FMFIA program. In addition, the
President's Council on Management Improvement (PCMI) is analyzing
the paperwork requirements of the FMFIA and will be issuing
recommendations this fall. We want to design and implement a
program meeting your suggestions and the recommendations of the
PCMI.

We feel many of the recommendations in the draft report
will help strengthen our implementation of the FMFIA. In fact,
we have already taken steps in 1985 to implement many of the
recommendations in the report. However, we do have serious
concerns and disagreements with many of the conclusions contained
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See comment 1.

See comment 2.

See comment 3.

See comment 4

See comment 5.

in GAO's report. Five major concerns we have with the report are
as follows:

1. We strongly believe that the Administrator had an
adequate basis for reporting that he had reascnable
assurance on the internal control systems taken as a
whole.

2. We are concerned about the additional paperwork burden
which would result from implementing some of GAO's
recommendations, such as additional segmentation of
assessable units,

3. We believe our approach of reviewing a program's
overall internal controls is sound, as opposed
to GAO's approach to identifying limited problem
areas in particular operating programs.

4. We feel that some of the GAO criticisms contradict or
do not take into account existing OMB and GAO guidance.

5. Finally, the report contains several statements with
which we disagree, the more significant of which
are addressed in the enclosed comments,

The enclosure to this letter provides detailed comments
concerning the draft report. We would like to have this letter
{including the enclosure) included in the final audit report.

We would be happy to discuss this draft report and our
response further with you if you wish.

Sincerely yours, zﬁégﬂgﬂ

Milton Russell
Assistant Administrator
for Policy, Planning and Evaluation

Enclosure
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See comment 6.
Now on pp. 14-24.

See comment 7.
Now on p. 15.

COMMENTS ON DRAFT AUDIT REPORT

*The Environmental Protection Agency's Implementation
of the Federal Managers' Financial Integrity Act"®

{GAO/RCED-85-165)

Chapter 2, Pages 9-21

EPA BELIEVES THE ADMINISTRATOR DID HAVE AN ADEQUATE

BASIS FOR REPORTING THAT HE HAD REASONABLE ASSURANCE THAT
THE INTERNAL CONTROL SYSTEMS, TAKEN AS A WHOLE, ACHIEVED
THE STATUTORY OBJECTIVES OF THE FMFIA.

GAO's overall conclusion is based on the four following
assumptions.

1. The extent of material weakness areas at EPA is
substantial.

2, The EPA annual report is not complete.
3. The effectiveness of EPA's FMFIA process was limited.

4. The EPA does not have an adequate basis for providing
reasonable assurance on its accounting system.

We disagree with GAO's assumptions that allows them to
conclude that the Administrator could not give reasonable
assurance., The following comments on each of the above
assumptions comprise our reasons for this disagreement.

1. EPA believes it has adequate internal controls in place
and the extent of material weakness areas at EPA are not
substantial. (Page 11}

GAO uses the Construction Grants Program as its prime example
in reaching this conclusicn.

In the 1983 and 1984 assurance letters to the President and
Congress, EPA referenced this program and mentioned limited areas
in the program where the Agency would work to improve its internal
controls. GAO makes the asgsumption based on this that internal
controls in the entire program are deficient.

It is our opinion that the Construction Grants Program,
taken as a whcole, has adequate internal controls as defined by
OMB guidelines. At the same time, however, we believe that this
program has extensive inherent risk because of its nature and
size and, therefore, material weaknesses could exist. Therefore,
we will continue to review and improve our internal controls over
this program.
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See comment 8.
Now on p. 17.

I would also like to emphasize that EPA has viewed the
issues idaentified in this program in the past as opportunities for
internal control improvements. We have used the FMFIA as a basis
for strengthening existing controls in this program. For example,
the improvements reported in 1984 were:

° Monitor State priority system and priority list funding
decisions.

° Increase efforts to prevent high-cost, problem projects
and encocurage cheaper alternatives by informing State
personnel concerning technology developments.

° Increase efforts to prepare communities to support the
increasing costs of building, operating, and replacing
a treatment facility.

¢ Improve use of value engineering analysis to stretch
grant funds by increasing available information.

® Tighten procedures and instruct other levels of
management in fraud prevention during project design
specifying and bhidding period.

° Work with States to develop and implement new management
me thods.

° Increase EPA and grantee protection from loss by
improving control over claims and change orders.

We have the same concerns regarding the other examples GAO
used for this conclusion.

2. EPA's 1984 annual report was complete and complied with OMB
guidance. (Page 14)

We disagree with GAO's conclusion that EPA's 1984 annual
report was not complete. GAO makes this assumption because EPA
did not report to the President as material weaknesses three
areas which GAO believes should have been reported. These involve
specific Superfund and RCRA issues listed in the 1983 report but
not repeated in the 1984 report, and Agency ADP operations.

I would like to emphasize that EPA's 1984 evaluation process
disclosed over 175 areas where management controls could possibly
be strengthened. We followed guidance provided by OMB in deter-

mining which items should be reported tc the President and Congress,

and based on this guidance determined that the issues raised here
by GAO were not of sufficient magnitude to report to the President
and Congress.

Page 66 GAO/RCED-86-34 EPA-FMF1



Appendix II
Advance Comments From the United States
Environmental Protection Agency

Now on p. 18.

The OMB guidance gives agencies a great deal of flexibility
in deciding what items should be reported to the President and
Congress. We followed the OMB guidance and we feel that it is
unreasonable for GAO to criticize EPA for what is not included
in the annual report.

Another important fact is that the three items which GAO
indicates were not included in the annual report to the President
are included in EPA's internal contreol tracking system and either
are being addressed or have been addressed. 1In our opinion, the
most important issue here is the identification, tracking, and
correction of material weaknesses, not the issue of what is or
what is not to be included in an agency's annual report.

We have the following comments regarding the issues which
GAO said should have been included in the 1984 assurance letter.

A, Superfund (Page 14)

GAO indicated that EPA's 1984 report should have included
(1) material weaknesses identified in the 1983 report which
were not fully corrected in 1984 and (2) Superfund issues
identified in a recent GAO report summarizing GAO's work on
the Superfund program.

We agree that the weaknesses identified in the 1983
report were not fully corrected. However, we believe
significant progress was made in 1984 in correcting these
weaknesses. As a result, 1983 weaknesses did not, in our
opinion and based on the OMB guidance, warrant reporting to
the President again in 1984,

The Office for Scolid Waste and Emergency Response
(OSWER) indicated in their 1984 report that most operational
responsibility was delegated to the Regional Offices and that
major guidance packages for feasibility studies, remedial
investigations, and removal actions had been issued or were
nearly completed. Also, a major revision of the National
Contingency Plan would soon be completed, which would further
strengthen internal controls.

Even though the weaknesses not completed in 1983 were
not included in the letter to the President, they were
reported and tracked in 1984 in the Agency's internal
tracking system.

The second basis for this GAO conclusion on Superfund
is a recent GAOD report entitled, "Cleaning Up Hazardous
Wastes: An QOverview of Superfund Reauthorization Issues,”
GAO/RCED-85-69, This report discusses major issues facing
the Congress in deliberating reauthorization of the Superfund
program. In analyzing these issues, GAO drew upon information
developed in a series of 23 GAQ reports on hazardous waste.
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Now on p. 19.

The 23 reports cited go back to September 1981.
GAO does not mention in the draft report that many of the
recommendations made by GAOQ in these 23 reports have been
implemented by the Agency. For example, OSWER indicated in
their 1984 assurance letter that GAO findings after audits
of the National Priorities List (NPL) development process
were corrected. Inaccurate scores for candidate sites and
bad criteria used to develop the predecessor Interim Priori-
ties list were early procedural problems corrected by training
regional and State personnel in use of the Hazard Ranking
System, which generates the scores for candidate sites. A
quality assurance procedure was also implemented.

B. RCRA Program (Page 16)

As indicated in the GAO report, RCRA was included in
the Administrator's report to the President in 1983 and
1984. The difference between the two years is that in its
1984 report, the Agency emphasized internal control issues
resulting from implementation of the 1984 RCRA Amendments.
GAO argues that items related to the RCRA program which were
included in the 1983 report had not been fully corrected,
and as such should have been repeated again in 1984.

We did not include in our 1984 report the same items
reported in 1983 for the following reasons.

1, The Agency had made substantial progress in
correcting the weaknesses identified in 1983.
As a result, we did not feel that these issues in
1984 were of the same magnitude as in 1983 and did
not merit reporting to the President and Congress.

2. We do not believe the items cited in the GAO report
that remain from the 1983 annual report materially
impact the program. That is, the development of
standards and guidance cited by GAO as incomplete
are necessary and good but, given the definition
of internal control, needed improvements in such
standards and guidance in themselves do not
constitute a major material weakness.

3. Finally, OMB guidance does not require continued
reporting of items in the letter to the President
until full completion of corrective actions. As a
result, we feel that it is unreasonable to criticize
EPA for this.

I would like to emphasize again that even though these
issues were not referenced in the letter to the President,
these issues are included and tracked in our internal Agency
tracking system until they are fully implemented.

Page 68 GAO/RCED-86-34 EPA-FMF



Appendix I

Advance Comments From the United States
Environmental Protection Agency

Now on p. 19.

See comment 9.
Now on p. 21.

3.

C. ADP Activities (Page 17)

We disagree with GAO's statement that weaknesses
identified in ADP activities should have been reported to

the President.

During our vulnerability assessment exercise in 1984,
and in the course of other internal control activities in
1984, we identified a number of weaknesses in the ADP area.
These weaknesses were recorded in our internal tracking
system and are now being addressed.

However, based on OMB guidance, we determined that the
weaknesses were not of sufficient magnitude to report to the
President and Congress.

The examples cited in the GAO report to support that
ADP should have been included are somewhat misleading.
Individual problems in one program or several programs do
not necessarily constitute a major material weakness. We
believe we have given ADP the appropriate attention in our
1984 annual report. The examples cited by GAO do raise
concerns about the efficient, economical, and effective use
of ADP resources but, in our opinion, are not sufficient to
say ADP is a material weakness.

The FMFIA process is firmly established in EPA. (Page 19)

GAO's conclusion that EPA did not organizationally and

functionally establish the FMFIA process throughout the Agency
is incorrect.

GAQO cites the three-member Headquarters project team and

indicates that this team "lacks adequate program and operating
level input at the program manager level." GAO also states that
regional program activity was not properly segmented or assessed
for vulnerability. These statements are totally incorrect and
very misleading for the following reasons.

® EPA Order 1000.24, "Establishing, Evaluating, and
Reporting on Internal Control Systems," clearly
establishes responsibilities for program and regional
managers throughout the Agency in evaluating, reporting,
and improving their internal control systems.

° Each major program, region, and other office in the
Agency has a designated internal control coordinator who
monitors and directs the FMFIA activities within that
office. These 22 coordinators provide the necessary
program and coperating level input at the program manager
level. They plan, document, and report on their office's
FMFIA activities.
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See comment 10.

Now on pp. 44-57

See comment 11,

Now on p. 40.

See comment 12.

Now on p. 26.

® Ninety-six assessable units have been established
throughout the Agency to segment the Agency for
evaluation and vulnerability assessments.

With regard to the vulnerability assessments (VA), a VA
report was prepared by each regional and national program office
covering the functions and assessable units in that office. The
results of the regional VA's were included in the reports to
national assessable unit (AU) managers. Each AU manager was
properly notified of regional issues in their functional areas.

Finally, GAQ mentions that some identified medium and highly
vulnerable areas were not scheduled for internal control reviews.
Again, this conclusion is erroneous and misleading since OMB
guidance indicates that there are many other ways of addressing
high or medium vulnerable areas -- such as requesting an audit,
performing a management study, etc.

We agree that our process can be improved and streamlined,
but we totally disagree that "EPA did not organizaticnally and
functionally establish the FMFIA process throughout the Agency.”

4. EPA has an adequate basis for providing reasonable assurance
on its accounting system.

See our responses to Chapter 4 of the draft report.

Chapter 3, Pages 22-45

1, The Office of Inspector General was involved substantially
with EPA's FMFIA process. (Page 22)

We disagree with GAC's statement that the Office of Inspector
General had only limited involvement in EPA's FMFIA process. In
fiscal years 1984 and 1985, the Office of Audit performed extensive
audits of EPA's implementation of FMFIA and made recommendations
for improving the Agency's internal and administrative controls
process., Our latest report was issued on August 5, 1985. Because
of the magnitude of our recommendations and the time needed by
the Agency to implement our recommendations, the Office of Audit
plans te do periodic reviews, not detailed reviews each year.
FMFIA is one of many statutes which require OIG involvement and
OIG will continue to give FMFIA its share of audit coverage,
along with the other statutes in the future.

2. EPA's segmentation was adequate in 1984. (Page 23)

We disagree with GAO's recommendation that EPA should require
additional segmentation. The assumption that smaller units would
result in more efficient and effective evaluations is inaccurate.
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The basis for having assessable units is to perform
vulnerability assessments {VA). The VA does not identify
weaknesses, but as indicated in the OMB guidelines:

"... are the mechanism with which an agency can
determine the relative potential for loss in these
programs and functions, and then, after giving
consideration to such relevant factors as management
pricrities, rescurce constraints, etc., schedule
internal control reviews and related actions."

EPA segmented according to activities based on the Agency's
budget structure to ensure, as OMB requires, that all activities
be assessed. To ensure meaningful assessments, local operating
managers analyzed their specific operations' various geographical
locations and reported their conclusions to the national program
manager, who as assessable unit manager was responsible for
rating the vulnerability of the function., In this way, risks in
a specific activity Agency-wide could be considered in their
totality., The EPA process is based on the idea that the national
program manager is in the best position to determine whether
deficiencies, if any, are Agency-wide or lccalized and that the
national program manager, together with the local manager, is
best placed to devise appropriate solutions.

OMB suggests that taking a sample of activities conducted in
multiple locations would suffice. EPA exceeded the OMB guidelines
by incorporating the analyses of managers from all 10 regicns in
the vulnerability assessment reports issued by the national
program managers.

Even if managers failed to review each and every activity
carried out in each assessable unit, creation of smaller assessable
units would not be an appropriate or satisfactory sclution. A
more efficient and direct solution would be to note specific
deficiencies and encourage correction. Future Agency guidance
will remind all managers of the need to analyze all activities.

Regarding segmentaticn at EPA, the last paragraph on page 24
states that EPA laboratories were not adequately considered in
the segmentation process. This paragraph indicates that EPA has
over 30 research and development laboratories located throughout
the country. The Agency may have a total of 30 laboratories, if
all operations outside headgquarters are counted; however, the
Office of Research and Development (ORD) has 14 laboratories.
While those laboratories were not identified as separate assessable
units, all their functions were incorporated into other ORD
assessable units. EPA is now evaluating the appropriateness of
having each ORD laboratory identified as a separate assessable
unit, as suggested by the report.
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3. Program managers were fully involved in the VA process. .
See comment 13. {(Page 25)
Now on p. 28.

EPA managers were involved in the VA process. The GAO
report assumes that because the Headquarters internal control !
team interviewed managers, gathered data, and drafted the initial
VA that managers were not involved. The Headquarters internal
control team only provided administrative support to the AU
managers for preparation of the VA's. All decisions relative to
the vulnerability of the AU were provided by the AU managers
themselves. The VA was the product and responsibility of each AU
manager. Each manager was totally responsible for the final VA
and what was included in the VA report. Most importantly, the VA |
was signed by each assessable unit manager, not by the Headquarters
internal control team. Again, the Headquarters team was responsible {
only for providing administrative support. i

The GAQ report also states that for the most part, VA's were
not done at the levels at which EPA programs are operating -- in
regional and field locations. We also disagree with this conclu-
sion. Each region program office was involved extensively in the
VA process and a comprehensive VA report was prepared for each
Regional Office. The results of the regional VA's were included
in the VA's for each national program office. Each national
program office was thereby aware of regional and field issues
affecting their programs.

In addition, we feel that GAO has made several inaccurate or
misleading statements in this section. Our comments to specific
paragraphs follow.

See comment 14. ° Page 25, paragraph 4. The GAQO statement that "EPA did {
Now on p. 28. not fully involve program managers in the VA process” :

| is inaccurate. The program manager was totally
responsible for the VA. The ICPT only relieved the
program manager of the administrative burden.

See comment 15, ® Page 26, paragraph 1. The program managers' role was
Now on . 28. more than to review assessments. In addition, they
were interviewed about their operations, asked specific
questions, provided supporting documentation, and made
the decision on their vulnerability. The GAO report
should clarify that program managers did more than
review assessments.

See comment 16. ° Page 26, paragraph 2. The VA process is to determine

Now on p. 29. susceptibility to fraud, waste, or loss. Once this is
determined, the EPA can evaluate operations conducted

in the field. Each Regional Office does not have to ‘

be evaluated to determine vulnerability.
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See comment 17.
Now cn p. 29.

See comment 18.

Now on pp. 29-30.

See comment 19.
Now on p. 30.

See comment 20.

Now on pp. 30-31.

See comment 21.

Now on p. 32.

See comment 22.

Now on p. 35.

° Page 26, paragraph 3. GAO should indicate that EPA
officials were interviewed and other correspondence was
reviewed to determine how EPA performed the assessments.

® Page 27, paragraph 3. The ICPT used one assessable
unit for ADP operations. A VA was performed on the ADP
facilities, equipment, operations, security, etc. 1In
addition, each assessable unit manager was asked about
his ADP operations. What we found is that ADP was
considered immaterial to the overall program operations.
The GAO implies some additional criteria should be used
for ADP activities.

° Page 28, paragraph 3. The Construction Grants Program
was identified as a material weakness in 1984 and
considered a vulnerable area. The Agency saw little
to gain by assessing regional operations.

® Page 29, paragraph 2. The GAO recognizes alternatives
exist to the ICR, but the emphasis is on the ICR and:
the approach to performing the ICR's. We feel balance
should be given to the alternative actions.

° Page 31, paragraph 3. The draft report cites an ICR
on EPA Headquarters environmental impact statement
preparation under the Clean Air Act. We believe this
paragraph is not accurate. We believe all of the
control techniques were reviewed. We suggest you
review the ICR again.

4. EPA's tracking and follow-up system ensures corrective
actions are made in a timely manner. (Page 35)

The GAO concludes that our tracking system was not complete
because GAO was given an interim report. We agree we had not
entered all weaknesses intc our tracking system, but this does
not imply that EPA is not taking corrective action.

The criteria used by GAO states that "completing VAs and ICRs
is not an end in itself, but that determining, scheduling, and
taking the necessary corrective actions as promptly and timely as
possible is critical." Each program that identified weaknesses
prepared a corrective action plan that identified the steps and
timeframe for completing an action. The tracking system is only
an administrative toocl for tracking the progress of these actions.

Also, GADO indicates that the ICPT should not delete weaknesses
from the system before "the ICPT has tested or verified that they
have in fact been adequately corrected.”™ We disagree with this
statement. GAO does not cite criteria requiring an agency to
test or verify that weaknesses have been adequately corrected.

We feel that managers are responsible for this and that other
traditional methods such as GAO and IG audits or management
reviews will determine the adequacy of corrective actions.

Page 73 GAO/RCED-86-34 EPA-FMFIA



Appendix IT
Advance Comments From the United States
Environmental Protection Agency

See comment 23.
Now on pp. 40-41.

See comment 24,
Now on p. 42.

- 10 -
5. EPA's Office of Inspector General plays an active role in
achieving FMFIA goals. (Pages 42 and 43)

EPA diagress with the report's statement indicating that the
Office of Inspector General could be more involved in achieving
FMFIA goals at EPA,

FMFTA is an important reguirement which was intended to
stimulate increased attention to all levels within EPA to strengthen
internal accounting and administrative controls to prevent fraud,
waste and abuse in programs, functions, and activities. It is
the Agency management's responsibility to meet the Act's

requirements, including (1) performing an effective evaluation of
internal controls in accordance with OMB guidelines and (2)
reporting to the President and the Congress on whether the system
fully complies with the Act's internal control objectives and the
Comptroller General standards. The role of the 0IG, as defined
in EPA Order 1000.24, is to (1) provide technical assistance in
the Agency's effort to evaluate and improve internal controls and
(2) perform audits to determine compliance with EPA guidelines.

EPA recognizes the importance of providing scund technical
assistance when the Agency reguests 0IG assistance. However, OIG
does not believe its role is to subject its judgment on or
interfere with the Agency in performing its internal and
administrative functions. OIG believes and the draft report
supports that OIG has provided sound, timely and responsive
assitance and guidance on a number of matters regarding FMFIA.
Because OIG believes it is important to be involved in the FMFIA
processs, OIG plans to provide technical assistance when the
Agency requests OIG involvement. Also, as in the past, OIG will
continue to perform our audit responsibility of evaluating and
reporting on the Agency's internal controls.

6. GAQ recommends that EPA fully define EPA's program managers'
role in the FMFIA process with a view toward having managers
be more involved in evaluating internal controls. (Page 45)

In February 1983, we issued EPA Order 1000.24, which
identifies the FMFIA responsibilities of our managers. In
addition, we began an extensive training program to inform
managers and supervisors of their responsibilities under the Act.

Naturally, we will consider any other changes to improve and
streamline the process in future years.
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7. GAOQ recommends that EPA schedule ICR's for identified high
and medium vulnerability weakness areas, where cther forms
of corrective actions were unsuccessful or inappropriate.

See comment 25. (Page 45)

Now on p. 42.

We agree with this recommendation to the extent that ICR's
or related actions are appropriate.

The GAQ fails to mention that the OMB guidance allows an
agency to consider a series of options for each program and
administrative function. These consist of:

® Scheduling and conducting an internal control review.

® Requesting an audit.
Establishing increased or improved monitoring procedures.

Develcoping and conducting training programs for the
staff,

Issuing clarifying instructions.
Modifying procedures or documents.

The ICR is but one method cited in the OMB guidelines. We
have used several of the suggested techniques to address the high
and medium vulnerability areas.

We believe the GAO report was more concerned with the form
of the seven ICR's completed in EPA rather than the results of
See comment 26. the reviews. We also believe that EPA has addressed many of the
high and medium vulnerability weaknesses by related actions and
management reviews.

8. GAO recommends having the FMFIA tracking system monitored
and following up on all internal control weaknesses.
See comment 27. (Page 45)

Now on p. 42.

We agree with this recommendation and have already taken the
appropriate steps to update the corrective action tracking system
to monitor internal control weaknesses. We also follow up on all
weaknesses quarterly to determine the current status of the
weakness and whether corrective actions are being completed in a
timely manner.

The data provided to the GAQ review staff was a partial
report. We had not updated the tracking system at the time of
the audit. Subsequently, all weaknesses have been inputed into
our automated system for tracking.
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See comment 28.
Now on p. 42,

See comment 29.
Now on p. 42.

Now on pp. 44-57.
See comment 30,

- 12 -

9. GAO recommends that EPA require responsible program managers
in the various functional areas to validate that actions
taken to correct weaknesses reported as corrected are
adequate to prevent or reduce their recurrence. (Page 45)

We agree with this recommendation to the extent managers are
not criticized that corrective actions did not work, but when in
reality the program has changed either because of legislation, '
regulations, or other occurrences. We are presently complying
with this recommendation.

We presently require program managers in their annual report
to indicate the the corrective actions taken were appropriate.

The annual report states:

"I will continue to review our operations carefully
to make sure that the corrective actions taken were
sufficient to solve the problems identified and preclude
future occurrences of similar problems. If the actions
do not appear sufficient, we will undertake additional i
corrective actions as appropriate.”®

Secondly, program managers are performing reviews and self-
assessments other than ICR's that should evaluate corrective
actions. Finally, we will continue to rely on GAO and IG reviews ;
to evaluate the effectiveness of corrective actions.

10. GAOQ recommends that EPA assess FMFIA training needs and
train staff as necessary. (Page 45}

We agree with this recommendation and in FY 1985 took steps
to ensure that staff were trained in the FMFIA process. The
Office of the Comptroller provided training to an estimated 500
managers and supervisors in Headguarters, regional, and laboratory
offices. Briefings were also given to EPA's managers on their
responsibilities under the Act. In addition, many offices
performed their own training.

Chapter 4, Pages 46-62

1. We believe the accounting system review performed in
fiscal year 1984 provided an adequate basis for reasonable
assurance.

The OMB guidelines recognize the use of a "limited review,"
employing questionnaires, checklists, and similar methodology.
In addition, EPA used on-site management assistance reviews which
included limited transaction testing in the evaluation process.
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See comment 31.
Now an p. 44.

See comment 32.
Now on p. 44,

See comment 33.
Now on p. 46.

See comment 34.

Now on pp. 46-47.
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We obtained certifications from each financial management office
as to the adequacy of the internal controls and adherence to
accounting policies. We believe that this information provided a
reasonable basis upon which to make our fiscal year 1984 assurance.

In addition to these general comments, we have the following
specific comments which should be included in the report to
clarify the statements presented.

® page 47, paragraph 1. The text should indicate that,
in addition to accounting data, property management
data is entered by 18 locations in the regions, major
labs, and Headquarters into a separate subsystem.

° Page 47, paragraph 2. This paragraph should also
indicate that the FY 1984 report presented the status
of corrective actions described in the FY 1983 report.
These dealt with property management, cost accounting,
and accounts payable recording procedures. The FY 1984
report indicated that the property management and cost
accounting deficiencies still existed. The previously
reported deficiency related to accounts payable not
being reported on a monthly basis was deleted when GAO
revised its accounting standards.

® Ppage 48, paragraph 1. It should be noted that it was
not simply one accountant who conducted the Section 4
review. Rather, the Headquarters branch chiefs within
the Financial Management Division (FMD) and other FMD
staff were also requested to identify accounting system
deficiencies. 1In addition, certifications provided
by the Agency's financial management offices under
Section 2 of FMFIA and the management assistance reviews
were considered in the analysis. While cone individual
had the lead responsibility, others were consulted or
reviewed the work products.

© Page 48, paragraph 2. It is not correct to state that

the payroll deficiencies were identified solely by the !

Inspector General report. The deficiency within the
payroll system was originally identified in the FY 1983
Section 2 FMFIA report of the FMD. At that time, the
Agency scheduled an internal control review of the
payroll function to more fully evaluate the nature of
the potential problems. The review performed by the
Inspector General was initiated at the request of the
Office of the Comptroller. A tracking process was used
by the FMD staff to assure that all the deficiencies
were properly addressed. In addition, we have had the
accounting firm of Arthur Young perform an independent
appraisal of the adequacy of our corrective actions,
Based on their analysis and our own assessment of the
payroll operations, the corrective actions taken and
planned will correct the deficiencies noted.
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° Page 49, paragraph 4. The exact nature of the
integration of property data should be fully understood.
We will be having each financial management cffice enter

See comment 35.
Now on p. 46.

transactions directly
property acquisitions
criteria specified by
es Nnn On a2 mAankhley

wIpgUUU e a mdiiciidiy

the personal property

into the general ledger for funded
meeting the new capitalization
GAO, i.e., property items over

hacisg wae chall evtract data from
2asis, we snali exXxtiract cata Irom

accounting system for comparison

with the data recorded in the Agency's Financial
Management System. The reconciliation differences will
be researched and corrective entries will be subsequently
entered into the applicable system. This integration
will improve the accuracy of property amounts reflected
in the Agency general ledger accounts for property

items over $5,000.

Qur analysis of the property management records indicates
that problems exist in the accuracy and completeness of
this data. We shall continue to recognize a deficiency
in the property management records. As part of our

OMB Circular A-127 implementation, we have planned
efforts to correct the property management records.

See comment 36. ° page 50, paragraph 1. The connotation in this paragraph
Now on p. 47. is misleading. GAO should acknowledge that EPA obtained
the services of Ernst & Whinney to evaluate its need

for cost accounting data as a result of the Grace
Commission survey. This study concluded that:

- Management decisions would not be affected at this
time by cost accounting data.

- Cost finding techniques would serve those areas
where cost data was needed, such as in fee-setting
programs.

- The Superfund program was the only program with an
identifiable need for cost data on a continuous
basis.

We presented the Ernst & Whinney report findings to the
representatives of the GAO and obtained their written
concurrence with our use of cost finding techniques in
lieu of an Agency-wide cost accounting process.

Under the Superfund program, EPA is authorized to pay
for the Government's response costs incurred in clean
up of hazardous waste site/spill and to bill the
responsible parties for costs incurred on a site~by-
site basis. The indirect cost that will be billed to
responsible parties will be determined by EPA's Office
of the Comptroller through the application of a compre-
hensive indirect cost allocation plan developed by
Ernst & Whinney.
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See comment 37. ° page 50, paragraph 3. To put the issue of transaction
Now on p. 49. testing of accounting systems into perspective, the GAO

should address more fully the lack of Government-wide
guidance for transaction testing. We were unable to

find any standards specifying the nature of transaction
testing required which were available at the time of

the Section 4 review for fiscal year 1984. GAQO was

only able to provide us with memoranda and reports from
the Comptroller General indicating that testing was
required. These issuances did not specify the nature

or extent of testing which the GAO considered appropriate.

We in EPA continue to believe that, at the time of the

FY 19B4 FMFIA Section 4 review, inadequate guidance was
available from both OMB and the GAO. The OMB issued in
May 1985 "Guidelines for Evaluating Financial Management/
Accounting Systems."” The guidance presented by the GAO
on page 53 of this report is taken from this OMB guidance.
This is the first real guidance presented on the nature
of the testing expected. It is important to note that
the draft of this guidance available to the agencies in
September 1983 did not contain the requirement for the
testing of transactions.

See comment 38. ° Page 51, paragraph l. The GAQO draft report indicates
Now on p. 50. that our letter of credit accounting procedures do not
conform to the GAO principles and standards. The GAO
fails to point out that the procedures which we are
following for recording letter of credit drawdowns as
an expenditure were contained in the accounting system
design which the Comptroller General approved in
September 1977. The GAO accounting principles upon
which the procedure was based did not change until the
new version of Title 2 was issued in November 1984,
which occurred after the completion of the Section 4
review.

During this current fiscal year, we conducted an analysis
of letter of credit reporting at the Las Vegas finance
office. This office handles approximately half of the
Agency letters of credit. Their study showed that
about 83% of the grantees are reporting negative cash
on hand, indicating that the grantee expenditures are
occurring prior to the grantee drawdown of Federal
funds. Such reporting leads us to the conclusion that
our present recording of the drawdown as an expenditure
is proper under generally accepted accrual accounting
concepts. We are preparing a letter to OMB to seek
guidance on the application of the accounting standard
as provided in OMB Circular A-127.
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See comment 39.
Now on p. 46

See comment 40.

Now on pp. 51-52.

See comment 41.
Now on p. 52.

See comment 42.

Now on pp. 51-52.

- 16 -

Page 52, paragraph 1. The GAO should recognize that

the issuance of OMB Circular A-127 and the OMB accounting
objectives and evaluation guidelines will be the basis
for subsequent evaluations of the financial/accounting
systems. The EPA has prepared and issued an EPA Order
which complies with the requirements of aA-127.

In addition, the FMD has prepared a plan for its FY 1985
accounting and internal control evaluations. This plan
was submitted to the EPA Inspector General for comment
in March 1985, His response indicates that the plan

is adequate for the performance of the fiscal year

1985 review.

Page 53, paragraph 1. GAO should recognize in its
report that transaction testing will be but one means

to assure conformance with the Section 4 review. The

FY 1985 Section 4 analysis will use a combination of
data sources. These include a certification from the
financial management officers as to the adequacy of the
accounting and internal controls within their offices,
an audit of the Superfund program by independent auditors
under the direction of the EPA Inspector General, trans-
action testing performed by an independent accounting
firm of two finance offices, the OMB Circular A-127
limited review, the management assistance reviews, and
IG and staff review reports.

Page 55, paragraph 1. As discussed in our comment
earlier, we are sending to OMB a request for a formal
opinion on the correct accounting procedures pertaining
to letter of credit drawdowns.

Page 56, paragraph 2., During this current fiscal year,
we have taken several steps to correct contract cost
recording and allocation deficiencies. We have issued
a policy which requires the Agency's project officers
to ensure that the correct accounting information is
identified on contract invoices. We have obtained the
services of Arthur Young to:

- Assist EPA in its review and analysis of all
contracts funded with multiple appropriations to
determine whether contract costs have been properly
charged.

- Document necessary adjustments to EPA's payment
records and the Financial Management System.

- Provide EPA recommendations on improving the
Agency's contract charging policies and procedures.
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See comment 43. ¢ Page 56, paragraph 3. The description of the deficiency
Now on pp. 51-52. related to recovering unexpended grant funds needs to

be more fully explained. The unexpended balances are
those which have been obligated for an award, but are
not used by the grantee by the end of the award periogd.
OQur appropriation structure generally allows the Agency
to carry these funds into the following award period.
GAO found, however, that in some cases these funds were
not reissued until after the end of the appropriation
term.

A policy issued in 1979 applied the "bona fide need
concept® to allow these funds to be used indefinitely.
A recent Comptroller General decision indicates that
our policy may be inappropriate. A task group has been
established to evaluate the appropriateness of the
current EPA policy.

To summarize, the deficiency here is not that there is a
lack of the review of unliquidated obligations at year
end as characterized by GAO, but rather that EPA policy
guidance may need clarification.

See comment 44, ¢ Page 58, paragraph 3. The ccmment about the EPA
Now on p. 53. accountant not addressing all the questions pertaining
to property acquisition, disposals, and depreciation
and contingent liabilities is misleading. Property
management is not a function within the responsibility
of the acountant performing the Section 4 analysis.
The EPA accountant did acknowledge that the property
accounting procedures are inadequate. Data entry
controls in the property management process are not
present to assure that all transactions are received or
processed. The property accounting process uses the
data from the property management system as the basis
for adjusting the Agency's general ledger accounts.

2. OIG had substantial involvement in EPA's accounting system
See comment 45. evaluation process. (Page 60)

Now on pp. 54-55.

EPA does not agree with the report's statement indicating
that the OIG had limited involvement in the Agency's accounting
system evaluation process.

GAQ's own draft report supports the premise that the 0IG
has been active in the accounting system evaluation process. For
example, the draft report points out that in 1983 the EPA OIG met
requirements similar to those required in OMB Circular A-127
issued in December 1984.

The draft report correctly states that in 1984 the OIG did
not review EPA's accounting system evaluations. However, the
decision not to duplicate GAO's efforts in this area was made
in consultation with GAO. OIG advised GAO of cur plans early in
the review and discussed this exclusion in the IG's August 5, 1985
report.
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GAO Comments

The following are Ga0’s comments on the Environmental Protection
Agency letter dated September 25, 1985.

1. Discussed in Agency Comments Section Of Chapter 2.

2. While sharing EPA’s concern about paperwork, GAO believes that a cer-
tain amount of documentation is essential. The key is for agencies to
determine what documentation it will find useful, since documentation
should be a management tool to assist in planning future work, develop-
ing meaningful corrective actions, and assuring completeness and qual-
ity of evaluations performed.

On the whole, while the act may result in documentation of internal con-
trol and accounting systems which has not been mandated in the past,
much of this documentation is an essential part of good managerial pro-
cedures. Although an initial investment in paperwork may be required,
once that is achieved the paperwork generated by the review process
itself should not be very great. At that point managers can look at
existing documentation in evaluating their systems. If past work is not
documented, they will have to virtually start from square one every
year.

3. We do not believe that EPA has successfully completed an adequate
overall review of its internal control and accounting systems. On the
contrary, we have reached the opposite view in that while EPA has made
progress we do not believe it has progressed sufficiently in the FMF1A
process to provide the assurances it has given in its annual reports in
1983 and 1984.

Regarding EPA’s review approach, the examples of internal control and
accounting systems problems identified by GAO were intended as illus-
trative examples to demonstrate the need for further FMFiA implementa-
tion effort and reviews on the part of EPA. The examples cited were not
intended as an all inclusive prescription which when responded to by
EPA will totally correct the system deficiencies we have cited.

4. None of our criticisms contradict or conflict with existing OMB and GA«
guidance.

5. See chapters 2, 3, and 4 and our response to specific EPA comments or
our draft report.
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6. Discussed in agency comments section of chapter 2.

7. EPA’s 1983 annual report acknowledged as material weakness areas
the entire (1) water resources construction grants program, (2) the
Resources Conservation and Recovery Act program area, and (3) the
Superfund program. EPA was to have completed ICRs covering these
areas. It also cited limited plans for alternative corrective actions.
Neither the ICRs, nor the corrective actions planned in 1984 were ade-
quately completed, or covered these substantial areas.

In 1984, only the construction grants area was repeated as a material
weakness along with 2 other programmatic areas and 2 administrative
areas. As pointed out in chapter 2, the 1984 program activities acknowl-
edged as material weaknesses encompassed over 60 percent of EPA’s
total fiscal year 1985 budget.

Of EPA’s fiscal year 1985 budget of $4.3 billion, $2.4 billion was for the
construction grants program. Substantial parts of this program’s activi-
ties remain unstudied and unresponded to in terms of corrective actions.
Over 95 percent of construction grants program operations are in the
regions. EPA itself in its comments to our draft report stated it had not
assessed construction grants regional operations as part of the 1984 vul-
nerability assessment process.

8. As noted in chapter 3 of our report, EPA did not include in its annual
report for 1984 the Superfund, RCRA, and ADP areas as material weak-
nesses, even though substantial unresolved weaknesses in internal con-
trols remain in these areas. EPA’s 1983 report acknowledged the
Superfund and RCRA program areas as being in the material weakness
category. ICRS were to be done in both areas in 1984 to delineate correc-
tive actions—in the cost recovery and regional consistency in decision
making area for Superfund, and on the entire RCRA program activity.
Actions taken and planned by EPA in 1983 and 1984, are inadequate in
view of the range of EPA acknowledged internal control management
needs in both these areas. Also, 100 of the 175 weaknesses in internal
controls identified in 1984 were not added to and tracked in EPA’s cor-
rective actions tracking system.

Superfund - ErA’s Superfund is a $1.6 billion dollar revolving fund for
hazardous waste site cleanup activity. As of August 31, 1985, EPA has
disbursed about $313 million in cost reimbursable activities. EPA has
succeeded in collecting back about $13.1 million through its cost recov-
ery process from responsible parties liable for the cleanup activity.
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The current EPA Administrator when he was the Assistant Administra-
tor for Solid Waste and Emergency Response said in his 1984 annual
report on internal controls that the Superfund cost recovery area was
significant because EPA does not know what information should be col-
lected to support cost recovery litigation. The Congress is currently con-
sidering expanding the fund by as much as $10 billion.

RCRA Program - Regarding RCRA, the current EPA Administrator similarly
acknowledged in his input as Assistant Administrator to the 1984 |
annual report that EPA has not completely corrected the material weak-
nesses identified in the RCRA area and reported in ErA’s 1983 report. In

this regard, he stated in a memorandum transmitting the RCRA ICR to the 5
former EPA Administrator that to develop this program, EPA “will need

an additional several years.” This program has been under development

at EpA at least since 1976.

ADP Activities - EPA has 51 major ADP systems and up to 2,000 subsys-
tems, none of which have been assessed for vulnerability as a result of
the FMFIA process. Various special studies and reports have identified
broad ineffectiveness in EPA ADP systems, notably in the hazardous
waste and water program areas. Regions I and VII have developed par-
allel manual systerms in the hazardous waste area because of their
inability to rely on the hazardous waste data management system. Prob-
lems were also noted over the years in EPA’s water programs STORET
system—one of EPA’s most important ADP systems. In the ADp area only
the issue dealing with system security in the toxic and pesticide areas,
and ADP aspects related to the payroll system were acknowledged by £P»
as material weaknesses.

f

9. Discussed in agency comments section of chapter 3.
10. Discussed in agency comments section of chapter 4.

11. In 1984, EPA’s 01G did an audit of the FMFIA process completed by EP:
and provided technical assistance when asked by way of offering com-
ments on memos or other FMF1A materials developed by the ICPT. It was
not involved in (1) the segmentation of EPA programs and functions, (2}
the conduct of vas apart from the 0IG area, (3) the completion of ICRs
and (4) the acceptance of corrective actions, including followup and
testing of the adequacy of corrective actions taken. (Also discussed in
ch. 3.)
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12. EPA operations are decentralized in its 10 regional offices. VAs were

not done in the regions, notably on construction grants, hazardous waste :
activities, Epa laboratories, and Corps of Engineers and state involved

EPA operations, as well as on the Great Lakes and Chesapeake Bay

programs. :

EPA acknowledges it segmented based solely on its budget structure.
However, oMB guidance provides that agencies use eight other bases for
segmenting, including agency programs, functions, and operations.

In addition, all EPA segments were headquarters oriented and each seg-
ment—all 96—had headquarters officials as responsible managers,
even though regional managers are overwhelmingly charged with
responsibility for regional operations.

Finally, EPA acknowledges that at least the EPA laboratories should be
considered as separate segments. We believe however that other
regional or delegated responsibilities throughout the agency, notably in
the construction grants, hazardous waste, Corps of Engineers, state and
other delegated functions, as well as other regional and local operations,
should be segmented. We believe they should be assessed where these
operations are taking place, not at the headquarters level as was done in
1984,

13. No regional vas were done by EPA. EPA acknowledged in its com-
ments that the ICPT, with regard to the vulnerability assessment process
gathered the data, interviewed the program managers, and drafted the
vAs. The ICPT also provided an initial draft rating for each of the vas.

EPA'S ICPT in a June 1984 memo, delineated the overall limited planned
involvement in the va process of the POHs and of program managers.

That memo indicated that the ICPT will do the process with only a lim-

ited need for local and regional level input—a planned meeting of one-

half to 1 hour. Suggesting that all the ICPT did was relieve an "‘adminis-

trative burden,” in view of the process we delineated as well as memos »
from the ICPT describing how the ICPT was to do the process is, in our E
opinion, a misstatement of the process conducted by the ICPT. '

Regarding alternatives to the ICR process, EPA simply has not done ICRs
in many of the material weakness areas EPA acknowledged or ICRs done
have not proved successful, notably in the Superfund and RCRA areas.
The Clean Air Act ICR, discussed in our report, in its opening comments
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acknowledges various areas appropriate to the ICR that were not cov-
ered in terms of assessing internal control techniques appropriate to the
area. In our report, however, we are pointing out that testing of the
revised techniques proposed as corrective actions was not done by EPA.

14. See comment 13.

15. See comment 13.

16. See comment 13.

17. See comment 13.

18. For EPA to suggest that its 51 major ADP systems with up to 2,000
subsystems are “‘immaterial” to EPA operations and need not be the sub
ject of individual vas suggests a lack of understanding of the FMFLA pro-
cess. Similarly, stating that EPA saw “little to gain” in assessing regiona
(construction grants) operations as part of the vA process at the local
level where such activities are taking place also suggests a lack of
understanding of what is required by oMB guidance.

19. See comments 13 and 18.

20. See comment 13.

21. See comment 13.

22. Discussed in agency comments section of chapter 3.

23. See comment 11 and chapter 3.

24. Discussed in agency comments section of chapter 3.

25. Discussed in agency comments section of chapter 3.

26. Our report states that EPA ICRs were limited: (1) lacking in their
scope and testing of internal controls, (2) numerous areas were noted
where ICRs or alternatives were not done or proved ineffective, notabl
in the RCRA and Superfund areas, and (3) even through corrective
actions were required as a result of completed ICRs, they were not mac

a part of the corrective actions tracking and followup system and ade-
quately completed. Based on EPA’s 1983 acknowledged internal contrc
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weaknesses, not enough ICRs and corrective actions were undertaken by
EPA.

27. Discussed in agency comments section of chapter 3.
28. Discussed in agency comments section of chapter 3.
29. Discussed in chapter 3.

30. Discussed in agency comments section of chapter 4.
31. No change to report needed.

32. No change to report needed.

33. Report amended.

34. Report amended.

35. Report amended.

36. Report amended.

37. While we recognize that oMB did not issue its Guidelines for Evaluat-
ing Financial Management/Accounting Systems until May 1985, we
have explained the importance and need for transaction testing to per-
sonnel within EPA’s Financial Management Division during our review.
We have aiso suggested that EPA coordinate its testing efforts with its
0IG and GAOQ by seeking their comments on its test program. We believe
that transaction testing, in most cases, is key to determining whether an
accounting system conforms. Transaction testing encompasses determin-
ing the principles, standards, and related requirements that apply to the
system and processing actual and simulated transactions to verify that
the applicable requirements are being met on a consistent basis. Further,
our intent in this chapter was to offer additional suggestions to enable
the Agency to improve its future system evaluations.

38. Discussed in agency comments section of chapter 4.

39. EPA said that we should recognize that the issuance of oMB Circular
A-127 and the oMB accountability objectives and evaluation guidelines
will be the basis for subsequent evaluations of the financial/accounting
systerms. We wish to point out that FMFIA requires agencies to report on
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whether their accounting systerns conform with the Comptroller Gen-
eral’s principles, standards, and related requirements. The Comptroller
General's requirements should be the basis for which agencies evaluate
their accounting systems for conformance under the act, not omB Circu-
lar A-127.

40. See comment 37.
41. Discussed in agency comments section of chapter 4.
42, Report amended.

43. GAO believes that the deficiency related to recovering unexpended
grant funds may be caused in part to a need for EPA to clarify its policy
guidance. However, we also believe that EPA needs to assure unliqui-
dated obligations are reviewed at year-end to ensure the funds are still
needed for authorized expenditures.

44, £pA said that our comment about the EPA accountant not addressing
all the questions pertaining to property acquisition, disposals, and
depreciation and contingent liabilities is misleading. EPA said that prop-
erty management is not a function within the responsibility of the
accountant performing the section 4 analysis. EpA also said that the
accountant acknowledged that property accounting procedures were
inadequate. We believe that while property management may not be a
function within the responsibility of the accountant performing the sec
tion 4 analysis, EPA should ensure that these questions regarding princi |
ples and standards covering property acquisition, disposal, and
depreciation are addressed.

45, We disagree. In 1983, the 01G, which held discussions with gpa offi-
cials on the review process and examined selected documentation,
reported to the Administrator that it conducted a limited review of the
Agency’s section 4 efforts. The 0IG did not review EPA’s accounting sys
tem evaluation process in 1984.
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