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The Honorable Donald Paul Hodel 
The Secretary of Energy 

Dear Mr. Secretary: 

This report culminates our review of how the Department of 
Energy (DOE) implemented the Federal Managers' Financial Integrity 
Act of 1982. DOE was 1 of 22 federal departments and agencies we 
reviewed to assess government-wide compliance with the act during 
its first year. Section 2 of the act requires each executive 
agency, following Office of Management and Budget (OMB) guide- 
lines, to evaluate and report annually in a statement to the 
President and the Congress on the adequacy of its internal control 
systems. Section 4 requires each agency to report whether its 
accounting systems conform to principles and standards prescribed 
by the Comptroller General. 

Your December 30, 1983, statement to the President and the 
Congress fairly represented DOE'S efforts to comply with the act. 
Your statement concluded that (1) DOE's system of internal con- 
trols, taken as a whole, provides reasonable assurance that over- 
all internal control objectives are met, but that controls in four 
areas can be strengthened and (2) the Comptroller General's ac- 
counting principles and standards have been incorporated in DOE's 
accounting systems, but documentation and additional audit cov- 
erage is needed to assure complete operational compliance. In 
particular, the statement recognized that the internal control and 
accounting systems assurances were based on DOE managers' consid- 
eration of weaknesses evidenced by Inspector General and GAO re- 
ports and other management reviews, as well as deficiencies noted 
as a result of implementing the act. A summary of DOE's reported 
internal control and accounting systems' material weaknesses is in 
appendix II. 

DOE put forth substantial effort in carrying out its 
responsibilities under section 2 of the act and implementing OMB's 
internal control guidelines. These guidelines suggest that agen- 
cies follow a series of steps in assessing the vulnerability of 
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their. various p~oqv~~n:; Lo tir*dlud, waste?, and abuse; deve].opin$j 
plans f-or and cor\ductir~(~ rev iews of the internal controls of I-~UL,I\ 
prOCjrXllS J lldgt?d W3St vulnerable based on the vulnerability assessor 
merits; takLng COY-L ect ive act ians; and preparing the required 
annual statement _ WhiYl6+ we found no major deficiencies in ~lit:~:r 
first-year jmplernentation c fforts, we have noted the following 
areas where improvements can be made, 

In implementihg section 2 of the act, DOE did not specify 
procedures for reviewilq the quality of vulnerability assess-" 
ments y Such procedures would help assure that DOE has a sound 
basrs for scheduling its internal control reviews. Also, not all 
internal control. review recommendations were tracked in DOE's cenS 
tral tracking systeml and some may potentially be overlooked and 
not imp1 ernen ted * Vinally, DOE's instructions for conducting vul-- 
nerahility asst *ssme\~ts of automated data processing activities did 
not elecfirly desicjndte who should perform the assessmentsp result- 
lng LI-I omissiorks from the assessment process. 

In reportlnyp pursuant to section 4 of the act, on DOE's 
acrounting systems compliance with the Comptroller Generalqs 
accounting principles and standards, the compliance statements 
prepared by managers of DOE"s 18 accounting systems did not always 
clearly describe or identify all the departmental components that 
were Included in tk~e 18 systemsr to assure that all components had 
been evaluated. IIOH also did not have specific review procedures 
to assure that these compliance statements were complete and accu- 
rate,, 1n add it ion R the accounting systems within DOE have not 
been cornpl.eteIy documented, and the Department needs an effective 
testing program to ensure that its accounting systems are operat= 
ing consistently, effectively, and in accordance with established 
policies and procedures. 

To cor~'ect I-.h~a weaknesses we found, we proposed, in a draft 
of this rtiporfr, thc?~t UOEt 

---Devttlop w~iitterr procedures for reviewing the quality of 
v11lr1orabi1 i '"y assessments. 

--~eriudi~~l I *q ful Low rip on the status of internal control. 
rev i ew ver:omr~eirkc'ia'Giol~s not currently tracked unclea: the 
Departmerkt-’ S tracking system, 

- *- Expmd Lh(' dcwunt i r~~j system compli ante instruct ions to 
reql~i rfm i hr.rt the departmental components evaluated be 
cl~~-aerl y irlcrn’t il:~ed irk the compliance statements. 
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--Develop specific review procedures to bette; assure that 
accounting systems compliance statements are complete and 
accurate. 

--Complete documenting all operating accounting systems. 

--Incorporate testing requirements into the Department's 
accounting systems compliance procedures, 

Details of our findings and observations are found in appendix I. 

Notwithstanding these weaknesses, DOE has made a good start, 
under section 2 of the act, toward creating an effective system 
for assessing its internal controls. Several aspects of DOE's 
implementation efforts were noteworthy, including top management 
support and some efforts by individual components. Much work is 
still unfinished, however, because DOE has not yet completed eval- 
uating its internal control systems. As a result, DOE has not 
necessarily identified all significant control weaknesses. Thus, 
as DOE progresses through the internal control evaluation process, 
the required annual statement should become more meaningful. 

In contrast to the act's section 2 internal control 
requirements, for which OMB furnished guidelines, no specific 
guidance was provided to executive agencies regarding the steps 
necessary to determine their accounting systems compliance with 
the Comptroller General's principles and standards. DOEI as 
well as other agencies, developed a questionnaire based on the 
Comptroller General's principles and standards, the results of 
which were used to determine system compliance. 

These accounting systems compliance determinations, in our 
view, represent a good faith first-year effort to comply with the 
act's section 4 requirements, but in future years we believe it 
will be necessary, at a minimum, to (1) fully document accounting 
systems' design and control objectives and techniques and (2) test 
the systems' operations, including control techniques, to deter- 
mine whether they are consistently operating as they should. 

In commenting on a draft of this report (see app. III), your 
Assistant Secretary for Management and Administration concluded 
that the report provides recommendations that will enhance the 
effectiveness of DOE's internal control program but disagreed with 
several statements in our report. The major disagreement. con- 
cerned our observation in the draft report that your annual assur- 
ance statement should be regarded as a tentative opinion pending 
completion of the internal control evaluation process. We have 
revised the report to more clearly recognize that the internal 
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control evaluation process is an ongoing process, but we still 
believe that your future assurance statements will be more 
meaningful as more internal control reviews are completed and 
internal control weaknesses are corrected. 

Because of DOE's responsiveness to our specific proposals, we 
have not included any recommendations in this report. We plan to 
monitor DOE's progress as part of our continuing review of federal 
agencies' implementation of the act. 

We are sending copies of this report to the Director, Office 
of Management and Budget; appropriate congressional committees; 
and other interested parties. 

We appreciate the courtesy and cooperation extended to our 
staff during our work and look-forward to carrying on the same 
spirit of cooperation in subsequent review efforts. 
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THE DEPARTMENT OF ENERGY'S FIRST-YEAR -P----w 

IMPLEMENTATION OF THE FEDERAL MANAGERS' --.. -- 

FINANCIAL INTEGRITY ACT 

INTRODUCTION 

Responding to continuing disclosures of fraud, waste, and 
abuse across a wide spectrum of government operations, largely 
attrrbutable to serious weaknesses in agencies' internal controls, 
the Congress passed the Federal Managers' Financial Integrity Act 
of 1982 (FMFIA) (31 U.S.C. 3512 (b) and (c)). The act was passed 
to strengthen the existing requirement of the Accounting and 
Auditing Act of 1950 (31 U.S.C. 3512 (a) (3)) that executive 
agencies establish and maintain systems of accounting and internal 
control in order to provide effective control over, and accounta- 
bility for, all fundsI property, and other assets for which the 
agency is responsible. 

We believe that FMFIA's full implementation will enable 
executive department and agency heads to identify their major 
internal control and accounting problems, and improve controls 
essential to developing an effective management control system 
and a sound financial management structure for their agency. 

FMFIA requires that: 

--Each agency establish and maintain its internal controls 
in accordance with standards prescribed by the Comptroller 
General,1 so as to reasonably assure that: (1) obliga- 
tions and costs comply with applicable law, (2) all funds, 
property, and other assets are safeguarded against waste, 
loss, unauthorized use, or misappropriation, and (3) reve- 
nues and expenditures applicable to agency operations are 
properly recorded and accounted for. 

--Each agency evaluate and submit an annual statement to the 
President and the Congress on its internal control sys- 
tems. The statement, due by December 31 of each year, must 
report whether agency systems of internal control comply 
with (1) the objectives of internal controls set forth in 
the act and (2) the standards prescribed by the Comptroller 
General. The act also provides for agency statements to 
identify any material weaknesses and describe the plans for 
corrective action. 

'The Comptroller General issued Standards for Internal Controls in 
the Federal Government in June 1983. --------A- 
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--Each agency state whether the agency's accounting systems 
conform to principles, standards, and related requirements 
prescribed by the Comptroller General.2 

--The Office of Management and Budget (OMB) issue guide- 
lines for executive departments and agencies to use in 
evaluating their internal control systems. These guide- 
lines were issued in December 1982. 

OMB's internal control guidelines propose the following 
seven-phase approach for evaluating, improving, and reporting on 
internal controls: 

--organizing the internal control evaluation process, 
including overall planning and direction, and assigning 
responsibilities, 

--developing an agency-wide inventory of programs, functions, 
or activities (segmenting); 

--assessing the vulnerability of the units in the inventory 
(assessable units) to waste, loss, or unauthorized use, 
and deciding which segments are most at risk; 

--developing plans for performing internal control reviews of 
those agency programs and functions judged most vulnerable; 

--reviewing the internal controls for the selected activities 
and developing recommendations to correct identified weak- 
nesses, 

--taking corrective actions to improve the internal controls; 
and 

--preparing the required annual statement to the President 
and the Congress on the status of the agency's system of 
internal control. 

This report on the Department of Energy (DOE) is 1 of 22 
reports we are issuing on federal department and agency efforts to 
implement FMFIA during the first year. 

21n April 1983 the Comptroller General issued a Statement of 
Accounting Principles and Standards for Federal Agencies on the 
basis of a prior GAO issuance. 

2 
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IX)f;:'S ORGANIZATION AND OPERATIONS ---- __ -- ---- .-- 

DOE was established on October I, 1977, by the Department of 
Erlt.:rcjy Organization Act (public Law 95-91). Among the many re- 
:,ponsibil llies that the act gave DOE are (1) achieving effective 
rnclnagcmcnt of energy functions, (2) planning, coordinating, sup- 
f)ort Inq, and managing a balanced and comprehensive energy research 
at~l tlevelopment proyram, and (3) developing and commercializing 
the u:;e of solar, geothermal, and other renewable energy technolo- 
g ithy . To help carry out these responsibilities, DOE makes 
extensive use of contracts, cooperative agreements, interagency 
agreements, and grants. 

DOE'S organizational structure consists of a headquarters 
office and field offices. The field offices include eight opera- 
tions offices which manage contractor-operated laboratories and 
production facilities; power-marketing administrations; energy 
technology centers; and naval petroleum reserve, strategic 
petroleum reserve, and naval reactor offices. In fiscal year 
1983, DOE had about 17,000 employees and spent about $12.9 
billion. 

NOW DOE EVALUATED INTERNAL CONTROLS 

DOE evaluated its internal controls through a process which 
began by designating a group to organize and direct the work, seg- 
menting the department into components, then performing vulnera- 
bility assessments and internal control reviews. The Inspector 
General assisted in this process. At the end of 1983, the Secre- 
f-3 , using information generated from the FMFIA process, reported 
on the status of internal controls in DOE. 

Organization and segmentation 

The Secretary of Energy has demonstrated his interest in 
internal control improvements by issuing several memoranda to 
senior officials, the first occurring in March 1981, which held 
them accountable for ensuring a strong system of checks and 
balances. Subsequent memoranda characterized strong internal 
controls as one of the Secretary's highest priorities. 

Tn April 1982, DOE issued a departmental order on internal 
control evaluation and improvement in response to OMB Circular 
A-123, Internal Control Systems. Circular A-123 preceded FMFIA's 
enactment but contained many of the same requirements. DOE's 
order prescribed policies and standards for departmental internal 
control systems and assigned responsibility to DOE managers for 
maintaining effective internal controls. The order, which laid 
the groundwork for DOE's subsequent FMFIA implementation, 
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--delegated internal control review responsibility to the 
Assistant Secretary for Management and Administration; 

--established a departmental steering committee to provide 
management oversight; 

--established requirements for completing vulnerability 
assessments, internal control reviews, and annual reports 
on internal control improvements; and 

\ 
--requested DOE's Inspector General to assess compliance with 

internal control directives and policies. 

DOE's decentralized organizational structure, with programs 
and administrative functions being carried out at both DOE head- 
quarters and field locations, complicated DOE's segmenting pro- 
cess. DOE headquarters divided the agency into 58 programs and 10 
administrative categories and then determined which DOE components 
carried out 1 or more of these 68 activities. The process of 
associating individual DOE components with their appropriate pro- 
gram and administrative functions yielded 398 assessable units. 

vulernability assessments and 
internal control reviews 

In May 1982 a joint DOE Inspector General and Assistant 
Secretary for Management and Administration task force published a 
report presenting a methodology for assessing program vulnerabil- 
ity. To help managers conduct vulnerability assessments, DOE 
issued written guidelines in June 1982 and also held training 
sessions during June and July 1982. 

DOE managers performed vulnerability assessments between June 
and September 1982. DOE also required that its integrated3 
contractor-operated facilities perform assessments, which were 
consolidated into the 398 program and administrative assessments. 

DOE managers submitted the results of the 398 vulnerability 
assessments to DOE headquarters for summarization and preparation 
of an agency-wide report in November 1982. Of the 398 assess- 
ments, 13 were rated highly vulnerable, 84 were moderately vulner- 
able, and 301 were of low vulnerability. 

3According to DOE, its "integrated contractors" account for and 
report on DOE funds, property, and costs of operations under 
their contracts in accordance with DOE accounting procedures. 
Financial data are combined with data from DOE field offices to 
produce comprehensive financial statements covering all DOE 
operations. 

4 
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nftcu- conducting vulnerability assessments, DOE required that 
irltt~rnal control reviews be performed for all programs and func- 
1 ions rated highly or maderately vulnerable. DOE issued a guide 
ior peu*forminy internal control reviews in April 1983 and held 
I r"il1hirlcI sessions during May and June. DOE also instituted an 
lhI=trrnal control tracking system, to be updated quarterly, to aid 
irk tracking scheduled internal control reviews and monitor the 
fll"C>rJlcP.';Tr of internal control recommendations being implemented. 
As t,f December 31, 1983, DOE reported that of 115 scheduled inter- 
nal cwntral reviews,4 47 were underway and 3 had been completed. 

Year-end reporting _-I - 

DOE's process for preparing the Secretary's annual assurance 
s;t-atement was a separate effort from its vulnerability assessment 
and internal control review process. Managers who had performed 
vulnerability assessments received separate guidance for preparing 
the assurances. They were to identify any internal control weak- 
rlc".s!;c:~ by considering not only vulnerability assessments and in- 
ternal control reviews but also GAO and Inspector General reports, 
other management reviews, and the managers' knowledge of the 
component. DOE managers were also asked to complete a ques- 
tionnalre to help determine If programs and administrative func- 
tions complied with GAO internal control standards. The assurance 
statements received from the various DOE components were summa- 
rized at DOE headquarters and formed the basis for the Secretary's 
December 30, 1983, assurance statement to the President and the 
Congress. 

In the statement, the Secretary reported that, on the basis 
of the evaluations conducted and assurances provided him, he had 
reasonable assurance that, taken as a whole, DOE met its internal 
control objectives. The statement also mentioned material weak- 
ne!;ses where controls should be strengthened in the following 
areas (see app. 11 for more details): 

--project management at the Strategic Petroleum Reserve; 

--environmental protection at active and inactive hazardous 
waste sites; 

--independent audit coverage for DOE's integrated 
contractor-operated facilities; and 

4Wi~: 115 scheduled internal control reviews included some units 
with low vulnerability. Also, one field office divided an 
a:rscsscd unit into several units to perform internal control 
reviews. 
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--safeguards over nuclear weapons, special nuclear materials, 
classified information, and production facilities. 

The statement concluded that, during fiscal year 1984, DOE 
intends to work toward correcting identified internal control 
weaknesses, continue with its scheduled internal control reviews, 
and conduct a second round of vulnerability assessments. 

Inspector General's role 

DOE's Office of Inspector General (OIG) assisted DOE's FMFIA 
effort in several areas. OIG staff helped develop a methodology 
for vulnerability assessments, participated in training courses, 
commented on draft guidance documents, and reviewed assurance 
statements to check that weaknesses previously reported by OIG had 
been considered by managers. Also, OIG conducted its own review 
of FMFIA implementation for the Secretary to consider in preparing 
his statement. The OIG report concluded that DOE's efforts met 
the objectives of OMBls internal control guidelines. However, the 
OIG report noted that, due to time constraints, its review was 
less in scope and depth than an examination in accordance with 
generally accepted governmental auditing standards. 

HOW DOE EVALUATED ACCOUNTING SYSTEMS 

In addition to legislatively establishing agency heads' 
responsibility and accountability for internal controls, FMFIA 
also strengthened the legal requirements for executive agencies to 
operate effective accounting systems. The Secretary of Energy, in 
his December 30, 1983, assurance statement, declared that "with 
minor exception, the GAO principles and standards are established 
in the Department's accounting systems." However, because of a 
lack of documentation and less than adequate audit and review cov- 
er9e I the Secretary was unable to report that the systems as they 
actually operated were always in compliance. The statement pre- 
sented a detailed explanation of the status of the systems, along 
with plans for correcting known problems. (See app. II for more 
details.) 

DOE required all its components maintaining accounting 
systems to report in their internal control assurance statements 
whether the component's accounting system complied with GAO prin- 
ciples and standards. To help make these determinations, DOE 
developed a 40-page questionnaire based on the April 1983 Comp- 
troller General's statement of accounting principles and stand- 
ards. DOE sent this questionnaire to all its headquarters and 
field components in August 1983, with instructions for them to 
complete the questionnaire if they maintained an accounting 
system. 

6 
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The assurance statements from each component were due ta DOE 
tlr~trclcluartcrs for consolidation during October 1983 and were to 
note deviations from the principles and standards along with plans 
for correcting the deviations. The Office of the Controller pro- 
v~~lc:d consultation to the DOE components completing the 
(questionnaires. 

OBJECTTVES, SCOPE, AND METHODOLOGY .-*-- 

The objectives of our review, which was conducted between 
July 1983 and January 1984, were to (1) assess DOE's processes for 
r*v(Iluating and improving its internal control and accounting sys- 
t ems for reporting under FMFIA and (2) assess the adequacy of the 
assurance statement required by FMFIA. We concentrated on actions 
DOE took to implement FMFIA's section 2 requirements concerning 
the state of its internal control systems, and section 4 of FMFIA 
concerning its accounting system conformance with appropriate 
Comptroller General principles and standards. 

In addition, we examined how DOE treated its automated data 
processing (ADP) functions, given the critical role ADP plays in 
DOE internal control systems. Because our first-year review was 
limited to evaluating the implementation process, we did not 
attempt to independently determine the status of DOE's internal 
control systems or the extent to which their accounting systems 
comply with the Comptroller General's principles and standards. 

Our review encompassed agency activities at DOE headquarters 
and three of its eight regional operations offices. At DOE head- 
quarters, we reviewed the overall direction and guidance the agen- 
cy's FMFIA effort received. At the Chicago, Ill.; Oak Ridge, 
Tenn.; and San Francisco, Calif., operations offices, we examined 
~mplcmentatron at the various program levels. We judgmentally 
selected the three operations offices to achieve a mixture of the 
different types of programs DOE administers. We excluded one DOE 
component-- the Federal Energy Regulatory Commission--from our re- 
view, since the Commission, while organizationally a part of DOE, 
is a wholly autonomous entity. DOE distributed its FMFIA guidance 
to the Commission but had no role in managing its efforts. 

We examined appropriate documents and interviewed officials 
having general management and specific FMFIA responsibilities at 
DOE headquarters and the three operations offices. We reviewed 
DOE instructions to assess their consistency with the OMB guide- 
lines and GAO internal control standards. 

To assess how well DOE implemented FMFIA provisions, we 
examined available materials and documentation generated in 
preparing selected vulnerability assessments, internal control 
reviews, and accounting system evaluations, and interviewed the 
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employees who prepared them. To determine how the individual 
assurance statements were consolidated into a department-wide 
statement, we interviewed "internal control action officers," who 
had been assigned FMFIA responsibilities, and other officials re- 
sponsible for reviewing completed vulnerability assessments and 
internal control reviews, and summarizing and preparing the annual 
assurance statement. 

Our review was conducted in accordance with generally 
accepted government auditing standards. 

DOE CAN IMPROVE ITS PROCESS OF 
ASSESSING INTERNAL CONTROLS 

DOE has made a good start toward creating an effective system 
for assessing its internal controls. The Secretary of Energy has 
expressed his support for effective internal controls, and in as- 
signing responsibility to the Assistant Secretary for Management 
and Administration, has chosen a central focus for all department 
activities. We also found strong commitment to FMFIA by top man- 
agement at the three DOE operations offices we visited, as evi- 
denced by memos and meetings where support for FMFIA was advanced. 
However, DOE still has much to do to complete the internal control 
evaluation process and correct identified internal control weak- 
nesses. Although we found no major deficiencies in DOE's 
first-year implementation efforts, we have noted areas where 
improvements can be made. Specifically, DOE should 

--establish written procedures for reviewing the quality of 
its vulnerability assessments, 

--ensure that internal control review procedures are 
followed, 

--exercise care in making decisions to delay or cancel 
internal control reviews, 

--periodically follow up on all internal control review 
recommendations, and 

--clarify its instructions to effectively assess and review 
its ADP functions. 

DOE should establish written 
procedures for reviewinq 
vulnerability assessments 

DOE needs to establish written procedures to help its 
managers review the quality of vulnerability assessments. while 
DOE's vulnerability assessment procedures conformed with 
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,ipplicable OMB guidelines, the judgmental nature of assessing 
vrllnersbility makes it difficult for DOE officials reviewing the 
a:;c;essments to measure their quality. This is important because 
t-he a:;s essments form the basis for determining whether and when 
internal control reviews should be performed. 

DOE's vulnerability assessment guidelines provide a general 
framework, including suggested worksheets and some numeral tabula- 
tions, to determine vulnerability to fraud, waste, and abuse. The 
worksheets contain spaces for approvals so that assessments can be 
reviewed by managers other than those who do the assessments. 
However, the guidelines do not define who should review the 
assessments or what methods should be used to check the quality of 
the work. 

For instance, DOE guidelines state that the person making the 
assessment should be familiar with the program and, using his/her 
own knowledge and professional judgment, rate the program's vul- 
nerability. However, similar guidance is not provided for the DOE 
managers responsible for reviewing the assessments. In addition, 
we found that in many cases the assessment document did not suffi- 
ciently detail the reviewers' relationship to the program. This 
made it difficult for us to determine whether the reviewing offi- 
cials had sufficient knowledge of the program to assure the qual- 
ity of the assessments. 

DOE performed some reviews in its 1982 vulnerability 
assessment effort to summarize the numerous assessments at local 
DOE levels. The Office of the Controller reviewed the assessments 
primarily to assure the reporting formats were consistent but not 
to judge whether the vulnerability rating was appropriate. Some 
DOE headquarters program officials reviewed the assessments to be 
Sure the ratings were correct. However, we found virtually no 
criteria by which the vulnerability rating could be verified. 

One notable exception was DOE's headquarters Office of 
Personnel. This office developed a lengthy checklist which was 
then used by all DOE personnel offices in performing vulnerability 
assessments. The checklist showed various personnel functions and 
described specific measures by which high, moderate, or low vul- 
nerability could be determined. The checklist not only allowed 
for greater consistency in reporting on vulnerability but also 
made it easier for reviewers to evaluate the assessments. 

9 
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DOE should ensure that internal control -- 
review (ICR) procedures are followed 

We examined five essentially completed ICRs5 during our 
review, although DOE had not yet accepted any as final. Three of 
these were performed in accordance with DOE and OMB guidelines, 
with the ICR conducted at the Office of Headquarters Accounting 
Operations particularly noteworthy. However, two other ICRs, con- 
ducted in the Strategic Petroleum Reserve Project Management 
Office and the headquarters Procurement Operations Office, had 
significant shortcomings in that they did not sufficiently evalu- 
ate existing internal controls. We found that the individuals 
conducting the reviews in these cases did not fully understand how 
to conduct a proper ICR. 

DOE's ICR guidelines outline a 15-step process for conducting 
the reviews. The guide also includes an extensive list of program 
and administrative activities, related control objectives and pro- 
cedures to achieve those objectives, and GAO internal control 
standards. When the guide is followed, it should result in effec- 
tive internal control reviews. 

The Strategic Petroleum Reserve and Procurement ICRs were not 
performed according to available ICR guidance. The Petroleum 
Reserve ICR began in late November, 1982--before the DOE guide was 
available, but only shortly before the OMB guidelines were issued 
(December 1982). Most of the review work took place after OMB's 
guidance was available, but the guidance was not followed. The 
review team conducted a broad scope management review of the 
Petroleum Reserve rather than an ICR. The management review eval- 
uated how well various functions were performed, in relation to 
the existing controls such as regulations, processes, and pro- 
cedures. An ICR, in addition to testing whether the control pro- 
cedures work as designed, also evaluates the sufficiency of the 
procedures themselves. The review team did not evaluate this 
aspect in their review. In addition, the review team did not fol- 
low other procedures for performing an ICR, and, as a result, pro- 
duced a report which was not adequately documented and could not 
be independently verified. DOE, therefore, cannot be assured that 
all internal control weaknesses were identified. 

The Procurement ICR was conducted after the DOE guide was 
issued. However, the reviewer did not fully understand the con- 
cept of an internal control review and how it differs from a man- 
agement review. Instead of independently defining and testing 
control techniques, the reviewer used the results of a previous 

5DOE considers one of the five to be a "sub" internal control 
review and not an official ICR. 
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management review to determine that existing controls were being 
fol 1 owed . Again, the emphasis was placed on adherence to existing 
(.:ontrols rather than determining if the procedures constituted 
ctfectlve internal control. 

An ICR not performed in accordance with the DOE guidelines 
may fall to recognize needed internal control improvements. DOE 
officials at the Petroleum Reserve and headquarters Procurement 
agreed with us that the two reviews were not adequately performed 
and said that as managers become more familiar with the ICR 
process, future reviews will be better. 

In contrast to the weaknesses in the above two reviews, we 
found the Office of Headquarters Accounting Operations performed a 
thorough review of DOE's finance and accounting functions. The 
Otfice reviewed 19 finance and accounting functions, followed DOE 
guidelines closely, and documented its conclusions. The Office is 
now correcting the internal control deficiencies it identified. 

DOE should exercise care in emy'- 
making decisions to delay or ----- 
cancel ICRs - -._-_---- 

During our review, we found that DOE headquarters and field 
offices sometimes delayed or cancelled scheduled ICRs without ade- 
quate justification. Decisions to delay and cancel these reviews 
should be made carefully, with adequate justification for the 
changes. Otherwise, timely internal control improvements may not 
occur. 

DOE established a schedule of ICRs based on the results of 
its 1982 vulnerability assessments. As stated previously, all the 
assessable units having high or moderate vulnerability ratings 
Wf?rC scheduled for review. These reviews were to begin in 1982 
and continue past 1985. However, DOE changed the schedule during 
1983, deleting some ICRs that had been scheduled and delaying many 
others. 

Generally, two factors caused the schedule changes. First, 
several DOE offices took corrective action in areas where weak- 
nesses had been identified by OIG and GAO reports, other manage- 
ment reports, or the vulnerability assessment process. Such 
corrective action, according to DOE officials, reduced the 
vulnerability and eliminated or delayed the need for ICRs. 
Second, DOE managers learned that ICRs took more time and staff 
resources than they had first expected, so they delayed some 
scheduled reviews. 

Cancelling or delaying a review because the vulnerability of 
the unit has been reduced is an appropriate step in the internal II 

11 



APPENDIX I APPENDIX I 

control evaluation process provided the decision is made care- 
fully. The decision should be based on evidence that such a vul- 
nerability reduction has taken place. DOE's Chicago Operations 
Office notified headquarters that it had cancelled five scheduled 
ICRs without furnishing such evidence. Rather than performing 
ICRs, the Office stated that it planned to analyze the reasons for 
the vulnerability ratings and make corrections. Because an ICR is 
a unique type of review designed to both test the appropriateness 
of the controls and assure they are being followed, the Office's 
planned actions may not necessarily identify or correct all 
internal control weaknesses. 

Delaying or cancelling an ICR because of limited resources 
should also be considered carefully. Three DOE offices reported 
to headquarters that ICRs were being delayed due to limited re- 
sources. The proper performance of an ICR may well consume sig- 
nificant staff time, but failing to timely perform the reviews 
could leave the unreviewed offices potentially susceptible to 
fraud, waste, and abuse. 

DOE managers providing input quarterly to the internal 
control review follow-up system are required to briefly explain 
any changes in scheduled ICRs. Thus, DOE officials reviewing the 
follow-up system reports should be sure that adequate explanations 
are provided when cancellations and changes are made. 

A problem that may surface during DOE's next round of 
vulnerability assessments is that DOE managers now know that any 
unit rated highly or moderately vulnerable is subject to an ICR, 
and thus may assign a low rating to their unit to avoid such a 
review. This could preclude DOE from identifying and correcting 
internal control weaknesses. DOE officials in the Offices of 
Compliance Programs and Financial Policy stated they are aware 
that this possibility exists, and they will carefully monitor the 
upcoming vulnerability assessment process with this in mind. 

DOE should periodically follow up 
on all internal control review- 
recommendations 

DOE'S internal control review follow-up system will track 
"significant" recommendations for corrective action made as a re- 
sult of a review. The system is not currently designed to track 
actions DOE considers less significant. Instead, the cognizant 
DOE manager is responsible for seeing that such recommendations 
are implemented, and the agency has no plans to further monitor 
the actions. DOE headquarters should periodically check on the 
status of these less significant recommendations, as part of its 
FMFIA oversight, to assure that DOE's various programs and offices 
are taking corrective action. 
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DOE developed a central internal control tracking system to 
report quarterly on the status of scheduled ICRs and help assure 
that significant recommendations are implemented. During our 
review, very little information had been loaded into the system 
because none of the ICRs had been completed. DOE officials had, 
however, entered data on scheduled start and completion dates for 
planned reviews. 

The internal control tracking system, as designed, will 
monitor information on scheduled ICRs and the status of recommen- 
dations to correct weaknesses. However, DOE plans to centrally 
monitor only those recommendations determined to be of agency-wide 
significance. DOE's Audit Liaison Staff will consult with appro- 
priate program officials who will determine which recommendations 
are significant and are to be formally monitored. Individual 
offices or program managers will be responsible for implementing 
lesser recommendations without central monitoring. One of the 
three field offices we examined has established its own local 
tracking system to monitor its local recommendations; the others 
have no plans to establish such a system. 

Since DOE does not plan to use its central tracking system to 
monitor lesser recommendations, we believe it is important, par- 
ticularly during the early stages of FMFIA implementation, for 
DOE's headquarters oversight responsibilities to include periodic 
checks on the status of all recommendations. This will give DOE 
headquarters added assurance that needed internal control im- 
provements are made. 

DOE officials informed us that the Compliance Programs Office 
will be responsible for checking the status of all ICR recommenda- 
tions during periodic compliance reviews at DOE offices. We be- 
lieve, however, that this process may not be sufficient to ensure 
that all recommendations are acted upon because these reviews will 
not occur at all DOE components every year. Officials also in- 
formed us that DOE is considering various modifications to the 
tracking procedures as necessary to strengthen the process. 

DOE should clarify its instructions 
to effectively assess and review 
rts ADP functions 

DOE'S consideration of ADP internal controls generally 
appears to be adequate. However, further clarification of its 
instructions for conducting vulnerability assessments and internal 
control reviews would enhance ADP coverage by ensuring that all 
ADP units are assessed and reviewers use correct procedures when 
evaluating ADP during an internal control review. 
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DOE did not formally designate which managers should assess 
all its program and administrative ADP activities. In the initial 
PMPIA segmenting process, ADP was identified as an administrative 
function. However, because large ADP functions in DOE also 
:;upport program activities, some ADP personnel and program mana- 
gers have been confused over who should have performed the assess- 
ments. As a result, some ADP systems were not reviewed. 

For example, at DOE's Lawrence Livermore National Laboratory, 
the ADP personnel conducted vulnerability assessments only on the 
administrative information systems' activities. They did not 
assess two major program-related computer centers. The program 
managers who had responsibility for assessing these programs, on 
the other hand, did not assess these computer center operations 
either. 

DOE has a policy that all ADP operations should be assessed 
by persons having ADP expertise, whether they work in the adminis- 
trative or program area. A more specific policy, possibly in the 
v\rlnerability assessment guidelines, is needed to require that 
people having ADP knowledge and expertise will (1) conduct assess- 
ments of administrative information systems activities and (2) 
assist program managers, as necessary, in assessing the vulnera- 
hilities of ADP aspects of their program activities. Such a pol- 
icy would eliminate the confusion as to who performs ADP 
assessments, and it should prevent incomplete coverage of computer 
operations in future vulnerability assessments. 

In addition, we observed a situation where staff used the 
wrong criteria to evaluate an ADP activity in an ICR. When con- 
ducting an ICR covering budget functions which included budget- 
related ADP activities, reviewers erroneously used batch-oriented 
criteria instead of the appropriate on-line criteria.6 This 
occurred because DOE's ICR instructions covering budget functions 
only discussed batch-oriented criteria for ADP. Correct instruc- 
tions, on the other hand, were available in the guidance dealing 
with ADP as an independent activity. DOE officials in the Finan- 
cial Policy Office have agreed to correct this problem by changing 
the instructions to refer reviewers of other activities to the ADP 
instruction section whenever an ADP activity is evaluated. These 
changes should be completed by June 1984. 

_------------- 

6Batch processing occurs when a number of transactions are 
collected and processed in the computer as a single unit. 
On-line processing occurs when the user has a computer terminal 
and may process transactions as they occur. 
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Conclusions 

In general, DOE has performed well this year to establish a 
system to identify and review its internal controls. However, we 
noted some areas where DOE can improve. vulnerability assessment 
guidelines need some clarification to determine how reviews of the 
completed assessments should be performed and who should do them, 
and more clearly define who should perform ADP assessments. Also, 
DOE managers need to fully understand how to perform an internal 
control review before they begin such a review. To make sure that 
timely internal control review improvements are made, decisions to 
delay or cancel scheduled reviews should be made carefully, and 
the status of recommendations that are not tracked centrally by 
DOE should be checked periodically. 

DOE has procedures in place to correct the deficiencies we 
have noted regarding conducting ICRs in accordance with DOE guide- 
lines and delays in performing ICRs. Continued attention is 
needed, however, to ensure that these problems do not persist. 

DOE has not yet completed evaluating its internal control 
systems and, as a result, additional material control weaknesses 
may still surface. As DOE progresses through the internal control 
evaluation process, the required annual statement should become 
more meaningful. 

Proposals, agency comments, 
and our evaluation - 

In a draft of this report, we proposed that the Secretary of 
Energy direct the Assistant Secretary for Management and Adminis- 
tration to 

--develop written procedures for reviewing the quality of the 
vulnerability assessments, 

--periodically follow up on the status of internal control 
review recommendations not currently tracked under DOE's 
tracking system to ensure that appropriate action has been 
taken by DOE components, and 

--formally designate which DOE managers should perform ADP 
vulnerability assessments. 

In commenting on a draft of this report (see app. III), DOE 
stated that, in general, our report provides recommendations that 
will enhance the effectiveness of its internal control program. 
Because of DOE's responsiveness to our specific proposals, we have 
not included any recommendations in this report. We plan to moni- 
tor DOE'S progress as part of our continuing review of federal 
agencies' FMFIA implementation. 
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Tn its comments, however, DOE disagreed with our observation 
in the draft report that the Secretary's assurance statement 
should be regarded as a tentative opinion to be verified when the 
~ystem's evaluation is complete, and with our conclusion that 
DOE’s responslbilities for conducting vulnerability assessments of 
ADP activities were not clear. DOE also provided some editorial 
comments. 

DOE stated that the internal control evaluation process is an 
ongoing process, and that it is possible to have reasonable assur- 
ance that FMFIA's requirements have been met by taking a "snap- 
!3hOt" of the internal control process and evaluations performed at 
a particular point in time. We agree that the internal control 
evaluation process is an ongoing one, and that the process is not 
designed to be "complete." However, since DOE is in the midst of 
its first series of ICRs, the annual assurance statement should 
kcome more meaningful in the future as more ICRs are completed 
and internal control weaknesses are corrected. We have revised 
the report to more clearly recognize that the internal control 
cvaluatlon process is an ongoing process. 

In responding to our conclusion that responsibilities for 
conducting vulnerability assessments of ADP activities were not 
clear, DOE explained its procedures for performing such assess- 
merits. DOE stated that ADP was categorized as an administrative 
function, and consequently, a vulnerability assessment was to be 
performed at each DOE component that had an ADP organization. In 
addition, managers of programs containing ADP operations were to 
consider the risks inherent in the ADP operations as part of the 
overall program vulnerability assessment. We agree that the in- 
tent of DOE'S procedures is to include both program-related and 
administrative ADP activities but still believe DOE needs to 
clarify its procedures to prevent a reoccurrence of the situation, 
as cited in our report, where program managers and ADP officials 
each assumed the other would perform a vulnerability assessment on 
program-related ADP activities. 

DOE CAN STRENGTHEN ITS ACCOUNTING 
SYSTEM COMPLIANCE EFFORTS 

DOE's report describing its accounting system compliance 
efforts, as contained in its December 30, 1983, assurance state- 
ment, represents a good faith effort to comply with section 4 of 
PMFIA, considering that OMB had not yet developed guidance for 
ctrmpl iance. DOE's efforts can be improved, however, by identi- 
fying the specific departmental accounting components that were 
evaluated and developing quality assurance procedures. In addi- 
tion, DOE's compliance efforts will have to be more extensive, 
including documenting and testing its accounting systems, to 
report with better assurance that its systems conform to the 
Comptroller General's principles and standards. 
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DOE should identify which .-- 
components were evaluated -----~ ----e-*--m 

Our review of accounting system compliance statements 
revealed inconsistencies in how the statements described which DOE 
components had been evaluated. Given the numerous components that 
are part of DOE’s total accounting system, DOE would have greater 
assurance that all components have been evaluated for conformance 
with the Comptroller General's principles and standards if the 
scope section of the compliance statements identified the compo- 
nents included in the evaluations. 

DOE employs a decentralized accounting system, with many com- 
ponents carrying out one or more accounting functions. For ex- 
ample, 74 DOE components-- including such activities as operations 
offices, integrated contractor-operated facilities, energy tech- 
nology centers, and power-marketing administrations--provide data 
to DOE's central financial information system. Within this 
accounting framework, DOE has 18 official accounting systems that 
together serve all these components. 

DOE's instructions for preparing accounting system compliance 
assurances require that each of these 18 official accounting sys- 
tems be evaluated. The instructions require that the scope of the 
accounting system evaluation be reported, but do not specify what 
the scope statement should say. Consequently, we found a wide 
variance in how the 18 accounting systems assurance statements 
addressed whether the activities at all DOE's components conformed 
with the Comptroller General's principles and standards. 

For example: 

--The Albuquerque Operations Office assurance letter did not 
include a scope statement. 

--The Chicago Operations Office assurance letter stated that 
accounting activities at each of its contractor-operated 
facilities had been considered, but did not mention DOE's 
Pittsburgh Energy Technology Center, for which Chicago pro- 
vided accounting service. 

--The Oak Ridge Operations Office assurance letter stated 
that various accounting functions had been considered, but 
did not specifically mention contractor-operated facili- 
ties, or the Morgantown Energy Technology Center, for which 
Oak Ridge has accounting responsibility. 

We found no evidence that any components were not evaluated, 
but specific identification of components evaluated in the scope 
statement would have provided DOE a basis for determining whether 
all components were evaluated. 

17 



APPENDIX I APPENDIX I 

Need for better review and --"".. -..- - --- _"-- 
quality~assurance -r--lr -- 1_--1 

The compliance assurances and supporting questionnaires DOE 
prepared for its 18 accounting systems did not always adhere to 
the instructions provided. While the Office of the Controller re- 
viewed the submissions, the Office did not establish written qual- 
ity assurancx guidance. Instances where instructions were not 
adhered to might have been corrected had the Office developed pro- 
cedures specifying formal review and quality assurance responsi- 
biLiti.es along with instructions on how to accomplish the review. 

The following are examples of cases we noted where 
instructions were not followed: 

--Four components did not include a statement describing the 
scope of their evaluations, as required by DOE instruc- 
tions. 

--One questionnaire was incomplete, leaving about 40 
questions unanswered. 

--One DOE component erroneously reported internal control 
deviations instead of accounting principles and standards 
deviations. 

Complicating the Office's quality assurance duties was the 
short time span--about 1 month --between receiving the submissions 
and completing the required consolidated report. The Office's 
consideration of the accuracy and completeness of the evaluations 
consisted of examining the accounting system compliance report in 
each assurance statement, and where appropriate, the attachment to 
the statement reporting deviations and corrective actions. How- 
ever, the Office was not able to extensively review and follow up, 
but officials informed us that additional follow-up activities 
would be accomplished in 1984. 

Future efforts will need -- -- to be more extensive 

In contrast to the FMFIA internal control requirements for 
which methodology for compliance had been furnished by OMB, OMB 
was neither required by the act nor did it provide guidance to 
executive agencies on the steps necessary to determine whether 
their accounting systems complied with the Comptroller General's 
principles and standards. Nonetheless, most agencies, including 
DOE, made an effort to determine their accounting system's compli- 
ance with these principles and standards. In most cases, these 
effort5 were much less intensive, formalized, and structured than 
those devoted to the internal control evaluations. Compliance 
determinations were generally based on the experience, knowledge, 
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and observations of accounting officials. While the professional 
judgment of these officials is indispensable in the compliance 
evaluation process, we believe that it is important to test trans- 
actions in order to assess how an accounting system is actually 
operating. DOE, as well as some other agencies, developed a ques- 
tionnaire based on the Comptroller General's principles and stand- 
ards to use as the basis for determining their respective systems' 
compliance. 

Such efforts, in our view, represent a good-faith effort 
to comply with FMFIA section 4 requirements. However, such 
approaches are far too limited to provide a sound basis for con- 
cluding whether accounting systems are operating properly and in 
accordance with the Comptroller General's principles and stand- 
ards. Our experience, and that of accounting firms in the private 
sector, has consistently shown that more comprehensive and 
detailed evaluations are necessary for this purpose. 

For future years' compliance with section 4, we believe it 
will be necessary, at a minimum, to (1) fully document accounting 
system design and control objectives and techniques and (2) test 
the system's operations, including control techniques, to deter- 
mine whether they are consistently operating as they should. 
Creating a tracking system, similar to the internal control track- 
ing system, might be useful for tracking the status of these ex- 
panded compliance evaluations. 

Accounting systems should be documented 

Basically, the purpose of system documentation is to provide 
a clear and comprehensive description of such things as a system's 
objectives, methods of operations, established procedures, equip- 
ment used, operating locations, control features, special charac- 
teristics, and end products, such as accounting reports and 
financial statements. The documentation itself consists of 
narrative descriptions such as flow charts, procedures manuals, 
schedules, and charts sufficiently detailed and logically orga- 
nized to provide a ready understanding of a system's design, oper- 
ations, and features. 

Such information is needed to design the testing procedures 
necessary to determine if a system operates properly. However, 
there are many other advantages to properly documenting systems. 
For example, good documentation 

--provides all employees with a consistent understanding of 
the system's established operating procedures and require- 
ments, 
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--facilitates familiarization and training for new employees, 

--provides for a permanent record of changes made to 
equipment and operating procedures, and 

--permits reviews by outside parties to be performed more 
quickly and lessens the need for employees to spend time 
explaining systems. 

DOE reported that its accounting systems were not adequately 
documented. However, DOE has already developed much of the infor- 
mation needed to complete the documentation of its accounting 
systems. Thus, DOE needs to complete the review of its existing 
information and complete the additional documentation needed. 
This is particularly true for DOE's Departmental Integrated 
Standardized Core Accounting System scheduled for implementation 
in 1984. 

Accounting,systems should be 
tested perlodicallx 

In our audit work at federal agencies, we have frequently 
noted accounting systems operating differently from the manner 
specified, in their design, and even differently from the manner 
that responsible officials believed them to be operating. 
Accordingly, we believe DOE's future FMFIA section 4 process 
should require the testing of system operations to assure they are 
functioning as intended, 

An effective testing program can show whether systems are 
operating consistently, effectively, and in accordance with estab- 
lished policies and procedures. To be economically feasible, the 
tests employed should be designed to focus on a system's key con- 
trols and features. For this reason, good system documentation 
greatly simplifies the process of designing tests because it 
clearly identifies the key features and operations. 

Conclusions 

DOE's strategy for evaluating accounting system compliance 
was appropriate for the first year but could be improved to better 
determine that all its components have been evaluated for con- 
formance with the Comptroller General's principles and standards, 

~ and that reports submitted are accurate and complete. 

More importantly, for its future years' work, DOE needs to 
fully document and test its accounting systems. The advantages of 
documenting and testing are widely recognized, and DOE should com- 
plete its documentation efforts as soon as possible. We recognize 
that the testing and documentation we are suggesting will ini- 
tially require more resources than were expended in the first 
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compliance reviews. However, once a system has been properly 
documented, relatively few resources should be required to keep 
the documentation current. Testing procedures can be carefully 
developed and applied on a selective basis to maximize the 
potential benefits from available resources. 

Proposals, agency comments, 
and our evaluation -- 

In a draft of this report, we proposed that the Secretary of 
Energy direct the Assistant Secretary for Management and Adminis- 
tration to 

--expand the accounting system evaluation instructions to 
require more specific scope sections in the compliance re- 
ports, particularly identifying those components that were 
considered in the overall eveluation of each accounting 
system; 

--develop specific revie"w procedures to better assure that 
accounting system compliance reports adhere to instructions 
provided; 

--complete documenting all operating accounting systems; and 

--incorporate testing requirements into DOE's accounting 
systems compliance evaluation procedures. 

DOE concurred with our proposals, stating that, in general, 
our report provided recommendations that will enhance the effec- 
tiveness of its internal control program. Because of DOE's re- 
sponsiveness to our specific proposals, we have not included any 
recommendations in this report. We plan to monitor DOE's progress 
as part of our continuing review of FMFIA's implementation. 
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SUMMARY OF INTERNAL CONTROL -- --_-- 

AND ACCOUNTING SYSTEMS' MATERIAL WEAKNESSES 

AS REPORTED BY THE DEPARTMENT OF ENERGY 

INTERNAL CONTROL MATERIAL WEAKNESSES 

--DOE needs to improve its project management functions at 
the Strategic Petroleum Reserve. DOE reported a major man- 
agement review and reorganization of the Reserve was com- 
pleted durinq 1983. Implementation of the recommendations 
of the management review team has begun and will continue 
in fiscal year 1984. 

--DOE needs to increase its efforts in the area of environ- 
mental protection, especially at its active and inactive 
hazardous waste sites. Even though DOE has a hiyh level of 
confidence that environmental protection measures currently 
in effect are adequately protecting the health and safety 
of the public, plans are underway to review and improve 
these areas. 

--DOE needs to increase independent audit coverage for its 
integrated contractor-operated facilities. DOE stated it 
has established a plan for the cyclical review of these 
operations. With the assistance of independent public 
accountants, all of its integrated contractor operations 
will have an independent audit during the next 2 years. 

-DOE needs to continue efforts to reduce vulnerabilities 
where it has responsibility for safeguarding nuclear 
weapons, special nuclear materials, classified informa- 
tion, and one-of-a-kind production facilities. DOE stated 
that each of the safeguards and security program elements 
is continuously examined, and system improvements are 
implemented to address specific vulnerabilities and enhance 
the overall effectiveness of its safeguards and security 
programs. Although DOE's safeauards and security programs 
have a number of technical weaknesses, DOE has identified 
them along with the vulnerabilities, risks, upgrades, cost 
estimates, and priorities for implementation in its 1983 
report, The Department of Energy's Eighth Annual Report on 
Domestic Safeguards. DOE stated that this classified 
report contains the information in detail, includinq plans 
for resolving the vulnerabilities. 

ACCOUNTING SYSTEMS' MATERIAL WEAKNESSES 

--DOE stated that, of 18 DOE accounting offices reporting on 
accounting systems, seven reported that they met all of the 
Comptroller General's principles and standards, and 11 re- 
ported that they met the Comptroller General's principles 
and standards with minor exceptions. 
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--DOE stated that its accounting systems are not adequately 
documented. Adequate measurement criteria have not been 
applied to system event cycles, processes, transactions, 
and results to determine the degree of compliance or non- 
c(-,rnpliance with the Comptroller General's principles and 
standards. 

--DOE stated that audit coverage has been unbalanced in that 
most emphasis has been placed on management procedures and 
deficiencies. By contrast, automated and manual input, 
process, and output controls inherent in operating the 
accounting systems were not adequately reviewed or audited. 
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rkIm~~~~t of lEnergy 
Washington, D.C. 20585 

APR 19 1984 
Mr. 3 e Dexter Peach 
Director, Resources, Community and 

Economic Development Division 
U.S. General Accounting Office 
Washington, DC 20548 

Dear Mr, Peach: 

The Department of Energy (DOE) appreciates the opportunity to review and 
comment on the GAO draft report entitled "First Year Implementation of the 
Federal Managers' Financial Integrity Act of 1982 in the Department of 
Energy." 

In general, the draft GAO report provides recommendations that will enhance 
the effectiveness of DOE's Internal Control Program. However, the Depart- 
ment's view differs with the GAO observation that the Secretary's annual 
assurance letter, which attested to having reasonable assurance that overall 
internal control objectives were met, was a tentative opinion to be verified 
\/hen the system's evaluation is complete. DOE's interpretation of OMB 
Guidelines is that evaluations of internal control are ongoing, and it is 
possible to have reasonable assurance that the requirements of the Act are 
met by taking a "snap shot" of the internal control process and evaluations 
performed as of a particular point in time. DOE understands that the level 
of confidence will be greater after the 115 scheduled internal control 
reviews have been completed and accounting systems have been completely 
documented and tested. However, notwithstanding this, DOE believes the fact 
that 398 vulnerability assessments have been completed, that virtually every 
program and administrative function at every operating contractor, field 
office, and Headquarters component were reviewed, coupled with the year-end 
process provides a reasonable basis for the Secretary's position in his 
letter of assurance. Additionally, the DOE Inspector General (IG) has 
conducted an independent review of the program and the year-end results and 
found it to be in compliance with OMB guidelines. The IG also recognized 
that the program is a multi-year effort. 

The draft GfiO report indicates that responsibilities for conducting 
vulnerability assessments for automated data processing (ADP) activities 
were not clear. The DOE internal control program requires the managers 
responsible for programs and administrative functions to perform assessments. 
ADF was categorized as an administrative function and consequently was to 
be reviewed at each DOE component that had an ADP organization. Additionally, 
programs that utilized ADP were to consider the risks inherent in their 
operations as a part of their evaluations of the "General Control Environ- 
mcnt . " 
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Editorial comments are provided as an enclosure for consideration in 
preparing the final report. 

Sincerely, 

Martha 0. Hesse 
Assistant Secretary 
Management and Administration 

Enclosure 
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iJf:t ter , 
1, ]r'(Il"J$ 2. .".-m- “Finally, the Department's instructions for conducting vulmera- 

bility assessments of automated data processing activities did not 
clearly designate who should perform the assessments, resulting in 
oxlissions from the assessment process." 

Comment -- DOE policy for performing vulnerability assessments advised 
that assessments should be assigned to individuals who operate the program 
or function. Based on the assumption that these individuals had the 
necessary qualifications and understanding of the area to perform a 
vulnerability assessment and assign a relative ranking, DOE did not 
specifically designate beyond this generic policy who should perform 
assessments for the other 67 assessable units in the Department. 

LJri?ttw, 
2.. page .?. "Develop specific review procedures to better assure that 

compliance evaluation submissions are complete and accurate.” 

Comment -- The type of evaluation needs clarification. It 4s suggested 
that the words "accounting systems" be inserted after the word "that." 
This correction should also be made in the discussion on page 2. 

"Your December 31, 1983, letter to the President and the Congress 
represented the Department's efforts to comply with the Act.” 

Comment -- The Secretary's letter was dated December 30, 1983. Page t5 
should also be corrected to reflect the correct date. 

rfitta, 
4. pcgc 1. “In particular, the letter recognized that the internal control 

and>?counting systems assurances were based on managers' consideration 
of material weaknesses evidenced by Inspector General and GAO 
reports. . . .' 

Comment -- DOE managers considered all weaknesses, not just material weak- 
nesses, in determining their assurances. 
the word "material" be deleted. 

Therefore, it is suggested that 

rfittcx r 
5. page 3, "These accounting compliance evaluations. . . ." 

Comment -- It is suggested that the word "systems" be added following the 
word "accounting" to clarify that the discussion pertains only to section 4 
requirements on accounting systems evaluations. 

J&4-,* 1, 
6. pqEl 3. "DOE's organizational structure consists of a headquarters 

of% and field offices. The field units include eight operations 
offices, contractor-operated laboratories, production facilities, and 
power marketing administrations. The eight operations offices provide 
the formal link between headquarters, the field laboratories, and the 
other operating facilities. In fiscal year 1983 the Department had 
about 17,000 full time employees, and spent about $12.9 billion." 

( SC%,, GAO note 1 on page 28.) 
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CoKilent -- In the interest of clarity it is suggested that this language 
be used, "DOE's organizational structure consists of a headquarters office 
d(iii 1 it'd offices. The field offices include eight operations offices 
which manage contractor-operated laboratories and production facilities; 
power marketing administrations; energy technology centers, naval 
petrolwm reserve offices; strategic petroleum reserve and naval reactor 
offices. In fiscal year 1983 the Department had about 17,000 
employees, and spent about $12.9 billion." 

$p- I, 
7. page ,6. "DOE required all its components maintaining accounting 

systems to include a statement in their internal control assurance 
letters declaring whether the component's system complied with GAO 
principles and standards. To help make these determinations, DOE 
developed a 40 page questionnaire. . . . DOE sent this questionnaire 
in August 1983 to all its headquarters and field components, with 
instructions to complete the questionnaire if they maintained an account- 
ing system." 

Comment -- The last sentence conveys the thought that DOE did not know 
the offices that operated accounting systems. This is not the case, 
rather, it reflected the DOE convention that a standard list of admini- 
strative functions be developed for the Department. In the update of 
the inventory of assessable units for 1984, the assessable unit inventory, 
including accounting systems will reflect only those assessable units 
applicable for each DOE component. 

API?- I, 
8. page 8. "However, DOE still has much to do to complete the internal 

control evaluation process and correct identified internal control 
weaknesses." 

Comment -- As stated in the basic letter, DOE does not agree with the GAO 
concept that the evaluation process is going to be completed at some specific 
future date. Rather the internal control concept as out1 ined in OMB 
guidelines is that the evaluation process is a continuous one. It is 
suggested that GAO clarify its language throughout the letter and the 
report where reference is made to "completing the internal control evalua- 
tions" and "tentative opinion" regarding the Secretary's assurance. 

APP- 1, 
9. page 10. "However, two other ICRs, conducted in the Strategic 

Petroleum Reserve Project Management Office and the Headquarters Procure- 
ment Operations Office, had significant shortcomings in that they did 
not sufficiently evaluate existing internal controls. We found that 
the individuals conducting the reviews in these cases did not fully 
understand how to conduct a proper ICR." 

Comment -- While it is correct that the internal control review at the 
Strategic Petroleum Reserve Project Office and the Headquarters Procurement 
Office did not adhere to the Internal Control Guidelines, it is worthy to 
note that these reviews were started either before or soon after issuance 
of the Internal Control Review Guidelines. As a result of this experience, 
the Procurement Directorate is developing a guide for the DOE Procurement 
community on how to establish control objectives, identify risks and ewalu- 
ate control techniques. This guide is scheduled for issuance in mid- 
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June. The Strategic Petroleum Reserve office internal control reviews are 
now subjected to a qualfty assurance check by audi t-qualiffed Oak Ridc~e 
ptdr zOlirle1 * These actions should preclude similar incidents from occurrk'n~!~ 
in the future. 

API). 1:, 
12. pig" 13. "The internal control tracking system as designed, . . . l 

However, DOE plans to centrally monitor only those recommendations 
determined to be of agency-wide significance. DOE's Audit Liaison 
Staff will consult with appropriate program officials to determine 
which recommendations are signifjcant and will be centrally monitored." 

Comment -- Program officials will make the determfnations on what toe track 
and advise the Audit Liaison Staff. Accordingly, it is requested that the 
word "to" in the last sentence be deleted and replaced with the words "who 
will.'" 

11. 

Deleted 
(See GAO note 2.) 

1.2 . 

a?P* 11 
13. pge 18. '. l . the Office's consideration of the accuracy and completeness 

of the evaluation consisted of examining the accounting system statement 
in the internal control assurance letters, and where furnished, the attach- 
ment to the letter reporting deviations and corrective actions." 

Comment -- The paragraph as written gives the appearance that some deviations 
and corrective actions were omitted. This is not the case. Therefore, it 
is suggested that the words "where appropriate" be used for accuracy. 

GAO note 1: Page references in this appendix have been 
changed to correspond to page numbers in this 
final report. 

GAO note 2; The deleted comments relate to matters which were 
discussed in the draft report but omitted from 
this final report. 

(006108) 
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