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Information on Government Accountability Office Covered Computer Systems
Pursuant to the Cybersecurity Act of 2015

The Cybersecurity Act of 2015 requires Inspectors General to report on federal computer
systems that are national security systems or that provide access to personally identifiable
information.2 This report satisfies the requirement for the Government Accountability Office
(GAO). Because GAO has no national security systems, our report is specific to its computer
systems that provide access to personally identifiable information (PII).

Our objective was to collect specific information on GAQ’s information security policies and
practices governing systems that provide access to Pll and to assess whether logical access
policies and practices over these systems are appropriate and were being followed. We did
not independently validate the information that GAO provided for this report, except to
determine that appropriate logical access standards and guidance were being followed, as
required.

To assess whether GAO’s information security policies and practices are appropriate and
were being followed, we analyzed GAQO’s access policies and practices and compared them
to applicable guidance?® from the Office of Management and Budget (OMB) and National

'Consolidated Appropriations Act of 2016, Pub. L. 114-113, Div. N (Dec. 18, 2015) (Cybersecurity Act of 2015).

The Act requires this report to be submitted to the appropriate committees of jurisdiction in the Senate and the
House of Representatives no later than 240 days after the enactment of the Act.
30OMB, Memorandum for the Heads of Executive Departments and Agencies: Continued Implementation of

Homeland Security Presidential Directive (HSPD) 12—Policy for a Common Identification Standard for Federal
Employees and Contractors, M-11-11 (Washington, D.C.: Feb. 3, 2011)
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Institute of Standards and Technology (NIST) standards* related to identity and access
management. We also reviewed log-ins and performed other steps to verify that systems
identified in GAQO’s systems inventory at the time of our audit were in compliance with GAO’s
logical access policies and practices, as appropriate. In addition, we reviewed prior reports
on GAOQO'’s information security issued by our office and GAO’s financial statement auditors
and considered the status of any open recommendations from those reports that were
relevant to logical access. We also interviewed GAO personnel responsible for operating
and overseeing covered systems. We obtained oral comments from GAO regarding our
assessment of its compliance with logical access standards, which we incorporated, as
appropriate.

This report covers the results of our assessment of logical access controls and GAQO’s
responses to our information requests.

We conducted this performance audit from April 2016 to August 2016 in accordance with
generally accepted government auditing standards. Those standards require that we plan
and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based on
our audit objectives.

A. A description of the logical access policies and practices used by the covered
agency to access a covered system, including whether appropriate standards
were followed.

GAO Response: The GAO Infrastructure, GAQO’s primary general support system, is the
backbone upon which GAQO’s systems and applications maintaining personally identifiable
information (PII) rely. Specifically, these systems rely on the safeguards in place for logical
access and multi-factor authentication. Furthermore, they rely on the various inventory,
licensing, monitoring, and defense-in-depth security services provided by the GAO
Infrastructure.

GAO systems that provide access to Pll can be described as those systems that support
GAO’s human capital, financial, and engagement management efforts. Examples of
systems supporting such efforts would be the performance management, time and
attendance, and bid protest management, respectively.

From a logical access perspective, GAO has established a standard for multi-factor
authentication, using an RSA token.

Users are first required to authenticate to GAO-issued workstations using two-factor
authentication, then they will have access to the GAO infrastructure. Systems require the
use of the RSA token for users to access the systems. Once the end users have
authenticated, users are provided access to information based upon their roles to systems
that provide access to PII.

4NIST, Security and Privacy Controls for Federal Information Systems and Organizations, SP 800-53, Revision 4
(Gaithersburg, Md.: April 2013) and NIST, Assessing Security and Privacy Controls in Federal Information
Systems and Organizations: Building Effective Assessment Plans, SP 800-53A, Revision 4 (Gaithersburg, Md.:
Dec. 2014).
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OIG Comment: GAO’s logical access policies and practices established at the time of our
review are appropriate and were being followed. For this audit, we reviewed the log-in
screens and analyzed network access controls and file permissions for individual systems
GAO identified as collecting, storing, or maintaining personally identifiable information. We
found that all the systems reviewed used multi-factor authentication, as well as additional
controls, to control access.

We also evaluated GAO’s Network Account Management Policy and Procedures using NIST
standards and guidance.® Specifically, we identified key areas related to access controls
that should be documented within an agency’s policy and procedures, including: purpose,
scope, roles, responsibilities, management commitment, coordination among organizational
entities, and compliance. We then analyzed GAQO’s policy and procedures and concluded
that GAO had adequately addressed these key areas in its policies and procedures.

Finally, we reviewed recent information security assessment reports, including our own and
those of other auditors, and obtained the status of recommendations or issues identified
regarding access controls. For example, we reviewed GAQO’s information security program in
voluntary compliance with Federal Information Security Management Act (FISMA)
requirements every year except 2013. As stated in our March 2016 report,® GAO uses multi-
factor authentication for controlling workstation and network access, as well as access to
several applications. This multi-factor authentication consists of a password; a random
sequence of log-in numbers generated by a security access token provided to each user;
and a personal identification number that is uniquely tied to the token. GAO also has a
policy to encrypt sensitive data in electronic mail attachments.

GAO'’s financial statement audits identified two contractor network accounts in fiscal year
2011 and four contractor network accounts in 2012 that were not deleted in accordance with
GAO separation procedures. In fiscal year 2014, as a follow-up to its prior findings, GAO’s
financial statement auditor recommended that GAO management finalize and implement
policy (currently draft GAO Order 2300.3, “Exit Clearance Procedures for Personnel
Separating from GAQ”) and supporting procedures for incoming and outgoing federal
employees and contractors related to logical and physical access, property accountability,
training, and other administrative matters.” As of August 1, 2016, GAO had not yet finalized
and implemented its policy to address the recommendation.

SNIST, Security and Privacy Controls for Federal Information Systems and Organizations, SP 800-53, Revision 4
(Gaithersburg, Md.: April 2013) and NIST, Assessing Security and Privacy Controls in Federal Information
Systems and Organizations: Building Effective Assessment Plans, SP 800-53A, Revision 4 (Gaithersburg, Md.:
Dec. 2014).

801G, Information Security: Review of GAO’s Program and Practices for Fiscal Years 2014 and 2015, OIG-16-2
(Washington, D.C.: Mar. 28, 2016).

"CliftonLarsonAllen LLP, Management Letter to the Comptroller General of the United States

(Calverton, Md.: Nov. 14, 2014).
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B. A description and list of the logical access controls and multi-factor
authentication used by the covered agency to govern access to covered
systems by privileged users.

GAO Response: All access to the GAO network and endpoint workstations is governed by
GAOQO’s multi-factor authentication practices.

GAO is in the process of implementing a Privileged Account Manager to provide more
effective security around the use of these account types which will require two-factor
authentication to access their privileged account password.

To mitigate the transition to a Privileged Account Manager, GAO has ensured that such
privileged users have established a strong password that is required to be protected by
having their password refreshed routinely.

OIG Comment: We did not independently analyze or validate the data provided for this
section of the report.

C. If the covered agency does not use logical access controls or multi-factor
authentication to access a covered system, a description of the reasons for
not using such logical access controls or multi-factor authentication.

GAOQO Response: As previously noted, however, all access to the GAO network and
endpoint workstations is governed by GAQO’s multi-factor authentication practices.

GAO is in the process of implementing a Privileged Account Manager to provide more
effective security around the use of these account types which will require two-factor
authentication to access their privileged account password.

To mitigate the transition to a Privileged Account Manager, GAO has ensured that such
privileged users have established a strong password that is required to be protected by
having their password refreshed routinely.

OIG Comment: We did not independently analyze or validate the data provided for this
section of the report.
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D. A description of the following information security management practices
used by the covered agency regarding covered systems:

(i) The policies and procedures followed to conduct inventories of the
software present on the covered systems of the covered agency and the
licenses associated with such software.

(ii) What capabilities the covered agency utilizes to monitor and detect
exfiltration and other threats, including—

(I) data loss prevention capabilities;
(Il) forensics and visibility capabilities; or
(1) digital rights management capabilities.

(iii) A description of how the covered agency is using the capabilities
described in clause (ii).

(iv) If the covered agency is not utilizing capabilities described in clause (ii),
a description of the reasons for not utilizing such capabilities.

GAO Response: Commercial software products present within the GAO Infrastructure are
managed and tracked by budget and acquisitions management staff to ensure that software
updates and licenses for the products are tracked and maintained. Furthermore, the addition
of technology within the environment is governed by the GAO’s Change Advisory Board or
by the Chief Information Officer as part of the budget approval and project management
processes.

GAO has implemented defense-in-depth IT security controls at the GAO Infrastructure’s
perimeter, the network, and on the users’ desktops to detect malicious behavior and
activities.

GAO has implemented several security tools as no “one” security tool provides complete
coverage to prevent and detect data loss. Specifically, these tools have the capability to
block detected malicious activity, detect malicious activity on the network or on endpoint
devices, including servers, providing an early warning and quarantine capability. Once
detected, these tools provide a plethora of capabilities to analyze the malicious content and
determine effective remediation efforts.

GAO has started the implementation of a data loss technology to help determine the breadth
of information, specifically, Pll that resides across the agency within and outside of specific
information systems.

OIG Comment: We did not independently analyze or validate the data provided for this
section of the report.
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E. A description of the policies and procedures of the covered agency with
respect to ensuring that entities, including contractors, that provide services
to the covered agency are implementing the information security management
practices described in subparagraph (D).

GAO Response: GAQO’s standard staff and contractor onboarding process for network
access reinforces the information security management practices outlined in subparagraph
D. Furthermore, each contractor has agreed to follow GAQO’s information security
management practices and IT governance practices for Change Management.

OIG Comment: We did not independently analyze or validate the data provided for this
section of the report.

Thank you for the opportunity to contribute to your efforts to improve federal network and
information system security. If you need additional information or would like to discuss our
responses, please contact me at (202) 512-5748 or trzeciaka@gao.gov.

d9-R ’5

Adam R. Trzeciak
Inspector General
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Reporting Fraud To report fraud and other serious problems, abuses, and

T deficiencies relating to GAO programs and operations, do one of
Waste, and Abuse in e following. (You may do so anonymously.)
GAO’s Internal

0O ti e Call toll-free (866) 680-7963 to speak with a hotline specialist,
perations available 24 hours a day, 7 days a week.

e Online at: https://OlG.alertline.com.

Obtaining Copies of To obtain copies of OIG reports and testimony, go to GAO'’s

website: www.gao.gov/about/workforce/ig.html or call (202) 512-
OIG Reports and 5748

Testimony


https://oig.alertline.com/�
http://www.gao.gov/about/workforce/ig.html�

Ol G

Office of Inspector General
U.S. Government Accountability Office





<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





