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Dear Mr. Cha irman: 

In response to your request, we rev iewed the export contro l jur isd ict ion dec is i ons the 
Departments of State and Defense made regard ing certa in mi l itar i ly sens it i ve items. 

Th is report recommends a reexaminat ion of the dec is i ons in v i ew of other key d ifferences 
between the two export contro l reg imes that we ident if ied and a reso lut ion of a jur isd ict iona l 
d ispute over jet eng i ne hot sect ion techno logy. 

As arranged with your off ice, we p lan no further d istr ibut ion of th is report unt i l 30 days from its 
i ssue date. At that t ime, we wi l l send cop i es of th is report to the Cha irmen, House Committee 
on Fore ign Affa irs, Senate Committee on Fore ign Re lat ions, House and Senate Committees on 
Appropr iat ions, House Committee on Government Operat ions, and House and Senate 
Committees on Armed Serv ices; the Secretar ies of Defense, State, and Commerce; and other 
interested part ies. 

P lease contact me at (202) 512428 if you or your staff have any quest ions concern ing th is 
report. Ma jor contr ibutors to th is report are l i sted in append i x VI. 

Sincere ly yours, 

Joseph E. Ke l l ey 
Director- in-Charge, Internat iona l 
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‘i Execut ive Summary 

Purpose With the open i n g u p  of the former Sov i et B loc, U.S. exporters are press i ng 
to l i bera l i ze U.S. export contro l s to e n h a n c e  the ir export compet i t i veness. 
In November 1990, the Pres i dent ordered the remova l  of dua l -use i tems by 
June 1, 1991, from the U.S. Mun i t i ons L ist (USML) a n d  its l i cens i ng contro ls, 
un l e ss s ign i f i cant nat i ona l  secur i ty i nterests wou l d  b e  j eopard i zed. 
Concerned that nat i ona l  secur i ty i nterests may  not b e  adequate l y  
cons i dered whe n  we i g h ed aga i nst the commerc i a l  a n d  econom i c  benef i ts 
of l i bera l i zed export contro ls, the Cha i rman, Senate Comm ittee o n  
Governmenta l  Affa irs, asked GAO to exam i n e (1) i tems be i n g cons i dered 
for remova l  from the USML a n d  (2) the extent to wh i c h nat i ona l  secur i ty 
i nterests were be i n g cons i dered a n d  protected in the dec i s i on process. GAO 
focused its rev i ew on proposa l s to remove i tems an d  techno l og i es d e emed  
sens i t i ve for nat i ona l  secur i ty reasons. 

Background The U.S. export contro l  system is d i v i ded into two reg imes, o n e  for 
mun i t i ons i tems under the Arms Export Contro l  Act a n d  o n e  for dua l -use 
i tems ( items w ith both c iv i l a n d  mi l i tary uses) under the Export 
Admin i strat i on Act. The Department of State contro l s mun i t i ons i tems 
through its Center for Defense Trade Contro l s a n d  estab l i shes, w ith the 
Department of Defense’s concurrence, the USML. The Department of 
Commerce contro l s dua l -use i tems an d  estab l i s hes the Commerce Contro l  
L ist (CCL). The CCL cons i sts of dua l -use i tems contro l l ed by the 
Coord i nat i ng Comm ittee for Mu lt i l atera l Export Contro l s (COCOM) a n d  
those i tems contro l l ed for U.S. fore i gn po l i cy reasons. The fundamenta l  
d i fference between the two reg imes is that mun i t i ons contro l s are 
genera l l y more restr ict ive than Commerce’s dua l -use contro ls. 

Over t ime, the two l ists b e g a n  to over l ap. Pursuant to the Pres i dent’s 
November 1 9 9 0  order, State l ed a n  i nteragency rev i ew to determ ine wh i c h 
over l app i ng i tems cou l d b e  removed from the USML a n d  transferred to 
Commerce’s jur isd ict ion. Th i s rev i ew be c ame k n own as the rat iona l i zat i on 
exerc i se. 

Resu l ts in Br ief rat iona l i zat i on exerc i se, a n d  State a n d  Defense ident if i ed over two dozen 
commod i t i e s to b e  transferred to Commerce’s jur isd ict ion. However, 
desp i te s ign i f i cant nat i ona l  secur i ty concerns, State a n d  Defense a l so 
agreed to transfer certa i n sens i t i ve i tems such as techn i ca l  data for 
nonm i l i tary inert ia l nav i gat i on systems (INS), a n d  nonm i l i tary image 
intens if i ers to Commerce’s jur isd ict ion as a  resu lt of a  comprom i se. The 
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Execut ive Summary 

comprom i s e requ i res Commerce to p l ace add i t i ona l  contro l s on these 
i tems because Commerce’s ex i st i ng contro l s were not as str ingent as 
State’s, GAO found no ev i d ence that the comprom i s e took into 
cons i derat i on key d i fferences GAO i dent if i ed between the two export 
contro l reg imes. 

Defense and State wanted to reta in these i tems on the USML because the 
Un i ted States l eads the wor l d in product i on and/or performance 
capab i l i t i es of these i tems. Th i s techno l og i ca l  l ead trans l ates into a 
combat and performance advantage for U.S. mi l i tary forces, and, 
therefore, these techno l og i es need to be protected. Moreover, State and 
Defense are concerned about the pro l i ferat ion of these mi l i tar i l y sens i t i ve 
i tems and manufactur i ng techno l og i es. 

State has a l so proposed to transfer another sens i t i ve i tem, hot sect i on 
techno l og i es for commerc i a l  jet eng i nes, to Commerce’s jur isd ict ion. Hot 
sect i on refers to areas of an eng i ne that are exposed to hot combust i o n 
gases. Because many  of the techno l og i es and manufactur i ng processes, 
such as coo l i n g techn i ques and coat i ngs, for both commerc i a l  a nd mi l i tary 
eng i ne hot sect i ons are bas i ca l l y the same, Defense opposed the transfer 
on nat i ona l  secur i ty grounds. However, Commerce is a l ready exerc i s i ng 
jur i sd i ct i on over hot sect i on techno l og i es for certa in commerc i a l  eng i nes. 
A lthough Defense has requested that State assert its jur isd ict ion, State has 
not acted on the request, Wh i l e  the agenc i e s debate the i ssue, compan i e s  
are obta i n i ng l i c enses from Commerce to export hot sect i on techno l ogy 
for commerc i a l  eng i nes. 

Defense argued to reta in hot sect i on techno l og i es on the USML because the 
Un ited States has a l ead over the rest of the wor l d and th is l ead is v ita l to 
U.S. nat i ona l  secur i ty interests. GAO agrees w ith that rat iona le, but be l i e ves 
Defense’s current po l i cy to contro l a l l  hot sect i on techno l og i es on the USML A 
i s too broad and the po l i cy has caused manufacturers to obta i n l i c enses 
from Commerce. 

Princ ipa l F i nd i ngs 

Sen$ it i ve Items Transferred State and Defense agreed to transfer to Commerce’s jur isd i ct i on over two 
as a Comprom ise dozen commod i t i e s, such as certa in Coast Guard vesse l s  and exp l os i ves. 

However, State and Defense a l so ident if i ed severa l  i t ems that they 
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determ ined shou l d be reta i ned on the USML for nat i ona l  secur i ty reasons. 
For examp l e, the techn i ca l  data for nonm i l i tary INS is the same as for 
mi l i tary INS and is part icu lar ly sens i t i ve because it enab l e s the l i c ensee to 
manufacture a l l  or part of the i tem. Commerce argued that as dua l -use 
i tems they be l o nged on the CCL and that Defense and State had to prove 
why the transfer to the CCL wou l d j eopard i ze U.S. nat i ona l  secur i ty 
interests. 

To break th is impasse, State comprom i s ed by agree i ng to transfer 
nonm i l i tary INS techn i ca l  data and nonm i l i tary image intens if i ers and 
re lated techn i ca l  data to Commerce if Commerce wou l d  impose a n ew 
fore ign po l i cy contro l to a l l ay Defense’s concerns. In March 1992, the three 
agenc i e s s i gned a memoran d um of understand i ng deta i l i ng cond i t i ons for 
the transfers; a key cond i t i on a l l ows State and Defense to rev i ew and 
recommend den i a l  of l i c ense app l i cat i ons assoc i ated w ith these i tems. 

GAO'S ana l ys i s i nd i cates that wh i l e the memoran d um of understand i ng 
addressed s ome of the d i fferences between the two export contro l 
reg imes, GAO found no ev i d ence that the comprom i s e took into 
cons i derat i on other key d i fferences it ident if i ed. F irst, under the Arms 
Export Contro l  Act, State can revoke or suspend l i c enses it i s sued at any 
t ime for any reason. There is no comparab l e  prov i s i on in the Export 
Admin i strat i on Act and Commerce’s regu l at i ons do not c lear l y prov i de 
that it can revoke or suspend l i c enses at any t ime for any reason. Second, 
under the Export Admin i strat i on Act, Commerce cannot impose a n ew 
fore ign po l i cy contro l to curta i l  or proh ib i t exports under ex i st i ng 
contracts or l i censes, un l ess the Pres i dent cert if i es to the Congress that 
there is a breach of peace that threatens the strateg ic interest of the 
Un i ted States. There is no comparab l e  “contract or l i c ense sanct i ty” 
prov i s i on in the Arms Export Contro l  Act constra i n i ng State’s author ity. 
Th ird, when i tems are under State’s contro l, Commerce does not a 

part ic i pate in l i cens i ng dec i s i o ns for these i tems; when i tems are under 
Commerce’s contro l, Commerce can esca l ate i nteragency d i sagreements 
to h i gher l eve l s to seek potent ia l  reversa l s of State and/or Defense’s 
adverse recommendat i o ns. 

Incons istent Treatment of 
Jet Eng i ne Hot Sect ion 
Tbchno l ogy L icens ing 

Jur i sd i ct i on over hot sect i on techno l og i es for commerc i a l  jet eng i n es has 
been a l ong-stand i ng prob l em in that both State and Commerce c l a im to 
have jur isd ict ion. State c l a ims that it has jur isd i ct i on over hot sect i on 
techno l og i es for both mi l i tary and commerc i a l  eng i nes. Commerce, 
however, c l a ims that hot sect i on techno l og i es for commerc i a l  eng i n es are 
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under its jur isd ict ion. Furthermore, wh i l e State, in accordance w ith 
Defense’s po l i cy, has genera l l y den i ed l i c enses for exports re lated to hot 
sect i on techno l og i es, Commerce has approved such l i c enses to COCOM 
members and other fr iend ly countr i es, Under ex i st i ng contro ls, Commerce 
does not have suff ic i ent bas i s to deny these l i c enses to COCOM and other 
fr iend ly countr i es un l e ss it has reason to be l i e ve that the techno l ogy 
wou l d  be d i verted to a proscr i bed country such as Ch ina, other commun i s t 
countr i es, and most of the former East B l oc countr i es. Defense recogn i zed 
th is prob l em and, in 1988, asked State to assert jur isd i ct i on to protect U.S. 
nat i ona l  secur i ty interests. State, however, has not acted on Defense’s 
request. 

More recent ly, State has cons i dered transferr ing jur isd i ct i on to Commerce 
if Commerce wou l d  impose a g l oba l  type fore ign po l i cy contro l, but 
Defense argued that, for nat i ona l  secur i ty reasons, jur isd i ct i on shou l d 
rema i n w ith State. State countered that Defense’s argument was more to 
protect the U.S. industr ia l  base. Defense then responded that its pr imary 
reason for reta in i ng hot sect i on techno l og i es on the USML was to ma i nta i n 
an a ir combat advantage for U.S. forces over potent ia l  adversar i es. Wh i l e  
the debate cont i nues, compan i e s  are obta i n i ng l i c enses from Commerce. 
GAO found that a c ompany whose app l i cat i ons were den i ed by State 
subsequent l y obta i ned l i c enses from Commerce for the export of the s ame 
techno l og i es to the s ame dest i nat i ons. 

Current ly, for eng i n es under State’s jur isd ict ion, State contro l s a l l  
techno l og i es assoc i ated w ith the des i gn, manufacture, product i on, 
deve l opment, repa ir, and overhau l  of eng i ne hot sect i ons. One ma j or 
eng i ne manufacturer perce i ves these contro l s as a b l anket embargo of hot 
sect i on techno l og i es. The c ompany to ld us that, wh i l e it understands the 
need to restr ict transfers of certa in techno l og i es even to U.S. a l l i es, the 
restr ict ion shou l d app l y to on l y a spec i f i c l i st of techno l og i es in wh i ch the 
Un ited States ma i nta i ns a l ead. An Air Force eng i ne expert be l i e ves that 
the Un i ted States can construct such a l ist. Add it i ona l l y, the Un i ted States 
rout ine l y l i sts spec i f i c eng i ne manufactur i ng processes and know-how to 
be restr icted from d i sc l osure to fore ign partners in i nd i v i dua l  m i l i tary 
codeve l o pment and coproduct i on programs on a case-by-case bas i s. 

a  

Ret i ommendat i ons Because of the mi l i tar i l y sens i t i ve nature of the i tems i nvo l ved, GAO 
recommends that the Secretary of Defense d irect the Defense Techno l o gy 
Secur i ty Agency and the Secretary of State d irect the Center for Defense 
Trade Contro l s to take the fo l l ow ing act i ons: 
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l In v i ew of the key d i fferences between the two export contro l reg imes and 
other concerns ident if i ed by GAO, j o i nt ly exam i n e the nat i ona l  secur i ty 
imp l i cat i ons of transferr ing to Commerce’s jur isd i ct i on the fo l l ow ing 
i tems: nonm i l i tary INS techn i ca l  data, nonm i l i tary foca l  p l ane arrays and 
second-generat i on and above image intens if i cat i on tubes, commerc i a l  
s ystems conta i n i ng such components, and re lated techn i ca l  data. 

. If the r i sks to nat i ona l  secur i ty i nterests are determ ined to be s ign if i cant, 
reta in the i tem or i tems on the USML. 

To ensure appropr i ate and adequate contro l over on l y those hot sect i on 
techno l og i es that Defense cons i ders sens i t i ve and cr it ica l to U.S. nat i ona l  
secur ity, GAO recommends that the Secretary of State d irect the Center for 
Defense Trade Contro l s to 

. ident ify, w ith the ass i stance of Defense and other agenc i e s as appropr iate, 
spec i f i c hot sect i on techno l og i es in wh i ch the Un i ted States l eads the 
wor l d and wh i ch are mi l i tar i l y cr it ica l a nd assert jur isd i ct i on over those 
techno l og i es and 

. transfer jur isd i ct i on over a l l  other hot sect i on techno l og i es for commerc i a l  
eng i n es to Commerce. 

Agency Comments GAO obta i ned wr itten c omments on a draft of th is report from the 
Departments of Defense, State, and Commerce (see apps. III, IV, and V). 
Defense genera l l y agreed w ith the i nformat ion and recommendat i o ns in 
the report. However, Commerce and State d i sagreed w ith GAO'S 
recommendat i o n to reexam i ne the transfer of the sens i t i ve i tems to 
Commerce’s jur isd i ct i on in v i ew of the r i sks GAO i dent if i ed. Commerce 
commented that the transfers were not made  as a comprom i s e but rather 
after a l l  agenc i e s had thorough l y stud i ed the r i sks and accepted the 
proposed fore ign po l i cy contro l s st i pu l ated in the memoran d um of 
understand i ng. State presented s im i l ar arguments. However, GAO'S 
ev i d ence shows that the transfers were made  as a comprom i se. In fact, 
State in it ia l l y drafted a Federa l  Reg i ster not i ce to reta in the i tems on the 
USML because of s ign i f i cant nat i ona l  secur i ty concerns. It was on l y after 
Commerce refused to c l ear the draft not i ce that a comprom i s e was 
deve l o ped by State to transfer the i tems with n ew fore ign po l i cy contro l s 
i n order to move  the rat iona l i zat i on process forward, Furthermore, there 
was no ev i d ence that the agenc i e s had cons i dered the other key 
d i fferences and concerns that GAO i dent if i ed. 
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Defense agreed w ith GAO'S recommendat i o n to d i v i de contro l over hot 
sect i on techno l og i es between Commerce and State, but Commerce argued 
that the d i v i s i on wi l l  on l y serve to aggravate exporters, w ith no secur i ty 
benef it. As stated in the report, hot sect i on techno l og i es are contro l l ed to 
ma i nta i n an a ir combat advantage for U.S. forces over potent ia l  
adversar i es. GAO be l i e ves that ma i nta i n i ng an a ir combat advantage is a 
s ign i f i cant secur i ty benef it and that the recommendat i o n wou l d  resu lt i n 
more focused contro l over the most cr it ica l techno l og i es to U.S. secur i ty 
interests. Th i s recommendat i o n shou l d a l so he l p c lar ify U.S. l i cens i ng 
po l i c i es for U.S. exporters. 
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Chapter 1 

Introduct ion 

The Un ited States ma inta i ns export contro ls pr imar i l y for nat iona l secur ity 
and fore ign po l i cy reasons under two laws, The Arms Export Contro l  Act 
contro ls mun i t i ons i tems and the Export Admin i strat i on Act contro ls 
dua l -use i tems ( items with both mi l i tary and c iv i l i an uses). The contro ls 
p l aced on mun i t i ons i tems are genera l l y more restr ict ive than those p l aced 
on dua l -use items. Furthermore, the Un ited States is a member of the 
Coord i nat i ng Committee for Mu lt i l atera l Export Contro l s (COCOM), wh ich 
ca l l s for member nat i ons to assert contro l over mun it i ons, dua l -use items, 
and nuc l ear i tems as agreed to by a l l members. Where US. contro ls are 
more str ingent than COCOM contro ls, U.S. exporters fee l at a compet it i ve 
d i sadvantage. To rect ify th is s ituat ion, in November 1990 the Pres i dent 
ordered that by June 1,1991, the Un ited States remove from the US. 
Mun it i ons L ist (USML) a l l i tems conta i ned on the COCOM dua l -use l ist, 
known as the Industr ia l L ist (IL), un l ess s ign if icant U.S. nat iona l secur ity 
interests wou l d be j eopard i zed. Pursuant to th is d irect ive, the Department 
of State led an i nteragency rev i ew to ident ify i tems that were on both l ists 
and that cou l d be cons i dered for remova l  from the USML. Th i s rev i ew and 
dec i s i on-mak i ng process became known as the rat iona l i zat ion exerc ise. 

Department, under the author ity of the Arms Export Contro l  Act, contro ls 
mun i t i ons i tems and estab l i shes, with the concurrence of the Department 
of Defense, the USML. The Department of Commerce, under the author ity of 
the Export Admin i strat i on Act, contro ls dua l -use items, such as 
commun i cat i ons equ i pment and certa in chem ica l s, and estab l i shes a 
Commerce Contro l  L ist (CCL). If an exporter is unsure wh i ch agency has 
jur isd ict ion over a part icu lar item, it can ask the State Department to make 
a commod i ty jur isd ict ion determinat i on. 

The purpose for contro l l i ng mun i t i ons i tems as stated in the Arms Export ’ 
Contro l  Act is to further wor l d peace and the secur ity and fore ign po l i cy of 
the Un ited States. In compar i son, the Export Admin i strat i on Act states as 
its purpose: 

It is the po l icy of the Un ited States to use export contro ls on ly after ful l cons iderat ion of 
the impact on the economy of the Un ited States and on ly to the extent necessary- (A) to 
restr ict the export of goods and techno logy wh ich wou ld make a s ign if icant contr ibut ion to 
the mi l itary potent ia l of any other country or comb inat ion of countr ies wh ich wou ld prove 

‘T h e  Nuc l ear Nonpro l i ferat i on Act of 1 9 7 8  is another export contro l  reg ime. It contro l s products a n d  
techno l og i es to many Th i rd Wor l d  countr i es that wou l d  prov i de those countr i es w ith the capab i l i ty to 
produce nuc l ear weapons. 
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detr imenta l to the nat iona l secur i ty of the Un ited States; (B) to restr ict the export of goods 
and techno l ogy where necessary to further s ign if icant ly the fore ign po l i cy of the Un ited 
States or to fulf i l l its dec l ared i nternat iona l ob l i gat ions... 

Some State a n d  Defen s e  off ic i a l s e x p r e s s e d  c o n c e r n s  about transferr i ng 
sens i t i v e i t ems to Commer c e ’s  j ur i sd i ct i on b e c a u s e  they be l i e ve 
Commer c e ’s  contro l s  are l e s s  str i ngent than those app l i e d to USML i t ems at 
State. Spec i f i ca l l y , they po i nted out that the Arms  Export Contro l  Act 
prov i d e s contro l s  o n  exports a n d  reexports to a l l dest i nat i ons, wh i l e the 
Export Adm in i strat i on Act prov i d e s contro l s  o n  exports (and to a  mu c h  
l e s ser extent o n  reexports) to on l y  a  l im ited n umber  of dest i nat i ons. Some  
of the off ic i a l s a l s o po i nted to the n umer o u s  l i c e n ses a p p r o v e d  b y  
Commer c e  for Iraq pr ior to the Iraq i i n vas i o n of Kuwa i t. Accord i n g  to 
Commer c e  off ic i a l s, Commer c e  h a d  n o  lega l  b a s i s  to d e n y  ma n y  of those 
l i c enses. 

Contro l s on Mun i t i ons 
Items 

State’s  Center for Defen s e  Trade (former l y Off i ce of Mun i t i o ns Contro l ) i s 
respons i b l e  for adm in i ster i ng mun i t i o ns contro l s. T h e  Center i s d i v i d ed 
into two branches, the Off i ce of Defen s e  Trade Contro l s  (DTC) a n d  the 
Off i ce of Defen s e  Trade Po l i c y. State promu l g ates the Internat i ona l  Traff i c 
in Arms  Regu l a t i o ns under the author i ty of the Arms  Export Contro l  Act. 
T h e  Internat i ona l  Traff i c in Arms  Regu l a t i o ns spec i f y  that State, w ith 
Defen s e ’s  concurrence, determ i nes what a defense art ic l e or serv i c e  is. 
A l so, on l y  the art ic l e or serv i c e  itse lf i s re l evant in determ in i ng if it i s 
“i nherent l y m i l i tary in character,” a n d  the e n d  u s e  i s i rre l evant in mak i n g  
s u c h  determ inat i ons. 

Items on the USML are contro l l e d to a l l dest i nat i ons, mean i n g  that va l i d ated 
l i c e n ses from DTC are n e e d e d  to a l l dest i nat i ons, e x c e p t  for certa i n i t ems 
to Canada. An y  reexport of mun i t i o ns i t ems mus t  rece i v e  pr ior approva l  b  
from DTC. Further, DTC h a s  the author i ty to d e n y  l i c e n ses s imp l y  w ith the 
exp l anat i on that it i s aga i n st U.S. nat i ona l  i n terests a n d  to s u s p e n d  or 
r e v o k e  l i c e n ses at a n y  t ime. DTC can a l so take a s  l ong a s  n e c e s s a r y  to 
a p p r o v e  or d e n y  a  l i c ense. Th i s  author i ty g i v e s  it f lex ib i l i ty o n  l i c e n ses to 
sens i t i v e countr i e s to wh i c h  the Un i ted States m a y  not want to se l l  a  
part i cu l ar i tem but a l s o d o e s  not want to offend b y  re j ect i ng the l i c ense. 

State re l i es o n  Defen s e  for techn i ca l  a d v i c e  o n  certa i n sens i t i v e l i c e nse 
app l i c at i ons. T h e  Defen s e  T e c h n o l o g y  Secur i t y Adm in i strat i on (DTSA) is 
the Defen s e  un it respons i b l e  for coord i nat i ng Defen s e ’s  r e s p o n s e  to State 
o n  quest i o n s concern i n g  l i c e nse app l i c at i ons. DTSA a l s o prov i d e s Defen s e ’s  
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pos i t i on to State regard i ng commod i t y jur isd i ct i on dec i s i ons. Stat ist i cs 
s h ow that for 1988 and 1989 about 70 percent of the i tems subm itted for 
commod i t y jur i sd i ct i ons were dec i d ed in favor of Commerce contro l. 

Contro ls on Dua l -Use 
Items 

Commerce’s Bureau of Export Admin i strat i on is respons i b l e for 
adm in i ster i ng contro l s on dua l -use i tems. The Off ice of Export L i cens i ng 
make s  l i cens i ng determ inat i ons and, when necessary, coord i nates w ith 
other agenc i es. The Off ice of Techno l o gy and Po l i c y Ana l ys i s  deve l o ps the 
po l i c i es for the l i cens i ng of exports and prov i des techn i ca l  support in the 
rev i ew of the CCL to determ ine wh i ch i tems need to be contro l l ed and to 
wh i ch dest i nat i ons. 

In contrast to the g l oba l  contro l s p l a ced on USML i t ems, contro l s on 
dua l -use i tems are more targeted. Therefore, commod i t i e s and techn i ca l  
data under Commerce’s jur isd i ct i on are not a lways contro l l ed to a l l  
dest i nat i ons. Items contro l l ed for nat i ona l  secur i ty reasons are contro l l ed 
to prevent them from reach i ng the so-ca l l ed proscr i bed countr i es, ma i n l y  
the former East B l oc and commun i s t nat i ons. Other i tems are contro l l ed 
for var i ous fore ign po l i cy reasons, such as ant iterror ism, reg i ona l  stab i l i ty, 
and nonpro l i ferat ion reasons. These fore ign po l i cy contro l s must be 
renewed annua l l y  by the Pres i dent by subm itt i ng an annua l  report to the 
Congress. The Export Admin i strat i on Act contro l s are carefu l not to 
inh ib i t l eg i t imate peacefu l  trade of dua l -use i tems, wh i l e st i l l  restr ict ing 
these i tems for quest i onab l e uses and dest i nat i ons. 

Commerce’s author ity to regu l ate exports is constra i ned by fore ign 
ava i l ab i l i ty, contract sanct ity, and other cons i derat i ons. For examp l e, 
Commerce may  not impose a fore ign po l i cy contro l to curta i l  or proh ib i t 
exports under ex i st i ng contracts or l i censes, un l ess the Pres i dent cert if i es 
to the Congress that there is a breach of peace that threatens the strateg ic 
interest of the Un i ted States. L i c ense app l i cat i ons for exports of i tems 
contro l l ed for nat i ona l  secur i ty reasons to nonproscr l bed dest i nat i ons can 
on l y be den i ed if Commerce be l i e ves that the exports wi l l  b e d i verted to 
proscr i bed countr i es. Further, its author ity to contro l reexports of 
products i ncorporat i ng U.S. goods is constra i ned by the de m i n im i s ru l es’ 
that requ ire certa in m i n imum amounts of US. content. Add it i ona l l y, 
Commerce is under a t ime constra i nt in l i cens i ng dec i s i ons; it genera l l y 
must reach a dec i s i on w ith i n 120 days. These constra i nts are de l i berate l y 

Wnde r  the d e  m in im is ru l es, pr i or wr itten approva l  from Commerce  is not requ i r ed for the reexport of 
a  fore i g n-made product i ncorporat i ng U.S. or i g i n mater i a l s if the US. content va l u e is l ess than 
1 0  percent or 2 5  percent, depend i n g  o n  the dest i nat i on, of the product. 
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des i g ned to ensure that U.S. exporters can compete w ith fore ign 
compet i tors in the sa l e of dua l -use i tems. 

COCOM Contro l s COCOM, created in 1949, contro l s exports to the former East B l oc and 
commun i s t countr i es. COCOM re l i es on consensus among  members to 
determ ine what i tems wi l l  b e contro l l ed and to dec i de wh i ch countr i es are 
proscr i bed. COCOM ma inta i ns three contro l l i sts: the Internat iona l 
Mun i t i ons L ist for defense art ic l es and serv i ces, the IL for dua l -use i tems, 
and the Internat iona l Atom i c Energy L ist for nuc l ear i tems. These l i sts are 
rev i ewed in 2-year cyc l es. Dur i ng these rev i ews, i tems may  be move d  from 
one l ist to another, have the ir contro l s l oosened, or be removed from 
COCOM contro l s a ltogether. Furthermore, in June 1990, COCOM agreed to a 
ma j or rev i ew of the IL, wh i ch resu l ted in not on l y a n ew “core l ist” but a l so 
the remova l  of about 50 percent of the i tems from the IL. 

COCOM has three l eve l s of contro l s for i tems on the IL. The f irst leve l, 
genera l  except i on, is bas i ca l l y an embargo of i tems to the proscr i bed 
countr i es, and a l l  l i c enses are rev i ewed co l l ect i ve l y and on l y approved by 
unan imous agreement. The second leve l, favorab l e cons i derat i on, a l l ows 
for the export of i tems to appropr i ate dest i nat i ons and end uses. The f ina l 
l eve l  i s for i tems contro l l ed by adm in i strat i ve except i on notes, wh i ch 
mean s  that COCOM members be l i e ve the i tems st i l l  warrant contro l s but 
need not be sub j ect to co l l ect i ve rev i ew. Each member nat i on exerc i ses its 
own d iscret i on on these i tems. 

The Need for the 
Rak iona l i zat i on 
Exerc i se 

c l ose l y t ied to the IL, has deve l o ped through a l ack of coord i nat i on 
between State and Commerce. Whe n  i tems are added to the IL, they are 
added to the CCL un l ess, accord i ng to Commerce off ic ia l s, there is an 4 

understand i ng between Commerce and State not to do so. For examp l e, 
space l aunch veh i c l es were p l aced on the IL by COCOM, but State and 
Commerce agreed that they wou l d  rema i n on the USML and not be p l aced 
on the CCL. However, in other cases where State and Defense want to 
ma i nta i n an i tem on the USML that COCOM has move d  to the IL, there has not 
been coord i nat i on between State and Commerce, wh i ch has resu l ted in 
the i tem be i ng p l aced on the CCL wh i l e be i ng reta i ned on the USML. 

State and Defense want to ma i nta i n g l oba l  export contro ls, such as those 
found in the Internat iona l Traff ic i n Arms Regu l at i ons, for mi l i tar i l y 
sens i t i ve i tems in wh i ch the Un i ted States has a techno l og i ca l  l ead over 

I 
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the rest of the wor ld. State off ic i a l s to l d us, because COCOM dec i s i o ns are 
based on consensus, s omet imes  the U.S. de l egat i on c omprom i s e s  on s ome  
i s sues i n order to have its pos i t i on accepted on other i s sues. Therefore, the 
U.S. de l egat i on h as approved the mov emen t  of i t ems f iorn COCOM 'S 
mun i t i o ns l i st to the IL at the i ns i s tence of other member s ,  even though it 
h a s no i ntent i on of remov i n g  t h em from the USML.  

Other over l ap h as been caused b y  a l a ck of coord i nat i on w ith i n State. T h e  
group that negot i ates at COCOM does not a lways coord i nate c l o se l y  w ith the 
group i n charge of the USML. Therefore, when  the negot i at i ng group agrees 
w ith other COCOM membe r s  to mo v e  a mun i t i o ns l i st i t em to the IL, the 
dec i s i o n i s not a lways c ommun i c a t e d  to the other group at State s o  that 
correspond i ng de l et i ons can be ma d e  from the USML.  

Due  to the more l i bera l U.S. contro l s on the c ommod i t i e s  on the CCL, 
i n dustry prefers to have i t ems that are on COCOM 'S IL to be contro l l ed b y  
Commer c e  on the CCL. Therefore, the Pres i dent i s sued an order i n 
November  1990 to mo v e  dua l -use i t ems from the USML  to the CCL un l e ss 
nat i ona l  secur i ty wou l d  be j eopard i zed. 

Ob ject i ves, Scope, 
and Methodo l o gy 

Our rev i ew was  conducted at the request of the Cha i rman of the Senate 
Comm i t t e e  on Governmenta l  Affa irs. Our ob j ect i ves were to e x am i n e  
(1) i t ems cons i d ered b y  State for remova l  from the USML  and (2) the extent 
to wh i c h  nat i ona l  secur i ty interest.8 were cons i d ered and protected i n the 
dec i s i o n process. W e  focused our rev i ew on proposa l s to r emove sens i t i v e 
i t ems and techno l og i e s for wh i c h  Defense has s i gn i f i cant nat i ona l  secur i ty 
concerns. 

T o  determ i ne wh i c h  i t ems were cons i d ered for remova l  from the USML  and 
wh i c h  i t ems were cons i d ered for retent ion on the USML  for nat i ona l  
secur i ty reasons, we  met  w ith off ic i a l s from the State Department’s  Center 
for Defense Trade, the Defense Department’s  Defense Techno l o g y 
Secur i ty Adm in i strat i on, and the Commer c e  Department’s  Bureau of 
Export Adm in i strat i on. For i t ems subsequent l y  transferred, we  rev i ewed 
Federa l  Reg i ster not i ces i s sued b y  State to ver ify that the i t ems were 
actua l l y  transferred. For i t ems that were cons i d ered for retent ion on the 
USML, we rev i ewed Defense’s  rat i ona l e papers to ascerta i n that Defense 
had l eg i t imate reasons to keep the i t ems on the USML. Due to the 
c l ass i f i cat i on l eve l , we  d i d not rev i ew the comp l e t e just i f i cat i on for the 
retent ion of software w ith encrypt i on on the USML. 

‘ 
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To determ ine the extent to wh i ch nat i ona l  secur i ty i nterests were 
cons i dered in the dec i s i o ns reached for sens i t i ve i tems, we rev i ewed each 
agency’s work i ng f i l es that conta i ned m i nutes of i nteragency meet i ngs, 
m i nutes of meet i n gs w ith i ndustry representat i ves, interna l wr itten 
commun i c at i o ns w ith i n each agency, i nteragency memoranda, and 
iterat ions of draft federa l reg isters. To assess whether these i tems wi l l  
h ave the s ame leve l  of protect i on under Commerce’s contro ls, we 
rev i ewed and compared the Export Admin i strat i on Act and the Arms 
Export Contro l  Act prov i s i ons and ana l y zed an i nteragency memoran d um 
of understand i ng that d i s cussed the added protect i on to be g i ven to these 
i tems. 

W e  found that jur isd i ct i on over jet eng i ne hot sect i on techno l og i es has 
been a l ong-stand i ng prob l em and that State was cons i der i ng transferr ing 
jur isd i ct i on to Commerce. Thus, a l though not part of the rat iona l i zat i on 
exerc i se, we i nc l uded it i n our rev i ew. W e  met with Defense, State, and 
Commerce l i cens i ng and po l i cy off ic i a l s to def i ne the jur isd i ct i ona l 
prob l em. W e  a l so met w ith off ic i a l s from the Air Force’s Wr i ght 
Aeronaut i ca l  Laborator i es, Dayton, Oh io, to d i s cuss spec i f i c techn i ca l  
aspects of jet eng i ne hot sect i on techno l ogy. In add it i on, we met with 
representat i ves of Genera l  E lectr i c and Un i ted Techno l og i es, Pratt & 
Wh i t ney D iv i s i on, to d i s cuss i ndustry’s v i ews on contro l s on th is 
techno l ogy. 

W e  obta i ned wr itten c omments on a draft of th is report from the 
Departments of State, Commerce, and Defense and i ncorporated the ir 
c omments where appropr iate. W e  conducted our rev i ew from 
October 1991 through Ju l y 1992. Our rev i ew was performed in accordance 
w ith genera l l y accepted government aud i t i ng standards. 

Agency Comments 
and Our Eva l uat i on 

a 

Commerce d i sagreed w ith our statement that mun i t i ons contro l s are 
genera l l y more str ingent than dua l -use contro ls. It contended that fore ign 
po l i cy contro l s can be crafted as t ight ly as necessary. 

W e  recogn i ze that Commerce may  be ab l e to craft contro l s as t ight ly as 
necessary; however, as exp l a i n ed in th is chapter, mun i t i ons contro l s are 
comprehens i v e, bas i ca l l y contro l l i ng mun i t i ons exports or reexports to a l l  
dest i nat i ons. In add it i on, State has the author ity to deny, revoke, or 
suspend a l i c ense for v irtua l l y any nat i ona l  secur i ty or fore ign po l i cy 
reason. Dua l -use contro ls, on the other hand, have genera l l y been more 
targeted. Nat i ona l  secur i ty contro l s target the former Sov i et B l oc and 
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other commun i st countr ies, wh i l e fore ign po l i cy contro ls target spec if i c 
commod i t i es and spec if i c countr ies. Therefore, for exports to countr ies 
that are not targeted for a part icu lar contro l, Commerce may not be ab l e to 
deny l i censes. In fact, Commerce ofac ia l s to ld us that Commerce d id not 
have the lega l bas i s to deny many of the l i censes approved for Iraq dur i ng 
the 1980s. Simi l ar ly, unt i l the Congress recent ly approved a n ew measure 
barr ing a l l U.S. exports of h i gh-techno l ogy goods to Iran, Commerce had 
no author ity to deny l i censes for exports to Iran of certa in dua l -use 
equ i pment ostens ib l y i ntended for commerc i a l  use. In short, dua l -use 
contro ls are more narrow ly def i ned and l im ited when compared to 
mun i t i ons contro ls. Add it iona l l y, fore ign po l i cy contro ls are genera l l y 
sub j ect to var i ous l im itat ions such as fore ign ava i l ab i l i ty, contract sanct ity, 
annua l  renewa l, and de m in im is ru les. There are no such l im itat ions for 
mun i t i ons contro ls. 
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Concerns Over a Comprom ise Reached in 
the Rat iona l izat ion Exerc ise 

The rat iona l i zat ion exerc i se was conducted between December 1990 and 
Apr i l  1992. State was the l ead agency among Defense, Commerce, and 
other agenc i es. Over two dozen i tems or categor i es of i tems were found to 
over l ap between the USML and the IL. Most of these i tems were removed 
from the USML and p l aced under Commerce’s jur isd ict ion. Add it iona l l y, 
s ome over l ap was e l im inated by c lar ify ing the l anguage of the USML. The 
rema in i ng over l app i ng i tems were a source of content ion among the 
agenc i es on whether they shou l d be removed from the USML. 

Wh i l e  Defense in it ia l ly opposed the transfer of nonmi l i tary inert ia l 
nav i gat i on system (INS) techn ica l  data, nonmi l i tary image intens if iers, 
commerc i a l  systems conta in i ng image intens if iers, and re lated techn ica l  
data to Commerce’s jur isd ict ion, it eventua l l y acceded to a comprom i se 
proposed by State. Under State’s proposa l, these i tems wou l d be 
transferred to Commerce and add it i ona l contro ls wou l d be imposed by 
Commerce. Defense be l i eved the i tems wou l d then be contro l l ed in a 
manner s im i l ar to those under the USML. However, we found no ev i dence 
that State and Defense cons i dered a number of key d ifferences we 
ident if ied between the two export contro l reg imes. 

The Interagency 
Exqc i se and Its 
ReSu lts 

After the Pres ident’s d irect ive in November 1990, State took steps to 
e l im inate the over l ap between the USML and the IL. F irst, with the he l p of 
DTSA, it ident if ied the over l app i ng i tems on the two l ists. Th i s process was 
made d iff icu lt because the IL is very spec if i c (e.g., it uses techn ica l  
spec if i cat ions) wh i l e the USML i s more genera l. Another d iff icu lty was that 
COCOM was in the process of rev i ew ing the IL and estab l i sh i ng a new “core 
l ist.” State, however, dec i ded to use the ex ist i ng IL for the purposes of th is 
exerc ise. State requested and obta i ned Commerce’s l ist of i tems that 
over l apped. F’ina l l y, State, aga i nst Commerce’s w ishes, dec i ded not to 
i nc l ude jet eng i ne hot sect i on techn ica l  data in th is exerc ise, a l though A 
there was a de facto over lap, because State wanted to work on th is h i gh l y 
content i ous i tem separate l y (see ch. 3). 

State then estab l i shed work i ng groups compr i sed of representat ives from 
State, Defense, and other agenc i es in the 11 areas (see app. I) in wh i ch 
over l ap was be l i eved to ex ist. In January 1991, these work i ng groups 
began meet i ng without Commerce representat ion because State wanted to 
meet a l one with DTSA to understand a l l the nat iona l secur ity concerns 
before Commerce became invo l ved. State a l so be l i eved that nat iona l 
secur ity determ inat i ons were beyond Commerce’s purv iew. State and 
Defense determ ined that most of the over l app i ng i tems cou l d be removed 
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from the USML and p l aced on the CCL. However, they determ ined that 
software w ith encrypt i on capab i l i ty; INS techn ica l data, foca l  p l ane arrays, 
second-generat i on and above image intens if i cat i on tubes, and the ir 
correspond i ng techn i ca l  data; and space-re l ated i tems were to be reta i ned 
on the USML for s ign i f i cant nat i ona l  secur i ty concerns. 

State then i nv i ted Commerce to the work i ng group meet i n gs to d i s cuss 
State and Defense’s dec i s i ons. Commerce be l i e ved that none of the i tems 
shou l d be reta i ned on the USML except for space l aunch veh i c l es, wh i ch are 
s im i l ar to ba l l i st i c m iss i l es. Commerce a l so be l i e ved that a l l  dua l -use i tems 
be l o nged on the CCL and that it cou l d adequate l y contro l the i tems under 
the Export Admin i strat i on Act to safeguard nat i ona l  secur ity. Commerce 
further pressed Defense and State to demonstrate why its contro l s were 
not adequate for safeguard i ng the i tems. Because the Off ice of 
Management and Budget wou l d  not pub l i s h State’s draft Federa l  Reg i ster 
not i ces w ithout i nteragency consensus, the d i spute between Commerce 
and State caused the rat iona l i zat i on process to reach an impasse. To break 
the impasse, State comprom i s ed by agree i ng to transfer s ome of the 
sens i t i ve i tems to Commerce w ith the cond i t i on that Commerce impose 
add i t i ona l  fore ign po l i cy contro l s to a l l ay Defense’s concerns. Defense 
eventua l l y acceded to the comprom i se. Subsequent l y, in March 1992, the 
three agenc i e s s i gned a memoran d um of understand i ng deta i l i ng the 
add i t i ona l  contro l s and other cond i t i ons for the transfers. The 
memoran d um prov i des that Commerce sha l l  refer a l l  l i c ense app l i cat i ons 
(covered by the memorandum), w ith a l l  support i ng documentat i on, to 
Defense and State for rev i ew and concurrence. 

The f ive outcomes of th is exerc i se were (1) in severa l  categor i es of i tems 
where there was no rea l over l ap, State c lar if i ed the l a nguage of the USML, 
thus, e l im inat i ng any confus i on; (2) in the categor i es of i tems with over l ap, 
State i ssued Federa l  Reg i ster not i ces deta i l i ng what i tems were mov i n g  a 
from the USML to the CCL; (3) a few sens i t i ve i tems were to be transferred 
as a resu lt of a comprom i se; (4) software w ith encrypt i on capab i l i ty was 
reta i ned on the USML; and (6) space i tems were reta i ned on the USML, and a 
work i ng group was formed to rev i ew ind i v i dua l  i t ems for transfer to the 
CCL. The rat iona l i zat i on exerc i se was essent i a l l y comp l eted in the spr i ng of 
1992 w ith the pub l i cat i on of State’s f ina l ru le i n the Federa l  Reg ister. 
However, Commerce must st i l l  pub l i s h a Federa l  Reg i ster not i ce 
promu l gat i ng the add i t i ona l  contro l s to a l l ow Commerce to accept the 
sens i t i ve i tems be i ng transferred, As of January 1993, Commerce had not 
done so. 
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Noncontent i ous Items Over two dozen i tems and categor i es of i tems were ident if i ed for remova l  
from the USML (see app. 11). These i tems i nc l uded armored coax i a l  cab l e, 
severa l  types of exp l os i ves, support sh i ps (such as tug boats), and other 
i tems that d i d not just ify be i ng reta i ned for nat i ona l  secur i ty reasons. 
Defense wanted to reta in certa in other i tems, such as submers i b l es, on the 
USML. However, after rece i v i ng c omments from Commerce and industry, 
DTSA determ ined that the i tems cou l d be moved. Federa l  Reg i ster not i ces 
of the proposed ru le to remove these i tems were pub l i s hed inv i t i ng pub l i c 
comment. However, the f ina l ru le conta i n i ng a l l  the determ inat i ons of the 
rat iona l i zat i on exerc i se was he l d up unt i l  Apr i l  1 992 because of the 
content i ous i tems. 

Rat iona le for Transferr ing 
Submers i b l es 

The Navy in it ia l l y wanted to reta in a l l  submers i b l es, mi l i tary or 
commerc i a l ,  on the USML but agreed to l ower the thresho l d from 1,000 feet 
to 1,000 meters, Commerce argued that there wou l d  st i l l  b e an over l ap 
between the USML and the IL if submers i b l e s that d i ve be l ow 1,000 meters 
were reta i ned on the USML and that the over l ap cou l d not be just if i ed for 
nat i ona l  secur i ty reasons because of w i de fore ign ava i l ab i l i ty. DTSA agreed 
w ith Commerce’s pos i t i on and was unw i l l i ng to argue that p l ac i ng these 
submers i b l e s on the CCL wou l d s ign i f i cant ly j eopard i ze nat i ona l  secur ity. 
Accord i ng to Navy off ic ia l s, the Navy rea l i zed that fore ign ava i l ab i l i ty 
mad e  it d iff icu lt to effect ive l y contro l these i tems, Jur i sd i ct i on over 
commerc i a l  submers i b l es, except those powered by nuc l ear propu l s i on, 
was transferred to Commerce. The Navy was not pos i t i ve about the 
transfer but conceded it was reasonab l e under the c i rcumstances. 

Cqntent i ous Items Before Commerce’s i nvo l vement in the exerc i se, State and Defense 
ident if i ed severa l  sens i t i ve i tems that shou l d be reta i ned on the USML due 
to s ign i f i cant nat i ona l  secur i ty concerns. These i tems were foca l  p l ane a 
arrays, second-generat i on and above image intens if i cat i on tubes, and the ir 
correspond i ng techn i ca l  data; techn i ca l  data for nonm i l i tary INS; s ome 
commerc i a l  software w ith encrypt i on capab i l i ty; and a l l  space-re l ated 
i tems. Techn i ca l  data is part icu lar ly sens i t i ve because it enab l e s the 
l i c ensee to manufacture a l l  or part of the i tem. W e  exam i n ed Defense’s 
c l ass i f i ed nat i ona l  secur i ty just if i cat ions for reta in i ng these i tems on the 
USML (except for software w ith encrypt i on capab i l i ty due to the l eve l  of 
c lass if i cat ion), and they appeared sound. 
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Image Intens if iers 
Transferred as a 
Comprom i s e 

Image intens if i ers, as we lI as the ir assoc i ated techn i ca l  data, were 
ident if i ed by State and Defense for retent ion on the USML due to s ign i i l cant 
nat i ona l  secur i ty concerns. Accord i ng to Defense, image intens if i ers are 
used in a var iety of equ i pment to enab l e mi l i tary forces to ma i nta i n 
operat i ons at n i ght and in adverse weather cond i t i ons. Th i s capab i l i ty l s 
centra l to U.S. war-f ight ing concepts. Image intens if i cat i on tubes are’ 
genera l l y i ncorporated into n i ght v i s i on dev i c es for use by i nd i v i dua l s i n 
batt le, wh i l e foca l  p l ane arrays are used ln combat systems such as tank 
s i ghts. Accord i ng to Defense, in the recent Gu lf War, Iraq i possess i o n of 
second-generat i on n i ght v i s i on equ i pment des i g ned around 
second-generat i on image intens if i cat i on tubes wou l d  have ser i ous l y 
eroded Coa l i t i on Forces’ advantages in n i ghtt ime combat. 

A few se l ected fore ign f i rms can manufacture second-generat i on tubes of 
comparab l e  qua l i ty to U.S. tubes; however, they are unab l e to do so in 
product i on quant it i es. Uncontro l l ed pro l i ferat ion of th is techno l ogy wi l l  
ass i st these fore ign f i rms to i ncrease the qua l i ty of n i ght v i s i on dev i c es in 
the hands of potent ia l  adversar i es. F ina l l y, the mor i ty of U.S. mi l i tary 
n i ght v i s i on capab i l i t i es i s c omposed of second-generat i on systems, and 
th is wi l l  ho l d true for at l east the next 10 to 16 years. Therefore, the 
techno l ogy to produce these tubes, as we l l  a s the tubes themse l ves, shou l d 
rema i n under the str ingent contro l of the USML. 

Commerce d i d not agree w ith State and Defense’s rat iona l e for reta in i ng 
these items on the USML and refused to agree to the pub l i sh i ng of the draft 
Federa l  Reg i ster not i ce promu l gat i ng th is dec i s i on. Commerce argued that 
its contro l s cou l d be strengthened to adequate l y safeguard these i tems. 

Image intens if i cat i on tubes are manufactured by on l y a few U.S. 
compan i e s. Two of the largest U.S. producers contend that w ith dec l i n i ng 
orders from Defense, they need to export the ir products to ma i nta i n the ir 4 
manufactur i ng base. They a l so be l i e ve that the Un i ted States contro l s th is 
i tem more str ingent ly than other COCOM nat ions. A Commerce off ic ia l 
stated that about ha lf of a l l  i ndustry’s revenues c ome from the sa l e of 
these i tems for commerc i a l  uses. However, s ome industry c omments 
i nd i cate that the ma jor i ty of export sa l es wou l d  st i l l  b e for mi l i tary or 
parami l i tary purposes. 

Under a comprom i s e reached among  the agenc i es, State dec i d ed to 
transfer nonm i l i tary image intens if i ers, commerc i a l  s ystems conta i n i ng 
image intens if i ers, and re lated techn i ca l  data to Commerce’s jur isd i ct i on if 
Commerce wou l d  impose an add i t i ona l  fore ign po l i cy contro l, wh i ch is 

GAO/NSIAD-93-67 Export Contro ls Page 20 



Chapter 2 
Concerns Over a Comprom ise Reached in 
the Rat iona l i zat ion Exerc ise 

i n tended to contro l these i tems in a manner s im i l ar to those under USML 
contro ls. Defense eventua l l y acceded to the comprom i se, and the three 
agenc i e s s i gned a memoran d um of understand i ng deta i l i ng the cond i t i ons 
for the transfer. 

INS Techn ica l  Data 
Transferred as a 
Comprom ise 

Defense and State a l so argued that techn i ca l  data assoc i ated w ith 
nonm i l i tary INS and components shou l d be reta i ned on the USML for 
s ign i f i cant nat i ona l  secur i ty reasons, The manufactur i ng techno l ogy for 
the cr it ica l c omponents of a l l  INS i s essent i a l l y the same, regard l ess of 
whether the resu lt i ng system is mi l i tary or commerc i a l .  The Un i ted States 
is the wor l d l eader in advanced INS des i gn, product i on techno l ogy, and 
h i gh qua l i ty systems that are used in or are adaptab l e to a ircraft attack 
m i ss i o ns and ba l l i st i c and cru i se m iss i l e  gu i dance. Pro l i ferat ion of such 
techno l ogy, espec i a l l y  to th ird-wor ld nat i ons, can adverse l y impact the 
ba l a nce of power with i n a reg i on and pose a d irect threat to the U.S. 
nat i ona l  secur ity. 

Commerce wou l d  not agree to the retent ion of th is i tem on the USML, 
argu i ng that a transfer of jur isd i ct i on wou l d  not j eopard i ze nat i ona l  
secur ity, and it offered to impose add i t i ona l  fore ign po l i cy contro l s to 
strengthen ex i st i ng contro ls. Industry supported Commerce’s pos it i on. As 
in the case of nonm i l i tary image intens if i ers, th is i tem was offered to 
Commerce as a comprom i s e to move  the rat iona l i zat i on exerc i se forward. 

Sofkvare W ith Encrypt ion 
Rerb ins on the USML 
Betause Defense 
Cons i dered Commerce’s 
Coqtro ls Inadequate 

State and Defense wanted to reta in software w ith encrypt i on capab i l i ty on 
the USML so the Nat i ona l  Secur i ty Agency can cont i nue its current 
arrangement w ith i ndustry to rev i ew a l l  n ew software w ith encrypt i on 
capab i l i ty com i n g to market to determ ine if the n ew product shou l d be a contro l l ed on the USML or the CCL. One reason for ma i nta i n i ng th is i tem on 
the mun i t i ons l ist i s concern over future encrypt i on deve l o pments by 
software f i rms be i ng p l aced on commerc i a l  software programs. Add i t i ona l  
reasons are c lass i f i ed. The software i ndustry is concerned that it i s l os i ng 
its compet i t i ve advantage because software w ith encrypt i on capab i l i ty i s 
contro l l ed under the USML. 

State later proposed to transfer mass-market software, i nc l ud i ng software 
w ith encrypt i on capab i l i ty, to Commerce’s jur isd i ct i on because it be l i e ved 
that it wou l d  be imposs i b l e  to contro l s uch software. Defense, l ed by the 
Nat i ona l  Secur i ty Agency, refused to i nc l ude th is i tem in any comprom i s e 
w ith Commerce, c it i ng the i n adequacy of Commerce’s contro l s ystem even 
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with added fore ign po l i cy contro ls. The Nat i ona l  Secur i ty Agency was a l so 
concerned that fore ign po l i cy contro l s may  l ead to decontro l . Further, 
Defense c i ted adm in i strat i on oppos i t i on to a prov i s i on in a b i l l  to 
reauthor i ze and amend  the Export Admin i strat i on Act as another reason 
that jur isd i ct i on over th is software shou l d not be transferred. The 
prov i s i on, if passed, wou l d  have move d  a l l  mass-market software from the 
USML to the CCL, i n c l ud i ng software w ith encrypt i on capab i l i ty. On 
February 3, 1992, the Act i ng Secretary of Commerce not if i ed the Congress 
that i nc l ud i ng th is prov i s i on wou l d  l ead sen i or adv i sers to recommend 
that the Pres i dent veto the b i l l . Defense’s argument preva i l ed, and the i tem 
was reta i ned on the USML. 

--. 
Space-Re lated Items 
Cont i nue to Be Rev i ewed 

Commerce in it ia l l y argued that s i nce COCOM contro l s space-re l ated i tems 
as dua l -use, the ent ire category, except str ict ly m i l i tary i tems, shou l d be 
transferred to its jur isd ict ion. State and Defense agreed that many  
space-re l ated i tems cou l d be transferred from the USML to the CCL, but they 
i ns i sted that it be dec i d ed on an i tem-by- i tem bas i s. Therefore, they 
reta i ned a l l  space-re l ated i tems on the USML but assemb l e d an i nteragency 
work i ng group compr i s ed of a l l  concerned agenc i e s (State, Defense, 
Nat i ona l  Aeronaut i c and Space Admin i strat i on, and others) to conduct an 
i tem-by- i tem rev i ew. 

The work i ng group f irst rev i ewed space i tems at the system leve l  (e.g., 
sate l l i tes and g l oba l  pos i t i on i ng systems) and p l a nned to work down to the 
component l eve l  s uch as rad iat i on hardened ch ips. At the t ime of our 
rev i ew, the group had addressed a number of i tems and pub l i s hed 
proposed not i ces of these dec i s i o ns in the Federa l  Reg ister. A lthough 
space l aunch veh i c l es are dua l -use, the group agreed to reta in the veh i c l es 
on the USML because of the ir s im i l ar i ty to ba l l i st i c m iss i l es. Jur i sd i ct i on 
over g l oba l  pos i t i on i ng systems has been sp l i t depend i n g on the types of 4 
capab i l i t i es, and certa in commun i c at i o ns sate l l i tes have been move d  to the 
CCL. Commerce offWa l s are not sat isf i ed that enough i tems are be i ng 
move d  but be l i e ve th is i s a good start. Accord i ng to State off ic ia l s, the 
effort to determ ine the commod i t y jur isd i ct i on of other space-re l ated 
i tems wi l l  cont i nue. 
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Cons i derat i on of 
O ther D ifferences 
Between Export 
Contro l  Reg imes 

Under the March 1992 memoran d um of understand i ng, Commerce is to 
create a n ew fore ign po l i cy contro l o n nonm i l i tary INS techn ica l data, 
nonm i l i tary image intens if i ers, and the ir correspond i ng techn i ca l  data for 
reg i ona l  stab i l i ty reasons. The n ew contro l wi l l  requ ire an i nd i v i dua l  
va l i dated l i c ense for the export of these i tems to a l l  dest i nat i ons except 
Canada. The agreement a l so st ipu l ates, among  other th ings, that each such 
l i c ense app l i cat i on wi l l  b e referred to Defense and State for rev i ew and 
concurrence and wi l l  proh ib i t reexport w ithout further U.S. approva l . 

Cur ana l ys i s i nd i cates that the memoran d um of understand i ng addressed 
s ome of the d i fferences between the two export contro l reg imes. 
Neverthe l ess, we found no ev i d ence that the agreement took into 
cons i derat i on other key d i fferences ident if i ed be l ow. 

F irst, under the Arms Export Contro l  Act, State can revoke or suspend 
l i c enses it i s sued at any t ime, w ithout pr ior not ice, whenever State d e ems 
such act i on adv i sab l e (22 U.S.C. subsect i on 2791(2)). W e  found no 
comparab l e  prov i s i on in the Export Admin i strat i on Act regard i ng 
Commerce’s author ity. Further, Commerce’s enforcement regu l at i ons 
pr imar i l y dea l  w ith l i c ense revocat i ons or suspens i o ns for cause, for 
examp l e, v io l at i on of the regu l at i ons (16 C.F.R. part 733). Another 
Commerce regu l at i on dea l i n g w ith l i c ense revocat i on-16 C.F.R. 
770.3(b)- is not c l ear on whether Commerce can revoke or suspend 
l i c enses at any t ime for any reason, 

Second, under the Export Admin i strat i on Act, Commerce cannot impose a 
n ew fore ign po l i cy contro l to curta i l  or proh ib i t the export of i tems under 
ex i st i ng contracts or l i c enses un l ess certa in requ i rements are met. 
Spec if i ca l l y, the Pres i dent must determ ine and cert ify to the Congress that 
there is a breach of peace that poses a ser i ous and d irect threat to U.S. 
strateg ic interest (60 USC. App. subsect i on 2406(m)). Th i s restr ict ion may  & 
be app l i cab l e i n the event Commerce attempts to impose n ew fore ign 
po l i cy contro l s or mod i fy ex i st i ng contro ls, after i tems have been 
transferred to Commerce’s jur isd ict ion. W e  found no comparab l e  
“contract or l i c ense sanct i ty” prov i s i on in the Arms Export Contro l  Act 
constra i n i ng State’s author ity to impose n ew contro ls. 

Furthermore, once these i tems are under Commerce’s contro l, when 
Defense and/or State recommend d i sapprova l  of a l i c ense app l i cat i on, 
Commerce can d i sagree and esca l ate the d i spute to h i gher l eve l  off ic i a l s 
for reso l ut i on where Commerce’s commerc i a l  e conom i c  interest 
arguments wou l d  be presented a l ong w ith fore ign po l i cy and nat i ona l  
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secur i ty arguments from State and Defense. Th i s cou l d resu lt i n the 
approva l  of a l i c ense that m ight have been den i ed under mun i t i ons 
contro l. Under State’s contro l, nat i ona l  secur i ty and fore ign po l i cy are 
determ in i ng factors in l i cens i ng dec i s i ons, and Commerce does not 
part ic i pate in the dec i s i ons. 

The Export Admin i strat i on Act a l so requ i res that fore ign po l i cy contro l s 
be renewed annua l l y  by the Pres i dent by subm itt i ng an annua l  report to 
the Congress just ify i ng the need for cont i nu i ng such contro ls. The 
just if i cat ion has to meet certa in cr iter ia w ith regard to fore ign ava i l ab i l i ty, 
react i on of other countr i es, and impact on U.S. compet i t i veness. In 
contrast, the Arms Export Contro l  Act does not requ ire an annua l  renewa l  
of contro ls. 

Other Concerns As i de from these d ifferences, the effect i veness of the n ew fore ign po l i cy 
contro l s wi l l  d epend on h ow we l l  Commerce imp l ements the terms of the 
memoran d um of understand i ng. There are a l ready i nd i cat i ons that 
Commerce may  not be ab l e to refer a l l  app l i cat i ons w ith support i ng 
documentat i on to Defense and State for rev i ew as requ i red by the 
memorandum. Because of a statutor i l y mandated l bday l im it for 
process i ng app l i cat i ons to COCOM member countr i es, app l i cat i ons are often 
f i l ed e l ectron i ca l l y by the exporters w ithout support i ng documentat i on. 
A lthough the agenc i e s are try ing to reso l ve the i ssue, it does revea l  
another prob l em that was unforeseen when the comprom i s e was struck to 
transfer the sens i t i ve i tems. 

Even if the l bday l im it and the support i ng documentat i on prob l ems can 
be reso l ved, Defense and State are st i l l  re l y i ng on Commerce’s case 
referra l system. Our recent l y i s sued report’ and our ongo i n g rev i ew 
ind i cate weaknesses in the Commerce l i c ense referra l process in that A 

l i cense app l i cat i ons that shou l d have been referred to Defense and State 
were not referred. Un l e ss Defense and State rout ine l y rev i ew Commerce’s 
referra l s ystem or have fu l l on- l i ne access to Commerce’s l i cens i ng data 
base, they cannot be sure Commerce has referred a l l  the cases agreed to. 

Conc l us i ons We  be l i e ve the rat iona l e for transferr ing an i tem to Commerce’s 
jur isd i ct i on shou l d be based on whether Defense and State have 
s ign i f i cant nat i ona l  secur i ty concerns for p l ac i ng that i tem under 
Commerce’s contro l. Submers i b l e s were a pr ime examp l e  in wh i ch such 

‘U.S. a n d  Internat i ona l  Efforts to Ban Bio l og i ca l  We a p o n s  (GAO/NSIAD-93-113, Dec. 23,1992). 
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rat iona l e was app l i ed. As d i s cussed prev i ous l y, Defense in it ia l l y i dent if i ed 
submers i b l e s as i tems to be reta i ned on the USML because of nat i ona l  
secur i ty concerns. The concerns were later c l eared through i nteragency 
d i scuss i ons, and submers i b l e s were then transferred to Commerce’s 
jur isd ict ion. 

However, nonm i l i tary INS techn ica l data, nonm i l i tary image intens if i ers, 
commerc i a l  s ystems conta i n i ng image intens if i ers, and re lated techn i ca l  
data were be i ng transferred as a comprom i s e to overcome an impasse in 
the rat iona l i zat i on exerc i se. The comprom i s e requ i res Commerce to 
impose n ew fore ign po l i cy contro l s on these i tems. Our ana l ys i s i nd i cates 
wh i l e the memoran d um of understand i ng addressed s ome of the 
d i fferences between the two export contro l reg imes, we found no 
ev i d ence that the comprom i s e took into cons i derat i on other key 
d i fferences we ident if i ed. 

Recommendat i o ns Because of the mi l i tar i l y sens i t i ve nature of the i tems i nvo l ved, we 
recommend that the Secretary of Defense d irect the Defense Techno l o gy 
Secur i ty Agency and the Secretary of State d irect the Center for Defense 
Trade to take the fo l l ow ing act i ons: 

l In v i ew of the key d i fferences between the two export contro l reg imes and 
other concerns we ident if i ed, jo i nt ly exam i n e the nat i ona l  secur i ty 
imp l i cat i ons of transferr ing to Commerce’s jur isd i ct i on the fo l l ow ing 
i tems: nonm i l i tary INS techn ica l data, nonm i l i tary foca l  p l ane arrays and 
second-generat i on and above image intens if i cat i on tubes, commerc i a l  
s ystems conta i n i ng such components, and re lated techn i ca l  data 

. If the r i sks to nat i ona l  secur i ty i nterests are determ ined to be s ign if i cant, 
reta in the i tem or i tems on the LJSML. 

Agency Comments 
and Our Eva l uat i on 

Commerce and State d i sagreed w ith our recommendat i o n to reexam i ne 
the transfer of the sens i t i ve i tems to Commerce’s jur isd i ct i on in v i ew of 
the r i sks and concerns we ident if i ed. Commerce commented that the 
transfers were not made  as a comprom i s e but rather after a l l  agenc i e s had 
thoroughIy stud i ed the r i sks and accepted the proposed fore ign po l i cy 
contro l s st i pu l ated in the memoran d um of understand i ng. State presented 
s im i l ar arguments. Our ev i dence, however, shows that the transfers were 
made  as a comprom i se. In fact, State in it ia l l y drafted a Federa l  Reg i ster 
not i ce to reta in the i tems on the USML because of s ign i f i cant nat i ona l  
secur i ty concerns. It was on l y after Commerce refused to c l ear the draft 
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not i ce that a comprom i s e was deve l o ped by State to transfer the i tems 
with n ew fore ign po l i cy contro l s i n order to move  the rat iona l i zat i on 
process forward. In a letter from Defense to State ob j ect i ng to State’s 
proposed transfer of encrypt i on software to Commerce jur isd ict ion, 
Defense stated: 

We have supported State’s effort to meet the requ i rements of the Pres i dent’s d irect ive - 
even to the po i nt of comprom i s i n g by agree i n g to sh ift other techno l og i es of concern to 
Commerce  jur isd ict ion. 

In that s ame letter, Defense re j ected State’s argument that encrypt i on 
software can be adequate l y contro l l ed by Commerce us i ng the n ew fore ign 
po l i cy contro ls. Th i s statement i nd i cates that Defense recogn i zed 
weaknesses in Commerce’s fore ign po l i cy contro l s but agreed to the other 
transfers as a comprom i se. In its c omments on th is report, Defense agreed 
that the transfers were made  as a comprom i se. Furthermore, there was no 
ev i d ence that the agenc i e s had cons i dered the other d i fferences and 
concerns we had ident if i ed such as the suspens i o n and’ revocat i on of 
l i censes, the d i spute esca l at i on process, the annua l  renewa l  of fore ign 
po l i cy contro ls, and Commerce’s case referra l system. 

Commerce’s c omments i nd i cated that its author ity to revoke or suspend 
l i c enses was suff ic i ent ly broad. It further commented that it has never 
encountered a prob l em revok i ng or suspend i n g export l i c enses when 
necessary. However, we asked Commerce offUr ls to prov i de examp l e s of 
cases in wh i ch l i c enses were suspended or revoked and the l ega l  c i tat i ons 
for the author it i es used in those cases, but no ev i d ence was prov i ded. 
Commerce a l so l i sted add i t i ona l  reasons for wh i ch it can suspend or 
revoke l i censes, such as changed c i r cumstances or untrustworth i ness of a 
party to the transact ion. Based on Commerce’s comments, we have made  
appropr i ate changes to the report. 4 

Commerce d i sagreed that annua l  renewa l  of fore ign po l i cy contro l s posed 
a potent ia l  r i sk to contro l s over the sens i t i ve i tems. It commented that 
there has never been a prob l em regard i ng renew ing fore ign po l i cy 
contro ls, Regard i ng Commerce’s comment, we po i nt out that the Arms 
Export Contro l  Act has no annua l  renewa l  requ i rement, and, hence, th is i s 
one of the key d i fferences between the two export contro l reg imes that 
was not cons i dered in the memoran d um of understand i ng. State and 
Defense a l so c ommented that, shou l d the annua l  renewa l  fa i l to 
mater ia l i ze, the i tems wi l l  b e move d  back to the USML. However, there is no 
prov i s i on in the memoran d um of understand i ng for such an act ion. If 
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i n deed th is is the intent of Defense and State, we suggest that the 
memorand um be mod if i ed to i nc l ude such a prov is i on. 

Commerce d i sagreed that the Berman Amendment cou l d render techn ica l  
data contro l l ed for fore ign po l i cy reasons less contro l l ab le. Commerce 
contended that the Berman Amendment mere l y prec l udes export contro ls 
on informat ion mater ia l s that en j oy F irst Amendment protect ion, not on 
techn ica l  data. We  recogn i ze the mer its of Commerce’s v i ews, and we have 
amended the report accord ing l y. 

Commerce and State a l so d i sagreed that the i nteragency d i spute 
esca lat i on process cou l d make the i tems transferred less contro l l ab le. 
They be l i eved that esca lat i on is appropr iate, and Commerce further 
be l i eved that staff dec i s i on-mak i ng shou l d be sub ject to po l it ica l l eve l 
rev i ew. Our intent is to po int out another of the d ifferences between the 
two export contro l reg imes, a d ifference that cou l d resu lt in a l i cense 
approva l  that m ight have been a den ia l  under the mun i t i ons l i cens ing 
process. 
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.._.- ..- __._..-_. __._II.- 
Jur isd ict ion over jet eng i ne hot sect ion techno l og i es has been a 
l ong-stand i ng prob l em. Wh i l e there is no jur isd ict iona l d i spute over jet 
eng i nes (State contro ls mi l i tary eng i nes and Commerce contro ls 
commerc i a l  eng i nes), there is a bas i c d i sagreement between Commerce 
and State as to wh i ch agency has export contro l jur isd ict ion over jet 
eng i ne hot sect ion techno log i es.’ State c l a ims that it has jur isd ict ion over 
a l l hot sect ion techno l og i es because they are the s ame for both mi l i tary 
and commerc i a l  eng i nes. Commerce, however, c l a ims that hot sect ion 
techno l og i es for commerc i a l  eng i nes are under its jur isd ict ion. 
Furthermore, there is a bas i c d ifference in the ir l i cens ing cr iter ia. Wh i l e  
State, enforc i ng Defense’s po l i cy, wi l l genera l l y deny most exports of hot 
sect ion techno log i es, Commerce-operat i ng under the Export 
Admin i strat i on Act prov is i ons-be l i eves it does not have suff ic ient bas i s 
to deny such exports to COCOM and other fr iend ly countr ies and be l i eves 
many shou l d be approved. As a resu lt, compan i e s want i ng to export hot 
sect ion techno l og i es for commerc i a l  eng i nes to COCOM members and other 
fr iend ly countr ies avo i d State’s contro l by obta in i ng l i censes from 
Commerce. 

Dur i ng the rat iona l i zat ion exerc ise, Commerce ra ised the jur isd ict iona l 
over l ap in hot sect ion techno l og i es and asked State to address the issue. 
State, however, wanted to treat th is i ssue outs i de the rat iona l i zat ion 
exerc ise. State has been and is st i l l seek i ng a so lut ion. 

Dbfense’s Po l icy and 
Cbntro l  Mechan i sm 

Accord i ng to Defense off ic ia ls, U.S. forces current ly ma inta i n a combat 
advantage over potent ia l  adversar i es due, in l arge part, to super ior 
perform ing and l onger last ing eng i nes-a d irect resu lt of US. hot sect ion 
techno log i es. The techno l og i es and manufactur i ng processes, such as 
coo l i ng techn i ques and coat ings, app l i ed to the hot sect i ons of mi l i tary and 
commerc i a l  eng i nes are bas ica l l y the same. The d iffus ion of cr it ica l hot A 
sect ion techno l og i es for commerc i a l  eng i nes wi l l acce l erate other 
countr ies’ ab i l i t ies to des i gn and manufacture eng i nes, inc l ud i ng mi l i tary 
eng i nes, of equa l  capab i l i ty to those manufactured in the Un ited States. 
Accord i ng to Defense, uncontro l l ed pro l i ferat ion of these techno l og i es 
wou l d perm it these countr ies to se l l eng i nes with these techno l og i es to 
countr ies to wh i ch the Un ited States wou l d not se l l the s ame eng i ne or 
techno l ogy and wou l d erode the operat iona l  edge U.S. forces current ly 

- 
‘Hot sect i on is def i ned as the rotat i ng a n d  nonrotat i ng eng i n e components exposed to hot combust i on 
gases. These components are conta i ned in the combustor, h i g h-pressure turb i ne, a n d  a i r-coo l ed 
l ow-pressure turb i ne, exc l ud i ng the turb i ne exhaust case a n d  h i gh- a n d  l ow-pressure turb i ne cases. 
Techno l o gy i nc l udes techn ica l  data (b l ue pr ints, spec if i cat ions, repa i r manua l s, etc.) a n d  k n ow-how 
(tra in i ng, eng i n eer i n g ass i stance, etc.). 
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have over potent ia l  adversar i es. Thus, Defense genera l l y wi l l  not a l l ow 
fore ign manufacture of hot sect i on parts or transfer of techn i ca l  data and 
know-how assoc i ated w ith the hot sect i on; however, except i ons are made  
if the parts or processes i nvo l ved are not sens i t i ve. 

Defense re l i es on State to enforce its po l i cy through the l i cens i ng process. 
Whe n  State rece i ves a l i c ense app l i cat i on to export hot sect i on 
techno l og i es, it refers the app l i cat i on to Defense for rev i ew. Defense 
genera l l y r e commends that State deny or l im it the scope of the l i cense. 
Under the Internat iona l Traff ic i n Arms Regu l at i ons, State has the 
author ity to deny any l i c ense app l i cat i on whenever it d e ems such act i on to 
be in furtherance of wor l d peace, nat i ona l  secur ity, or US. fore ign po l i cy. 

For near l y a quarter century, a l l  a ircraft and a i rborne equ i pment were 
contro l l ed under the USML. Recogn i z i n g the wor l dw ide expans i o n of c iv i l  
av i at i on in the 1950s in June 1959, State transferred the jur isd i ct i on over 
c iv i l  a ircraft and equ i pment to Commerce, The transfer, however, d i d not 
i nc l ude deve l opmenta l  a ircraft and equ i pment. It is through the contro l of 
deve l opmenta l  a ircraft and equ i pment that State reta ins its contro l o n hot 
sect i on techno l og i es. Accord i ng to State and Defense off ic ia l s, eng i ne 
manufacturers know and understand that when a deve l opmenta l  eng i ne is 
cert if ied by the Federa l  Av i at i on Admin i strat i on, they have to request a 
commod i t y jur isd i ct i on determ inat i on from State. State then not if i es the 
manufacturers that wh i l e the eng i ne and re lated techn i ca l  data are under 
Commerce’s contro l, the hot sect i on techn i ca l  data rema i ns under State’s 
contro l. For examp l e, a State off ic ia l to ld us that Genera l  E lectr i c’s 
CFM-56 commerc i a l  eng i ne deve l o pment program fo l l owed th is 
estab l i s hed procedure through the 1970s. The requ i rement to obta i n a 
commod i t y jur isd i ct i on determ inat i on, however, was not read i l y apparent 
in the regu l at i ons unt i l  Apr i l  1 988 when State changed the regu l at i on to 
c l ear l y state the requ i rement to conform with the pract ice. l  

Cqmmerce’s Po l i cy 
ant i Contro l  
Mechan i sm 

Commerce be l i e ves that hot sect i on techno l og i es of on l y those 
commerc i a l  eng i n es that are a der i vat i ve of a mi l i tary eng i ne are under 
State’s contro l a nd that hot sect i on techno l og i es of pure l y commerc i a l  
eng i n es are under its jur isd ict ion. As a resu lt, it has a s s umed de facto 
contro l over hot sect i on techno l og i es of severa l  c l a sses of commerc i a l  
eng i nes, i nc l ud i ng the CF-6 and PW-4000 ser ies, V-2500, and GE-90, and 
has approved l i c ense app l i cat i ons to export hot sect i on techno l og i es 
assoc i ated w ith s ome of these eng i nes. State was aware that Commerce is 
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contro l l i ng these hot sect i on techno l og i es, but no act i on had been taken at 
the t ime of our rev i ew. 

Hot sect i on techno l og i es are current ly contro l l ed on the CCL under 
category 9E03A. They are contro l l ed for nat i ona l  secur i ty reasons in 
accordance w ith sect i on 6 of the Export Admin i strat i on Act. Under 
sect i on 5, Commerce has the author ity to deny l i c ense app l i cat i ons for 
exports to proscr i bed countr i es whenever it determ ines, w ith the 
ass i stance of Defense, that such exports wou l d  mak e  a s ign i f i cant 
contr i but i on to the mi l i tary potent ia l  of the proscr i bed countr i es. 
App l i cat i ons for exports to nonproscr i bed countr i es, are genera l l y not 
referred to Defense for rev i ew, and in these cases Commerce can on l y 
deny app l i cat i ons if it be l i e ves that the exports wi l l  b e d i verted to a 
proscr i bed country. Because of th is po l i cy, Commerce be l i e ves it does not 
have suff ic i ent bas i s to deny export l i c enses for hot sect i on techno l og i es 
to COCOM members and other fr iend ly countr i es. Commerce data shows 
that from September 1991 to Apr i l  1 992 at l east 10 l i c enses for hot sect i on 
techno l og i es were i ssued, most l y to COCOM countr ies. 

produced more econom ica l l y , (2) estab l i sh overseas ma i ntenance and 
repa ir fac i l i t i es for the ir eng i nes, or (3) jo i n i nternat iona l consort i a to 
deve l o p n ew eng i nes, They a l so comp l a i n ed that the po l i cy has 
d i sadvantaged them when compet i n g w ith compan i e s  of other COCOM 
countr i es because they be l i e ve the Un i ted States is the on l y COCOM 
member that restr icts export i ng hot sect i on techno l og i es to nonproscr i bed 
countr i es. Off ic i a l s at one c ompany to ld us that they cou l d not understand 
the l og i c beh i nd Defense’s nat i ona l  secur i ty argument for the restr ict ion. b 
To them, nat i ona l  secur i ty contro l s are app l i cab l e on l y to the proscr i bed 
countr i es, not to U.S. a l l i es, They suspected that the purpose of the 
restr ict ion has more to do w ith fore ign po l i cy than nat i ona l  secur i ty and 
sa i d that if that i s the case, then the fore ign po l i cy i ssue shou l d be debated 
in the open. Off ic i a l s at another c ompany to ld us that wh i l e they 
understand the need to restr ict the transfer of certa in techno l og i es, even 
from US. a l l i es, the restr ict ion shou l d app l y to on l y a spec i f i c l i st of 
techno l og i es in wh i ch the Un i ted States ma i nta i ns a l ead. They a l so added 
that the ir c ompany ma i nta i ns se l f- imposed proh i b i t i ons on exports of such 
techno l og i es for compet i t i ve reasons, Furthermore, even if a spec i f i c l i st 
of techno l og i es cou l d be estab l i shed, they be l i e ve that Commerce shou l d 
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adm in i ster the contro l s because, in the ir v i ew, Commerce wou l d  cons i der 
commerc i a l  e conom i c  i nterests when it de l i berates on l i c ense 
app l i cat i ons. 

As exp l a i n ed prev i ous l y, State reta ins contro l over hot sect i on 
techno l og i es for commerc i a l  eng i n es when manufacturers request 
commod i t y jur isd i ct i on determ inat i ons for the ir Federa l  Av i at i on 
Admin i strat i on cert if ied eng i nes. However, compan i e s  interpret the USML 
regu l at i ons to mean  that the commod i t y jur isd i ct i on requ i rement app l i e s 
on l y to eng i n es that have s ign i f i cant mi l i tary app l i cab i l i ty and not to pure l y 
commerc i a l  eng i nes. Thus, for eng i n es such as the CF-6 and the V-2500, 
manufacturers app l y d irect ly to Commerce for l i c enses w ithout f irst 
request i ng commod i t y jur isd i ct i on determ inat i ons from State. Whe n  
Commerce accepts the app l i cat i ons based on the be l i ef that it has 
jur isd ict ion, the manufacturers have effect ive l y p l a ced those eng i n es 
under Commerce’s jur isd ict ion. Hot sect i on techno l og i es of other 
commerc i a l  eng i nes, such as the CFM-56 and PW-2000 ser ies, however, are 
under State’s jur isd i ct i on because manufacturers have requested 
commod i t y jur isd i ct i on determ inat i ons. 

One company sa i d it i nadvertent l y subm itted severa l  app l i cat i ons to State 
dur i ng 1986 and 1987 for l i c enses to export hot sect i on techn i ca l  data for 
its commerc i a l  eng i n es to fore ign f i rms in Japan and S ingapore, and the 
app l i cat i ons were cons i stent l y den i ed. The c ompany later rea l i zed its 
m i stake and Commerce conf i rmed that a l l  techn i ca l  data for commerc i a l  
eng i n es is under Commerce’s jur isd ict ion. The c ompany then sent a letter 
to State stat ing that it had subm itted the app l i cat i ons in error and 
requested that the app l i cat i ons be w ithdrawn. Subsequent l y, it subm itted 
the s ame app l i cat i ons to Commerce not i ng that they were to rep l ace the 
ones subm itted to State in error and that they had been re j ected by State. 
State d i d not contest Commerce’s jur isd i ct i ona l c l a im and Commerce 1, 
approved those app l i cat i ons. 

Seek i ng a So lut i on Recogn i z i n g that the s ituat ion was no l onger tenab l e, in Apr i l  1 988 Defense 
asked State to in it iate a commod i t y jur isd i ct i on determ inat i on for a l l  
eng i n es that were not actua l l y under State’s contro l. However, State d i d 
not act on the request. In 1989 State proposed to transfer jur isd i ct i on over 
hot sect i on techno l og i es for commerc i a l  eng i n es to Commerce if 
Commerce wou l d  impose a n ew fore ign po l i cy contro l o n the 
techno l og i es. Defense ob j ected to the proposa l  o n nat i ona l  secur i ty 
grounds. State countered that Defense’s nat i ona l  secur i ty argument was 
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more of a protect i on of industr ia l  b ase argument ( i.e., an econom i c  
Interest argument). Defense then supp l i e d a st i l l  stronger nat i ona l  secur i ty 
argument and i ns i sted that the techno l og i es rema i n under State’s contro l. 
A lso, State off ic i a l s c ommented that the transfer techn i ca l l y wou l d  not 
i nvo l ve a change of the USML and, thus, wou l d  not requ ire Defense’s 
concurrence. Defense d i sagreed and sent a l ega l  op i n i on to State to 
support its case. The debate cont i nues. In the meant ime, Commerce is 
wa it i ng for the i ssue to be reso l ved. 

Current ly, for those eng i n es that are actua l l y under State’s contro l, State 
sub j ects a l l  techno l og i es assoc i ated w ith the des i gn, manufacture, 
product i on, deve l opment, repa ir, and overhau l  of eng i ne hot sect i ons to its 
l i cens i ng jur isd ict ion. One ma j or eng i ne manufacturer perce i ves the 
current contro l s as a b l anket embargo of hot sect i on techno l og i es. 
Accord i ng to an Air Force eng i neer who prov i ded expert i se to the U.S. 
de l egat i on in COCOM negot i at i ons dur i ng the core l ist exerc i se, the Un i ted 
States, when pressed by Germany and other cocos members, drew up a 
spec i f i c l i st of hot sect i on techno l og i es to be contro l l ed. He to ld us that 
the cr iter ia used to l ist a part icu lar techno l ogy were (1) the techno l ogy 
wou l d  have prov i ded a strateg ic capab i l i ty to the former Sov i et B loc, 
(2) the techno l ogy was not ava i l ab l e outs i de of COCOM, and (3) the former 
Sov i et B l oc countr i es d i d not possess the techno l ogy. He be l i e ves that the 
Un i ted States can construct a l ist of hot sect i on techno l og i es that are 
cr it ica l to the performance of mi l i tary jet eng i n es and in wh i ch the Un i ted 
States is l ead i ng the rest of the wor ld. Add it i ona l l y, the Un i ted States 
rout ine l y l i sts spec i f i c eng i ne manufactur i ng processes and know-how that 
are restr icted from be i ng d i sc l osed to fore ign partners in i nd i v i dua l  
m i l i tary codeve l o pment and coproduct i on programs on a case-by-case 
bas i s. 

Recommendat i o n To ensure appropr i ate and adequate contro l over on l y those hot sect i on 
techno l og i es that Defense cons i ders sens i t i ve and cr it ica l to U.S. nat i ona l  
secur ity, we recommend that the Secretary of State d irect the Center for 
Defense Trade to 

l i dent ify, w ith the ass i stance of Defense and other agenc i e s as appropr iate, 
spec i f i c hot sect i on techno l og i es in wh i ch the Un i ted States l eads the 
wor l d and are mi l i tar i l y cr it ica l a nd assert jur isd i ct i on over those 
techno l og i es and 

l transfer jur isd i ct i on over a l l  other hot sect i on techno l og i es for commerc i a l  
eng i n es to Commerce. 
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Agency Comments 
and Our Eva l uat i on 

Defense essent i a l l y agreed w ith our recommendat i o n to d i v i de contro l 
over hot sect i on techno l og i es between Commerce and State. Commerce, 
however, argued that the d i v i s i on wi l l  on l y serve to aggravate exporters, 
w ith no secur i ty benef it. As stated in the report, hot sect i on techno l og i es 
are contro l l ed to ma i nta i n an a ir combat advantage for U.S. forces over 
potent ia l  adversar i es. W e  be l i e ve that ma i nta i n i ng an a ir combat advantage 
is a s ign i f i cant secur i ty benef it and that our recommendat i o n wou l d  resu lt 
i n more focused contro l over the most cr it ica l techno l og i es to U.S. 
secur i ty interests, wh i ch shou l d a l so he l p c lar ify U.S. l i cens i ng po l i c i es for 
U.S. exporters. State commented that it has asked the Defense Trade 
Adv i sory Group to rev i ew the matter and it i ntends to estab l i sh f irm and 
c l ear gu i de l i n es regard i ng jur isd i ct i on over spec i f i c hot sect i on 
techno l og i es. 

Furthermore, Commerce argued that it m ight be ab l e to use fore ign po l i cy 
contro l s for the most cr it ica l l i st of hot sect i on techno l og i es. In our v i ew, 
th is approach wou l d  be sub j ect to the s ame r isks we ident if i ed for 
transferr ing the other sens i t i ve i tems under the n ew fore ign po l i cy contro l. 
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Ratio n a l izat i on Wo rk ing G roups 

Group 
1A 

1B 

2 
3A 

38 

3c 

~~ ~~~ 
Un ited States Mun it i ons Areas covered by the 
L ist categov grow 
V(a) Exp los ives 
(cl Prope l l ants 

IV(c) Hand l i ng/contro l equ i pment 
(f) Ab lat i ves/advanced 

compos i tes 
(h) Spec if ica l l y des i gned or 

mod if i ed components 

VI(a) Surface vesse ls 

IV(b) Launch veh ic les 
VIII(b) Spacecraft 
Xl(b) Space e lectron ics 

Wg) Inert ia l nav igat ion 
XII(a) & (b) Inert ia l a nd gu i dance 

contro l systems 
XII(a) Lasers and n ight v is ion 

dev ices 
4 

5A 

58 

IX 
XI 
Xl(c) 
XIII(b) 

XIII(d) 

Tra in i ng equ i pment 
Mi l itary e lectron ics 
Tempest equ i pment 
Encrypt ion hardware and 
software 
Armor p late and structura l 
mater ia ls 

6A xx Submers i b l e vesse ls 
6B XVI Nuc lear weaoons 

WSML is compr i sed of 21 categor ies that are enumerated I to XXI. Each category cons ists of 
subcategor ies, spec if ic items, and re lated techno l ogy. 
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Noncontent ious Items to Be Removed From  
the U.S. Mun itions L ist 

F leet support sh i ps (except submar i ne rescue sh ips) 

Yard tugs, tankers, and l i ghters 

F loat ing dry docks 

Icebreakers 

Coast Guard oceanography vesse l s and tugs 

Buoy tenders and l ight sh i ps 

Armored coax ia l  cab l e 

E leven exp l os i ves (such as B lack Powder, Nitrostarch) 

Al l nonnuc l ear, nonmi l i tary submers i b l e vesse l s 

Two-d imens i ona l  and less carbon-carbon mater ia l  and meta l  matr ix 
compos i tes un l ess spec if ica l l y des i gned for mi l i tary use 

Zero and f irst-generat ion image intens if icat ion tubes and the ir re lated 
techn ica l  data 

S ing l e e l ement detector nonscann i ng infrared track ing, detect ion, and 
commun i cat i on dev i ces 

Certa in cryptograph i c equ i pment and software, such as automat i c te l ler 
mach i nes, c iv i l te lev is i on equ i pment, and software des i gned to protect 
aga inst v iruses 
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Commen ts From the Depa rtmen t of Defense 

Sewp. 26 

Note: GAO comments 

supp l ement i ng those in the 
report text appear at the 
end of th is append i x. 

OFFICE OF THE UNDER SECRETARY OF DEFENSE 

WASHINGTON. 0. C. 20301-2000 

NOV 51992 
In rep ly refer to: 
l - 92/34215 

Mr. Frank C. Con a h a n  
AssIstant Comptro l l e r (3anera l  
Nat l o na l  secur ity a n d  l nternat l ona l  

Affa lrs D lv l s l on 
U.S. Genera l  Account i ng Off lcs 
Wash l n g t on O.C. 2 0 5 4 8  

Dear Mr. Conah a n :  

Th l ? l  I8 the Department of Defense (DOD) resoonse to the 
Qenera l  Account i ng Off lce (GAO) draft report ,‘EXPOAT 
CONTROLS : Ml l l tar l l y Sens l t l ve Items Shou l d  Rema l n  Under 
Mun l t l o ns Contro l ,” dated September 28. 1 9 9 2  (GAO Cod e  48381 4 /  
OSD Case 9214). T h e  DOD genera l l y concurs w lth the GAO 
f lnd l ngs a n d  recommendat i o ns. 

T h e  app l l c at l on of fore i gn po l i cy export contro ls o n  
dua l -use good* a n d  techno l og i es. has b e e n  de l e g ated to the 
Secretary of Commerce, not the Congress. to reauthor l ze such 
contro la. Therefore, the reference to export contro ls be i n g  
vo l d ed If Congrea a  fa i l s to reauthor lrs fore l gn POl iCy 
contro ls l a Incorrect. T h e  prooedures In the memor a n d um of 
understand l n g (concern i ng the transfer of Items from State to 
Commerce Jur lad l ot l on), amo n g  the Departments of Defense, 
State, a n d  Commerce rema i n In effect Unt i l  resc l n ded or 
a l tered by agreement of the part les or by a n  Execut i ve Order. 
If the agreed procedures cou l d not b e  Imp l emented, contro l of 
the covered Items wou l d  revert to the U.S. Mun l t l o ns L ist. 

The deta l l e d DOD commenta on the rdport f lnd lngs and 
recommendat i o ns are prov l ded In the enc l osure. T h e  bepar tment 
apprec i ates the opportun l ty to conunent o n  the draft report. 

Enc l osure 

Slncere ly, 

~ 2 ~ ~ ~  
Act i ng Deputy Under Secretary 
Trade Secur ity Po l i cy 
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Nowon p. 11. 

OAO DRAFT REPORT--DATED SEPTEMBER 28, 1992 
(GAO CODE 463614) OSD CASE 8214 

“EXPORT CONTROLS: M l L l TAR l LY SENSITIVE ITEMS 
SHOULD REMAIN UNDER MUNITIONS CONTROL” 

FINDINGIS AND RECOMMENDATIONS TO BE ADDRESSED IN THE 
DOD RESPONSE TO THE GAO DRAFT REPORT 

. l * * . 

FINDINGS 

-A: U.S. F-1 Svstan. The GAO ob8ervhd that 
thm U.S. export contro l ayatam l o  essant la l l y separated Into 
two reg lme8-- one for mun l t l o na Items and the other for aua l - 
USCI I t’8 lJ l6. The GAO exp l a l n ed that the Oepartment of State-- 
unaer author lty of the Arms Export Contro l  Act--contro ls 
mun l t l o na Item8 and estab l l a hea. w lth concurrence of the DOD. 
the U.S. Mun l t l o na L lat. The QAO further exp l a l n ed that the 
Department of Commerce --under author ity of the Export 
Adm ln l atrat l on Act --contro ls dua l -use Items. such a5 
oenunun l cat l onr squ l pment and certa in chem lca l a, a n d  
estYb l Im*da a Commerce Contro l  L ist. The aA notbd that, If 
an l xqmr l er Is unsure wh i ch agency has Jur lad l ct l on over a 
part lau isr Item, It oan aak the Department of State to make a 
commod i t y Jur lsd lct lon dsterm lnat l on. 

The GAO po l nted out that the purpose for contro l l l ng mun l t l o ns 
Itmma, afs (ItSted In the Arma Export Contro l  Act, Is to further 

wor l d peace and the 5eCUr lty a n d fore l gn po l i cy of the Un i ted 
statoa. The QAO noted that, In compar i son. the Export 
Aam ln l atrat l on act Statea as Its purpo5e (In part)--“It IS the 
po l i cy of the Un ltsd States to u5b export contro l 5 on l y after 
fu l l  cona l c l erat l on of the Impact on’ths economy of the Un ltsd 
States and on l y to the extent necessary..: 

The GAO found that the Department of Stats and the Do0 had 
expressed concerna about mov l n g sena l t l ve Items to the 
Department of Commerce Jur lad l ct l on because the Commerce 
contro ls are l eas atr l ngent than thoae app l i e d to the U.S. 
Mun l t l o ns L l 5t Items at the Department of State. (PD. l-2, PD. 
l o- l Z/QAO Draft Report) 

m Concur 

WB: ~01s an. The QAO ewp l a l n e d 
that the Dspartment of State Center for Defense Trade Is 
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Nowaon pp. 11-12. 

Nodonp. 12 

respons l b l e for adm ln l a tar l ng mun l t l o ns export contro ls. The 
DA0 further exb l a l n ed that the Department of State promu l gates 
the l nrernat l ona l  Traff ic In Arms Regu l a t l o na under the 
Author l ty of the Arms Export Contro l  Act. The 6AO po l nted out 
that the l nternat l ona l  Traff ic In Arms Ragu l at l ons aqec lfy 
that the Department of State--w ith the DOD conourrence-- 
determ l nea what a Defenre art ic le or aerv lce Is. ThO QAO 
oxp l a l n ed that on l y the art ic le or aerv lce Itse lf Is re l evant 
In determ ln l n g If It l a “Inharent l y m l l l tary In character”-- 
that the end use I5 Irre levant In mak l n g such determ lnat l ons. 

The QAO found that Items on the U.S. Mun l t l o na L l at 5re Con- 
tro l l ed to a l l  deat l nat l ons --mean i ng that va l l dated I lcenses 
from the Off lca of Defense Trade Contro l s are needed to a l l  
dest lnat lons-- axcarat for certa in Items to Canada. The QAO 
oeasrved that any re-export of mun l t l o na Items must rece ive 
pr lor approva l  from the Off lce of Defense Trade Contro ls. 

The C3AO rOpOrted that the State Department ro l l 85 o n  Do0 for 
techn l ca l  adv l ce o n  certa in sens lt l ve I l cense app l IC5t lOna. 
The GAO exp l a l n ed that the Defense Techno l ogy Secur ity Agency 
Is the DOD un lt reapons l b l e for coord l nat l ng the DOD response 
to the Department of State on queat l ons concern l ng l l c enae 
app l l cat l ona. The GAO noted that the Defense Techno l ogy 
Secur ity Adm ln l strat l on a l 5 0 orov l dea the DOD ooa l t l on to the 
Department of State regard l ng comnod l ty Jur l 5d lCt lOn 
dec l a l ona. The QAO further noted stat lat lca show that, for 
I666 ana 1869, about 70 percent of the Item8 aubm l tted for 
commod i t y Jur lsd lct lons were dec i d ed In favor of tha 
Department of Commerce contro l. (PP. 12-13/ GAO Draft Report) 

m  Concur 

WC: -1% on Oua. l -U l l l tana. The QAO reported that 
the Department of Commerce Bureau of Export Adm ln l atrat l on l a 
respons i b l e for adm ln l rter l ng contro ls o n  dua l -use Items. The 
GAO determ l ned that-- In contrast to the g l oba l  contro ls p l aced 
o n the U.S. Mun l t l o na L l at Items--the dua l -use Items and 
techn l ca l  data under the Department of Commerce Jur lad l ct l on 
are on l y contro l l ea for aoec lf l c raaaons to spec lf lc 
deat l nat l ons. The GAO found that Items contro l l ed for 
Nat l ona l  Secur ity reasons are contro l l ed to DreVOnt tnem from 
reach i ng the ao-ca l l ed oroscr l bed countr ies--ma in l y the former 
Eastern B loc a n d commun l a t  nat l ons. The GAO added that other 
Items arcI contro l l ed for var ious fore i gn po l l ey reasons--such 
as reg l ona l  stab l l l ty a n d  non-pro l l ferat l on. (OP. 14-16/QAO 
Draft Report) 

m: Concur 

-o: P  for bbuuau-1 W  
-. The GAO reported that the COOrd l nat l ng C(M lmItte8 

2 
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Now on p, 13. 

for Mu lt l l atsra l Export Contro ls--created In 1949--contro ls 
export5 to the former Eastern B loc a n d commun i s t countr ies. 
The OAO found that the Comm l ttoe ro lIes o n  consensus amon g  Its 
member 5  to determ l na what Items wi l l  b o  oontro l i od a n d  to 
dec l do wh i ch countr los are pro8cr l bod. The GAO a lso found 
that the Comm l tteo ma l nta l ns three contro l I lsts-- (I) the 
Intornat l ona l  Mun l t l o ns L ist for Defense art ic les and 
ssrv lces, (2) the l ntornat l ona l  l ndustr la l  L ist for dua l -use 
I toms, and (3) the Intornat l ona l  Atom i c Enorgy L lst for 
nuc l ear Items. The QAO noted that those I lsts aro rev l owed In 
2-year cyc les, dur i ng wh i ch (1) Items may b o  moved from one 
I lst to anothor. (2) Item5 may havo the lr contro ls l oosened, 

or (3) Items may bo removed from CommIttee contro ls 
a l togothor. (PP. 16 l t l /GAO Draft Report) 

Concur 

WE:  Ths for -Rat i ona l  T he 
QAO aonc l u dod that, ovor tho years. s ome over l a p between the 
U.S. Mun l t l o ns L l at a n d  the Commercm Contro l  L ist has 
dove l o pod through a lack of ooord l nat l on betwoon the 
Dopartments of State and Cammorco. The QAO notod that the 
Commero e  Contro l  L lst Is c lose ly t l od to the Intornat l ona l  
Industr ls l L ist. The OAO found that whon  Items are added to 
the Intornat l ona l  l ndustr la l  L ist. thoy aro addod to the 
Commerce Contro l  L ist --Un less thore Is an undorstand l ng 
between the Departments of Commerce and Stat. not to do so. 
The aA a l so found that, In other cases, whore the Dopartment 
of State and the DOD want to ma l nta l n  a n  Item on the U.S. 
Mun l t l o ns L ist that ths Coord l nat l ng Comn l t too for 
Mu ltI l atera l  Export Cantro l s has movod to the Intornat l ona l  
l ndustr la l  L ist. thoro has not boon ooord l nat l on botwoon the 

Deoartmenta of State and Commerce--wh i ch has resu l ted In the 
It im bo l n g p l aced on the Commerce Contro l s L ist. 
bs l ng reta l nsd o n  the U.S. Mun l t l a na L ist. 

The OAO obssrvod that the Depsrtmont of State and 
to ma l nta l n  g l o ba l  OXpOrt oontro ls--such a8 those 
l nternat l ona l  Traff ic In Arms Rsgu lat l ons--for m l l  
sens lt l ve Items In wh ich the U.S. has a teahno l og l  
over the rest of the wor ld. 

h l l e a l so 

the DOD want 
found In the 
ltar l ly 
ca l l e ad 

The QAO found that othor over l ap has been causac l  L l y a l ack of 
coord l nat l on w lth l n tho Department of state. The QAO 
exp l a l n ed the group that negat l ates at the Coord l nat l ng 
Comm l tteo for Mu lt l l atora l  Export Contro l 5 does not a lways 
coord l nato o l ose l y w lth the group In chargo of the U.S. 
Mun l t l o ns L lst. 

The GAO po l nted out that, because of the moro I lbora l U.S. 
contro l a of tho commad l t l e s o n  the Camnerce ContrO l L ist, 
Industry prefers to seo tho Coord l nat l ng COmmIttOO dua l -use 

3  
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Nowon pp. 13-14. 

I lst Items contro l l ed o n  tho Commerce Contro l  L ist by the 
Dopartmont of Commerco --as ODpOSOd to the Ststo Department 
U.S. Mun l t l o ns l ist. The OAO noted that, In Novsfnbor 1990, 
tho Pres l dont Issued an ardor to ma vW drra l-uU Ituna from the 
U.S. MunItIona L ist to the C amwaa  wro-I L ist un l ess 
Nat l ona l  Socur lty wou l d  b e  Jeapsrd lztd. (pp. lS- lS/ PA0  Draft 
Repar t 1 

v Concur . 

EINI)INd: Jh6 I- I tm m  The OAO 
ropartod that, after tho Pros l dont,‘s d lroot lvo In November 
ISSO. tho Department of stat4 took st4ps to 4I lm lhsto tho 

over l ap between tho U.S. MUn l t lOn8 L ist a n d  tho Coord l nat l ng 
CommIttoo l ntornat l ona l  l nduatr l a l  L i nt. The GAO l xp l s l nod 
that w ith tho ho l p  at the Dofonse Taahno l o gy Soour l ty 
Admln l strat l on. the Department of Stat6 Ident l f l ed th4 
over l app l ng Items on the two l lsts. The aA0 po l nted out that 
prac4Ss was d lff lcu lt baohuu,ths Internat14nsI Industr ia l  
L ist Is wry spac lf l ~, wh l l o  the U.S. Mun l t l onr L lSt IS mOr0 
genera 1. 

The GAO notod that the Department Of State rtab l l shod work i ng 
groups In the e l ovon areas (504 Append i x  I of the draft 
report) In wh l cn over l ap was bo l l e vod to 4x lst. The QAO 
roparted that, In January ISOl, the work l ng groups bogan 
moot i n g  w lthout the Oeuartmetnt of CanWmrc8  r4pro54nt5t l on, 
bocsuso th4 Dspartmont of Stat4 In lt la l l y wanted to m4ot 
soparato l y w lth the Defenae Techno l ogy Soaur l ty Adm ln l 5trat l on 
to understand a l l  the Nat i ona l  Soaur l ty aonaerns beforo the 
Department of Corrmeroo b e c ame Invo lved. The QAO ob8erv4d It 
was the Department of State pas l t l on that Nat l ona l  Socur lty 
determ lnat l ons wore beyond the Department of Cansnoroo purv l ow. 
The QAO found th8t tho Department of Stat4 and the DOD 
dotorm l ned that most of the over l opp l n# Items cou l d b o  removed 
from tho U.S. Mun l t l o ns L ist ant i  p lMWd  unU0r the 04partmont 
of Conmorce Jur l5d lctron. The QAD rws$~u, wver, that the 
two Departments d4torm l nbd that su@h It4515 54 5MtW8rO w lth 
encrypt l on c8pab lIIty wore to bo rets lnrr l a n  th0 U.S. 
Mun l t l onr L l at for s lgn l f l cant Nat lma l  S4aurIty aoncorns. 

Th4 QAO found that tho Doasrtmont of Stat4 Inv ited the 
Department of Cammerce to work i ng group m48tIngs to d l i c u88 
tho Dopsrtment of State and DOD doC lS l o h 5 ~ Th. QAO a l 50 
Ioarnod that the Dspsrtment of Comnorae pressed the DOD and 
tho Dopsrfm4nt of State to domanstrats why Its COntrO lS were 
not adequate for safeguara l ng the Itsma. The QAO reported 
that, wh4n  Interagency consensus ~ 8 5  not 8ch lovad, the 
rst lona l l zat l on process roached an Imp6550. The GAO otasorved 
that, subsoquont l y, the Department of State camDramI5od by 
agree i ng to transfer oorts ln of the sons lt l ve Itam to tho 
Dopsrtmont of Cammero e  w lth th4 aond l t l o n that Cammerc4 impose 
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Nowon pp. 17-18. 

Nowonp. 19. 

n ew add l t l ona l  fore l gn po l i cy contro ls to a l l ay DOD nat l ona l  
secur ity concerns, w ith the DOD eventua l l y accsd l ng to the 
cornprom lss. The QAO noted thst, In March 1992. the three 
agenc i es s l gned a  memor a n d um of understand l ng deta l l l n g the 
n ew contro l a n d  other cond l t l ons for the transfers, 

The GAO observed that the rat l ona l l tat l on exerc ise was 
essent ia l l y comp l e ted In the Spr i ng of 1992, w lth the 
pub l l cat l on of the Department of State f lna l  ru l e In the 
F_bdsTa l&g& iBL. The QAO found, however, that a l t hough 
Commerce must st i l l  pub l i s h a  FBdsra l _Rsa promu lgat I ng 
the n ew contro ls to a l l ow them to accept the sens lt l ve Items 
be l n g transferred, as of August 1992, no such not l ce h a d  been 
pub l l a hed. (PP. Z l -24/QAO Draft Report) 

m  Concur 

m: -. The QAO found that the 
over two dozen Items and categor i es of Itsms--not Juet l f l ed 
for Nat l ona l  Secur ity reasons--were l dent l f l ed for remova l  
from the U.S. Mun l t l o ns L l et (see Append i x  II of the draft 
report). The QAO reported that the DOD wanted to reta ln 
certa in other Items --such as submsrs lb l ss--on the U.S. 
Mun l t l o ns L lst. The (3AO noted, however, that after rece lv l ng 
Department of Commerce and Industry comments, the Defense 
Techno l ogy Secur ity Adm ln l etrat l on determ l ned that the Items 
cou l d b e  transferred. 

The QAO exp l a l n ed that the Navy ln lt l a l l y wanted to reta in a l l  
ubmers lb l es--m l l l tary or commerc i a l --on the U.S. Mun l t l o ns 

L ist, but agreed to l ower the thresho l d from 1.000 test to 
300 meters. The GAO reported the Defense Techno l ogy 

Secur ity Adm ln l strat l on agreed w lth the Department of Commerce 
p3s lt lon--I.e., that there wou l d  st i l l  b e  a n  over l ap between 
the U.S. Mun l t l o ns L lst a n d  the COCOM lnternat l ona l  l ndustr la l  
L l et If submers i b l es that d l ve be l ow 1,000 meters were 
reta l ned o n  the U.S. Mun l t l o ns L let. The QAO further 
reported that the Defense Techno l ogy Secur ity Adm ln l strat l on 
agreed the over l ap cou l d not be Juet l f l ed for Nat l ona l  
Satcur lty reasons because of ava l l ab l l l ty as dua l -use Items 
from COCOM countr ies --and was unw l l l l n g to argue that p l ac l ng 
these submers i b l es on the Commerce Contro l  L ist wou l d  
s lgn lf l cant ly Jeopard i ze Nat l ona l  Secur ity. 

The GAO observed that the Navy rea l i zed fore l gn ava l l ab l l l ty 
ma d e  It d lff lcu lt to Juet lfy Un l tod States mUn l t l o n e COntrO lS 
on the Items . The BAO Ind lcetsd that Jur lsd l ot l on over 
commerc i a l  submers l b l ee-- except those powered by nuc l ear 
propu l s i on--was transferred to the Commerce Contro l L ist. The 
QAO po l nted out that the Navy was not very Pos lt l ve about the 
transfer, but conceded It was reasonab l e under the 
c i rcumstances. (pp. 24-26/QAO Draft ROPOrt) 
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Now on pp. 20-21. 

m: Concur 

~LUKUMU: JmmlnWmIfIf l =rs Tr4nrferrad . 
The GAO reported that Image Intens lf lers--as we l l  as 
assoc latac i techn l ca l  data --were l dentff l ed by both the 
Departments of State a n d  Defense for retent l on o n  the U.S. 
Mun l t l o ns L ist d u e  to e l gn l f l cant Nat l ona l  Secur ity concerns. 
The GAO found that, In the DOD. Image Intena lf l ers nre used In 
e var iety of eau l pment to enab l e  m l l l tary forces to ma l nta l n  
operat i ons at n l ght a n d In adverse weather cond l t l ona. The 
QAO noted that th l e capab l l l ty Is centra l to U.S. warf l ght l ng 
concepts. The QAO reported that the Department of Commorco 
d l d not agree w lth the Department of State and tho DOD 
ratIona l e for reta l n l ng those Items on the U.S. Mun l t l o ne 
L ist. 

Accord i ng to the QAO, under a comprom l se reached amon g  the 
ageno l e e. the Department of State dec i d ed to transfer (1) non- 
ml l l tnry Image Intene lf l ers a n d re l ated tschn lca l Usta, and 
(2) comnerc l a l  systems conta l n l ng Image lntene lf l ers from the 
U.S. Mun l t l o ne L ist to the Department of Commerce Jur lsd lct lon 
If Commerce wou l d  Impose an add l t l ona l  fore l gn po l i cy contro l 

wh i ch wou l d  b e  Intended to contro l those i tems In a manner 
e lm l l ar to the ex l et l ng U,S. Mun l t l o ne L l et contro ls. The QAO 
acknow l edged that tha DOD eventua l l y acceded and the three 
agonc l e e s l gned a  memor a n d um of understand l ng deta l l l n g the 
oond l t l ons for the tran6fer. The QAO conc l uded, however, that 
the DOD Juet lf l cat lon for reta l n l ng non-Image Intone lf l ers a n d 
re l ated appeared sound. The QAO a lso quest l oned the rnt l ona l o 
for creat i ng n ew contro ls Just to perm it the transfer of an 
Item to the Jur led l ct l on of Commerce. (pp. 4-6, PP. 2&28/QAO 

Draft Report) 

. Concur 

PlNDlNd: l&CJIDIcaI l2a.t~ Transferred as a Camoram- 
Accord i ng to tho QAO, the DOD and the Department of State 
argued that tochn l ca l  data aseoc l ated w lth non-m l l l tary 
lnrrt la l nav l gat l on eyeteme and components shou l d b e  rete l ned 

O? i e  U.S. Mun l t l o ne L l et for s lgn l f l cant Nat l ona l  Secur ity 
reasons. The QAO exp l a l n ed that tho manufactur i ng t8ChnO l ogy 
for the cr lt lca l components of a l l  l nert ls l nav l gat l on systems 
Is eeeent l a l l y  the n ame, regard l ess of whether tho rasu lt l ng 

eyetom Is ml l l tary or commerc i a l . The QAO noted the U.S. IS 
the wor l d l eader In advanced Inert la l  nav l gat l on systome 
doe l gn. product l on techno l ogy, a nd h l g n qua l i ty systems that 
aro used In or nro ,adaptab l s to a lrcraft attack m lsa l ons a n d 
ba l l Iet lc a n d  cru ise m l ae l l e  gu i dance. The QAO asserted that 
pro l l ferat lon of such techno l ogy espec i a l l y to th lrd wor l d 
nat l one cou l d adverse ly Impact the ba l a nce of power w lth l n 4  
reg l on a n d  poeo 4 d lrect threat to the U.S. Nat l ona l  Secur ity. 
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Now on p. 21, 

Nowon pp 21-22 

The QAO found that the Department of Commerce (1) wou l d  not 
agree to the retent i on of the Item on the U.S. Mun l t l o ns L ist. 
(2) arguad that a transfer of Jur lrd lct lon wou l d  not 
Jeopard i ze Nat l ona l  Secur ity, a n d (3) offered to add n ew 
fore i gn po l i cy contro ls to strengthen ex lrt lng contro ls. The 
QAO reported that Industry supported the Department of 
Commerce pos l t l on. The QAO lnd l cated that--as In the case of 
non-m l l l tary Image lntens lf lers-- the lnert la l  Nav l gat l on 
System offered to the Oepartment of Commerce as a comprom l se 
to move the rat l ona l l zat l on exerc lso forward. The QAO 
rev l ewed the 000 nat l ona l  secur ity Just lf lcat lons for 
reta l n l ng the 8ystsmrr and re l ated data and conc l uded they 
appeared sound. T h@ QAO po l nted out that techn l ca l  data Is 
part icu lar ly aens l t l ve because It enab l e s the I l censee to 
manufacture a l l  or part of the Item. The QAO a lso auest l oned 
the rat l ona l e for oreat l ng a  n ew contro l to perm lt the 
transfer of an Itom to the Jur lsd l ot l on of the Department of 
Commerce. (pp. 4-6, pp. 2&29/GAO Draft Report) 

v Concur 

f lND lNG: Saftware w ith F- 

-- The QAO reported that the Department of 
State and the Do0 wanted to reta ln software w lth enarypt l on 
capab l l l ty o n  the U.S. Mun l t l onr L ist 8 0  the Nat l ona l  Secur ity 
Agency can rev l ew a l l  n ew roftwars w ith encrypt l on capab l l l ty 
to detsrm lns If It shou l d b e  p l aced o n the U.S. Mun l t l onr 
L ist. The QAO exp l a l n ed that one reason for ma l nta l n l n g that 
l nformat l on o n  the mun l t l o na I lst Is concern over future 

encrypt l on deve l opmatntr by software f lrms be i n g p l a oed o n 
comnerc l a l  software programs. (The GAO noted the other 
reasons were c lass lf led.) The QAO found that the Do&- l e d by 
the Nat l ona l  Secur ity Agency-- refuood to Ino l ude such Itemr In 
any oomprom l s e w lth the Department of Commerce. o l t l ng the 
Inadequacy of the Commerce contro l ryatom even w lth the added 
fore i gn po l i cy contro l8. The QAO Ind i cated that, aocord l ng to 
the Nat l ona l  Secur ity Agency, fore l gn po l l oy contro l 8 
h l8tor lca l l y have l ed to decontro l . The QAO further reported 
that the DOD c ited Its oppO8 l t l o n to a proposed amendment  to 
the Export Adm ln l strat l on Act. that wou l d  have decontro l l ed 
software w lth enorypt l on, as another reason that aoftware w ith 
encrypt l on oapab l l l t y shou l d not be moved. The QAO oxp l a l n ed 
that the prov ls l on. If passed, wou l d  move a l l  masa-market 
software from the U.S. Mun l t l o ns L lst to the Comneroe Contro l  
L l ot-- l nc l ud l ng software w ith encryPtIon capab l l l ty. The QAC’ 
noted that the Do0 argument preva l l ed, a n d  the 8OftWare wlt l  
encrypt l on was reta l ned o n  the U.S. Mun l t l o ns L lat. (Bacauac 
of the c lass lf l cat lon leve l, the GAO d l d not rev l ew the fu l l  
Do0  Just lf l cat lon for th is Item.) (pp. 2%3O/QAO Draft 
Report) 
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m~esoonss: Concur. To more accurate ly ref lect the 
appropr i ate scope of encrypt l on matters Invo lved, the report 
shou l d state that It Is address l ng products w lth encrypt lon, 
not Just software. 

A lso, the State and Defense Departments wanted to reta ln 
products w lth OnCrYpt l o n capab l l l ty-- l nc l ud l ng mass market 
software--on the U.S. Mun l t l o na L ist b e c a u s e  of the sens lt l ve 
nature of these products and concern that the uncontro l l ed 
spread of cryptograph ic capab l l l t l ea wou l d  undarm l n e U.S. 
Po lItIca l, mi l i tary, a nd econom i c secur ity. Certa l n 
categor i es of cryptograph ic products, however, were d e emed  
less cr lt lca l to Nat l ona l  Secur ity and were transferred to 

Commerce Jur lad l ct l on. 

Add l t l ona l l y, the contro l of maas market software w lth 
ancrypt l on ra l sed Part icu l ar controversy later In the 
harmon l zat l on process as a resu lt of a  prov ls l on In the House 
passed reauthor l zat l on of the Export Adm ln l rtrat l on Act that 
wou l d  have moved a l l  mass market software from the U.S. 
Mun l t l o ns L lst a n d  State contro l to Commerce contro l. Th i s 
Ieg l s l at l on was strong l y supported by the software Industry 
because of concerns that It was l os l ng It8 compet l t l ve 
advantage due to str lngcnt Mun l t l o ns L lst contro ls. The State 
Department later proposed to move mass market software w lth 
encrypt l on capab l l l ty to Commerce Jur lsd lct lon because of 
quest l ons over Its contro l IabI lIty. The 000. l ed by the 
Nat i ona l  Secur ity Agency. refused to Inc l ude th is Item In any 
comprom lsa, cft lng the Inadequac l es of Comcrcs contro l under 
the Export Adm ln l strat l on Act. Further, the 000 c ited 
Aam ln l strat l on oppos l t l on to the Ieg l a l at l on that wou l d  have 
transferred mass market software w lth enorypt l on to Commerce. 
On February 3, 1992, the Act i ng Secretary of Commerce not lf l sd 
the Congress that l nc l ud l ng th l a prov ls l on wou l d  l e ad sen i or 
adv l aors to recommend that the Pres l aent veto the b i l l . T he 
DOD argument preva l l ed. a n d  the Item was reta l ned o n  the 
Mun l t l o ns L ist. 

FJNDIN(3: p to be Rcv l~. The 
QAO reported that the Department of State and the Do0 agreed 
that many space-re l ated Items cou l d b e  transferred from the 
U.S. Mun l t l o ns L ist to the Commerce Contro l  L ist. but the 
Departments lns l sted that the dec l s l on b e  mad e  on an Item-by- 
Item bas is. The QAO lnd l cated that a l l  space-re l ated Items 

were reta i ned o n  the U.S. Mun l t l o ns L ist, but an Interagency 
work l ng group compr i sed of a l l  concerned agenc i es--the 
Department of State. the Department of Defense, the Natfona l  
Aeronaut i c a n d  Space Admln l strat l on, a n d otners--assemb led to 
conduct Item-by-Item rev lcw. The QAO lnd l cated that, a l t hough 
they are dua l -use. the group agreed to reta ln a l l  space l aunch 
veh ic l es o n  the U.S. Mun l t l o ns L l at because of the ir extreme 
a lm l l ar l ty to ba l l l st lc m lss l l es. The QAO reported that the 
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Now on p, 22. 

Navy on pp. 23-25. 

- 
- 

Department of Commerce Is not sat lsf led e n o ugh Items are be i n g 
moved--a l though acknow l edg i n g a  g ood start has been made. (pp. 
31-32/GAO Draft Report) 

m~asoonse: Concur 

E l JWMLA: LQSS In Contro l red u  
-- The GAO found that, under the memor a n d um of 
understand l ng reached In March 1992 --among the Departments of 
Commerce, State, and Defense--Commerce I5 to create a n ew 
fore l gn po l i cy contro l o n  non-m l l l tary lnert la l  nav l gat l on 
systems techn l ca l  data, non-m l l l tary Image Intens lf lers, a nd 
corraspond l ng techn i ca l  data for reg l ona l  stab l l l ty reasons. 
As prev ious ly Ind i cated. the GAO quest l oned the rat l ona l e for 
creat i ng a  n ew contro l Just to perm lt the transfer of Items to 
the Jur lsd ict lon of Commerce. In aUdItIon. the QAO conc l uded 
that, wh i l e  the n ew Contro l  a n d  the Cond l t l o n5 created by the 
agreement removed s ome of the InadequacIes of the ex lst l ng 
Export Adm ln l strat l on Act COI’ItTOIS, there are other Export 
Adm ln l atrat l on Act prov ls l ons that cou l d render the Items 
transferred under the comprom l se less contro l l ab l e. 

The GAO a lso po l nted out that s ome of the lnert la l  nav l gat l on 
systems data to be transferred to Commerce cou l d b e  w lth l n the 
proh l b l t l on covered by the Berman Amendmen t  to the 
l nternat l ona l  Emergency Econom i c  Powers Act--wh loh restr icts 
the Pres i dent from proh l b l t l ng the exportat l on of 
l nformat l ona l  mater i a l s, such as pub l l cat l ons a n d tapes, wh i ch 

are not otherw lse contro l l ed under the Export Adm ln l strat l on 
Act--and thus not contro l l ab l e. The QAO further pOInted out 
that, once such Items are under the Department of Commerce 
contro l, when  the DOD and/or the Department of State recommend 
d i sapprova l  of a  I lcense app l l cat l on. the Department of 
Commerce can d i sagree and esca l ate the d l spute to h l gher l eve l  
off lc la ls for reso lut i on. The GAO noted that, on the other 
hand, for Items under the Department of State contro l, 
Nat l ona l  Secur ity a n d  fore l gn po l i cy are dsterm ln l ng factors 
In I l cens l ng dec ls l ons, a nd the Department of Commerce does 
not part lc l pate In the dec ls l ons. The QAO conc l uded that the 
n ew contro ls negot l atsd In the memor a n d um of undsrstand l ng 
prov l de InCOmp l e te coverage. The GAO further conc l uded that 
non-m l l l tary lncrt la l nav l gat l on systems techn l ca l  data, non- 
ml l l tary Image lntens lf lsrs, conunerc l a l  systems conta l n l ng 
Image lntens lf l ers were be i n g transferred as a ComDrOm l s e  to 

overcome an Impasse In the rat l ona l l tat l on exerc ise--not 
whether the Departments of State and Defense have s lgn l f l cant 
nat l ona l  sacur lty concerns for p l ac l ng those Items under 
Commerce contro l. The GAO a lso quest i oned whether the Items 
may not recs lve the s ame leve l  of protect l on w lth the n ew 
Commerce contro ls as they do under the Department of State 
contro l. (pp. 32-35/QAO Draft Report) 
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Comment 8  From the Department of Da l e nM 

See P. 26. 

See comment 1 I 

See pp, 23-24. 

See comment 2. 

m: Concur. Conoern l n g the memor a n d um of 
undsratana l ng amon g  the Dspartmonta of Commerce, State, and 
0efsn80 on the creat i on --by Cammercs--of a n ew fore i gn po l i cy 
contro l o n  non-ml l l tary i nert ia l  Nav l gat l on system8, non- 
ml l l tary Image Intrna lf lors. a nd the ir corrsspond l ng techn l ca l  
data for reg l ona l  rtab l l l ty reasons, the reference to the 
potent l a l  of contro l 8 bo l n g vo l dad baoauso of the 
re8uthor l zat l on r~au l remont of the Export Adm ln l 8trat l on Act, 
nhou l d  b e  de l eted b8CaU l e  the va l l d l ty a n d  effeot l veness of 
the munor a n d um Of Under8tand l n g I8 comp lsts l y 8eparatb from 
the Act or for8 lgn po l i cy oontro l 8. 

The report 18 a l 8 0 m l 8 l e a d l nQ In d lECU88 l n g  the absence of a 
roau l remant, und8r the Arm8 Export Contro l  Aot. for State to 
a8818t the l  PP l  l eant. The DOD rout lns ly oxp l a l n 8 ObJsct lonr 
o n  mun l t l o n8 ca8e8 to 8pP l l c ant8 and In mapy In lrtancsr I8 ab l e  
to than concur w lth transaOt lon8 by u8 l n g prov l 808 that 
protect nat l ona l  rscur lty w lthout harm l ng t lm potent i a l  8a l e. 

It 8hOU l d  b e  noted that fore i gn po l i cy a n d  nat l ona l  secur ity 
Intere8t8 ara con8 l dsrod a8 WOII as l  conom l c Intorertr under 

Nat l ona l  %tOUrIty Counc i l  gU l do l l n 85 app l l o ab l e  to the rsv lew 
Of I ICOn rOqUe8t8 for OXpOrt Of dua l -U80 l tOIS8. Also, when  
Commorcs d l ragrOe8 w lth the DOD or Stats Department and an 
1 8 8 ~ 0  18 e l evated. fOrO lQn po l l oy 8 n d  nat l ona l  8ecur lty 

argumont8 frOm Stats and the DOD are con8 l derod a8 we l l  as 
aormnera l a l  8nd l conom l c lntereata. 

The report g l ve8 the Impro88 l o n that State and the DOD have 
recommended d8aontroJ of techn l oa l  data that wou l d  advar8e ly 
l  ff-at nat l ona l  rocur lty. The statement that aontro l l  
negot i ated In the memor a n d um of understand l ng are InaOmpIete 
Is Incorrect. The narrower acope of Itsmr aovered 8re the 

produata and teahno l o g l 8 8 of ml l l tary concern: the DOD 
rev l ewed the runa l n l ng prodUat8 and teChno lOg lO8 and current 
DmDartmOnt of CDmInerc~ contro ls w lth Ml l rs l l e Techno l ogy 
Contro l  Rog lms rov l ew were aon8 l dmrsd adsquat8. 

i i i iE!E The QAC ob8erved that U.S. forcer ourront ly 
mrr lnt lr l n a  oombat advantags over potent i a l  adversarrea due, In 
l arge part, to ruper lor psrform lng a n d l onger l ast i ng eng l nea- 
-a d lreot resu lt Of U.S. hot 8ect l on teahno l og l es. The QAO 
C0n0 lUd88 that UtMJOntrO ltod prO l l fOr8t lOn Of 8uoh techno l og l oo 
wou l d  psrm lt tha rsae lv l ng oOUntr lO8 to 8011 OngInO w lth th8 
teohno l o g lO8 to oountr l s8 to wh i ch the U.S. wou l d  not se l l  the 
mm0  sng lne or techno l ogy. 8 nd wou l d  l  rods the ODWat lOna l  
l eg8 U.S. fOrGe8 current ly OnJOY over potent i a l  advsrrar les. 
The OAO exp l a l n od that the DOD QOnsra l l y w, l l l  not a l l ow 
fore i gn manufaature of hot roat l on parta or tran8fsr of 
teohn l oa l  data and Know-how a88oC l atOd w lth the hot S~Ct lOn. 
The aA sxp l a l ned that eXCeptIon are mad e  If the Part8 Or 
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Now on pp. 28-29. 

Now bn pp, 29-30, 

proce5ses l nvo l vad ara not sana lt l va. 

The GAO reported th8t the DOD re l i es o n  the Department of 
State to enforce It8 po l i cy through the IIcon8 l ng proco88. 
The aA noted that the DOD Qenora l l y reoomnandr that Stat0 
deny or I lm lt the 5cope of the IIcen8e. The QAO po l nted out 
that State h88 the author ity to deny any I l conao l  pp l l cat l on 
whenever It c l eams such aCtIOn to be In furtherance of wor l d 
peace, Nat l ona l  Secur ity, or U.S. foro l gn po l l oy. 

The QAO reported that, In lS6S. the Jur lad l ct l on over o lv l l  
a lrcraft and aqu l pmant went to Commeroa--howovor, the transfer 
d i d not Inc l ude dsvs l opmenta l  a lroraft and oau l pmant. (Pp. B- 
7. PP. 37-4D/GAD Draft Report) 

m~saoansr: Concur. It 8hou l d  b e  noted that a l l  hot 
sect lon tachno l oQ l o5 are the 8mw for both ml l l tary a n d 
oommerc l 5 l .  

ClNO lNd: Deaartmantc- Po”=v  - 
Machan l am. The QAO raportmd that the Department of COImWrCO 
cons ldsr8 that hot 8oot l on tochno l oQ l ea of On ly thooo 
commerc l a l  enQ l no5. wh l o h  are a dor lvat lvo of a ml l l tary 
eng l ne. are under the Department of State contro l a n d  that hot 
aect l on techno l og l e8 of pure l y commerc i a l  e ng l n e 8 are under 
Its Jur lsd lct lon. The QAO found that, a5 a re*u lt, Commerce 
has asrumed de facto oontro l  over hot seot l on teohno l o g l e a of 
8evera l  o l a aso8 of commoro l a l  eng l n ea, Inc l ud l nQ the CF-0 
**r l ee. the PW-40 0 0  ser lea. the V-2600 and the QL-SO. and ha8 
approved I l cen8e app l l o at l ons to export hot l  ect l on 
techno l og i es as8oc l ated w lth 8 ome of those eng l n e8. The QAO 
a l 80 found that, wh i l e  State war aware that COIInW%O lo 
contro l l l ng suoh hot se&Ion teohno l og l es, n o  a&Ion had been 
taken--at least u p to the t lme the QAO rev i ew was ccmp l eted. 
(pp. 40-41/QAO Draft Report) 

m  Concur 

F lND lNdOI l nduatrvV l awsand~ . The QAO po l nted 
out that enQ l n e manufacturers be l l e ve that the DOD po l i cy of 
deny l n g most I l oense app l l cat l ons to export hot 8eot l on 
tachno l og l ea has restr loted tho lr ab l I l t l e8 to procure certa in 
hot 8eot l on parts abroad, where they can be produoed more 
econom loa l l y , estab l l rrh oversea ma l n t enanoe and repa lr 
fac l l l t l es for the lr eng l nss, or Jo l n Inter-nat lona l  conrort la 
to deve l o p n ew eng l ner. The aA a l 8 0 noted It Is the v l ow of 
the manufacturer8 that the Daprrrtment of Comnerce shou l d 
adm ln l 5tsr the contro l 5 because Commerce wou l d  cons i der 
ccmmerc l a l  a n d  oconom l c Interest5 when  It de l Iberate On 
I lcensa app l l cat l ons. 

The QAO notad that tha effeot lVOne8e of the Department of 
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Nowon pp.30-31. 

No&on pp.31-32. 

Stat8 controt over hot ssct l on techno l ogfss for commerc i a l  
eng l n as ro l l s5 o n  tho manufacturare fo l l ow l ng the 8atab l I8hed 
PrOcOdUr88 of reouest l ng commod i t y Jur lsd lct lon U8t8rm lnat l ons 
for the lr fsdera l Av l at l on Adm ln l strat l on cert lf led eng l n ea. 
The GAO conc l uubd that, when manufacturers app l y d lrectty to 
Commerce for IIcsns88 to export commerc i a l  e ng l n e hot 8ect l on 
tschno l og l es a n d  Commerce accepts the app l l cat l ons based on 
the be l i ef that It has Jur lsd lct lon, Department of Stat8 
contro l has bssn effsct lvb ly avo l ded. The QAO cl ted a n 
examp l e  where a comoany submlttsc l a n  app l l cat l on to State and 
It w55 reJected--and then turned around dnd re-submItted the 
8 6me app l l cat l on to Commarce. wh8re It was approved. (pp. 41- 
43/QAO Draft Reuort.). 

m~eaaonra: Concur 

-: EffPrts*tSesk lnrr . The C iAO found that 
the DOD recogn i zed the s l tuat l on was no l onger tenab l e--and, 
In Apr i l  1988, (IsIced the Departmsnt of Stat8 to In lt l ate a  
comnod l ty Jur lad l ct l on determ lnat l on for a l l  eng l n es that wore 
not actua l l y under the Department of Stat8 contro l. The QAO 
further found, how8ver. that the State Dapartment d i d not act 
on the DOD raqusst. 

The GAO learned that, In 1989. the Dec6rtment of Stat8 
proposed to transfer Jur lsd lct lon over hot soct lon 
tschno l og l es for commercJ6I eng l n es to the Department of 
Commerce If Commerce wou l d  Impose a n ew fore l gn po l i cy oontro l  
o n  the techno l og l ss. The GAO found that the DOD ObJected to 
the proposa l  o n  Nat l ona l  Secur ity grounds. The QAO further 
noted the Department of State countered that the DOD 6rgument 
~6s more 6 protect l on of the l ndustr la l  b a 8 e  than a Nat l ona l  
Secur ity 19~~8. The OAO reportsc i that the Department of State 
m8 l n ta l n ed that. because the transfer teohn l oa l l y  wou l d  not 
Invo lve a  change of the U.S. Mun l t l o ns L l8t, It wou l d  not 
requ i re Do l l  concurrence. The (3AO reported that the DOD 
d lsagrsed w lth that Intsrpretat lon a n d  sent 6 l e g61 op l n l o n to 
the Department of State to Support Its c68e. The QAO reported 
that the debate cont i nues--and, In the meant lme. Commarce Is 
wa l t l ng for the Issue to be reso lved. (pp. 6-7. PP. 44-4S/GAO 
Draft Report) 

v~eaoonss: Concur 
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Now on pp. 6 and 25. 

Now on pp, 6 and 32. 

. . l . * 

-NDATIONz The QAO recommended that the Secretary of 
Dotense d irect the Defense Techno l ogy Secur ity Adm ln l strat l on 
a n d  tne Secretary of State d lreot the Center for Defense Trade 
take the fo l l ow l ng a&Ions: 

- Jo int ly exam i n e the Nat i ona l  Secur ity Imp l l cat l ona d u e to 
the I068 In COntrO l Ident l fIOd by the GAO for the 
fo l l ow l ng Itbm8 --non-mlrrtary Inert la l nav l gat l on 8yatama 
techno l ogy. non-m l l l tary foca l p l a ne array8 and aaconc l - 
generat l on a n d  above lmago  Intana l f l oat l on tubea, 
conunerc l a l  a yatama conta l n l ng such componenta, and 
re l ated toohn l ca l  data: and 

- rota ln the Item or Item8 on the U.S. Mun l t l o na L l at If 
the r isks to Nat l ona l  SeOUr lty lntoroats are determ l ned 
to be a lgn l f l cant; or 

- amen d  the Memor a n d um of UnderstandIng to enaure comp l ete 
coverage for non-m l l l tary Inert la l  nav l gat l on ryatbma 
techn l ca l  data and po8a l b l e  other cr lt lca l Items. If the 
r laka are determ lnec l  to b o  l na l gn l f l caht. (P. 8, P. 
36/GAO Draft Report) 

m: Concur. The DOD la study i ng the recomnendat l o n 
w lth the Center for DOfOn80 Trade and w i l l  prov l de a  dbta l l e d 
reapon~s to the f lna l  report. 

-: The GAO recommendrd that. to ensure 
appropr i ate and adequate contro l ::ver on l y thoae hot aect l on 
cechno l og l e a tne DOD cons l dora ant is. It lve a n d  cr lt lca l to U.S. 
Nat l ona l  Secur ity, the Secretary of State d irect the Off lce of 
Oefenae Trade Contro l 8 to take the fo l l ow l ng act l ona: 

- Ident lty, w lth the aaa latanoe of the DOD and other 
agenc l o a a 8  appropr l ato, apoofffc not abct l on 
techno l og l ea In wh l o h  the U.S. l eads the wcr ld a n d  wh i ch 
are ml l l tar l l y cr lt lca l. aaaert Jur lad l ct l on over those 
teohno l og l e a; a n d 

- transfer Jur lad l ct l on over a l l  other hot l  eot l on 
techno lOg lO8 for ComIIOrO la l  eng l n es to the Department of 
cummrcb. (p. 6, p. 4WGAO Draft Report) 

m: Concur. The DOD wi l l  part lc l pate In the above 
actIona In accordance w lth Part 120.2 of the Intornat l ona l  
Traff ic In Arma RegU l at lOnS. 
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The fo l l ow ing are GAO’S c omments on the Department of Defense’s letter 
dated November 6,1992. 

GAO Comments 1.01.~ po i nt that the Arms Export Contro l  Act has no requ i rement for State 
to exp l a i n to and ass i st app l i cants upon l i c ense den i a l s has been de l eted. 

2.0~~ po i nt regard i ng the i ncomp l ete coverage of the memoran d um of 
understand i ng has been de l eted. 

Pryre60 GAO/NSUD-KW7 Export Contro ls 
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Append i x lV 

Comments From  the Department of State 

Note: GAO comments 
supp lement ing those In the 
report text appear at the 
end of th is append ix. 

Un ited States Department of State 

Wash i n gton, D.C. 2 0 5 2 0  

Dear  Mr. Conahan :  

Thank you for the opportun i ty to comment o n  your draft 
report, “EXPORT CONTROLS : Mi l itar i ly Sens it i ve Items Shou l d  
Rema i n  u n d e r  Mun i t i ons Contro l ” (GAO Job Cod e  463614). 
Comments are enc l osed. 

If you have any quest i ons o n  th is i ssue, p l ease ca l l 
Pame l a Fraz i er, PM/DTP, o n  647-4231. 

Sipcere ly, 
/ 

’ %<F*, ) j&L ‘ j 

Roge r ’ R. Gamb l e  
Assoc i ate Comptro l l e r 

For Management Po l icy 

Enc l osure: 
As stated. 

Mr. Frank C. Conahan ,  
Ass istant Comptro l l e r Genera l ,  

Nat i ona l  Secur i ty a n d  Internat i ona l  AEfa irs, 
U.S. Genera l  Account i ng Off ice, 

4 4 1  G  Street, N.W., 
Wash i n gton, D. C. 20548 
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See,pp. 25-26. 

GAO Draft Report: “EXPORT CONTROLS : Mi l i tar i ly 
Sens i t i ve Items Shou l d  Rema i n  Unde r  Mun i t i ons 
Contro l ,” GAO Job Cod e  4 6 3 8 1 4  

The draft GAO report exam i n es severa l  U.S. Mun i t i ons L ist 
(USML) commod i t i e s wh i c h h a v e  b e e n  des i g nated for remova l  from 
the USML, regu l a ted by State, to the Commod i t y  Contro l  L ist 
(CCL), regu l a ted by Commerce. The prem i se of the report is 
that these commod i t i e s are mi l i tar i ly sens i t i ve, a n d  cannot b e  
adequate l y  protected u n d e r  the p r o p o s e d  fore i gn po l i cy contro l s. 

T h e Department of State’s comments h a v e  b e e n  pr imar i l y 
d i rected towards the recommendat i o n s a n d  f i nd i ngs of th is 
report. G i v en that we  ha v e  s ome fundamenta l  d i fferences w ith 
the thrust of the report, we  thought that it was  best to 
address these in b r o a d  terms. We  therefore h a v e  not attempted 
to prov i d e d i rect l i ne- i n- l i ne-out comments o n  the b o d y  of the 
report, but h a v e  c h o s e n  i nstead to dea l  w ith the bas i c prem i se 
presented by GAO. W e  re c ommend that the GAO amen d  its report 
to ref lect these comments. 

On e  of the ch i ef recommendat i o n s of the report is that we  
a n d  DOD “jo int ly exam i n e the nat i ona l  secur i ty imp l i cat i ons d u e  
to the l oss in contro l  i dent i f i ed by GAO.” Th i s imp l i es that 
we, the i n teragency commun i ty, h a v e  fa i l ed to exam i n e the 
nat i ona l  secur i ty imp l i cat i ons of the move. To the contrary, 
th is was stud i ed thorough l y  dur i n g a  n i n e month rev i ew. Al l 
a genc i e s i nvo l ved found the p r o p o s e d  contro l s, as was ref l ected 
in a n  MOU between the agenc i e s in March 1992, to be acceptab l e. 

As we  ha v e  to l d GAO dur i n g severa l  meet i ngs, we  be l i e ve 
that our move  of these i tems from the USML to the CCL is 
cons i stent w ith the Pres i dent’s d i rect i ve of November  30, 1990, 
wh i c h d i rected us to r emove from the USML a l l i tems conta i n ed 
o n  the COCOM dua l - use l ist un l e ss “s ign i f i cant nat i ona l  
secur i ty i nterests wou l d  b e  j eopard i zed.” These part i cu l ar 
i tems were d i st i ngu i shed by both the i r c iv i l i an character i st i cs 
a n d  the i r un i q u e capab i l i t i es. Thus, mov i n g these i tems to the 
jur i sd i ct i on of the Commerc e  Department but p l ac i ng add i t i ona l  
fore i gn po l i cy contro l s o n  them wou l d  a l l ow these i tems (1) to 
b e  p l a ced on.the most appropr i a te l ist; a n d  (2) to be 
contro l l e d u n d e r  a  reg ime wh i c h a l l ows a  thorough i n teragency 
rev i ew for a l l dest i nat i ons except Canad a .  

GAO Report (page 3): 
I. 

. . . GAO is c oncerned that the comprom i s e may resu l t in s ome 
l oss in contro l  o ver these i tems a n d  p l a ce U.S. nat i ona l  
secur i ty i nterests at r isk.” 
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Comment : 

The l o ss of contro l  referred to in the draft report appears 
to b e  b a s e d  o n  the i d ea that fore i gn po l i cy contro l s are l ess 
restr ict i ve than mun i t i ons contro l s. T h e conc lus i on reached on 
p a g e  3  is pursuant to the GAO’s rat i ona l e deta i l e d o n  p a g e s  3 2  
a n d  33. 

The GAO c ites the requ i r ement for a n  annua l  report to the 
Congress o n  fore i gn po l i cy contro l s -- a n d  the Congress’ 
ab i l i ty to re-author i ze these contro l s. Shou l d  the Congress 
fa i l to author i ze fore i gn po l i cy contro l s o n  the commod i t i e s in 
quest i on, the i n teragency commun i t y wou l d  b e  requ i r ed to 
re-exam i ne the p l a cement of these i tems o n  the CCL. W e  have, 
a n d  wi l l cont i n ue to have, the author i ty to move i t ems to a n d  
from these l ists. 

T he GAO appears to b e  concerned about the requ i r ement for 
a n  “exp l anat i o n of the reasons for a  l i cense den i a l ,” a n d  c ites 
th is as another examp l e  of a  l essen i ng of contro l s. W e  d o  not 
understand h ow th is i nformat i ona l  p rocess const i tutes a  
l essen i ng of contro l s. 

T h e GAO states that the Berman Amendment to the 
Internat i ona l  Emergency Econom i c  Powers Act a l l ows the exp i r ed 
Export Admin i strat i on Act to rema i n  in force. They c l a im that 
the Berman Amendment restr icts the Pres i dent from proh i b i t i ng 
the export of i nformat i ona l  mater i a l s s uch as pub l i c at i ons a n d  
tapes. W e  d o  not a g r e e  that techn i ca l  d ata for INS systems 
cou l d  be equated to “i nformat i ona l  mater i a l s s uch as 
pub l i c at i ons a n d  tapes.” 

The GAO notes that Commerc e  h a s  a  l i cense d i spute 
esca l at i on process wh i c h cu lm i nates in Wh i t e House dec i s i ons. 
State h a s  a  d i spute reso l ut i on process as we l l . W e  favor a  
system of conf l i ct reso l ut i on, a n d  the ex i stence of such a  
system d o e s  not in our v i ew const i tute a  l essen i ng of contro l s. 

GAO Report (page 3): 

“GAO a l so quest i o ns the rat i ona l e for creat i ng n ew contro l s 
a n d  a n  add i t i ona l  l i cens i ng l ayer to perm it the transfer of 
commod i t i e s to Commerc e ’s jur isd ict ion.” 

Co lmnent : 

An add i t i ona l  rev i ew strengthens our ab i l i ty to mon i tor 
sens i t i ve techn i ca l  d ata through a  more thorough eva l uat i on 
process. Add it i ona l l y, we  ha v e  not h e a r d  comp l a i nts from 
i ndustry regard i n g a n  add i t i ona l  l i cens i ng l ayer. 

4 
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GAO Report (page 3): 

“Defense a n d  State want e d  to reta i n these itema o n  the USML 
because the Un i ted States l eads the wor l d in product i on 
and/or performance capab i l i t i es of these items. Th is 
techno l og i ca l  l e ad trans l ates into a  combat a n d  performance 
ad v a n t a g e  for U.S. mi l itary forces, a n d  therefore these 
techno l og i es n e e d  to b e  protected. W  

Conaamnt : 

The l aws a n d  regu l at i ons govern i n g the l i cens ing process d o  
not st ipu l ate i nternat i ona l  compet i t i on as a  cr iter ion in the 
process. In other words, cons i derat i on of whether a  capab i l i ty 
is appropr i a te to a  country or reg i on, a n d  h ow the i ntroauct i on 
of such a  capab i l i ty wou l d! e n h a n c e  U.S. fore i gn po l i cy a n d  
nat i ona l  secur ity ob ject ives is the essence of the l i cens ing 
process. Us i ng the l i cens ing process to preserve a n  industr ia l 
l e ad has not b e e n  c lear ly ident if i ed as a  part of the Arms 
Export Contro l  Act’s def in i t i on of “wor l d peace,” or the 
“secur ity a n d  fore i gn po l i cy of the Un i ted States.” 

-- The Department has cons istent ly taken the v i ew that 
l i censes may not b e  approved or den i e d  “so le ly” to 
protect commerc ia l  i nterests (such as the commerc ia l  
i nterests of ind iv idua l i ndustr ies). 

-- The Department has taken the pos it i on that the 
extraord i nary author i ty granted by the export l aws 
were des i g ned to protect nat i ona l  secur ity a n d  fore i gn 
po l i cy interests a n d  that it wou l d  thus b e  a n  a b u s e  of 
these lega l author it i es to use them for other reasons. 

-- The Department has taken the pos it i on that those 
seek i ng to b lock var i ous transact i ons o n  trade or 
commerc ia l  g r ounds shou l d d o  so b a s e d  o n  other laws. 

GAO Report (page 3): 

“Moreover, State a n d  Defense are concerned a b o u t  the 
pro l i ferat ion of these mi l itari ly sens it ive items a n d  
manufactur i ng techno l og i es.” 
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It is unc l e ar h ow the Commer c e  Department’s l i c ens i ng 
process wou l d  resu l t i n “a  pro l i ferat i on of . . . mi l i tar i l y 
sens i t i ve i tems.” Export l i c enses ore granted o n  0  
case-by-case bas i s, w ith a  fu l l i n t eragency rev i ew. T h e  fear 
of pro l i ferat i on of mi l i tar i l y sens i t i ve i t ems a n d  
manufactur i n g  techno l o g i e s shou l d  b e  great l y r e d u c e d  prov i d ed 
that the estab l i s hed l i c ens i ng requ i r ements, whether those of 
Stat,e or Commer c e  (w ith the a g r e e d  u p o n  fore i gn po l i c y 
contro l ), ore ma i n ta i n ed. 

GAO Report (pages 3-4): 

“Bec a u s e  ma n y  of the techno l o g i e s for both commerc i a l  a n d  
m i l i tary eng i n e  hot sect i o ns are bas i ca l l y  the s ame, 
Defe n s e  o p p o s e d  the transfer o n  nat i ona l  secur i ty grounds. 
However, Commer c e  is a l r eady exerc i s i n g j ur i sd i ct i on over 
hot sect i o n techno l o g i e s for certa i n c ommerc i a l  eng i n es. 
A l t hough Defe n s e  h a s  reguested that State assert its 
j ur i sd i ct i on, Stste h a s  not acted o n  the request. Wh i l e  
the agenc i e s  d e b ate the i s sue, c ompan i e s  are obta i n i n g 
l i c enses to export hot sect i o n techno l o g y for commerc i a l  
e n g i n e s  from Commer c e . ” 

Co i lmen t : 

T h e  report is correct i n that s ome  hot sect i o n techno l o g y 
is o n  the CCL  wh i l e  others are o n  the USML.  T h e  i s sue of 
jur i sd i ct i on, however, is be i n g  a d d r e s s e d  i n the fo l l ow i ng 
ways: (1) the Internat i ona l  Traff i c i n Arms Regu l a t i o n s (ITAR) 
is current l y be i n g  rev i sed; wh i l e  the rev i s i o ns are not yet 
f ina l, it shou l d  b e  noted that the p r o p o s e d  l a n g u a g e  for the 
po l i c y a n d  cr iter ia for des i g nat i n g a n d  determ i n i n g d e fense 
art i c l es a n d  serv i c es takes i n to sccount c iv i l  spp l i c at i ons; 
(2) State h a s  a s k e d  for i nput o n  th i s i s sue from the Defe n s e  
T r a d e  Adv i s ory Group (DTAG); a n d  (3) State’s i ntent is to 
estab l i s h f i rm a n d  c l ear gu i d e l i n es that wou l d  determ i n e 
whether Commer c e  or State h a s  j ur i sd i ct i on over spec i f i c hot 
sect i o n techno l o gy. 

GAO Report (page 4): 

“T h e  bas i s  for Defe n s e ’s a r g ument to reta i n hot sect i o n 
techno l o g i e s o n  the US.!-!!. i s that the Un i t ed States h a s  a  
l e ad over the rest of the wor l d  a n d  that th i s l e ad is v ita l 
to U.S. nat i ona l  secur i ty i nterests.” 
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Cofmnent : 

As a l ready d i scussed above, the l aws a n d  regu l at i ons 
govern i n g the l i cens ing process d o  not st ipu l ate i nternat i ona l  
compet i t i on as a  cr iter ion in the l i cens ing process. 

GAO Report (page 5): 

“Moreover, GAO’s ana lys is i nd i cates that the items may not 
rece i ve the same leve l of protect i on w ith the n ew Commerce 
contro l  as they d o  u n d e r  State’s contro ls. For examp l e, 
u n d e r  State’s contro l, State can revoke or suspend l i censes 
i ssued for these items at any t ime; un d e r  Commerce’s 
contro l, Commerce can suspend or revoke on l y for certa i n 
des i g nated reasons such as v io lat ion of the regu l at i ons.” 

co lmaent : 

Commerce items requ i r i ng fore i gn po l i cy contro ls may b e  
s u s p e n d e d  at the d iscret ion of that Department and revoked for 
the same reasons as they wou l d  deny. 

GAO Report (page 5): 

“Add it iona l l y, wh e n  the items are u n d e r  State’s contro l, 
Commerce do e s  not part ic i pate in l i cens ing dec is i ons for 
these items; wh e n  they are u n d e r  Commerce’s contro l, 
Commerce can esca l ate any d i s agreement it has with State or 
Defense’s l i cens ing recommendat i o ns to h i gher leve ls for 
rev i ew.” 

Comment : 

In many i nstances, State Department app l i cat i ons are 
staffed to other agenc i es, inc l ud i ng Commerce. Other agenc i e s’ 
v i ews are taken into account wh e n  mak i ng dec is i ons o n  the 
d ispos it i on of a  l i cense or other approva l . State d o e s  not 
regard the esca l at i on process as in any way incons istent with 
our nat i ona l  secur ity interests. If State me inta i ns its 
ob j ect i ons throughout the esca l at i on process, the f ina l 
dec i s i on wi l l b e  made  at the Wh i te House. 

GAO Report (page 7): 

“The company to ld us that, wh i l e it understands the n e e d  to 
restr ict transfers of certa i n techno l og i es e v e n  to U.S. 
a l l ies, the restr ict ion shou l d app l y to on l y a  spec if ic 
l ist of techno l og i es in wh i ch the Un i ted States ma inta i ns a  
l ead. w 
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Comnent: 

As a l r eady d i s c ussed above, the l aws a n d  regu l at i o ns 
govern i n g  the l i c ens i ng process d o  not st i pu l ste i nternat i ona l  
compet i t i o n a s  a  cr i ter i on i n the process. 

GAO Report Recomendat i o ns (page 8): 

“W e  r e c ommen d  that . . . the Secretary of State d i rect the 
Center for Defe n s e  T r a d e  Contro l s  (s ic) to take the 
fo l l ow i ng act i ons: 

-- Jo i nt l y e x am i n e  the nat i ona l  secur i ty imp l i c at i ons 
d u e  to the l oss i n contro l  i dent i f i ed b y  GAO for the 
fo l l ow i ng i tems... 

-- If the r i sks to nat i ona l  secur i ty i nterests are 
determ i n e d to b e  s i gn i f i cant, reta i n the i t em or i t ems 
o n  the USML...” 

Co im l e nt : 

T h e s e  act i o ns h a v e  a l r eady b e e n  taken. It h a s  b e e n  
determ i n e d that the i t ems i n tended for transfer to the CCL  wi l l  
n ot s i gn i f i cant l y j e opard i z e U.S. nat i ona l  secur i ty i nterests. 
Items for wh i c h  the nat i ona l  secur i ty r i sk is s i gn i f i cant h a v e  
b e e n  reta i n ed o n  the USML.  

GAO Report Recomaendat i o ns (cont inued, page 8): 

" . . . -- If the r i sks are determ i n e d to b e  i ns i gn i f i cant, 
ame n d  the Memo r a n d um of Understand i n g  to ensure comp l e t e  
c o v e r a g e  for nonm i l i t ary INS techn i ca l  d ata a n d  poss i b l y  
other cr it ica l i t ems.” 

Comnent: 

It is not c l ear wh y  comp l e t e  c o v e r a g e  is requ i r ed if the 
r i sk to nat i ona l  secur i ty i n transferr i ng part i cu l ar i t ems is 
d eterm i n e d to b e  i ns i gn i f i cant. 

GAO Report Recommendat i o n s (page 8): 

“T o  ensure appropr i a te a n d  a d e q u a t e  contro l  o ver on l y  those 
hot sect i o n techno l o g i e s wh i c h  Defe n s e  cons i d ers sens i t i ve 
a n d  cr it ica l to US nat i ona l  secur i ty, we  r e c ommen d  that the 
Secretary of State d i rect the Center for Defe n s e  T r a d e  
Contro l s  to: 
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-- ident i fy, w ith the ass i s tance of Defe n s e  a n d  other 
agenc i e s  a s  appropr i ate, spec i f i c hot sect i o n 
techno l o g i e s i n wh i c h  the Un i t ed states l e ads the 
wor l d  a n d  wh i c h  are mi l i tar i l y cr it ica l, a n d  assert 
j ur i sd i ct i on over those techno l o g i e s; a n d  

-- transfer j ur i sd i ct i on over a l l  other hot sect i o n 
techno l o g i e s for commerc i a l  e n g i n e s  to Commer c e .  

Cormeen t  : 

As wa s  stated i n our r e s p o n s e  to p a g e s  3  a n d  4  of the GAO 
report, we  h a v e  a s k e d  the Defe n s e  T r a d e  Adv i s ory Gro u p  to 
rev i ew th is quest i o n, a n d  we  i ntend to estab l i s h f i rm a n d  c l ear 
gu i d e l i n es that wou l d  determ i n e whether Commer c e  or State h a s  
j ur i sd i ct i on over spec i f i c hot sect i o ns techno l o gy. 

A  
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T h e  fo l l ow ing are GAO 'S c ommen t s  on the Department of State’s  letter 
dated November  16,1992. 

GAO Comme n ts 1. Our po i nt that the Export Adm in i s trat i on Act has a requ i rement for 
Commer c e  to exp l a i n  to and ass i st app l i c ants upon l i c ense den i a l s  h a s 
been de l eted. 

2. T h e  reason State has not heard any comp l a i n t s about the add i t i ona l  
l i c ens i ng l ayer i s b ecause Commer c e  has not begun to l i c ense these i t ems. 

3. W e  agree that the l aws and regu l at i ons do not requ ire State to protect 
c ommerc i a l  i nterests or internat i ona l  compet i t i v e ness i n its l i c ens i ng 
process. However, we  never stated that those were the reasons why  
Defense wanted to protect these techno l og i es. Instead, we  stated that 
Defense’s  reason for protect i ng these techno l og i e s i s to ma i nta i n  a c ombat 
and performance advantage for US. m i l i tary forces. 

4. T h e  pro l i ferat ion concern i s not our pos i t i on. It i s part of Defense and 
State’s  in it ia l  j ust i f i cat i on to reta in the sens i t i v e i t ems on the U.S. 
Mun i t i o ns L ist. Defense and State’s  staffs be l i e ve that Commer c e ’s  
contro l s are not a s  str i ngent a s  mun i t i o ns contro l s. 

6. Defense’s  reason for protect i ng hot sect i on techno l og i e s i s to ma i nta i n  
an a ir c ombat  advantage for U.S. forces over potent i a l  adversar i es, and not 
for US. compet i t i v eness. 

6. Our po i nt regard i ng the i n comp l e te coverage of the memor a n d um of 
understand i ng h as been de l eted. 

7. Wh i l e  it i s true that State app l i c at i ons are staffed to other agenc i e s, our 
understand i ng i s that they are not staffed to Commerc e .  
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Note: GAO comments 
supp l ement i ng those in the 
report text appear at the 
end of th is append i x. 

UNITED STATES DEPARTMENT OF COMMERCE 
Ch i ef F i nanc i a l  Off icer 
Ass istant Secretary for Adm in i strat i on 
Wash lnytan. 0 C  20230 

Mr. Frank C. Co n a h a n  
Ass i stant Comptro l l e r Genera l  
U.S. Genera l  Account i n g Off i ce 
Wash i n g ton, D.C. 2 0 5 4 8  

Dea r  Mr. Con a h a n :  

T h a n k  y o u  for your letter request i n g comments o n  the draft report 
ent i t l ed, "Export Contro l : Mi l itar i ly Sens i t i ve Items Shou l d  
Rema i n  Und e r  Mun i t i ons Contro l s.*~ 

W e  h a v e  rev i ewed the enc l o s ed comments of the Act i ng Und e r  
Secretary for Export Admin i strat i on a n d  be l i e ve they are 
respons i v e to the matters d i s cussed in the report. 

S incere l y, 

Enc l o sure 
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c UNI TED STATE8  DEPARTMEN T  OF  COMMERCE  

B  

The Under Secrstrry for Export Adm in i strat i on 

o%,. d 
Ws 9 ’mgton. DC 20230  

Novembe r  3, 1 9 9 2  

Mr. Frank C. Con a h a n  
Ass i stant Comptro l l e r  Genera l  
Genera l  Account i n g  Off i ce 
Wash i n g t on, DC  20 5 4 0  

Dear  Mr. Cona h a n :  

T h a n k  y o u  for your letter request i n g the Department ' s  c ommen t s  o n  
the draft Genera l  Account i n g  Off i ce (GAO) report ent i t l ed 
"EXPORT CONTROLS:  Mi l i tar i l y Sens i t i v e Items Shou l d  Rema i n  Und e r  
Mun i t i o ns Contro l s." It is the v i ew of the Bure a u  of Export 
Adm in i s trat i o n (BXA) that th i s draft ref l ects a n  i n a dequate 
understand i n g  of the Commer c e  export contro l  l i c ens i ng process, 
a n d  steps taken b y  State a n d  Commer c e  s i n ce 1 9 9 0  to improve the 
qua l i ty of e a c h  a g e n c y  regu l atory p r o g r am re l ated to c ommod i t y  
j ur i sd i ct i on. BXA takes strong except i o n to the conc l u s i o ns a n d  
recommendat i o n s .  

Genera l  V i ews 

T h e  report d o e s  not ref l ect a n  understand i n g  of the b a c k g r o u n d  of 
the po l i c y to mov e  dua l - use i t em6 from the U.S. Mun i t i o n L i st 
(USML) to the Commer c e  Contro l  L i st (CCL), un l e ss s i gn i f i cant 
nat i ona l  secur i ty i nterests wou l d  b e  j e opard i z ed. As y o u  ma y  
kn ow, Cong r e s s  p a s s e d  amen dmen t s  to the Export Adm in i s trat i o n Act 
(EAA) in 1 9 9 0  to c ompe l  the Execut i v e Branc h  to transfer certa i n 
i t ems from the USML  to the CCL.  Cong r e s s  acted o n  th i s i s sue 
b e c a u s e  the c ommod i t y  j ur i sd i ct i on of certa i n c ommerc i a l  p roducts 
is important to U.S. export compet i t i v eness. 

Mu c h  of what is contro l l e d b y  Commer c e  a n d  State is b a s e d  u p o n  
the C oCom Internat i ona l  Mun i t i o ns L i st (IML) a n d  the C oCom dua l - 
u e e  Internat i ona l  Industr i a l  L i st (IIL). Genera l l y , State ' s USML  
i nc l u des IML i tems, wh i l e  the Commer c e  Contro l  L i st (CCL) 
i n c l u des IIL i tems. 

However ,  the f ew cases i n  wh i c h  IIL i t ems are i n c l u ded o n  the 
USML  represent a  source of frustrat i on for s ome  exporters. Ma n y  
exporters of IIL i t ems l i sted o n  the USML  be l i e ve they face a  
compet i t i v e d i s a dvantage because, not surpr i s i ng l y, fore i gn 
g o v e r nments  i n C oCom contro l  t hese i t ems as  dua l - use i tems, not 
a 5  mun i t i o ns. Genera l l y , dua l - use i t ems are l i c ensed b y  the U.S. 
a n d  fore i gn countr i e s accord i n g  to procedures a n d  t imeframes mor e  
c l ear l y def i n ed than those app l i c ab l e  to IML i tems. 

A l t hough the 1 9 9 0  ERA amen dmen t s  were  vetoed, the Adm in i s trat i o n 
a g r e e d  w ith the thrust of certa i n prov i s i o ns, i nc l ud i ng the 
prov i s i o n regard i n g c ommod i t y  j ur i sd i ct i on. He n c e  the so-ca l l e d 
"rat i ona l i zat i on exerc i s e" wa s  in i t i ated w ith a  presumpt i o n  that 
IIL i t ems shou l d  b e  contro l l e d b y  Commer c e  o n  the CCL,  a n d  IML 
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shou l d be contro l l ed by State on the USML, un l ese s ign if icant 
nat iona l secur ity interests are jeopard ized. 

8 on Recommendnt i ons 

Regard i ng spec if ic recommendat i ons, GAO recommends that the 
Secretary of Defense d irect the Defense Techno l ogy Secur ity 
Agency and the Secretary of State d irect the Center for Defense 
Trade Contro ls to take the fo l l ow ing act ions: 

-- Jo int ly exam ine the nat iona l secur ity imp l i cat ions due to 
the loss in oontro l ident if ied by GAO for the fo l l ow ing 
items: nonmi l i tary INS techn ica l data, nonmi l i tary foca l 
p l ane arrays and second-generat i on and above image 
intens if icat ion tubes, commerc i a l  systems conta in i ng such 
components, and re lated techn ica l data; and 

-- If the r isks to nat iona l secur ity interests are 
determ ined to be s ign if icant, reta in the item or items on 
the USML: or 

-- If the r isks are determ ine to be ins ign if icant, amend the 
Memorandum of Understand i ng to ensure comp lete coverage for 
nonmi l i tary INS techn ica l data and poss ib l y other cr it ica l 
i tems. 

The GAO report equates the transfer of an item from the USML to 
the CCL to a 0810ss in contro l". The prem ise that the transfer of 
an item to the CCL resu lts in an i ncreased vu lnerab i l i ty to U.S. 
nat iona l secur ity is wrong and BXA does not concur with th is 
recommendat i on. 

In fact, Commerce, State, and Defense thorough ly exam ined the 
issue of reta in ing the items l isted GAO's recommendat i on on the 
USML or mov i ng them to the CCL, inc lud ing the assessment of any 
r isks. Al l agenc i es agreed s ign if icant U.S. secur ity interests 
wou l d not be jeopard ized, and s i gned a memorandum regard ing 
transfer of contro ls that ensured ful l rev i ew by State and 
Commerce. Al l agenc i es rev i ewed and concurred with a fore ign 
po l i cy report estab l i sh ing certa in new Commerce contro ls wh ich 
was submitted to Congress on May 6, 1992 by Secretary Frank l i n. 
I note that nowhere in the GAO's text is the report spec if ica l l y 
referenced. 

Al l agenc i e s rema in fu l ly cogn izant of the prov is i ons of the 
Export Admin istrat ion Act and the Export Admin istrat ion 
Regu lat ions. It seems po int less, therefore to recommend that 
agenc i es rev iew a dec is i on so recent ly made, espec ia l l y when no 
va l i d reason is presented for do i ng so. 
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Contrary to the assert ions made in the GAO rsport, items can be 
contro l l ed by Commerce under sect ion 6 of the FAA as t ight ly as 
necsssary. For instance, Commerce has long imposed trade 
embargoes aga inst L ibya, North Korea, V ietnam, and Cuba. 
Commerce regu lates the export of the wor ld 's most powerfu l 
eupercomputers, and p laces spec ia l restr ict ions on many 
supercomputer exports in coneu ltat ion with other agenc i es under 
the author ity of sect ion 6 of the FAA. 

The pr imary d ifference in the Commerce contro l system, as 
compared to that of the State Department, is that, un l i ke the 
State Department, there i8 a epec if i ed t imeframe for comp let i on 
of the l i cense rev iew process, and there is an esca lat ion 
procedure that an exporter may fo l l ow to address an adverse 
l i cens ing act ion. 

Th is occurs because of long-stand ing statutory prov is i ons that 
requ ire pred ictab le process ing of app l i cat ions to export 
commerc i a l  products, euch as those found on the CoCom IIL. 

Th is makes sense because in the h igh ly compet it i ve techno logy 
marketp lace, swift, def in it ive gu i dance on whether an i tem may be 
exported or not enab l e8 U.S. exporters to max im ize the ir sa les 
opportun it ies with in the e of U.S. secur ity and fore ign 
po l i cy requ irements. Commerce a lso takes into account the v i ews 
of &,& other interested agenc i es in mak i ng l i cens ing dec is i ons, 
wh ich are free ly exchanged in both the l i cense rev iew and 
esca lat ion process so that a l l part ies benef it from the exchange 
of v iews. The report 's statement that *@Mun i t i on Contro ls are 
genera l l y more str ingent than Commerce ' s Dua l  - Use Contro ls" is 
s imp ly not supported by ths facts. Sect ion 6 of the FAA prov ides 
broad author ity to crest contro ls as t ight ly as necessary, 
inc lud ing tha impos it i on of trade embargoes. 

Mindfu l of these ideas, the three sxamp l es in the sect ion "Loss 
of Contro l Over Item Transferred As A Comprom ise" that supposed l y 
demonstrate that Commerce contro ls are insuff ic ient for 
contro l l i ng certa in CoCom IIL items are red herr ings: 

-- revok i ng or suspend i ng l i censes. More than 200,000 
l i cense app l i cat ions have been processed by Commerce 
dur ing my tenure s i nce 1909; we have never encountared 
a prob l em revok ing or suspend i ng export l i cenees when 
necessary dur ing th is per iod: 

-- annua l  reauthor izat ion of fore ign po l i cy contro ls. If 
th is is a concern to the GAO, then of greater concern 
shou l d be the poss ib l e l apse of severa l trade embargoes 
and supercomputer contro ls, among a host of other 
contro la, wh ich a lso muat be annua l l y renewed as part 
of U.S. fore ign po l i cy contro ls. In rea l ity, there has 
nsver been a prob l em regard ing renew ing Fore i gn po l i cy contro ls. 
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exp l anat i on and ass i stance to exporters. Regard l ess of 
the prov is i ons of the EAA or the v i ews of the GAO, 
Commerc e  be l i e ve% a l l exporters deserve an exp l anat i on 
regard ing why a transact ion was den ied, and a process 
to appea l, as part of the tota l qua l i ty serv ice we 
prov ide to tax pay i ng exporters. It is our v i ew that 
exporters deserve serv ice in the form of po l i cy leve l 
attent ion whenever an app l i cat ion to export commerc i a l  
products is de l ayed for any reason. Th i s is another 
strength, not a weakness, of the Commerc e  l i cens ing 
system. Regard i ng the Berman Amendment, p l ease see the 
attached exp l anat i on about why it does not app ly. 

Hot Sect i on Techno l ocrv 

GAO a lso r ecommends that to ensure appropr iate and adequate 
contro l over on l y those hot sect ion techno l og i es wh i ch Defense 
cons i ders sens it i ve and cr it ica l to U.S. nat iona l secur ity, the 
Secretary of State d irect the Center for Defense Trade Contro l s 
to: 

-- ident ify, w ith the ass i stance of Defense and other 
agenc i es as appropr iate, spec if i c hot sect ion techno l og i es 
in wh i ch the Un ited States l eads the wor l d and wh i ch are 
mi l i tar i l y cr it ica l, and assert jur isd ict ion over those 
techno log i es: and 

--transfer jur isd ict ion over a l l other hot sect ion 
techno l og i es for commerc i a l  eng i nes to Commerce. 

BXA does not concur w ith th is recommendat i on. D iv i d i ng contro l 
over "hot sect i on" techno l ogy between State and Commerc e  wi l l  
on l y serve to aggravate exporters, w ith no secur ity benef it, by 
mak i n g each and every app l i cat ion subm itted to e ither agency the 
sub ject of a commod i t y  jur isd ict ion dec is i ons. 

If GAO i s concerned about poss i b l e def ic i enc ies in Commerce ' s  
contro ls w ith respect to hot sect ions, GAO shou l d ident ify w ith 
spec if ic ity the l im itat i on% in Sect i on 6 of the EAA as Sect i on 6 
contro ls m ight app l y to hot sect ions. Commerc e  be l i eves there is 
no def ic i ency. 

F ina l l y, it is interest ing to note that the Export Admin i strat i on 
Act in 1990, had it b e c ame law, wou l d have forced a more sweep i ng 
sh ift of dua l -use i tems from the Mun i t i ons L ist to the CCL than 
has resu lted from the de l i berat ive process undertaken by the 
Admin i strat i on. It s e em8 odd that GAO wou l d f ind fau lt w ith the 
current process, rather than suggest that the Admin i strat i on d id 
not go as far as the Congrese had d irected in the EAA. 
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It is the v i ew of th is Department that the draft report is 
fundamenta l l y f l awed and based on the fa lse assumpt i on that 
Commerc e  contro ls are inherent ly @ 'weakerI* than State 's contro ls. 
I expect the report, in its current form, wou l d be severe l y 
cr it ic ized by the export ing commun i t y. I propose that an 
i nforma l meet i ng be he l d between GAO and BXA staff to address the 
draft report 's prem ise, resu lt ing conc l us i ons and recommendat i o ns 
before the report is mad e  f ina l. 

We  have prov i ded add it i ona l c omments on th is report as an 
attachment. W e  apprec iate th is opportun ity to c omment on the 
draft report. 

Enc l osure 

Sincere lv. 
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Baokqround 

o The descr ipt ion of the Commerce Contro l L ist (CCL) fai ls to 
ment ion that in add it ion to items contro l l8d for nat iona l 
secur ity and fore ign po l icy reasons, the l ist a lso contro l% 
items for miss i le techno logy, ch8mica l and b io log ica l 
warfare, and nuc lear nonpro l i i erat ion reasons. 

o A key d ifference between the l ists is not that the U.S. 
Mun it ions L ist (USML) is "mOr8 str ingent" than the CCL, but 
rather that the CCL covers a broad ranga of commod it ies with 
leg it imate dua l-uses wh i le the USML focuses on a narrow 
range of items with s ingu lar ly mil itary end-uses. The USML 
by def in it ion contro ls on ly art ic les des ignated by the 
Department of State as * ldefenss art ic les" and %defen%e 
serv icemen mean i ng l@arms, ammun it ion, and imp lements of war”. 

o The statem8nt that it8ms are transferred from th8 USML to 
the CCL on ly if State and Defense have "no s ign if icant 
nat iona l secur ity concerns fl fai ls to ment ion the fact the 
items wil l cont inue to be contro l led on the CCL for nat iona l 
secur ity reasons. Moreover, certa in items to be transferred 
wil l b e contro l led to al l dest inat ions for add it iona l 
fore ign po l icy reasons the Department of State and Defense 
supports. 

R*su lts in Brief 

o The premise that the transfer of items to the CCL 
11 jeopard iz8sB1 U.S. nat iona l secur ity i nterssts or that 
exporters l lavo idL" contro ls by obta in ing Ind iv idua l Va l i dated 
L icenses from the Department of Commerce is s imply 
erroneous. 

The Department is respons ib le for l icens ing some of the most 
sens it ive commod it ies inc lud ing; 

- supercomputers; 

- items that cou ld be used for the des ign, deve lopment, 
and product ion of missi l8s capab le of de l iver ing 
nuc lear warheads contro l led under the Miss i le 
Techno l ogy Contro l Reg ime; 

- items that cou ld be of s ign if icance for nuc lear 
exp los ive purpose8 ident i i ied by the Nuc lear Supp l ier 's 
Group; and, 

- chemica l precursor% and b io log ica l agents that can be 
used in the pro l iferat ion of po isonous gasses and 
bacter io log ica l msthoda of warfare. 
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emdt i ve Itoms Tnnstorred 88 8 comprom i 8a 

The dratt report states throughout that sens it ive i tems were 
transferred from State to Commerce jur isd ict ion as a 
comprom ise. That is not correct. Items were transferred 
on l y after respons ib l e off ic ia ls from State, Defense, and 
Commerce a l l agreed that the trans iers wou l d not jeopard ize 
8 ign iS icant nat iona l secur ity interests. Nat iona l secur ity 
interests were not comprom ised by the transfers. 

Certa in of the transSers can be made because of the 
impos it i on of new Sore ign po l i cy contro ls that wi l l requ ire 
a va l i dated l i cense to a l l dest inat ions and wi l l permit 
broad d iscret ion to deny exports to any dest inat ion. Th is 
is not a comprom ise. Rather, it is the resu lt OS State, 
Defense, and Commerce ident ify ing the export contro l 
po l i c ies and ob ject ives of the Admin istrat ion and then 
caresu l l y imp lement i ng those po l i c ies under the EAR. 

The draft is a lso inaccurate because it Sa i l s to d ist ingu ish 
the prev ious ly ex ist ing Commerce contro ls Srom the scope of 
new contro ls. As noted above, certa in new contro le wi l l be 
imposed in d irect response to the rat iona l i zat ion exerc ise. 
In add it ion, new contro ls have been imposed s ince the 
beg inn i ng of the rat iona l i zat ion exerc iee to imp l ement the 
Pres ident 's Enhanced Pro l iferat ion Contro l In it iat ive. 

The draft a lso cr it ic izes the transfer OS certa in i tems Srom 
State to Commerce jur isd ict ion because these items are 
sens it ive Sor nat iona l secur ity reasona. Moreover, GAO 
rev i ewed the Defense Department nat iona l secur ity 
just if icat ions. The draft report m isses the key po int. 
Commerce agrees the i tem8 on the COCOM Industr ia l L ist are 
i teme that must be contro l l ed for nat iona l secur ity reasons. 
In add it ion, Commerce contro ls exports to prevent the 
pro l i ferat ion of ba l l i st ic miss i l es, nuc lear weapons, 
chem ica l  weapons, and b io log ica l weapons. 

The FAR g ive Commerce great d iscret ion to suspend or revoke 
l i censes. The draft report incorrect ly conc l udes that 
Commerce may suspend a l i cense on ly for a v io lat ion. To the 
contrary, Commerce may suspend or revoke a l i cense without 
not ice and may order a sh i pment enroute for return and 
un load i ng in any port. Commerce can suspend and does 
suspend l i censes based upon new informat ion, changed 
c ircumstances, untrustworth iness of a party to the 
transact ion, or reason to be l i eve a d ivers ion is about to 
occur. 
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Berman Amendment 

At the bottom of page 33 and the top of page 34 of the 
DraSt, GAO states that some of the INS techn ica l data cou ld 
be with in the proh ib it ion of export contro ls on the 
exportat ion of informat ion mater ia l  and, therefore, is not 
contro l l ab le by reason of the Berman Amendment to IEEPA. 

Commerce d isagrees with that pos it ion. Rather, BXA is 
f irmly of the v i ew that the Berman Amendment to IEEPA mere l y 
prec ludes export contro ls on informat ion mater ia l s that 
en joy F irst Amendment protect ion. Ne ither the Export 
Admin istrat ion Regu lat i ons (EAR) nor the Internat iona l 
Traff ic in Arms Regu lat i ons (ITAR) impose export 
restr ict ions contrary to the F irst Amendment . Therefore, 
the Berman Amendment to IEEPA presents no obstac le for 
Commerce to ma inta in effect ive, comparab l e export contro ls 
over certa in INS techn ica l data to be transferred from state 
to Commerce. The Commerce lega l pos it ion was prov ided to 
counse l  for GAO on June 5, 1992 and on September 11, 1992. 

Counse l  for GAO has recent ly i nformed counse l  for BXA that 
it is the intent ion of GAO that it wi l l not adopt e ither the 
Commerce pos it ion or the pos it ion taken by one commentator 
in a recent art ic le. Such an intent is not ref lected in the 
draft. 

commcrrae esaa lat ion 

The GAO draft is cr it ica l of transfer of dua l use items to 
Commerce jur isd ict ion because, in the interagency rev iew of 
l i cense app l i cat ions, Commerce can "d isagree and esca late 
the d ispute to h igher leve l off ic ia ls for reso lut ion where 
Commerce ' s commerc i a l  econom ic interest arguments wou l d be 
presented. Under State 's contro l, nat iona l secur ity and 
fore ign po l i cy are determin i ng factors in l i cens ing 
dec is i ons, and Commerce does not part ic ipate." 

F irst, esca lat ion of d isputed l i cense app l i cat ions with in 
the Admin istrat ion to h igher leve l off ic ia ls is perfect ly 
appropr iate. Moreover, it wou l d be s ingu lar ly inappropr iate 
if the U.S. Government were to deve l op a l i cens ing system 
that insu lates staff dec is i on-mak ing from po l it ica l leve l 
rev i ew and accountab i l i ty. Second, nat iona l secur ity and 
fore ign po l i cy factors are determin i ng factors under the 
Export Admin istrat ion Regu lat i ons admin i stered by Commerce. 
The regu lat ions do not ca l l for a we igh i ng of commerc i a l  
interests aga inst nat iona l secur ity and fore ign po l i cy 
interests. 

A 
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The fo l l ow ing are GAO'S comments on the Department of Commerce’s 
letter dated November 9, 1992. 

GAO Comments 1. We  do understand the background of the rat iona l i zat ion process, wh i ch 
was c lear ly stated in chapter 1. 

2. Our po int that the Export Admin istrat ion Act has a requ i rement for 
Commerce to exp la i n to and ass ist app l i cants upon l i cense den ia l s has 
been de l eted. 

3. Miss i l e techno l ogy, chem ica l  b io log ica l warfare, and nuc l ear 
nonpro l i ferat ion are a l l part of the fore ign po l i cy contro ls. 

4. Nat iona l  secur ity contro ls, under Commerce’s system, are mere ly 
East-West contro ls. Nat iona l  secur ity concerns, from Defense’s 
perspect ive, are much broader in scope, wh i ch is why Commerce offered 
to impose add it i ona l fore ign po l i cy contro ls to a l l ay Defense’s concerns. 

5. We  have rev ised our report to more c lear ly state our concern that the 
comprom ise d id not take into cons iderat i on other d ifferences that we have 
ident if ied. That is why we recommend that Defense and State reexam ine 
the ir dec i s i on by cons ider i ng these other d ifferences. We  have a lso 
mod if i ed the report to state the fact that the exporters are obta i n i ng 
l i censes from Commerce and de l ete the po int that they are avo i d i ng State’s 
contro ls. 

6. The Pres ident’s Enhanced Pro l iferat ion Contro l In it iat ive g i ves 
Commerce the author ity to requ ire an ind iv idua l va l i dated l i cense for any 
commod i ty dest i ned for a spec if ic l ist of pro jects of pro l i ferat ion concern. 
Th is a dded contro l has l itt le bear i ng on the d ifferences that we have a 
ident if ied, such as Commerce’s author ity to suspend and revoke l i censes, 
the annua l  renewa l of fore ign po l i cy contro ls, the d i spute esca lat i on 
process, and Commerce’s case referra l system. 

7. Secretary Frank l i n’s letter does not change the fact that the f ina l 
agenc i es’ dec is i on was the resu lt of a comprom ise. 
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