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Crir control and Safe Streets Act of 1968 (18 U.S.C. 2510).
Cceopications Act of 1934 (47 U.s.C. 605). Federal Froperty
:ad dministrative Services Act of 1949 (41 U.S.C.251).
frivacy pct of 1974, =41 C.P.R. V. Exerutive Order 11828.
Execntive Order 11556. S. Rept. 94-75S,

in June 1976, the Office of Teleccmmunicavxions Eclicy
avarded a firm-fizxed-price sole source negotiated ccntract to
the Kitre Corporation to study the iuterception vulnerabilities
of unprotected domestic commercial velecommunicaticns systess,
especially wmicrovwave systems. The study pielded a two-voluee
report and a separate "how-to" publication entitled "Selected
Examples of Possible Approesches to Electronic Communications
Taterception Operations." Findings/Cconclusions: This "how-to"
puolication was withheld from public release until a decision
was =ade that its contents were not classified and that it did
not meet disclosure exeaptions under the Freedcs of Information
Act. In January 1978, the Office began releasing the expanded
"how-to" book. I* was reasonable for the Cffice to want a
compreh2nsive study wade, :rince none was availakie, ¢cn the
interceptior vulnerabilitias cf all U.S. commercial
telecommunications systems. However, the Cffice's procurement
involved deficiencies pertuining to documentation ¢f procurement
actions. The documsntation supporting negotiation of a sole
source contract on th2 grounds of putklic exigency and the
impracticability of obtaining comprtiticn did not comply with
procuremsent requlations. The "how-to" publicaticn was grcduced
as a separate publication for poiicy makers through
misunderstandings between Cffice and Mitre oftficials. It is
possible that publication of this lock could lead to some
instances of privacy invasion that would mot occur if the Look
were not available. (RRS)
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COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 20348

B~-146864

The Honorable John E. Moss
House of Representatives

Dear Mr. Moss:

This is in response to guestions contained in your
letters of July 28 and September 16, 1977, concerning the
scle source negotiated contract awarded by the Office of
Telecommunicat.ors Policy and the resulting report produced
by the Mitre Corporation in January 1977. Our findings and
conclusions are summarized belcw. Copies of your letters
are ettached as apperdixes I and II. Ou. findings and con-
clusions, relevant to each specific guestion asked, are
attached as appendix III.

On June 15, 1976, the Office awarded a firm-fixed-price
sole source negotiated contract to Mitre to study the inter-
ception vulner-*-jilities of unprotected domestic commercial
telecommunicat. ns systems, especially microwave systems.
Mitre performed the study and provided the Ofrfice with a
two-volime report and a separate publica:ion entitled
"Selected Examples of P. ssible Approaches to Electronic
Communications Interception Operations." This latter
publication, called a "how-to" book, was withhejd from
public release until a decision was made that (!) its con-
tents were not classified pursuant to Executive Order 11652
and (2) it aid not meet the disclcsure exemptions uinder the
Freedom of Information Act (5 U.S.C. 552(b)). 1In January
1978, the Office began releasing the "how-to" book, which
was expanded to include sections on applicable laws and
annotated with warnings concerning unauthorized intercep-
tions, to individuals requesting it in writing under the
Freedom of Information Act.
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The functions and responsibilities for Federal tele-
communications policy were assigned to the Office under
Executive JUrder 11556. We believe it was reasonable for the
Office to want a comprehensive study made, since none was
available, on the interception vulnerabilities of all U.S.
commercial telecommunicaticns systems to support issuance of
pertinent telecommunications policy guidelines.

Tae Office's procurement involved certain deficiencies
pertaining to documentation of the procurement actions. W»
concluded that the documeuntation supporting negotiation of
a8 sole source contract on the grounds of public exigency and
the impracticability of obtaining competition did not comply
with procurasment reqgulations which require that such actions
be clearly justified. The contrsct was terminated and a new
contract awarded for the purpose cf preventing overobligation
of fiscal year 1976 funds, without chanqge in scope of work or
total price.

The questioned "how-to" publication, although not needed
vy persons naving the requisite expertise to understand the
first two volumes of the Mitre report, was produced as a
separate bcoklet for policy make®s through misunderstandings
between the Office and Mitre ofZicials. It is possible that
publication of the third volume could lead to some instances
of privacy invasio:. that would not occur if it was not avail-
able. We could not determine the number or increased attempts
at inte.ception that might be made nor the increased invasions
oL privacy which could result.

We examined the Office's and contra.:tor's contract
files and other documentation relating to the negotiation,
award, and performance of the contract. Due to the lack or
inadequacy of docw.mentation, much of the information we
developed was obtained through inteviews. We interviewed
present and former personnel involved in the procurement; our
write~ups 2f 3uch interviews, which are reflected in appendix
II1I, were reviewed and approved by each p:rson interviewed.
We also examined applicable laws related to interceptiop or
disclosure of communicationt transmitted over telecommunica-
tions systems.
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As arranged with your office, unless you publicly
anuounce its contents earlier, we pPlan no further distribu-
tion of this report until 15 G2ys from the date of the report,
At that time, we will send cnpies to interested parties and
make ccpies available to others upon request,

We trust the above summary and the details in appendix III
provide the irformation you reguested.

Sincerely yours,

/
ﬁ%@?ﬁﬁ é} éﬁigzal ‘!;i!;:zs'

of the United States
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Dear Mr. Comntroljer Gcneral:

Enclosed wi
covered and obtained in the course of my investigacion into wir

OVERSIOMT AND INVESTIGATIONS SUBCOMMITTERND

th this Jetter s a remarkable document 1 have dis-

etapping

and privacy invasions. It is a previously unrevealed third volume of

a little known Study contracted out by the White House Office of

Telecommunicaticns Policy to tin Mitre Corporation, possibly on a sole

source basis.

Upon close examination, this document, dated January, 1977, with
the interesting title of “Selected Examples of Possible Approaches to
Electronic Communications Interception Operations", deals sole\v with
surceptitious methods of wiretapping. its chapter headings include:

-.."Interception of a Suburban Residential Phone.*

«~+."Interception of a Business's Data Communication To

«+.."Interception of Conversatio

I am informed that the

A Computer Service."

ns Over the Direct Distance

Dialing Network Bstween Two Specific Individuals In

Different Cities.

person within OTP who acted as the Contract-

ing Officer's Technical Representative (COTR), was on detai] from the
National Security Agency, and has since left Federal employ to work for
the American Telephone & Telegraph Company in an allegedly highly
classified capacity,

oy

TR

LTS
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timer Staats Juiy 28, 1977

Nowhere in this unique document is therz any mention of legality,
court orders or similar cloaks of authority under which such privacy
invasions are grudgingly and occasionally sanctioned. In effect, then,
this publication, ordered and paid for by Federal funds appears to e
2 how-to-do-1t manual on non-court-ordered wiretapping. Therefore,

I feel the following questions. urgently require both answers and an
opinion from the Comptroller General:

1. Why was such a "how-to" book orderea by the Federal government,
and why was it needed?

2. Could this publication Tead to significant privacy invasions
in violation of existing law in this country?

3. Was creation of this marual consistent with the appropriations
purpose of the Congress?

4. Was this particular publication withheld from distribution?

5. Was it withheld from GAO auditors when they condu.ted a
previous investigation into related issues?

6. Was this contract awarded on a sole source basis? Was it in
' vislation of Federal bidding regulations?

7. Was the OTP COTR person on this contract a former NSA empioyee?

(32
o

Was anyone at Mitre significantly involved in this contract
a former OTP employee?

. It is my hope that you will consider this an u'gent request with
top priority.

Johr E. Moss
Member of Congress

JEM: FSd



APPENDiA I1I "APPENDIX II

JOMN E. MOSS DistmeT Oroves:
D DisTRICY SIETRICY BTWE SENTATIVE
SACRAMEINTO. CaLIFORNIA JEARY wywmont
s O o
APRRITRATIVE AR IVAMY V36 Fepana. Bundne
WATILEEN BENOON SIRCarvrel Mail
SAGUAATYIVE ASPRYRIW Sactansere, Carromus 92914
PATRISIA LYNSM Pyon (916 440-3943
Rasu 2904 }
Mowes orres s CONGRESS OF THE UNITED STATES
Prems (20 1337169 HOUSE OF REPRESENTATIVES
WASHINGTON, D.C. 20318
GOVERNMENT OPERATIONS COMMITTEE INTERSTATE AND FOREIGN COMMERCE OMMI (TEE:
SUBSOMMITIEES: CHAIRMAN, ~J
LESISLATION AND NATIONAL SECUNITY OVERBIBHT AND INVESTISATIONS ml"’%
SOVERNMENT iNFORMATION AND INDIVIDUAL RIGHTS ™y
September 16, 1977 > =
©w I
- Al
»  J
[ 4= [
Honorable Elmer Staats - X
Comptroller General of the United States N )
General Accounting Office . -7

44] G Street, N.W.
Washington, D.C. 20548

Dear Mr. Comptroller General:

On July 28, 1977, I wrote you asking for an investigation of a
govertment -sponsored study which resulted in what proved to be a how-to-
do-it manual on wiretapping. That work is now pruceeding. However, further
information has come into my possession which strongly suggests that further
specific questions should be answered regarding this manual. They are as
follows, 'nd should be answered without much further diificulty:

1. VYas thers a fonnal justification for a sole sovrce award to Mitre,
known as a D § F, or "'determination and findings?"

2. Was former OTP employee Charles Joyce, now with Mitre, irvolved
in the performance of the contract?

3. Did Mr. Joyce cause Mr. John Metelski to be hired by OTP?

4. Was Mr. Metelski the OTP point of contact on the contract in a
technical sense? This is known as a COTR, or Contracting Officers
‘fechniral Representative.

5. Was the third volume, the one in question here, provided gratui-
tously by Mitre, or was it called for specifically in verbal or
written form?

6. Was there a contract change after the original contract was signed.
and if sc, for what purpose?
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Honorable Elmer Staats September 16, 1977

7. Why was the report, particularly the third volume, produced in an
unclassified version?

8. What was the relationship, if any, between the Mitre contract
in question and claussified activities underway at OTP in comection
with the Soviet interception problem?

As you may know, there is much more to this mamml and its contract
than meets the eye. More questions cons tly suggest themselves, al-
though these additional onis should p adequate for the investigation.
I very much seek specific answers se the questions in my July
letter. Thank jou.

JEM:FSd
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GENERAL

The questions asked in Congressman Moss' letters to
GAO, dated July 28, 1977, and September 16, 1977, dgenerally
address three issues, namely, (1) the contract negotiated
between the Office of Telecommunications Policy (OTP), anAd
the Mitre Corporation; (2) the contract product, or report,
including the “"how-to" third volume; and (3) the OTP and
Mitre personnel involved in contract negotiations and the
resulting report. We have arranged the questions and our
findings and conclusions accordingly. It should be noted
that much of the information developed during this inquiry
was based on interviews with the people involved. This was
because of the absence or inadequacy of dc-umentation.
However, interviews were confirmed by interviews with other
people directly involved in the specific action or by re-
ference to documentation to the extent such documentation
was available.

th was _the Mitre contract ordere
and why was it needeq? '

We were advised by both present and former OTP officials
that they had peen concerned for some time with the privacy
and security of telecommunications. They told us that prior
to the enactment of the Omnibus Crime Control and Safe Streets
Act of 1968, the Federal statutory controls on interception
of radio communications were in Seccion 605 of the Communica-
tions Act of 1934, (47 U.S.C. 605). Provisions contained in
chapter 119 of Title III of the 1968 act expanded these con-
trols by prohibiting interception of oral and wire communica-
tions. However, these officials did not believe that Title
III protected communications which travel in Jigital or other
non-aural forms because the new pruvisions liwited the definji-
tion of interception. They believed that this definition--
“the aural acquisition of the contents of any wire = = «
communications,"~--meant that the illicit acquisition of non-
aural communications was not an “interception” and, there-
fore, not prohibited.

OT? officials referenced two reports to supvort their
position. Senate Report 94-755 of the Select Committee
to Study Government Operations, With Respect to Intelligence
Activities, United States Senate, April 23, 1976, states:

“Existing law protects only communications from
which intelligence can be aurally ‘acquired’
(18 U.S.C. 2510(4)) so there is at present no
legal bar to the intercept of non-voice com-

munications."
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Also, the report, "Electronic Surveillance" by the National
Wirecapping Commission, 1/ dated April 30, 1976, states:

"The legislative history of Title III indicates
clearly that pen registers 2/ can be used with-
out following the court-ordered procedure of
section 2518 (Senate Report No. 1097, 90th
Congress, 2nd Session). Title iII is inappli-
cable because 'intercept' is defined in section
2510(4) to mean the aural acquisition of the
contents of any wire or oral communication
through the use of any electronic, mechanical,
or other device. As thus defined, interception
does not occur with a pen register because no
aural acquisition of a communication's content
takes place." 3/

OTP officials also said that the enactment of the
Privacy Act of 1974 required Federal agencies to implement
appropriate privacy safeguards. Many Government agencies,
reacting to the act, were proposing that encryption devices
be used for safeguarding telecommunications containing per-
sonal data. The National Bureau of Standards recommended
that other security safequards be implemented before sophis-
ticated and costly encryption devices are employed for the
protection of personal data (Federal Information Processing
Standards Publication 41, May 30, 1975).

OTP officials said that their concern for telecommunica-
tions privacy and security increased in 1975. Serious claims,
concerning the capabilities of foreign powers to surrepti-
tiously intercept U.S. domestic telecommunications, were
made in the report by the Commission on CIA Activities Within

1/The National Wiretapping Commission was established by
Congress, effective January 2, 1971, to evaluate the ef-
fectiveness of Title III of the Omnibus Crime Control and
Safe Streets Act of 1968 (18 U.S.C 2510-2520), as amended.
The Chairman of the Commission was William H. Erickson,
Associate Justice, Supreme Court of Colorado.

2/pen register--a device which can be attached to a tele-
phone line to record dialing impulses and thus the tele-
phone number dialed by an outgoing call,

3/The Supreme Court confirmed this interpretation on De-

cember 7, 1977 in United States v. New York Telephone Co.»

46 U.S.L.W. 4033, 4035,
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the United States, 1/ dated June 6, 1975. Also, on June 9,
1975, the Vice President of the United States publicly
remarked:

"The Commission's findings pertain not only to
national serurity and other vital governmental
information, therefore, but also electronic
intrusion in the business and private lives

0L American citizens. This is not only possible,
but it is being done. Microwave transmissions
are wholly susceptible."

Following these remarks, the news media began to publicize
allegations concerning illicit interception of communicatioas
by U.S. and foreign government agencies.

In « memorandum to the Vice Presider ', dated June 27,
1975, John Eger, then Acting Director of JTP, stated:

"In view of the revelatcions concerning telephone
espionage contained in your report on the CIA,

I have recommended to the President that an
appropriate policy response is necessary. 1In view
of the complexity and sensitivity of this matter,
I recommend that there ba effective liaison be-
tween us on this matter."

In a memorandunm to the President, cated June 30, 1975,
Eger stated:

"The Rockefeller Report on the CIA has drawn
attention to the capabilities of foreign powers
to monitor U.S. domestic telecommunications
traffic, both governmental and private. The
potential for such mecnitoring raises concern
related not only to our national security,

but also to the pPrivacy and confidentiality of
personal affairs and busineass dealings, and the
effective functioning of our economy. * * * Thijg
Office is charged with formulating Executive
Branch telecommunications policies and standards,

1/The Commission on CIA Activities Within the United States
was established by Executivg Order 11828 of January 4,

of American citizens. The Chairman of the Commission
was Vice President Nelson A. Rockefeller.
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including considerations of privacy ana natinral
security. It is my recommendation that we b:
designated to work with the National Securiy
Council and the Domestic Council Tommittee on
the Right of Privacy to develop appropriate
policy options for dealing with the telephone
interception threat."

According to Thomas J. Keller, former General Ccunsel
of OTP, he and Mr. Eger met with Brent Scowcroft, Assistant
to the Prcsident for National Security, some time between
June 1975 anl June 1976, to discuss the teleconaunications
interception threats. Mr. Keller said that at this meeting,
Messrs. Eoer and Scowcroft determined that an unclassified
technical evaluation of the feasibility of interception
and general vulnerability of all kinds of telecommunications
systems ought to be performed. Mr. Keller also said that
Mr. Eger determined that this unclassified evaluation would
supglement an ongoing classified National Security Council
project.

After the meeting with Mr. Scowcroft, Mr. Keller said
that OTP's s:aff conducted an extensive research and deter-
mined that there was no well-documented study of the feasi-
bility of intercepting transmissions carried over coumxzercial
telecommunications systems, especially microwave systems.
Mr. Keller said that he and Mr. Eger determined that it
would be imprudent to allow huge sums of Government moneys
to be spent for encryption devices or other <ostly and sop-
histicated technology wi:hout having a well--documented,
easily understandable study of the technicel vulnerabilities
of these systems. Therefore, according to Mr. Keller,

Mr. Eger determined that an objective, qualified consultant
should be retained to conduct an unclassified technical
evaluation of domestic commercial telecommunications systems,
especially (1) system design, (2) the vulnerabilities of
each system design, (3) the threats to such vulnerabilities,
and (4) the costs associated with meeting the threats,

On June 16, 1976, L. Daniel O'Neill, contracting officer
for OTP, forwarded copies of the subject contract to Mitre
for signature. 1In his transmittal letter accompanying the
contract, Mr. O'Neill stated that:

"As part of its assessment of the adequacy of
present legal protections, the Office is inter-
ested in determining the extent to which various
methods of electronic transmissions of communica-
tione are vulnerable to invasion of privacy by

10
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means of eler:tronic interception. 1In addition,
any judgement on our part regarding the efficacy
f legal safieguards against privacy invasions

In a memorandum, dated July 16, 1976, Mmr. Eger advised
Thomas Houser, Director of OTP, that the memorandum to the
President, dated June 30, 1975 (referred to on page 9), was
withdrawn after agreement was reached that OTp should develop
a policy response for dealing with the interception threat.

During an interview on October 3, 1977, Mr. Eger told
us that he felt a study on telecommunications interception
was needed to recommerd pertinent telecommunications policy.
He said that he did not like some of the technical “quick
fix" proposals that had been made to remedy the interception
vulnerability threats. Mr. Eger also said that he felt that
a competent firm should look at subsriber-to-subscriber
vulnerabilities on all telecommunications systems.

As pointed out by OTP officials, existing law protected
communications from which intelligence can be anrally acquired.,
However, they believed there was no legal bar to intercepting
non-aural communications. Because of this, many Government
agencies were concerned about the Privacy Act requirements
when transmitting personal record information over telecom-
mupicqtions Systems. Further, public announcements on cer-

vulnerability rcoblem. Also, since there'was no curiptehen-
sive study available concerning the vulnerabilities of all
U.S. commercial telecommunications systems, especially micro-
wave systems, OTP did not have the information needed to
support issuance of unclassified pPolicy guidelines.

Additionally, because it did not have this needed sup-

port, OTP could not recommend an adequate policy response
that would appropriately address the public announcenents

11
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made by Government officials or the allegations publicized
by the news media.

Based on the above, we believe that it was reasonable
for OTP to want a comprehensive study made on the vulnera-
bilities of electronic interception of electronic communica-
tions to determine all vulnerabilities and their nature so
that pertinent telecommunications policies could be developed.

was this contract awarded

on a sole source basis?

Was 1t 1in violation of
Federal bidding regulations?

On the basis of speed, professional services, and an
impracticability of competition, Messrs. Eger and Keller
determined that the contract for the unclassified study
would not be competitively negotiated. Eger determined
that it was essential that the firm or persons performing
this evaluation be (1) aware of national security inter-
ests involved; (2) competent in the understanding and
design of microwave communications systems, both civil and
military, secure and non-secure; and (3) well versed in inter-
ception techniques used against such systems.

Three contractors were considered and two were approached.
Bell Laboratories was considered but could not be used. Be-
cause the contract required that the telecommunications sys-
tems of various commercial carriers be evaluated, any study
performance by a company in the telecommunications business
would produce a conflict of interest.

Ashby & Associates, a firm that had performed studies
for the National Wiretapping Commission, was contacted. It
was determined that this firm did not possess the neces-
sary level of expertise with respect to microwave techn-
ology. It was known that Mitre had performed engineering
and technical studies for the Department of Defense and
other agencies, and such information was in OTP's contractor
bidder file. Thomas Keller telephoned Charles Joyce, formerly
OTP's Assistant to the Director for Government Communications),
but now employed by Mitre. They determined that Mitre had
the expertise and could perform the requested short-term
technical study.

On June 15, 1976, OTP awarded a firm-fixed-price sole

source contract (TP6AC039) to Mitre in the amount of $47,034.
The amount of the contract was based on a prcposal, submitted

12
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by Mitre on June 10, 1976, for estimated costs for direct
labor, overhead znd travel CoSts amounting to $44,372, and
a fee (6 percent of estimated cost) of $2,662.

L. Daniel O'Neill, Contracting Officer, and John letelski,
Contracting Officer's Technical Representative, were the
principal contract and liaison representatives for oOTP.

Charles Sanders was the Principal study group representative
for Mitre.

Our review of OTP's procurement records relating to the
award of the sole source contract revealed the following
deficiencies:

-—-There was no evidence of formal contract award ap-
pProval by the Director of OTP as required by OTp'sg
current procurement procedures.

-~The "Determinations and Findings" (D&F) was reconstruc-
tea more than a year after the contract award date.

--The file contained inadequate explanation of the
unigue qualifications of Mitre justifying a sole
source award.

~~The file contained inadequate explanation of the
urgency of the procurement which was a basis
for a sole source award.

In regard to the first deficiency noted above, OTP pro-
curement procedures, dated July 20, 197s, require that alj}
proposed contract awards will be approved in writing by the
Director, or in his absence the Deputy Director. Mr. O'Neill
told us that OTP's Procurement procedures dated before July
20, 1976, were destroyed, but the earlier procedures, ef-
fective at the time the contract was awarded, also required
written approval by the Director.

We discussed this requirement with John Eger, Acting
Director at the time the contract was awarded. He said that

Based on Mr. Eger's statement, we concluded that, al-
though written approval was not made in accordance with OTP's
procurement procedures, the sole SJyurce contract proposal was
approved by OTP's Acting Director,.



APPENDIX III APPENDIX III

The deficiencies regarding OTP's D&F, Mitre's unigue
gqualifications, and urgency of procurement are discussed below.

Wes there a formal justification for a sole source
award to Mitre, known as the D&F?

The D&F for the Mitre contract is undated, and an af-
ficavit is attached, dated August 8, 1977, signed by
Mr. O'Neill. 1It states:

"This Finding and Determinations [sic] is a
replacement for the original document prepared
by Thomas Keller, General Counsel to OTP in
June 1976. That documerc !:aS inadvertently
been lost from this file «nd is replaced

by the attached."

In discussions with Mr. 0'Neill, he said that (1) he had
no idea how the original was lost; (2) Mr. Keller prepared
the original because he was most knowledgeable about why the
contract was negotiated sole source; and (3) he (0'Neill)
had approved the D&F as the contracting officer and, there-
fore, was familiar with its contents.

Although the D&F was reconstructed by Mr. O'Neill,
Mr. Keller stated that it agrees with the original D&F that
he prepared prior to awarding the sole source contract to
Mitre. It should be noted, however, that 41 U.S.C. 257(d)
requires that the data concerning the negotiations of con-
tracts of this type must be preserved in the agency files for
a period of 6 years following final payment on the contract.

OTP's reconstructed D&F justified the award to Mitre on
a negotiated sole source basis under section 302(c)(10) and
(2) of the Federal Property and Administrative Services Act
of 1949 (41 U.S.C. 251 et seq.).

A D&F is required when either of the zbove sections
are used to Jjustify negotiation.

41 U.S.C. 252(c)(10) permits negotiation instead of formal
advertising for services for which it is impracticable to
secure competition. This authority may be used when the serv-
ices can be obtained from only one firm (sole source).

In this regard, the D&F states:
"It is necessary that the firm or persons perform-

ing this contract (a) be aware of national security
interests involved; (b) be competent in the under-
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standing and design of microwave comminications sSys-
tems, both civil and military, secure and non-secure;
and (c) that the contractor be well versec in
interception techniques used against such

systems.

"The study described above can only be provided
at a reasonable cost by one firm. [I determined]
That this firm is the only potential contract|[or])
with the required mixture of experience and
skills."

OTP's procuremert records contain no other information show-
ing how only Mitre had the required qualifications for the
contract. The failure of the D&F to clearly indicate the

clearly justify the specific determinaticn made." Moreover,
the statement in the D&F that the study could only be provided
"at a reasonable cost" by one firm implies that while other

for this contract were excluded for reasons other than cost,
the basis for this statement is unclear. Also, the fact that
competing firms' prices might be unreasonably high does not,
without more explanation, justify a sole source procurement.
In our opinion, the appropriate procedure would have been to
send requests for proposals to a representative number of known
qualified firms in accordance with 41 C.F.R. 1-1.301, which
requires negotiated procurements to be on a competitive basis
to the maximum practicable extent. It is possible that offers
would have been received from these firms which would have
been competitive with Mitre's contract price.

We discussed with Mitre officials, Mitre's "unique" gqual-
ifications for the oTp contract. They informed us that Mitre's
work was predominantly for Government agencies in the field
of electronic communications, including microwave systems,

41 U.s.C. 252 (c)(2) also permits negotiation if a "public
exigency" will not admit the delay incident to formal adver-
tising. This authority may be used when the need is of
compelling and unusual urgency, and the Government would be
seriously injured if the services were not procured by a cer-
tain cime (41 C.F.R. 1-3.202(a)). 1In this regard, the D&F states:

"It is vital that an assessment of the
vulnerability of such Systems be provideg
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as rapidly as possible due to National
security interests effected.

"The need for these services is of such com~-
pelling ugency, as they relate to other
classified analysis underway, as to not
allow the delay incident to formal adver-
tising." N

OTP's procurement records contain no additional informa-
tion showing why there was an unusual compelling urgency to
award the contract.

Mitre officials said they were told that the study
had to be completed in 120 days. They had no additional
information on the need for urgency. Further, the D&F did
not describe the expected effect on national security in-
terests which delay in a study of unclassified commercial
telecommunicetions transmissions would have had. Therefore,
we conclude chat the D&F also did not justify procurement on
the basis of public exigency, in conflict with the 41 C.F.R.
1-3.305(b), discussed earlier.

We were unable to verify the relationship between the
Mitre concract and the classified study referred to in the
D&F. Additional comments in this regard are presented below.

What was the relationship, if any, between the
Mitre contract in gquestion and classified

activities underway at OTP in connection with
the interception problem by foreign entities?

bDuring our review, Mr. O'Neill told us that Mr. Eger
advised him that the Mitre study was needed to determine
(1) if off-the-shelf equipment and technology wac readily
available to intercept unprotected domestic communications
and (2) whether sophisticated "black box" technical safe-
guards, such as those proposed for classified military and
national security communications, were required for un-
protected domestic communications. The Mitre study would
provide technical input considered n2cessary to supplement
OTP's classified project. Mr. O'Neill said that the Mitre
contract was not intended to be a classified study; however,
the completion date for the Mitre study was geared to OTP's
targeted date for completing its input fer an ongoing
classified report.

Dr. William Thaler, formerly scientific advisor to

Mr. Eger, but presently the Acting Director of OTP, said,
on August 9, 1977, that he was not involved in OTP's
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negotiations with Mitre. On November 10, 1977, Dr. Thaler
told us that Mr. Eger was concerned with privacy and security
of communications, especially the Privacy Act requirements
for Federal agencies. He said that Mr. Eger wanted a cir-
cular on privacy of data communications published before tfe
Ford administration left office. OTP had a draft circular,
but Dr. Thaler said that OTP did not have enough technical
information available to support this draft. The Mitre

study was performed to provide this supporting technical
information to OTP. Dr. Thaler said the purpose of the

Mitre <tudy had no relationship to the ongoing OTP classifieqd
project. He also said that he did not know that the Mitre
study covered telecommunications interception until he
reviewed Y¥itre's draft report with Mr. O'Neill and John
Metelski, then OTP's Contracting Officer's Technical
Representative, and representatives from Mitre on November
30, 1976. Dr. Thaler said that the Mitre study covered the
vulner:zbilities to electronic inteception of unprctected
domestic commercial telecommunications systems. It did not
address threats cr vulnerabilities to intercepting and inter-
preting the content of traffic carried over protected systems,

On November 14, 1977, Mr. Metelski said tha. the purpose
of the Mitre study was to determine if OTP should propose
legislation on interception of non-aural communications. He
added that, since the law did not protect interception of non-
aural transmissions, a study was needed to determine what
threats and their nature could be exploited on domestic tele-
communications systems so that OTP could propose pertinent
legislation. Mr. Metelski also said that, although the sub-
ject (telecommunications interception) in the Mitre study
was the same as that of the ongoing classified project, the
Mitre study dealt with interception of unencrypted transmis-
sions by anyone, whereas the classified study dealt with
interception by foreign entities.

On November 15, 1977, we asked Mitre officials if they
knew of any relationship between OTP's concern for the inter-
ception problem by foreign entities and the study performed
by Mitre.

According to Charles Sanders, Mitre's studv greap leader,
the purpose of the OTP contract was to h~ve Mitre study the
vulnerability of all commercial telecomr.unications systems
and media to electronic interception. The study conducted
for the National Wiretapping Commission wes limited to wire-
tapping and bugging, and did not include interception vulner-
abilities of such media as microwave systems.

17



APPENDIX III APPENDIX III

According to Charles Joyce, the Mitre study was per-
formed to provide an assessment of the vulnerabilities of
“unencrypted transmissions to interception by anyone. He
said that, although both the Mitre study and the classified
study were concerned with interception of transmissions, the
classified study was limited to interception capabilities
of foreign entities.

During a followup inteview with Mr. Eger on December
19, 1977, he said that in June 1975, a study group was formed
by the National Security Council (NSC) to study the alleged
capabilities of foreign entities to intercept and monitor
telecommunications. The study group was composed of represent-
atives from various agencies, including OTP. Various tasks
dealing with different aspects of telecommunications inter-
ceptions were assigned to different study group represent-
atives, Mr. Eger said that since he was concerned with re-
lated issues, such as telecommurications privacy, he proposed
that a competent firm be commissioned to study the vulnera-
bilities of unclassified commercial telecommunications sys-
tems. This study would provide supportive documentation OTP
needed for developing various telecommunications policies
and also provide information that would supplement the study
on the interception problem by foreign entities. Mr. Eger
said, therefore, the unclassified study was proposed to be
completed at the same time the NSC study group had scheduled
for completing the assigned tasks concerning the foreign
interception problem.

By letter, dated December 2, 1977, we requested NSC to
furnish a copy of a certain classified study of telecommunica-
tions interception, in which OTP participated, or provide
access to the study for our erxamination and review. Also,
on December 21, 13977, we met with a member of the NSC staff
and present and former OTP officials to further identify
the classified study we requested in our December 2 letter.
We were advised that OTP had participated on the NSC Tele-
communications Panel, calied the “Lavid Panel," and had
provided oral and written reports (OTP did not have copies)
for the Panel's study concerning the problem of foreign en-
tities intercepting telecommunications within the United
States. Mr. D°'Neill said that there is some misunderstanding
concerning the relationship between the Mitre study and the
classified studies. He said past classified studies, in-
cluding the Panel study, looked at only one segment of
telecommunications--protected telecommunications that may
be intercepted using highly sophisticated and specialized
equipment and technology. No unclassified studies had been
made to determine what was needed to safeguard the unpro-
tected commercial systems. Further, Mr. O'Neill said that
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Mr. Eger and other OTP officials perceived a need, at the
tire. the contract was awarded, for evaluating the intercep-
tion vulnerabilities of unprotected U.S. commercial -ele-
communications. The results of such an evaluation c~oculd be
used to supplement the Panel study. The perceived need was
a determination made by the Acting Director of OTP and not
bv the NSC or the Panel.

Mr. Eger agreed with Mr. O'Neill. Mr. Eger said that
he was not only concerned with the rapid changes in tele-
communications technology and its effects on privacy, such
as electronic funds transfer systems, but he was also con-
cerned with the full range of problems concerning telecom-
munications privacy and security. He said the reasons he
proposed such an unclassified study were (1) there were no
unclassified studies available and (2) so that all of OTP's
concerns could be covered.

Dr. Thaler said that the Mitre report could be used for
different purposes, such as combating domestic criminal ac-
tivities, proposing legislation, and safeguarding against
interception by foreign powers. OTP, at that time, could
not say and prove that interception of certain communicationgs
was possible because the source was classified. The Mitre
report is unclassified and can be used as a soiirce for say-
ing and providing proof that all kinds of telecommunications
are vulnerable to interception.

On January 3, 1978, we received NSC's letter dated
December 23, 1977, in response to our December 2, 1977, letter.
We were advised that the Panel, composed of Government of-
ficials (including OTP) and private sector consultants, had
been disbaided, and the responsible participants were no longer
employed by NSC's staff. We were also advised that the Panel
had provided the current NSC staff with a reference file con-
cerning the foreign intercept problem in general. The NSC
letter states that:

“--0TP was in fact a participant in these Panel
activities although there is no direct or in-
direct reference to the Mitre Report in ques-
tion.

--The exclusive focus of the Panel was the pro-
tection of telecommunications within the U.S.
from interception by foreign entities. There
is no indication whatsoever that the Panel was
in any way concerned with the capability of
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Federal agencies to intercept communications
of U.S. citizens and agency practices in this
respect.*

The NSC letter also advised us that the Panel file would
not be made available for our Perusal because,

“It contains some highly classified materials

that are compartmented on a ‘must know' basis

as well as internal NSC and White House memor-
anda reflecting policy advice.“

Because of the above NSC response, we were not able to
verify the relationship between the classified study and the
Mitre contract.

During our earlier review of the vulnerabilities of
telecommunications systems, 1/ we found that the Government
uses a variety of telecommunications services, generally
leased from commercial telecommunications carriers in the
continental United States. Local and long distance services
for voice and record (message and data) are provided by com-
mercial carriers to meet the telecommunications needs for
both the Government and the private sector. we also found
that the commercial facilities providing these services are
vulnerable to unauthorized use, including interception. The
Mitre report supports the findings in our review.

Many couwmunication transmissions between Government
agencies and between Government agencies and the private
Ssector contain classified information and are appropriately

ments; other transmissions, are neither classified nor en-
crypted. Such transmissions may contain information pertain-
ing to certain business dealings, financial conditions,
technological data, foreign and domestic investments, etc.,
which may be used in making decisions affecting international
trade agreements, domestic and foreign monetary negotiations,
defense contract awards, etc. Thus, these transmissions,
which are related indirectly to National security interests,
are carried over our domestic commercial telecommunications
systems in an unprotected mode and are subject to illicit
interception.

1/See GAO report, “Vulnerabilities of Telecommunications
Systems to Unauthorized Use," LCD-77-102, Mar. 31, 1977.
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An assessment of the vulnerabilities of such systems
was needed to determine what cost-effective safeguards are
necessary to protect unclassified and unprotegted trans-

indicated earlier, however, (1) we could not verify the
relationship between the Mitre contract and the classified
study and (2) we concluded the D&F did not provide the
documentation required to justify a sole source procurement,

Was_there a contract change after the
original contract was signea, and if S0, 7 _

for what purpose?

On September 29, 1976, OTP terminated its original con-
tract (TP6AC039), effective September 30, 1976, for account-
ing purposes. All work completed by Mitre through the ef-
fective termination date was to be billed against contract
TP6AC039. All work commenced or continued from October 1,
1976, to completion was to be billed under a new contract
(TP7AC003).

We verified with an official of the General Services Admin-
istration (GSA), that OTP's original contract (TP62C039) wasg
terminated with an unpaid balance of $18,000 effective Septem-
ber 30, 1976. OTP's new contract (TP7AC003) for the amount
of $18,000 was also awardeg to Mitre. The vouchers supporting
GSA's payments to Mitre for both contracts had a combined total
of $47,034--the .full amount of OTP's original contract.

According to Mr. O'Neill, the original contract was
terminated so that OTP would not over-obligate fiscal
year 1976 funds. A new contract was written only to change
the fund citation. No change was made to the original work
statement or price.

We found nothing to indicate that any change was made
to the subject contract, except as stated by Mr. O'Neill above.

Was the third volume, the one in question here,
provided %ratuitguslx bg Mitre, or was it called
for specifically in ver al or written form?
Whg was_such a "how-to" book ordered bg the
Federal Government, and why was it needed?
On June 15, 1976, OTP awarded a 80le source contract
to Mitre. The purpose of the contract was, as stated under
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the Scope of Work, to study the vulnerability of electronic
communications to electronic interception. Also, under the
Statement of Work of the contract, Mitre was to investigate

the vulnerability of verious commonly available electronic
communications means tc interception by persons other than

the intended respondents on only unclassified civilian com-
munications services which have not been altered by electronic,
mechanical, or other means for the purpose of providing
security or privacy.

Twenty days after OTP approved & list of communications
means to be iavestigated, Mitre was to deliver to OTP a brief
narrative covering, in part, interception methodology and
conclusions for each communications means approved. Within
120 working days after OTP approved the communications means
to be investigated, Mitre was to deliver to OTP a final report.
At a minimum of once monthly, OTP and Mitre officials would
meet for a progress review.

On June 24, 1976, Mitre submitted to OTP an outline of
its proposal for analyzing the interception vulnerabilities
of various types of telecommunications systems.

By letter, dated June 30, 1976, John Metelski, OTP Con-
tracting Officer's Technical Representative for the Mitre
study, approved Mitre's suggested list, as amended, of com-
munications carriers and associated telecommunications sys-
tems to be investigated.

Mitre submitted to OTP a Mitre Working Paper (WP-11743),
"Study of Vulnerability of Electronic Communications Systems
to Electronic Interception--Phase One Report,"” dated August
2, 1976. This working paper, covering Mitre's first 20
working days of the study, as required by the contract, con-
tained a preliminary draft report, and described work accom-
plished and work still to be performed.

According to Mr. Metelski, he felt that Mitre was pro-
ducing a technical report that would not be earily under-
stood by ron-technical policymakers. Also, he said that
in the August report, Mitre had misconstrued the meanring
of the term “intercept” to mean random listening as opposed
to targeting specific correspondents, as defined in the State-
ment of Work article of the contract. Mr. Metelski advised
Mr. Sanders that the terms used in the study report should
have more explicit meanings to explain how interception could
be accomplished. He said they agreed that, as required by
the contract, the study report would generally follow the
format of the report prepared by the National Wiretapping
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Commission (NWC) and contain a general overview supported by
detailed engineering data.

On September 20, 1976, Mitre submitted to OTP a "working
outline" for “he firal veport. Mr. Metelski said that, since
there was no record of a meeting on the "working outline" in
OTP records, he may have met with the Mitre study group at
Mitre, but that there were no discussions concerning a "cook
book" at this meeting. He said he did ask Mr. Sanders if
there would be a non-technical overview gsection included in
the final report and whether the overview would be similar
to the case study document used by the study group.

According to Mr. Sanders, his study group had developed
case studies for each communications means to be investigated.
These case studies were discussed with Mr. Metelski because
Mr. Metelsxi thought the preliminary draft report was too
technical and should be written in simpler language,

On October 12, 1976, Mr. Metelski met with the Mitre
study group members and representatives of American Tele-
phone and Telegraph (AT&T) Company to discuss the technical
characteristics of equipment required to intercept electronic
transmissions being transuitted over ATs&T systems. According
to Messrs. Metelski and Sanders, this meeting was only to
request technical information from ATsT. Both said that the
proposed content of Mitre's final report was not discussed.

On November 30, 1976, OTP and Mitre officials met to dis-
cuss Mitre progress, the draft report, the conformance of the
draft report to the contract, and the remaining work schedule.

According to Mr. Metelski, he and Dr. Thaler determined
that certain information suggested by the Mitre study group
- for inclusion in the final report, was "sensitive" because
it was considered to be "cook book" or "how-to" information.
They did not want "cook book" information in the report; they
wanted the report to follow the format of the NWC report and
be easily understood by policymakers. Mr. Metelski also
said that, during the November 30 meeting with the Mitre Study
Group, he and Dr. Thaler decided that the suggested "sensitive"
information should be excluded from the report and retair-g
at Mitre as "work papers" to avoid inquiries under the Freedom
of Information Act. Following this meeting, Mr. Metelski said
that Mr. O'Neill advised him that contractor work pPapers were
contract cocumentation and, therefore, Government property.
Hr. Metelski said that he and Mr. O'Neill conferred with
Dr. Thaler on this problem, and they all agreed that OTP would
accept all study work papers developed by Mitre and deal with
public disclosure, if necessary, at a later date.
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According to Dr. Thaler, the Mitre people indicated they
had developed some "work papers." These “work papers” con-
tained scenarios, but he was not interested in them. He said
that he did not see the scenarios, so he could not say they
were “"sensitive," but he knew that some “work papers® were
to be assembled and sent to OTP because Mr. 0'Neill had told
him they were Governmet property.

According to Mr. O‘'Neill, he dig not see anything “class-
ified" in the draft report. He said that Mr. Metelski may
have met with the Mitre pPeople to discuss things considered
“sensitive,"

According to a Sanders memorandum to his division head,
dated December 1, 1976, “a discussion between the Mitre con-
tract office and the OTP contract office provided the final
guidance for the final report.” Mitre would prepare a three-
volume report. Volume I would contain the narrative of the
report and Volume II, the appendices. Both would be releas-
able to the public. Information which might be considered as
a handbook on communications interception techniques would be
covered in the third volume, which OTP would classify to avoid
public access.

According to Mr. O'Neill, he chought that Mitre was pre-
paring a two-volume report. He discussed this with Michael
Broderick, Mitre's contracting negotiator. Mr. O'Neill also
said that he thought OTP would receive some “raw work papers*
in boxes. :

According to Mr. Broderick, he told Mr. O'Neill that
Mr. Sanders intended to publish a two-volume report and an
appendix containing “"sensitive* material,

During a followup interview with Mr. Sanders, he stated
that a three-volume report was his idea. He felt that Volume
I was becoming too bulky and the study completion date wu:x
becominy critical. He stated that, following the November 30
meeting, he discussed a three-volume report with Mr. Metelski.
He suggested amendments to Volume I that would provide more
explicit meanings of the terms used. He said that he also
suggested placing the information considered "sensitive" in
a separate appendix or a third volume. These changes could
be accomplished by the contract completion date. Mr. Sanders
said that Mr. Metelski agreed with his suggestions,

After reviewing the final draft of Wolume I submitted

by Mitre, Mr. Metelski advised Mr. Sanders in a letter dated
December 21, 1976, that:
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"Of major concern in this study has been not
only the detection of telecommunications
signals and extraction of information there-~
from, but also the ability to target specific
correspondents. This is clearly an important
factor in the ‘vulnerability' of individual
communications given the volume of traffic,
and was required to be considered by the
Statement of Work which defined 'intercept'®
(in part) as * *# % the ability to target cor-
respondents # # *« (Article v. 1.)."

On January 12, 1977, Mitre delivered 12 copies of
Volume I to OTP. Twelve copies each of Volumes II and III
were delivered on February 3, 1977. The forward of both
Volumes I and II (pp. iv and iii, respectively) states that
the report consists of two volumes. Volume I presents the
general findings and conclusions of the study, and Volume II
contains three appendices of technical details supporting
Volume I.

In an undated memorandum, Mr. Metelski advised Dr. Thaler
that OTP had received the final two documents from Mitre. The
memoranduin also stated:

“The transmittal letter which accompanied these
documents disclosed that OTP was receiving copies
of the ‘cook book' materials (data which OTP
prefers not to expose to public release). Be-
cause this disclosure in the letter reveals the
existence of this data, I asked Mitre to re-
draft the letter, leaving out any mention of

this item."

The transmittal letter was revised by Mitre to eliminate any
reference to the third volume.

During interviews with Mr. Metelski, he stated that he
agreed with the changes suggested by Mr. Sanders, especially
the amendments concerning the definition of terms for Volume
I, and that these changes were made for the final report.
However, Mr. Metelski stated that he thought the agreed upon
third volume would contain engineering type “work papers"
including the “cook book* scenarios, rather than a “cook book"
portion of the report itself. :

Based on the above, it appears that (1) OTP's requirement

for Mitre to analyze the ability to target specific correspond-
ents and the study report format specified in OTP's contract
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contributed to Mitre's producing the third volume and (2) the
third volume was produced in non-technical language to explain
the study conclusions contained in Volumes I and II of the
report. Additionally, there was an apparent misunderstanding
between Messrs. Sanders and Metelski. Mr. Sanders believed
that the requirement was for the final report to contain "cook
book" scenarios which could be readily understood. Whereas,
Mr. Metelski believed that the third volume would be “work
papers,” which included “cook book" information, but separate
and distinct from the report itself.

We were advised by Dr. Thaler, and Messrs. Metelski,
Sanders, and Joyce--all having technical expertise--that
Volumes I and II could be used to produce the information con-
tained in Volume III by persons having the requisite knowledge
and expertise. We believe that Volume III was not needed for
those persons in OTP having the technical expertise to read
and understand Volumes I and II. On the other hand, persons
not having the requisite knowledge and expertise would require
something like the third volume to read in order to understand
the significance of the technical content of Volumes I and II.

Was the crea*ion of this manual consistent
with the awpropriations purpose of the Congress?

According to OTP officials, funds appropriated to OTP
are for carrying out the functions assigned to the Director
of OTP under Executive Order 11556 (3 U.S.C. 301). The Mitre
contract was awarded to provide OTP with a documented evalua-
tion of the vulnerabilities of commercial telecommunications
systems to electronic interception so that OTP could propose
pertinent legislation and policies.

The assigned functions of Executive Order 11556, in per-
tinent part, are:

--Develop and set forth plans, policies, and programs
with respect to telecommunications that will (1) pro-
mote the public interest; (2) support national
security; (3) sustain and contribute to the full de-
velopment of the economy and world trade; (4)
strengthen the position and serve the best interests
of the United States in negotiations with foreign
nations; and (5) promote effective and innovative
use of telecommunications technology, resources,
and services,

—--Coordinate the telecommunications activities of the
executive branch and formulate policies and standards
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therefore including but not limited to considerations
of interoperability, privacy, security, spectrum use,
and emergency readiness.

~-Evaluate by appropriate means, including suitable
tests, the capability of existing and planned tele-
communications systems to meet national security and
emergency preparedness requirements; and report the
results and any recommended remedial actions to the
President and the National Security Couacil,

~-Conduct studies and analyses to evaluate the impact
of the convergence of computer and communications
technologies, and recommend needed actions to the
President and the departments and agencies.

~--Contract for studies and reports related to any
aspects of the Director's responsibilities.

According to Mr. O'Neill, the expenditure of funds for
the Mitre contract was consisteni with the responsibilities
assigned to OTP under Executive Order 11556. OTP budgets for
work that will be performed under the general areas of the
Executive order, such as those stated above. Mr. O'Neill
said that OTP had not identified a need for a specific study,
such as the study performed by Mitre, when the fiscal year
1976 budget was prepared; however, the fiscal year 1976 budget
dia include projected work to be performed in the communica-—
tions privacy and security area.

According to Dr. Thaler, individual contracts that will
be awarded by OTP are normally not shown as separate line
items in OTP's budgets. The Mitre contract was not separately
shown in OTP's fiscal year 1976 budget. Dr. Thaler said the
funds expended for the Mitre contract were consistent with
OTP's assigned responsibilities, especially the second furc-
tion stated above,

We concluded, in our findings on other questions, that
there was a need for the contracted study. Based on the
above, we believe that

--the study was consistent with the functions assigned
to OTP under Executive Order 11556,

--funds appropriated to OTP are for the purpose of
carrying out OTP's assigned functions, and

--the third volume was developed as a by-product of the
study and did not affect the contract price.
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Given OT?'s responsibilities, it seems obvious that OTPp
should have a comprehensive knowledge of the area. 1In the
absence of existing comprehensive studies, it would follow
that such studies were needed. Furthermore, if a resulting
study report was so technical as not to be understandable,
except by knowledgeable and technically oriented persons,

a non-technical document, such as the third volume, would
appear to be useful. Thus, OTP policymakers not technically
proficient in the subject matter covered by the study could
more precisely understand the study results and develop ap-
propriate policy.

Why was the report, particularly the third volume,
produced in an unclassified version?

Executive Order 11652 (37 FR 5209), dated March 10, 1972,
states, in part:

“* & & Within the Federal Government there is
some official infcrmation and material which,
because it bears directly on the effectiveness
of our national defense and the conduct of our
foreign relations, must be subject to some con-
straints for the security of our Nation and the
safety of our people and our allies. To protect
against actions hostile to the United States,
of both an overt and covert nature, it is
essential that such official information be
given only limited dissemination.

This official information or material referred
to as classified information or material in
this order, is expressly exempted from public
disclosure by Section 552(b)(1l) of Title 5,
United States Code. Wrongful disclosure of
such information or material is recognized in
the Federal Criminal Code as Providing a basis
for prosecution, * % &«

The information or material covered by Executive Order
11652 is:

“# * « Official information or material which
requires protection against unauthorized dis-
closure in the interest of the national de-
fense or foreign relations of the United States
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* * * ghall be classified in one of three
categories, namely "Top Secret," "Secret,"
or "Confidential," depending upon the
degree of its significance to national
security. No other categories shall be
used to identify official information or
material as requiring protection in the
interest of national security, except as

otherwise expressly provided by statute,
* %k *n

According to John Metelski, the report did not meet the
classification standards of Executive Order 11652 because
its content did not contain national Security information.

According to Messrs. O'Neill and Eger, the Mitre study
was not intended to be classified, and the Mitre contract
was not awarded to produce a classified report. Both said
that the contract and the resulting report were to provide
OTP with information on the interception vulnerabilities
of telecommunications systems that had not been and were
not being consiue.ed during past and ongoing classified
studies.

Our review of the study contract revealed that the scope
of the contract was limited to (1) evaluating commonly avail-
able and unclassified services provided by commercial carriers
and (2) preparing a report on the interception vulnerabilities
of these services. The report was intended to be unclassified;
the contract limited the contractor's evaluation to unclassified
matters; and the final report, including the third volume, con-
tains information on these unclassified matters.

OTP has decided that the Mitre report, including the
third volume, does not require classification, as described
in Fxecutive Order 11652. We have no basis to question OTP's
decision under that order.

wWas this garticular publication
wlthhe rom distribution?

Mr. Metelski told us that he expected certain "work
papers" supporting the report to be sensitive, and telephoned
an official of the Justice Department, for advice on Decem-
ber 6, 1976. Mr. Metelski said he was advised that, under
the Freedom of Information Act (5 U.S8.C. 552), the Government
could not withhold "sgensitive information," including "work

papers," unless they qualified for exemption ynder the act.
Upon receiving the third volume from Mitre, Mr. Metelski said
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that he discussed the problem of releasing it with Dr. Thaler.
Mr. Metelski said that they decided to file it in OTP's safe
and not disclose its existence.

On October 27, 1977, we were advised that OTP had re-
ceived numerous requests for copies of the third volume,
possibly because of disclosure in the press, but had not
furnished copies (except for a copy given to Congressman
John E. Moss' staff member) to requestors outside of the
executive branch. At that time, OTP was still considering
whether the third volume should be classified under Executive
Order 11652 or whether it met other exemptions to disclosure
under 5 U.S.C. 552(b). Dr. rhaler said that the Mitre re-
port, including the third volume, was given (date unknown) to
the National Technical Information Service (NTIS), Department
of Commerce, for printing and public release.

Dr. Thaler said that, based on an oral request (date
unknown) from the Executive Office of the President, he with-
drew the third volume from NTIS (date unknown) until a decision
was made concerning its release. He said he discussed the
question of whether the third volume should be released under
the Freedom of Information Act with Dr. Frank Press, Director,
Office of Science and Technology Policy, Executive Office of
the President. Dr. Thaler said he also drafted a letter for
the signature of the Counsel to the President authorizing
OTP to release the third volume under the Freedom of Informa-
tion Act. He said that Dr. Press advised him not to release
the third volume pending resolution of the question by counsel.

Dr. Press said that it was decided within the Administra-
tion (by the Counsel to the President, members of NSC, and
attorneys in the Departments of Justiie ana Defense) that
publication of the third volume did not meet any of the excep-
tions under the Freedom of Information Act. He said this
decision was given orally to Dr. Thaler either by himself or
his assistant, Col. Wayne Kay. He said he could not recall
receiving a draft of a letter authorizing OTP to release the
third volume, and that a record of the decision and authoriza-
tion was not made.

Col. Kay and Robert Lipshutz, Counsel to the President
confirmed the above recollections of Dr. Press. Mr. Lipshutz
also said he believed it was not necessary to provide OTP with
written authorization because there was no disagreement in the
decision to release the third volume under the Freedem of In-
formation Act.

On January 16, 1978, Dr. Thaler advised us that 1}
received oral approval from either Dr. Press or Col. }
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on December 13, 1977, to releasc the third volume of the
Mitre report, and that his request for written confirma-
tion of the oral approval had been denied. Dr. Thaler also
said that over 100 written requests for the subject third
volume, under the Freedom of Information Act, had been re-
ceived by OTP and, since he withdrew the subject publication
from NTIS, only OTP has the duthority to honor these re-
quests. OTP began releasing the third volume, as amended,
on January 9, 1978.

We received a copy of the 23-page document being released
by OTP. The pages of the originail 13-page document (Volume III)
have been annotated with the warning "UNAUTHORIZED INTERCEPT1ON
OF WIRE COMMUNICATION IS A VIOLATION OF FEDERAL LAW." A for-~
ward, signed by Dr. Thaler, has been added. This forward in-
cludes a warning ayainst unauthorized interception and the
penalties that may be imposed for violation of Federal law
(18 U.S.C. 2510 and 2511). Certain provisions of Title III
of the Omnibus Crime Control and Safe Streets Act of 1968
(18 U.s.C. 2510, 2511, and 2512) and the provisions of Sec-
tion 605 of the Communications Act of 1934, as amended, are
also added. The document's pages are numbered 165 through
187. We were told that the document being released should
be inserted after the last page (164) of Volume I of the
Mitre report.

Was it withheld from Gao auditors when they conducted

———— — e e

Tr—— e S S LOUI S Wher
a previous investigation into related issues?

The subject manual had not been received from Mitre
during the period GAO was conducting its previous investiga-
tion into related issues. A Mitre working paper (WP 11743
entitled "Study of Vulnerability of Electronic Communica-~
tions Systems to Electronic Interception--Phase One Report, k"
dated August 2, 1976, was provided to GAO auditors on Nov-
ember 12, 1976. The auditors were advised that Mitre's final
report should be available for review by mid-December.

In February 1977, OTP pProvided a copy of Volumes I and
ITI of Mitre's final report to GAO. The auditors did not
know that Mitre had also produced a third volume to its study
report, and it was not volunteered by OTP.

However, we have reviewed the subject third volume and
believe that, if it had been provided to the auditors, it
would have been considered only as additional documentation

already obtained to support our report, "Vulnerabilitijes
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of Telecommunications Systems to Unauthorized Use" (LCD-
77-102, Mar. 31, 1977). However, it is unlikely we would
have used it in view of its being in the rature of a "how-to"
document.

Could this publication lead to significant
Privacy invasions in violation (5] exlstlng
law in this country?

The officials we interviewed at OTP and Mitre did not
think the subject publication (third volume) could lead to
significant privacy invasions. They contend that any good
telecommunications system engineer could probably write stra-
tegies similar to those contained in the subject publication,
and that more detailed information could be easily obtained
from other publications. We were also advised that similar
and more detailed information, especially on wiretapping
and bugging techniques for intercepting voice communications,
could be found in other publicly available publications, such
as the study reports prepared for the NWC.

We obtained pertinent information regarding the inter-
ception equipment and technical knowledge required to suc-
cessfully perform the three intercepts described in the thirg
volume. This information showed that certain equipment (some
commercially available), technical expertise, and knowledge
of the operations of each targeted telecommunications system
would be required to successfully perform the intercepts.

For example, this information showed that (1) ar.ateur
radio operators and engineering students, with min‘wmal know-
ledge of the wire and cable systems used between the tele-
phone conpany and its subscribers, could probably perform
the first example described in the subject publication; (2)
telephone company engineers accompanied by data processing
ecuipment engineers, each with approximately 4-years' experience
and a prior knowledge of the data conversion equipment used
by the targeted subscriber, could probably use the subject
bublication and perform the first and second examples described
therein; and (3) telephone company technicians and engineers,
and telecommunications manufacturer's engineers, each with
approximately 4-years' experience and specific knowledge of
switching and signaling equipment, transmission routes, and
multiplexing schemes, could probably use the third volume
and perform all examples descr ibed therein,

Wiretapping and bugging with electronic devices to in-

tercept oral or wire communications by aural means not author-
ized by a court order are prohibited by the Omnibus Crime
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Control and Safe Streets Act of 1968, as amended. Individ-
uals, groups of individuals, or organizations that engage

in unlawful interception are subject to civil or criminal
penalties for any violations under this act. Therefore, any
technique used for penetrating the vulnerabilities of tele-
communications systems, including those described in the
subject publication, for the purpose of intercepting oral or
wire communications by aural means without proper authority,
is in violation of that act.

Also, the Communications Act of 1934, as amended, pro-
hibits disclosure of any interstate or foreign communications
by wire or radio, except through authorized channels of trans-
mission or reception.

We recognize that laws will not prevent crime, but they
will deter most individuals.

Based on the above, it appears that technically qualified
and knowledgeable individuals could use the third volume
and successfully perform the three interception approaches
described therein. Unauthorized aural interception of oral
or wire communications and unauthorized disclosure of inter-
state or foreign communications carried over wire and radio
systems are prohibited by Federal law. However, as inalizated
earlier on page 7, it appears that interception of communica-
tions by nonaural means is not prohibited by Federal law.

We believe that f.echnically qualified and knowledgeable
individuals could perform the interception techniques des-
cribed in the third volume to (1) intercept oral or wire
communicatiors by aural acquisition and (2) violate the pro-
hibitions of existing Federal law. Protection of the privacy
of oral and wire communications was an underlying purpose of
the Omnibus Crime Control and Safe Streets Act of 1968. As
such, incerception of oral or wire communications in violation
of the act would be considered an invasion of privacy. On
the other hand, interception of communications could be made
by nonaural means, and it appears that such interception
would not violate existing Federal law. We also believe that
qualified and knowledgeable individuals could use Volumes I
and II of the Mitre report and, without the benefit of the
scenarios iescribed in the third volume, intercept oral or
wire communications by both aural and nonaural means. This
is because these volumes contain the technical information
from which the third volume scenarios were written.
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We recognize that the availability of a publication, such
as the third volume, could lead to increased interception
attempts. Persons without expertise or knowledge could be
motivated for various reasons, to make such attempts. However,
we believe that there is a direct relationship between the
success of an attempt and the expertise and knowledge of the
person making the attempt. For example, an inexpert and un-
knowledgeable person might succeed in an attempt at the first
scenario described in the third volume but probably would not
succeed in attempts at the second and third scenarios.

Thus, it is possible that the publication of the third
volume could lead to some instances of privacy invasion that
would not occur if it was not available. However, the extent
to which privacy may be invaded, or laws violated, depends
on the facts of each interception. The number of persons
with the motivation and required exp:rtise and knowledge
to assure a successful attempt is unknown.

Wos the OTP/COTR person on this contract
a former NSA emloyee? Was Mr. Metelski
the OTF point of contact (COTR) on the
contract i1in a technical sense?

Mr. Metelski, a former NSA employee, was the COTR and OTP's
point of contact for the subject contract. He critiqgued Mitre's
preliminary draft and final report for its technical content
and contract requirements, and made recommendations for clari-
fying technical terminology to the Mitre study group.

Was anyone at Mitre significantly involved
in _this contract a former OTP employee?

Was former OTP emplcyee Charles Joyce, now with Mitre,
involved in the performance of the contract?

Charles Joyce, presently employed by Mitre, was a former
employee of OTP. Thomas Keller of OTP called Mr. Joyce con-
cerning the capabilities of Mitre because Mr. Keller did not
know anyone else at Mitre, and he knew Mr. Joyce during their
former association at OTP. Mr. Joyce told Mr. Keller that
Mitre had the telecommunications engineering capabilities
to perform the study and asked Charles Sanders to contact OTP
to determine the requirements of OTP's proposed contract. We
found that further involvement by Mr. Joyce was limited to

administrative responsibilities--not the performance of the
contract.
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Did Mr. Joyce cause Mr. Metelski to be hired by OTP?

In discussions with Mr. Joyce, he stated that OTP's Of-
fice of General Counsel hired Mr. Metelski and that he (Mr.
Joyce) did not cause Mr. Metelski to be hired by OTP.

In our discussion with Mr. Metelski, he stated that
during a meeting at OTP, while he was still an employee at
NSA, Mr. Joyce mentioned that OTP's Office of General Counsel
was looking for someone with a legal and technical background.
Mr. Metelski had an interest in OTP's legal policy-making
activities, inquired about a position, was interviewed by
Mr. Keller, and was subsequently hired.

Mr. Keller stated that he hired Mr Metelski after de-
termining that Mr. Metelski had the requisite qualifications

for the position. He also stated that Mr. Joyce had no part
in the hiring of Mr. Metelski.

(941141)
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