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Multilevel Computer Security Requiresents of the World uide
Military Comaand and Control System (WHNMCCS). LCD-78+-%06;
Report to Secretary, Department of Detense; by Fred J. Shafer,
Director, Jl.ogistics and Communicaticng Div. '

Issue Area: Military Preparedness Plans: Military Coamunications
and Information Processing Needs (803); Automatic Data
Processing (100); Federal Procureament of Goods and Services:
Definition of Performance Requirements in Belation to Need
cf the Procuring Agency (1902).

Contact: Logisticz and Communications Liv.

Budget Function: National Defense: Department of Defense -
Military (except procurement § cContracts) (J51); Naticnal
Defense: Defense-related Activities (054).

Orqanization Concerned: Departaent of the Aray; Departnent of
the Air Force; Departaent of the Navy.

Congressional Relevance: House Cosmittee on Armed Services:
Senate Committee on Armed Services.

The World Wide Military Comszand and Ccntrol Systea
(WWMCCS) is a composite of military c:umand facilities,
communications, warning systems, and ¢ usputers located
throughout the vorld ¢o support .3 .zar ' command and control
activities. A followup reviev w.s conducted tc determine whether
the aultilevel computer securi*y requirements of HWWMCCS vere
being properly provided tfor by the Department of Defease {(DOD)
and if Air Force efforts to solve this protlem had teen properly
considaered by DOD. At the time of the review, WHMCCS officials
had not endorsed or supported Air Force efforts on sultilevel
couputer security even though the Air Force had demcnstrated a
pot«ntial for resolving the shortcosminags of WNHEICS sof tware.
However, the Air Force terminated its efforts to develop
multilevel computer security because of insufficient fioancing.
The Departmenis of the Aray and Navy also have a naed for
sultilevel security in their computerized systess and had reen
vaiting for capabilities beira developed Ly the Air Force. The
apparent need for a multilevel security system and the lack of a
concentrated effort to meet it, as well as cancellationm cf the
Air Force progras which shoved promise of meeting this need,
resulted trom a lack of centralized responsibility and authority
for development of a multilevel system. An office witain the
Office of the Secretary of Defense should be given hudget
author.ty and responsibility for: control of all cvlputex
security research and development in DCD; .eview anl approval of
computer security requirements for all three services; review
and aprroval of all computer security specifications,
methodologies, and procurements; and review and approval of all
long-range plans for WWMCCS and the serviceas. (BRS)



UNITED STATES GENERAL ACCOUNTING OFFICE
WASHINGTON, D.C. 20548

LOGISTICES AND COMMUNICATIONS
DIVISION

B-163074 April 5, 1978

The Honorable
The Secretary of Defense

Dear Mr. Secretary:

We have recently completed a review of the multi-level
computer security requirements of the World Wide Military
Command and Control System (WWMCCS). Multi-level computer
security enables users of the system, with different levels
of access to classified information, to simultaneously share
the same computer equipment (time-sharing) and be deniec
access to information for which they are not authorized.
WWMCCS is a composite of mi.itary command facilities, com-
munications, warning systems, and computers located through-
out the world to support military command and control activi-
ties. It is an important and integral part of our Nation's
military readiness capability.

The need for multi-level computer security in the mili-
tary has been recognized for some time. Multi-level security
in computer systems is based upon the military need for main-
taininy differeat levels of access to classified information.
Over the years, this need has been extensively studied and
evaluated.

in June 1967, the Deputy Director of Defense Research
and Engineering (for Administration, Evaluation and Manage-
ment) requested that the Director of the Advanced Research
Projects Agency (ARPA) form a task force to study and recom-
mend hardware and software safeguards that would satisfac-
torily protect classified information in multi-access
resource sharing computer systems.

Most recently, in a report dated February 18, 1977,
issued bty the Command, Control and Communications Panel,
Subcommittee on Investigations of the House Committee on
Armed Services, it was noted that there is a requirement
for time-shared communications for the transmission of
warning and intelligence data to the National Command
Authorities and for the dissemination of their orders to
operational forces. However, the Panel noted that there
are computer security deficiencies in the Ww.CCS software.
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The Panel stated that although the existing physical and
environmental controls are adeguate to prevent unauthorized
persons from obtaining classified information, reliance on
these controls alone precludes effective computer internet-
ting in a secure environment. Computer internetting is a

way of linking computers tugether by data communication lines
so that information can be exchanged between locations.
Internetting is essential to WWMCCS's secure environment and
to our Nation's military readiness capability. Multi-level
computer security is essential to internetting.

PRIOR REVIEW OF WWMCCS
MULTI-LEVEL COMPUTER SECURITY

In a letter report to your office (LCD-75-116), dated
July 21, 1975, we noted that the computer supervisory or
operating system software delivered with the WWMCCS computers--
General Comprehensive Operating Supervisor (GCOS)~-does not
provide for, and cannot »e made to provide for, the secure
type of operations reqrired by the WWMCCS community. The
design and development of this software did not include
any formal concideration of computer system security; there-
fore, the fundamental requirerents for multi-level security
within the WWMCCS computers had not been met. We urged the
Department of Defense {DOD) to consider alternatives for
satisfying users' security needs before final approval was
granted for internetting the WWMCCS computers.

One of these alternatives was to upgrade the existing
Honeywell computers, and to use the Multiplexed Information
and Computing Service (MULTICS) ope:ating system software
that was then being used by the Air Force Data Services
Center. Alternatively, the MULTICS technology could be
developed for use on other braads of computers to enhance
the prospects of competitively obtaining future computers
for WWMCCS, wiih an improved multi-level security capability.

We stated in our repoit that the WWMCCS computer system
objectives for multi-level security and interactive opera-
tions were vaiid needs which should be satisfied. Our con-
cern was with the future direction of WWMCCS, and we stated
that these computer system objectives should be satisfied
as soon as software technology permits and economical means
can be found.
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The Director of Telecommuaications and Command and Con-
trol Systems agreed with cur position and said the suggested
alternatives would be evaluated, along with other information,
to assure that the WWMCCS computer system plans provided
for the most economical and viable solutions for the com-
puter secuvrity problem.

FOLLOW-UP REVIEW OF WWMCCS
MULTI-LEVEL CCMPUTER SECURITY

The purpose of our follow-up review was to determine
whether the multi-level computer security requirements of
WWMCCS were being properly provided for by DOD, and if
Air Force efforts to solve this problem have been properly
considered by DOD. The Air Force work in multi-level com-
puter security was undertaken by the Electronic Systems
Division, Air Force Systems Command.

At the time of this review, responsible officials for
WWMCCS bhad not endorsed or supported Air Force efforts on
multi-level computer security, even though the 2ir Force
had demonstrated a potential for substantially resolving
the shortcomings of WWMCCS-GCOS software. As a result,
the WWMCCS computer systems are not directly survorting
the Nation's command centers in a time-ghared environment,
as originally envisioned, and do not provide all the in-
formation needed to maintain our military readiness cap-
abilities.

According to a senior NOD official, it is clear as we
look at the kind of plannine now reguired to be done to
support cuntingency operations from a command and control
standpoint that we must have a much bettzr way of mov ing
information from the various command centers, one to anothar.
This official acknowledged that most of the intellicence
and operations types of information are now in data bzses
iin sepacate computers. However, the intelligence must be
compartmented or separated, as in a multi-level security
enviroament, in order to protect the source. In other
words. multi-level security is required for effective inter-
netting of intelligence and operations types of information.

Air Force multi-level computer
security development effort

The MULTICS computer software used by the Air Force
Data Services Center resulted, in part, from research and
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development efforts by the Electronic Systems Division.

The Air Force capability was developed to a point where

time-sharing could be performed up to a top secret level
in a controlled multi-level environment, when processing
data with multi-user secure capabilities.

Although the WWMCCS community requires multi-level
secure capabilities above the top secret level, this cap-
ability represented a significant step forward in the
state-of-the-art for computer software because nothing
like it existed anywhere else.

Subsequent to our July 1975 letter report to your
office, the Air Force planned to verminate its efforts to
develop multi-level computer security because of insufficient
financing. The Air Force did terminate its effort, although
it appear~d to offer a possible solution to WWMCCS computer
security and related problems. Over $9.i million had been
spent on this effort. We expressed our concern over this
apparent termination in a letter to your office on April 20,
1976. The Director, Office of Telecommunications and Command
and Control Systems, responded to this concern on June 19,
1976, and indicated tnat the 2ir Force planned to continue
financial support for the development of multi-level security
through fiscal year 1981. )

On August 23, 1976, the Air Force Systzms Command in-
structed the Electionic Systems D.vision to take action to
terminate their multi-level security program during fiscal
sear 1977, as the Command did nou have adequate financial
reso'irces to continue efforts in this areaz.

Through discussions with officials of the Air Staff,
we learned that the decision to terminate the Division pro-
gram was based on budgetary instructions, dated August 4,
1976, received from the Director of Defense Research and
Engineering, now known as the Under Secretary of Defense
for Research and Engineering. The Air Force was instructed
to defer $1.3 million from the fiscal year 1977 research and
development budget, which included the Division security pro-
gram, and the program was terminated.

The Division high-technology team, which successfully
pioneered research and development in multi-level security.
was essentially disbanded. Some of the technology in this
effecrt, relating to prototype, multi-level security apvolica-
tiors on a minicomputer, is being used for application
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development by the Advanced Research Proiects Agency (ARPA).
However, ARPA ic not able to fully maintain continuity of
this multi-level security program, because the Air Force
disbanded the majority of the team with extenscive experience
in é weloping multi-level security capabilities in both large
and small computer systems. Only a few members of the Air
Force team are assigned to assist ARPA. ARPA's exper ience

is apparently limited, in part, to capabilities in small
computers. As a result, it could take ARPA several years to
treach the same level of expertise with large computer systems
as had already been achieved by the Air Force.

A DOD secure computer operating system is being developed
by ARPA for a minicomputer, using an operating system that
is compatible with the Bell Labs UNIX operating system. The
target system is called the "DOD Secure UNIX," ard is sched-
uled for operation by September 1979. ARPA is also utiliz-
ing related technology, developed at the University of
“alifornia, as part of the basis for the DOl Secure UNIX.

Dur ing December 1976--4 months after the Air Force decided
to terminate the Electronic Systems Division multi-level
secur ity program-~-the Information Processing Panel of the
ARir Force Scientific Advisory Board conducted a review to re-
solve the following ~uestions on the need for multi-level
security within com,. .terized systems:

--Should the Air Force have a program in this area?
--If so, what form should it take?

--Should there be changes in the Air Force's present
program to make it consistent with the answers to
the first two questions?

The Panel responded that multi-level security is a problem
which will become more and more important to the Air Force.
The Panel suggested that action be taken to assure that
necessary security technology is available when needed and
that a mechanism is available for transferrind this tech-
nology into Air Force svstems.

In February 1977, the Acting Pirecter of Defense Research
and Engineeriny recommended that DOD develop a strong progaram
in computer security technolcgy. The Air Force was re-
quested to prepare a plan of action for work in this area,
with emphasis placed on mult.-level security assurance.
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Dur ing April 1977, the Air Force Systems Command was
requested by its Headquarters tO prepare a proposed plan
of action for this multi-level security effort. The Elec-
tronic Systems Division submitted a proposed plan titled,
"phased Enhancements for Internal Computer Security," to
enhance the security of Air Force computer systems through
both in-house development projects and recommendations to
industry to undertake such developments. The plan does not
directly address large-scale general purpose computers,
such as those used in WWMCCS. Rather, it addresses small
segments of the problem with a goal of implementing better
security capabilities as they are developed.

Multi-level security needs by
other military services and WWMCCS

During this review, we learned that the Departments of
the Army and Navy also have a need for multi-level security
ir their computerized systems. However, these services have
been waiting for the capabilities being developed by the Air
Force. In the mearitime, they have been relying on the alter-
native approaches to the multi-level security problem; namely,
use of dedicated systems, use of periods processing, and use
of system-high operations for each security level of data
being processed.

These are essentially the same techniques used in WWMCCS
and generally involve the following procedures:

~-Jse of dedicated computers and separat- data bases.
A separate computer 1s used for each security level
of data being processed, and the data base for each
machine reguires manual intervention for updating
files.

--Use of scheduled operations (periods processing). Cata
from each security level may be processed at separate
times, in which case, the entire computer system en-
vironment (terminals, disk packs, tapes, printer

ribbons, etc.) is changed or sanitized at each change
of security level.

--System-high operations. All secur ity levels may be
processed together on the same computer system,
provided that all individuals (as well as terminal
areas and communications) are cleared for the highest
1evel of information that could be processed on the
system.
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Studies have shown that each of these techniques is costly
and does not provide the time~shared computer resources
needed by the military services and WWMCCS.

approach used to test the Prototype
WWMCCS Interconputer Network

During September 1976, DOD Joint Chiefs of Staff tested
six internetted WWMCCS computer systems to determine, among
other things, if such a network would be a viable solution
for providing data to suppcrt command and control decisicns.
This test was performed system~high, whereby all individuals
had security clearances equal to the highest security level
of data being processed in the computerized network. Such
an approach to multi-level security could provide ready
access to classified data for many individuals that may not
be authorized to have it, =Ithough they should have the

necessary level of cleararce. 1In addition, system-high
relies upon techniques which are costly and inefficient.

According to zn Air Force study prepared by Honeywell
Information Systems, Inc., system-high does not allow simul-
taneous handling of information at several levels for utsers
of different levels of clearance. In other words, system-
high does not provide for effective multi-level security.
Further, the WWMCCS-GCOS operating system cannot be made
secure to prevent individuals from gaining access to infor-
mation they are not authorized teo have.

Thus, system-high operations unnecessarily increase the
security clearance levels of the individuals concerned with
designing, developing, operating, maintaining, and using a
system operating in this mode. Further, all equipment,
including terminals and communications facilities, must be
cleared to the highest classification that a system can
process.

CONCLUSIONS AND RECOMMENDATION

We believe that the tull operational capability and
goals of the WWMCCS commuters, in a time-sensitive network.
will not be achieved without some form of multi-level
security to protect the integrity of the DOD security
classifications on data being proc=ssed.
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The need for multi-level security seems tr have been
recognized for some time, as indicated by reswvonses to our
earlier letters, the results of various inter :al studies, a
congressional study, and by our discussions with responsible
officiale. However, this program was allowed to lapse despite
its potential, and its highly skilled development team dis-
banded. The need for multi-level Security appears to have
been addressed, in part, by the Air Force's multi-level
security program.

We believe the appurent need@ and the lack of a concen-
trated effort to meet it, as well as cancellation of the Air
Force program which showed promis: of meeting this need, are
results of no centraiized rasponsibility and authority for
the development of multi-level computer ¢tecurity in WWMCCS.
Thus, we have two services--Army and Navy--waiting for com-
pletion of a cancelled Air Force program; the Director of
Telecommunications and Command and Control Systems taking a
favorable position on the program in 1975; and the Director
or Defense Research and Engineering directing cancellation
of the program whiclL could have solved the problem,

There appears to be no central DOD control-and-review
mechanism to coordinate and plan for an orderly development
of multi-level security for the services and for WWMCCS,

Apparently, the Air Force and the Director of Defense
Research and Engineering did not adequately recognize a
need for multi-level security in WWMCCS, until after the
multi-level security program in the Air Force was terminated.
Moreover, until 1977, or over 5 years after the contract
award for the computers, DOD had generally not expressed
much interest in advancing the state-of-the-art in computer
technology to a point where the original goals for the WWMCCS
computer systems could be achieved.

With the existing substantial investment in computers
for WWMCCS and the resulting concentration of critical data
bases, we believe that to achieve the full required opera-
tional capability, responsible management cfficials should
have considered all available ongoing research efforts to
develop the security technology. We further believe that
any additional DOD research and development on multi-level
security should cover the security needs of all major sys-
tems in DOD, including WWMCCS.
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Further, procuring computer systems for WWMCCS could
be of limited value, because DOD has not adegquately funded
one of its most promising multi-level computer security
programs and has essentially disbanded its team exper ienced
in this subject. In effect, DCD has limited the number of
potential solutions to its multi-level security problems.
Since DOD vill probably replace the WWMCCS computers sometime
in the 1980s, it appears that plans should be made now to
solve the multi-level security problems.

We recommend that an office within the Office of the
Secretary of Defense be given budget authority and respon-
sibility for:

--Control of all computer security research and de-
velopment in DOD.

-~Review and approval of the computer security require-
ments for the Army, the Navy, and the Air Force.

--Review and approval of all computer security svecifi-~
cations, the methodology fo. determining the specifi-
cations, and requests fo: procurements for all WWMCCS
computers.

--Review and approval of all computer security long-
range plans for WWMCCS and the three services.

As you know, section 236 of the Legislat.ve Reorganiza-
tion Act of 1970 requi-es the head of a Federal agency to
suhmit a written statement on actions taken on our recommen-
dations to the House Committee on Government Cperations and
the Senate Committee on Governmental Affairs not later than
60 days after the date of the report and to the House and
Senate Committees on Appropriations with the agency's tirst
request for apppropriations made more than 60 days after the
date of the report.



B-163074

Copies of this report are being sent to the Chairmen,
House and Senate Committees on Appropriations; the Chairman,
House Committee on Government Operations; the Chairman,
Senate Committee on Governmental Affairs; and the Chairmen,
Eouse and Senate Committees on Armed Services. Copies of
this report are also being sent to the Secretaries of the
Army, the Navy, and the Air Force, and the Chairman of the
Joint Chiefs of Staff.

Sincerely yours,
O Hpg A A

1 &
Fred J. Shafer
Director
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