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Committee on the Judiciary
House of Representatives

Dear Mr. Chairman:

On July 14, 1988, you requested information on the computerized infor-
mation systems, commonly known as lookout systems, used for process-
ing persons seeking entry into the United States. They include the
Department of State’s Automated Visa Lookout System (av10s), the
Immigration and Naturalization Service’s National Automated Immigra-
tion Lookout System, and the U.S. Customs Service’s Treasury Enforce-
ment Communications System II. Generally, these systems are used to
help screen out certain persons whose presence in this country would be
undesirable and to identify those of interest to other law enforcement
agencies.'

As agreed with your office, this report addresses the types and sources
of avips lookout records. On April 24, 1989, we issued two reports? on
the types and sources of records for the National Automated Immigra-
tion Lookout System and the Treasury Enforcement Communications
System II.

V108 15 a computerized name matching system which checks informa-
tion entered by State Department officials at consular posts and pass-
port services offices against lookout records on individuals who may be
ineligible for or require restrictions on their passports or visas. It also
identifies individuals of interest to the State Departrment and others.
The lookout records contain such information as name, place of birth,
date of birth, and a code indicating why an individual is of interest.
AvIos provides two distinet data files, one for passports and the other
for visas. The files are kept in a computer located in Washington, D.C.,
and are accessible by terminals worldwide using a telecommunications
network.

'These systems are generally described in our report entitled Computer Systems: Overview of Federal

Systems for Processing Aliens Sceking U.S. Entry (GAQ/IMTEC-88-55BR, Sept. 9, 1988).

“These reports are for official usc only.
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In reviewing visa applications, consular post officials use AvLOS lookout
records. A consular post official with access to an Av10S terminal enters
applicant data: name, date of birth, and place of birth. The system auto-
matically checks its visa files to see if there is a name match and poten-
tial lecokout record for the applicant. If the applicant has the same or a
similar name as individuals recorded in avios, several matches may
occur. The system then automatically ranks the matches according to
the likelihood that the applicant is one of the individuals identified in
the lookout records. In making this ranking, the system considers other
information such as date and place of birth. AvLOS provides the matches
to the consular post official to assist in reviewing the application. Cer-
tain matches require a consular post to submit the application to the
State Department’s Visa Services Directorate in Washington, D.C., for
review. Common types of activities requiring a Visa Services Directorate
review are lookout matches for drug trafficking, espionage, and the ille-
gal transfer of technology. Consular posts without access to Avios and
consular posts having inoperative systems at the time a search is made
use a bimonthly updated microfiche version of the Avios data files to
review visa applications.

A similar process is used for reviewing passport applications. When a
State Department official obtains a passport lookout match on AVIOS, a
hoid is placed on the passport application at the passport services office
or consular post, and the Passport Services Directorate in Washington,
D.C., is notified and conducts an analysis. After the analysis, the pass-
port services office or consular post is informed of the application’s
approval or denial.

State Department officials stated that as of July 1989, avios was being
used at 94 of State's 266 consular posts worldwide and at all 14 of its
passport services offices. These Avios locations process about 756 percent
of the visa applications and 85 percent of the passport applications.

The Department is also developing a new system called the Consular
Lookout and Support System. This system is intended to improve name
matching capabilities (e.g., names using non-Roman alphabets) and pro-
cess lookout records faster. In July 1989, this new system was being
tested at 20 consular posts and 3 passport services offices. State offi-
cials said that the transition to this system is expected to be completed
within the next year.

According to State Department documents obtained in July 1989, avios
has 2.65 million lookout records: about 2.38 million visa lookouts on
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aliens and 272,139 passport lookouts on U.S. citizens and aliens. State
Department officials estimate that as much as 60 percent of their pass-
port lookouts are for aliens or individuals whaose U.S. citizenship is in
question. Each lookout record has a code indicating the category used to
describe why someone is of interest to the State Department and others.

When the State Department creates a visa lookout record, it assigns a
code to the record indicating why an individual is of interest and what
action, if any, has been taken. State assigns a refusal code to an individ-
ual who is denied a visa, or a corresponding quasi-refusal code if the
individual has not applied for a visa, but is known to be ineligible for the
same categorical reason. A special code may be assigned indicating that
review by the Visa Services Directorate in Washington, D.C., is required.
Visa lookouts provided to State from other sources are assigned either a
refusal code or the special code. Appendix | gives the number of records
in Av10s for the visa lookout categories. Visa categories generally corre-
spond to those in the Immigration and Nationality Act.’

Appendix II identifies the number of records for passport lookout cate-
gories, while appendix 111 is a listing provided by the State Department
of sources for visa and passport lookouts. We did not obtain the number
of records provided by each source for each visa and passport category
hecause Avios does not maintain this information.

The information contained in this report is based on our (1) analysis of
computer generated information from the Avios data base; (2) examina-
tion of AviOs manuals and policies; and (3) interviews with responsible
officials of the Department of State’s Bureau of Consular Affairs, Pass-
port Services Directorate, and Visa Services Directorate. Details of our
objectives, scope, and methodology are included in appendix IV.

As part of our review, we discussed the information contained in this
report with responsible State Department officials and have incorpo-
rated their views where appropriate. This report was prepared under

#Immigration and Nationality Act, 8 U.8.C. 1182
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the direction of Howard G. Rhile, Director, General Government
Information Systems. who can be reached at (202) 275-3455. Other
major contributors are listed in appendix V.

Sincerely yours,

Ralph V. Carlone
Assistant Comptroller General

Page 4 GAQ/IMTEC-89-T1FS State Department Lookout Records



Page 5 GAQ/IMTEC-89-71FS State Department Lookout Records



Contents

Letter

Appendix I

Number of AVLOS Visa
Lookout Records as of
July 1989

Appendix II
Number of AVLOS
Passport Lookout
Records as of July
1989

10

Appendix III
AVIOS Record Sources

11

Appendix IV
Objectives, Scope, and
Methodology

12

Appendix V
Major Contributors to
This Report

14

Abbreviations

AVLOS Automated Visa Lookout System
GAO General Accounting Office
IMTEC Information Management and Technology Division

Page 6 GAO/IMTEC-89-71FS State Department Lookout Records



Page 7 GAO/IMTEC-89-71FS State Department Lookout Records



Appendix 1

Number of AVLOS Visa Lookout Records as of

July 1989

Records

Category - - ]
Not a bona- fide n_ontmmtgrant’ ' S a o B 1,048,846
Anarchists, . members or affiliates of any ‘communist party or orgaﬁrﬁ%n#—'girg 349,848
advocates of world oommuntsm -
Submit to > State Department S Visa Serwces Drreotorate) T 197.9%
Fraud and rnaterrat mlsrepresentatron o B - ESO
Crime rnvolwng moral turpltude T - N 129,1771
|mm|grant visa and non- rmmtgrant visa cases under tnvestlgatrong_ T 9%972
Narcotics i trafftckers and those convncted ot narcotrcs offenses T 87,880
Pre appltcatlon |ntormatlon at post*‘ N 85,609
Hor L _ petitions on flte‘ R - 57,132
Nazi war crlmrnats o o - T 7744%?3973
Arrested and deported - T - B 474_6‘,596
Mentalty retarded - : B - 7‘—2(;(‘357
erely pubtro Cnarge (rmmrgrant) T o - 13726
Prost|tut|on . procuring, and related actlwttes - - 10,463
Aldtng ||lega| entrant for gain T T 1(?3?4
lnehglble for cmzenshlp ot who departed the United J States to avoid y 9545
service in armed forces

L'ost or invalid p passport ST T T 8_9@
Engage > in activities pre;udtcnal to publrc |nterest or endanger @éFaE*' 8,322
safety or secunty of the Unrted States

Dangerous contagrous dtseases T e 6,591
Perform uncertttted employmentP T o B o 5352
Psgr(?nopathrc personahty sexual ¢ devuahon or mental defeot—_i o 4048
One or more attacks of rns*tnlty 77777777 3,517‘1_
Former exchange visitors N T 2?55
Esplonage sabotage or other subversrve actMtres o - 7,72,28‘5
Unquahtred refugee o o o t,‘99d1
Drug addicts or alcoholr( s - T - 1445
Conviction ¢ of two or more ottensies_end aggreﬁateTmErtg)r;n;rﬁ)ﬁN? 1,2%
years or more

insane _ - o - S 1,209
L|kety pubhc charge (non- mmtgrant) - S I 913
lliterates - I 505
Exoluded and deported - - S 246
Entering ‘the United States to engage |n |mmora| sexual act T 121
Physrcat deteot atfectlng abrltty toearn a hvrng T 65
Polygamtsts """ B o 56
Certain forergn medrcat graduates : T - 15
Paupers protessmnal beggars or vagrants - o g
Total Visa Records - T 2,377,730
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Appendix 1
Number of AVLOS Visa Lookout Records as of
July 1989

We have combined records for categories identified in AvLOS by both
refusal codes and quasi-refusal codes.

“Indwiduals cannot establish their intent to return to their residence outside the United States.

"Category alerts a foreign service post that it has information in its files on an alien applying for a visa.

"H petitions are generally for temporary workers of distinguished merit and ability or who perform services
unavailzble in the United States L petitions are generally for intracompany management transferees employed
by international corporations

1Consular officer has determined that the applicant's earning capacity and resources are fikely 1o put the appli-
cant’s famity on public assistance

“Imrrgrant aliens seeking employment in the United States are ineligible to receive visas unless the Department
of Labor certifies there are not sufficient workers in the United States.

ndividuals denied legal entry to the United States and deported.

YGraduates of unaccredifed medical schools.
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Appendix I

Number of AVLOS Passport Lookout Records as

of July 1989

Category 7 o B ~_ Records
Loss of U.S. crtrzenshrp estabtlshed S ii_GEOBI
Claim to U.S. citizenship denied as if never established (no fraud 37,019
suspected) S
Involved in fraudulent or susoectcdirfatﬁulentg:trlrtres S 34911
Indeotedness to US. government (unpaid repatriation costs o 30,427
uncotlectrgle ﬂe&kifor passport fees)ﬁ - - -
Claim to U.8. citizenship doubted as evidence indicates subject didnot 20,021
acquire citizenship or has lost L citizenship (no fraud isuspected)
Insufficient evidence of crtrzenshrp submitted with h passport applrcatron - - - 16.096
Parents request notification of passport applrcatron prior to issuance; or 12,626

travel restricted by court order or at request of person(s) having legal
custody of minor

identities of deﬁceged persons o o . : i : ;974;99
Indebtedness to U.S. government (nonpayment of waiver fees or after- 7175
hours service fees?) S
Wanted by a faw  enforcement agency in connection with criminal 5708
activities and proceedmgs - 7

Fraudulent ctarms toU.S crtrzenshrp frled at Hong Kong ) 5.567
Problem cases |nvolyrng disposition of prevrous passports 2,722
Warren Commission category includes deserters, hijackers, and security 1,811
agency sources ) o
Renunciation of U.S. crtrzenshrp in U.S. relocation camp dunng World War 667
Il'by persons of Japanese origin -

Catch (;ard (||rnrted lookout not to exceed 90 days) - 619
Potentra nuackers 418
Activities abroad may interfere with or are potentrall/ harmful to U.S. 402
relations wrth_f_orergn governments or securrty of the United States

Potential mental problem cases B 23
Attempted renunciants’ 7 20
Of interest to s securrty agency 4
Of immediate and vital cencern to drug controi agency 1

Total Passport t Records - 272,139

“Part 22 and Part 53 of Tifle 22 of the Code of Federal Requlations provide for a fee for waiver of the
requirement to enter and depart the United Stales with a valid passport {under 8 U.5.C. 1185). Part 22
of Title 22 of the Code of Federal Regulations provides that after-hours service tees are assessed when
passparts are issued outside normal hours unless specifically exempted.

“Used 1o identity cases where early issuance of a passport was required. This lookout is used to pre-
vent the issuance of a second passport based on the original application being.processed.

“Attempted renunciants are ndividuals who have attempted to renounce their U.S_ citizenship
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Appendix III

AVLOS Record Sources

|
Records
Sources Passport 7 Wﬁa

Department of Commerce X X
Departmént of Defense e o
Department of the Air Ferce T
_ Department of the Army o

X
X
_ Department of the Navy R ' . . L
X

U.S. Marine Corps
Department of Energy

Department of Justice
Offices of U.S. Attorneye
Criminal Division

Office of Internationai Affairs

~ Office of Specral lnvestrgatrons

Drug Enforcement Administration
' |mm|grat|on and Naturalrzahon Servrce
U.S. Marshals Service
Department of State
Debartment of Transportatron o
U.S. Coast Guard S

'De'partment of the Treasury

Bureau of Alcohol Tobacco and Frrearms
'US. Customs Service

“Internal Revenue Servrce
" U.S. Secret Service

Department of Veterans Affairs

Other federal cabinet-evel and mdependent agencies havrng '
law-enforcement powers

Child protectloniserwces
Courts
State and Iooa| vital statlstncs bureaus

Private citizens (e.q., parents grandparems and Iegai .
guardrans) and attorneys

Others

>

>

=

=< ><§><:

>

x| x| !

|

X

=
>
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Appendix IV

Objectives, Scope, and Methodology

On July 14, 1988, the Chairman, Subcommittee on Civil and Constitu-
tional Rights, House Committee on the Judiciary, requested that we pro-
vide information on the computerized information systems, commonly
known as lookout systems, used by the Department of State, the Immi-
gration and Naturalization Service, and the U.S. Customs Service for
processing persons seeking entry into the United States. These systems
are the State Department’s Automated Visa Lookout System, Immigra-
tion and Naturalization Service’s National Automated Immigration Look-
out System, and Custom’s Treasury Enforcement Communications
System 1I.

Specifically, we were asked to provide information on each of the three
lookout systems in the following five areas:

1. Specific types of rccords contained in these systems.

2. How the records are generated, including entry standards and super-
visory approvals.

3. Controls followed to ensure record validity, timeliness, accuracy, and
completeness, including procedures for auditing and purging.

4. The manner in which user agencies (including agencies that post stops
on these systems) act upon “hits,” including procedures for hit verifica-
tion, and the source of user agencies’ authority to take actions based on
data in these systems.

5. Measures to protect the security and confidentiality of data in these
systems.

As agreed with the Chairman’s office in September 1988, we segmented
our evaluation by agency and question. On April 24, 1989, we issued two
reports' that described the types and sources of records for the National
Automated Immigration Lookout System and the Treasury Enforcement
Communications System II data bases. This report, as agreed with the
Chairman’s office, provides information on the types and sources of
lookout records in the Department of State’s avios.

In preparing this report, our objective was to obtain information on the
types and sources of records contained in the aAvLos lookout data base.

UThese reports are for official use only.
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Appendix IV
Objectives, Scope, and Methodology

Our work focused on categorizing these lookout records according to the
reason for the lookout.

To accomplish this objective, we examined Av10S manuals and policies
and discussed these documents with agency officials. We interviewed
responsible officials of Department of State’s Bureau of Consular
Affairs, Passport Services Directorate, and Visa Services Directorate in
Washington, D.C., and discussed the types and sources of AVIOS records,
and how to categorize them.

We also obtained a breakout of the Avips data base as of July 1989.
From this breakout, we grouped and totalled the lookout records by cat-
egories obtained from the State Department’s instructions on the
system.

Views of responsible agency officials on the material contained in this
report were obtained and incorporated where appropriate, Our work
was performed from May 1989 through August 1989 in accordance with
generally accepted government auditing standards.
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Appendix V

Major Contributors to This Report

. Thomas E. Melloy, Assistant Director
II-lfOImatIOI'l ) Leonard Baptiste, Jr., Evaluator-in-Charge
Management and Richard Sumner, Evaluator
Technology Division,

Washington, D.C.
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