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United States
General Accounting Office
Washington, D.C. 20548

Information Management and
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B-226935
May 17, 1988

The Honorable Jack Brooks

Chairman, Committee on Government
Operations

House of Representatives

On March 30, 1987, you requested that we determine whether the
Army’s 3-tier architecture policy and its associated standards are in
compliance with the Brooks Act, the Competition in Contracting Act,
and the Federal Information Resources Management Regulation (FIRMR).
You also requested that we evaluate the potential long-term effects of
the Army’s 3-tier architecture policy and the standards, and provide a
perspective on previous Department of Defense and Army standardiza-
tion efforts.

The 3-tier architecture policy outlined three tiers (levels) for processing
and exchanging data to promote interoperability' among the Army’s
various automated systems. Army officials selected proprietary com-
puter products (mostly operating systems software) and designated
these products as standards to be used in automated systems within the
three tiers. Then, the Army issued implementation guidance to assist
commands in specifying the standards when issuing automated data
processing (ADP) requests for proposals.

On July 1, 1987, we briefed your staff and informed them that the
Army, in response to direction from the Deputy Secretary of Defense to
withdraw the 3-tier architecture standards, had instead withdrawn only
the implementation guidance for the standards. As a result, you asked
that our report also contain information on whether the Army was
refraining from referring to the 3-tier architecture standards in its
recent procurements. In December 1987, the Army informed us they had
cancelled the standards because of confusion within Army activities
with regard to their interpretation.

In response to your question concerning whether the 3-tier architecture
policy is in compliance with the laws and the regulation mentioned

nteroperability, as it relates to the Army’s 3-tier architecture, would, at a minimum, permit individ-
ual computer systems within and between any of the defined tiers to electronically exchange data.
However, neither the policy nor the standards provide a clear or specific definition of what the Army
intends or means to include by the term interoperability.
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above, we found that the policy is a conceptual architecture and does
not specify computer products. Specifically, since the policy describes
information required at each of three levels for information exchange
within Army mission areas, the policy is independent of procurement
laws and regulations. Thus, we have no basis on which to conclude that
the Army’s 3-tier architecture policy violates applicable procurement
laws or regulations.

However, the 3-tier architecture standards, which were developed to
implement the above policy, specify proprietary computer products. The
Competition in Contracting Act of 1984 requires agencies to develop
specifications to promote full and open competition and permits the use
of restrictive provisions only to the extent necessary to satisfy agency
needs, or as authorized by law 10 U.S.C. Section 2305(a)(1)(Supp. III
1985). A procuring agency must be able to support the restrictions it
imposes as necessary to meet its minimum needs. Here, in order to meet
its need for interoperability, the Army imposed an across-the-board pro-
prietary restriction for all future ADP procurements, when it appears
that this restriction would not necessarily ensure interoperability, and
that the need could have been satisfied by using functional specifica-
tions that are much less restrictive. Accordingly, it appears unlikely that
the Army could reasonably justify such proprietary standards.

In response to your question concerning the long-term effects of the
Army’s 3-tier architecture policy and standards, we found that the
Army did not measure economic and other long-term effects of imple-
menting the 3-tier architecture policy and standards as called for in the
FIRMR. Information we obtained from a congressional report? on procure-
ment competition, along with the views of officials from the General
Services Administration and 17 of the computer industry’s major hard-
ware and software companies, indicates that requirements like the
Army’s 3-tier architecture standards can significantly increase long-
term acquisition costs and the rate of technological obsolescence.

Our review of three Army requests for proposals that occurred between
the time the Army was directed to withdraw the standards in April

1987, and their actual withdrawal in December 1987, disclosed no refer-
ence to the standards. However, the three proposals contained compati-
bility limited requirements, that is, proprietary computer operating

systems software products identical to those called for in the standards.
After concerns were raised by a prospective vendor, one of the requests

2House of Representatives Report 98-1157, Competition In Contracting Act of 1984, Oct. 10, 1984.
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Conclusions

Recommendations

The Army’s
Development of the
3-Tier Architecture

was modified to remove the requirement for these products. Whether
Army procurements such as the ones we analyzed are in compliance
with the Brooks Act, the Competition in Contracting Act, and the FIRMR,
depends on whether the Army has adequately justified compatibility

limited requirements for each of these procurements.

The Army 3-tier architecture standards, which specified proprietary
computer products without justification, would have limited all future
Army ADP procurements in a manner which is inconsistent with the
requirements under the Competition in Contracting Act. We believe that
the Deputy Secretary of Defense’s direction to the Army to withdraw
the standards and develop new standards that are in compliance with
public laws and federal and Defense regulations will, if properly imple-
mented, help to correct the problems discussed in this report. However,
in view of our findings concerning the requests for proposals and the
confusion within the Army that led to the cancellation of the standards,
it is important that the Army should ensure that it is complying with
public laws and the laws implementing federal and Defense regulations
when performing ADP procurements.

We recommend that the Secretary of the Army take steps to review
Army App procurements in order to ensure that the Army is complying
with federal and Defense ADP procurement regulations regarding the
specification of proprietary products.

In May 1984, Army staff information policy planners proposed the con-
cept of interoperability as the goal of the Army’s automated information
policy. This concept, which was approved by the Assistant Chief of
Staff for Information Management in March 1986, envisioned an envi-
ronment where computers operating anywhere in the world can process
and exchange information in a more timely and effective manner than
existing systems can.

The Army’s first step toward interoperability was to develop an infor-
mation architecture consisting of three tiers (levels) for processing and
exchanging data. The lowest level, tier 3, was defined as the individual
workstation for the soldier—the desk-top computer; the mid-level tier,
tier 2, was defined as the processing and exchange of standard Army
systems data between Army organizations; and the highest level, tier 1,
was defined as the processing and exchange of standard Army systems
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The Deputy Secretary
of Defense Directs the
Army to Withdraw
3-Tier Standards

data at regional data processing centers, specified commands, and
installations.

The Army’s second step toward interoperability was to select standards,
that would support communication within and between the defined
tiers. The Army selected proprietary software (operating systems soft-
ware) products for each tier.? The standards were approved by the
Assistant Chief of Staff for Information Management in June 1986.

The Army’s third and final step in this progression was the development
of guidance for incorporating the standards into ADP procurements. The
guidance consisted of examples of how each standard was to be speci-
fied in Army ADP requests for proposals.

In December 1986, the Commanding General, Information Systems Com-
mand, forwarded the draft implementation guidance to selected Army
activities as advance notification of future Army policy. On February
12, 1987, the Deputy Director for Architecture Design and Control
within the Office of the Assistant Chief of Staff for Information Man-
agement, forwarded the draft implementation guidance to Army head-
quarters activities and commands as future Army policy. The
forwarding memorandum stated that, “It is the intention of this office to
publish these instructions as formal policy not later than 27 Feb 87....”

As early as June 1986, discussions were held among Army managers
responsible for the standards and the Office of the Assistant Secretary
of Defense, Comptroller. These discussions addressed the Assistant Sec-
retary’s concerns with the need for relating the standards to specific
Army mission needs and whether implementation of the standards
would restrict full and open competition. These concerns were docu-~
mented in formal correspondence from the Assistant Secretary of
Defense, Comptroller, to the Assistant Secretary of the Army for Finan-
cial Management on three separate occasions. The correspondence por-
trayed shortcomings in the standards, including concerns from industry.
Additionally, in a March 1986 memorandum, the Army’s Chief of Con-
tract Law advised Army officials that

3Products defined by tier are: tier 3: UNIX-5 compatible or MS-DOS; tier 2: singly or in combination,
VM with CMS, MVS, VSE, or UNIX-5 compatible; and tier 1: MVS, Additionally, at tiers 1 and 2, the
Army required the use of the Structured Query Language, which is a standard promulgated by the
American National Standards Institute and subsequently adopted as a Federal Information Processing
Standard.

Page 4 GAO/IMTEC-88-13 Army 3-Tier Architecture Standards Cancelled



B-226935

*“To be legally permissible, such standards must be well justified on the basis of the
Army’s needs rather than stated in terms of compatibility with any particular ven-
dors’ product lines. To the extent that potential vendors might view the Army-wide
standards placing them at a competitive disadvantage, we should expect both litiga-
tive and congressional challenges.”

Despite this advice, the Army proceeded with its implementation of the
standards without the required mission needs justification.

In April 1987, after being briefed on these events, the Deputy Secretary
of Defense directed the Secretary of the Army to withdraw the stan-
dards. He also directed the Army to

identify and evaluate mission requirements that cannot be satisfied by
existing Defense, federal, national, and international standards and
revise the Army standards accordingly;

solicit industry comments on proposed standards and resolve them with
the recommendations of the Competition Advocate;* and

ensure that the revised proposed standards and implementation guid-
ance are clear and consistent with federal and Defense policies.

In response to the Deputy Secretary’s direction, on June 23, 1987, the
Army’s Director of Information Systems for Command, Control, Commu-
nications, and Computers informed Army commands that the draft stan-
dards implementation guidance had never been official Army policy,
was being withdrawn, and must be discarded. Although the draft guid-
ance (which cited examples of how each standard was to be used as a
specification in ADP procurements), was withdrawn, the standards them-
selves (which call for proprietary computer products for each tier),
were not withdrawn. According to the Director of Information Systems
for Command, Control, Communications, and Computers, withdrawal of
the message that promulgated the 3-tier architecture standards policy
was not necessary because adherence to federal and Defense policies
was required and the standards were to be used only when justified.

However, some confusion arose within Army activities in interpreting
the applicability of the standards. Accordingly, in December 1987, the
Director of Information Systems for Command, Control, Communica-
tions, and Computers rescinded the 3-tier architecture standards.

4The Competition Advocate is responsible for promoting full and open competition in the procure-
ment of goods and services as provided for in Section 115 (c) of the Competition in Contracting Act
(Public Law 98-369, 98 Stat. 1175, 41 U.S.C. 251 Note).
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In the opinion of the General Services Administration and our office,
without proper justification, the Army’s use of the 3-tier architecture
standards would violate the Brooks Act and the Competition in Con-
tracting Act. These public laws require specifications for the purchase
of ADP equipment, software, and services that allow for full and open
competition with due regard to the nature of the property and services
to be acquired.

The FIRMR, which in part implements these public laws, provides that
awards may be based on other than full and open competition only in
specifically justified situations. Procurements of ADP equipment and
software referencing the Army’s 3-tier architecture standards as justifi-
cation for other than full and open competition fall within the FIRMR-
defined category called compatibility limited requirements because the
particular proprietary software products identified in the Army’s 3-tier
architecture standards require either (1) International Business
Machines Corporation (IBM) or IBM-compatible products, or (2) American
Telephone and Telegraph, Inc. (AT&T) or AT&T-compatible products. The
FIRMR defines specific steps for reaching a justification for compatibility
limited requirements and states that such a justification may not be
based solely on reasons of economy or efficiency.

The Army promulgated its 3-tier architecture standards, which relate to
all Army ADP procurements, without satisfying the requirements of the
Competition in Contracting Act to develop specifications to promote full
and open competition, or following the procedures required by the FIRMR
for justifying compatibility limited requirements.

The Army did not perform a requirements analysis and an analysis of
alternatives, including an analysis of the long-term technical, opera-
tional, and economic effects of the 3-tier architecture standards. Within
the Department of Defense, these FIRMR requirements are implemented
through poD Directive 7920.1, Life Cycle Management of Automated
Information Systems, and DoD Instruction 7041.3, Economic Analysis
and Program Evaluation for Resource Management.

Army managers within the Office of the Director of Information Sys-
tems for Command, Control, Communications, and Computers acknowl-
edged that they should have analyzed the economic, operational, and
technological impact of the standards prior to proceeding, and further,
they endorsed the need for developing firm functional requirements for
future Army standards.
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The Army Has Not
Referred to the 3-Tier
Architecture
Standards in Recent
Requests for Proposals

However, other Army managers—those directly associated with and
responsible for the development of the standards, including the Techni-
cal Director to the Commander of the Information Systems Command—
indicated that the selection of the standards was primarily based on an
inventory of currently installed computer equipment. They added that
the selection was also based on a perception among Army managers that
the selected standards represented the most prevalent computer operat-
ing systems software in use within the private sector. ’

Since the Army did not prepare a requirements analysis and an analysis
of alternatives as required by the FIRMR, we requested commentary on
the potential economic and technological effects of the standards from
private companies that would be affected by the standards—those that
manufacture, develop, and market most of the computer equipment and
software sold in the United States. We obtained opinions from 17 of the
computer industry’s largest hardware and software suppliers.

The 17 suppliers were neutral toward the Army’s 3-tier architecture
concept. All but 4 (3 hardware and 1 software) suppliers, however, were
concerned that the Army’s selected standards would restrict competition
for future information system procurements. Hardware suppliers’ con-
cerns focused on the operating systems standards, whereas software
suppliers were most concerned with the time allowed for implementing
the Structured Query Language, a data base management system
requirement of the standards.

We also contacted the General Services Administration to obtain their
opinion on the Army’s 3-tier architecture standards. As part of their
response they stated that “the Army may be at risk of imposing a mora-
torium on the advancement of technology supporting the Army or, in
the worst case, the introduction of obsolescent technology.”

We performed an examination of requests for proposals from 3 of 19
large acquisitions that occurred after the Deputy Secretary’s direction to
withdraw the 3-tier architecture standards. These requests for propos-
als were the first that we were able to obtain and analyze. We found no
reference to the Army’s 3-tier architecture standards in the proposals.
However, we identified proprietary products identical to the products
named within the standards in these requests for proposals. Because of
concerns raised by a prospective vendor on one of the requests for pro-
posals, the Army removed requirements for these products prior to for-
mal release of the request. Whether specifying these products would
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result in non-compliance with the FIRMR depends on whether the prod-
ucts were adequately justified by the Army.

Our objectives, scope, and methodology are contained in appendix I.
Appendix II presents detailed information on the 3-tier architecture
standards. Appendix III presents a perspective on previous Defense and
Army standardization efforts.

At the close of our review we discussed key facts with and obtained
updated information from responsible Army and Department of Defense
managers and have recognized their comments where appropriate. How-
ever, in accordance with your wishes, we did not obtain official agency
comments on this report. We performed our work in accordance with
generally accepted government auditing standards.

As arranged with your office, unless you publicly announce its contents
earlier, we plan no further distribution of this report until 30 days after
its issue date. At that time, we will send copies to the Secretary of
Defense, the Secretary of the Army, and to other interested parties upon
request.

Sincerely yours,

ol e

Ralph V. Carlone
Director
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ADP automated data processing

AT&T American Telephone and Telegraph, Inc.

CMS Conversational Monitoring System

DIA/DCA  Document Interchange Architecture and Delivery/Document
Content Architecture

DOD Department of Defense

FAR Federal Acquisition Regulation

FIRMR Federal Information Resources Management Regulation

GAO General Accounting Office

IBM International Business Machines Corporation

IMTEC Information Management and Technology Division

MVS Multiple Virtual Storage

SNA Systems Network Architecture

SQL Structured Query Language

VIABLE Vertical Installation Automation Baseline Project

VSE Virtual Storage Extended

VM Virtual Machine
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Objectives, Scope, and Methodology

Concerns about the Army’s continuing dependence on costly and restric-
tive computer acquisitions and its reluctance to take advantage of the
benefits of full and open competition to procure automated data
processing (ADP) resources prompted the Chairman of the House Com-
mittee on Government Operations to ask us to evaluate specific aspects
of the Army’s 3-tier architecture policy. Following discussions with the
committee, we agreed to

» determine whether the 3-tier architecture standards comply with the
Brooks Act (Public Law 89-306, 40 U.S.C. 759), the Competition in Con-
tracting Act (Public Law 98-369, 98 Stat. 1175, 41 U.S.C. 251 note), and
the Federal Information Resources Management Regulation (FIRMR);

« evaluate the potential long-term effects of the Army’s 3-tier architecture
standards on ADP procurements and provide a perspective on prior
Department of Defense and Army standardization efforts; and

» determine whether the Army continued to refer to the 3-tier architec-
ture standards after the standards were withdrawn by order of the Dep-
uty Secretary of Defense in April 1987.

To determine whether the Army’s 3-tier architecture and implementing
standards complied with provisions of the Brooks Act, the Competition
in Contracting Act, and the FIRMR, we reviewed provisions of the applica-
ble legislation. We also reviewed legal advice provided to Army officials
when they established the 3-tier architecture standards and obtained
legal opinions from our legal staff and from the General Services
Administration.

To evaluate the long-term effects of the Army’s 3-tier architecture stan-
dards, we requested supporting documentation on the Army’s mission
requirements, including economic analyses, to ascertain if the Army had
considered the potential long-term effects of the standards prior to
selecting and implementing them. Staff members within the Army’s
Office of the Director of Information Systems for Command, Control,
Communications, and Computers and the Information Systems Com-
mand informed us that the Army had not prepared economic or other
analyses, including documentation of the potential long-term effects of
implementing the standards.

Because the computer industry’s major hardware and software suppli-
ers would be affected by the Army’s 3-tier architecture standards, we

obtained opinions on the standards and their long-term effects from 17
of the computer industry’s major hardware and software suppliers. We
also obtained views on the potential long-term effects of the standards
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Objectives, Scope, and Methodology

from a consultant and interviewed officials of the General Services
Administration, National Bureau of Standards, and Office of Manage-
ment and Budget.

We also interviewed Army officials to characterize and document the
development of the 3-tier architecture, its standards, and implementing
guidance. To establish a context of prior Defense and Army standardiza-
tion efforts, we reviewed our past reports' and an Army Audit Agency
report.2

We identified 19 large procurements that were active following the
direction from the Deputy Secretary of Defense to withdraw the 3-tier
architecture standards to determine whether the Army was continuing
to refer to the standards. We obtained and analyzed 3 of the 19 procure-
ments’ requests for proposals.

Our review was conducted from March through December 1987, primar-
ily at the Army’s office of the Director of Information Systems for Com-
mand, Control, Communications, and Computers in the Pentagon; the
Information Systems Command at Fort Huachuca, Arizona; the Informa-
tion Systems Engineering Command at Fort Belvoir, Virginia; and the
Information Systems Selection and Acquisition Activity in Alexandria,
Virginia. We also visited the Office of Management and Budget and the
General Services Administration in Washington, D.C.; the National
Bureau of Standards in Gaithersburg, Maryland; the Corporation for
Open Systems in McLean, Virginia; and the following computer hard-
ware and software suppliers:

Amdahl Corporation, Washington, D.C.

Apple Computer, Inc., Reston, Virginia

Applied Data Research, Inc., Vienna, Virginia

Cincom Systems, Inc., Oakton, Virginia

Control Data Corporation, Rockville, Maryland
Computer Corporation of America, Alexandria, Virginia

1DOD Instruction 5000.5x, Standard Instruction Set Architectures for Embedded Computers
(MASAD-82-16, Jan. 27, 1982).

The Department of Defense’s Standardization Program for Military Computers—A More Unified
Effort is Needed (LCD-80-69, June 18, 1980).

DOD Should Change Its Approach To Reducing Computer Software Proliferation (MASAD-83-26,
May 26, 1983).

2Report of Audit: The Vertical Installation Automation Baseline Audit (HQ, Army Audit Agency, 85-
717, Aug. 28, 1985).
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Cullinet Software, Inc., Falls Church, Virginia

Digital Equipment Corporation, Washington, D.C.

Harris Corporation, McLean, Virginia

Honeywell Information Systems, Inc., McLean, Virginia
International Business Machines Corporation, Bethesda, Maryland
National Cash Register Corporation, Rockville, Maryland
Oracle Corporation, Bethesda, Maryland

Software AG, Inc., Reston, Virginia

UNISYS Corporation, Tysons Corner, Virginia

VION Corporation, Washington, D.C.

Wang Laboratories, Inc., Bethesda, Maryland

At the close of our review, we discussed key facts with Defense officials
and with the Army’s Director of Information Systems for Command,
Control, Communications, and Computers and members of his staff. We
have recognized their comments where appropriate. We also obtained
updated information from Defense officials concerning one of the three
requests for proposals in October 1987 and information on the cancella-
tion of the 3-tier architecture standards in December 1987. In accord-
ance with the requester’'s wishes, we did not obtain official agency
comrents on a draft of this report. Our work was performed in accord-
ance with generally accepted government auditing standards.
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The Army’s 3-Tier Architecture
Standardization Initiative

In March 1986, the Army’s Assistant Chief of Staff for Information
Management established the Army Information Architecture to obtain a
fully interoperable information environment at all levels within the
Army at an affordable cost. Primarily, the architecture was to provide
for the interoperability of the Information Mission Area elements—stra-
tegic, theater/tactical, and sustaining base. The architecture was organ-
ized with 3-tiers, was to be open in terms of promoting competition, and
was to be implemented through the establishment of standards. ’

In June 1986, the Assistant Chief of Staff for Information Management
issued standards for information systems to implement the 3-tier archi-
tecture. These standards specified vendor proprietary software and
hardware and were selected to create interoperability. Draft implement-
ing instructions for use of the standards were issued by the Deputy
Director for Architecture Design and Control on February 12, 1987. The
instructions stated that, ‘It is the intention of this office to publish these
instructions as formal policy not later than 27 Feb 87....” These instruc-
tions mandated the use of the standards at all three tiers of the architec-
ture. However, the standards could be waived because of
interoperability problems and economic considerations.

Industry and the Congress criticized the standards as being competition-
limiting and unsubstantiated by validated mission needs. In April 1987,
the Deputy Secretary of Defense directed the Secretary of the Army to
withdraw the standards. Although the draft implementing guidance
(which cited examples of how each standard was to be used as a specifi-
cation in automated data processing [ADP] procurements), was with-
drawn in June 1987 by the Director of Information Systems for
Command, Control, Communications, and Computers,: the standards
(which call for proprietary computer products at each tier), remained in
effect. The Army did require its commands to justify the use of the stan-
dards in accordance with federal and Department of Defense regulations
governing acquisitions involving less than full and open competition.
However, in December 1987, the Army cancelled the standards, citing
confusion within Army commands concerning interpretation of the
standards.

'During a departmental reorganization in March 1987, the Army Assistant Chief of Staff for Informa-
tion Management was elevated and redesignated the Director of Information Systems for Command,
Control, Communications, and Computers.
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The Army’s 3-Tier Architecture
Standardization Initiative

A Description of the
3-Tier Architecture

Army 3-Tier Architecture
Standards and Implementing
Guidance

Our examination of three requests for proposals, which were active fol-
lowing the withdrawal of the 3-tier architecture standards implementa-
tion guidance, showed that the Army did not refer to the 3-tier
architecture standards in the requests for proposals. However, the three
requests for proposals did contain requirements for vendor-specific
products identical to those described in the 3-tier architecture stan-
dards. For example, the three requests we analyzed contained require-
ments for the UNIX operating system at the second tier and the MS-DOS
operating system at the third tier.

The 3-tier design was intended to be mandatory and Army-wide in
scope. The Army planned to link its stand-alone automated systems so
that information could be exchanged between tiers. The 3-tiers were
defined as follows:

Tier 1 consists of the Army’s five regional data processing centers and
specifically identified activities. These activities use large processors,
production systems, distribution systems, and other information tools to
support the needs of the general population of Army users. Large stand-
ard Army applications and their supporting data reside at this level.
Tier 2 is defined as organizations, such as theaters, commands, armories,
and centers within the Army. Standard and organization-unique applica-
tions, local information products and services, off-the-shelf software,
and data to support these applications reside at this level.

Tier 3 is the individual workstation for the soldier and the desk-top
level. At this level, users are provided the capability to perform inde-
pendent processing, communications, storage, and office automation
functions. Some standard Army applications, off-the-shelf software, and
data to support the applications reside at this level,

In June 1986, the Assistant Chief of Staff for Information Management
issued the following mandatory standards for the 3-tier architecture:

Operating Systems:

Tier 1, Multiple Virtual Storage (MvS).

Tier 2, singly or in combination: Virtual Machine (vMm) with cMs, MVS, VSE,
or UNIX 5 compatible.

Tier 3, UNIX 5 compatible or MS-DOS.
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Data Base Management Systems:

All data base management systems at tiers 1 or 2 will include a Struc-
tured Query Language (sQL) interface.

Hardware:
General-purpose personal computers will be 1BM/PC compatible.

Artificial Intelligence:

Workstations procured for artificial intelligence applications will be
capable of supporting “Common LISP.”

Communications:

Systems Network Architecture (SNA) or an SNA gateway with a minimum
of remote job entry, 327x, and Document Interchange and Delivery/Doc-
ument Content Architecture (DIA/DCA) capabilities, and an option for
delivery of Defense protocols upon government request.

Part of the June 1986 3-tier architecture standards policy stated that
implementation guidance would be issued in future correspondence from
the Office of the Assistant Chief of Staff for Information Management.
The policy also stated that any acquisition that limits competition must
be justified on the merits of the specific situation and in accordance with
federal, Defense, and Army policies. Since the operating systems, hard-
ware, and communications systems are vendor-specific, the Army direc-
tive implies that use of these standards would require a justification for
each acquisition.

In December 1986, the Commander of the Army Information Systems
Command issued draft implementation guidance for the standards. This
draft implementation guidance was again issued by the Deputy Director,
Architecture Design and Control, as future Army policy on February 12,
1987. The guidance stated that the standards were mandatory at all
tiers and within all environments for every procurement of hardware,
software, and communications resources. Waivers to the standards
could be granted when justified by economic or interoperability
considerations.
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Justification for the
Army’s 3-Tier
Architecture
Standards Is Legally
Insufficient

Appendix IT
The Army’s 3-Tier Architecture
Standardization Initiative

The justification for the Army’s 3-tier architecture standards and asso-
ciated implementation guidance is legally insufficient. Opinions from our
legal staff as well as the General Services Administration indicate that
without completion of the required justification, use of the Army 3-tier .
architecture standards would not ensure compliance with the Brooks
Act, the Competition in Contracting Act, and the Federal Information
Resources Management Regulation (FIRMR). Additionally, as part of the
Army’s normal coordination of proposed policies, the Army’s Competi-
tion Advocate of the Office of the Judge Advocate General provided
legal advice on the proposed 3-tier architecture policy and standards.
Although the Director of Information Systems for Command, Control,
Communications, and Computers received this legal advice, which was
consistent with the General Services’ opinion and our opinion, the Army
proceeded to issue and implement the standards without performing the
required studies and completing the necessary justification.

Provisions of the Brooks
Act, Competition in
Contracting Act, and
FIRMR

The Brooks Act authorizes the Administrator of the General Services
Administration to purchase data processing equipment, software, and
services for the federal government and to promote the economy and
efficiency of these operations. Additionally, the Competition in Con-
tracting Act requires that any acquisition over $25,000, that is based on
other than full and open competition, must have a justification and be
approved, according to the value of the award, at the appropriate level.
The required provisions to be used in the control of these purchases are
contained in the FIRMR. This regulation states that functional specifica-
tions are the preferred option in solicitation documents. If these alone
are not sufficient to describe the agency’s needs, the FIRMR lists other
types of specifications in order of preference:

equipment performance specifications,

software and equipment plug-to-plug compatible, functionally equiva-
lent specifications,

brand name or equal specifications, and

specific manufacturer and model specifications.

The regulation further prescribes that compatibility limited require-

ments tend to restrict competition and should not be made mandatory
solely for reasons of economy or efficiency.
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Legal Opinion Questions
Army Justification

At our request, the Associate General Counsel, General Services Admin-
istration, reviewed the Army’s 3-tier architecture standards. His legal
opinion was that the Brooks Act, the Competition Act, and the FIRMR
permit an agency to establish restrictive specifications that represent
the minimum needs of the agency if the specifications are properly justi-
fied. However, additional formal correspondence? provided with the
General Services’ legal opinion stated that “while the Army’s standard
policy document contained a reference to the need to supply required
Jjustification when requirements restrict competition, we found no such
reference to justifications in the standards implementation document....”
We have reviewed the Army’s 3-tier architecture standards and the
implementing guidance and we question whether the reasons provided
by the Army for the blanket compatibility limited restrictions in the
standards could provide a basis for such restrictions under the Competi-
tion in Contracting Act. The restrictions are based on a stated need for
“interoperability,” a concept which the Army has neither explained nor
fully defined. The restrictions were adopted without either a market
survey or an initial unrestricted procurement to help determine the fea-
sibility or availability of functional or other less restrictive standards.
The Federal Acquisition Regulation (FAR) provisions implementing the
Competition in Contracting Act requirements for full and open competi-
tion provide that an agency as a part of its required justification must
describe the market survey taken which supports the restriction, or
explain why no market survey was conducted. Instead of conducting a
market survey, the Army appears to have based the restriction on the
fact that its existing ADP inventory consisted primarily of equipment
which supported versions of the proprietary operating systems listed in
the standards.

However, because this equipment was acquired at different times and
supports different versions or releases of the various operating systems,
the systems are, in fact, not all compatible or interoperable. Similarly,
newly acquired systems, which complied with the stated compatibility
requirements, would not be interoperable with all of the existing Army
systems, or with each other. Therefore, using “‘interoperability’’ to mean
that all computer systems within and between the defined tiers would
have the ability to electronically exchange data with each other—the
only trait which the Army identifies—the compatibility limited restric-
tions do not accomplish the Army’s stated need.

2Memorandum from the General Services Administration’s Deputy Commissioner for Federal Infor-
mation Resources Management to Associate General Council, Personal Property Division, dated Aug.
13, 1987.
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In addition, the Army standards were adopted without any justification
and imposed the blanket use of proprietary operating system compati-
bility limitations as a restriction on all future agency ADP equipment
acquisitions, requiring a justification by any procuring activity which
did not want to use this restriction in any particular procurement. Thus,
even though the Army’s transmittal document advised activities to com-
ply with existing laws and regulations in affected procurements, the
accompanying standards appeared to exempt future Army ADP procure-
ments from complying with the usual FIRMR requirement for a special
justification for any compatibility limited specification. Such special jus-
tifications normally require, among other things, a software conversion
study to minimize the cost of conversion to future ADP replacement sys-
terns, and a consideration of the risk of conversion failure before deter-
mining that noncompliant equipment may be excluded.

The Army Did Not Follow
the Advice of Its Judge
Advocate General

Although advised by the Army’s Chief of Contract Law that the stan-
dards were potentially troublesome from a justification standpoint, the
Army proceeded to issue the standards without performing the required
studies and documenting the necessary decisions. The Chief of the Con-
tract Law Division, the Army’s Judge Advocate General, reviewed the
standards to provide legal advice on how standards could be set to
promote compatibility. Specifically, he advised the following:

“As we move in the direction of implementing the standards, there are some linger-
ing concerns from a litigator’s perspective for which preventive medicine should be
considered....Under the terms of the Federal Information Resources Management
Regulation (FIRMR) issued by GSA [General Services Administration], the Army’s
ADP standards would likely be deemed by the GSBCA [General Services Administra-
tion Board of Contract Appeals] to be a ‘“‘compatibility limited requirement” for
which special documentation is required.”

Furthermore, to comply with the FIRMR, he advised that compatibility
should be based on function rather than in terms of any particular ven-
dor’s product lines. He indicated that to be legally permissible, the justi-
fication would have to show that the stated need for systems
compatibility was necessary to satisfy the Army’s “minimum mission
needs.” It was his opinion that the need to document these mission-
related reasons for the restriction could not be over-emphasized and

that reasons based solely on economy and efficiency might not suffice.
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Information on the
Use of Standards in
Recent Army
Procurements

Following industry, congressional, and internal Defense criticism, the
Deputy Secretary of Defense directed the Secretary of the Army, on
April 22, 1987, to withdraw the standards and take the following
actions:

Identify and evaluate specific Army mission-related requirements that
existing Defense, federal, national, and international standards cannot
satisfy and develop a revised standards proposal.

Solicit industry review and comments by an announcement in the Com-
merce Business Daily and resolve the comments in conjunction with the
Competition Advocate.

Ensure that the revised standards are consistent with federal and
Defense policies.

Coordinate the above actions with the Assistant Secretary of Defense,
Comptroller, prior to the release of the revised standards.

On June 23, 1987, the Director of Information Systems for Command,
Control, Communications, and Computers informed the major commands
that the draft standards implementation guidance distributed in Febru-
ary 1987, had never been official Army policy, was being withdrawn,
and must be discarded. The message did not withdraw the standards,
which were issued by his predecessor, the Assistant Chief of Staff for
Information Management, in June 1986. According to the Director of
Information Systems for Command, Control, Communications, and Com-
puters, withdrawal of the message that promulgated the 3-tier architec-
ture standards policy was not necessary because adherence to federal
and Defense policies was required and the standards were to be used
only when justified. Specifically, Army components were given the fol-
lowing direction:

*‘as in the past, all sole-source acquisitions and those involving proprietary products
will continue to be fully justified and submitted to the appropriate authority for
approval prior to any acquisition actions.”

The Director also announced plans to review the requirements that sup-
port the need for standards and ordered that the revised draft stan-
dards be made consistent with Defense, federal, and international
policies ‘““to the fullest extent possible.”

However, confusion arose within Army commands relative to interpre-
tations of the applicability of the standards. Accordingly, in December
1987, the Director of Information Systems for Cormmand, Control, Com-
munications, and Computers cancelled the 3-tier architecture standards.
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We performed a preliminary examination of 3 requests for proposals to
determine whether Army activities were continuing to use the standards
after their withdrawal. These three requests for proposals represented
the first 3 proposals that we obtained and analyzed from 19 proposals
that were active following the Deputy Secretary’s direction to withdraw
the 3-tier architecture standards. Although the requests for proposals
did not refer to the 3-tier architecture standards, the requests did cite
some specific requirements identical to requirements mandated by the
standards. Following a protest from a prospective vendor, the Army
removed requirements for propriety products from the Corps of Engi-
neers Automation Project request for proposals. This action was taken
prior to the formal issuance of the request to industry. The results of
our examination are presented in table I1.1.

Table I.1: Proprietary Products Required in the Three Requests for Proposals®

Standards Operating System Network Protocols
Procurement Cited MVS® UNIXs MS-DOSd SNA® DIA/DCAf
Corps of Engineers Automation Project no no yes yes yes yes
SuperMicro Computer no n/a yes yes yes yes
Fourth Generation Language no yes yes yes n/a n/a

a0ther proprietary products are required within the requests for proposals shown in this table. The table
indicates only those products cited in the Army 3-tier architecture standards.

OMVS—Multiple Virtual Storage operating system. Product of international Business Machines
Corporation

SUNIX—Product name given to operating system. Product of American Telephone and Telegraph, Inc.
9MS-DOS—MicroSoft Disk Operating System. Product of MicroSoft, Inc.
eSNA—Systems Network Architecture. Product of International Business Machines Corporation.

DIA/DCA~—Document Interchange Architecture/Document Content Architecture. Product of Interna-
tional Business Machines Corporation.

As discussed earlier, the use of specifications that unduly restrict com-
petition should be limited. Their use, however, is not inconsistent with
the Brooks Act, the Competition Act, and the FIRMR, provided the Army
activities responsible for these procurements have appropriately justi-
fied such restriction.
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Because the Army’s 3-tier architecture standards mandate the use of
vendor-proprietary products, they restrict competition to suppliers that
provide those specific products. This limitation increases the potential
for higher procurement costs and the rate of technological obsolescence.
An established procurement principle is that competition provides the
government with better assurance of receiving fair and reasonable
prices when purchasing goods and services. Procurement experts esti-
mate that prices obtained from sole source and compatibility limited ADP
equipment procurements are 25 to 40 percent higher than those
obtained from full and open competition.

Moreover, the FIRMR requires agencies to justify specifications that
promote less than full and open competition by preparing an analysis of
alternatives including an analysis of the technical, operational, and eco-
nomic considerations. Within the Department of Defense, these require-
ments are implemented through poD Directive 7920.1, Life Cycle
Management of Automated Information Systems, and poD Instruction
7041.3, Economic Analysis and Program Evaluation for Resource Man-
agement. Army managers within the Office of the Director of Informa-
tion Systems for Command, Control, Communications, and Computers
acknowledged that they should have analyzed the technical, opera-
tional, and economic impact of the 3-tier standards prior to proceeding
with their implementation. Additionally, they endorsed the need for
developing firm functional requirements for future Army standards.

The Army Chose
Standards for Quick
Interoperability

Officials of the Office of the Director of Information Systems for Com-
mand, Control, Communications, and Computers stated that standards
would enable them to attain quick interoperability, reduce initial unit
costs, and reduce long-term training costs. The Army made this choice
even though it had obtained information indicating that standards, such
as the 3-tier architecture standards, could increase the potential for
technological obsolescence, increase sunk costs in computer assets, pro-
vide inefficient common solutions to specific problems, and reduce com-
petition. For example, in October 1985, the Associate Technical Director
of the Army’s Information Systems Command indicated that procure-
ment experts had estimated sole source and compatibility limited pro-
curement costs to be 25 to 40 percent higher than those obtainable
under full and open competition. He added that the loss of creative ideas
and innovative approaches to problem solving was a greater penalty
than increased costs. He indicated that this was true because the
assumptions driving selection of the particular standards the Army
selected were that (1) total information systems interoperability was
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needed, (2) this need was time critical, and (3) quick success required
the use of equipment and software compatible with the preponderance
of currently installed Army systems.

The Army did not, however, assess the level of interoperability needed '
to meet mission requirements and its potential costs and benefits. Addi-
tionally, staff from the Office of the Director of Information Systems for
Command, Control, Communications, and Computers acknowledged that
if the standards supported an open systems environment, they could
maintain technological flexibility, reduce module costs, increase effi-
ciency in matching solutions to requirements, prevent entrapment by
large sunk costs, and increase competition for information resource
procurements. However, in our opinion, since the selected standards did
not provide for an open systems environment, the Army sacrificed these
acknowledged advantages.

Vendors Foresee Long-
Term Problems

Hardware and software vendors predicted adverse impacts resulting
from the Army 3-tier architecture standards. Although there is a range
of vendor opinions, many of them indicated that the Army’s standards
could result in substantially higher procurement costs and slower
advances in technological innovation.

We discussed the Army information architecture and its standards with
11 hardware vendors to obtain their views. Although some of the ven-
dors expressed doubt that the Army’s goal of interoperability is attaina-
ble in the near future, the 3-tier architecture concept met with little
criticism.

The three vendors whose hardware is IBM-compatible stated that they
believe the use of 1BM as a standard offers adequate competition for the
procurement of automated systems. However, the eight vendors whose
hardware is not 1BM-compatible expressed opposition to the standards.
Their comments included the following points:

The Army has equated standards with uniformity.

The standards are based on the Army’s identified computer equipment
inventory, a sunk cost, rather than functional requirements.

The standards do not ensure portability of applications between tiers 1
and 2.

The Army has not identified its real requirements. As a result, the Army
has designated software products as standards.

The standards could discourage technological innovation.
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The standards restrict competition and are in violation of the Competi-
tion in Contracting Act.

The lack of competition could increase the government’s procurement
costs.

Two of the hardware vendors who opposed the standards have product
lines that are 1BM-compatible at tier 3, but not at tiers 1 and 2. The
majority of the vendors stated that the Army should use the standards
developed by the National Bureau of Standards or the Institute of Elec-
trical and Electronics Engineers.

We also interviewed six software vendors to obtain their views. All have
products that are compatible with 1BM and have no problems with either
the architecture or the standards. Several of these vendors, however,
were concerned that the Army’s implementation schedule did not allow
them sufficient time to adjust their software packages to the standards
and would effectively exclude them from competition.
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The Army’s 3-Tier
Architecture Concept
Has Advantages
Similar to Previous
Successes

The Army’s information architecture concept and its implementing stan-
dards and guidance include both positive and negative aspects of previ-
ous Department of Defense standardization efforts. Historically, the
Army and the Department of Defense have advocated computer stand-
ardization to control the proliferation of incompatible systems and to
solve the resulting inefficient use of automation resources. Our review
focused on the previous approaches to standardization taken by Defense
that are analogous to the current Army approach. Some of these
approaches were to provide general purpose automation support to
many rission areas. Other approaches identified specific vendor propri-
etary products as the standard. The previous efforts that focused on
general purpose automation support have experienced some success.
Those efforts oriented toward vendor-specific products were never
implemented.

The Army’s information architecture concept is similar to previous suc-
cessful Defense and Army standardization efforts. The architecture,
with its 3-tier design, was to be open in terms of promoting competition
and supportive of a heterogeneous vendor environment where appropri-
ate standards would permit a variety of products to be used. The archi-
tecture sought to correct perceived problems of interoperability
affecting the existing information systems by ensuring that newly devel-
oped information systems were effectively integrated. The 3-tier archi-
tecture concept is analogous to those past efforts oriented toward
general purpose standardization, because its intent is the achievement of
interoperability through full and open competition. The following sum-
maries identify those previous efforts that, in our opinion, have expe-
rienced some degree of success.

High Order Language
Working Group

In mid-1975, Defense established the High Order Language Working
Group to investigate the application languages in use and to recommend
the adoption of one language for use in embedded weapons, communica-
tions, command, control, and intelligence systems. The group obtained
requirements from Defense components, contractors, and other potential
users to identify the functions and features that a generalized language
of this nature should possess. The requirements were analyzed and mod-
ified for a year and a half and were approved in January 1976. Con-
tracts were competitively awarded to four contractors to develop a
prototype standard language. After 4 years of intensive study, analysis,
and evaluation, one design, now called ADA, was selected. ADA is not
yet in general use.
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Department of Defense
Instruction 5000.31:
Interim List of Defense-
Approved High Order
Programming Languages

When the High Order Language Working Group began, the military was
using more than 500 different computer languages and dialects to pro-
gram its systems. In November 1976, while the group was working,
Defense issued Instruction 5000.31 to reduce the number of approved
computer languages to seven. Under the instruction, each service could
select no more than two languages. The Navy selected CMS-2 and SPL-1.
The Air Force selected two dialects of the JOVIAL language. The Army
selected TACPOL. Defense added federal standard COBOL and FOR-
TRAN to the languages the services selected.

Vertical Installation
Automation Baseline
(VIABLE) Project

The Army’s 3-Tier
Architecture
Standards and
Guidance Have
Disadvantages Similar
to Previous
Unimplemented
Standardization
Efforts

In mid-1982, the Army awarded a $616 million, 10-year contract that
called for the total replacement and modernization of its base operations
computer systerms at 47 Army activities. The Army used an Office of
Management and Budget Circular (A-109) procedure in running this pro-
curement. This procedure required suppliers to demonstrate their solu-
tions to the Army’s functional requirements before the contract was
awarded. The Army selected the vendor who proposed a 2-tier solution
consisting of large mainframe computers located at five regional data
processing centers and terminals located at user activities. The govern-
ment retained ownership of the computer equipment and the vendor
operated the regional data processing centers.

The standards and guidance issued to implement the Army Information
Architecture are similar to past Defense standardization efforts that
were not implemented. The 3-tier architecture standards and guidance
mandated the use of vendor-specific proprietary products at all organi-
zational levels. This methodology was analogous to previous standardi-
zation efforts that also identified vendor-specific products as proposed
standards. None of these previous efforts, described below, were
implemented.

IReport of Audit: The Vertical Installation Automation Baseline Audit (Hg, Army Audit Agency, 85-
717, Aug. 28, 1985).
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Department of Defense
Instruction 5000.5X:
Instruction-Set
Architecture?
Standardization Policy for
Embedded Computers

In 1978, Defense proposed Instruction 5000.5x to reduce operating and

support costs associated with embedded computer systems by requiring

the services to use only government approved and owned computer
welvrroiven avaliidnntrrwan I i ne Trraa Tnern wa Tn v 1133V

I I.a.l QWare arcnivecrures. 1 I.UD dCLIVIL WULUU Iave t:udu:u uIe uuuluci‘ Of
assembler languages used by Defense in embedded systems.

Some industry and military officials stated that implementation of
Instruction 5300.5x would hinder development of the ADA language,
discourage competition from a significant portion of the computer indus-
try, and duplicate, at government expense, the commercial investment
in advanced computer technology. In 1982, we reviewed the instruction
and concluded that advances in software technology made standardiza-
tion on instruction-set architectures needless. We recommended? that the
Secretary of Defense not implement the pending instruction and that he
direct the services to reevaluate their efforts and demonstrate why they
were more cost effective than (1) standardizing on a high-level language
and (2) relying on the computer industry to provide the stimulus for
computer innovation.

The Senate and House Armed Service Committees’ Conference Report on
the Fiscal Year 1983 Authorization Act directed that Instruction
5000.5x not be implemented until Defense could reevaluate and report
to the Congress on its standardization efforts. However, the required
actions to be taken by Defense, as specified in their report, were super-
seded by progress made on the ADA effort. The ADA language was seen
as a better approach to standardization because it could provide the
means to adapt a variety of applications to a wide range of computer
architectures.

The Military Computer
Family Project

In the mid-1970s, the Army initiated the $100 million Military Computer
Family project to develop computers based on the Army’s hardware-spe-
cific architecture. The project’s primary objective was to solve the
Army’s computer proliferation and hardware obsolescence problems
without jeopardizing its extensive software investment. By selecting a

2The attributes of a digital computer as seen by an assembler language programmer. The attributes
include processor and input/output instruction format, operation codes, and addressing modes;
memory management and partitioning; the speed of accessible clocks; interrupt structure; and the
manner of use and format of all registers and memory locations that may be directly manipulated or
listed by an assernbler language program.

3DOD Instruction 5000.5x, Standard Instruction Set Architectures for Embedded Computers
(MASAD-82-16, Jan. 27, 1982).
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specific computer hardware architecture as a standard, the Army
intended to

achieve commonality in equipment, software languages, support sys-
tems, training and development;

reduce maintenance costs;

increase competition among vendors for Army hardware procurements;
increase control over technology infusion; and ’
increase system interface capabilities.

We found* that the project received internal Defense and outside resis-
tance because (1) the commercial firm involved was reluctant to accept
the Army’s assurances that the firm’s proprietary architecture would
not be re-marketed commercially and (2) industry was not interested in
providing hardware based on a competitor’s design. In late 1979, the
Army abandoned the project to adopt a newly developed and govern-
ment-owned architecture called Nebula. We concluded® that the Nebula
project implemented the pending Department Instruction 5000.5x. In
addition, we concluded that projects, such as the Military Computer
Family and Nebula, that attempt to standardize with vendor proprietary
computer hardware architectures, would not (1) encourage competition
from a significant portion of the computer industry and (2) halt
Defense’s duplication of commercial investments in computer technol-
ogy advances. As with the Defense Instruction 5000.5x proposal, the
Military Computer Family project was superseded by advances in soft-
ware technology that diminished the Army’s perceived need for a stand-
ard hardware architecture.

4The Department of Defense’s Standardization Program For Military Computers—A More Unified

Effort is Needed (LCD-80-69, June 18, 1980).

5DOD Should Change Its Approach To Reducing Computer Software Proliferation (MASAD-83-26,
May 26, 1983).
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