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Federal outlays for benefit programs in fis- 
cal year 1985 are estimated to be more than 
$400 billion--about 45 percent of the na- 
tional budget. 

Inadequate verification of clients’ eligibility 
for these programs contributes to erroneous 
payments of several billion dollars annually. 
Efforts continue to reduce these errors and 
strengthen program integrity, but such ef- 
forts raise concerns about excessive intru- 
sions into individual privacy. 

Balancing the competing goals of improving 
eligibility verification and protecting indi- 
vidual privacy is both difficult and contro- 
versial. This report presents issues that 
GAO believes the Congress and others should 
consider in properly balancing the twogoals. 
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COMPTROLLER GENERAL OF THE UNITED STATES 

WASHINGTON D.C. 20548 

B-208484 

To the President of the Senate and the 
Speaker of the House of Representatives 

About 3 in 10 Americans, according to the latest available 
statistics, receive benefits from government needs- or 
insurance-based programs. The federal share of these benefits 
is more than $400 billion a year, or about 45 percent of the 
national budget. 

Erroneous payments in these benefit programs total several 
billion dollars a year. Many erroneous payments result from 
eligibility decisions that are based on incorrect information, 
which often stems from inadequate verification. The federal 
government must, therefore, take a hard look at how information 
used to justify client eligibility is verified. 

Because nearly every American will sooner or later apply 
for benefits of one kind or another-- and undergo the questioning 
and data searches related to eligibility decisions--any look at 
eligibility verification should consider how such efforts do or 
could infringe on individual privacy. 

Over the past 9 years we have issued 148 reports relating 
to either eligibility verification or privacy issues. From this 
experience, augmented by a recent review, we have identified in 
this report 13 issues that decision makers in the Congress, the 
executive branch, and state and local governments should con- 
sider in improving internal controls, efficiency, and privacy 
protection in federal benefit programs. 

To guard the public purse without violating personal pri- 
vacy is to seek a delicate balance. This report represents our 
effort to further the understanding necessary to achieve that 
balance. 

We are sending copies of this report to numerous congres- 
sional committees, the Office of Management and Budget, the 
federal departments and agencies involved in administering 
benefit programs, state governors and legislative bodies, and 
other interested parties. 

Comptroller General 
of the United States 
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COMPTROLLER GENERAL'S 
REPORT TO THE CONGRESS 

ELIGIBILITY VERIFICATION AND 
PRIVACY IN FEDERAL BENEFIT 
PROGRAMS: A DELICATE BALANCE 

DIGEST ------ 

About 3 in 10 Americans, according to the latest 
published Census Bureau statistics, receive 
benefits from government needs- or insurance- 
based programs. Federal outlays for these bene- 
fits, currently totaling more than $400 billion 
a year, are projected to remain at about 45 per- 
cent of total annual national budget outlays 
through fiscal year 1987. 

For anyone who has worked, almost certainly many 
of his or her tax dollars have gone to under- 
write benefits from the federally funded benefit 
programs. These programs, numbering at least 
136, encompass insurance-based programs like 
Social Security and needs-based programs like 
Aid to Families with Dependent Children. (See 
app. II.) In addition to the federal funding, 
states also spend billions to support many of 
these programs. 

NBED FOR VERIFICATION 

Benefit payments are based on eligibility deci- 
sions, which are in turn based on information 
about individuals. Not surprisingly, incorrect 
information can cause erroneous decisions and 
sometimes the loss of public funds. So, valid- 
ating the information becomes very important. 
To insure proper eligibility decisions, the 
information must be accurate, complete, and 
current. That is the purpose of eligibility 
verification. 

What is adequate verification? 

Adequate verification is reasonable assurance 
that benefits are being paid to the right 
clients in the right amounts. However, to what 
extent and at what cost should information be 
verified to attain such reasonable assurance? 
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Solo ofthe oU@.Wrations that must be weighed 
are :: ~(~;,:J the ,d&/&~pt of people's honesty, (2) 
f-ha &t &&fi& &~i “‘1 is$@~ple requesting benefits Ii 
from thei govllabrn;waw~nent to provide accurate and com- 
plete? informNation, (3) the role of government in 
people's daily lfW%%F (4) the governme'nt's need 
to fin,d cacpn~ies in spending taxpayer dollars, 
(@J] '+h~e "~~$~l~f~&i~:&;& of program managers f-a; em- 
perime& 'ti'llit8 diETWrent verification methods, 
(6) tkid'g'b@im~~snt~s need to help more people 
with, limi~t,efl 'Ic;e~sou'rces, and (7) the government's 
~ilki~qgtie8s.4 'Itr;& prate&. the people's privhey. 

Besides being taxpayers and thus underwriters of 
these programs, mcrst individuals also have been, 
arec or will ble clients--persons receiving or 
seeking to receive benefits from one or more of 
these programs. That is almost inescapable, un- 
less o'ne manages to go through life without the 
need for a pensio'n or health plan and avoids 
hard times that would necessitate requesting 
some sort of federal assistance. 

As program clients, individuals will be asked to 
reveal information about themselves that they 
may feel is private. It may deal with s8uch 
things as sources of income or the emotional 
health of a child that requires certain medical 
care. 

Once this information has been gathered, people 
are vulnerable to it being distorted, lost, or 
used for unwanted purposes. Finally, misinfor- 
mation from other parties may be used to support 
a decision that individuals are ineligible for 
benefits. 

Most people cherish their right to privacy--the 
right to control what others know about their 
lives. However, when the divulging of personal 
information is a condition of receiving govern- 
ment benefits, people have to give up some of 
this control. The responsibility for protecting 
the information-- and thus the individual's 
privacy--then shifts to the agency collecting 
the information. 



What is privacy protection? 

In the context of this report, privacy protec- 
tion means that (1) no unnecessary or irrelevant 
information is collected or maintained; (2) in- 
formation given to agencies in good faith is not 
misused or disclosed in an unwarranted fashion; 
(3) the information is kept accurate, current, 
and safeguarded from access by those not author- 
ized to have it; and (4) agencies inform in- 
dividuals about the information they maintain 
and their information management practices. 
This report concentrates on that aspect of pri- 
vacy related to information, but it touches on 
physical and psychological aspects--physical in 
the sense of requiring home visits by govern- 
mental agencies , psychological in the sense of 
possibly intimidating recipients by asking for 
certain data. 

Because they are not easily articulated and 
have no well-defined constituency, privacy con- 
siderations may be overlooked. There is, how- 
ever, increasing public concern about personal 
privacy in the computer age. A 1983 Louis 
Harris poll, for example, revealed that 77 per- 
cent of the American public were at least some- 
what concerned about threats to their personal 
privacy-- up 13 percentage points from 5 years 
earlier. 

And that concern is peculiarly appropriate for 
benefit program clients. For, it is in just 
this situation--when people are most willing to 
open part of their lives to scrutiny by 
strangers-- that government, in providing a 
service, may do people a disservice. 

THE ISSUES 

An appropriate amount of relevant data, checked 
in the most effective and efficient manner, 
without unduly intruding into client privacy-- 
this is the goal the eligibility verification 
process should seek. If the process is to reach 
this goal, various issues that do--or could-- 
affect the process must be understood and dealt 
with. Thirteen such issues make up the bulk of 
this report. Presented here in capsule form, 
they are discussed in detail beginning on 
page 5. Each issue is assigned to one of three 
areas--verification techniques, verification 
information, and privacy protection. However, 
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all issNuas~ are interrelated because decisions in 
one &a$r ~$~$,&@e@t the other areas as well. 
(See fi$urrei I', pim 5.1 

ISS~D ,, l%@i##E$ElqP~ N&Y VEiZKWIC&T3corN TECwJlxQlaEsS 

There 'is' coverlap in federal program verification 
effortrs~. AP SO', some programs are better at 
verik$ing than others. If common agreement 
could be obtained on what data provided by 
elients~ ehbuld be verified, what data should be 
used far verification, who should do what, and 
what the ,Ecrrmal terminology should be, then 
duplicative functions might be avoided and the 
bsest metholds could be shared. But do diverse 
local lawsF traditional practices, differences 
in benefits, and different client profiles make 
unifo'rm procedures no more than an interesting 
idea? (See pp. 5 to 8.) 

Verification techniques: 
Mow should they be selected? 

Verification can range from contacting a bank to 
corroborate funds a claimant has reported to 
comparing reported incomes of 10,000 benefici- 
aries in one computer against unemployment bene- 
fits of 100,000 payees in another. Verification 
can be accomplished by a telephone call or a 
home visit. How does a program manager choose 
the most appropriate metho'd--on the basis of 
cost, fraud or abuse deterrence, or least pri- 
vacy intrusion? (See pp. 8 to 10.) 

Computer matching: 
Indispensable or uncontrollable? 

A reel of data on magnetic tape spins against 
its counterpart. Over the last decade computer 
matching has identified many ineligibles and 
millions of dollars in overpayments in benefit 
programs. Some discrepancies indicate possible 
fraud, waste, or abuse, but if follow-up actions 
are inadequate, eligible clients may be dropped 
from benefit rolls without being given a chance 
to explain. Wmecmer, it could be costly to an 
agency as well as clients when legal action is 
necessary to restore benefits to unjustly termi- 
nated clients. Computer matching is increasing. 
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How good is it? What controls should it have? 
Who should enforce the controls? (See pp. 10 
to 13.) 

Front-end verifica,tion: 
The solution? 

It is preferable to prevent an ineligible person 
from getting on benefit rolls than to remove an 
ineligible after benefits have been paid. But, 
in the past, because verification took more time 
than was allowed by a number of programs--which 
had to accept or reject applicants within a 
specified period-- verification was largely reme- 
dial. Now, because computer matching in the 
preenrollment stage makes preventive verifica- 
tion more feasible, more programs are using it. 
But, while it may reduce privacy intrusions, 
concerns remain: Are other verification techni- 
ques sometimes more appropriate? Who should set 
guidelines for this technique? Who should over- 
see its use? (See pp. 13 to 15.) 

Selective verification: 
Is error-prone profiling 
efficient and fair? 

Program managers, through statistical analyses, 
know some clients are more likely to give false 
information than others. Such clients are 
identifiable because they exhibit certain 
characteristics. Limited resources may make 
comprehensive verification of all clients 
impractical-- and thus may dictate some selection 
process to determine who will be checked. More 
and more program managers are choosing error- 
prone profiling to make this selection. This 
approach seems cost effective. But is it? 
Also, it may reinforce wrong assumptions about 
clients and discourage experienced caseworkers 
from applying their judgment in the verification 
process. Moreover, what assurances are there 
that factors used to develop profiles do not 
violate client privacy or civil rights? (See 
pp. 15 to 18.) 

Quality control: 
Should more proqrams use it? 

Agencies use eligibility verification samples to 
identify unqualified recipients. Quality con- 
trol samples are used to verify results to see 
where verification processes can be improved. 
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Though s'ose federal programs have quality con- 
trol sys\rtetmg,, Q~na has' bseen legislated. The 
Congreaszec y"ri&rs, ldmver, required that the error 
rates' iBletntffi.e~d for some programs be used to 
impose fiscal s~~n4ztionsB on states, Sh~mlld the 
Gongrem uniformly require quality control 
systems? They do save money, but can intrude 
mo,rc?! data spgplq~3 clients' privacy than normal 
verificp,t$an 6)rpc4ss'es. Also, 
administr&tive costs. 

they add to 
(See pp. 18 to 21.1 

There are variations in the reliability of data 
used to verify. Tax return information on 
income reported to the government, although 
samewhat agerd, might be given more credence than 
income information supplied by a client. How- 
ever, at present, the Congress allows only a 
few federal programs to use tax information. 
Should more of this relatively reliable data be 
made available to verify client-submitted 
information? What would the privacy effects be 
if that expansion were allowed? What effect 
would it have on voluntary tax compliance? 
(See pp. 22 to 24.} 

Centralized data: 
Vital re,sources or not? 

Centralization of data does not demand that a 
type of information be physically grouped, but 
only that the information be accessible from one 
place. The Department of Labor is following 
this principle in developing an interstate net- 
work of computerized wage and unemployment in- 
formation. Without centralizing client data to 
some extentc such techniques as large-scale 
computer matching may not be feasible. It is 
also helpful to centralize in some way the in- 
formation that will corroborate or contradict 
the data to be verified. For example, the need 
for death information has already led to the 
plan for a national file on persons who have 
died. Proponents Of centralization say it 
enhances privacy. But can the government 
adequately safeguard these huge data banks? 
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And, with so much information quickly available, 
does centralization move the government too 
close to the capabilities of George Orwell's 
"Big Brother"? (See pp. 24 to 26.) 

Data links: 
Should they be allowed? 

Data links are akin to centralization in that 
they allow easy accumulation and sharing of 
data. But, whereas in centralization the ac- 
tivity usually involves one agency or program, 
linking concerns more than one agency. In this 
issue the questions are: How many and what 
kinds of data banks--private and/or public-- 
should a program be able to link with? Should 
Social Security be able to link with a bank? 
If so, when? How can assurance be provided 
that only appropriate files are examined? (See 
pp. 26 to 29.) 

Social security number: 
Verification key 
or skeleton key? 

Identifiers such as driver's license, telephone, 
and credit card numbers can be used to locate or 
track individuals. No other identifier can com- 
pare, however, to the social security number in 
terms of uniqueness and recognized acceptance. 
However the social security number could be per- 
ceived as government's skeleton key to unlock 
everyone's closet of private information. Is 
it, if not by formal definition then by usage, 
a national identifier? At present, some pro- 
grams can require clients to reveal their social 
security numbers, others cannot. Without it, 
data collection and verification--on and off 
computer-- can be crippled. Also, failure to 
uniformly acknowledge the number's importance 
may result in overlooking or deemphasizing the 
need to purge incorrect and invalid numbers from 
files. (See pp. 29 to 31.) 

ISSUES RELATED TO PRIVACY PROTECTION 

The individual: 
What rights in 
dealing with agencies? 

Some demands must be made upon a person who 
seeks to receive money from a federal program, 
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particularly if th,at money is allocated on the 
has is cd nmpad; as Ye& clients should not be left 
unproh@cfN+! lanld ,,wit,hout means to ensure that 
agencies haveiqcurate information and use it 
correctly. Ifitippose the agency collects improper 
infommtio~a, or misuses it in eligibility deci- 
simw, or simply mbverts the pro'cess by means 
of intimidation or harassment. Should the 
client have recognix'ed rights? If so, what 
rights? Whargz recognized rights exist, how 
could agencies better communicate these rights 
to elimts? (See pp. 32 to 35.) 

The agency that collects information--original 
document or otherwise--has an obligation to pro- 
tect it, noIt just from loss or destruction, but 
from unauthorized access, duplication, and al- 
teration. With the increase of both computer- 
iz#ed record keeping and computer crime, these 
safeguarding concerns become more important. 
Are present federal protections--and oversight 
of them--adequate? (See pp. 35 to 39.) 

Brivacy policy: 
The same for all programs? 

Although a variety of observers agree that gov- 
ernment policies and laws for protecting per- 
sonal privacy and data confidentiality could be 
strengthened, there are sharp disagreements over 
the best method. Some observers favor extending 
coverage of the 1974 Privacy Actand other ex- 
isting laws. Others prefer establishing new 
guidelines and oversight resources. Any solu- 
tion adopted will have to deal with such ques- 
tions as: Should the policy cover all levels of 
government? How would the policy affect state 
rights? What would be the cost? Who should 
o'versee policy implementation? (See pp. 39 
to 44.) 

In looking at eligibility verification and 
privacy issues, a careful balance needs to be 
struck between protecting privacy rights and 
meeting pro'gram requirements for verifying data 
on which eligibility decisions are made. No law 
or group of laws can solve all the problems of 
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privacy protection while ensuring that eligibil- 
ity information is properly verified. Rather, 
the balance is brought about by the people who 
implement or are affected by these laws--through 
their understanding and knowledge of what pri- 
vacy is and of what must be given up or pro- 
tected in ensuring the proper awarding of bene- 
fits. 

Policies adopted to protect privacy or improve 
verification must be viewed in terms of their 
impact on both goals or they can work contrary 
to their intended purpose. For example, if to 
verify key information caseworkers must access 
numerous data sources or conduct home visits, 
because reliable centralized data are not avail- 
able or cannot be accessed, then the risks of 
infringing on individual privacy rights may be 
increased. Centralizing data to ease access, 
however, is not without both privacy and verifi- 
cation problems. It raises such questions as: 
How can safeguards be designed to preclude in- 
appropriate access? and How can the data be kept 
accurate and current? 

GAO believes that the Congress, the Office of 
Management and Budget (OMB), and the federal, 
state, and local agencies administering the pro- 
grams need to (1) further explore the issues 
identified in this report and (2) improve eligi- 
bility verification and privacy protection in 
federal benefit programs. This report can aid 
in addressing these issues in several ways, as 
the following suggested uses illustrate. 

What can program manaqers do? 

Program managers could overlay the report on 
their operations to identify which issues apply 
to their programs and take or suggest appropri- 
ate action. For example, they could assess the 
quality of data now used in verification as well 
as potential alternative data sources to make 
sure the best data available are used. 

What can OMB do? 

OMB, the key executive branch agency that makes 
policy for federal program management, could use 
the report to gauge where programs are in refer- 
ence to the issues discussed and to allow shar- 
ing of commonly beneficial knowledge among 
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benefit programs. For example, QMB could take 
the lwd imz gove'rnmIent-wide studies of (,l) the 
use acbf error-prone profiles and (2) the priv,acy 
protection r1gAt~ clients currently have and 
the rights they sShouLd have uniformly among 
program e 

What cil~z the Conqress do? 

The C,or~res;~s could refer to the report whenever 
it c!hariges laws in ways that might affect eligi- 
bility verification and/or privacy protection in 
federal benefit programs. The report could also 
be usNed as a starting point from which further 
debate in the form of hearings, panels, or less 
formal research might proceed. For example, the 
Congress could reexamine current government 
policies and practices regarding the use of the 
social s’eeurlty number and ultimately resolve 
the overriding issue of the number's status as a 
national identifier. The Congress could also 
consider whether further study should be made of 
the need for a national data privacy and confi- 
dentiality ,policy to protect the privacy rights 
of all federal benefit program clients. 

The concluding chapter of this report provides 
mare detail on potential responses to the 
issues. (See pp. 45 to 49.) 

As the preceding examples illustrate, GAO sees 
this report as raising specific questions and, 
in some instances, p ointing toward possible 
answers. But the report's larger value may lie 
in highlighting for decision makers the need to 
explore and resolve important issues surround- 
ing two often competing interests--eligibility 
verification and privacy protection--in benefit 
programs that affect the lives of nearly all 
Americans and account for nearly half the 
national budget. 



Contents 

DIGEST 

CBAPTER 

1 INTRODUCTIQN 
Need for verification 
pcleeid ifo~r privacy protection 
R~eqmrt o~b~jiect ive 
The issues '\ 
Review s'cope and methodology 

2 VERIFICATION TECHNIQUES ISSUES 
Uniform verification procedures: 

or Pllck? 
possible 

What should be the criteria for selecting 
verification techniques? 

What is the proper role of computer matching 
in eligibility verification and to what 
extent should it be controlled? 

What should the policy be on computerized 
front-end verification? 

Error-prone profiles: How good? 
Which programs should have a quality control 

system? 

3 VERIFICATION INFORMATION ISSUES 
Are the right data available and being used 

to verify client-provided information? 
To what extent should data be centralized? 
To what extent and with what safeguards 

should client data be linked with other 
data? 

What should be the policy on social security 
number use and how can faulty numbers be 
minimized? 

4 PRIVACY PROTECTION ISSUES 
What rights should a client have and how 

should they be safeguarded? 
What constitutes adequate data security? 
Should there be a national data privacy and 

confidentiality policy for federal benefit 
programs? 

5 CONCLUDING THOUGHTS ON THE ISSUES: WHERE DO WE 
GO FROM HERE? 

The "delicate balance" 
Who should address the issues? 
What can program managers do? 
What can OMB do? 
What can the Congress do? 
What is the larger value of this report? 

Page 

i 

10 

13 
15 

18 

22 

22 
24 

26 

29 

32 

32 
35 

39 

45 
45 
45 
46 
46 
46 
49 

Y1’ : 1’. ) ;.t‘. 



Page 

APPENDIX 

I 

II 

Gloss~ary 5'0 

Listing of federal needs-based and insurance- 
based benefit programs, by type of benefit 

Brief dewriptions sf selected federal needs- 
based and ins'urance-based benefit programs 
included in GAO's study 

53 

III 

57 

GAQ reports relating to eligibility verifica- 
tion from 1976 to 1984 

IV 
66 ’ 

74 

79 

84 

v GAO reports relating to privacy from 1976 to 
1984 

VI Bibliography of eligibility verification 
sources 

VII Bibliography of privacy, computer matching, 
and computer security sources 

ILLUSTRATIONS 

Fiqure 

1 

2 

The eligibility verification process 3 

Examples of methods used to verify data 
provided by clients in some programs 

General sequence of error-prone profile 
procedures 

6 

3 
16 

17 

19 

Error-prone profiles: pros and cons 

AFDC erroneous payment rate reductions 

Composite of data linkages through computer 
matches by AFDC programs in various states 28 

36 

48 

7 Layers of the data security environment 

8 Examples of potential responses to issues 



AFDC 

GAO 

HHS 

HUD 

OMB 

SSA 

SSI 

SSN 

VA 

ABBREVIATIONS 

Aid to Families with Dependent Children 

General Accounting Office 

Department of Health and Human Services 

Department of Housing and urban Development 

Office of Management and Budget 

Social Security Administration 

Supplemental Security Income 

social security number 

Veterans Administration 





CEAPTERl 

INTRODUCTION 

NEED FOR VERIFICATION 

Erroneous payments in federally funded benefit 
programs total several billion dollars a year. Benefit 
payments are based on eligibility decisions, which are 
in turn based on information about individuals. Thus, 
the validation of information becomes very important. 
To insure proper eligibility decisions, the information 
must be accurate, complete, and current. That is the 
purpose of eligibility verification. 

Adequate verification may be defined as reasonable 
assurance that benefits are being paid to the right 
clients in the right amounts. The question is, how- 
ever: To what extent and at what cost should informa- 
tion be verified? 

The programs vary enormously in what extent of 
verification is deemed sufficient, how verification is 
carried out, and, indeed, what "verification" means. 

NEED FOR PRIVACY PROTECTION 

In the context of this report, privacy protection 
means that (1) no unnecessary or irrelevant information 
is collected or maintained; (2) information given to 
agencies in good faith is not misused or disclosed in 
an unwarranted fashion; (3) the information is kept 
accurate, current, and safeguarded from access by those 
not authorized to have it; and (4) agencies inform in- 
dividuals about the information they maintain and their 
information management practices. 

Most people cherish the right to control what 
other people know about their lives--in other words, 
their right to privacy. When the divulging of personal 
information is a condition of receiving benefits, 
people have to give up some of this control. The re- 
sponsibility for protecting the information--and thus 
the individual's privacy-- then shifts to the agency 
collecting the information. 



This report discusses issues that decision makers 
in the Congress, the executive branch, and state and 
local governments &ould consider in improving internal 
controls, efficiency, and privacy protection in federal 
benefit programs. 

To guard the public purse without violating per- 
sonal privacy is to seek a delicate balance. This 
report represents GAO's effort to further the under- 
standing necessary to achieve that balance. 

THE ISSUENS 

An appropriate amount of relevant data, checked in 
the most effective and efficient manner, without unduly 
intruding on client privacy-- this is the goal the eli- 
gibility verification process should seek. If the 
process is to reach this goal, various issues that do-- 
or could-- affect the process must be understood and 
dealt with. Thirteen such issues have been identified 
and make up the bulk of this report. The issues are 
presented in three chapters --verification techniques 
issues, verification information issues, and privacy 
protection issues--but they are interrelated because 
decisions in one area may affect the others. (See 
figure 1 on the next page.) 

2 



Figure 1 

THE ELIGIBILITY VERIFICATION PROCESS 

VERIFICATION 
INFORMATION 

VERIFICATION 

TECHNIQUES 

“What data 
should be checked?” 

“What’s the 

best 

way to check it ?” 

PRIVACY 

PROTECTION 

\\ “How vulnerable 
\\ 

\\ to intrusion should 

‘\ clients have to be?” \ 
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Wrthm the ELIGIBILITY VERIFICATION PROCESS (the large crrcle) how any of the three areas of concern 
(the small circles) is dealt wrth may affect not only the approach and results of the process but also the 
other areas of concern. For example, a decision within VERIFICATION INFORMATION to check all 
available data could mean that the choice of which VERIFICATION TECHNIOUE to use may be a home 
visrt rather than a telephone call or letter. That choice, insofar as PRIVACY PROTECTION is concerned, 
may require the client to endure a more intrusive verification. Likewise, a decision arising from a 
concern for privacy may dictate that only a minimum of data be checked and that a checking by mail must 
suffice. 
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Over the past 9 years GAO has issued 148 reports 
relating to either eligibility verification in federal 
programs or protection of individual privacy. (See 
aws . IV and V for lists of the reports.) In 1918.3 GAO 
began to study both areas. To do this, GAO reviewed 
the findings of its earlier reports. GAO also looked 
at how federal and state agencies, administering 17 
federally funded b'enefit proNgrams, verify eligibility 
and protect privacy, (8ee app. III for descriptions of 
the 17 programs@$ 'th:& administering agencies.) GAO 
reviewed litsr'&kti& oa privacy, computer matching, and 
computer security Bnd studies of verification in 
various benefitprograms. (See apps. VI and VII for 
bibliographies of source documents studied.) Finally, 
GAO conferred with experts in both areas of interes't, 
some of whom also commented on a draft of this report. 



CHAPTER2 

VERIFICATION TECBNIQUES ISSUES 

UNIFORM VERIFICATION PROCEDURES: 
POSSIBLE OR NOT? 

Similar eligibility factors across programs are 
verified differently. Verification of client-provided 
data can range from all to none. Each caseworker at 
each office could be verifying all eligibility factors 
for each client in a different way. Should the same 
factors be verified in the same way across and within 
programs? 

Problems With Existing 
Verification Procedures 

A 1980 interagency project to simplify eligibility 
policies in major public assistance programs identified 
a number of confusing aspects of the verification 
process. For example: 

--An item to be verified in one program did not 
have to be verified in other programs. 

--The same information was often verified more 
than once because no program would accept other 
programs' verification. 

--Different programs often required different 
methods of verifying the same items. 

--In some programs, decisions on what was to be 
verified, and how, were often left to the 
caseworker; in other programs, the caseworker 
had little or no say. 

The results of our fieldwork confirmed some of the 
problems identified in the interagency study. As an 
illustration, figure 2 on the next page provides ex- 
amples of the variations (and some similarities) in 
methods used to verify eligibility factors among pro- 
grams. The chart is not all inclusive for each program 
but merely shows examples of methods for selected loca- 
tions. 
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Complicating Factors 

The interagency study showed that among the 
factors affecting the complexity and efficiency of 
verification are: 

--Treatment of income and resources: The defini- 
tions of income and resources differ among pro- 
grams, as do the elements included in income 
and resource computations. The differences con- 
tribute to apparently similar items being con- 
sidered or verified in different ways. 

--State and local requirements: State and local 
agencies add their own verification requirements 
to federal programs, thus adding to the case- 
workers' burden. 

--Administrative elements: The following elements 
of verification vary among programs and offices: 
(1) who accepts the client's application, (2) 
who verifies the client-provided data, (3) how 
well the personnel do their work, (4) the size 
of staff relative to,the number of clients 
regularly visiting the office, (5) the number 
of clerical and other support personnel, and 
(6) the availability of adequate computers to 
process applications and aid in verifying client 
data. 

--Frequency of verification requirements: Citi- 
zenship and age, for example, may not need to be 
verified more than once. Income and family com- 
position are subject to frequent change and must 
be monitored closely. 

Uniform Definitions And Procedures: 
Are They Necessary, 
Practical, Or Possible? 

In administering the various benefit programs 
fairly'and consistently for taxpayer and client alike, 
are uniform procedures for verifying eligibility fac- 
tors necessary, practical, or possible? Is it fair to 
subject clients to repeated and possibly highly intru- 
sive verification processes when verifying certain 
factors in some programs but not in others? Likewise, 
is it fair to the taxpayer for caseworkers to accept 
clients as being eligible without verifying that pro- 
gram requirements are met? 
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Many clients receive benefits from several pro- 
grams. In some cases they provide the same data for 
each pmgramF yet each program independently verifies 
the accuracy of the data and decides whether the client 
meets the program's eligibility requirements. If one 
agency would accept the verification performed by an- 
other, several types of savings could result: (1) 
agency saving's,--less administrative time and fewer re- 
smm2eB needed; (2) client savings--less time spent at 
the agency, less travel costs getting to and from the 
agency, less likelihood of client harassment, and fewer 
client/caseworker confrontations; and (3) taxpayer 
savings-- reduced administrative costs. 

From the interagency eligibility simplification 
project and our work, we realize that the various pro- 
grams' factors are not always defined the same way. 
But, for those that are, the appropriate agencies could 
coordinate verification efforts within and among pro- 
grams to avoid duplicate verification procedures for 
the same clients. Also, the executive agencies and the 
Congress could consider defining like factors the same 
way across programs. 

WHAT SEO~Ls1) h3;8' TEE CRITERIA FOR 
SELECTII4G 'VERIFICATION TECHNIQUES? 

Various techniques, such as computer matching and 
home visits, are used to verify benefit program eligi- 
bility. In selecting a technique and determining when 
and how to use it, should the controlling criterion be 
(a) cost benefits or cost effectiveness, (b) deterrents 
to fraud and abuse, (c) raised confidence level in 
program integrity, or (d) all of these, and perhaps 
others? 

Emphasis On Cost Effectiveness 

Cost effectiveness has been emphasized as an im- 
portant consideration for verification techniques. In 
these assertions, cost effectiveness has often been 
used as a synonym for cost benefits. Generally, how- 
ever, cost effectiveness is determined by comparing the 
costs of techniques to achieve a benefit, although the 
benefit may not be easily expressed in monetary terms. 
Cost benefit is determined by comparing the monetary 
value of the benefits of an effort (in this case a 
verification technique) with the dollar costs of the 
effort. 



Cost Effectiveness Concerns 
Remain Unaddressed 

Concerns have been expressed about the cost effec- 
tiveness of verification techniques, particularly com- 
puter matching. Sometimes it is unclear whether these 
concerns are expressed in terms of cost effectiveness 
or cost benefits. In any case, the answers to the con- 
cerns to date have been unsatisfactory, due in part to 
a lack of data and of a well-defined methodology needed 
to demonstrate cost effectiveness or cost benefits. 
Little effort has been made to accumulate the data 
needed, and only recently efforts have begun to develop 
a methodology, but those efforts are focused primarily 
on computer matching. Should other techniques, such as 
front-end verification and error-prone profiles (see 
pp. 13 to 18), also receive such research attention? 

When queried, respondents, including GAO, the De- 
partment of Health and Human Services (HHS) Inspector 
General, and state agencies, generally cite erroneous 
payments identified through verification--and some 
recoveries-- as evidence of the “cost effectiveness" of 
verification techniques. However, in many cases the 
actual benefits cannot be determined because complete 
data are lacking on the cost of verification processes 
(from the point of obtaining data through completion of 
the follow-up process). 

Nonquantifiable Criteria 

Another question raised is: Should a verification 
technique that has proven cost beneficial be discon- 
tinued when it no longer reaps quantifiable benefits or 
be continued because of nonquantifiable benefits? For 
example, wage data reported by employers for unemploy- 
ment or tax administration purposes can be used in some 
programs to identify erroneous payments caused by earn- 
ings incorrectly reported by program clients. In addi- 
tion, this verification technique can deter fraud and 
abuse and can assure program managers, the Congress, 
and the public that the programs are serving eligible 
people. Should this verification continue, even after 
few, if any, erroneous payments are identified? 

Privacy As A Criterion 

To what extent should the impact on personal pri- 
vacy be considered as a criterion in selecting verifi- 
cation techniques? For example, computer matching has 
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the potential for intruding into the privacy of'many 
more people than does a home visit, yet aoftue pm@opla;. 
consider the computer match to be less intrusive on 
individual cJf'&nt privacy than home visits. Itn such 
visits, the @a&Marker enters one of the most important 
areas of an individual's privacy--the sanctity of the 
home, 

What Is Needed? 

During 1982 Senate hearings, the cost effsctive- 
ness of computer matching was discussed at some 
length,’ MCNX recently, a House subcommittee asked 
GAO to develop a methodolo y 

!i! 
for determining the cost 

effectiveness' of matching. Similar efforts may be 
needed to provide the capability for determining the 
worth of other verification techniques, such as front- 
end verification and error-prone profiles. 

Computer Matching Can Save 
Millions Of Dollars . . . 

Computer matching-- the electronic comparison of 
two or more sets of data to identify discrepancies 
indicative of fraud, waste, and abuse--has proven an 
effective, but controversial technique for verifying 
client eligibility. Over the last decade, this tech- 
nique has uncovered inaccurate data in many programs 
and millions of dollars in overpayments. Many Inspec- 
tors General, program managers, and others view compu- 
ter matching as a viable way to improve the integrity 
of payment programs. 

ISenate Committee on Governmental Affairs, Subcommittee 
on Oversight of Government Management. Oversight of 
Commuter Matchinu to Detect Fraud and Mismanasement 
in Government Proqrams. Hearings. 97th Cong., 2nd 
sess. Washington, D.C.: GPO, 1983. 

2House Committee on Government Operations, Subcommittee 
on Intergovernmental Relations and Human Resources. 
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Many pespl,e feaa~ua th,ak computer matching endangers 
personal freedoms and that federal and state govern- 
ments may not be able to control the use of data in 
their computer banks. A September 1983 Louis Harris 
poll showed that over the previous decade the portion 
of the public that viewed computers as a threat to per- 
sanal privacy fncn'eased from 38 to 51 percent. As fed- 
eral benefit prog,r:ams' do more matching, agencies may 
need to improve control of data use to better protect 
per sonal privacy. 

In many gnxqrtsrns information essential to making 
benefit payments is in computerized data bases--as are 
much of the data needed to verify this information. 
Common examples include information on wages, interest 
and dividend incomer payments from other benefit pro- 
grams, births, deaths, marriages, and divorces (access 
to some of these d&a bases may be restricted). Also, 
such programs as Aid to Families with Dependent Chil- 
dren (AFDC)" Foo'd Stamp, Supplemental Security Income 
(SSI), and Veterans Pension/require that benefit 
amounts be reduced by the amount of benefits clients 
receive from other federal programs.3 Computer 
matching can be used to identify offsetting benefits 
not accurately reported by clients. 

How Extensive Is Hatching 
And Is It Cost Effective? 

Refore 1976, only two benefit program-related 
federal computer matching projects were conducted. 
However, recent inventories of federal and state agen- 
cies' computer matching projects show that federal 
agencies had initiated 126 benefit-related matches, 
38 of which were recurring as of May 1984. State 
agencies, as of October 1982, had initiated more than 
1,200 matching projects, most of them recurring. 
Should this growth be allowed to continue unchecked? 

3See app. III for descriptions of these programs. 
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It has been assumed that because matches can sift 
through massive data files quickly, they are cost 
effective. Eut are they? What constitutes' a cost- 
effective match? GAO is conducting a study to develop 
a methodology for &valuating the cost effectiveness of 
computer matchi'rllg, 

Does Ma~tching Endanger 
Due Process Rights? 

Dmue process gives clients the right to challenge 
and refute agency information before final decisions 
are made to deny or reduce benefits. Concerns about 
due process in computer matching have related primarily 
to inadequate follow-up investigation of the results 
of matching. In these instances, due process rules 
reportedly were not observed during follow-up 
investigations. 

The 1984 ~IDeficit Reduction Act,, which allows some 
matching of tix information with client data to verify 
eligibility, recognizes the importance of due process 
and prescribes a detailed set of due process rules to 
protect clients. Involving clients before final deci- 
sions may benefit both agencies and clients by avoiding 
formal appeals and perhaps litigation, which are costly 
and time consuming for both parties. 

Is Matching Oversight Adequate? 

There is considerable concern in the Congress, and 
among beneficiary advocacy groups and others, about 
existing controls and oversight to assure that computer 
matching is cost effective and does not abridge per- 
sonal privacy and due process rights. 

The Office of Management and Budget (OMB) has 
issued matching guidelines ap'plicable to all federal 
agencies under the Privacy Act who are doing matches or 
providing data for nonfederal matches and a checklist 
to help agencies comply with the guidelines. OMB also 
has issued a "Model Control System and Resource Docu- 
ment" for computer matching. Moreover, HHS' Inspector 
General has published guidelines for state managers of 
the AFDC, Food Stamp, and Medicaid4 programs to aid in 
decisions on state matches. However, existing federal 
guidance appears to lack an effective compliance en- 
forcement mechanism. 

lSee app. III for a description of this program. 
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OMB has general oversight responsibility, but fed- 
eral and state agencies appear to have considerable 
latitude in implementing matching guidance. Is there 
adequate oversight of those who conduct computer match- 
ing projects? 

Importance Of Adequate Controls 

In the area of eligibility verification, probably 
no issue is more important than computer matching. Its 
potential for saving public money is rivaled only by 
its potential for infringing on personal privacy. 
Currently, federal and state governments have diffi- 
culty controlling information in their data banks. If 
federal and state agencies cannot achieve acceptable 
levels of program integrity without matching, it is 
important that a proper balance between privacy rights 
and matching be reached. 

WBAT SBOULD TEE POLICY BE ON 
COMPUTERIZED FRONT-END VEZIFICATION? 

Computerized front-end verification may be defined 
as verifying clients' application data through computer 
matching before benefits are provided. Such verifica- 
tion seeks to prevent enrolling of ineligibles. 

More States Doing Front-End Matching 

Historically, most verification using computer 
matching has been done after clients received bene- 
fits. However, there is a trend toward more front-end 
matching. In March 1983 the President's Council on 
Integrity and Efficiency published an inventory of 
computer matching done by the states for selected 
programs, including AFDC, Food Stamp, and Medicaid. 
The inventory showed 14 states doing some front-end 
matching. A follow-up Council survey in 1984 showed 
that the number of states using front-end matching had 
doubled. Moreover, in fiscal year 1985 the Department 
of Labor's Unemployment Compensation program plans to 
test the effectiveness of its newly developed front-end 
matching model. 

Erroneous Payments Can Be Avoided 

Front-end matching can avoid significant erroneous 
payments. New York officials estimated that they 

13 



avoided over $27.5 million in unnecessary program costs 
in 1983 when t.ha;ir 'system of matching tax reco'rds with 
welfare applicahion'@ to verify income accuracy was 
fully implwwnt@d $'tatewide. Arkansas has saved an 
estimated $51 m,illi~o~an! to $8 million in b'oth the AFDC and 
Food Stamp programs as a result of front-end matching. 

Privacy Proltection And Due 
Process May lisl'e Improved 

Some privacy advocates and others believe that 
front-end matching is less intrusive than later match- 
ing and better preserves privacy and due process 
rights. For example, one advo'cate believes that match- 
ing after people are on the rolls infringes on fndivid- 
ual privacy and is unconstitutional because of the 
"dragnet" effect--matches of two computer tapes con- 
taining thousands of individual entries. Another advo- 
cate characterized the "dragnet" approach as the "lazy 
alternative" to front-end verification. 

Lack Of Guidelines For 
Front-End Matching 

We are not aware of any federal guidelines for 
front-end matching. Although OMB has issued guidelines 
for computer matching, they specifically exclude front- 
end matching. In a recent report, we said that OMB's 
matching guidelines are important because compliance 
with them would help assure uniform adher nce to key 
disclosure provisions of the Privacy Act. 5 We con- 
cluded that the guidelines could be improved by extend- 
ing their coverage to front-end matching. 

Should More Front-End 
Matching Be Done? 

The goal of front-end matching is good--avoid or 
reduce erroneous payments by keeping ineligibles off 
the benefit rolls. Also, some privacy advocates be- 
lieve that front-end matching is less intrusive. 
Nevertheless, it will not end the need for later veri- 
fication, because clients' circumstances can change 
while they are receiving benefits. Before this tech- 
nique is institutionalized government-wide, the follow- 
ing questions should be addressed: 

5GA0 Observations on the Use of Tax Return Informa- 
tion for Verification in Entitlement Programs 
(GAO/HRD-84-72, June 5, 1984). 
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--Is front-ea&matChing more effective than the 
usual verifi#ca%ian, pro'cedures in detecting in- 
eligible&2 ‘8 

--Is front-end matching cost effective and cost 
beneficial in terms' of (1) avoiding or reducing 
erroneous payments and (2) eliminating some of 
the ogstly,veri,fication procedures now used to 
determine initial eligibility? 

--Are the matched data readily available, accu- 
rate, complete, and current? 

--What eligibility factors should be matched? 

--Will froht-Bend matching unduly delay eligible 
clients' receipt of initial benefits? If so, 
will costly court actions by affected clients 
offset the benefits otherwise gained by using 
this process? 

Answers to these questions will require the col- 
lection and analysis sf much data. With so many states 
doing front-end matching, some of the effort needed to 
provide answers may be already underway. Also, the 
President's Council on Integrity and Efficiency has an 
ongoing project studying the states' use of computer- 
ized front-end matching systems in four programs--AFDC, 
Food 

% 
tamp, Medicaid, and State Unemployment Compensa- 

tion. The objectives of this study, scheduled for 
completion in 1985, include collecting and analyzing 
states' cost data to implement and operate front-end 
verification techniques and analyzing associated sav- 
ings. It may provide s'ome answers to the questions we 
have raised. 

ERROR-PRONE PROFILES: HOW GOOD? 

Error-prone profiles are techniques used to iden- 
tify patterns of client characteristics frequently 
found in cases involving erroneous payments. Hypothe- 
tically, an analysis of erroneous payments might indi- 
cate that the lower the client's educational level, the 
higher the probability of income being reported inaccu- 
rately. This characteristic, educational level, could 

Gee app. III for a description of this latter program. 
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then be used as a profile for selecting applications 
for more intensive verification. The following chart 
shows the general sequence of error-prone profile 
procedures, 

Figure 3 

GENiEFlAk. SEOU~EWCE OF ERROR PRONE PROFILE PROCEDURES 

I Applicaimn Sub’maited 

5 
I 

Ellgibnllty Worker 
Determmes Program Ellglbllity 

Elqlble Casea; Applrcants 
Enrolled m Program 

Poss,ble Error Prone Cases 

Cases Scheduled for Rewew 

t 1 
Agmency Errors No Errors 

Identified Identified 

I t 

C8%WWkW Caseworker Contacts Client to Correct Case Remains 
Makes Necssaery Identified Errors Through Oocumentatmn on Rolls 

Co~rrections am/or Collateral Contacts 4 

I 
9 

I 

Client EllQ~blllty 
, Redetarmlned , 

I 

Remains In Program 

SOURCE: Food and Nutrition Satvice, Dspartmsnt of Agricultum 

Error-prone profiles range from the formal to the 
informal, or from the statistically supported mode'1 
with mathematical formulas to determine probability of ; 
errors to a subjective judgment. They may be tailored 
to clients locally or generalized to clients nation- 
wide. The following table lists some of the pros and 
cons of using error-prone profiles in eligibility 
verification. 
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Figure 4 
ERROR-PRONE PROFILES: 

PROS 

-Are cost effective by 
allowing agencies to 
focus verification 
efforts on cases most 
likely to have erro- 
neous data. 

-Reduce the impact of 
program officials' 
personal bias and 
subjective judgment. 

-Standardize verifi- 
cation efforts and 
practices program- 
wide. 

-Can be used to prevent 
ineligible clients 
from entering the 
program and to detect 
erroneous payments. 

CONS 

-May reinforce wrong 
assumptions about 
clients. 

-Can be used to justify 
discriminatory prac- 
tices. 

-May restrict experi- 
enced caseworkers' 
judgment in determin- 
ing which cases need 
more in-depth review. 

-Can be used to ad- 
versely affect 
applicant privacy 
rights. 

-Can be costly to 
develop. 

Evaluating Profiles 

There has been widespread use of error-prone 
profiling. Before this approach is institutionalized 
in more programs as part of the verification process, 
however, it should be subjected to the following 
questions: 

--What are the actual costs and benefits of using 
profiles? 

--Who monitors the validity of factors used to 
develop profiles? 

--What assurances are there that factors used do 
not violate civil rights? 

--What attempts have been made to address the 
issue of stereotyping people through profiling? 
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--Can existing systems adequately monitor develop- 
ment and us'e of profiles? 

--How do profiles affect client privacy? 

--Is the case management experience of program 
officials being unjustifiably sacrificed for 
the standardized practice prescribed by pro- 
files? 

--Does use of profiles lower program officials' 
morale by replacing human involvement in 
decision-making with a formula approach? 

--Would use of profiles release program officials 
from the responsibility of ensuring that ade- 
quate verifications are performed? 

In short, the concept of error-prone profiling-- 
concentration of cases verified in depth to those most 
likely to contain errors--is good. Answers to these 
questions would help determine how good. 

WHICH BROC;RAMS SHOULD HAVE 
A QUALITY COBlTROL SPSTEW 

Quality control is a tool agencies can use to 
sample periodically the adequacy of verification and 
benefit computations. The results can be used to cor- 
rect verification deficiencies and to improve processes 
to reduce erroneous payments. in some programs the 
results also have been used to sanction states whose 
payment errors exceeded specified limits. 

Quality Control Helps 
Reduce Erroneous Payments 

Quality control has been an effective tool for 
reducing erroneous payments in some programs. For 
example, the AFDC program, a forerunner in adopting 
quality control, has shown significant savings, as the 
following chart demonstrates. 



FIJC(II Year > 76 76 77 78 79 80 81 

Total Paym~entz (Billions) &’ 89 610 $10 $11 911 $13 $13 

t Etecau~e of changes m methodology over thtstlme period. the errw rates are not prewely I‘omparable. but GAO belwves 
the trend dlsplayad a valtd 

2 Roundsd to neltrest blllmn. 

Much of these reductions has been attributed to 
improvements made based on the quality control find- 
ings. Quality control also can provide the Congress, 
the public, and program managers better assurance that 
a program is being well managed. 

Mot All Programs Have 
Quality Control Systems 

Supported by the Congress, HHS and the Department 
of Agriculture have established quality control systems 
for the AFDC, SSI, Medicaid, Medicare, and Food Stamp 
programs. Besides demonstrating billions of dollars in 
annual erroneous payments, these systems show those 
eligibility factors that need improved verification and 
provide information for the development of corrective 
action plans. 
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The Department of Edueation's Pell Grant program7 
and the Department of Housing and Urban Development's 
(HUD's) Lower In~ose Rousing Assistance (Section 8 
Housing) program lack comprehensive quality oontsol 
systems, although HUD is developing a system folr its 
programs. ALshiOf Education has contracted for a,,3-year 
study of the accuracy of the Pell Grant proNgram. 
Managers of these programs, therefore, lack comprehen- 
sive, statistically valid data on the extent'arrd causes 
of errors and would have difficulty effectively target- 
ing efforts to reduce erroneous payments. 

Privacy And Cost Considerations 

Quality control systems may intrude further into 
personal privacy than routine verification done by 
caseworkers. Besides reviewing verification done by a 
caseworker, a quality control reviewer will do addi- 
tional verifying of client circumstances by obtaining 
evidence from third parties and/or visiting the 
client's home. 

Alsg, quality control systems increase program 
administrative costs, which may affect their use in a 
given program, For example, the administrative costs 
of operating the AFDC quality control system are about 
$30.4 million a year. 

Quality Control Used For Sanctions 

The Congress has required that the error rates in 
several programs be used to impose fiscal sanctions on 
states whose rates e teed specified tolerance levels. 
Based on prior work, 8 we believe that sanctioning may 
lead agencies to identify fewer errors during quality 
control reviews. If so, some errors caused by inade- 
quate verification methods may go unreported and the 
methods may remain inadequate. Therefore, sanctions 
may be counterproductive. 

7See app. III for a description of this program. 

8See, for example, GAO's report to the Chairman, Senate 
Committee on Finance, entitled Better Management In- 
formation Can Be Obtained From the Quality Control 
System Used in the Aid to Families with Dependent 
Children Program (HRD-80-80, July 18, 1980). 
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Who Should Determine When 
Quality Control Is Used? 

We believe that in many programs the benefits of 
using quality control systems outweigh the potential 
disadvantages. Although agencies can establish such 
systems through the regulatory process, many may not do 
so without encouragement by the Congress and/or OMB. 
The Congress may wish to require systems in all or spe- 
cific federally funded benefit programs. Or OMB could 
encourage or require more extensive use of quality con- 
trol systems without such a legislative mandate. 



CHAPTER 3 

Sound decisions about eligibility and benefit 
amounts require reliable information about clients. To 
ensure the reliability of information thro'ugh the veri- 
fication process, program managers should have access 
to and use the right types of verifying data. 

Variations Among Programs 

There is a great variation among--and sometimes 
within--programs in the types and quality of data col- 
lected and used to verify client-provided information. 
For example, to verify earnings, the AFDC program uses 
third party wage records, while the Pell Grant program 
uses client-provided tax returns. Also, within the 
AFDC program the type of third party data used to 
verify earnings differs among states. Some use wage 
data accumulated by state employment agencies. Others 
obtain wage data from the Social Security Administra- 
tion (SSA) and employers. 

Federal And State 
Laws Restrict Data 

Until 1984, use of tax return information (re- 
ported to the Internal Revenue Service or SSA) for 
verification in benefit programs was limited to earned 
income data to be used by two programs. The Deficit 
Reduction Act of 1984 made both earned and unearned 
income tax data available and required their use in the 
AFDC, Food Stamp, Medicaid, SSI, and State Unemployment 
Compensation programs. 

Should additional programs have access to and be 
required to use these data? We believe they should if 
safeguards are adequate and if voluntary compliance 
with the tax system is not affected. As to safeguards, 
it should be recognized that many agencies are involved 
in administering benefit programs which makes preven- 
tion of improper disclosure of data more difficult. 

22 



(See pp. 35 to 39 for further discussions of safeguard- 
ing data.) Estimates of erroneous payments due to in- 
accurate income reporting by clients of programs not 
authorized to use the tax data are substantial; the 
estimate for the Veterans Pension program, for example, 
is $100 million per year. Evidence suggests that a 
similar income reporting problem exists in the Sec- 
tion 8 Housing and Pell Grant programs. 

The Deficit Bedwction Act of 1984 also requires 
that wage informati~'~,,gccumulated at the state level be 
made available to some benefit programs in all states. 
These data are not used, however, i&other programs. 
For example, HUD has requested legislation to require 
states to provide wage data for use in the Section 8 
program. Should these data be considered for more 
programs? We believe so because of the potential for 
reducing erroneous payments. 

Program Structure Can 
Inhibit Access To Data 

The HUD Section 8 Housing program is administered 
by local housing authorities and private organizations. 
It is unlikely that tax return information reported to 
the federal government will--or should--be released to 
these entities. Are there alternatives that could en- 
able these programs to have the advantages of these 
data while protecting the data from undesirable dis- 
closure? 

Some Data Available But Not Used 

Program managers may not be taking advantage of 
some available data. Credit and death data have been 
used to varying degrees among and within programs. To 
date, only limited use has been made of these data 
though they have been available for some time. Why? 
Are program managers unaware of their availability and 
the potential benefits of using them? Should agencies 
be required to determine whether their programs would 
benefit from using these data? Are there other data 
sources program managers should use? If so, who should 
identify them and ensure they are used? 

Data Must Be Of Good Quality 

Poor quality data can cause problems. For ex- 
ample, computer matching done with bad data may gener- 
ate erroneous match results, which, if relied on, could 
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prove costly to the agency and the clients involved. 
What procedures should agencies follow to ensure verh- 
fication data are of good quality? 

Need To Asses88 Current Data Usage 
And Related Privacy Protection 

Using good data is crucial to good verification. 
Program managers depend more on automated systems to 
process Large amounts of data. They should assess the 
quality of the data they are using and potential alter- 
native data sources to make sure they are obtaining the 
best available data. They should consider requesting 
authority to obtain data to which they do not have 
access. 

Program managers should know that access to addi- 
tional data intensifies the need for privacy protec- 
tion. Do some agencies need to improve their privacy 
protection procedures? 

TD WBAT EXTEMT SHOULD 
DATA BE! CENTRALIZED? 

To take advantage of verification techniques such 
as computer matching , program managers need to have 
automated and centralized both the information to be 
verified and the information that verifies. Although 
data centralization by the government is not unconsti- 
tutional in and of itself, having a lot of data on a 
lot of people so readily available to the government 
raises privacy concerns. 

Technology Makes Centralization 
More Feasible 

There are two ways to centralize particular types 
of data in computer systems. All of the data could be 
placed in one computer system, or similar data in two 
or more computerized data bases could be linked. Tech- 
nological advances have made centralization through 
linkages more feasible. For example, to verify State 
Unemployment Compensation benefits, the Department of 
Labor is developing "INTERNET," a system that will con- 
nect all State Unemployment Compensation systems. 
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Data Verified And Data Used To 
Verify May Need To Be Centralized 

The first type of data that may need to be cen- 
tralized is client information to be verified. For 
example, HUD's Section 8 Housing program is adminis- 
tered at the local level, and there are no national or 
state level data bases with information on all clients. 
Without them, large-scale matching against such useful 
sources as wage data files would not be feasible. 
Should national data bases be considered for federally 
funded benefit programs that are not centrally adminis- 
tered? What are the potential costs and benefits of 
such data bases? 

Information used to verify is the second type of 
data that may need to be centralized. Examples of such 
data include vital statistics or financial statistics. 
For example, the need to identify benefit recipients 
whose deaths had not been reported to program adminis- 
trators led the Congress to require SSA to establish a 
national death information file. A similar approach 
for birth and marital data may also be justified. What 
other information put into centralized, computer-usable 
form would be useful for verification? Should informa- 
tion needs of benefit programs determine the automation 
and centralization of data on all Americans? 

How Manaqeable Are Large Data Bases? 

Some important questions concern predicting and 
controlling the future uses of data bases. Data bases 
may be established, often by legislation, for specific 
uses by specific entities. However, there may be a 
great demand for additional uses for any system that is 
in contact with a large number of people. For example, 
the Department of Labor is developing its INTERNET 
system for the Unemployment Compensation program, but 
already other agencies administering benefit programs 
would like access to it. Legislation and public per- 
ceptions regarding the uses of a new data base may or 
may not prevent the expansion of those uses in the 
future. These matters should be considered in deciding 
whether and how to establish centralized data bases. 
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Centralized Data Bases Raise 
Privacy Fears--But Could They 
Enhance Privacy Protection? 

Centralized data bases are part of the public 
fears about Geor'ge Orwell's "Big Brother"--an all 
powerful government that has divested its citi'zens of 
all personal privacy, Privacy questions o~ftean %enter 
on whether colnoentrating personal information :colnst%- 
tutes surveillance beyond the needs of program ad1minis- 
tration. Past efforts to create a national ~welfauee 
recipient file, for example, were opposed on privacy 
grounds. One critic described the proposed data base 
as an unprecedented national surveillance system. 

On the other hand, it has been argued that some 
data centralization actually protects privacy. Ins'tead 
of having a client's information in a variety ~yif data 
bases, it resides in one place@ where access may be 
controlled 'more easily. Is this argument valid? Hf 
so, does this advantage outweigh concerns ab'out the 
possible consequences of centralizing data? 

Benefits Of Centralization 
Should Be Weighed Carefully 

Agencies planning to centralize client information 
should consider whether (1) centralization will provide 
the benefits anticipated and (2) alternatives to cen- 
tralization could provide the same benefits. National 
data bases of information that verifies can be useful 
and even necessary. Future proposals for national data 
bases, however, should weigh the overall benefit to 
program integrity against the potential invasion of 
privacy. 

1K) WHAT EXTENT AND WlCTH WHAT 
SAFEGUARDS SHOULD CLIENT DATA 
BE LINKED WITH OTHER DATA? 

A data base link occurs when two or more entities 
agree to share data and create the mechanism for doing 
SO. The data may be shared either continuously or 
intermittently. 

Proliferation Of Data Base Links 

To improve verification of important eligibility 
factors, pr g o ram managers are establishing more and 
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more links with other assistance programs and with 
sources outside the benefit program environment. The 
President's Council on Integrity and Efficiency has 
inventoried more than 1,200 state computer matches with 
sources ranging from wage records to lottery winner 
files. Figure 6 on the following page shows some of 
the linkages that states could establish for the AFDC 
program through computer matches. Some states are 
establishing d8freet routine access to certain data 
sources, such as aWlit bureaus. Other states are 
creating clearinghouses where one inquiry will yield 
information from several data bases. Such clearing- 
houses could ble particularly useful in implementing 
front-end verification techniques. 

Data Base Links Can Give Agencies 
More Data Than They Need 

To protect privacy, agencies should collect only 
information relevant to verifying eligibility. How- 
ever, with a name, a social security number (SSN), and 
linkage with other data bases, an agency can assemble 
much more informatioln about a client than it needs for 
verification purposes. For example, credit reports 
obtained for leads on such items as address or marital 
status also reveal charge account codes and balances. 
Data base links also may reduce the client's knowledge 
about what information the agency can obtain. Rather 
than asking the client's consent to make inquiries 
about assets at his or her bank, the agency may seek 
such information through a computer match with auto- 
mated bank records. 

How Should Decisions About 
Establishing Links Be Made? 

Many links seem to be established with little dis- 
cussion of their appropriateness from a privacy stand- 
point. Most debate on privacy centers on protections 
for data management, such as procedures for disclosure, 
and not whether the data should be shared in the first 
place. Linkage to such sources as tax return informa- 
tion may require congressional action. But existing 
laws, such as the Privacy Act of 1974, may allow pro- 
gram managers to establish links with other information 
at their own discretion. For example, the Privacy 
Act's routine use provision allows agencies to use or 
disclose personal data for purposes compatible with the 
purpose for which the information was collected. Agen- 
cies use this provision to justify computer matching, a 
mechanism for linking. Critics of the provision claim 
that agencies interpret the provision so loosely as to 
allow almost any disclosure they wish to make. 
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Should,thqre,be a~ l+aschanism to ensure discussion 
of whether gr~pols~efl dalipa links are appropriate and 
whether data ~~~~'~~~~ eho~ld be limited? At what level 
should this ~is~ues~~&o~n,t&e place? 

Once permi(l;teflc l,jnks raise other privacy prob- 
lems. Many 8da,ta bl'qsptbr;,us'ed for verification in benefit 
programs contain infqtmation on people who have never 
applied for or raeeived benefits. Linking them with a 
benefit program may risk unwarranted disclosure of 
their personal dlata. We observed agencies with direct 
links to credit blureau computers, enabling them to 
access any of the 1080 million credit records in the 
files. FEow can agencies and data sources ensure that 
only proper reeclr& are accessed? 

In some instances the agency using data from other 
sources may not ble able to assure their accuracy. In 
such cases using the information only for leads becomes 
very important, The source agency may not be able to 
assure that challenges and changes to information will 
reach all users of the information. Will user agencies 
encounter problems because of inaccurate data obtained 
through data linkages? What procedures are needed to 
mitigate these problems and reduce the risk that im- 
proper decisions could be based on these sources? 

Data Base Links Need Assessing 

Data base links in federal programs happen incre- 
mentally and usually for justifiable purposes. Federal 
and state agencies' use of these links varies, but the 
trend toward more linkage is likely to continue. 
Although programs need to obtain good information for 
verification, the extent of, need for, and impact on 
privacy of data base links should be carefully 
assessed. 

WHAT SE1IOUL;a BE THE PoLlcCY ON 
ZKXXAL SE~CWIRITIG NIUMBIE~R USE AND 
HOW CAN FMlLbY l4UmERS BE MINIMIZED? 

Almost every American has an SSN. Although other 
numbers are used as identifiers, none compares to the 
SSN in terms of uniqueness and recognized acceptance. 
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It is used to obtain everything from a driver's license 
to food stamps. The S'SN, used to identify individuals 
in many progrms, allows pieces of information needed 
for verification to be easily collected, connected, and 
compared. It is thus the key ingredient for many,com- 
puter matches. However, mme people fear government 
could also use it as a skeleton key to unlock every- 
one's closet of private information. Concern over 
public and private entities' misusing the SSN led to 
restrictions, in the 1974 Privacy Act, on the SSN's use 
by federal, state, and local agencies. 

Some Programs Cannot Require SSNs 

Some programs, including AFDC, Food Stamp, and 
SSI, use the SSN as a primary identifier and can re- 
quire its disclosure as a condition of eligibility for 
federal benefits. However, programs such as Section 8 
Housing cannot require, though they may request, dis- 
closure of the SSN. Inability to require an SSN can 
hamper verification, as demonstrated by HUD's efforts 
to match low-income housing rolls with state wage data 
and federal employee files. Only about 23 percent of 
the tenants had SSNs on file and could be included in 
the match. 

Problems Caused By Faulty SSNs 

Client fraud and agency mistakes create faulty 
SSNs. Faulty SSNs can be costly to programs and 
clients. For example, Mr. Jones applies for food 
stamps, using a false SSN. The eligibility worker 
compares it to the state wage data base, and because no 
match occurs, the program does not discover that Mr. 
Jones earns $50,000 a year. Or, Mrs. Smith, who has 
five children and no job, gives the correct SSN when 
applying for AFDC benefits, but a wage data base match 
indicates considerable income. After some time and 
trouble, it is discovered that an employer mistakenly 
used Mrs. Smith's SSN to post the earnings of an 
employee. 

Prior GAO reports show how faulty SSNs generate 
duplicate benefit payments, payments to nonentitled 
individuals, and payments to deceased individuals. 
Agencies' lack of internal controls and procedures to 
verify client SSNs contribute to this problem. A few 
agencies, however, have established procedures for 
verifying SSNs. For example, the Office of Personnel 
Management has verified SSNs in its annuity rolls by 
matching directly with official SSN file numbers. The 
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lnternal Revenue Service verifies SSNs by matching 
against updated numbers provided by SSA. The increase 
in computer matching increases the need for effective 
procedures to verify SSI4s~, 

Reexamination CWSSN 
Policies And Practices 

A reaxamfna~tion of current policies and practices 
regarding the SSN is in order, answering questions such 
as the following: 

--Should all b'enefit programs be allowed to re- 
quire client SSNs as a condition of eligibility? 

--How extensive is the problem of inaccurate SSNs 
in benefit program data bases and in data bases 
used to verify information? 

--What standard of accuracy should be demanded of 
the SSN? 

--IIow can agencies be encouraged to verify the 
SSNs they collect and maintain? 

--What should be accepted as the preferred method 
of SSN verification? 

The answers to these questions will be shaped by 
the resolution of an overriding issue, the true status 
of the SSN. Some say the use of the SSN as a national 
identifier should be strenuously avoided. Others say 
that the SSN already has the function, if not the name, 
of a national identifier and that this should be recog- 
nized and its accuracy improved. 
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PRIVACY PROTECTIOM ISSUES 

w&AT RIGHTS S~HliWW A 41LIENT EAVE AND 
EOW SIiMXlLD TWY BE S~APEGUARDED? 

When a client supplies information to an agency, 
seeks information ufrom the agency, or faces decisions 
on benefits, what rights should he or she have? We 
have identified four possible client rights--there may 
be others. 

Right To Know Purpose 
And Use Of fnformation 

I. Should the client have the right to be told why 
the agency is collecting information and what the 
aqency will or may do with it? 

Consider two requests that appear on one state's 
application form for public assistance: 

"Does anyone in the home use a teletype for 
the deaf?" 

"Check appropriate box: White u Black cl 

American 
Indian u Other ." cl 

The first request may allow assignment of a 
specially qualified caseworker. The second helps the 
benefit agency to be better prepared to answer the 
needs of certain groups. However, without adequate ex- 
planation, these requests may seem intrusive and ir- 
relevant. 

Consider also the following: 

"The information submitted may be disclosed 
outside the Veterans Administration [VA] only 
as permitted by law, including the routine 
uses identified in VA system of records 58VA 
21/22/28, Compensation, Pension, Education 
and Rehabilitation Records--VA published in 
the Federal Register." 
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The prec&din$ st@ULsmen~t, responding to require- 
ments of the P~ri+kic~'kct'Urf 4974 for federally adminis- 
tered progrb~~t~~P~~lh~k~'~'~ a bienefit application form, 
presumably to T;LiX$ tiha%,'wfll or could happen to client 
information. Bs;u'% whht 'help does it offer the client? 
There is no expl'anatory example, only a direction on 
how to pursue information through a system that may be 
hard to understand for someone without a knowledge of 
VA recordkeeping, 

The foregoing are examples of communications of- 
fered the applyiiing client. What happens when a client 
on the rolls is to be informed of some planned use of 
the information about him or her? Adequate notifica- 
tion as prescrib'ed in the Privacy Act is publication 
of the intended use in the Federal Register, a journal 
probably unknown to most clients. 

The VA example illustrates how federal agencies-- 
responding to federal law--seek to inform clients. 
Some state-administered programs, not under the Privacy 
Act, may not be required to provide clients even the 
preceding level of communication. 

Right To See And Challenge Information 

II. Should the client have the right to see informa- 
tion the agency collects; to challenge that in- 
formation's accuracy, completeness, and timeli- 
ness: to have that information corrected if the 
agency agrees; and if the agency disagrees, to 
have adequate administrative and judicial re- 
course? 

This right allows the client to see if information 
the agency has is adequate. Without this right, the 
client may be more vulnerable to benefit denial or re- 
duction based on faulty information--and to this infor- 
mation being shared with others. (Because incorrect 
information may be corrected, exercise of this right 
helps agencies, too--though quality control should not 
depend solely on the client.) 

The 1974 Privacy Act provides this right for rec- 
ords maintained by federal agencies. However, laws 
governing what information the client can see, under 
what conditions, and what challenges and/or alterations 
the client is allowed vary considerably among state and 
privately administered programs. 



Where recognized rights exist, agencies have an 
obligation to clearly comunicate them to the clients. 
In reviewing over 58 program application documents, we 
saw only two insta~nce~~-- in a student aid brochur'e and a 
state AFDC handblook--of the right being spelled out in 
writing. Are clients being advised orally at the time 
of application? If not, how would they know they have 
this right? 

Right To Refute Information 
Affecting Benefit Decisions 

III. Should th,e client have the right to refute any 
benefi"t-'affecting information before the agency 
denies or reduces b'enefits because of that infor- 
mation? 

In some instances information that contradicts 
client-provided information supporting eligibility and 
benefit amounts has been accepted without allowing the 
client to challenge it before benefit reduction or 
denial. Some of this information may be obtained by 
comparing computer files. As a result a client may 
have to file a formal appeal to overturn the agency's 
decision. If the information is refutable, it is in 
the agency's interests as well as the client's to avoid 
a formal appeal, which can be costly and time consum- 
ing. 

Right To Be Free Of 
Intimidation And Harassment 

IV. Should the client have the right to be free of 
intimidation and harassment? 

Applying for benefits-- even those guaranteed by an 
insurance contract-- can be time consuming, fatiguing, 
and anxiety producing. Clients include the old, the 
feeble, persons of limited intelligence or minimal edu- 
cation, and the easily discouraged. An agency might 
intimidate clients by giving the impression that volun- 
tary information was essential information, whose ab- 
sence would delay or prevent an eligibility decision. 
Such a situation occurred in one federally administered 
program, which, in an attempt to obtain voluntary in- 
formation, used consent forms that a federal circuit 
court enjoined as coercive. In another case, a "work- 
fare" program administered by a California county was 
found to harass clients by requesting repeated verifi- 
cation of the same item. 
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What Standards An,d Safeguards 
For Client RiqjhtiJtf; Are Neetded? 

Agencies s~ho~uld'~ex&~ine their programs to deter- 
mine what rights ~?l'ients have and perhaps initiate 
efforts to make ti&&~%~~kers more aware of the client's 
perspective. MdlrscM2r,: those rights should be clearly 
communicated to the clients. In addition, the follow- 
ing questions need tti be addressed if equity is to be 
assured across and within programs. 

--How are client rights defined--legally and 
administratively-- in federal benefit programs? 

--What safeguards--formal and informal--protect 
client rights in federal programs? 

--If standards to define safeguards are needed, 
who should provide and oversee these 
standards--federal government, state govern- 
ment, agencies, private parties, or some combi- 
nation of thes'e? 

--Should these standards apply to all benefit 
recipients, regardless of what level of govern- 
ment funds the program? 

Securing client rights can cost time, money, and 
forbearance (some clients will misuse some rights). 
Protecting these rights, however, is a key issue in 
ensuring that verification is conducted fairly and 
clients receive the correct amount of benefits. 

MEAT CCINSTITUTES ADEQUATE 
DATA SECURITP? 

Clients have concerns about the security of data 
they would prefer to keep confidential but must provide 
agencies to receive benefits. Benefit-providing agen- 
cies obtain additional data in verifying data clients 
provide, and many agencies use and store both types of 
data in computerized systems. A 1983 Louis Harris poll 
showed that 60 percent of the public believe the pri- 
vacy of personal data in computers is not adequately 
safeguarded. 

35 

<,,," ,.I i 



Data Security Defined 

Data security may be defined as the legal, admin- 
istrative, physical, and technological measures to 
safeguard data, from inappropriate destruction, disclo- 
sure, or change # whether accidental OK intentional. 
Both autcmmted and nonautomated data collected and used 
in the eligibility process need to be safeguarded. 
Much concern about adequate safeguards is shifting to 
computerized systems, because more data are being auto- 
mated. 

Once personal data are collected and automated, 
how they are safeguarded is affected by federal and 
state laws; agency policies, personnel, and management 
techniques; and the computer and its physical and tech- 
nological safeguards. The layers of security surround- 
ing personal data are shown in the following chart. 

Figure 7 

LAYERS OF THE DATA SECURslTY ENVIRONMENT 

AGENCY MANAGEMENT 
\\\ 
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Congressional ActiOQs: 
Past And Pre+'ruZc 

The i~&ivacy A& of 1974, the:Tax Reform Act of 
1976 fs the WfI1cf't ~R&liUcztiQ;)fi' Act of 1984 ,~'~~~~and some bene- 
fit program lal9;rs all Jticlude provisions requiring safe- 
guards for data. T~e~l~~~~~l,,,~~ro~oks Act of 1965, the Paperwork 
Reduction Act of 1980, and the Federal Managers" Finan- 
cial Integrity Act of 19182,,,,:;,destablished federal agency 
roles for mamllaging du'tomated systems. Each law was en- 
acted for a spkeffic purpd~se other than improving or 
ensuring data security, although each has data security 
provisions. But, are these provisions comprehensive 
enough to ensure data security throughout federal bene- 
fit prclgraims? Are they too fragmented to ensure ac- 
countability? 

In October l984, the Congress enacted the'(Counter- 
feit~,Access Device and Computer Fraud and Abuse Act of 
1984. This law imposes criminal penalties for certain 
computer-related crimes. Are criminal penalties alone 
an effective deterrent to computerized data security 
violations? 

Are Policy-Making And Oversight 
Adequately Performed? 

Faur federal agencies are responsible for estab- 
lishing administrative requirements for safeguarding 
personal data. They are also to ensure that these re- 
quirements are implemented by the remaining executive 
agencies. 

--OMB, the key policymaking agency, develops 
guidelines and monitors compliance. 

--The General Services Administration issues regu- 
lations relating to physical security of com- 
puterized systems and security requirements in 
purchasing computers. 

--The National Bureau of Standards develops some 
uniform federal security standards for automated 
systems. 

--The Office of Personnel Management develops per- 
sonnel security policies. 



Is a comprehensive approach to safeguarding data 
needed, instead of this shared responsibility? In 
April 1984, a House subcommittee1 recommended that a 
national commission be created to study security is- 
sues * incliuding the vulnerability of co'mputer systems, 
computer crime, the effect of new technologie's on per- 
sonal privacy, and the federal role in protecting per- 
sonal data, 

In our continuing efforts to review automated 
system management, we have stated that OMB's computer 
security guidelines are inadequate. We also concluded 
that OMB should improve its monitoring of agency com- 
pliance with guidelines. 

Are There Manaqement Problems? 

Data security is basically a management problem, 
which requires a management solution. The President's 
Council on Integrity and Efficiency reported that pro- 
gram managers lack knowledge of systems controls. 
Also, according to OMB, managers often think about com- 
puter security only after the security of their systems 
has been breached. 

The cost to protect computerized data may deter 
managers from implementing security measures, if pro- 
tection has to compete with agency goals. However, the 
cost of adequate security should be weighed against the 
cost of inadequate security. If files are accessed and 
altered, the cost to reconstruct them may exceed the 
cost of security improvements. 

Safeguards: Physical And Technoloqical 

Along with sound management of automated systems, 
physical and technological safeguards are needed to 
protect data. Concerns about security weaknesses in 
both automated and nonautomated systems are well- 
founded. A 1983 survey by the HHS Inspector General 
for the President's Council on Integrity and Efficiency 
identified 172 known cases of computer-related fraud 
and abuse in government agencies. Participants in the 
survey believed these cases represented only a small 
portion of actual activities. The vulnerability of 
computers is illustrated by a federal employee's 

'House Committee on Science and Technology, Subcommit- 
tee on Transportation, Aviation, and Materials. 
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success in reactivating computerized cases of deceased 
clients, then r&i'nst,at'fng 'their benefits payable' to 
fictitious names;. 

We have srlso ncte6i failures to: 

--properly stcrre and guard hard copy records, 

--secure or restrict areas where data are main- 
tained, and 

--limit the amount of data disclosed for program 
purposes. 

In addition, we observed that federal monitoring of 
states' compliance with federal safeguarding require- 
ments is inadequate. 

What Needs To Be Done? 

'The vulnerabilities in automated and nonautomated 
s#ystems will probably continue to cause clients, pro- 
gram managers, and others to raise privacy intrusion 
and fraud concerns. In addressing these concerns about 
data security, the following should be explored. 

--Are the existing laws and regulations for 
counteracting these vulnerabilities adequate? 

--Should the current shared responsibility for 
data security continue or should steps be taken 
to centralize this responsibility? 

--Are physical and technological safeguards for 
automated systems adequate? 

--Are managers adequately trained to effectively 
implement safeguards? 

SBOOLD THERE BE A NATIONAL DATA 
PRIVACY AND COEWIDENTIALITY POLICY 
FOR FEDERAL BENEFIT PROGRAMS? 

Federal, state, and local governments--and some 
private entities acting for public agencies--collect, 
use, and share data on millions of benefit program 
clients. However, government policies and procedures 
to protect privacy and data confidentiality are not 
uniform, and oversight responsibility is unclear, frag- 
mented, or nonexistent. 
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Benefit programs directly adminis'tered by federal 
agencies are sub'jiect to safeguards of the Privacy Act 
of 1974. The act, however, generally does not cover 
federally funded programs administered by state and 
local agencies or private entities. Other federal or 
state laws may provide some protection. Moreover, 
where the Privacy Act does apply, the effectiveness of 
its implementation and oversight has been questioned. 

Most other federal privacy-related laws are narrow 
in scope. For example, the Tax Reform Act of 1976 
deals with privacy and confidentiality of federal tax 
return information. The Family Educational Rights and 
Privacy Act of 1974 covers student school records. 

Privacy Commission Findings 
On Welfare Record Keeping 

In its study of selected nonfederally administered 
welfare programs, the Privacy Protection Study Commis- 
sion said that, though the Privacy Act did not apply, 
states accepting federal funds had to adhere to federal 
program standards aimed at protecting individuals.2 

However, federal constraints on states' record- 
keeping activities have varied over time and among 
programs. When federal law was silent, states estab- 
lished their own record-keeping policies and practices. 
Existing federal regulation represented minimum re- 
quirements to be met or surpassed in state statutes, 
regulations, or plans. As a result, welfare record 
keeping reflected 

II 

Fidiril 
a medley of practices prescribed by 

statutes and regulations in some 
areas, by State laws in others, by a combina- 
tion of the two, or, in some cases, by no 
formal policy at a11."3 

2Privacy Protection Study Commission, Personal Privacy 
in an Information Society (Washington: GPO, 19771, 
pp. 445-486. 

3Personal Privacy, p. 452. 
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The Comx&sIsi;gn,! 'WI F&era1 Pape-rwork, in its report 
on priv'a'cy and ao@fi8en,ti,ality, fo#und: 

--Fed8eraJL lI#qwle8 ,treating confidentiality and dis- 
c310sIIwmre~lolf 8knformatBion were inconsistent, and 
co'n~fusipg I Uniform federal standards did not 
exist.' 

--Information management practices of federal 
agencies which deal with confidentiality and 
dat'a Id'iscldwolIlsur 

t 
were inconsistent and, at times, 

c~ntr&dicto'ry* 

Possible Effeclts ,Gf No't 
Having A Natio~~nal PoLicx 

According to the Privacy Study Commission, the 
lack of a national privacy and confidentiality policy 
for federally and state-administered benefit programs 
allows: 

--Unfair record-keeping practices. 

--Records disclosure policies that are inconsist- 
ent from program to program and that often con- 
fuse program administrators, as well as program 
clients, and may create unnecessary administra- 
tive costs. 

--Problems in exchanging information among and 
within agencies and limits on the range of per- 
missible disclosures of program records. 

--Total lack of protection for clients' privacy 
interests because information flows between 
federally and nonfederally assisted programs 
are subject to no coherent policy. 

- 

4Commission on Federal Paperwork, Confidentiality and 
Privacy, and Final Summary Report (Washington: GPO, 
1977). 
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Both Commissions And Recent Congressional 
Hearings Found Bxia8ting Oversight We'zLk 

The Privacy Study Commission found federal o'ver- 
sight of state record-keeping practices weak, e~?ren 
where requirements were clear. Some federal agencies, 
it conclu&d, J&ked resources to adequately monitor 
state practices, so that a state could ignorle o'r cir- 
cumvent federal' regulations with impunity. The 'Paper- 
work Commission found inadequate compliance machinery 
for enforcing federal information laws, including the 
Privacy Act. 

Congressional hearings in June 1983 found (1) 
OMB's Privacy Act oversight efforts were deficient, 
(2) better government-wide privacy oversight was 
needed, and (3) better representation of privacy 
interests in government decision making was needed.5 

As a result of tho'se hearings, we are studying the 
effectiveness of Privacy Act operations at selected 
federal. agencies. 

Privacy Commission Recommendations 

The Privacy Study Commission argued for establish- 
ing a comprehensive and generally applicable record- 
keeping policy to guide programs at all levels. The 
Commission believed such a policy would have to be en- 
acted by the Congress, spelled out in federal regula- 
tions, and overseen by federal agencies. 

This notwithstanding, the Commission strongly rec- 
ommended against extending the Privacy Act to other 
than federal government agencies, pointing out, among 
other reasons, that: 

II While the Commission recognizes that 
g&irAment intervention in some areas of 
recordkeeping may not be avoidable, it 
strongly believes that the safeguards for 
personal privacy it seeks to establish and 

5House Committee on Government Operations, Subcommittee 
on Government Information, Justice, and Agriculture. 
Oversight of the Privacy Act of 1974. Hearings. 98th 
Cong., 1st sess. (Washington: GPO, 1983). 
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preserve require and, in fact, demand that 
such intg ni~ent,ionbe 

B 
limited and con- 

trolled,?,,, 

In lieu of axleending the Privacy Act, the Commis- 
sion recommend$d tihgt theCongress enact a law requir- 
ing each state F,laas 494 cwbdftion of receiving federal 
financial alrsskotance for welfare programs, to enact a 
fair information practice,s law applicable to records of 
such program& clients. 

Paperw0rk Cesmspissipn Recammendations 

The Paperwork Commission recommended 

--comprehens~ive revision of the Privacy Act's non- 
disclosure provisions, to replace and consoli- 
date existing confidentiality provisions in 
specific prosgram legislation; 

--extension of the Privacy Act to certain programs 
and activities receiving federal financial as- 
sistance, including welfare, health, and educa- 
tion programs administered by state or local 
agencies or private organizations; and 

--establishment of a new federal executive branch 
agency to monitor and oversee compliance with 
federal confidentiality and disclosur'e laws, 
including the Privacy Act and the Freedom of 
Information Act.#, ,S' 

The Basic Issue Rema'& Unsettled 

Thus, while these two commissions agreed on the 
problem, they disagreed on solutions, particularly re- 
garding extension of Privacy Act coverage. To date no 
comprehensive federal privacy and confidentiality pol- 
icy and oversight legislation has been enacted. To 
fill the void, states have enacted numerous laws, most 
narrow in scope.7 The issue of a national data pri- 
vacy and confidentiality policy for federal benefit 
programs remains unsettled. We believe that any 
further study should seek answers to the following: 

fiPersona1 Privacy, p. 498. 

7See, for example, Compilation of State and Federal 
Privacy Laws, 1981 edition, by Robert Ellis Smith 
(Privacy Journal, 1981). 
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--Should a national. privacy and confidentiality 
policy ble cs'tablished for all federally funded 
benefit programs at all levels of government? 

--Should the' Privacy Act be extended to state- 
&!!hhl3kSte~~d, federally funded benefit programs? 

--What effect would a national policy have on 
eligibility verification in benefit programs? 

--What minimum protection should a national policy 
incllude? 

--How would a national policy affect state rights? 

--What would it cost to establish and implement a 
national policy? 

--Who would or should be responsible for imple- 
menting a national policy? 

--How much oversight would be necessary? 

--Who should provide oversight? 

Answers to these questions and those raised in 
preceding issues should help the Congress and others 
achieve that delicate balance between eligibility 
verification'and privacy protection in federal benefit 
programs. 
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In looking at eligibility verification and privacy 
issues, a cascrelEul balance needs to be struck betwe'sn 
protecting privacy rights and meeting program require- 
ments for verifying data on which eligibility decisions 
are made. Laws alone cannot achieve this balance. No 
law or group of laws can solve all the problems of pri- 
vacy protection while ensuring that eligibility infor- 
mation is pro8perly verified. Rather, the balance is 
brought ab'out by the people who implement or are af- 
fected by these laws ---through their understanding and 
knowledge of what privacy is and of what must be given 
up or protected in ensuring the proper awarding of 
benefits. 

Policies adopted to protect privacy or improve 
verification must be viewed in terms of their impact on 
both goals or they can work contrary to their intended 
purpose. For example, if to verify key information 
caseworkers mus't access numerous data sources or con- 
duct home visits, because reliable centralized data are 
not available or cannot be accessed, the risks of in- 
fringing on individual privacy rights may be increased. 
Centralizing data to ease access, however, is not with- 
out both privacy and verification problems. How safe- 
guards can be designed to preclude inappropriate 
access, and how data can be kept accurate and current, 
are two obvious problems that surface. 

MB0 SHOULD ADDREXJS THE ISSUES? 

We believe that the Congress, OMB, and the fed- 
eral, state, and local agencies administering the pro- 
grams need to investigate further ways to improve eli- 
gibility verification and privacy protection in federal 
benefit programs. 

While we believe that the Congress, OMB, and pro- 
gram managers should all play a role in addressing each 
of the 13 issues we have identified, 7 of the issues 
pose predominantly policy-oriented questions needing 
decisions by the Congress and/or OMB. These are: 
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--What is the proper role of computer matching? 
P* 101 

--What should the policy be on computerized front- 
end verif'ioation? (p. 13) 

--To what extent should data be centralized? 
(P. 241 

--To what extent should data be linked? (PO 26) 

--What shomuld be the policy on using social secu- 
rity numblers? (EL 29) 

--What rights should clients have and how should 
they be safeguarded? (P. 321 

--Would there be a national data privacy and con- 
fidentiality policy? (P* 39) 

The other 6 issues are predominantly operationally 
oriented, and although the Congress and OFI5 need to be 
involved in addressing them, these issues should re- 
ceive immediate consideration by program managers. 
These are: 

--Uniform verification procedures: Possible or 
not? (p. 5) 

--What should be the criteria for selecting veri- 
fication techniques? (P. 8) 

--Error-prone profiles: How good? (I?* 15) 

--Which programs should have a quality control 
system? (p. 18) 

--Are the right data available and used? (P. 22) 

--What constitutes adequate data security? 
(PO 35) 

This report can aid in addressing both types of 
issues, as the following three suggested uses 
illustrate. 
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Prosgram manager@ c&uld overlay the report on their 
operations to' determine which issues apply to their 
programs and take or sug'gest appropriate action. For 
example, where eligibility factors are defined the same 
way among programs, agencies could coordinate their 
verificatkomn efforts to avoid duplication. Also, pro- 
gram managers could assess the quality of data now used 
in verification as well as potential alternative data 
sources to make sure the b'est data available are used. 
Moreover, they should consider requesting authority to 
obtain reliable data from sources they currently cannot 
access. 

OMB could use the report, first, to gauge where 
various programs are in reference to the issues dis- 
cussed and, second, to allow sharing of commonly bene- 
ficial knowledge among federally funded benefit pro- 
grams. For example, OMB could take the lead in 
government-wide studies of the use of error-prone 
profiles and of what privacy protection rights clients 
currently have, what rights they should uniformly have 
among programs, and what actions-- including proposing 
or promoting federal or state legislation--may be 
needed to secure those rights for all clients. 

WHAT CAN THE COJ!GRESS Do3 

The Congress could refer to the report whenever it 
changes laws in ways that might affect eligibility 
verification and/or privacy protection in federal bene- 
fit programs. The report could also be used as a 
starting point from which further debate in the form of 
hearings, panels, or less formal research might pro- 
ceed. For example, the Congress could reexamine cur- 
rent government policies and practices regarding the 
use of the SSN and ultimately resolve the overriding 
issue of the SSN’s status as a national identifier. 
The Congress could also consider whether further study 
should be made of the need for national data privacy 
and confidentiality policy to adequately protect the 
privacy rights of all federal benefit program clients. 

The chart on the following page provides more 
detail on examples of potential responses to each of 
the 13 issues. 



ISBUE --a OaraClXJUh xaa6&48-m 
ct4m.m Legislate changes to make Aid in sieplifying verification Coordinate verification 
vlElxlmcKTIohl eligibility factars more across pr~rams. across progrsnms. 

uniform and allav pcgrams to 
verify ts&ms in the sam way. 

T?EIaFImm Continue hesrtngs to decide Develop criteria, which include Evaluate benefits of 
whmther to sLu&Tprt, mandate, privacy conaideratione, for techniques being us&. 

-m or ptiibit various techniques. determining when a technique 
shouldbe used. 

Mandate? more oversight and 
control of feduraL and state 
-tar matching. 

Strengthen its oversight of 
Mnputer matching. 

Follow applicable guide- 
lines, observe due process 
rights, and conduct only 
necessary matches. 

ConSideK whether front-end Expand its efforts to evaluate 
verification should be 

Identify opportunities for 
vTa?IFImm the technique's effectiveness. front-end verification 

legislative policy. and evaluate its effec- 
tiveness when used. 

lERlxm?m Continue inquiries as to Determine if profiling is being 
whether profiling is being 

Determine if they are 
PKmIEs properly used and whether it 

ccnducted pro~zrly and should be used more. 
using profiling prcperly 

should be institutionalized 
or if they should use it 
more. 

acroaaproqrams. 

Require quality control systems 
in all benefit programs. 

Encourage or require more Establish quality control 
extensive use of quality control systems through the regu- 
system5. latory prooess. 

IlkIm Consider granting wider access to Identify umt data needs across 
M'zuImILITY reetricted data and authorizing new 

Examine quality of data 

data bases where warranted. 
programs, considering privacy used, identify other 
irrgplications. Encourage use of sources if necessary, and 
data already available and assist attempt to access them. 
agencies' attfmq-&s to access data. 

- .- 
&WA Review existing and proposed cen- 
(xz?muImm tralization to help balance veri- 

Review existing and proposed cen- 1 Determine whether existing 
tralization to help balance 

fication needs and privacy protec 
and propcsed centralization 

tion. 
verification needs and privacy will benefit their programs 
protection. (without undue privacy in- 

trusions) and identify 
alternatives. 

Review existing aMi prom data 
base links to help balance verifi- 

Review existing and proposed data Determine whether existing 

cation needs and privacy protec- 
base links to help balance veri- andprweeddatabaae 

tion. 
fication needs and privacy protec- links are necessary and 
tion. privacy is being protected. 

Resolve the status of the SSN as a 
national identifier and its use as 

Identify programs that would 
benefit fran use of the SSN and 

If SSNs are used, in'prove 

a condition of eligibility in 
their accuracy. If SSNa are 

benefit programs. 
aid in efforts to inprove the not used, determine whether 
accuracy of the numbers. their programs need them. 

Consider establishing uniform 
client rights across federal 

Lead examination of client rights Examine current client 

benefit programs. 
in federal benefit prcgrmns and rights and increase agency 
suggest standards. and client awareness of 

these rights. 

Continue to examine the adequacy of 
the existing federal/state security 

Emphasize to agency managers Assess existing safeguards 
the iwtance of safeguarding over client data. Increase 

framework. data and strengthen its guide awarenese of the need for 
lines. security. 

Consider the need for legislation 
to Uniformly protect privacy rights 

Review privacy protection across Review privacy protection 

in all benefit programs whether 
programs and identify gaps which in their programs and take 

actninistared at the federal or 
could be remedied administratively. appropriate action. 

state level. 
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Putting it in f#lfghtly different terms: We see 
this report a 
instances, f 

Fai&$ng,ggwcific questions and, in some 
pti $in, 

1 
'kokard possible answers. But the 

report's la$Qeti vj~g~ is@ may lie in highlighting for 
decision maJA(ssr6 tbe'need to explore and resolve 
important inj;'su@& 8uFrownding two often competing 
interests --eligibility verification and privacy--in 
benefit programa that affect the lives of nearly all 
Americans and account fcrr nearly half the federal 
budget. 



APPENDIX I APPE'NDIX I 

Access 

Benefit programs 

Clients 

Computer matching 

Computer security 

Confidentiality 

2 

GLOSSAFCY 

The ability and the means neces- 
sary to retrieve data, communi- 
cate with (i.e., provide input to 
or receive output from}, or 
otherwise make use of information 
in a computer system. 

Programs funded and administered 
by or through the government, 
providing cash or in-kind 
payments to clients who meet 
program eligibility requirements. 
The programs in this report are 
either needs based or insurance 
based, as defined below. 

Applicants and recipients of the 
programs discussed. 

The computerized comparison of 
two or more automated systems of 
records to identify information 
about individuals common to two 
or more of the record systems. A 
program control tool used to 
identify inaccurate information 
which results in erroneous pay- 
ments being made by benefit- 
paying agencies. 

The technological safeguards and 
managerial procedures that can be 
applied to computer hardware, 
programs, and data to protect 
computerized information from un- 
authorized disclosure, altera- 
tion, or destruction. 

The status accorded to private 
data and the degree of protection 
that must be provided for such 
data. Data confidentiality 
applies not only to data about 
individuals but to any proprie- 
tary or sensitive data that must 
be treated in confidence. 
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APPENDIX I APPENDIX I 

Cost benefit The comparison of the monetary 
value of the benefits of an 
effort with the dolllar costs of 
that effort. 

Cost effectiveness The comparison of the cost of a 
method to achieve a given objec- 
tive (such as verification) with 
all of the benefits from using 
that method, even though some of 
the benefits may not be Msily 
expressed in monetary terms'. 

Data security 

Due process 

The mechanisms and techniques 
that protect data against acci- 
dental or deliberate modifica- 
tion, destruction, or disclosure. 

The principle that decisions on 
rights or benefits should be 
neither arbitrary nor capricious 
and the procedures by which the 
individual is informed of the in- 
formation government uses to de- 
termine his or her obligations or 
benefits and under which the in- 
dividual has a way to challenge 
information when the government 
takes action that affects him or 
her. 

Eligibility verification 

Error-prone profile 

The process of determining 
whether client information is 
sufficiently accurate, complete, 
understandable, and timely to 
prove the client qualifies for 
program benefits. 

An analysis that depicts charac- 
teristics of applicants that are 
most likely to provide inaccurate 
information, resulting in erro- 
neous payments. 

Front-end verification The process of determining 
whether a client is eligible for 
benefits before any form of bene- 
fit payment is made. 
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APPENDIX I APPENDIX I 

Insurance-based programs Those programs where benefits are 
based on contributions by or on 
behalf of the clients and are 
paid to the clients, their 
spouses and/or dependents, or 
their survivors. Under this 
definition we have included non- 
needs-based programs where en- 
titlement is based on military 
service. 

Needs-based programs 

Privacy 

Quality control 

Routine use 

Those programs where benefits are 
not based on contributions by or 
on behalf of the clients, but are 
decided by a needs standard set 
by federal and/or state govern- 
ments. 

The degree to which an individual 
can decide whether, when, and to 
whom personal information is 
shared or released; can control 
when, and under what circum- 
stances, others can enter his or 
her physical environment, such as 
the home; and can preserve an 
inner sense of autonomy even when 
information must be provided or 
intrusions into physical space 
must be allowed. 

A management tool to ensure the 
proper and correct expenditure of 
public funds, through locating 
unacceptable performance and in- 
effective policies and taking 
corrective action on them. 

As provided in the Privacy Act of 
1974, the use or disclosure of 
information about an individual 
for a purpose that is compatible 
with the purpose for which the 
information was originally col- 
lected. 



*AFDc - Adoption A2aYismce 
- Family Group 
- Foster Care 
- Unemployed Parent 

Earned 1nccmeCredi.t 
Emergency Assistance - Needy 
General Assistance - Itiians 

Cash Progrms 

APPBN;DIX II 

Refugee Assistance - state 
administered 

*ssI - Aged 
- Blind 
- Disabled 

VA - Dependency and Indemnity 
Compensation (Parents) 

% - Pension (all) 

E&cation Programs 

Bilingual E&cation 
Bilingual Wlucation (Vocational 

Training) 
Centers far Independent Living 
Chapter One Migrant Education 
College Assistance Migrant Programs 
College Work Study 
Education for Handicapped Children 
Guaranteed Student Lo;an 
E3andicapped Preschool& Schml Programs 
Headstart 
Health Careers @portunity 
Health Professionals Schools for 

Migrant High School Equivalency 
Program 

National Defense Student man 
*Pell Grant 
Programs for Students from 

Disadvantage Backgrounds (TRIO 
Programs) 

Rehabilitation Services - Basic 
Support 

Pehabilitation Services - Special 
Projects 

State Student-Incentive Grant 
Supplemental Education qpportunity 

Grant 
Vocational Education - Work Study 

Indians 
Indian Education - School Assistance 
Indian Higher Education 

Food Progrm 

Child Care Fcod Nutrition Assistance for Puerto Rico 
Cmtmlity Su@amental Food Nutrition for Elderly 
E&2qmzyIm.ns @&culture) School Breakfast 
Food Distribution - Needy School lunch 

Families Special Food - Wmen/Infants 
"Foad stimqp Special Milk - Free 
Idian Reservations (Food Stamp) Sumner Food - Children 

*Program inclclded in G&,0's study and briefly described in appendix III. 

11~s not include block grant programs because of the discretionary nature 
of such programs. 
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APPENDIX II APPEWDIX II 

Rousing Programs 

Congregate Rousing Services 
Farm L&xx musing Umn,&rant 
Ham Ownership Assistance 
musing for Elderly or 

Randicappsd 
Indian JBusing Iqqrwement 
Interest Reduction Payments 

*Umer Inccme Hmsing Assistance 
Low-Rent Public Bxxsing 
Mortgage Insurance - Uw Inccme 

Mortgage Insurance - Market Rate 
Rehhilitation Doam 
Rent Sup&?ments 
Rural F&wing Lmns 
Rural Bxsing Repair Iaar@rant 
Rural Rousing Site Ioans 
Rural Rental Assistance 

Payments 
Rural Rental Rousing Uxms 
Rural Self-Relp Technical 

Assistance 

LaborPrograms 

Errrployment Services 
~loyment and Training Assistance - 

Dislocated Workers 
Job Corps 
Migrant and Seasonal Fam Worker 
Senior Commnity Service hp?loyment 
Sumner Youth Employment 
Trade Adjustment Assistance - Workers 
Veterans Employment 

Medical Programs 

Comriunity Health Centers 
Indian Health Services - General 

*Medicaid 
Medical Assistance to sfugees 
Migrant Health Centers 

Service Proqrams 

Child Welfare Services 
Entrant Assistance - Cuban/Haitian 
Indian Child Welfare 
Indian Employment Assistance 
Indian Social Services - Child Welfare 
Iegal Services 
Social Services for Refugees 

*See note, p. 53. 

Special Program for Aging 
Special Program for Aging 

Energy Programs 

Weatherization Assistance 

Indians 



APPENDIX IL APPENDIX IL 

Air Force 

Disability 
Retiremnt 
Survivors 

Disability 
Retirement 
Survivors 

Department of Labor 

Black Lung 
Federal Employees 

Coiqxnsation 
Federal Une@oymnt 

Ccmpensation 
Servicemen's Unemploy- 

ment Cmpensation 
*State Uner@oyment 

mnsation 

Federal Civil Service 

Marines 

Disability 
Retirement 
Survivors 

Disability 
Retirement 
Survivors 

Railroad 

Disability 
Retirement 
Sickness 
Survivors 
Unemployment Compensation 

Social Security Administration 

Black lung 
*Disability 
*Retirement 
*Survivors 

*Disability 
*Retirement 
*Survivors 

Veterans Administration 

Adjusted Service & Dependency Pay 
Burial E@ense Allowance 
Burial Plot Allowance 
Clothing Allowance (Disabled) 

*Disability GQnpensation 
Dependency and Indemnity 

Canpensation (Spouse/Children) 
Education - Veterans/Military 
Educaticm - Wives/Children 
Flag to Drape Coffin 
Grants - Autos and Equipment for 

Disabled 

Grants - Specially Adapted Housing 
Headstone or Grave Maker 
Invalid Lifts and Other Devices 
Mortgage Life Insurance 

(Adapted Housing) 
Special Allowance for Dependents 
Special Benefits for Certain Retired 
Special Pension for Medal of Honor 
Vocational Rehabilitation 

*See note, p. 53. 
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APPEMDIX XI 

Medical I?rogrm 

@%+&arlti Care Financing Administration 

*Md icare -IIwqxi.tal 
*E+ladic~e - SuErplmntary MYedical 

DepartmentofLabr 

Black Lung-Medical 

Veterans Administration 

VA Hospital and Medical Benefits 
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APPENDIX III 

ktthWl2atiOIl: Social Security Act, Title IV-A Program AdminIstratIon: State 
Federal Funding: About 55% 

To make cash payments 
directly to eligible needy 
families with dependent child- 
ren to cover costs for food, 
shelter, clothing, and other 
items of dally I iving recog’ 
nized as necessary by each 
state’ s program l 

Who Is El Igible To Apply Responsible Organiratlons 

Needy fami I ies with dependent 
children under 18 deprived 
of parental support or care 
because: 

--Fathers are continuously 
absent from the home, 
incapacitated, deceased, 
or unemployed. 

--Mothers are incapacitated, 
deceased, absent, or un- 
emp I eyed. 

Department of Health and 
Human Services 

Social Security Admlnls- 
trat ion 

State and Jocal welfare 
agent i es 

MhCX-lZ8tIOll: The Food Stamp Act of 1964 Progr8311 Adainistratlon: State 
Federal Fundlng: 100% 

Profn-sl Pwuose 

To Improve the diets of 
low inccnne households by sup- 
plementlng their food buying 
abllliy. Recipients receive 
monthly al lotments of stgmps 
based on their 1 ncome and 
h’ousehold size. 

l#ho Is Eligible To Apply Responsible Organlmtions 

Households may participate Department of Agriculture 
If they are found by local Food and Nutrition Service 
welfare officials to be in State and locat welfare 
need of food assistance. agencies 
Eligibility is based on income 
level, family size, and level 
of resources. 
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APPBNDLX XII AlmmDIX III 

AuttWJl-iZstl~: United States Housing Act of 1937, Frogran Mministr~icm: Federal/Private 
Section 8 

Ropm PVpQse 

To aid lower Income families 
in obtaining decent, safe, 

land sanitary housing in prl- 
‘vate accommodations and to 
promote economlcally mixed 
existing, newly constructed, 
and substant 1 a I I y and moder- 
ately rehabi I itated housing. 

Mb IIS Eligible To &ply 

Very low income famllies-- 
those with income less than 
50% of madi an 1 ncome for 
area; lower income familles-- 
Income less than 80% of mediar 
i nccme for area ( i ncoms are 
adjusted for family size); or 
a low or very low income 
single person. At ieast 901 
of the fami I les assisted 
should be very low income. 

4. 

AMtha12atiOn: Social Security Act, T I, 

PrQargn Pin-Rose 

To provide financial assis- 
tance to states for payments 
of medical assistance on be- 
half of cash assistance 
recipients and, in certain 
states, on behalf of other 
medically needy who, except 
for income and resources, 
would be eligible to receive 
cash ass i stance. 

I 

WDICAID PRaGRAH 

Depst+&~@ ‘of ~klou~s.1 nmg and 
Urb 631~ Deve I opment 

Publ iie h~o~uslng authorities 
Private orga~nrzations 

I 
tie XIX Progran Mni ni stration: State 

Federal Funding: 50% - 77.4% 

Mho Is Eligible to Apply 

Needy persons who are over 
65, blind, disabled, or 
members of fami I ies with 
dependent children, or, in 
some states, persons under 21 
years of age, may appl ye 
Ellgibiiity is determined by 
the state, in accordance with 
federal regulation. 

I 
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Bktsponsibls Drgmizatims 

Department of Health and 
Human Serv I ces 

Health Care Financfng 
Administration 

State and local welfare 
agencies 
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;: APPENDIX III APJ?rnDIX XIX 

Mh#i2d-IOft: Higher Educ& ion kmendnnsnts of 1972 Progra MRlniskratlcm: State/Private 
Federal Funding: 100% 

Progran PWpoae 

To provide flnanclal assls- 
tance for educational costs 
to undergraduate studtents 
(attending an eligible post- 
secondary i nstitutlon) who 
demonstrate financial need. 
Grants range from $200 to 
$1,800 and are based on 
financial need and costs of 
attending the lnstltutlo~n 
chosen. The Pel I grant, 
together with family 
contrlbutlons, provides the 
foundation of student assls- 
tance upon which all other 
financtal aid Is built. 

Mb Is Eligible To Apply 

Any undergraduate student 
who attends an eligible 
school may apply If he or she 
Is a U.S. citizen Cc+- an 
ellglble noncltizen), is en- 
rol led at least half-time in 
schoo I , Is registered for the 
draft (if a male student), 
can demonstrate sufficient 
financial need, and does not 
owe the government a Peli 
grant refund or has not de- 
faulted on a student loan. 
In addition, Fell grant re- 
cipients must maintain sat- 
isfactory progress throughout 
the year to remain eligible. 

Department of Education 
Public and prtvate 

schools 

6. SWF%J%%TK !SECURl~ INCOEE PiUSRAM 
CAgad, Blind, and Disabled) 

9ooPzir*PIII=r=~I*==================~= 

httW12~iOn: Social Security Act, Title XVI Pr-ograa Mplnlslration: Federal/State 
Federal Funding: 46% - 100%’ 

F4-ogran Pupwe Ulm Is Ellglble To Apply Responsible OrgmIzatWns 

To Insure a federal minimum 
income standard for needy 
aged, blind, and disabled per- 
sons. This Is achieved by 
paying a monthly cash supple- 
ment from general revenues 
when their other cash benefits 
plus other countable income are 
below a federal minimum income 
standard, or when they have 
no other Income. 

1 States supplement this program. 

The eligIbllity of an ap- 
pl tcant who has attal ned age 
65, or who Is blind or dls- 
abled, is determined on the 
basis of a monthly assessment 
of the lndividualts income and 
resources. 
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AIthorlzstian: 38 U.S.C. 511, 5182, 521 WOgran MRlinIsh-~l~c~~ Federal 

-0 assist needy wartime 
fetersns whose non-service- 
:onnected dlsabl I itles are 
jermanent and total , prevent- 
ing them from pursutng a sub- 
itantial ly galnful occupatio’n 

Federal 

Nh Is Eliglbie To Appty 

Those veterans who have had 
90 days or more of honorable 
active wartime service in the 
armed forces or, Tf less than 
90 days of service, were re- 
lea,sed or discharged from sucl 
service because of a servlce- 
connected disability, who are 
permanently and totally dis- 
ab led for reasons not neces- 
sarliy du’e to service, or who 
are age 65 or older and not 
employed. Income and estate 
restrictions do not allow 
pension payments to some. 

8. FlX%lW CIVIL Si%V~~--RETI- F’R&8& 
=P=LI=PD=SfePLJEID=P=============--======= 

htlmrlzation: 5 U.S.C. 8331 

Rogran Purpose 

To provide annuities to 
federal employees who are 
eligible to retire under 
Immediate, optional, and 
deferred ret i remant. 

leteralns Administration 
>epartment of Veterans 

Benefits 

Progran Mnlnistratian: Federal 
Federal Funding: 100% 

Nkt Is Eligible To Apply Responsible Organimtlons 

Federal employees with a 
mintmum of 5 years of cTv1 I- 
ian service. In addition, 
except for retirement because 
of total disabi Iity, an em- 
ployee must have been subjec 
to the ret I rement I aw for at 
least 1 out of the last 2 
years before the separation 
on which retirement is based’ 

Office of Personnel 
Management 

2Although we show federal funding for insurance programs to be up to loo%, benefits are paid 
from contributions by or on behalf of beneficiaries, in some cases through federally estab- 
lished trust funds, such as social security or state unemployment compensation. 

3 The federal Civil Service programs are sometimes considered components of a single program; 
however, we considered them as Individual programs. 
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krthorlz~ion: 5 U.S.G. 8341 Prosya kcyl~inlstratlon: Federal 
FePderaI Funding: 100% 

To provide an annwlty, pay- 
able from the civi I service 
retirement and dlsablI1ty 
fund, to survlvas dssIgn&sd 
by the federal employee. 

Wm l,e; Ell~lble To Apply 

Ellglble survivors include 
spouses, unmarried children 
under 18 (0~ over if incapable 
of self-support prior to age 
I&), end children between the 
qles of 18 - 22 if enrolled 
ful I time in school. 

hthorlzatlon: 5 U.S.C. 8337 

Rograln Purposs 

To provide ccmpensatlon to 
eligible federal employees w 
are unable to perform useful 
and efficient work In the 
grade or class of position 
last occupied, due to dis- 
abi I Ity or InJury. 

Rogrrrn Mrrlnistratlon: Federal 
Federal Funding: 100% 

Mbo Is EItgfble To Apply Respcmslble Qrganizatlons 

To be ellglble, employees 
must complete 5 years of 
creditable service under the 
civil servtce system and have 
becorns disabled because of 
disease or Injury which im- 
pairs the abi I Ity to perform 
at current grade level. 
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Mhu-lrgtlon: Social Security Act, Title XVf It Program Mnlnls%mrtlal: Fetderal 
Fedm-al Funding: 100% 

To provide hospital Insur- 
once protection foe covered 
W-VI ces to persons agle 65 alnd 
shove, to certain disabled 
Wsons, and to individuals 
rith chronic kldn’ey disease. 

yho Is Eligibl’tb To Apply 

Persons age 65 or over and 
quailfled disabled persons+ 
Persons 65 or over who are not 
eligtble for cash social se- 
curity benefits need some work 
credit to qualify for bene- 
fits; the amount of work cred- 
it depends on age. Persons 
under 65 who have been enti- 
tled for at least 24 months to 
social security disabi I ity 
benef its OF for 29 consecutive 
months to rai lroad retirement 
eased on disability are eligi- 
ale, as are most persons in 
need of a kidney transplant OF 

-enal dialysis due,to chronic 
tidney disease. 

lepartmant of Health 
a’nd Human Services 

lealth Care Financing 
Administratlo~n 

bntracted c I alms pay 
agents 

&thWlZ8TtIOn: Social Security Act, Title XVIII Rogrm Mministratlon: Federal 
Federal Fundfng: Up to 100% 

Progrm Purpose 

To provide rnedlcal insurance 
protection for covered servi- 
ces to persons 65 and over, tc 
certain disabled persons, and 
to individuals with chronic 
Fenal disease, who elect this 
cover age. 

t 

Who Is Eligible To Apply 

Persons age 65 or over who 
qualify for Medicare’s hospi- 
tal benefits may voluntart ly 
enroll for this supplement. 
The enrollee must pay a 
monthly premium which became 
$16.90 as of January 1, 1985. 
Some states may pay the 
the premium on behalf of 
qualifying Tndlviduals also 
eligible for Medicaid. 

Responsible Orgmizatlons 

Department of Health and 
Human Services 

Health Care Financing 
Admlnistration 

Contracted cl aims paying 
agents 

I 
4These two Medicare programs are sometImes considered as components of a single program; however, 

we considered them as individual programs. 
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-0 rep1 ace part of the earn- 
ngs lost because of retire- 
rent. 

Wba lo. El~iglble Ta Apply 

&en~eflts a,re paId to retired 
workers age 62 and over, 
who have worked the required 
number of years under social 
security, and to certain de- 
pendents. If an ellglble 
worker age 42 or over applies 
before age 65, the individual 
recslves permanently reduced 
benef Its. Eligible depend- 
ents include a spouse age 62 
or over: a spouse at any age 
if cartng for an eligible 
dependent chi Id; and unmarried 
children or grandchildren who 
are under age 18, full-time 
elementary or secondary 
students under age 19, ful I- 
time postsecondary students 
under age 22 (Ineligible after 
by 1985), or age 18 or over 
if disabled and disability 
vegan before age 22. 

department of Health and 
Human Serv I CBS 

iocial Security hdmtnls- 
tration 

5The Social Security programs are sometimes considered components of a single program; however, we 
considered them as individual programs. 
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ikrtboriaa#tlon: Soci&yI Sacu,rity Act, Title II Pt-og~a MnEnIs~&lon: Federal 
Federal Funding: l,QM 

To replace part of the earn- 
ings lost because of the 
tntitled worker’s or retiree’s 
leath. 

Mho Is El iglble To Apply 

Beneflts are payable to the 
following: widows or widower5 
age 60 or over; surviving 
divorced spouses age 60 or 
over (marr Ied to deceased 
worker at least 10 yrs.1; dis- 
abled widows or widowers ages 

.50 to 59; widows, widowers, 
an#d divorced spouses under age 
60 who have minor or disabted 
children under their care; 
qualifying unmarried children 
or grandchildren (see discus- 
slon on p* 63); and dependent 
parents age 62 or over. 

bepartnrmernt of Health and 
Hulman Set-v t ces 

iocial Security Adminis- 
tration 

15. SOCIAL SGURlTY-DIMBILITY lNSUtWCE pRoGRIu4. 
===IPSEIPIPtf=-----POIOIrPfI-I-I=01PIPIE------ ---es ------ 

MhorI2~iOtl: Social Security Act, Title II Brogrun A&8inistrafion: FederaI/State 
Federa I Funding : 100% 

Rogra Purposs Nbo Is Eligible To Apply 

To replace part of the coverec 
worker I s earn I ngs t ost becaus 
of a physlcal or mental im- 
palrment severe enough to pre- 
vent that person from workfng. 

Under the definition of dis- 
abi Ill-y in the Social Secu- 
rity Act, disabi I ity benefits 
are provided to a covered 
worker who f s unable to engage 
in any substantial gainful 
activity by reason of a medi- 
cally determinable physical or 
mental impaIrmerIt that has 
I asted or is expected to tast 
at least 12 months or is ex- 
pected to result in death. 
Benefits are also paid to 
qualifying widows, widowers, 

survf vi ng d I vorced spouses, 

and dependent children or 
grandchildren. 
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Department of Health and 
Human Set-vi ces 

jocial Security Admtnts- 
trat Ion 

State disabl I ity- 
determining agencies 

itate vocational reha- 
bi I ltation agencies 
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Frqy”ar Purpose 

To provide temporary and 
partial wage rep1 acement to 
lnvoluntari ly unemployed 
workers who were recently 
employed; to help stablllae 
the r&Ion’s economy during 
recesslons. f 

yho Is El tgible To Apply @wipcmsible OrganImticms 

Al I workers whose employers 
contribute to or make payments 
In Ileu of contrfbuttons to 
state unemployment trust 
funds; federal civi I ian 
employees; ex-set-vice persons; 
“affected employees” in the 
Redwlood i ndustry; unemployed 
workers due to a presidential- 
I y decl wed disa,ster; and “ad- 
versely affected workers” 
under the Trade Act of 1974 
are el igfble--1f they are 
involuntarily unemployed, able 
to work, available for work, 
meet state raqulremants, and 
are ft-ea from disquallflca- 
tion. 

repartment of Labor 
:mpIoyment and Tralnlng 

Admlnistratlon 
it ate emp I oyment agencl es 

17. VETERMS DlSA6lLllY CCWEMXTIOW PfWRM 
rPIIPPPP=eP=PS=leiSE==*======~=*=========~= 

Mhalratlon: 38 U.S.C. 310, 331 Pragrcr Admlnls-h-ation: Federal 
Federal Fundlng: 100% 

Progrm Purpose 

To cwnpensate veterans for 
dtsabilitlas incurred or ag- 
gravated durtng military ser- 
vtce, according to the average 
impairment In earntngs capaci- 
ty such a dIsablItty would 
cause In a civilian occupa- 
I-Ion. 

Uho Is Eligible To Apply Responsible Organizations 

Veterans who have suffered 
‘disabllttles during service I 
the armed forces of the U.S. 
The disabi I ity must be shown 
to have been 1 ncurred or ag- 
gravated by service in the 
i I Ine of duty. Separation f rc 
servtce must have been under 
other than dlshonorab le con- 
ditions. 

terans Admtntstratlon 
partment of Veterans 
Benef its 
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APPENDIX IV ' APPENDIX IV 

ITMM 1976 TO 1984 

TitLe 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

Better Wage-Matching Systems and 
Procedures Would Enhance Food 
Stamp Program Integrity 

HHS Needs to Determine If 
Massachusetts' AFDC Program Meets 
Federal Requirements 

Federal and State Liability for 
Inaccurate Payments of Food 
Stamp, AFDC, and SSI Program 
Benefits 

Participation in the National 
School Lunch Program 

An Assessment of Random Audit--A 
New Department of Labor Program to 
Improve the Accuracy of Unemploy- 
ment Insurance Benefit Payments 

Income Analysis of Farmers Home 
Administration Subsidized Rural 
Homebuyers in 1983 

Improved Administration of 
Special Surplus Dairy Product 
Distribution Program Needed 

Internal Controls Can Be Improved 
to Help Ensure Proper and Correct 
Military Retirement Payments 

Computer Matches Identify Potential 
Unemployment Benefit Overpayments 

Observations Concerning States' 
Implementation of the Eligibility 
Review Program 

Massachusetts Automated Welfare 
Master Files Used to Administer 
the AFDC and Food Stamp Programs 
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Report 
number 

RCED-84-112 09/l l/84 

HRD-84-8 07/'09/84 

RCED-84-155 04,'25/84 

RCED-84-132 03/30,'84 

HRD-84-26 03/30/84 

RCED-84-145 03/26/84 

RCED-84-58 03/14/84 

AFMD-84-7 02/28/84 

GGD-83-99 08,'24/83 

HRD-83-78 07/29/83 

-me- 07,'25/83 

Date 



I 

12. 

13. 

14. 

15. 

16. 

17. 

18. 

19. 

20. 

21. 

22. 

23. 

lrith! 

AFDC Recipients Who1 Are Terminated 
for Not Submitting a Monthly Eligi- 
bility Report May Be Receiving 
Undetected Overpayments 

Military Services and VA Can Reduce 
Benefit Overpayments by Improving 
Exchange of Pay Data 

Action Needed to Reduce, Account 
for, and Collect Overpayments to 
Federal Retirees 

Social Security Administration 
Needs to Protect Against 
Possible Conflicts of Interest 
in Its Disability Programs 

Several States Have Not Properly 
Implemented Certain AFDC Provisions 
of the Omnibus Budget Reconcilia- 
tion Act of 1981 

Administration of College Work- 
Study Program by Selected Colleges 
and Universities 

Problems Affecting the Accuracy and 
Timeliness of Employment Service 
Reporting Systems 

Small Percentage of Military 
Families Eligible for Food Stamps 

Controls Over Foreign Students in 
U.S. Postsecondary Institutions 
Are Still Ineffective; Proposed 
Legislation and Regulations May 
Correct Problems 

Improvements Needed in the 
District's General Public 
Assistance Program 

Noncitizen Student Loan Defaults 

Need for Greater Efforts to Recover 
Costs of Food Stamps Obtained 
Through Errors or Fraud 
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HRD-83-70 

AFMD-83-39 

AFMD-83-19 

HRD-83-65 

HRD-83-56 

HRD-83-61 

HRD-83-49 

FPCD-83-25 

APPENDIX 'ICV 

Date 

07/20,'83 

07/12/83 

06/28,'83 

06,'10/83 

06/08/83 

05/23/83 

04/28/83 

04/19/83 

HRD-83-27 03/10,'83 

GGD-83-13 

HRD-83-29 

RCED-83-40 

03,'03,'83 

02,'07/83 

02/04/83 



APPENDIX IV APPEiNDIX iV 

24. 

25. 

26. 

27. 

28. 

29. 

30. 

31. 

32. 

33. 

34. 

Title 

Office Refurbishing, Use of a 
Government vehicle and Driver, 
and Out-af-Town Travel by the 
Former Administrator of VA 

Verifying Eligibility for Military 
Health Care: Some Progress Has 
Been Made, but Reliability Problems 
Remain 

Department of Education Uncertain 
About Effectiveness of Its Special 
Services Program 

Federal Agencies' Unemployment 
Compensation Costs Can Be Reduced 
Through Improved Management 

SSA Needs to Determine the Cost 
Effectiveness of the SSI Redetermi- 
nation Process and to Implement 
Recommendations Made for Eliminat- 
ing Erroneous Payments 

Prisoners Receiving Social Security 
and Other Federal Retirement, 
Disability, and Education Benefits 

Social Security Administration's 
Efforts to Reexamine the Continuing 
Eligibility of Disabled Persons 

Social Security's Field Office 
Management Can Be Improved and 
Millions Can Be Saved Annually 
Through Increased Productivity 

Millions Could Be Saved by Improv- 
ing Integrity of the Food Stamp 
Program's Authorization-To- 
Participate System 

Legislative and Administrative 
Changes to Improve Verification 
of Welfare Recipients' Income 
and Assets Could Save Millions 

Labor Needs to Improve Its Over- 
sight of New Hampshire's Denials 
of Unemployment Insurance Benefits 
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Report 
number 

HRD-83-10 01/18/83 

HRD-83-1 12/01/82 ' 

HRD-83-13 11/12/82 

FPCD-83-3 10/29/82 

HRD-82-126 09/02/82 

HRD-82-43 07/22/82 

HRD-82-9 1 07,'14/82 

Date 

HRD-82-47 03/19/82 

CED-82-34 01/29,'82 

HRD-82-9 01,'14/82 

HRD-82-10 11/10/81 



35. 

36. 

37. 

38. 

39. 

40. 

41. 

42. 

43. 

44. 

45. 

46. 

47. 

48. 

APPJSNDIX IV 

Title 

Medicaid's Quality Control System 
Is Not Realizing Its Full Potential 

States' Efforts to Detect Duplicate 
Public Assistance Payments 

Perspective on Income Security and 
Social Services and an Agenda for 
Analysis 

Impact of State Death Information 
on Federal Income Security Programs 

Limits on Receipt of Multiple Dis- 
ability Benefits Could Save Millions 

Cost of VA Medical Care to Ineli- 
gible Persons Is High and Difficult 
to Recover 

Fraud in Government Programs: How 
Extensive Is It and How Can It Be 
Controlled? (Volume I) 

Analysis of a Department of Agricul- 
ture Report on Fraud and Abuse in 
Child Nutrition Programs 

More Diligent Followup Needed to 
Weed Out Ineligible SSA Disability 
Beneficiaries 

Action Needed to Resolve Problem of 
Outstanding Supplemental Security 
Income Checks 

What Can Be Done to Check the Growth 
of Federal Entitlement and Indexed 
Spending? 

Millions Can Be Saved by Identifying 
Supplemental Security Income Recipi- 
ents Owning Too Many Assets 

Summary of Major Deficiencies in the 
Farmers Home Administration's Busi- 
ness and Industrial Loan Program 

Social Security Administration's 
Beneficiary Rehabilitation Program 

69 

‘. . ..., ,, 
.:q ,, : 

Report 
nmber 

HRD-82-6 

HRD-81-133 

HRD-81-104 

HRD-81-113 

HRD-81-127 

HRD-81-77 

AFMD-81-57 

CED-81-81 

HRD-81-48 

HRD-81-58 

PAD-81-21 

HRD-81-4 

CED-81-56 

HRD-81-22 

Date 

10/23/81 

09/17\81 

08/13/81 

07/28/81 

07,'28/87 

07/02/81 

05/07/81 

03/09/81 

03/03/81 

03/03/81 

03/03,'81 

02/04/81 

01/30/81 

11/10/80 

lkmmmDIX Iv 



APPJmlDIX IV 

49. 

50. 

51. 

52. 

53, 

54. 

55. 

56. 

57. 

58. 

59. 

Title 

VA Improved Pension Program: Some 
Persons Get More Than They Should 
and Others Less 

Better Management Information Can 
Be Obtained From the Quality Control 
System Used in the Aid to Families 
With Dependent Children Program 

Child Care Food Program: Better 
Management Will Yield Better 
Nutrition and Fiscal Integrity 

New Legislation and Stronger 
Program Management Needed to 
Improve Effectiveness of VA's' 
Vocational Rehabilitation Program 

State Advance Payments to Aid to 
Families With Dependent Children 
Recipients Are Inconsistent With 
Federal Regulations 

Changes Needed to Prevent Commuters 
and Transients From Receiving 
Supplemental Security Income 

Social Security Should Obtain and 
Use State Data to Verify Benefits 
for All Its Programs 

Controls Over Medical Examinations 
Necessary for the Social Security 
Administration to Better Determine 
Disability 

Social Security Student Benefits 
for Postsecondary Students Should 
Be Discontinued 

Flaws in Controls Over the Supple- 
mental Security Income Computerized 
System Cause Millions in Erroneous 
Payments 

The Earnings Test for Social Secu- 
rity Beneficiaries 

70 

HRD-80-61 

HRD-80-80 

CED-80-91 

HRD-80-47 

HRD-80-50 

HRD-80-15 

HRD-80-4 

HRD-79-119 

HRD-79-108 

HRD-79-104 

HRD-79-89 

&PPmmIX ,&v 

Date 

08/06/80 

07/18/80 

06/06/80 

02/26,'80 

02,'07,'80 

01/04/8b 

10,'16,'7!3 

1 o/09/79 

08/30/79 

08/09/79 

07/02/79 

1’ ‘1 
%<.’ 

I,. ,?. ,*:i’ 



UPPJ3NDIX IV ASPENDIX IV 

T’itlle 

60. Railroad Retirement Program--How 
Does It Compare to b)th@r Selected 
Retirement Programs? 

61. Review of the National Recipient 
System 

62. Letter Report on States' Procedures 
Used to Verify Eligibility of 18-21 
Year Old Students on APDC 

63. Erroneous Supplemental Security In- 
come Payments Result From Problems 
in Processing Changes in Recipients' 
Circumstances 

64. Welfare Payments Reduced: An 
Improved Method for Detecting 
Erroneous Welfare Payments 

65. Integrity of S'ocial Security Benefit 
Payment Systems for Dependent Chil- 
dren Can Be Improved 

66. The Need to Improve the Administra- 
tive Efficiency of the AFDC Program 
in Contra Costa County, California 

67. A Plan for Improving the Disability 
Determination Process by Bringing It 
Under Complete Federal Management 
Should Be Developed 

68. Duplicate Welfare Payments in New 
York Jurisdictions 

69. Federal Domestic Food Assistance 
Programs: A Time for Assessment 
and Change 

70. 

71. 

,z 

Supplemental Security Income Quar- 
terly Accounting Period for Deter- 
mining Eligibility and Benefit 
Payment Amounts 

Supplemental Security Income Quality 
Assurance System: An Assessment of 
Its Problems and Potential for 
Reducing Erroneous Payments 

71 

', 

Reprt 
number 

HRD-79-41 06/08/79 

HRD-79-88 05/29/79 

B-w- 03/08/79 

HRD-79-4 02/16/79 

GGD-78-107 02/05/79 

HRD-79-27 12,'22,'78 

HRD-78-159 09/05/78 

HRD-78-146 08/31/78 

HRD-78-133 06/21,'78 

CED-78-113 06/13/78 

HRD-78-114 05/26/78 

HRD-77-126 05/23/78 

Date 
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72. 

73. 

74. 

75. 

76. 

77. 

78. 

79. 

80. 

81. 

82. 

83. 

Title 

Need for SSA to Assess Penalties 
Against SSI Recipients That Fail 
to Report Changes in Their Circum- 
stances 

Food Stamp Work Requirements: 
Ineffective Paperwork or 
Effective Tool? 

Review of the Eligibility of Persons 
Converted from State Disability 
Rolls to the Supplemental Security 
Income Program 

Followup on Recommendations Concern- 
ing Erroneous Aid to Families with 
Dependent Children Payments 

Federal Direction Needed for Educat- 
ing Handicapped Children in State 
Schools 

Section 236 Rental Housing: An 
Evaluation with Lessons for the 
Future 

Treatment of Ineligible Veterans 
in VA Hospitals 

The Food Stamp Program: Overissued 
Benefits Not Recovered and Fraud 
Not Punished 

Program to Pay Black Lung Benefits 
to Coal Miners and Their Survivors-- 
Improvements Are Needed 

Eligibility for AFDC in Mahoning 
County, Ohio 

Operation Heatwave Program at 
Gaston Community Action, Inc. 

Effect on Medicaid of Restoring 
Eligibility to Those Who Lost It 
Because of Cost-of-Living Increases 
in Old-Age, Survivors, and Disabil- 

Regxxt 
number 

HRD-78-118 

CED-78-60 

HRD-78-97 

HRD-78-87 

HRD-78-6 

PAD-78-13 01/10/78 

HRD-77-149 09/19/77 

CED-77-112 

HRD-77-77 

HRD-77-107 

HRD-77-100 

ity Insurance HRD-77-88 

72 

Date 

05/22/78 

04,'24/78 

04,'18/78 

03/22/78 

03,'16/78 

07/18/77 

07/11/77 

06/17/77 

06/07/77 

05/20/77 



AliPEMDIX IV APPmlDIX xv 

84. 

85. 

86. 

87. 

88. 

89. 

90. 

91. 

92. 

Tftle 

Treatment of Xneligible Veterans in 
Veterans Administration Hospitals 

Procedures for Determining Welfare 
Recipients' Eligibility and Payment 
in the Districtof Columbia 

Testing Various Alternative Identi- 
fication Requirements' for Food Stamp 
Recipients 

Ineffective Management of Welfare 
Cases Costing Millions 

Survey of the Emergency Assistance 
to Needy Families With Children 
Program in New York City 

Social Security Administration 
Should Provide More Management and 
Leadership in Determining Who is 
Eligible for Disability Benefits 

Improvements Needed in Rehabilitat- 
ing Social Security Disability 
Insurance Beneficiaries 

Differences Identified in Five 
Aspects of the Food Stamp, AFDC, 
and SSI Programs 

Controls Over Food Stamp and 
Welfare Programs 

73 

Report 
nwnher 

GGD-77-51 04/20/77 

CED-77-53 
CED-77-54 04/01/77 

GGD-76-109 12/28/76 

em-- 11/19,'76 

HRD-76-105 08/17/76 

MWD-76-66 05/13,'76 

MWD-76-131 05/W/76 

FGMSD-76-36 04/07/76 

Date 

05/10/77 



APPEIWEX v 

GAO REPORTS RELATING TO PRIVACY 

APPENDXX v 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

PRO@4 1976 TO 1984 

Title 

Privacy Policy Activities of the 
National Telecommunications and 
Information Administration 

GAO Observations on the Use of Tax 
Return Information for Verification 
in Entitlement Programs 

Freedom of Information Act Opera- 
tions at Six Department of Justice 
Units 

Significant Improvements Seen in 
Efforts to Collect Debts Owed the 
Federal Government 

Small Computers in the Federal 
Government: Management Is Needed 
to Realize Potential and Prevent 
Problems 

Complete and Accurate Information 
Needed in Social Security's Auto- 
mated Name and Number Files 

Federal Information Systems Remain 
Highly vulnerable to Fraudulent, 
Wasteful, Abusive, and Illegal 
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