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Ekecutive Summ~ 

Purpose Federal agencies collect and use virtually bilhons of records containing 
personal information on individuals. The possession of such vast quantl- 
ties of personal mformation has raised public and congressional con- 
cerns over the ability to protect and balance the privacy of individuals 
m relation to the mformatlon needs of government. This concern has 
grown as expanding mformation technologies are providing for faster, 
broader, and less expensive access to these sensitive records. 

GAO was requested by the Chairman, Subcommittee on Government 
Information, Justice, and Agriculture, House Committee on Government 
Operations, to examine agencies’ implementation of the Privacy Act of 
1974, the principal law aimed at protectmg personal privacy This 
report provides an analysis of how agencies have (1) organized their 
Privacy Act activities and (2) followed selected provisions of the act and 
Office of Management and Budget (OMB) implementing guidelines. 

Background The Privacy Act of 1974 provrdes certain safeguards to mdividuals 
agamst invasion of privacy by requiring federal agencies to establish 
rules and procedures for maintaining and protecting personal data m 
agency record systems. 

A basic premise of the law is that Information about individuals should 
not be maintained m secret flies With some exceptions, mdivtduals have 
the right to (1) know what records pertammg to them are collected, 
maintained, used, and disseminated by the agencies; (2) have access to 
agencies’ mformatlon pertaining to them and to amend or correct the 
mformatron, and (3) prevent information obtamed by agencies for a spe- 
cific purpose from being disclosed for another purpose without their 
consent 

The act also requrres agencies to msure that any records of identifiable 
personal Information they maintain are for necessary and relevant pur- 
poses, that they are current and accurate for their Intended uses, and 
that adequate safeguards are provided to prevent mrsuse of such infor- 
mation Each agency IS responsible for implementing the act with guid- 
ance and oversight from OMB. (See pp 8 to 10.) 

GAO exammed organizational issues at 13 Cabinet-level departments and 
the Veterans Admmlstration and reviewed Privacy Act operations in 
detail at SIX of these agencies and 37 of then- components. 
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Executive Summary 

Results in Brief the law and often have not established clear lines of responsibility and 
accountability for Privacy Act functions. All of the 14 agencies had Pn- 
vacy Act officers or their equivalent, however, the officers’ limIted 
responsibilities and resources mdicated that they did not exercise the 
oversight originally envisloned by OMB, At the six agencies GAO revlewed 
in detail, improvements were needed m adhermg to OMB guidance 
relating to such activities as computer matching programs, risk assess- 
ments, evaluations, and trammg. 

Clearer Responsibility and The degree to which Privacy Act responsiblhties were clearly delineated 

Accountability Needed and accountability established varied widely among the agencies. Three 
of the 14 agencies did not have agencywide directives speclfymg respon- 
slbilitles. The other 11 agencies had published du-ectives, but they gen- 
erally lacked detail and specificity. For example, Privacy Act functions 
such as computer matching, compliance evaluations, and trammg were 
frequently not addressed m the dn-ectives. (See pp. 15 to 17 ) 

Privacy Act Officers Have 
Limited Roles 

The position of Privacy Act officer was established to provide coordina- 
tlon and oversight of Privacy Act lmplementatlon. GAO’s analysis of 
agency du-ectlves and position descnptrons, however, showed that sig- 
nificant functions such as ensuring compliance and provldmg Privacy 
Act traming were not always assigned. Even If these and other responsi- 
bIbtIes were assigned, it IS doubtful that the Privacy Act officers could 
carry them out given the resources made available to them. These indl- 
vlduals generally held mid-level management posltions and conducted 
Privacy Act activities on a part-time basis, in 10 agencies less than half- 
time Five officers had no staff resources Of the nine who had assist- 
ants, seven had fewer than the full-time equivalent of 1 staff. (See pp, 
18 to 22.) 

Many Improvements While OMB asks agencies to conduct detailed risk assessments for newly 

Needed at the Six Agencies created or modified record systems to assure security and confldenti- 

Reviewed in Detail ality, the six agencies m GAO'S detailed review could provide evidence of 
an assessment for only 1 of 27 record systems Five of the six agencies 
did not report accurate data to OMR on the extent of then- computer 
matching activities In add&Ion, of 26 computer matching programs, 6 
did not follow OMB guidance The traming needs of the hundreds of mdl- 
vrduals responsible for Privacy Act compliance had not been assessed or 
provided m a systematic manner The agencies did not routinely conduct 
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internal evaluations of Privacy Act operations Where matching and 
other activitres related to the Privacy Act were conducted, Privacy Act 
officers at both agency and component levels were frequently unaware 
of and uninvolved in them. (See ch. 3 ) 

Recommendations Because of OMB’S key role in managing executive branch operations and 
m light of the responsrbilities assigned to it by the Privacy Act, GAO 

makes a number of recommendations to OMB for improvement in over- 
sight, agency evaluation, and OMB guldehnes pertammg to such actlvltles 
as computer matching programs. (See pp 48 to 49.) 

Agency Comments OMB said rt believes GAO’S recommendations are reasonable and has been 
workmg to implement some of them OMB’S other comments concerned 
such areas as the Paperwork Reduction Act, the role of Privacy Act 
officers m relation to senior officials, and the impact of concurrent 
responsibilities on Privacy Act officers’ duties. (See pp. 49 to 50.) 

Page 4 GAO/GGD-W107 Privacy Act Implementation 



Page 6 GAO/GGD-W107 Privacy Act Implementation 



Contents 

Executive Summary 2 

Chapter 1 
Introduction Agencies’ Responsibilitres Under the Privacy Act 

The Role of the Office of Management and Budget 
Objectives, Scope, and Methodology 

8 
8 

10 
12 

Chapter 2 14 
Agencies Need to Privacy Act Responsibrlitres Are Highly Dispersed 14 

Better Define Privacy Throughout the Agencies 
Improved Directives Are Needed to Commumcate Privacy 15 

Act Responsibilities Act Responsibilities 
Role of Departmental Privacy Act Officer Needs to Be 

Reexammed 
18 

Privacy Issues Not Covered by the Act 22 

Chapter 3 
Experiences of Six 
Agencies Show 
Improvements Are 
Needed 

Detailed Risk Assessments Were Not Conducted or Were 
Not Available for New and Revrsed Systems of 
Records 

Agency Automation of Systems of Records 
Improvements Can Be Made in Overseeing Computer 

Matchmg 
Agencies Need to Better Monitor Privacy Act Tranung 
Agencies Need to Evaluate Privacy Act Activities 

---__ 

27 
29 

40 
41 

Chapter 4 
Conclusions and 
Recommendations 

Conclusions 
Recommendations 
Agency Comments and Our Evaluation 

46 
46 
48 
49 

Tables Table 2 1. Functions Assigned to Prrvacy Act Officers by 
14 Agencres 

Table 2.2 Location and Resources of Agency Privacy Act 
Officers and Staff 

Table 3.1. 1983 Computer Matching Programs at Six 
Agencies 

19 

20 

32 

Page 6 GAO/GGDS6107 Privacy Act Implementation 



Contents 

Appendixes Appendix I. Letter Dated January 4,1984, From the 
Chairman of the Subcommittee on Government 
Informatron, Justice, and Agriculture 

Appendix II* Location and Resources of Component 
Privacy Act Staff 

52 

54 

Appendix III. Comments From the Office of Management 
and Budget 

Glossary 

57 

59 

Abbreviations 

BOP Bureau of Prisons 
DOD Department of Defense 
GAO General Accounting Office 
HHS Health and Human Services 
HUD Housmg and Urban Development 
IRS Internal Revenue Service 
NASA National Aeronautics and Space Administration 
OCSE Office of Child Support Enforcement 
OGC Office of General Counsel 
OIG Office of Inspector General 
OMB Office of Management and Budget 
CKA Office of Technology Assessment 
PHS Public Health Service 
!%A Social Security Admnnstration 
VA Veterans Admuwtratlon 

Page 7 GAO/GGDB&107 Privacy Act Implementation 



Chapter 1 

Introduction 

The Privacy Act of 1974 (Public Law 93-579) was enacted on December 
31, 1974, and became effective on September 27, 1975 This legislation 
established governmentwide standards to protect the privacy of per- 
sonal information Because the government is one of the largest users of 
personal information, the Congress recognized the need to protect the 
ordinary individual from potentially abusive powers of government 
while ensuring that the government would have the information it 
needed to operate its many programs. In 1983, federal agencies reported 
mau-ttammg about 4,700 systems of records that have been estimated to 
contain personal information on virtually everyone in the country. 

After oversight hearings conducted m June 1983, the Chamman, Sub- 
committee on Government Information, Justice, and Agriculture, House 
Committee on Government Operations, requested that we review agen- 
cies implementation of the Privacy Act of 1974 The 1983 hearings 
focused on OMB’S responsibllitles under the act for providing guidance 
and oversight to agencies 

Agencies’ The Pnvacy Act provides safeguards against the misuse of personal 

Responsibilities Under 
mformatlon by requu-mg federal agencies to estabhsh rules and proce- 
dures for mamtalnmg and protecting personal data m agency record 

the Privacy Act systems 

A basic premise of the law 1s that mformation about individuals should 
not be maintained in secret files. Agencies are required to publish in the 
Federal Regw various data relevant to all of their systems of records 
containing mformatron about individuals A system of records is defined 
by the act as any group of records under the control of an agency from 
which information is retrieved by an mdivldual’s name or some Identi- 
fymg number or symbol or other identifying particular assigned to the 
indrvidual Informatron to be published in the Federal Regm includes 
a description of the categories of records maintained, the types of 
sources for the information, and purposes of the records. 

Upon request, an agency must permrt the SubJect of a record to gain 
access to and copy the record. An individual disagreeing with the con- 
tents of the record may request it be amended. If the request 1s denied, 
or not satisfactorily resolved, the individual may appeal the decision to 
a higher level in the agency Then, if the matter is still unresolved, the 
individual may appeal the matter to a district court and/or place a state- 
ment of disagreement m the record. The agency is required to distribute 
the statement of drsagreement with all subsequent disclosures of the 
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record and to any person or agency to whom disclosures of the record 
have previously been made. 

Individual records contained in a system of records may not be disclosed 
to others by an agency unless the SubJect of the record agrees or the 
disclosure is specifically permitted by the act. The act lists I2 categones 
of permlssrble disclosures, examples of which are: disclosures to agency 
employees who have a need for the record in the performance of their 
dutres; disclosures to the Congress, the courts, and the General 
Accountmg Office; and disclosures for a routine use. Routine use is 
defined in the act as the use of a record compatible with the purpose for 
which the record was collected Routine uses must be described in the 
published descriptions of systems m the Federal Register. 

Other provisions of the act require that agencies 

l maintain only personal mformatlon that 1s relevant and necessary to 
accomplish a legal purpose of the agency; 

9 collect personal mformatlon to the greatest extent practicable directly 
from the subject when the use of the mformation may result m an 
adverse determination, 

. inform each mdivldual asked to supply personal mformation of the 
authority for the request, the principal purpose for which the mforma- 
tion will be used, any routine uses, the consequences of fallmg to pro- 
vide the requested information, and whether the disclosure is 
mandatory or voluntary, 

l maintain records with such accuracy, relevance, timeliness, and com- 
pleteness as are reasonably necessary to assure fairness when the mfor- 
mation IS drssemmated, 

. mamtam no records describing how any mdlvidual exercises rights 
guaranteed by the First Amendment (religion, beliefs, or association) 
unless expressly authorized by statute or unless the records are perti- 
nent to authorized law enforcement activrties; 

l establish appropriate admuustrative, technical, and physical safeguards 
to insure the security and confidentiality of records; 

. sell or rent mailing lists only when specifically authorized by law; and 
l promulgate rules to implement these provisions. 

The act permits systems of records maintamed by the Central Intelb- 
gence Agency and agencies mvolved in law enforcement to be exempted 
from many of Its provisions Other, more limited, exemptions are per- 
mitted for systems of records that contain classified mformatron, statis- 
tical data, or mformation from confidential sources The exemption 
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provisions, however, are not mandatory, they apply to a system of 
records only when specifically invoked by the head of an agency. 

Agencies are subJect to civil suit, and government employees may be 
penalized up to $5,000 when damages occur as a result of willful or 
intentional criminal action wolatmg any indwldual’s rights under the 
act. 

The Role of the Office While each federal agency 1s prlmarlly responsible for its implementa- 

of Management and 
Budget 

tion of the Privacy Act, the act makes OMB responsible for providing 
overall gmdance, regulations, and oversight The act also requires the 
President to submit an annual report, prepared by OMB, to the House and 
Senate giving a consolidated view of Privacy Act activities of the federal 
agencies OMB’S oversight role 1s also included In the Paperwork Reduc- 
tion Act of 1980 This act provides a framework to aid federal agencies 
m the management of mformatlon resources and cites that the privacy 
functions of OMB include momtormg compliance with the Privacy Act. 

OMB Guidelines and Other 
Instructions 

The Privacy Act authorizes OMB to issue regulations for agencies to 
follow; however, OMB has chosen to limit Its instructions to guidelines 
and circulars, havmg a somewhat less authoritative effect than regula- 
tions. Examples of OMFS’S guldelmes and circulars follow. 

. In July 1975, OMB issued Privacy Act Implementation Guidelines-a sec- 
tion-by-section dlscusslon of the act and its requirements with refer- 
ences to the act’s legislative history. OMB delegated responsiblhty for 
Issuing additional guidance on specific Privacy Act subJects to other 
agencies. For example, the Secretary of Commerce (National Bureau of 
Standards) was delegated responsibility for lssumg standards and guide- 
lines on computer security 

. Also m July 1975, OMB published Circular No. A-108, Responsiblhtles for 
the Maintenance of Records About Individuals by Federal Agencies This -* 
circular defined agency responslbllitles for implementing the act, 
including meeting the publication requirements, providing adequate 
safeguards over personal records, and establishing a program for perr- 
odically revlewmg pohcles and practices to assure compliance with the 
act 

l In March 1979, OMB issued Guldehnes for the Conduct of Matchingm 
grams which instructed agencies on how to collect, maintain, and dis- 
close personal mformatlon when using a computer to identify 
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mdivlduals whose records appear in more than one set of records In 
May 1982, OMB revised the guidelines It ellmmated some provisions 
such as conducting cost/benefit analyses before conducting a computer 
matching program It also added provisions such as instructing agencies 
to enter into written agreements with other participating agencies out- 
lining how systems of records would be protected in matching programs. 

l In December 1985, OMB Issued Circular No. A-130, Management of Fed- 
eral Information Resources. This circular, a general policy framework 
for mformation management, superseded Circular No A-108 and 
replaced it with Appendix I entitled Federal Agency Responsibilities for 
Maintammg Records About Indlvlduals. The appendix restated agency 
responsibilities and specified in greater detail the type and frequency of 
reviews that agencies need to conduct to ensure compliance with the Pri- 
vacy Act. 

n In February 1986, OMB announced its rntentlon to comprehensively 
review and update its Privacy Act guidance. It requested suggestions for 
needed changes from Privacy Act experts and practitioners OMB plans 
to publish revised guidelines for public comment in December 1986. 

Oversight Provided by OMB The Pnvacy Act also assigned OMB the responslbllity to provide contin- 
uing assistance to and oversight of the act’s implementation by the agen- 
cies In meeting this responsibility, OMB (1) reviews agency reports on 
systems of records, computer matching programs, and other actlvltles as 
provided for by the act or OMB mstructions and (2) prepares the Presi- 
dent’s annual report to the House and Senate 

OMB'S oversight approach was criticized in 1983 hearings held by the 
House Subcommittee on Government Information, Justice, and Agricul- 
ture 1 The Subcommittee’s report pointed out that, for example, 
“nothing m the Act indicates that a review of new or altered systems of 
records was intended to be the only type of OMB oversight , . ,” The 
report also stated that such efforts are essentially reactive which means 
that“ +, there IS no momtormg by OMB of agency compliance with provi- 
sions of the law not reflected m the system reports.” 

The Subcommittee also criticized OMB'S preparation of the 1980 and 
1981 annual reports on agencies’ implementation of the Privacy Act. 
The Subcommittee said the two reports were not as comprehensive as 

‘The Subcommittee report mcluded two separate views by which some Subcomnuttee members 
expressed reluctance to cntlcl7.e OMB’s ovcrslght approach because the act’s leglslatlve hIstory was 
not clear as to what was expected LWpite their reluctance, those members expressed the view that 
OMR could do a more comprehen9lvr Job of ovcrseemg agency comphance 
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earlier reports In 1982, OMB recommended that the Congress eliminate 
the Privacy Act annual report requirement and, instead, incorporate it 
into OMB’S annual report under the Paperwork Reduction Act The Con- 
gress rejected this proposal and instead expanded the report’s contents 
OMB’S 1982 annual report, consolidated with the 1983 report, was pub- 
lished in December 1985. OMB was working on a consolidated 1984 and 
1985 annual report when we completed our audit work in February 
1986. OMB expected to Issue the report in October 1986. 

Objectives, Scope, and We were asked to (1) review the organizational structure and effective- 

Methodology 
ness of Privacy Act implementation at major departments and agencies 
and (2) determine how maJor agencies are organized to permit identifi- 
cation and consideration of non-Privacy Act privacy issues in the ordl- 
nary course of agency busmess. In an earlier report, we responded to a 
third aspect of the request that pertained to the activity and resources 
devoted to privacy pohcy matters at the Department of Commerce’s 
National Telecommunications and Information Administration (GAO/ 

GGD-84-93, Aug 3 1, 1984) 

To address the orgamzatlonal issues, we conducted work at the 13 Cab- 
met-level departments and the Veterans Admmistration. At each of 
these agencies2 we reviewed internal directives, orders, regulations, and 
other documents which establish and describe the organizational struc- 
ture adopted for implementing the Privacy Act. We interviewed agency 
Prrvacy Act officers and other officials and obtained internal reports 
and other documents which also identified and described the roles and 
responsibihties of those assigned Prrvacy Act duties 

We selected for review three actlvlties covered by the act and/or OMB 

guidelines These activities included (1) creating new systems of records, 
(2) automating systems, and (3) computer matching. On the basis of the 
1983 data avallable at the time we were planning our work, we selected 
6 of the 14 agencies for more detailed analyses: the Departments of 
Health and Human Services, Interior, Justice, Labor, and Treasury, and 
the Veterans Admmistration The six agencies accounted for 73 percent 
of all activity reported by the 14 agencies for the three activities 
selected+ We also reviewed how the agencies conducted Privacy Act 
trammg and evaluated all Privacy Act operations Although we did not 
review all the activities covered by the act-we excluded for example, 

ZFor the purpose of this report, WC refer to the 13 Cabmet-level departments and the Veterans 
Admmlstratlon as agents 
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the access and amendment provisions-we believe our selection pro- 
vides a range of activities sufficient to demonstrate (1) the roles and 
responsibilities of Privacy Act officers and (2) how effectively agencies 
have implemented provisions of the act and OMB guidance 

At the six agencies we reviewed m detail, we traced the 1983 actrvities 
pertaining to (1) creating new systems of records, (2) automatmg sys- 
tems, and (3) computer matching through the procedural steps at the 
agency level as well as m 37 appropriate components. At each orgamza- 
tional level we reviewed internal documents and files and mterviewed 
Privacy Act officers In addition, we interviewed program personnel and 
staff from the offices of General Counsel, Inspector General, Personnel, 
Security, and others. 

The request also asked how agencies identify and consider privacy 
issues not covered by the act. In consultation with the Subcommittee 
office, we lnmted our work on this question to interviews of agency Pri- 
vacy Act officers at the 14 agencies. These privacy issues can be raised 
m a variety of contexts and are not necessarily related to systems of 
records issues which the Privacy Act covers. 

We exammed OMB'S guidance to agencies, which included Circular Nos 
A-108 and A-130, Privacy Act Implementation Gmdelines, the 1979 
Gurdelmes for the Conduct of Matching Programs, and the 1982 Guid- 
ance for Conducting Computer Matching Programs. We also reviewed 
1983 hearings held by the House Subcommittee on Government Informa- 
tion, Justice, and Agriculture on OMEh oversight of the Privacy Act of 
1974. We interviewed the OMB semor policy analyst who is the primary 
focal point for OMB'S Privacy Act responsibilities to supplement this 
mformation. 

We conducted our review from January 1985 to February 1986 in accor- 
dance with generally accepted government auditing standards At the 
direction of the requester’s office, we obtained comments on this report 
only from 0MB. 
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Agencies Need to Better Define l?rivxy 
Act Responsibilities 

The Privacy Act makes agency heads responsrble for implementing and 
complying with its requu-ements, Because records are dispersed virtu- 
ally throughout all agency components, agencies have adopted highly 
decentralized approaches to lmplementmg the law. Decentrahzatlon 
makes lt especially important that agency heads clearly assign responsi- 
bilities; however, the agencies varied in the degree to which they accom- 
plished this. Clear lines of responsibility and accountability were not 
always established for Privacy Act functions 

Agencies have established a Privacy Act officer position to help coordi- 
nate Privacy Act matters -a critical position m a decentralized orgam- 
zatlon However, some important functions such as ensuring compliance 
with Privacy Act provisions and OMB guidance had not been assigned to 
the Privacy Act officer Even if such responslbihtles were assigned, it is 
doubtful that the Privacy Act officers could carry them out effectively 
given the resources made available to them. Generally, these mdividuals 
(1) were mid-level employees, (2) had little or no Privacy Act staff to 
assist them, and (3) worked on Privacy Act activities on a part-time 
basis. 

Agencies may engage m actlvitles that have privacy lmplicatlons outside 
the context of the Privacy Act. Most Pnvacy Act officers said that their 
agencies did not have a focal point or central mechamsm to identify and 
address such issues, although such issues may be addressed by various 
orgamzatlonal units as they arise. 

Privacy Act 
Responsibilities Are 
Highly Dispersed 
Throughout the 
Agencies 

Federal agencies maintain several thousand systems of records con- 
taming personal mformatron on individuals. These records are used to 
administer federal programs and, as such, are maintained and operated 
by program staff m the many bureaus and offices at headquarters and 
in the field Because the Privacy Act apphes to each system of records 
regardless of location, Privacy Act functions are likewise widely dis- 
persed and decentralized 

To illustrate, consider the structure of several agencies The Department 
of Health and Human Services (HHS) reported that, as of 1983, it main- 
tamed 408 systems of records m its various components such as the 
Public Health Service, the Social Security Administration (WA), and the 
Health Care Financing Administration Within each component, systems 
of records were further decentralized. For example, the Public Health 
Service had 226 systems of records which were mamtamed by its var- 
ious components such as the Natronal Institutes of Health and the Food 
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and Drug Administration The National Institutes of Health’s 87 systems 
of records were further distributed among its 18 major components. 
Other agencies are slmllarly decentralized. The Veterans Admmistration 
(VA) and Justice, for example, reported for I983 that they mamtained 67 
and 232 systems of records, respectively. These systems were dispersed 
throughout their many components and field offices. The Veterans 
Administration had, in addition to headquarters’ divisions, several hun- 
dred facilities that had and used Privacy Act systems of records. 

Just as agencies’ systems of records are dispersed, so too are Privacy 
Act responsibilities. In addition to handling requests by mdividuals for 
access to their own records, Privacy Act responsibilities include other 
functions such as creating and modifying systems, ensuring that sys- 
tems of records are adequately safeguarded, and participating in com- 
puter matching actlvlties. Each function can involve people from 
different organizational components and organizational levels. For 
example, the need for creating a new system of records normally 
originates at the program level, where the records will be maintained 
and used. Data processing people may be involved m automating the 
system, and security personnel may assist in developing appropriate 
safeguards. The General Counsel offices at both components and head- 
quarters levels review notices and reports of new systems for legal 
sufficiency 

Improved Directives The Privacy Act and OMB publications do not provide detailed guidance 

Are Needed to 
on how agencies are to implement their Privacy Act responsibilities. 
Given the highly drspersed nature of Privacy Act functions, we 

Communicate Privacy exammed how the 14 agencres communicated policies and assigned Pri- 

Act Responsibilities vacy Act responslbditles throughout their organizations. We found that 
(1) three agencies had not issued comprehensive directives to assign 
responslbilitles, (2) nine agencies issued directives but did not assign 
responsiblhtles consistent with the Pnvacy Act officers’ position 
descriptions, and (3) eight agencies’ directives did not address one or 
more significant responsibllltles. In our opinion, improvements are nec- 
essary to assign responsibilities as well as to establish accountability for 
adhering to Pnvacy Act requirements 

Agencies have prepared Privacy Act regulations and, in some cases, 
directives, Agency regulations, published in the Code of Federal Regula- 
tions, generally serve to notify the public of procedures they may use to 
seek access to records Dn-ectlves, on the other hand, are internal docu- 
ments aimed at setting the basic framework for Privacy Act operations. 
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Agency directives serve to communicate assgnments of responsibrllty as 
well as estabbsh accountability 

We analyzed the directives and Privacy Act officer posltlon descrrptions 
of the agencies to determine how they assigned responsiblhty for seven 
Privacy Act functions As described in OMB Circular No. A-108 (now Cir- 
cular No A-130’s app. I) these responsiblhtles include (1) allowing mdl- 
vlduals access to their records, (2) establishing safeguards to prevent 
unauthorized disclosures, (3) establishing a program to periodically 
review recordkeepmg policies and practices, (4) conductmg training for 
mdivlduals Involved m maintarnmg systems of records, (5) publishing 
notices of systems of records, and (6) establishing and mamtaining Pri- 
vacy Act related procedures and drrectives. The seventh function is to 
report on and monitor agency participation m computer matching pro- 
grams Although not included m OMB’S Crrcular No. A-108, this function 
was described m OMB’S 1979 and 1982 computer matching guidelines and 
was incorporated mto Circular No. A-130. 

Three of the 14 agencies-Agriculture, Justice, and VA-have not issued 
comprehensive directives on Privacy Act implementation We talked to 
officials at each agency to determine how agency policy is communi- 
cated and Privacy Act responsibilities assigned. Agriculture’s Privacy 
Act officer said he holds periodic meetmgs with Privacy Act officers in 
components to discuss Privacy Act matters. He said that a depart- 
mentwide directive would be beneficial and plans to develop one. Jus- 
tice’s Assistant Director for General Services, the office that reviews 
system notices, said that each Justice component has a Privacy Act con- 
tact who works with the Justice person responsible for reviewing 
system notices. In addition, Justice annually reminds managers to report 
systems of records m accordance with OMB guidance and has developed 
an order on the Privacy Act security regulations for systems of records. 
A member of VA’S Privacy Act staff said that while VA does not have a 
comprehensive Privacy Act directive, some responsibilities are assigned 
m various VA documents For example, VA had assigned responsibility for 
preparmg reports of new systems m then- policy manual to systems 
managers, However, both he and the VA Privacy Act officer said that a 
comprehenswe Privacy Act directive IS needed, 

Of the 11 agencies with directives, 8 have not assigned either one or 
more Privacy Act functions m either a directive or the Prwacy Act 
officers’ position descriptions For example, none of the eight assigned 
responsiblhty for momtormg computer matching programs from a Pn- 
vacy Act standpoint Two of the agencies-Commerce and HHS-have 
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not assigned responsibility for Prrvacy Act related training. Two of the 
agencies-Education and Labor- have not assigned responslbllity for 
evaluatmg Prrvacy Act implementation. Two of the agencies--aHs and 
HUD-have not assigned responsibility for developing and updating 
agency Privacy Act directives. Defense, Energy, and Interior were the 
only agencies which had assigned all of the seven Privacy Act functions 
in either their directive or the position description of the agency Privacy 
Act officer. 

Nine of 11 agencies’ directives did not accurately describe the roles and 
responsibihtles of Privacy Act officers. For example, five agencies’ 
directives did not show the Privacy Act officers’ responsibility for eval- 
uatmg implementation of the Privacy Act Slmllarly, three directrves did 
not show that the Privacy Act officer was responsible for training, and 
eight directives did not show the Privacy Act officers’ responsibility for 
preparing and updating agency directives 

In our opinion, functions included in Privacy Act officers’ position 
descrrptlons should be reflected in agency du-ectives. While positron 
descriptions describe the Privacy Act officers’ responsibilities, they do 
not serve the same purposes as directives. Drrectives establish agency 
policy and procedures, ldentrfy the organizational location of Privacy 
Act responsibihtles, and serve to inform all agency personnel as to 
appropriate offices or officials to contact when questions arise. 

Complete agency directives would also benefit components. Of 37 
selected components at six agencies where we conducted detailed anal- 
yses, 18 did not have their own directives and, consequently, relied on 
agency directives to communicate responsibilities Of the 19 components 
that had directives, 17 did not address computer matching, 14 did not 
address evaluations, and 10 did not address trammg 
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Role of Departmental Each agency in our revrew except JustIce and Labor’ had established a 

Privacy Act Officer 
Needs to Be 
Reexamined 

posrtion of agency Privacy Act officer to coordinate and oversee Privacy 
Act implementation, Our analysis of the position descriptrons, activities, 
and resources allocated, however, indicate that these officials may not 
be providing oversight to the degree needed. 

A Pnvacy Protection Study Commission was created by the Privacy Act 
of 1974 to mvestrgate the personal data recordkeepmg practices of gov- 
ernmental and private orgamzatrons. The commission concluded that a 
critrcal element to successfully implementing the Privacy Act was the 
designation of a single official with authority to oversee the implemen- 
tation of the act. Following the commission’s 1977 report to the Presl- 
dent, a Cabinet-level coordinating committee was established to analyze 
commission findings. The coordmatmg committee agreed with the com- 
mission that it was desirable for agencies to have a single person respon- 
sible for overseeing Privacy Act implementation and cited four 
advantages: (1) increasing the visibility and awareness of Privacy Act 
responsibrlities; (2) facilitatmg commumcatron on Privacy Act matters, 
(3) enhancmg consistent policy Implementation, and (4) assrsting m 
training and effective lmplementatlon of the act The committee’s effort 
became the Presidential Privacy Imtiative, 

As a result of the Presidential Privacy Imtiative, OMB sent a memo to all 
agency heads m 1979 suggestmg they designate an official with over- 
sight responsibmty for Privacy Act implementation. Each of the agen- 
cies has desrgnated such an offrclal and has delegated day-to-day 
responsibilities to a Privacy Act officer 

We reviewed the roles and responsibilities of Prtvacy Act officers and 
found that these indrvtduals were not always assigned key functions. 
Table 2.1 summarrzes the number of agencies that assigned seven 
selected responsibibties to Prrvacy Act officers m agency directives or 
position descriptions 

‘Justice has not designated a Pnvacy Act officer but has assigned departmentwde respons~b~ht~es 
for reviewing system notices and prepanng OMJ3’s annual report submissIon For purposes of this 
report we considered this mdlvlduai to be the agency Pnvacy Act officer Although Labor has not 
designated a Pnvacy Act officer. its dlrectlve assigns overall Privacy Act 1mplementatIon responslbil- 
ities to the Sohcltor and we have consldered this mdlvldual to be the Pnvacy Act officer As of May 
28, 1986, this posltkon wd\ vacam 
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‘able 2.1: Functions Assigned to 
Vivacy Act Officers by 14 Agencies 

-_-- -- 
Training 

-- 
_ _-- 

Computer Matching 
Compliance evaluations 

Safeguards 
Systems Notices -- 
Directives ___--- 
Access 

Not 
Assigned to Assigned to 
Privacy Act Privacy Act 

officers officers 
7 7 

1 13 
7 7 

2 12 

6 8 

12 2 

4 10 

The table shows that slgmficant functions were not assigned to agency 
Privacy Act officers. For example, although computer matching is one of 
the more controversial activities having Privacy Act considerations, 13 
of the 14 agencies had not specifically assigned any role to the Privacy 
Act officer. Because Privacy Act actlvlties are dispersed and conducted 
throughout agencies and their many components, we believe the Privacy 
Act officers should have some coordinating role u-t each of these critical 
functions. As dlscussed in the following chapter, our detailed review of 
selected Privacy Act functions at six agencies showed that Privacy Act 
officers were not always actively involved in all of these areas and Pri- 
vacy Act and OMB guidance was not always followed 

Even if the roles and responslblhties asslgned to Privacy Act officers 
were expanded, it is doubtful whether under current cu-cumstances they 
would be able to meet them given the resources provided to them. Table 
2.2 lists the resources and locations of agency Privacy Act officers and 
their staffs as of May 1986 
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Table 2.2: Location and Resources of Agency Prtvacy Act Officers and Staff 
Estimated 

Grade of staff years 
Prwacy Act 

Agency Senior official Immediate office officer ‘O$;$ 
-- 

Agriculture AssIstant Secretary, Office of Special Programs Dlvlslon 
Governmental and Public Affairs 12 25/O -- _~~ 

Commerce Assistant Secretary for Admlnistratton Information Management Divlsron 15 05/ 40(l) -. --~- _ 
Defense Assistant Secretary of Defense Defense Pr vacy Board 

(Comptroller) SES 90/i 80(2) --- - --- __I__ 
Education Deputy Under Secretary for Planning, News and InformatIon Dlvlslon 

Budget and Evaluation 12 2Q/ 60( 1) _-- -__ 
Energy Assistant Secretary for Management and Freedom of Information and Privacy Acts 

AdmInIstratIon Branch 14 40/ 30(4) --__ _-~~ 
Health and Human Assistant Secretary for Public Affairs Freedom of Information/ Privacy Dlvlslon 
Services 14 1 I W2) ___- -_.~~.~~ -~~ _ 
Housing and Urban Assistant Secretary for AdmInistratIon Information Policies and Management 
Development Dtvtslon 14 50/o -.---- - 
Interior Assistant Secretary for Policy, Budget, Division of Directives and Regulatory 

and Admlrxtratlon Management 14 30/Q ~~- “_-- -. .~~~ 
Justice Assistant Attorney General for Mall. Fleet, and Records Management 

Administration Services 12 110 
Laborb SolIcitor Solicitor - -f 55(6) -~~ ~~~~_ 
State Assistant Secretary for Administration Information Access and Services Dlvlslon 15 25/4 85( 12) _____~-_I__ 
Transportation Assistant Secretary for Administration lnformatlon Requirements Division 14 05/o ~. .- ~--.- -~ ~-~~ ~. 
Treasury Assistant Secretary for Management Disclosure Branch 13 33f 97( 1) --~- ~ ~” -_~~~~- .~ ~_-- 
Veterans Assocfate Deputy Administrator for Paperwork Management and Regulations 
Administration Management Service 15 03/47(3) 

aThe number In parentheses designates the number of staff avallable to asust the Privacy Act officers 

bGrade of the Sol~cltor and estimated trme devoted to Privacy Act matters were not available due to the 
position’s vacancy 

Except for DOD and Labor, Privacy Act officers were mid-level managers 
whose grade levels ranged from GS-12 to GS-15 They were often two 
layers removed from the senior agency official who directed the organi- 
zation to which they were assigned. Generally, the senior official was an 
Assistant Secretary with many responsibrlities other than Prwacy Act 
implementation 

Privacy Act officers also had limited resources to perform their Privacy 
Act duties By their own estimates, 10 of the 14 Privacy Act officers 
spent less than half then- time on privacy matters; two were full time 
Five had no staff Nme had staff but for seven of these officers, their 
staffs spent less than one full staff year on Privacy Act matters. 
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Except for HHS and Justice, all Privacy Act officers had other duties that 
competed for therr time and resources Nme of the 14 Privacy Act 
officers were responsible for some aspect of the agency’s implementa- 
tion of the Freedom of Information Act. For example, Energy’s Privacy 
Act officer was Chief of the Freedom of Information/Pnvacy Act 
Branch; he spent about 40 percent of his time on Privacy Act issues. 
Others, such as the VA Privacy Act officer, who spent 3 percent of his 
time on the Privacy Act, was the agency’s focal point for records man- 
agement, forms management, mail management, and travel manage- 
ment. Transportation’s Privacy Act officer’s primary responslbihty was 
implementing the Paperwork Reduction Act which he estimated took 90 
percent of his time. 

Agency component and other organizational units may also designate 
mdlviduals to’ coordinate and/or oversee Privacy Act activities. Each of 
the 37 components of the six agencies reviewed m detaxl identified such 
an individual. Our analysis showed that, like agency Privacy Act 
officers, these mdivlduals generally held mid-level management posl- 
tions and worked on Privacy Act matters on a part-time basis Because 
the individuals held different positions and titles, we have referred to 
them as component Privacy Act officers. A table summarizmg this anal- 
ysis is m appendix II. 

Like their counterparts at the agency level, component Privacy Act 
officers were generally mid-level managers at grades GS-12 to GS-15. 
However, their grade levels ranged from a GS-8 secretary at Interror’s 
Au-craft Services to Semor Executrve Service positions at six 
components. 

Of the 37 component Privacy Act officers, 22 spent 10 percent or less of 
their time on Privacy Act functions. Only at the Health Care Financing 
Admnustration in HHS was the Privacy Act officer a full-time positron, 
Although 29 of the 37 Privacy Act officers had addltlonal staff 
resources, m 28 components the staff spent less than 1 full staff year on 
Privacy Act matters. These estimates do not include other component 
employees who may become involved in Privacy Act matters such as 
handling access and disclosure requests. 

As the staff years suggest, all component Privacy Act officers, except 
the Health Care Fmancrng Admmistration, had other duties For 
example, the Bureau of Mines’ Pnvacy Act officer was responsible for 
personal property management, space management, motor vehicle man- 
agement, and energy conservation. Treasury’s Bureau of the Public 
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Debt’s Privacy Act officer served as an advisor for the Bureau’s market- 
able secunties programs Also, like their agency counterparts, 21 Pri- 
vacy Act officers had some responslbihty for implementing the Freedom 
of Information Act 

Privacy Issues Sot 
Covered by the Act 

Agencies may engage m activities that have privacy rmphcations outside 
the context of the Privacy Act of 1974 For example, taping of conversa- 
tions, workplace momtormg, polygraphs, fraud hotlines, and computer 
profiling may have personal privacy imphcatlons but because they may 
not Involve Privacy Act systems of records, would not be subJect to the 
act 

We asked agency Prrvacy Act officers whether there was a focal point 
or central mechanism to identify and deal with non-Privacy Act privacy 
issues raised by these activities. We were interested in determmmg 
whether attention was being given to such things as 

l assessing the impact of the activities on personal privacy, 
9 determining whether actlvitles with privacy lmplicatlons should be 

undertaken, 
. determmmg who should be mvolved m the activities (personnel/compo- 

nent), and 
l providmg appropriate controls for management oversight 

The Privacy Act officers at 10 of the agencies told us there was no cen- 
tral focal pomt to address prrvacy rssues not covered by the act. Four of 
the IO Privacy Act officers said they could be mmimally involved in 
such issues but only when asked. Five said they were not mvolved at all 
with these issues DOD’S Privacy Act officer said that, while he did not 
consider his office to be a central focal point, his office would become 
involved in most of the privacy-related concerns dealing with such 
issues 

The remammg four Privacy Act officers believed there was a focal 
pomt The State and Labor Privacy Act officers said they acted as the 
focal point In addition, the Privacy Act officer at Energy beheved that a 
focal point exrsted m Energy’s defense programs area. The Privacy Act 
officer at Transportation said that the Office of Securrty would serve as 
a focal pomt 

We asked the Privacy Act officers for then views on the desirabihty of 
having a central focal point to address privacy Issues not covered by the 
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act. Seven believed that a focal point to address some or all of the issues 
would be beneficial, while two expressed doubts about its need or prac- 
ticality The remaining five Privacy Act officers did not express an 
opmion. 

The hmlted involvement of Privacy Act officers and the absence of a 
centrahzed mechamsm to identify and address activities having privacy 
lmplicatlons not subject to the Privacy Act does not imply that these 
privacy issues are not addressed. Such activities may occur virtually 
anywhere within an organization and may be addressed as they arise. 
However, in our opinion, it might be worthwhile for agencies to take 
steps to channel information concerning such activities to the Privacy 
Act officer or other centrally located official This mdlvidual would be 
in a position through daily contacts on privacy matters to share mfor- 
matlon throughout the orgaruzatlon and thereby heighten awareness of 
prnracy implications 
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We examined m depth how six agencies-HHs, Interior, Justice, Labor, 
Treasury, and VA-were complymg with selected provisions of the Pri- 
vacy Act and OMB guidelines pertaining to (1) assuring adequate safe- 
guards of newly created and modified systems of records, (2) 
automating systems of records, (3) computer matching, (4) Privacy Act 
training, and (5) internal evaluations We found that the agencies need 
to make improvements m each area 

. While OMB suggests that agencies should conduct detailed risk assess- 
ments for newly created or modified systems of records to assure their 
security and confldentlallty, the agencies were able to provide evidence 
of such an assessment for only 1 of the 27 systems of records that were 
established or modified m 1983. Agency Privacy Act officers told us 
they rely on component organizations to conduct the risk assessments; 
however, component officials said this function was not always 
performed. 

. Systems of records that become automated are considered to be new sys- 
tems subject to the OMB guidelines if the automation results m greater 
access to the records None of the three agencies that automated sys- 
tems durmg the period of our review followed OMB'S guidelines. 

l Agencies have not reported accurate data to OMB on the extent of their 
computer matching programs. Two organizations considered their 
matching programs to be exempted from OMB guidelines, although OMB'S 

concurrence was not sought Our analysis of 26 computer matchmg pro- 
grams showed that 6 did not follow OMB guidance. 

l The training needs of mdlvlduals involved with Privacy Act activities 
were not assessed or provided m a systematic manner. Privacy Act offl- 
clals at four components told us they do not provide Privacy Act 
trammg In the remammg 33 components, Privacy Act officers sad 
some training is received although not all Privacy Act officers mam- 
tamed data on who attended 

l Agencies do not routinely conduct internal evaluations of Privacy Act 
operations which would provide senior agency officials with feedback 
on the effectiveness of the operations or on areas needmg improvement. 
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iDetailed Risk To establish or change Privacy Act systems of records, the act requires 

Assessments Were Xot 
agencres to publish notices m the Federal Regm listing a number of 
descriptive elements, The act also requires agencies, through reports on 

Conducted or Were Not new systems, to provide adequate advance notice to the Congress and 

Available for New and OMB of any proposal to establish a new system of records or, under cer- 

Revised Systems of 
tam conditions, alter an existing system 

Records Safeguarding personal information IS vital to complying with the Pri- 
vacy Act The act requires agencies to establish appropriate admmlstra- 
tive, technical, and physical safeguards to insure the security and 
confidentiality of records To accomplish this, OMB'S guidance calls for a 
brief description of the steps taken to mimmize the risk of unauthorized 
access to the system to be included in the agency’s submission at the 
time the system is established or revised. In addition, OMB'S guidance to 
agencies calls for a more detailed assessment of the risks and specific 
admunstrative, technical, procedural, and physical safeguards estab- 
lished to be available on request 

During 1983, the Departments of HHS, Interior, eJustice, Treasury, and 
the VA published notices and prepared reports on 27 new or revised sys- 
tems of records. The Department of Labor did not have new or revised 
systems in 1983 The Privacy Act officers at the five agencies said they 
reviewed draft notices and reports to assure that required data elements 
were included and properly stated. But they said they did not monitor 
compliance with the requirement that detailed assessments of the risks 
and safeguards established be conducted and available on request. Con- 
sequently, they had no available information on the extent to which 
their agencies followed the OMB guidance. 

For each of the 27 new or revised systems, we requested a copy of the 
det,alled risk assessment Of the five agencies, HHS was able to provide a 
risk assessment for one of its systems. 

l The VA Privacy Act officer said that components are responsible for con- 
ductmg detailed risk assessments A member of the Privacy Act officer’s 
staff m the component responsible for the one new system instituted m 
1983 said he did not know if a detailed risk assessment was conducted 
Because of our inquiry, the staff member contacted a program official 
and was assured that the potential risks and necessary safeguards were 
addressed at the time the system was proposed. 

l Treasury’s Privacy Act officer said she did not have copies of risk 
assessments for the one new system and two revised systems instituted 
in 1983 The components responsible for the systems were unable to 
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provide any risk assessments. The Privacy Act officer said she had 
reviewed system specifications for other systems in the past when her 
review of their proposed notices or reports raised questions. 

l Interior’s Privacy Act officer said that the bureaus are required to per- 
form risk assessments However, when we asked the components for 
copies of the risk assessments for the three new and revised systems for 
1983, one component responsible for two systems responded that risk 
assessments were not conducted. Another component responsible for the 
third system of records said that, as far as it could determine, no formal 
risk analysis had been performed In addition, this component said that 
its impression is that the reqmrement has generally been ignored. 

. Justice mstituted 10 new or revised systems m 1983. Justice’s official 
responsible for reviewing system notices said that she did not ask for 
copies of detailed risk assessments because she believed it was not her 
responsibility. Our follow-up work at the appropriate Justice compo- 
nents revealed that risk assessments were not available. Justice officials 
said they believed that the risks of unauthorized access were consld- 
ered, although the review process was not put in writing They also said 
that in 1985 Justice awarded a contract to study security needs at its 
two data centers, 

l One of the five HHS components we visrted (the Office of General 
Counsel) had performed a risk assessment; the remaining four compo- 
nents of HHS did not perform risk assessments for nine new and revised 
systems instituted m 1983. The Chief of the SSA Prrvacy Branch said he 
did not request risk assessments because he was relying on the 
originating component to contact appropriate system security personnel 
as called for in the SSA directive* The Public Health Service’s Privacy Act 
officer said she never asked for detailed rtsk assessments during her 
review of notlces and reports but she had assumed they were done 
According to this official, she mcluded a question deahng with risk 
assessments in an internal control review and found that risk assess- 
ments were not being done. The person who was the Health Care 
Financing Admnustratron’s Privacy Act officer during 1983 said she 
was not familiar with the term rusk assessment except in reference to 
computer securrty and did not remember risk assessments being 
mcluded in HHS' checkhst for creating new systems of records. Although 
the checklist points out that the measures taken to mnumize the risk of 
unauthorized access to the system should be described m systems 
reports, it does not state a requirement for detailed risk assessments. An 
official from the Office of Inspector General said she was not certain 
whether a risk assessment was conducted She suggested that it may 
have been done, but not mcorporated mto a single document and 
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retained. She said the SubJect system of records was temporary and was 
deleted after approximately 6 months 

Several agency offlclals raised the question of whether risk assessments 
need to be kept on file m the years after the system of records was cre- 
ated and whether the assessment needs to be incorporated into a single 
document OMB’S December 1985 Circular No. A-130, Management of 
Federal Information Resources, shows that it would be beneficial for 
agencies to keep risk assessments on file regardless of whether they are 
incorporated into a single document. 

Appendix III to the circular, “Security of Federal Automated Informa- 
tion Systems,” establishes controls to be included in federal automated 
systems security programs where sensitive records, Including Privacy 
Act records, are used. In part, this appendix is in response to prior GAO 

work on the implementation of the Federal Managers Fmancial Integrity 
Act which reported that (1) agencies have identified material weak- 
nesses in automated data processing, including system security, and (2) 
agencies could better evaluate automatic data processing controls with 
additional OMB guidance The appendix, among other things, mstructs 
agencies to conduct periodic reviews of sensitive applications and to 
recertify secunty safeguards at least every 3 years It states that the 
reviews should be consldered part of the agencies’ internal control 
reviews pursuant to the Fmanclal Integrity Act. In our opinion, fulfill- 
ment of these instructions would be facilitated if agencies fully docu- 
ment risk assessments on their Privacy Act systems of records and keep 
them on file. 

We discussed this with OMB OMB’S senior policy analyst for Privacy Act 
matters said he would consider amending Circular No A-130 to instruct 
agencies, in submlttmg their reports on new or altered systems of 
records, to Include mformatlon on where the formal risk assessment is 
located so that OMB could obtam a copy, if necessary. 

Agency Automation of OMB’S guidance on automation of systems of records states that when 

Systems of Records 
such a change creates “the potential for either greater or easier access” 
agencies need to prepare a new system report and a revised system 
notice At the same trme and as part of the process, agencies are to con- 
duct a detailed assessment of risks and safeguards. Three of the six 
agencies reported automatmg systems durmg 1983. We discussed how 
the OMB guidance was apphed with Privacy Act officials at each of the 
three agencies 
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. 

Interior reported that 44 systems of records were automated during 
1983 Accordmg to the agency Pnvacy Act officer, the bureaus are 
responsible for adhering to OMB'S gurdelmes. We discussed the system 
automations at two bureaus which accounted for 23 of the systems. The 
privacy coordinator at one bureau which automated 11 systems said 
bureau personnel did not review the 1983 automations until 1984 and 
1985, At that time they concluded that the automations dtd not meet 
OMB'S criteria of creatmg greater or easier access because they did not 
u-tcrease the number of personnel who had access to the records. 
According to this official, the automations entalled upgrading equip- 
ment, and only those who had access to the earlier systems continued to 
have access. The privacy coordmator at the second bureau, which auto- 
mated 12 systems, said he did not know if the question of whether OMB'S 

guidance was applicable to the automation actions had been addressed 
Our analysis of the system notices for these 12 systems showed that 
they were updated m 1983 to reflect some changes, but the sections 
related to automation were unchanged from their last repubhcation m 
1977 One system was still described as a manual system 
Justxe automated five systems of records during 1983 and prepared 
reports on new systems and revised system notices for each. Because of 
personnel changes, we were able to talk to personnel knowledgeable 
about only three of the systems The Privacy Act coordinator of the 
component responsible for two of the automations said that he assumed 
that all automations should result m a report and new system notice. A 
staff member m another component responsible for a third automation 
believed the automation met OMB'S greater access criteria because mfor- 
matlon would be input at remote terminals Although both said that 
OMB'S pubhcatlon guidance was followed, neither individual believed 
that risk assessments were conducted One of the mdlviduals told us she 
was unaware that the assessments were needed. The second mdlvldual 
recalled that his predecessor discussed Justice’s security requirements 
with the system manager but did not discuss OMB'S risk assessment 
provision 
Labor automated two systems According to the Privacy Act staff, the 
responslblllty for determining whether a new system report and revised 
notice are necessary rests with components. Officials at the component 
mvolved were unaware of OMB'S guidance on automated systems and 
acknowledged that the system notlces published m the Federal Register 
still categorize the two systems as being manual. These officials and a 
staff member of the Labor Privacy Act officer said they would review 
OMB'S mstructlons and Issue the necessary pubhcatlons for these 
systems 
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In its December 1985 publication of the President’s Annual Report on 
the Agencies’ Implementation of the Privacy Act of 1974 for calendar 
years 1982 and 1983, OMB ldentlfled the effects of automation as an area 
of concern for future study OMB observed that 80 percent of all systems 
were manual when the Privacy Act was drafted and that there has been 
a continuing trend towards automatlon, mcludmg an estimated 500,000 
microcomputers m use by 1990 

If OMB conducts an automatlon study, we believe it should include how 
agencies implement its guidance pertaining to automated systems On 
December 12, 1985, OMR changed its criteria on the automation of 
existmg systems from those that create “the potential for either greater 
or easier access” to those that create “substantially greater access ” , . 
In our opuuon, both of these descriptions lack specificity and may be 
subject to wide mterpretatlons This 1s particularly true in view of the 
fact that declslons may be made by many different personnel who are 
responsible for Privacy Act systems of records 

Improvements Can Be Computer matching-the comparison of two or more sets of computer- 

Made in Overseeing 
ized systems of records to identify individuals who are included in more 
than one--Is an activity that raises prrvacy concerns To provide gmd- 

Computer Matching ante and oversight of agency matchmg programs, OMB Issued detailed 
matchmg guidelines in 1979 and revised them m 1982. 

Each of the SIX agencies m our detailed review participated in computer 
matching programs m 1983. We found that the number of programs 
agencies reported to OMB understated the actual amount of reportable 
matching activity. Several of the agencies used varymg criteria in 
reportmg their matchmg programs to OMB, and others’ recordkeeping 
practices were poor In some cases, agency Privacy Act officers believed 
that more specific routine uses were needed for releasing information; 
however, the information was released before the disclosures came to 
their attention. Also, one agency disclosed information for a matching 
program without a written agreement on how the information would be 
used and conducted two programs without pubhshmg notices in the w 
era1 Register 

Computer Matching and 
OMB’s Guidelines 

In conductmg a matching program, two computer files are run against 
each other with a software package that mstructs the computer to 
search for certain personally identifiable variables, for example, iden- 
tical social security numbers, names, or addresses. When the program 

Page 29 GAO/GGD8&107 Mvacy Act Implementation 



Chapter 3 
Experiences of Six Agencies Show 
Improvements Are Needed 

ldentlfies duplicate Information (or information that is similar to a pre- 
determined degree), such data are considered “raw hits” that need to be 
refined and verified. Matching 1s used for such purposes as detecting 
unreported income, duplicate benefits, overpayments, and meligrble 
recipients. 

A matching program by the former Department of Health, Education, 
and Welfare rn 1977, called “Project Match,” is commonly cited as the 
federal government’s first major computer matching effort. It involved 
comparing the computer tapes of welfare rolls and federal payroll files 
in 18 states, New York City, and Washington, D.C The goal was to 
detect federal employees who were fraudulently receiving benefits 
through the Aid to Families with Dependent Children program 

The constitutional and statutory Iegrtlmacy of computer matching has 
been questioned by a number of privacy advocates, most notably the 
American Civil Liberties Union whrch was primarily concerned about 
the impact of computer matching on individual rights. Their concern 
stems from the fact that a computer matching program 1s usually not 
directed at an individual-but rather at an entire category of persons- 
and not because any one of them is suspected of misconduct but because 
the category is of interest to the government. Privacy advocates are con- 
cerned that such programs- which they view as generalized “fishing 
expeditions” -may vrolate the Fourth Amendment right to be free from 
unreasonabIe searches and seizures. 

Opponents of computer matchmg also question its statutory authority. 
The Privacy Act restricts discIosure by federal agencies of personally 
identifiable mformation, unless the record subject consents or unless the 
records fall under one of 12 exceptions One maJor exception to this rule 
involves the “routine use” provision, defined as the use of a record for a 
purpose which IS compatible wrth the purpose for which the record was 
collected Since administration of the Privacy Act is left almost entirely 
to the agencies it regulates, some agencres have developed broad routine 
use justifications for matchmg of personal records. The opponents of 
matching argue that these broad routine use justifications circumvent 
the underlying privacy prmclple that individuals should be able to exer- 
cise control over information about themselves which they provide to 
the government 

Proponents of computer matching believe that the routine use compati- 
bility requirement should extend to disclosures that agencies perceive as 
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necessary, proper, and of benefit to the government. They feel that care- 
fully managed computer matching 1s a valid internal control techmque. 
Further, the Congress has authorized the use of computer matching in 
various programmattc areas spectfied in several statutes, such as the 
Deficit Reduction Act of 1984. 

Under its Privacy Act oversight authority, OMB in March 1979 issued 
matching guldehnes “to aid agenctes m balancing the government’s need 
to mamtain the integrity of Federal programs with the need to protect 
an individual’s right to privacy.” In May 1982, OMB revised its earlier 
guidance, clarifying parts and srmphfying others 

Matching programs covered by the guidelines entail a source agency and 
a matching agency Source agencies disclose personal data to be used by 
the matching agency in performing the program. The guidelines specify 
that, before dlsclosmg personal data, source agencies are to require the 
matchmg agencies to agree in writing that the data will not be used to 
extract informatron concernmg “non-hit” individuals for any purpose. 
Matchmg agencies, according to the guidelines, are to publish a notice in 
the Federal Register, describing the matching program, and are to send 
copres of the notrce to OMB and the Congress concurrently. 

The gurdelmes specrfy that certain types of matchmg programs are not 
covered by the provisions, Examples are 

9 those which do not compare a substantial number of records, 
. checks on specific mdlvlduals to verify data in applications for benefits 

done reasonably soon after the applications are received, and 
l programs done by an agency usmg Its own records 

More Complete Data Needed Congressional hearings and various studies have documented that no 

on the Extent of Computer accurate accounting exists on the number of computer matching pro- 

Matching grams bemg conducted by federal agencies. We compared calendar year 
1983 computer matching statistics reported to OMB by the six agencies 
with data we obtained at the agencies We also obtained information 
that agencies provided to the Office of Technology Assessment (OI'A) for 
its recent study of federal information technoiogy.1 We found that the 
agencres used varying crlterra m reporting matching programs to OMB. 

We also found discrepancies caused by poor recordkeepmg. Overall, the 

‘Federal Government Information Technology Electromc Record Systems and Indwldual Pnvacy, 
June 1986,OTA-CIT-2% 
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Table 3.1: 1983 Computer Matching 
Programs at Six Agencies 

Discrepancies Caused by Agenaes’ 
Interpretations of OMB Matchmg 
Guidelmes 

- 

agencies participated m more matching programs than they reported to 
OMB and the Congress 

For the preparation of the President’s annual report to the Congress on 
Privacy Act lmplementatlon, OMB asks agencies to annually report the 
number of matching programs In which they partlclpated as a source 
agency and as a matchmg agency. Table 3 1 shows the number of 1983 
programs the six agencies we reviewed reported to OMB and the number 
of programs that we were able to identify. In many mstances the pro- 
grams were conducted among two or more of the six agencies we 
reviewed; thus, addmg the columns would overstate the total numbers. 

Number of Number of 
programs 
reported 

ProBy; 

to OMB ldenttfied ___~ - -~ 
Health and Human Serwces 5 19 -- -----__.- 
lnterror 2 2 -___--___ - ~- -~~ --___- __ __~____ -__---- -~~_- 
JLlStlCC? 1 2 -.-~ --~ ---~- 
Labor 13 15” ~____~___~_ ~~ - 
Treasury 1 5b ----__ ---. --l_----_ 
Veterans Admlnlstratlon 21 lgc 

aOur reconclliatlon of Labor s programs showed that because of admlnlstratlve error, Labor reported five 
programs that did not occur It also conducted seven programs which It drd not report to OMB Labor 
belleves that three of these programs were not subject to OMB’s guidelInes We Include them because 
In two cases, partlcrpant agenctes reported them to OMB, and In the third case, the avatlable documen- 
tation desctlbes a program that we belleve should also be reported to OMB 

blncludes four matching actlvltles rnvolvlng IRS that IRS bekves may not be matchmg programs as 
defined by OME! guidelines We Include them because the four parttcrpant agenctes agreed with us that 
the programs are covered by t4e guldehnes 

‘We found thal VA conducted ‘wo programs that It did not report to OMB In addition, it reported four 
actlvtties which It mlsdentlfied as matching programs 

Most unreported matches were due to agencies’ interpretations of the 
OMB guidelines Two agencies-the Internal Revenue Service and HHS' 
Office of Chdd Support Enforcement, (ocsE)-believed that their 
matchmg programs were not subJect to OMB'S guidelines. Labor believed 
that three of Its programs were not SubJect to the guldelxnes. Other agen- 
cies differed m how they reported matchmg programs that were per- 
formed perlodlcally and extended over more than 1 year 
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During the course of our review four agencies-the Bureau of Prisons, 
%A, OCSE, and Labor-indicated that they participated with IRS in com- 
puter matching programs. In addition, IRS provided information to the 
OTA stating IRS' participation in seven other matching programs during 
1983 An IRS official told us that information on computer matching 
activities 1s not reported to OMB because IRS was exempt from the gulde- 
lines. The official also said that data reported to GrA, and possibly by the 
four agencies, may be m error because this may have included computer 
activities that were not matching programs as defined by the OMB guide- 
lines. He said that IRS does not maintain readrly available records that 
show how many matching programs it actually partrcipated in because 
of its exemption The official said that IRS would have to examme many 
computer operations to determine if they were matching programs as 
defined by OMB'S guidelines. 

Accordrng to Treasury’s Privacy Act officer, Treasury requested and 
received OMB'S approval to exempt IRS' tax admmistration matching pro- 
grams from adherence to the 1979 matching guidelines. The official 
explained that Treasury received assurance from OMB that the 1979 
guidelines were not Intended to apply to tax administration matchmg 
programs but rather to anti-fraud programs related to federal assistance 
type payments, such as VA or other federal loans. Treasury also believed 
that section 6103 of the Internal Revenue Code provided sufficient safe- 
guards for personal data and that comphance with the guidelines would 
cause an unnecessary administrative burden. Treasury continued to 
apply this exemption after OMR issued its revised guidelines 

We discussed Treasury’s belief that IRS is exempt from OMB'S 1982 guide- 
lines with OMR'S senior pohcy anaIyst for Privacy Act matters. This offi- 
cial sard that, unlike the 1979 guidelines, OMB'S 1982 gurdelmes do not 
dlstmgulsh anti-fraud matching programs from other types, and conse- 
quently IRS needs to adhere to the 1982 provisions. On March 20, 1986, 
OMB communicated rts position to Treasury that IRS should follow the 
guidehnes As of April 28, 1986, IRS had not responded to OMB'S position; 
although according to an Office of General Counsel attorney, Treasury 
continues to beheve IRS IS exempt. 

OCSE did not report at least two recurring 1983 matching programs m 
which it participated OCSE, with its parent locator service, was the 
source agency m programs with VA and IRS to identify the addresses of 
missing parents. In addition to VA and IRS, ocSE participates in such 
matching programs with DOD, the Selective Service System, and the 
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National Personnel Records Center. These programs are generally con- 
ducted monthly, except for IRS' weekly operation. An OI%‘E official told 
us the agency’s matching programs were not reported to OMB because 
KSE believed OMB'S guidelines did not apply. According to this official, 
OCSE considered itself a “conduct” for this matching activity-recelvmg 
data on absent parents from states, transmitting it to agencies for 
matching, receivmg the results, and forwarding them to the states. WSE 
did not consult with HHS' Privacy Act staff or OMB about this determina- 
tion. After our discussions, the official agreed that OCSE 1s subject to the 
guidelines and stated that future matching programs will be conducted 
in accordance with the guidelines and will be reported to OMB 

Labor participated m three matching programs in 1983 that it did not 
report to OMB All three mvolved the Employment Standards Adminis- 
tration. It was source agency for (1) a one-time program with the 
National Aeronautics and Space Administration (NASA) dealing with 
hearing loss daims at a NASA research center and (2) a program per- 
formed periodically with Interior to ensure that Labor charges Interior 
for only Interior employees’ workers’ compensation payments In the 
third program, Labor was matchmg agency wrth the United Mine 
Workers Health and Retirement Funds as source. 

Labor’s Privacy Act staff, using a similar rationale for the two source 
agency programs, determined that neither was subject to OMB'S matching 
guidelines. The reason given was that the computer tapes sent to NASA 

and Interior contained mformatron on only those agencies’ empIoyees 
Labor thus believed that both programs were, in effect, internal to the 
two agencies and not subJect to the guidelines. NASA and Interior, on the 
other hand, publrshed Federal Register notices for the matching pro- 
grams The respectrve notices showed that these agencies considered the 
programs to be SubJect to OMB'S guidelines. Because the different mter- 
pretatlons by Labor and the two other agencies create inconsistent 
reporting, we discussed them with OMB'S senior policy analyst for Pri- 
vacy Act matters This official said that the match with NASA was sub- 
ject to OMB'S guidelines and should have been reported by Labor He sard 
he would have to further review Labor’s program with Interior to deter- 
mine if it is subject to the guidelines 

The thud matching program that Labor did not report to OMB is a recur- 
ring one that was created to assist the United Mine Workers Health and 
Retirement Funds m determining the eligibility for black lung benefits of 
that agency’s beneflcmles Where proper eligibility is determined, the 
program further assists in identifying the associated mine operators 

Page 34 GAO/GGD-&%107 Privacy Act Implementation 



Chapter 3 
Experiences of Six Agencies Show 
Improvementi Are Needed 

who may be responsible for reimbursing the source agency. Labor’s Pri- 
vacy Act staff said they view the program as essentially a billing proce- 
dure whereby the allocation of benefit payments is determined. OMB, 
however, does not include programs such as this one as exceptions to its 
guidelines. Thus, we believe Labor should have reported the program to 
OMB and, since the program is ongoing, should continue to do so. 

Inconsistent reporting to OMB on the number of matching programs agen- 
cies conducted also occurred because of the manner in which agencies 
treated programs that were initiated before 1983 but continued on a 
penodic basis, including the 1983 time frame. Intenor, in responding to 
OMB'S request for the number of matching programs participated m 
durmg 1983, included one that was initiated in 1982. This program is a 
recurring one, and because it was continued into 1983, Interior believed 
It should be included in the 1983 data submission to OMB. VA also fol- 
lowed this practice and included its participation m three programs that 
were mitlated in earlier years. HHS’ Social Secunty Administration and 
Office of the Assistant Secretary for Personnel, in contrast, did not 
report their 1983 particlpatlon m 12 programs that were initiated in 
prior years 

Unless participation in all matching programs is reported, extensive 
matching activities may occur but will not be reflected in the report to 
the Congress 

Discrepancies Caused by Poor Other matching programs were incorrectly reported because of inaccu- 
Recordkeeping rate and incomplete recordkeepmng. 

Labor did not report four matching programs to OMB involving the black 
lung program, which IS in the Division of Coal Mme Workers Compensa- 
tion. The Privacy Act coordinator for the Employment Standards 
Administration (which contains this division) said the computer 
matching paperwork did not go through his office Following our 
mqun-y, a workers compensation specialist m the dlvlslon was assigned 
to locate documentation of the black lung matching programs. He was 
able to find very little matching-related paperwork until we described 
for him the data that Labor had provided for CTA’S recent federal infor- 
mation technology study 

Labor’s Employment Standards Admimstration reported that it con- 
ducted five matching programs mvolving the Federal Employees Com- 
pensation Act area m 1983. However, we found that the Administration 
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-- 
did not perform any programs for this area m 1983 The Privacy Act 
coordmator said he may have been confused about how to fill out the 
OMB data request; the program office had served as the source agency 
for five matching programs, and he entered those correctly. 

The Admmistratlon’s Privacy Act coordinator has initiated procedures 
to ensure that matching activities are properly reported m the future. 
The procedures require all components of the Admmlstration, when pro- 
posmg participation m a match, to contact the Privacy Act coordinator 
regarding the documentation and any OMB clearance that may be neces- 
sary Further, the Privacy Act coordinator must concur in all computer 
matching documentation 

VA’S Department of Veterans Benefits reported four activities as source 
matchmg programs that were instead external releases of information 
for purposes other than computer matching. This department also did 
not report a one-time matching program that it conducted. Another pro- 
gram not reported by VA involved the Office of Budget and Finance as a 
source A member of the central office Privacy Act staff said an admin- 
lstrative error caused the program not to be reported to OMB Because of 
our fmdmgs, the central office staff instituted computer matching 
reporting procedures that require VA components to submit specific 
details on all of theu- matching programs to the central office. 

Finally, two unreported source agency programs occurred at Treasury 
and Justice One mvolved Treasury’s Office of Inspector General, which 
1s orgamzatlonally within the Office of the Secretary Labor was the 
matchmg agency Treasury’s Privacy Act officer said that since she 1s 
also located within the Office of the Secretary, she did not query compo- 
nents of that office about their matching activities since all matches 
would normally be reported to her before being conducted The second 
matching program involved Justice’s Bureau of Prisons as a source 
agency to IRS According to the bureau Privacy Act officer, his records 
did not mclude this match, otherwise he would have reported it. 

-_-I_ 

Problems Noted Involving We reviewed 26 matchmg programs that were subject to OMB'S 1982 

Specific Matching Activities guldelmes2 and found that three agencies did not follow the guidelines’ 
provlslons m 6 of the programs For three of the programs, agency Pri- 
vacy Act officers beheved that more specific routine uses were needed 

‘The SLX dgencles were mvol\ ed In 35 matching programs, 9 of these were SubJect to the 1979 @de- 
lines These edrher guldelmey c ontdmed different provlslons from the 1982 version, especmlly 
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for reIeasmg mformatlon, however, the information was released before 
the disclosures came to their attention. In one program, the source 
agency did not obtam a written agreement from the matching agency on 
how the data would be used, although it did obtain oral agreement. 
Finally, m two other matching programs, an agency did not publish Fed- 
eral Register notices We also found one instance where an agency dls- 
closed records to a nonfederal entity but, because OMB guidance is silent 
on such matching programs, did not publish a Federal Rege notice. 

lkclosures Under Routme Use 
Provisions 

The OMB guidelines mstruct agencies serving as source agencies m 
matching programs to ensure that disclosures are in accord with the Pn- 
vacy Act The act, with 12 specific exceptions, disallows the disclosure 
of records without the record subject’s consent. One exception, called 
the routine use provlslon, allows the disclosure if the records will be 
used in a manner that 1s compatible with the purpose for which they 
were ongmally collected The routrne uses must be published as part of 
the public notlce provided for the entire system of records. 

For the 26 matching programs conducted m 1983, we found that five of 
the six agencies partlclpated as source agencies and made disclosures 
under the routine use provision on I7 occasions. Our analysis showed 
that generally the published routine uses were consistent with the pur- 
poses of the programs However, m three instances, Privacy Act officers 
believed that sufficiently descriptive routine uses were not present m 
the system notices. According to the Privacy Act officers, the dlsclo- 
sures occurred before the matter came to their attention 

Both Treasury’s Office of Inspector General and IRS were identified as 
source agencies for matches conducted by the Department of Labor. 
Labor performed the program to identify lndivlduak who received 
unemployment insurance compensation during periods of federal 
employment. It matched the employee payroli records of seven federal 
agencies with the unemployment insurance clamant records of 14 state 
employment security agencies Treasury and IRS released to Labor cer- 
tam employee payroll data that they extracted from their payroll record 
systems. Treasury’s Privacy Act officer told us that new routine uses 
more closely associated with the Intended program should have been 
published before releasing the data She said she could not recall being 
aware of the disclosures until after they occurred. She said routine uses 

regardmg pubhc notice, Federal Rcglsrer pllbhcatlon wds called for only in the 1982 guldehne5 Conse- 
quently, we revlewed the 26 prograrnf H- c omphance 
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allowing such disclosures would be prepared and published in the Fed- 
eral Register. 

Interior was also a source agency m Labor’s unemployment compensa- 
tion matching program At the request of Interior’s Inspector General, 
several components extracted data from multiple payroll systems for 
release to Labor. Interior’s Privacy Act officer and an attorney in the 
Office of the Solicitor said that the issue of routine uses for the 
matching program was not addressed until after the disclosures were 
made. The attorney later reviewed the routine uses for each of the sys- 
tems and determined that one use was present in each of the notices that 
was sufficiently broad to permit the disclosures However, Interior’s Pri- 
vacy Act officer and a second attorney in the Solicitor’s office believed 
that the cited routine uses m the system notices did not precisely 
describe the computer matching process to be used m the intended dis- 
closures. Therefore, after the disclosure for the matching program, Inte- 
rior published a specific new computer matching routine use for each of 
the payroll systems 

Source Agency Agreements Under the OMB guidelines, federal source agencies are responsible for 
obtaining written agreements from the matchmg agencies that specify 
the conditions governmg the use of the matching files. The agreement is 
to make explicit the conditions under which disclosure will be made and 
is aimed at, among other things, assuring that the disclosed Information 
will be used only for the Intended purposes. Because the six agencies 
served as source agencies m 17 of the 26 matching programs, source 
agency agreements should have been obtained. We found with one 
exception that the agencies had them on file. 

The one exception mvolved the VA which disclosed records to the 
Georgia Bureau of Employment Security as part of its program to match 
state wage records to identify any unwarranted payments of VA pension 
and certain compensation benefits caused by beneficiaries’ underre- 
porting or failing to report earned income. VA'S Office of Inspector Gen- 
era1 conceived and coordmated the program and published the matching 
notice in the Federal Keg= The state agency, however, did not want 
to release its entire file, so VA provided its data and the state agency 
performed the Initial matching procedure. Although VA obtained no 
written agreement, the Inspector General’s Privacy Act staff said that 
Georgia officials orally agreed to the conditions outlined in the OMB 

guidelines and returned the computer tape to VA when the program was 
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Federal Register Notices 

completed. The program staff said they overlooked obtaining a written 
agreement. 

A responsibility assigned to matching agencies by the OMB guidelines is 
the publrcation in the Federal Regjj of a notice describing the 
matching program. The notice, to be published “as close to the initiation 
of the matching program as possible,” is to include such elements as a 
description of the personal records to be matched and the safeguards to 
be used for protecting this data. 

The six agencies we reviewed served as the matching agency in 14 of the 
26 matching programs. We found two mstances where an agency did not 
provide notice m the Federal Register. The notices were not published 
because of an apparent misunderstanding as to which agency had this 
responsibility The two programs involved CMXE and Army serving as 
source agencies to VA'S Department of Veterans Benefits. Both programs 
were conceived by and conducted for the benefit of the source agencies. 
The component’s Privacy Act officer said staff involved in the programs 
told him the two source agencies had responsibility for matching notice 
publication since the programs were for their benefit. VA records, how- 
ever, do not indicate that the issue of notice publication was discussed 
among the agencies sufficiently to ensure that agreement was reached 
on who had this responsibility. Accordmg to OMB'S guidelines VA, as the 
matching agency, should have published the notices 

One additional matching program for which a notice was not published 
highlights a shortcoming in the OMB matching guidelines. Nonfederal 
orgamzations that use federal agency data in matching programs are not 
required to publish notices in the Federal Register. Thus, a notice was 
not published for a program using SSA data where the State of Cahforma 
was the matching agency The OMB senior policy analyst for Privacy Act 
matters said the gutdelmes should be amended to provide that federal 
agencies publish notices when they participate as sources to nonfederal 
entities This amendment could become even more significant in the 
future smce the Deficit Reduction Act of 1984 requires, in effect, that 
federal/state matchmg activities be expanded 

OMB Computer Matching 
Checklist 

In December 1983, OMB issued a computer matching “checklist” to assist 
agencies in adhering to OMB guidelines. Agencies are to complete the 
checklist and maintain it in their files. It contains several questions to be 
answered for each matching program in which agencies participate, 
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Agencies Need to 
Better Monitor Privacy 
Act Training 

mcludmg whether and when (1) routine use provisions were published, 
(2) source agency agreements were obtained, and (3) a notice of the pro- 
gram was punlished 

While the checklist could help prevent the problems we found for 
matching programs conducted in 1983, the agencies need to ensure that 
all components use it for their programs. We contacted Privacy Act staff 
at the agencies’ 15 components that participated in matching programs 
m 1983 and found that the staff in 10 components were aware of the 
checkhst At 6 of the 10 components the staff told us the checklist had 
been used for one or more programs; the other 4 said they had not par- 
ticipated in any programs since the checklist’s issuance, but it wrll be 
used when programs occur At the remaining five components, which 
were mvolved m 18 of the 35 programs conducted in 1983, the Privacy 
Act staff were not aware of the checklist’s existence 

In Cu-cular No A- 108, OMR made agency heads responsible for con- 
ductmg tranung for all personnel who are m any way involved m mam- 
taining Privacy Act records for the purposes of (1) apprising them of 
their Privacy Act responsibilities and (2) familiarizing them with agency 
procedures for implementmg the Privacy Act In a December 1985 revi- 
sion, OMB strengthened its instructions and made agency heads respon- 
sible for annually reviewing agency trammg practices to ensure that all 
agency personnel are famrliar with the act’s requirements, agency imple- 
menting regulations, and any special requirements that their Jobs entail 

Although Privacy AC&t trammg was offered, it was not always monitored 
by agency or component Privacy Act officers to track employees who 
receive or need It Discussions with the agency Privacy Act officers and 
37 components of the six agencies included in our review disclosed the 
followmg 

. Two of the six agency Privacy Act officers said they were not mvolved 
m trammg because of resource constraints Another two officers have 
provided trammg, although one stated that resource limitations have 
prevented his mvolvement over the past several years The remaining 
two Privacy Act officers said that the trainmg function is delegated to 
other units 

l Thirty-three of the 37 components reported that Privacy Act training 
was provided and ranged from internal programs and discussion at man- 
agement conferences to external trammg courses, although in some 
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instances attendance was optional. Fourteen Privacy Act coordmators 
said they do not maintain data on who attended. 

. The remaimng four components, at one agency, reported that they do 
not provide Privacy Act training. 

For its 1985 presidential report, OMB requested agencies for the first 
time to provide information on the Privacy Act traming provided to 
employees It, among other things, requested data on (1) the number of 
employees that had received training, (2) the criteria used in deciding 
who was to receive training, and (3) whether the training was internal 
or external. This mformation, which may be available from personnel or 
other records, should be useful to OMB and the respective agencies m 
assessing Privacy Act trammg 

Agencies Need to The six agencies maintain over 1,400 systems of records containing mil- 

Evaluate Privacy Act 
lions of records on individuals As shown in chapter 2, they have highly 
decentralized delegations of responsibility for safeguarding the systems. 

Activities Because of the sensitivity of the records and the organizational struc- 
tures, periodic evaluations are necessary if agency management is to be 
aware of how effectively the operatrons are being carried out as well as 
areas needmg improvement. However, Privacy Act officers were able to 
identify only five reviews relating to Privacy Act operatrons in four of 
the SIX agencies since 1980 

OMB’s Guidelines Stress 
Internal Evaluations 

The Privacy Act espouses the principle that there are proper 
approaches to the management of information and that agencres should 
take affirmative steps to assure that then information management 
practices conform to a reasonable set of norms. OMR mcorporated this 
pnnciple in its Circular Nos A- 108 and A-130. 

OMB'S Circular No A-108, published m 1975, required each agency “to 
establish a program for penodically reviewing agency record-keeping 
policies and practices to assure compliance with the Act ” Circular No 
A-130, issued on December 12, 1985, more specifically concerned com- 
pliance evaluations Among the provrsrons of appendix I to Circular No. 
A-130 are the followmg 

. Recordkeep= Practices Review annually agency recordkeepmg and 
disposal policies and practices m order to assure compliance with the 
act 
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9 Routine Use Disclosure Review every three years the routine use drsclo- 
sures associated with each system of records m order to ensure that the 
recipient’s use of such records contrnues to be compatible with the pur- 
pose for which the disclosing agency origmally collected the 
information. 

l Matching Programs. Review annually each ongoing matching program m 
which the agency has participated during the year, either as a source or 
as a matching agency, m order to ensure that requu-ements are met 

l Privacy Act Trammg Review annually agency trammg practices m 
order to ensure that all agency personnel are famihar with the require- 
ments of the act, with the agency’s implementing regulation, and with 
any special requirements that then specific Jobs entail 

We discussed the Circular No. A-130 requirements with the OMB senior 
policy analyst who drafted them He said the circular was issued to 
expand, clarify, and stress OMB'S expectations for agency evaluations of 
Privacy Act functions He said the cncular was also intended to serve as 
an impetus for the agencies to emphasize internal reviews and provide 
sufficient priority to this function. 

Agencies Have Not 
Emphasized the Review 
Function 

Our work at the six agencies showed that emphasis has not been placed 
on evaluations of Privacy Act functions. Consequently, few evaluations 
have been conducted 

The following summarizes the evaluation efforts of each of the SIX agen- 
cles we reviewed. 

l While Treasury’s Privacy Act directive does not address compliance 
evaluations, the agency Privacy Act officer’s position description 
includes the responsibility for “implementing and momtoring Depart- 
mentwrde compliance with requirements of the Act ” The Privacy Act 
officer said although comphance reviews have been planned, staffing 
constraints have forced postponement The Privacy Act officer also said 
reviews were conducted at IRS as part of the National Office Review 
Program. 

l Interior’s Privacy Act officer cited two evaluations conducted in 1984. 
As part of Interior’s trienmal review program under the Paperwork 
Reduction Act, the agency assessed aspects of safeguarding Privacy Act 
systems of records. The assessment found deflciencres and made recom- 
mendations in the areas of (1) posting warning notices to limit access to 
areas where Privacy Act materrals are mamtamed and (2) disposmg of 
Privacy Act materials In addition, pursuant to a request by a Member 
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of Congress, Interior reviewed selected aspects of the Privacy Act and 
Freedom of Information Act The review identified areas where imple- 
mentation and comphance could be improved including (1) improving 
the physical security and integrity of Privacy Act records and (2) noti- 
fying employees of the provlslons of the Privacy Act, including its 
prohibitions. The Privacy Act officer told us that with only 30 percent 
of his time devoted to privacy matters he has been unable to conduct 
any reviews himself. He said that the agency’s directive was revrsed in 
October 1984 to assign responsibility for onsite inspections to compo- 
nents and that some components began to conduct them in 1985 

4 Labor’s dxectlve states that the Solicitor will (1) direct the overall 
implementation of the Privacy Act and (2) review disclosure officers 
decisions periodically to assure adherence to Labor regulatrons. The 
semor Privacy Act staff member told us that she does not have the 
resources to conduct reviews of how the Privacy Act IS implemented. 

. VA does not have a comprehensive directive and 1t.s Privacy Act officer 
position descrrption does not address evaluations. The Privacy Act staff 
was aware of two evaluatrons that were issued in 1980 and 1981. In 
1981, the Privacy Act staff reviewed the Privacy Act systems of records 
of the Department of Veterans Benefits and found that improvements 
could be made in accountmg for disclosures and in protecting confiden- 
tla1 sources of mformation, In 1980, the Office of Inspector General 
issued a series of reports related to privacy and security controls of a 
major computer system It reported the need for security audits and, at 
some installations, the need for Prrvacy Act training 

l Justice does not have a directive and its position description for the Pri- 
vacy Act official does not include evaluatron responsibihty. The only 
review cited by officials was a 1983 mternal audit report on the depart- 
ment’s efforts to comply wdh the records protection requirements of the 
Prrvacy Act It contained recommendations for the Justice Management 
Dlvlsion (1) to more effectively momtor comphance with Privacy Act 
record security requirements and (2) to annually remind department 
components of their responsiblhty to identify records systems subject to 
the act and to prepare notices for those systems 

. HHS has delegated full responsibility for the Privacy Act’s implementa- 
tion to its major components Our work at the ss~ and the Health Care 
Financing Admuustratlon revealed that reviews of Privacy Act opera- 
tions were not conducted The Privacy Act officer at the Public Health 
Service told us that, at her suggestion, elements of the Privacy Act’s 
implementatron were incorporated mto an internal control review con- 
ducted pursuant to the Financial Integrity Act. Through this effort she 
identified the need for improved Privacy Act instructions and trauung 
According to the Privacy Act officer, corrective actions were being 
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taken, In January 1986, HHS created an ad hoc committee to review the 
admmlstratlon of the Privacy Act and to make recommendations for 
improvements. Among the areas planned for review were computer 
matching, computer security, and the compatibility of HHS procedures 
with OMB guidance. On April 17, 1986, HHS officials told us that the com- 
mittee was in the process of determining how to meet the review 
requirements contained m OMB Circular No A-130 
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Conelusions and Recommendations 

Conclusions The Privacy Act of 1974 1s the prmcipal statute aimed at balancing the 
privacy protectron rights of mdivrduals wrth the information needs of 
federal agencies m conductmg government business As such, it assures 
individuals that records about themselves will be safeguarded and kept 
confidential The act also places drsclosure, recordkeepmg, and safe- 
guarding requirements on federal agencies 

During the years since the act’s passage, the number of government-held 
records has Increased dramatlcally, and more records are automated 
each year. Automated records and the proliferation of microcomputers 
expand the uses and access to personal records and, thus present dlffi- 
cult privacy challenges that call for greater attentron to Privacy Act 
requirements However, the executive branch has not emphastzed over- 
sight of the Privacy Act To fulfill Its responsrbllitles under the act, OME 
has adopted a reactive approach to oversight Although this approach 
depends partially on followmg up on mformation provided by agencies 
for OMB'S annual report to the Congress, 3 years elapsed between the 
pubhcatlon of OMR'S 1981 report and the December 1985 publication of 
the combmed Pnvacy Act report for 1982 and 1983. The fact that OMB 
still has not published reports for 1984 or 1985 reflects the low priority 
lt has given this program At the same time, agencies have not empha- 
sized oversight of then- own 

Prrvacy Act actlvrtles are widely dispersed throughout agencies and 
their components Consequently, the organizational structures estab- 
lished by agencies are decentralized in nature with primary reliance for 
complrance placed with local units that maintain and use individual sys- 
tems of records Given this decentralized approach, basic management 
tenets suggest the need for clear delegations that assign responslbihty 
and estabhsh accountabrhty as well as a central focal point to monitor 
and oversee the law’s lmplementatlon Our analysrs showed that this has 
generally not been achieved 

Agency dlrectlves and other memoranda that describe delegations for 
lmplementmg the Privacy Act are unclear as well as Incomplete. Of the 
14 agencies reviewed, three did not have dnectives which formally dele- 
gated responslbllrtles The remammg 11 delegated responslbrhtles 
through agency dn-echves but did not address all Privacy Act 
provisions 

The role and functions of agency Privacy Act officers are less than 
needed to effectively coordinate and oversee the implementation of the 
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act. We found that significant functions such as ensuring compliance 
and necessary Privacy Act training were not always assigned. 

Our detailed audit work at six agencies illustrated the need for closer 
attention to Privacy Act activities. Management m these agencies has 
been less than aggressive in reviewing mltiatives to create new systems 
of records subject to the Privacy Act as well as decisions to automate 
existing systems While OMB calls for detailed analyses to be conducted 
on potential risks and needed safeguards for new systems of records, we 
found they were rarely prepared by agency program staff Privacy Act 
officers seldom mqulred about risk assessments. 

Although computer matching is one of the most controversial activities 
generating privacy concerns, agencies (1) did not have current, complete 
data on the extent of matching programs, (2) did not always follow 
OMB'S matchmg guidehnes, and (3) differed in u-tterpretatlon of the 
matching guidelines as to whether programs needed to be reported to 
OMB. In addition, two component agencies exempted their matching pro- 
grams from OMB'S guidehnes. We found no evidence that OMB was previ- 
ously aware of these discrepancies. The Privacy Act officers were not 
always involved m computer matching activities. 

While OMB guidance emphasizes the need to provide Privacy Act training 
to all personnel who handle Privacy Act records, agencies need a more 
systematic means to assess or provide for training. Given our findings 
that Privacy Act requirements and OMH guidelines are not being consist- 
ently followed in the areas of computer matching, risk assessments, and 
system automations, the need for agency personnel to become more 
aware of these requirements and guidelines IS apparent. 

In addition, the SIX agencies have not established systematic approaches 
for conducting compliance evaluations and providing management with 
feedback on Privacy Act activities. Privacy Act officers told us they do 
not have the resources to conduct evaluations themselves. 

The pervasiveness of such shortcommgs leads us to conclude that Pri- 
vacy Act operations need a cohesive, articulated program aimed at 
assuring that such activities are conducted in full compliance with OMB 
guidance and the act’s provlsions. In our opmion, without more active 
mvolvement and momtormg by both OMB and agencies, there will be less 
than full assurance that Privacy Act functions are carried out in a 
manner that protects the privacy rights of mdlviduals and balances 
these rights with the information needs of federal agencies. 
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OMB 1s currently planning to conduct a comprehensive review of its 1975 
guidelines on implementing the Privacy Act We believe this effort is 
timely m light of our findings. Revised guidelines with proper moni- 
toring and oversight can address many of the needed improvements and 
emphasize the management responwbllitles for implementing the act. 
But the full potential effect of revised gurdelmes, as well as Circular No. 
A-130, may not be realized without OMB leadership and actrve OMB 

oversight 

Recommendations Because of OMB'S key role m managing executive branch operations and 
m light of the responslbihties asslgned OMB by the Privacy Act, we rec- 
ommend that the Du-ector, OMB, actively oversee agencies’ implementa- 
tlon of the Privacy Act. This would entail following up periodically to 
ensure agencies’ adherence to Circular No A-130 and other OMB 
guidance, 

Because needed changes will require strong leadership by agencies, we 
also recommend that OMB direct agencies to 

l review and update (or in some cases, prepare) directives that clearly 
delegate responslbmtles and establish accountability for all Privacy Act 
functrons, 

9 specifically assign to the Privacy Act officers coordmatmg responslbilr- 
ties for all Privacy Act actlvitles and ensure that Privacy Act officers 
have the resources to fulfill these responsibilities; 

. systematically assess and provide for Privacy Act trammg to assure 
that personnel are aware of Privacy Act requirements and OMB guidance 
pertauung to such functions as conductmg detailed risk assessments, 
automating systems of records, and conductmg computer matching pro- 
grams; and 

l assrgn responslblhty for evaluating Privacy Act operations and mom- 
tormg lmplementatlon of any recommended improvements. 

We also recommend that the Director, OMB, review and clarify OMB'S 
gmdance to agencies on automated systems of records and computer 
matching programs 

l Circular No A-130’s guidance on automating systems of records should 
provide more specific criteria on when agencies are to prepare a new 
system report and notice This would result in greater consistency 
within and among agencies m recognizing the need to provide advance 
public notice and reports to OMB and the Congress, 
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l Computer matching guidelines should specificaIly state that agencies are 
to annually report to OMB all participation m matching programs miti- 
ated in prior years but conducted on a recurring basis This would con- 
tribute to more complete data in OMB’S Annual Report to the Congress. 

l Computer matching guidehnes should provide for public notice of com- 
puter matching programs conducted by organizations not covered by the 
act when Privacy Act systems of records are disclosed by federal 
agencies. 

. Computer matching guidelines should instruct agencies to notify OMB 
when, like IRS and OCSE, they believe they are exempt from OMB guide- 
lines This would provide OMB with the opportunity to review and 
concur. 

Agency Comments and OMB said that it found our recommendations to be reasonable and that it 

Our Evaluation 
was already working to implement some of them. It additionally pro- 
vided several comments which are discussed below, 

OMB said the report should include a discussion of the Paperwork Reduc- 
tion Act of 1980. The Paperwork Reduction Act established a broad 
framework for managing federal mformation resources and integrated 
many related functions, including privacy protection. OMB also said the 
report appeared to confuse the role of the senior agency official for pri- 
vacy matters and the working level Privacy Act officer. In a followup 
discussion, OMB explained that, because Privacy Act functions are inte- 
grated with other mformation resource management duties, Privacy Act 
officers’ activities may be supplemented by functions conducted by 
other groups such as agency Inspectors General and General Counsels, 

We crted the Paperwork Reduction Act m the report However, we do 
not believe OMB’S comments are pertinent to our findings or recomrnen- 
dations Under the Paperwork Reduction Act, OMB and agencies continue 
their responsibihties for lmplementmg the Privacy Act. In fact, OMB’S 
1984 annual report under the Paperwork Reduction Act of 1980 stated. 

“The Act emphasizes the importance of protectmg personal privacy of mdlvlduals 
against unwarranted mtruslons by Federal agencies and strengthens authorities 
previously assigned to OMB by the Privacy Act of 1974 ” 

In addition, OMB’S 1985 Circular No. A-130 entitled, “Management of 
Federal Information Resources,” which provided a framework for mfor- 
mation management mcludmg the implementation of the Paperwork 
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Reduction Act, contmued and, in some Instances, strengthened agency 
Privacy Act responslbihties. 

We also agree that other agency actlvltles supplement Privacy Act func- 
tions and the activrties of the Privacy Act officer As the report shows, 
Privacy Act actlvltles are widely dispersed and include program staffs 
as well as other groups such as the General Counsel Rather than solely 
focusing on the Privacy Act officer, we worked with this mdlvldual as a 
focal point and contacted many other groups where either the Privacy 
Act officer or agency documentation suggested theu mvolvement The 
fact that many other groups are mvolved in Prrvacy Act activities reem- 
phasizes, in our opnuon, the importance of a coordmatmg, focal point, 
such as the agency Privacy Act officer. These posltlons were estabhshed 
and located under the senior agency official for Privacy Act matters to 
coordmate Privacy Act lmplementatlon m the agency 

OMB said that time spent by Privacy Act officers m admuustering the 
Freedom of Information Act and other disclosure statutes may comple- 
ment rather than compete with Privacy Act duties. We clarified the 
report to show that, because Privacy Act officers work on the Privacy 
Act part-time, their other duties must compete for time and resources 
regardless of whether the other duties are complementary or mdepen- 
dent of Privacy Act responslblhties 

OMB questioned whether we found a relatlonshlp between the level of 
the Privacy Act officer N-I the agency and the accomphshment of his or 
her duties. We did not attempt to determine such a relationship. We did, 
however, mclude Prrvacy Act officers’ locations and grade levels as part 
of our overview of how agencies have organized to implement the Prr- 
vacy Act. 

Page SO GAO/GGIh%-107 Privacy Act Implementation 



Page 6 I GAO/GGDE&IOP Privacy Act Implementation 



Appendix I 

Letter Dated January 4,1984, From the 
Chakman of the Subcommittee on Government 
Information, Justice, and Agriculture 

GOVERNMENT INFORMATION. JUSTICE,AND AGRICULTURE 

SUBCOMMITTEE 
OF THE 

COMMITTEE ON GOVERNMENT OPERATIONS 
s-319-c l%“~““M HO”“ ow,sr s”ImWG 

WASHINGTON. D C 205 15 

January 4, 1984 

Mr. Charles Bowsher 
Comptroller General 
General Accounting Office 
441 G Street, NW 
WashIngton, D. C. 20548 

Dear Mr. Bowsher 

This Subcommittee recently completed an rnvestlgatlon of 
the oversight of the Privacy Act of 1974 by the OffIce of 
Management and Budget. The Subcommittee's effort resulted In 
a report (House Report 98-455) adopted by the Committee on 
Government Operations dt the end of the first session of this 
Congress. The report generally concluded that OMB's Prrvacy 
Act oversight efforts were defrcrent and recommended, inter 
alla, that there be better government-wide Privacy Act oversight 
and that there be better representation of privacy Interests In 
government Jecrsron making. 

Some of the problems with OMB's Privacy Act etforts may 
also be characterlstlc of Privacy Act actlvlcles at lndlvtdual 
agencies. The regular review of system notices and proposed 
routine uses by the Subcommittee lndrcates that there may be 
orRanlzatlona1 and other shortcomings with the way that agencies 
respond to Prrvacy Act requirements. While some agencles-- 
most notably the Department of Defense--have model programs, 
other agencres place Prrvacy Act operational responslbllrtles 
at a low level, fall to give the agency Privacy Act ofilcer 
a meaningful voice, or ineffectIveLy coordinate Privacy Act 
issues among multiple agency components. 

I would like to enlrst the assistance of the General 
Accounting Office In revlewrng the organlzatlonal structure and 
effectiveness of Privacy Act operations at maJor departments 
and apencles. The main purpose of this assignment 1s to 
determine If agencies have accorded sufflclent instltutlonal 
Importance to Privacy Act matters to meet the requirements ot 
the Act. 
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Chairmm of the Subcommittee on 
Government Information, Justice, 
and Agriculture 

Mr. Charles Bowsher 
January 4, 1984 

In addltlon, I would like GAO to determlne If maJor agencies 
are sultably organized to permit ldentlflcatlon and conslderatlon 
non-Privacy Act privacy Issues In the ordinary course of agency 
business. My concern is that privacy matters that do not drlse 
ln the context of the Privacy Act or other speclflc legislation 
relating to privacy are not addressed. 

FInally, I would ltke GAO to review the privacy yol~cy 
actlvLtles of the NatIonal Telecommunlcatlons and Inforrnatlon 
Adminlstratlon at the Department of Commerce. NTZA had been 
very active with privacy Issues prior to 1981, and Z want to 
know If privacy work LS contlnulng at NTIA and, If not, why 
not. 

Subcommittee counsel Robert Gellman can provide your staft 
with more lnformatlon and dlrectlon with respect to this request. 

Sincerely , 1 

Enclosure 
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Act Staff 

Estimated statf years0 

Organizational entity 
Privacy Act 

Agency/component lmmedlate office Grade 0ftlceP St8ff __- __I- 
Hestth and HUm8fI Services 

Health Care Financing Off tee of Management and 
AdmInistration Budget 

Reports Management Branch 
12 1 0 

Offlce of Inspector General Offlce of Analysis and Management and Operations 
lnsoection Dlvlslon 15 02 05111 

Offlce of the Assistant Offlce of Personnel 
Secretary for Personnel 

DIVISION of Personnel Policy 
Admmlstratlon 

Adm!nlstratlon 12 40 0 __- _--.__I. l_- 
Public Health Service Office of the Asslstant Division of Directives and 

Secretary for Health Authontles Management 14 40 l(l) 
Social Security Admintstratlon Office of Operational Pohcy and Dlvlslon of Technical 

Procedures Documents and Privacy 15 40 8 Ol(9) ._I_ -__I- 
Interior __~--_l_ 

- 8ureau of Indian Affairs Office of the Commissioner Office of Administration SES - 001 30(l) 
Bureau of Mmes Management Services Dlvlslon of Property and 

General Services 14 -___------__ 
Bureau of Reclamation Office of Assistant Assistant Commissioner for 

Commissioner for Admlnlstration 
Administration SES .- 

Geological Survey Administrative Dlvlslon Specjal Programs Section 13 ~________ 
Minerals Management Service Office of Admlnlstratlon Records Management Branch 12 ---- 
National Park Service Personnel and Administrative Administrative Services 

Services Division 15 -- __~ -~-~-_I. I_____ 
Office of Administrative Dmsion of General Services Divtsion of General Servtces 
Services 14 ---__- 
Off Ice of Alrcraft Services Office of the Director Office of the Dlrector 8 

05 5w 1 

03 14M 
15 05(l) 
10 0 

02 2 05(l) 

01 0 

03 - 0 
Offce of Inspector General Assistant inspector General for Assistant Inspector General for 

Administration Admlnlstratlon 13 05 05(l) -. ~---.----__-.__ _I____ 
Offlce of Personnel Division of Program 

Coordlnatlon and Evaluation 
Dlvlslon of Program 
Coordmation and Evaluation 14 02 0 __- -I_-- --._ll- _I_-__ 

Office of Surface Mining Directorate of Budget and Dwlslon of Personnel 
Reclamation and Enforcement Administration SES 05 2W) ~__ -- -__ I_- 
Office of Youth Programs Admlnlstratlon Division Associate Director for 

Admlnlstratron 15 01 01(l) -__- 
Ut&ezeStates Fish and WIldlIfe Office of Assistant Director- 

AdmInIstratIon 
Regulations and Management 
Review Branch 14 01 04(2) -- ___I_--______I__~ 

Justice 
Bureau of Pnsons 

CIVII Dwwon 

._l_l- ~I__ --- --~ --- -__ 
Office of General Counsel Office of General Counsel 13 40 75(l) 

--_l_- _I_ -__--____ 
Office of Deputy Assistant Freedom of lnformatlon and 
Attorney General, Office of Privacy Acts Unit 
Immigration Litigation, Office of 
Consumer Litigation, Executive 
Offce, and Freedom of 
Information and Privacy Acts 
Unit 13 30 QW ____ 
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Estimated staff years’ 

Agency/component Organizational entity Immediate office Grade 
-p$ 

Staff --.---__ 
Ctvrl Alghts Dlvrslon Executive Offrce Freedom of Informatron/ 

Privacy Acts Branch 11 40 4 35(9) I___ __---__l-__I-- --- ---- __ ------_-- _----_ __ 
Executive Offlce for U S Legal Services Dlvlsion Legal Servrces Dlvlslon 
Attorneys 15 3 15(9) ___- ~-_____-I-. __ 2o -~---_------~ I ___ __..~. 
lmmrgratlon and Naturalzatlon Offtce of the Associate InformatIon Services Branch 
Service Commlssroner- information 

Systems 14 50 3 lO(14) -___-_ --__---.___ _--- ----- -- -.-- -- --_I_ - -___ ~- 
Land and Natural Resources Office of Deputy Assistant Polcy, Le 
Dlvlsion Attorney General 

fslatron and Special 
Litigation ection 8 15 03(2) _____ __---__--- -I__ ------ ~--_ - - ---_ .~-_ !‘_-..-- ~____ _.-- 

Office of lnformatlon and Office of Information and Offlce of Information and 
Prrvacy Privacy Privacy 15 20 30(27) -------__~ ---------_-- --~---_-- - -.__ _ -____. _.~ __ 
United States Marshals Serwce OffIce of Legal Counsel Freedom of Information/ 

Prrvacy Act Off ice 14 95 1 50(3) I___-I--__ 
Labor -- 
Employment Standards Office of Management, Branch of Offlce Services 
Admlnlstratior? AdministratIon and Planning 12 05 w3 l__-----l___-____l_ 
Office of Inspector General Offlce of Inspector Generai Office of Inspector General 14 10 -----“-iii(i) I_.- --__--__ ----- __I -- - -.-- - ^-_-- ~-~~_-- 
Office of the Assistant Directorate of Information Offrce of Information 
Secretary for Adminrstratron Resources Management Management 
and ManagemenY 13 01 0 ~- .~~ ~-_--.-____I- I- ~--_ I_-__ _I_ _______ I__ _-__ _._ __ 
Treasury -- “I_ ~__--.----. --l_“-_-----_~ -__--__- 
Bureau of the Pubhc Debt Office of the CornmIssioner Offce of the Commlssroner 14 10 ‘O(l) --___~ .~-~~ -----__----- -.-. -I_--_-_I-_ 
Internal Revenue Service Associate Commissioner for 

Policy and Management 
Disclosure and Security 
Dlvrsron SES 05 30(3)d .-__- -__- __- --- 

Office of Inspector General Office of Inspector General Office of the Director for 
Adminlstratlon 12 80= 0 -- --___- - -_ ._-- __- ~1---1-1----- -..- --------___----- -_-_._ 

Office of the Comptroller of the Office of the Chief Counsel 
Currency’ 

Legal Advisory Services 
Division 14 20 0 

Deputy Comptroller for Industry Communications Division 
and Pubhc Affairs ______I_ . ~_.. ----I_ l3 ---E--~-23? ----____ 

U S Customs Service Office of Commercral Disclosure Law Branch 
Operatrons -----. - - .~___ ---- - -.-~- I5 --25---2.5~) I- .--I____ 

Veterans Admtnistratron __..--- 
Department of Medicrne and Offlce of the Assistant Chief Medical AdmInIstration Service 
Surgery Medical Drrector for 

Admtnlstratlon SES 05 W21 -___ -__ _--- -l_l- --.- --I- -~~__l---____ 
Department of Veterans Admlnlstratlve Services Staff Administrattve Services Staff 
Benefits 14 15 1 40(6) 
Office of Inspector General Office of Assistant Inspector 

General for Policy, Planning 
and Resources 

Policies and Procedures 
L&vision 

SES 05 75(2) 
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7he first column represents the Privacy Act offlcer’s time spent on Pnvacy Act functions, the second 
column represents the staff’s esttmated time spent, and the number IIJ parentheses IS the total number 
of staff avallable 

bldentifled by the agencies as being the focal pomt for Privacy Act coordtnabon and/or oversight These 
lndlvlduals have various titles For purposes of this report we refer to them as component Privacy Act 
officers 

CDoes not include resources devoted to access and disclosure requests by disclosure officers 

dflgures mclude Prtvacy Act officer and lmmedlate staff However, according to an IRS official. the time 
for the Privacy Act officer and staff r the Natlonal Offlce and field locations cannot be appropriately 
broken down between Privacy Act duties, related actlvltles which support, duplicate, or supplement the 
Pnvacy Act, and privacy Issues not covered by the act Consequently, the full operation involves an 
estimated 292 staff years 

%cludes Freedom of Information Act duties Privacy Act officer said she could not separate these from 
Privacy Act duties since all flrsl-person requests involve both acts 

‘At the Office of the Comptroller of the Currency, no single Privacy Act offtcer has been formally deslg- 
nated Legal and administrative responsibilittes are assigned to a senior attorney and a public affairs 
specialist, respectively 
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Comments From the Office of Management 
and Budget 

EXECUTIVE OFFICE OF THE PRESIDENT 
OFFtCE OF MANAGEMENT AND BUDGET 

WASHINGTON, DC 20603 

JUtv 23 1986 
Mr. William J. Anderson 
Director 
Wnited States General 

Accounting Office 
Washington, D.c. 20548 

Dear Mr. Anderson: 

This is to confirm and reiterate the analysis of your draft 
report, "Privacy Act: Federal Agencies' Implementation Con Be 
Improved," provided to your staff orally by Robert N. Veeder of 
my staff. 

I The main points we wish to emphasize are these: 

0 

0 

0 

I 

I 

0 

The report does not address the effect of the Paperwork 
Reduction Act of 1980 on both the agencies' 
implementation of the Privacy Act of 1974 and OMB's 
oversight responsibilities. We think this is a serious 
omission. 

In the discussion of the role of the departmental Privacy 
Act officer, the report appears to confuse the role and 
responsibilities of the senior official and the working 
level privacy officer. Again, we think it is important 
to address the Paperwork Reduction Act dimension here. 

In analyzing the percentage of time PA officers spend on 
non-privacy matters, we think it is important to note 
that the time they spend administering the Freedom of 
Information Act or other similar disclosure or 
confidentiality statutes is time spent in a coslementinq -_I1- 
and not necessarily competing activity. 

We also think that the section analyzing the role of the 
Privacy Act officer needs a bottom line: is there a 
relationship between the level of the PA officer and the 
accomplishment of his or her duties? We also note 
parenthetically that the report, in focusing solely on 
the PA officer, misses opportunities to document other 
ways in which the Act is implemented - i.e., what is the 
role of the Inspector General or the General Counsel? 
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As to the recommendations, we think they are reasonable in light 
of the report's findings, Some, in fact, we have been working to 
implement. I 

Thank you for the opportunity to comment on the draft. 

Sincerely, 

Wendy L.. Gramm 
Administrator for Information 

and Regulatory Affairs 
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Glossary 

Computer Matching 
Program 

Not addressed by the Privacy Act, but OMR defines it as “a procedure in 
which a computer is used to compare two or more automated systems of 
records or a system of records with a set of non-Federal records to find 
xndivlduals who are common to more than one system or set. The proce- 
dure includes all of the steps associated with the matching program, 
mcludmg obtammg the records to be matched, actual use of the com- 
puter, administrative and mvestigative action on the hits, and the dispo- 
sition of the personal records mamtamed m connection with the 
program. It should be noted that a single matching program may involve 
several matches among a number of participants ” 

Hit Defined by OMB as the identification, through a matchmg program, of a 
specrflc individual 

Matching Agency Defined by OMB as the federal agency whrch actually performs the 
matching program. 

Notice of Match OMB matching guidehnes call for matching agencies to publish m the Fed- 
eral Register a brief notice descnbmg the matching program which 
mcludes the followmg Items 

I The legal authority under which the program 1s being conducted. 

2 A description of the matching program including whether the pro- 
gram 1s one time or continuing, the organizations involved, the pur- 
pose(s) for which the program is being conducted, and the procedures to 
be used m matching and followmg up on the “hits.” 

3 A complete descrrptlon of the personal records to be matched, 
mcludmg the sources(s), system of records identifying data, date(s) and 
page number(s) of the most recent Federal Register full text publication 
where appropriate 

4 The proJected start and ending dates of the matchmg program. 

5 The security safeguards to be used to protect against unauthorized 
access or disclosure of the personal records 
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Glossary I 

6. Plans for disposrtlon of the source records and “hits.” Agencies 
should send a copy of this notlce to the Congress and to the Office of 
Management and Budget at the same time it is sent to the Federal 
Register. 

Record Defined by the Prrvacy Act as “any item, collection, or grouping of 
information about an mdividual that 1s maintamed by an agency, 
including, but not hmited to, his education, fmancial transactions, med- 
ical history, and crrminal or employment history and that contains his 
name, or the rdentlfymg number, symbol, or other Identifying partrcular 
assigned to the mdlvidual, such as a finger or voice print or a 
photograph.” 

Report on Kew System 
(ROM) 

In its Circular No. A-130, OMB established cnteria for agencies to deter- 
mine when a RONS must be submitted to it and the Congress. OMB also 

specified the content of the report to include a brief narrative statement 
which (1) describes the purpose of the system, (2) identifies the 
authority for maintaining the system, (3) provides the agency’s evalua- 
tion of “the probable or potential effect of such proposal on the privacy 
and other personal or property rrghts of mdivlduals or the disclosure of 
mformation relating to such individuals and its effect on the preserva- 
tion of the constltutlonal principle of federalism and separation of 
power” (required by the act), and (4) provides a brief description of 
steps taken by the agency to mimmize the risk of unauthorized access to 
the system of records mcludmg a discussion of higher or lower risk 
alternatives which were consrdered for meeting the requirements of the 
system A more detailed assessment of the risks and specific administra- 
tive, technical, procedural, and physical safeguards established is to be 
made available upon request 

Risk Assessment OMB requires that a Report on New System include a brief description of 
steps taken by the agency to minimize the rrsk of unauthorized access to 
the system of records A more detailed assessment of the risks and spe- 
cific admimstratlve, techmcal, procedural, and physical safeguards 
established IS to be made available upon request 

Routine Use Defined by the Privacy Act as “with respect to the disclosure of a 
record, the use of such record for a purpose which is compatible with 
the purpose for which it was collected.” 
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Safeguards The Privacy Act requires agencies to “establish appropriate administra- 
tive, technical, and physlcal safeguards to insure the security and confi- 
dentiality of records and to protect agamst any anticipated threats or 
hazards to their security or mtegrlty which could result in substantial 
harm, embarrassment, inconvemence, or unfairness to any individual on 
whom information is maintamed ” 

Source Agency Defined by OMB as the federal agency which discloses records from a 
system of records to be used m a computer matching program. 

System Notice The Privacy Act requu-es each agency to publish in the Federal Register 
a notice of the existence of each system of records which includes: 

1. the name and location of the system; 

2. the categories of mdlvlduals on whom records are maintained; 

3 categorres of records, 

4. routine uses, 

5. agency pohcies and practices for storage, retrievability, access con- 
trol, and disposal of records, 

6. the title and business address of the agency official responsible for 
the system, 

7. procedures for notifying mdlvlduals of records maintained on them; 

8. agency procedures on how individuals may gain access to records 
kept on them in a system of records; and 

9. categories of sources of records m the system. 

System of Records Defined by the Privacy Act as a “group of any records under the control 
of any agency from which mformation is retrieved by the name of the 
individual or by some ldentlfymg number, symbol, or other identifying 
particular assigned to the mdlvldual.” 
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Written Agreements OMB matching guidelines state “pnor to disclosmg to either a Federal or 
non-Federal entity, the source agency should require the matching 
entity to agree in writing to certam conditions governing the use of the 
matching file, e.g.. that the matching file will remain the property of the 
source agency and be returned at the end of the matching program (or 
destroyed as appropriate); that the file ~111 be used and accessed only to 
match the file(s) previously agreed to, that it ~111 not be used to extract 
information concerning ‘non-hit’ mdivlduals for any purpose; and that it 
will not be duplicated or disseminated wlthm or outside the matching 
agency unless authorized in wrltmg by the source agency.” 
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U S. General Accountmg Office 
Post Office Box 6015 
Galthersburg, Maryland 20877 

Telephone 202-275-624 1 

The first five copies of each report are free Addltronal copies are 
$2 00 each. 

There 1s a 25% discount on orders for 100 or more copies mailed to a 
single address. 

Orders must be prepaid by cash or by check or money order made out to 
the Superintendent of Documents. 
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