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During fi scal year 1976 th e Postal Se rvice employed 
about 679,000 people and incurred personnel costs of about $12 
billion. Although no .ajor weaknesses were fcund in the payroll 
s ystea, 50.e deficiencies in procedures were identifi ed . 
Suggestions were offered for iaproveaents in design of a new 
s ystea. FindingS/Conclusions: The coaputeriz€d tiae and 
att endance syste., the Postal Source Data System, did not have 
ade quate controls of badges and authorizers to preclude i.proper 
pay authorizati~ns and adjust.ents. E.ployees' separations and 
tra nsfers were not alvays promptly recorded in payroll files, 
resulting in so.e erro~eous payments . I.prove aents wocld result 
fr oll: (1) incorporating progra •• ed controls into payroll 
programs; (2) increased involvement by the Offic~ of Audit in 
computer s ystell design and program changes; (3) strengthened 
procedures for computer security; (4) one .aste r pay record for 
each e.ployee; and (5) adoption of ad vanced data entry ~ethod s 
fer .aking chauges in master pay records. (H1W) 
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GENERAL A ("COUNTING O}'}'[CE 

Review Of Postal Service's 
Payroll System 

U.S. Postal Servi ce 

During fiscal year 1976 the Postal Service 
employed about 679,000 people and incurred 
personnel costs of about $12 billi on. 

Our review did not show any m.ljor we~k­
nesses in the Postal Service's payrull sy tem, 
however, GAO believes that several changes 
cou Id be m(!dp. to improve payroll operations. 
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G E N ERAL GO VE RNM E NT 
DI VIS ION 
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UNITED STATES GEN ERAL ACCOUNTING OFFICE 

WASHINGTON. D.C. 20548 

Thl=> Honorable Ben jamin F. Bai lor 
Poctwaster General 
flr.ited State8 Post al Service 

Ve rec e ntl' comp letec a r e v iew of the Pes ta l Serv i ce IS 

p~vro ll SYEte~. ~ t t he concl usion of our revi ew we we re 
(3(' - ri sed of Poct?l Se rvice' s t' J.ans t o redesian it~ ce.vr t) ll 
svs t ew and t hat a con tract was let t o assist i t in the r~­
d ~iq n effor t. 

rur cowme ntE and findin qs are bei na made available to the 
Jo sta l Servi ce for its conside ration i n the de s ian of the new 
sV 8 t e m. ~e have had d iscussion8 with official s in the Finance 
['ena rt lient to acC"u ai nt them with th9 mo re iwpo r tant find i n<1s 
resu lt ina fro m our rev i€ ~ -

Ou r rev iew di d not show major wea kn0sses i n the Pos tal 
S t~ r v ic e ' E P a v roIl s Y s t em. We bel i eve , h 0 \V eve r , t hat s e ve r a 1 
c anaes co uld be made to imo r ove ~a vro ll ooer at ions. 

Cooies of t his report a re being se nt to t he Senate and 
HOlse Co~mit tees on Appropri a tions, on Governme nt Onera t ions, 
th,? Heuse Committee on P03t Office a nd Civil Se rvice and the 
Senate Commi tte e on Governm en tal Affai rs. Coo ies are a lso 
bei na sent to th e Director, Office of Manaqement and Bu da et, 
an' 0 each of th e Gcve rnor s of th e Un ited States Posta l Service. 

Sincerely your s, 

U~J~ 
Vict or L. Lowe 
Dir ector 



u . S. G E ~H R A LAC C {N T I J G F FIe f~ 
REPORT TO THE 
POSTMASTEP GENEP~L 

DIG E 8 T 

FFVl rw OF 
POS TAL SEPVICE ' S 
PAYPOLL SYSTEM 
U.S. Postal Servi ce 

The Po s tal Servi ce employed about 679,000 pe ople 
during FY 1976 a nd operates over 40,000 po st offices , 
stations, and bra nches th r ouqhout the 50 State s and 
several u.s . t er ritories. About 86 percent of the 
Service 's operating cost s are for employee cay and 
benefi ts . Fiscal year 1976 Dersonn el costs and fri nqe 
benefi ts were $12.0 billion of the Service' s total cos ts 
of $13.9 billion. The Se rvice makes extensive use of 
comput e r eouipment in it s payroll system. 

GAO rev iewed the Service's oayroll n rocedur es and 
interna l control s to dete rmine thei r reliability and to 
identify ~ossible control wecknes ses . GAO found o~no r­
tuniti es for some improv e ments in controls and is offerinq 
its comments and findinq s to the Service for consid e ration 
in the desi?n of a new pay roll sys tem currently underway . 

GAO f 0 u nd t h Cl t : 

--it would be relatively easy to make unauthorized 
pay authorizations and adjustments in the Postal 
So urce Da a SYs t em, a comPlterized system used bv 
a bout 340,000 po s t al employees to repo rt thei r time 
a nd attend a nce (see p. 3.): 

-- emp loyees' s eparati o ns or transfers a re not always 
promptly recorded in payroll files, the reby, r eSU lting 
i~ s ome er ro neous pavments (see P. 6). 

GAO also noted that ~eve ra l rayr oll related areas had opoor­
tunit ies for improvements. These are: 

--se veral progr ammed co ntrols could be incorcora ted into 
the comou ter ized oayroll programs to pr ovide grea ter 
aSs uranc e that imor ooer ~ayment s are no t made 
( see P. 10): 

--the Offi ce of Aud it could strengthen it s audit coverage 
of computerized systems by increasinq its inv olvement 
in comput e r system des iqns and orogra m chanoes 
( see P. 11); 

Tear Shut. Upon r.moval. the report 
cover date should be noted hereon. GGD-77-37 
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--the Service could strengthen its Qrocedur~s 
for comput er security a~ uDdate its disas ter 
contingency clans (see o. 12); 

--the current Day sYstem is desianed in a manner 
which allows some employees to have multiple nay 
records, which has resulted in some erroneous 
payments. The establishment of one master oay 
r~cord for each employee could elimin?te t~is 
problem (see p. l3); and 

--the adoption of advanced data 2ntry methods to 
make changes to emoloyees ' master pay records 
could possibly result in (I) reduced processina 
costs, (2) faster orocess ing of transact ions, and 
(3) the elimination of the qeneration and scra~~inQ 
every two weeks of tens of thousands of ounched cards 
(see p. 15). 

GAO's comments and findings are beinq made available to the 
Service for its consideration in the desiqn of its new 
payroll system. 
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The P s al Se rvi ce e ~olnvR ' 2bout 679,000 oeoole durina 
FY 1':176 2n ooerates OV'2 r 40,UOO ~ost offices , ~ t tion:::, and 
branc es throuqh out the 50 States and ~evera l ~.s. territories . 

Over 86 oercent of the Service' s operatinQ costs are for 
emp l oyee nay and benefits . Fiscal year 1976 oersonnel costs 
nnd frin e benefits were S12 .U billion of the Se rvice's total 
costE of S13.6 billion. 

The Service's payroll is Droc e~sed on three comouter 
sys t e ms locat ed in the Po~tal Date Centers (PDC) at San Bruno, 
Ca l i fornia; ~ inneaool is, Minnesota; and New Yor k, ~Je\,tl Yor k. 

Two systems are utilized for re~orting emoloyee time and 
attenda nce (T/A) . Approximatelv one-half of th emolovees 
are on each ~ystem. The Firs ~yste~, a so-called m?nual 
sYs tem, uses timecards , whic h ere oreounch ed and oreprinted 
a t th POC. About 340 ,000 timecara s , one for each emplOyeE, 
are oreDared every tw o weeks 3nd sent to the emolovee's olace 
of em 1 0 l' men t . At the e nd 0 f e a c h r:- a y per i 0 cl , the T / A i n for III a -
tion is keypunch e d and p~o ssed on co~outers to de er~ine th e 
e mc1 0v p ' s nav. 

The ~econd T/A reoorting sy~t e w. i s a compu er-oDer c ted 
sYs t em installed in 117 of the Service' s laroest 00stal facili­
ties . This is known as the Postal Sovrce Date System (PSDS). 
Emolo ees under PSDS record their T/A hy inserti nq a olastic 
badqe into a readinq device connected t o a co rr.out r to re cord 
th beq inninq and endinq of work per iod s . The T/ A inform ation 
is transmitted over telechone line s from eac h of h . 117 
coct? l [a ilities to comouters bat s tore ~h e T/A inEcr~ation 
f o r t h . \\' 0 - wee k oe r i od . A h e c los e 0 f the ua v De r i ad, t hi E 
inf or ma ion i s tr ansmitt ed to he poe s . Cnce at the PDCs, 
nayroll olocess inQ is th e sa~e or ewp l oyees unde r P~D~ a~ f or 
err. 10 ees n he manual imecard Jyste~. 

U lnq our r eview, the Se r Vice co nv er ted Its navroll 
system op rate on an IB~ j70 / 1 5~ comDu ter sys tem. Th e 
payroll had or viouslv been 0rocess ed on a Eon evwell comDuter 
sy~ t e m. On t>.oril 8, lY76, th Service con tr ac t d with a firm 
to r e des' nit s oa y roll s y s t m t. 0 0 b t a in he t t e r II til i z a t i o n 
of i s n w hiqh- soeed compu er c • 
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SCOPF (J F REVI EW 
-- - - ---------

Cur review was made ~ t Postal ~ead0uar er s in Wauh inaton, 
r.c., at the three PDCs: at the St. Loui s Aut oTatic n~ta 
proc€ssinq Center: and at cost offices located in or necr 
Washington, D.C.: St . Louis, Missouri: and Can Francisco , 
California. 

We observed time and attendance activitie s 2t Dost offices 
under each repor tina systelT'--PSDS and the manuEll svstem l1si nQ 
timecards, reviewed the nayroll system desiqn, tested co~ou ter 
programmed controls, and observed co~puter orocessing of the 
payroll; made compute r analyses of infcrmation in the automated 
~aster payroll files containinq over 800,000 r ecord~ ~o r all 
postal emoloyees; and conducted detailed inve~t iaations ct the 
three PDes of Questionable cases identified in our cOll'outer 
analysis. 
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CHAP'IEP 2 

IMPPGVE C C0fTPGLS EEDED 

The Service's PSDS does not have adeauate controls to 
preclude imDroper ~ay authorizations and adjust~ents. 
tve f 0 II nd t hat: 

--the computer sys e~ accepts non -v a lid ~uthoriler 
badges, 

--a comolete list of authoriz rs wa s not available, 

--there is an over-i ssuance of authorizer badges, a nd 

--not all transacter devices used to enter pay author i ­
zations and adjustments into the s ystem were located 
in full view of suoervis orv oe rsonnel. 

PSDS ACCFPTS NO~-VALID BADGE~ 

There is no oroqramm ed control in PSDS that is able t o 
di s tinguish a valid from a non-valid ~ uthorizer badge. In 
our test, the system acce ~ t ed a badoe made from a standard 
punehcard. It ~lso accePted an au thorizer badqe made by th e 
Service but containing th e social security number of a GAO 
auditor. With this badoe we were a b l e 0 authorize and repor t 
the beginning and endinq of a work day , incluoinq overtime, and 
aut h 0 r i z epa y a t a h i a her than nor mal lev ~ 1 . 

Oat? is entered into PSDS by the use of employee badg es, 
badae readers, transacter s , aln] al hanumer ic devices loca t ed 
a the nost offices. Emplo\'ee s to b c r edited with overtime, 
pay a t a h i her t han no r rn all eve 1 , a nd ] e a v ems t i r '- t h a v e 
an a~thorization for such entered in 0 PSDS e fore ere it will 
be 9 i v en the em 0 loy e e c: by t ~ e s y s t fT1. The e m 1 0 v e ' s a I I 

lonq with the ap r OD riat e Authorizer ' s badae 1 / , is inser PO 
into a r20dinq device called a transacter and - r ans~i t rl 
hrouqh he system 0 be recorded on the emnlovee ' c: recor . 

Se r v i e officials stated tha i~Dro e r authorizationc or 
a iustment c made with invalid badaes woul cau h t bv he 
qupervisor's revi ew of r enarts qene t bv th ~YS e~ . Ho w v r, 
t~- Serv ice's int e rnal auditors have reoorted several l c c 2t l o ns 
'_hat prop r e xamination of the se re o r ,_ is n t beina rn P 

1 / a c h II tho r i l e r i s 1 S sud 1 4 ha g e s , 0 n f rae ~ a v 0 f h 
o v i n. 

3 

J 

1 



sup r\/150rs. 
We xa i nee 
26 oE 
vIsor 

LIS': r r 

e clo 

However , .c 
At th .e .... ost 0 

esiana e as au 
not Iden Ifi ea 
had au lo ri zed 
in clu contrvl~ 
an au th ori z r . 

. , l,oS~ i ble 
a bu ilt-i n fau 1 

'':.< r 
I 

adv [en rerroval: 
The locatI on on Ie 

~ na 

.. conf lrrred this findinQ. 
res office and fOl.lnd t hat 

ntBin evidence of Sllner -

"n ?de0~ Ate cont rol li s t of 
h o ri ze r~ to enab le the ne-

ll~ ents . ?ros Drovides a co~~uter 
.en_i cied a~ sllch by the system. 
r~ 1 tifled CII the COTT'L'U e r list. 

~ _ut 60 e nloyees who were 
o on ~he list. ~lth ouqh 

o r i z e r 5 , th e se err loy e e ~ 
. Je 1 i >? ve t he s y s t ems h 0 u 1 d 
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C ER-ISS A CE CF ALTHCPIZ_ B CG ~ S 

~e ' e' e r e i~ ~n 0 e r -ls~ uan c e ~f aut horiz pr badqe s 
at so e ,~21 faCllitl 5 . U, r our r eaue c::t, the St . Louis 
Au tom ati l Data Processi~ ~ nter conducted a scecia1 anal vsis 
of 69 a u rorlzerc:: ~ t. ~t . Loui~ Post Off ice who h2d not 
~ed t \:::'r bad s for a ~ix-w eel( _er iod. The St:. LOl is Center 

s earch=d theIr co uter ' z c files of some 365 authorizer~ t 
deter in e e sele od au thorizers used thei r 

adqe5 in a c-~ Th ir v-f ou r authorizers did not 
se t eir bad ~orl z e rs u~ed their badaes less 

t han six 1 e . 10 oer en of the authorizers at 
t e ~ t. leu 1 s no edt h e i r bad a e s . Th e (\ f fie e 
of Ud l tte ove r- ~ss uance of authorizer 
radaec: a n. a 2 r es ult th~ number of 

ad ec: w 

.. aut 
:~ -o rt a nc of nr e ventino 
ovo ~. Po: tal instructions 

0 _ 12 a the auth oritv b
J 

:l U h 0 [ i z r ba da e:: , a nd all los t 



bada e s must be Dro~ptl y report ed to aut horit ies. Lost badae 
cases have to be documen ted to min i~ize the oossi bili ty of 
their imorooer use. Badqe punc h de vices and blank badoe s are 
required to be kent unde r lock a nd kev. 

Transacters ~ot Locat ed 
In- FuI~View-C1-Superv rs ors 

The Service doe s no t provide adeouate control ove r its 
tra nsac ters--an electr onic reading device used in conjuncti on 
wit h an auth ori zer badge to adjust or enter emplo yee pay 
inf orm ation into the PSDS. In vis its to fou r post of fice s 
usi nq PSDS, we observed a tran sact er at ea ch offi ce whicr. at 
ti ~es is not in full view of su pervisory ne rsonn el a nd th ere ­
tor e accessible to unauthorized nersonnel. For examp le, we 
found a transac ter l oca ted in an unattended room above th e 
wor kro om flo or and another transac ter was located in an area 
where the letter carri e rs case the ir mai l , but is unoccuoied 
for parts of the day. The Office of ~ud it has al so reoort ed 
on the orobl ew of impr oper location of tr2nsacters. 

Concl usion 

Given the ease with which au thori zer badqes can be made, 
the lack of controls in the system to identify valid authori zers, 
2nd the out-of-siqht location of some transacters we believe 
the Service s hould de si qn its new payr oll system to overcome 
the c ited in te rnal cont rol weakne s ses. 
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CP. APTER 3 

NEED F )P PPOM~T RCC OFDI NG 

OF CHA~JGE S IN Ef.1P [,OYEES ' 

PAY STATDS 

Employee seoarations or tr ansfers are not always promptly 
recorded in the ~ayroll files. As a result, some pe rsons who 
had sepa ra ted or trans f erred were beinq carried in an active 
pay status on the PDC' s comruter payroll files resultinQ in 
the issu e nce of pa ch ecks . 

The Service's pay svstem Drovid es for three t ypes of pay 
status: (I) active or curren t ly e'TIployed, ( 2) a oending status 
used for personnel who were seoarated from emplovment and are 
awaiting final cayments for unused annual leave, or oersons 
on leave as a postal union official, and (3 ) records in a 
terminated status which are purged each year from the active 
file aft e r W-2 fo rms are issued . 

SEPARATIONS OR TRANSFE RS 
NOT TIMELY PROCESSED 

We f ound that seve ral th ou sand records had not been 
re~oved in a timely manner fr om an active pay status after 
emoloyees had been seoa rated or transferred. In some cases, 
timecards were be ing sent to the former employee's place of 
emp loymen t for a lmost a year af ter the separation da te. 
In some c ases paychecks were or eoared . 

Our comouter anal ys is of the Service' s ma~ter payroll 
file dis cl osed th at ov er 87,0 00 records were in a te r~inat ed 
stat us. A repr esentat ive sample wa s examin ed to determine 
the timeli ness of removal of cay records fr om an active pay 
stat us to a ter mi nated status. The ta ble following show~ the 
results bas ed on a projection of our s ample. 

8 

FANGE OF TI~E RECOPCS 
WERE C~RRIED 8EFORE ENTERIN~ 
- - TE Rt-4 INATE D----s'f ~T{JS----

week S 
Typ e s of t~' 1-2 2-3 Over 
~~!21:~ e e _~ 1 vea:- ~ar~ yea rs 

~-
3 year s Total 

Full time 1437 45 2 148 4 

Part tirre 36 27 10 85 689 2343 7744 

TOTALS 50 64 1130 69 1 2343 9228 

----
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We also ide nt ified 44 employees who had two active full­
time records on fi le. Most of these cases invol ved employees 
wh o had tra nsfer red fro m one Dost al facilit y to anothe r. Wh en 
a transfer occur s , the PDe should terminate the record for me rly 
assigned to the losing postal fac ili ty and n r e pare a new rec ord 
for t he gaining postal facility. The time elaosed bef ore the 
records of the losing facility were t erminated in the 44 cas es 
identified by US are shown bel ow . 

T IlrlE LAPSE' IN 
TERMINATION OF bLn-PAY PECORDC 

!im~la~~ 

Less than 6 months 

6-10 months 

11-15 months 

16-20 months 

Over 20 months 

TOTAL 

Number o f 
ernolovees 

27 

11 

2 

1 

3 

44 

Pa ychecks were prepared for some employees under both record s 
because the records wer e not timely terminated . The checks 
were lntercepted before being cas hed. Pay r e cords s hould 
be terminated by the PDe after recei vina noti ce of a transfe r 
or separation. We found that the delay in te rminatinq act ive 
Da y records was due to (1) th e failu r e of t~e losing Dostal 
facility to forward the neces sary no tificati on to the poe or 
( 2) the poe fail ed to process inf ormation it had in its 
possession. 

Cur computer analys is di sclosed tha t about 4,000 records 
were in a oending status. We fo und that about 300 pay records 
had remained in a pending status for oe riod s of eiqht week s to 
one year with a few others remai ninq in a oendinq sta tus as lono 
as three years. Pavments can be made to oendi nq re co rds if a 
timecard is submitted. Each pay peri od all pe nciing records are 
li s ted to allow pa y cl erks to rev iew the records nnd to identify 
t hose which sho uld be term ina ted . This li~t, howev e r , is not 
adeauate to dist ing uis h be tw een records rec en t I ente red into 
a pe ndino status a nd those wh ich ha ve been in for 10nq periods 
of time because the li st does no t con ta in the e~pIoyee 's sena ra­
tion date. We believe that the effective date at' s eparation ' should 
be included in the li st and we were advised by Ser vic e officials 
that the ef fecti ve date of seoaration could eas il y be included. 
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The importance of Taintain ina an employee's current 
status in pay files is cr iti c ~ l in the ~anual timecard svste~ 
be c ause he payroll co~outers automatically qenerate a timecard 
for ach of the 340 ,00 U postal employees with an nctive Dav file. 

Th e Service has an e~erqencv pay prog r am that automati­
cally pays all emnloye es with ac' i ve oav f iles at a varticulAr 
fa c ility if tim c a r s from he facility are lost or arrive late. 
r ychecks were issued for some employe es who had seoarated 
or tr ns ferred 0 anoth e r cost~l fncilitv under this croaram 
because their rec o rrJ~ we re not terminated in a timely manner. 

we b lieve th new oayr oll sv~te ~ should be de ioned so as 
to a ltomatically oroduce a li s tina, for fo llow-uD r ev iew by Qay 
cle rk s, of activ e mas t er r cords havina no activity for selected 
per i 0 d S 0 f tim e • Fur the r , the s y s t e f11 co u 1 G be des i q n ed t o aut 0-

maticallv cha noe the status cod e from an active to a soecial 
suspense- code ~fte[ a lim it ed nl1~ber f cay neriods in which 
no avrnen t c have been made . Thi~ suspe nse code could be de­
si~ n ed to prevent the qe neration of time ca rds and the issuance 
o f payche . ks . 

I MPR OPER SALARY PAYMENTS PECfIVfD 
BY FOUFTH=CLASS POSTMfiETEFS --

Our examinati n of se lect d salary oayments made to 
fou rth -class postmasters showed th at so~e Dostma~ters 

were oaid afte r their pos t offices were closed hecause th e 
P DC was not i n for m ed 0 f the c los . n a ~ . F 0 u r t h - cIa ~ cpo s t -
mas ters are a id on an e x ~ ention bas i~ ~ that is, a oavcheck 
in the ~a~e a aunt is automatica ll y issu ed every two week s 
unless inf rrna i on not to is received . 

We samoled 37 of 183 losed fourth-clas~ DOst off ice s 
under he jurisdi c ion 0 tb e ~inneaDolis PDC that were closed 
between July 1974 and January 1976. Nine of the 37 rostmasters, 
or about 4 erc ent , r e c ived re ular salary pavwent~ followinq 
the c lo inq a e of heir os t offices. 

The nin a ~e invo lv d 30 a ychecks with n net value of 
about S4,800. In on ca , a oo~t~aster wa~ i~sued 12 Dayc he cks 
wi h a ne valu e of a o ut $2,000 aft [ hi~ oost ffice ~as closed. 
In ~ e ven of th nin c a s e~ d oc uwentation supporting he clos ina 
o f o~t 0 fic s was eIther initia e d after th closinq date or 
not [ e c i ed a t h pee u n til aft ere u h d ate. I nth e 0 the r 
two ca s ~, th date su ch documen ation was ree ived at the P~C 
co Id no e ~ c e r ained . 

Pll 30 
14 -0 
DOS r s • 

h 
a 

a we n c we r e ve ntually di~c vered v th 
c k ~ we re cance l d be fore heinq ached 

PDe , and 
v tbe 

Th-. r e ma i n ino 16 checks , iSSll d to f ur indivi-
t i l' 0 f 0 u r r e \t i _ w , the Set vice had 
o tw of h rost a~ ers and was 
he r rr- a inina woo 



The Service should qive PDCs advance notice of oost office 
closings to enable them to stop the automatic issuance of 
salary checks in a timely manner. 
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OTHEF PAYFGLf, REL.n.TFD MA'l'TFRS 

A art of Ollr review we examined other Dayroll related 
matt rs h ,it have an imoact on cavrol] ooerati ons . we 
believe th ~ Pos tal 'ervic~ could make improveme nts in its 
c omput r oroq r a rn control, computer ~ec uritv, data entrv 
me ods and th elim in ation of multic le pav r ecord ~ . 

ADD I '1 I 0 . L F C ~ 1-' JU~ C. C ~l T R C L S L T) R E --------------.-- - - - - - -_.--... __ ._------ "'-----
INS T~D I CC~P{TF.R PAY PFOGFA~S 

To t ct the effectiveness of co ntrols desiqn ed into the 
Service ' s ccmouter croq ra ms for nav , we r.roces sed a set of 
hypothetical ayroll tran~actions on various computer oroqrams 
at the ew York PDC . Cur tests id not show major weaknesses 
in e Ser ice's com~ute rized cavroll sv~te~, however, we 
be lieve s ' era ] ro , ramrred con role could be incorco rated to 
n rovide g at e r assurance t~at imorooer payment s a re not made. 

djus ments t e m0 loyees ' nor~al pay may be necessary 
on ccasion t! carre t the cay of current or orior pay period s . 
This need mav aris for v2rious rea~o ns such as a tiwekeeping 
error or late per~onne l actions. To test adju~tments, we oro­
cessed 15 adju~tment8 aaai ns t one ewrloyee whi ch aranteo the 
e moloy 9 h ure of addit ional pav for each adjustwent . The 
adjustmen c re .s ul ~ in c g roc;s salary amount of abo ut $8,700. 
In another te s- we oro essed an adju~t mept to or a nt an ewplovee 
9 99 h 0 r S 0 f 0 a y • 'I hi s t e s res u 1 t ed ina q r 0 S s sa l a r yam 0 11 n t 
o f about .,~ ) 'I u O. \ 0 b li v there c:ho ulc1 be a limit ola ed on 
the num b r a t hours that ca n be proc e ssed bv ediustments. 

The e r v ic e 'c; oav sv~ t m has a oroqra~med contro l which 
r e l e c C' 1 / A r o r ~ ha e x e ed 140 hou r s . Thi c; reo rawrre<i 

r o l ~ n y ass d vi h he uc: of as eci a l code on the 
/. c j is s h wn in the aveoll ma nu a l. In one 

acs 2neJ r o c e,, ~e 'I l l'. e po rt or 800 
r es u 1 f? in a cro s s salary am ount of a out 

hour~ in a 2-w ek De riod is 336. It 
or _ e an addi ional c ontrol ~hich 
r a vr o n rOOla wh ich ~ ie t~ 11 time 

r I se r fio 1 as de t e rmined v the 
5 v 1 ~ • 

n r l a ll (T1 n r ( 1 th s :l rn iden i[i e ~ rd 1 n c21 2 rv 

oa ' ) ll :- ) V 0 [ ~C ). <J 11e ~ _ ( V I en 2 re rin pd au n a corn ut e r 

Ii : 1 q u r sr- p ia l r .- v i :. vI , nd _oss ihl orr ' c 1 n , . v h 
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oay clerks. ~ll of our tests which oroduced 02vments of over 
$ 9 0 0 we rei den t i f i ed a nd 1 i s t ed. Howe v e r, the rev i e w b v the 
oay clerks is usu al ly not ~ade unt il after the che cks h2ve been 
r eleased from the PDC . If a control was orogrammed into the 
payroll program that would orin t out a sceci al lis t of all 
unusually large oayme nts, but wou ld not auto~ atica llv is~u e 
chec ks, then pos itive action would be _ouir ed from a pay clerk 
before such a oayment could be made . 

IN~FRN~L AUDITS OF 
TH~PAYROLL-SYSTEM 

We did not make a review of the audit oroqra rns used by 
the Office of Audit in its ~ayr oll audits; we di d, however, 
observe two area s that could be s trenathened, (1) the Office 
has limited capabil ities in the a rea of computer ized systems 
because it has only one soeciali st knowledaea ble in the desiqn 
of computerized sys tems and (2) the Office has not been an 
active participant in the desian and modification of computer 
programs, thus assuring itself of adequate inte rnal controls 
and auditable tr ai ls in these nrograms. 

The Office conducts audits at Dostal instal lations with 
their freauency deoe ndinq on the s ize of the installation. 
Audits are conau cted at sectional center facilities every two 
years. When a sectional center is audited, 50 nercent of the 
first-class offices are also audited, along with 20 percent of 
the second-, third-, and fourth-class offices. As a resul t , all 
sectional center facilities will be covered every two years: 
all first-class of fices will be covered every four years; and 
all second-, third-, and fourth -c lass offices will be covered 
every 10 years. Audit work is also conducted by auditors 
assigned to PDCs r e lating to payroll computations and internal 
controls. 

Extensive use of cowputer eauipment is made in payroll and 
other activities. Durinq our review we noted t hat the Office 
was taking steps to increase i ts involve~ent in the design of 
and changes to computer proar ams a nd thereby imp rove it~ capa­
bi lity of audit ing co~puterized sys tems. In Dece mber 1975, the 
Office , in cooperat ion with the Manaqement Information Systems 
Depa rtment, imp leme nted proced ures to keen it inf or~ed of 
prog ramminq or oroced ural changes made to com pu terized systems . 
The Office should, however, ha ve its own comouter system design 
experts at the PDCs where systems are in o~eration and chang es 
in computer programs are initi ated , to make certa in these 
prog rams have adequate internal controls and au ditable 
trails . 

In Novembe r 1975, the Offi ce initiated orocu rement action 
to acquire an 3udit software packaoe . This tyoe of packaoe is 
a ge ne ralized co~pu t e r-audit nroqra m which can ai d an audi tor 
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in re vi wing large volumes f con outeri7ed records. The audit 
software is design ed to b used by Der~ons having no soeci ali­
zed knowledge of compute rs or pro rammino 1 nouages, and re­
auires only brief tra inina of he use r. The soft~are can assist 
the au d itor in making comoutations, comparisons, and special 
analy ses of large volumes OL comou terized records. The Office 
has taken steps to tra i n 10 of its staff in the use of the 
audit software package beinq procu red; this, howevp ~ , does not 
meet the need for scecialist s a oarticioate in th~ des i0n of 
computerized systems. 

The large-scale use of comou ters bv th e Service makes it 
imperative that the Cffice obtain ~ore soeci alists in computer 
system design who ca n partic ipate in syste m design and program 
chang~s. The Offi ce should be involved to protect its capabilities 
for auditing computerized systems by assurina the systems have 
programmed in aud itable trail s and intern a l controls. 

NEED TO ENFOFCE COMPUTER SECURITY 
AND DISASTEFCONflN<iENCfPLANS 

In our review we noted (1) the ease of access to and 
general clutter in the comput er ra0111S and (2) a lack of off-
3ite s r age f r important payroll tape~. The Service has 
recently taken actions that shou ld correct some of the weak­
nesses we noted in our reviews . 

Federal regul a tions (CFF-10l-32.704-4a) provide that 
" s m 0 kin g, eat i n g , a nd d r ink i ng s hall not be De r mit t ed in the 
computer room." All three PDe's, however, allow such activi­
ties. Smoking increases the ris '" of fire and ashes, trash and 
dust are detrimental to the operation of th e equipment. We 
observed in the Minnea~olis PDC a full c htray of cigarette 
butts about thr ee feet from a ca n of lammable tapenead cleaner. 

Bo th the New Yor-k and r.i nneaool is POC's were cluttered, 
at th e times of our visits, with empty boxes and trash. 
Both PDe's also had items stored on tOD of computer eauipment. 
The Minn e apolis PDC lost an es timated 750 blank Treasury checks 
in August 1975. The Inspecti on Se rvice concluded that the checks 
fell into a trash rece otaclp and were inadvertentlv disposed 
of. According to thei r repor t, the blank chec ks repo tedlv had 
been placed on a pie ce of co~puter eauipment and apparently fell 
into the trash receptac le when the equi~me nt was ooened . 

A sig n-in register, 
maint ained a the Minn a 
is maintained at the San 
we noted the relative eas 
through 

for com~ute r-r oom visitors, is not 
lis and New York PDC's, while one 
run o POC o At the New York PDe, 
of acc ss to the c omDuter room 

a ilga ina or followinq au horized pers onnel into the 
cnmpu ~r room, or 
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--beinq allowed entranc e bv De r~onnel work ina in the 
comouter roo~ e ven tbouoh one may not be authoriz ed 
en ranee . 

The New York POC al so allow~ unrest ricted access to the com ­
outer r oom by sam proqramm [ s . It is a aenerally accec ted 
interna1 control ~rocedure to restrict proorammers ' acc ess to 
the co~puter rcom. 

ComDuters have ~ecome an in egral nart of wanv raaniza­
tions' ooerations to the xte~t that the loss of the compute r 
support would severely hinder, it not make imDoss ible, the 
conduct of ooe ration s . Theref o re, it is imDort a nt to ~[ otec t 

a computer ce nter and nr nvide for con tinuity of operations 
should a catastrophe occur . 

Continge~cy oper a tin0 clans were formulat ed by the POC's 
in 1970 but are not based on comouter systems the Service has 
today. Also , at the time of our revie w, the New York POC 
did not store importan t cayrell tapes at an off-site location. 
Off-site storaqe is a standard oractice and is considered 
important to helD re crea te current files in the event of a 
disaster. This situatio n wa s la er corrected. 

The Postal Service has recen tl y initiat ed separate 
orograms for dev looinq Service-wide orocedure s on computer 
security, and a continqency ooer ati nq plan considerina all 
POCs as one network. We believe that the weaknesses ~e noted 
should be corrected if the Servi ce follows throuqh with the 
planned programs and implements the m. 

The pay systeffi is desiqned in ~ manner which allows some 
employees to have more than one master rec ord on the payroll 
file. Some employee s have as many as five maste r recor dE . 
The exi stence of mul tiple r cords has resulted in erron eo us 
payment s to some emolovees wh o re ce ived pay imoro perlv under 
several 0 their re co rds in the sa me Day ceriod. 

In our analysi s of Day 11 file s, we identified ab ou t 
27, 000 employ eec:: who had more t'l an one mac::ter record on the 
pay fil es. These emvloyees had about 55,000 recordc:: on file . 
We select ed a samole of thes r co rds to de termine why 2n 
emolovee had more th a n on ma s er reco rd and whether an y 
erroneous pay~entc:: had been mad. 

To facil itdt · buda t and accou n inq needs and the pr -
paration and distri but i on a ay che ks, m~st er pay r o rdE 
are set up by pas off i cec:: . p~ lov _ s wh o hold several oart­
time job at different poe o ffi ceE ~ill have e master nay 
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r cord for each cost offi c e. An e loy e who transfe rs f rom 
on 0 S t 0 f f i ce to an 0 th e r IT' U' b c 1/ _ A new r ~ co rd c re a ted at 
re new location and the old re rminctpri at the old 

location. 

The cay system was desi ned with sepa rate cav computa-
t ion pro g rams for r u r a I a nd non - r U r a I em p loy e e s . A c: are s LJ 1 t , 
an employee holdinq a rur al and non-rural nosition at one post 
office will have two master Day record s. A full- or p2 rt-ti~e 
non-rural ewployee may, in an emeroency, ~ubs titut as a rural 
carrier. In such instances , the empl oyee will also have two 
master pay records . If the emcloyee uses his own vehicle on 
the route, he is entitled to an ecuiom ent ~aintenance allowance. 
This situation reauires the creation of a nother master oav record 
to grant the employee the allowance. 

Multicle master cav recordc: areatlv increase the oossi­
bility of erroneous P2vm en t s . Examcles of t pes of improDer 
payments follow. 

One employee who held Dart-time positions at two post offices 
improperly received cayments for the same 3 days under both records. 
This erroneous pavment was not detected by the POCo We pointed 
o ut the improoer payment to the poe which took action to recover 
it. An employee who held a permanent oart-ti~e and te~porary 

full-time positio'1 at the same poc: office received an erroneous 
payment for 11 days when he was Pcid under both records fer the 
s ame work. This pay~ent was returned to he poe and the cheek 
canceled. Another emclovee r ceived erron~ous cay~ent s when paid 
under two records in four se arate DaV pe rIods . Be was a part-time 
employee at a thi~d-clas s post 0 fi ce end the post~aster in charqe 
at a fourth-class post office. The erroneous 0ayments were re­
covered. An employee was tewDc rarilv assigned to another cost 
off i e. He was erroneou slv a id for one pay ceriod under both 
recor S, al t houqh the pa ywen ts were made at different times . 
Cne post office was not aware that the ceco nd post office hod 
aid the employee for the nay cerio t. The C'()st office , there­

fore , submit ted a pay adjustm n 0 ~ use the employee to aqain 
b pa id for the pay per iod. v:~ wee informec tha t a pavment of 
his t oe would not occu r today because nroced ures were chanqed 

to ~csu r e payme nt will only be ~ade bv one office. 

Most of the erroneous oayments we noted were recovered bv 
the Po~tal Service . The pavm nts, however, resulted in an un­
necessary admi nistrati v expens 0 first issue a check and then 
r~cover the payment. Al s o, th rossibilitv exists that such 
laymen s may remain und t e tpo . 

TI-) 

S Id rin 
0 n hi s 
1 . n h 
1 S n ... 

Service , in its red siqn () th oay svstem, is con-
set t i ng up mas e r D a' r p r s by 0 cia 1 s ec uri tv n II m be r . 

basis , ther e will D nlv one ma s ter cay r ecord control-
cay for h emDI v _ . 1 el i e ves the caoabil i tv of 

compute r eauj ment wlLl TTl ke r oss ihle this chanqe and 
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still meet the ne eds for budoetinq and accountinQ and the 
or eoarat i on and distribution of oaychecks , that a re made on 
th e basis of oost off ice loca i on. We fe 1 th i s cha noe, if 
impl eme nted, will 91im in2te the proble~s caused by multiple 
rec ords . 

NEE D TO UPDA TE DATA ENT~Y 

METH ODS FOR PAY RCEL-CEA~Gr3 

Prese nt data entry methods re£u lt in th e creatio n of t ens 
oft h 0 usa nd S 0 f 0 un c h eo car d 5 eve r y two IN e e k s to c hail q e f') c3 v roll 
rec o r ds . Newer data entry methoo h cou lC be used to eliminate 
th ese ca rds. 

Chanqes entered into the compute rized ryav sys t e m are 
r~fle cted on a oun ched ca rd kn own as a "tub card." Tub 
car~ s a r e creat ed every wo weeks as a recult of one or more 
challq es made in Day records. If the re is an across- the-boar d 
rai se af fecting all emploYees, then abollt 679,000 tub card s are 
ere ate d . The face of the card con t a i ns 0 r i n t ed d a t a f r OfT' th e 
employee 's master Day r eco rd such as se rvice compu tation date, 
salary rate, oay sched ul e level and s tep, tax and heal th bene­
fits, deductions and date 0 birth. The card also contain c 

punch ed- in informat i on , s uch as the em~ loyee' s soc ial securit y 
number and pas office . 

Ge nerally, wh eneve r a chanoe is made to a oav r e cord, 
anoth er punc hed cord is creat ed by e nterino in certa in basi c 
data which appear s on the old tu b ca rd such as DOSt off ice, 
social security num ber , etc., and whatever chanoe is being 
made in the employee ' e Day re cord. ~fter proce ss inq on th e 
compu ter a new tu b ca rd is or oduced t o be used in the nex t 
pay cycle . The old tub card and the change card are discar ded. 

The Service's new comput er svstem permits the use of more 
mod ern technoloqy which COUld e liminate the need for tub cards. 
Thi s ter hnoloqy, known as Adva nced data entry and involvinq 
devi cc~ for keyinq data di ec tl v to a maqnetic su rface, could 
resul t in reduc ed processl nq costs, and fa ster process inq Of 
transactions . Adv anced data entry can inc oroorate tests for 
err a r s w h i 1 e e n t e r i nq data and, the reb y , a 11 ow fo r d a t a 
correction at the tiwe of entr Y. 

Adva nced data ent ry can also orov irle the means fo r dis­
playing an employe e ' s mas t er r ecord for view by pay cle rk ~ as 
miqht be reouired to ca rry out their du ties. 
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The Se rvice is testinq Eome of thes~ devices. We ob­
served a t es t at the Minneaoolis PDC i n which pay clerks 
entered changes in the employees' maste r nay records by mean~ 
of compute r terminals located in the pa yroll section. Thes e 
terminals display a copy of the ma ste r re cord for view bv the 
pay clerk s . The test was in its fir s t ,,;eek. Althouqh it wa s 
too early for any conclusions on th e test, officials at the 
MInneapolis PDC believed the tub c ar d ~ may eventually be eliwi­
nated. 

We believe the data entry meth od s beinq tested should 
lead to the elimination of the prese nt svstew, which qenerate s 
tens of thousands of punch cards th a t have to be scrapoed every 
two weeks .. 
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