U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Approaches
to Evaluate Effectiveness
and Demonstrate Integrity

S

January 2026 GAO-26-107609



Contents

[ 4o Yo 11 Lo 1o ISP 1
Why GAO Developed This Technical APPENAIX ........oviiiiiiiiiiiiiiiieee et 2
How GAO Developed This Technical APPENAIX .......c.uuiiiiiiiiiiiiiiiiiiieee et 3
LL=Te 1 a1 Tor= AN o] o =] o o | GO PP PPP PRSPPI 4
Guide to Reading the TechniCal APPENIX .........uiiiiiiiiiiiiiiiiiiiee e e e e 5
1. Commit to Combating Fraud by Creating an Organizational Culture and
Structure Conducive to Fraud RiSk Management ..........c..uvviiiiiiiiiiiiiiiiiicee e 6
2. Plan Regular Fraud Risk Assessments and Assess Risks to
Determine a Fraud Risk Profile ..., 8
3. Design and Implement a Strategy with Specific Control Activities to
Mitigate Assessed Fraud Risks and Collaborate to Help Ensure Effective Implementation ....... 11
[ T 1 10 (=P 18
GAO Contact and Staff ACKNOWIEdgmENLtS ...............ouiiiiiiiiiii e 20
Figures
Figure 1: The Fraud Risk Management FrameWOrK .............uuiiiiiiiiiiiiiiiiice et 1
Figure 2: Incorporating Feedback to Continually Adapt Fraud Risk Management Activities.................... 2
Figure 3: Sample of lllustrative Comments from GAQO’s Survey of Employees at the
Export-Import Bank of the United StatesS...........ccoi i 7
Figure 4: Evaluating the Effectiveness of Artificial Intelligence (Al) Systems ...............ccccccvvvvivni. 10
Figure 5: Estimating the Financial Value of Preventing Ongoing Identity COmpromise................ccc.uee... 15
Figure 6: Hypothetical Example of Cost Savings INfOrmation ...............oooooiiiiiiiiieeee e 16
Figure 7: Final Consideration: Avoid Perverse INCENLIVES ...........cciiii i 17

GAO-26-107609 Evaluate Outcomes of Fraud Risk Management



Abbreviations

Al artificial intelligence
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Introduction

Demonstrating strong internal controls and program integrity is
important to protect taxpayer dollars and maintain public trust.
Fraud risk management is essential for protecting program integrity
by continuously and strategically mitigating the likelihood and
impact of fraud.” This document serves as a technical appendix to
GAOQO’s A Framework for Managing Fraud Risks in Federal Programs
(Fraud Risk Framework). The framework was issued in 2015 and
provides a comprehensive set of leading practices, organized into
four components, for agency managers to use when developing or
enhancing efforts to combat fraud in a strategic, risk-based manner
(see fig. 1).2

Figure 1: The Fraud Risk Management Framework
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Source: GAO. | GAO-26-107609

All federal programs and operations are at risk of fraud, and managers maintain the primary responsibility

for enhancing program integrity. Component 4 of the Fraud Risk Framework directs program managers to
evaluate outcomes using a risk-based approach and adapt fraud risk management activities from the first three
components to improve fraud risk management (see fig. 2). Additionally, the Foundations for Evidence-Based
Policymaking Act of 2018 (Evidence Act) directs agencies to use evidence, such as that developed through
evaluations, to aid policymaking.® Both GAO and the Office of Management and Budget (OMB) provide guidance
or tools that program managers can use to carry out these evaluations.*
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Figure 2: Incorporating Feedback to Continually Adapt Fraud Risk Management Activities
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Source: GAO. | GAO-26-107609

Agencies, Offices of Inspector General (OIG), GAO, and others have identified and reported significant actual or
potential financial savings due to fraud risk management activities. Examples include the following:

e The Department of the Treasury reported saving over $4 billion in fraud and improper payments in fiscal year 2024
using enhanced controls, such as improved data analytics.®

e The Pandemic Response Accountability Committee used statistical sampling to estimate that data analytics could
have prevented over $79 billion in potentially fraudulent COVID-19 program payments.®

e GAO estimated that the Small Business Administration’s use of additional antifraud safeguards in the Paycheck
Protection Program and other COVID-19 programs resulted in more than $12 billion in savings as of the end of
fiscal year 2023.7

e The United Kingdom’s Public Sector Fraud Authority’s review of workforce and fraud loss data determined that
preventative antifraud activities delivered a return on investment around four times that of reactive enforcement
and compliance activity.®

Agencies have also demonstrated the ability of fraud risk management activities to reduce nonfinancial losses due to
fraud. Nonfinancial losses may not pose a direct financial cost but can lead to other potentially harmful outcomes. For
example, in 2023, GAO reported that improved security screening of researchers could help prevent the fraudulent
acquisition and use of sensitive U.S. research and technology.®

Why GAO Developed This Technical Appendix

Evaluations can help agencies show the value of their fraud risk management activities.'® Program managers also need
to understand the effectiveness of their fraud risk management activities so they can adjust their efforts to better protect
their resources against fraud.

Component 4 of GAO’s Fraud Risk Framework describes how agencies can use robust evaluations that are
comprehensive in scope, incorporate a range of metrics and outputs beyond financial returns, and use input from
stakeholders to better understand program outcomes. While agencies may have varying levels of resources, program
managers can tailor evaluations to align with available capacity and the specific activities being assessed.

However, our work has shown that agencies face challenges in effectively implementing leading practices in the
Fraud Risk Framework, in particular Component 4. For example, in 2023, we found that of the 24 federal agencies we
surveyed,

e one-third did not have regular ongoing monitoring or evaluation activities, and

e one-half did not regularly make changes based on evaluation results."
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Agencies continue to face these challenges, despite requirements to use the Fraud Risk Framework’s leading
practices to manage fraud risks.' To assist program managers with implementing Component 4 of the Fraud
Risk Framework, we developed this technical appendix, which supplements and complements the Framework.
Specifically, we identified examples, methods, and considerations that can be used to help evaluate the
effectiveness of and adapt fraud risk management activities within Components 1, 2, and 3 of the Fraud Risk

Framework.

How GAQO Developed This Technical Appendix

As with the Fraud Risk Framework, we solicited a wide range of views when developing this appendix. We collected
information from interviews, written questionnaires, and relevant literature. We then analyzed this information and
identified examples of fraud risk management evaluation activities, as well as relevant considerations.

We contacted individual federal agencies, the Chief Financial Officers Council, Small Agency
Council, and Council of the Inspectors General on Integrity and Efficiency to identify agencies
and OIGs to interview. We also contacted selected external entities, based on our review of their
relevant publications and expertise in antifraud activities.

We gathered information on evaluation activities from agencies and OIGs. While program
managers, rather than OIGs, are responsible for implementing the Fraud Risk Framework and
conducting fraud risk management activities, program managers can learn from OIGs’ valuable
insights and actions.

We interviewed officials from 31 entities with antifraud evaluation experience across sectors,
including officials with 11 federal agencies, eight OIGs, and the Pandemic Response
Accountability Committee. We also interviewed antifraud experts from 11 external entities,
including the World Bank, the United Kingdom’s Public Sector Fraud Authority, the Association

of Certified Fraud Examiners, the Institute of Internal Auditors, and academia. We selected
agencies, OIGs, and external entities based on our understanding of their evaluative activities and
knowledge. We interviewed these officials to collect information on their organizations’ efforts to
evaluate the effectiveness of fraud risk management activities.

We reviewed relevant literature to identify examples of (1) approaches to evaluate fraud risk
management activities and (2) considerations for managers to keep in mind when performing
these evaluations. We reviewed existing frameworks and guides related to fraud risk management
and integrity, including publications by the International Public Sector Fraud Forum, the Institute
of Internal Auditors, the Association of Certified Fraud Examiners, and federal agencies, among
others. We also reviewed the Evidence Act and associated OMB guidance.

We compiled a list of approaches that entities reported using to evaluate their fraud risk
management activities. We captured these methods from written responses, interviews, or

our review of relevant reports and literature. We selected approaches for evaluating fraud risk
management activities that could be achieved by programs with varying resources, as well as
examples where agencies may have used these approaches. Given the scope of this work, we do
not provide an exhaustive list of approaches.

Source: lovemask/stock.adobe.com (icons). | GAO-26-107609
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We provided a draft of the technical appendix to select antifraud entities for their review and input. Specifically, we
requested that reviewers comment on the relevancy and completeness of our selected approaches and examples,
and we incorporated their comments, as applicable.

To obtain additional insights to improve the usability of this technical appendix, we provided a full draft for comments
and consideration to the national audit offices of Australia, Canada, and the United Kingdom, as well as other
organizations, including the United Kingdom’s Public Sector Fraud Authority, Service Canada, the Canada Revenue
Agency, the Australia Commonwealth Fraud Prevention Centre, the Pandemic Response Accountability Committee,
the Association of Certified Fraud Examiners, and the Institute of Internal Auditors.

We also provided a draft of the appendix for technical comments to
e OMB;

e the Departments of Health and Human Services’ Centers for Medicare & Medicaid Services and the
Treasury, including the Internal Revenue Service and the Bureau of the Fiscal Service, the Social Security
Administration, and the National Labor Relations Board; and

e the OIGs for the Department of Health and Human Services, the Internal Revenue Service, and the Pension
Benefit Guaranty Corporation.

We incorporated those technical comments we received, as appropriate.

We conducted our work from May 2024 to January 2026 in accordance with all sections of GAQO’s Quality Assurance
Framework that are relevant to our objective. The framework requires that we plan and perform our work to obtain
sufficient and appropriate evidence to meet our stated objective and to discuss any limitations in our work. We
believe that the information and data obtained, and the analysis conducted, provide a reasonable basis for any
conclusions in this product.

Technical Appendix

This technical appendix to GAO’s Fraud Risk Framework describes
evaluation approaches for fraud risk management activities. The Fraud
Risk Framework consists of the following four components for effectively
managing fraud risks:

This appendix focuses on
implementing Component 4
of the Fraud Risk Framework:
Evaluate Outcomes Using a

e Component 1 - Commit, Risk-Based Approach and Adapt
Activities to Improve Fraud Risk

e Component 2 - Assess, Management.

e Component 3 - Design and Implement, and It highlights approaches

managers have used—or could
use—to evaluate and adapt
These approaches can be modified to fit the circumstances and conditions fraud risk management activities
relevant to different programs and activities. While the primary target across Components 1, 2, and 3.
audience is managers in the U.S. federal government, the approaches may
also be applicable to state, local, and foreign government agencies, as well
as nonprofit entities that are responsible for fraud risk management.

e Component 4 - Evaluate and Adapt.

Source: GAO. | GAO-26-107609
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The illustrative examples in the technical appendix are not the only methods or options to evaluate the effectiveness
of a program’s fraud risk management approach. Each program should implement Component 4 of the Fraud Risk
Framework considering its unique fraud risk environment. Citing a program-specific example does not indicate that the
referenced program’s fraud risk management activities fully align with leading practices.

Guide to Reading the Technical Appendix

We use signposts to signify the
applicable component, such as
Component number Component name this signpost for Component 1.

0 Fraud Risk Framework Component

Below each component name, we include subheaders for each of the Fraud Risk Framework’s overarching concepts.
We also include evaluation approaches and examples, as well as benefits. Each overarching concept provides relevant
evaluation approaches and examples, as well as benefits. Benefits include things such as potential improvements

to fraud risk management. Our examples include references to outputs, which are the direct products or services
delivered, such as the number of trainings provided. The examples also include references to outcomes, which are the
results derived from those products and services, such as an increase in fraud prevention attributed to trainings. The
“consider this” section provides suggestions for program managers to improve their evaluations and may be applicable
to multiple approaches.

Fraud Risk Framework Overarching Concept

Evaluation approach and example Benefit

Evaluation approach summary. A further explanation and example The potential beneficial impact of the
of an evaluation approach that program managers could take to evaluation approach on a program.
assess the relevant overarching concept.

Consider this...

e Considerations for managers to keep in mind when performing evaluations.

For each Fraud Risk Framework component, we also provide at least one selected in-depth example that further
describes an evaluation approach, including the methodology used and evaluation performed.

Example: Selected in-depth example summary

In-depth explanation of selected example.

GAO-26-107609 Evaluate Outcomes of Fraud Risk Management b



Commit to Combating Fraud by Creati

ng an

Organizational Culture and Structure Conducive

to Fraud Risk Management

1.1 Create an Organizational Culture to Combat Fraud at All Levels of the Agency

Evaluation approach and example

Benefit

Analyze employee survey responses. Managers can use survey
responses to evaluate employees’ perspectives on fraud risk
management efforts. For example, GAO surveyed a wide range of
employees of the Export-Import Bank of the United States (EXIM)
and analyzed the responses.' As part of the analysis, GAO
identified and examined perceived differences between management
and nonmanagement staff regarding organizational culture and
attitudes toward fraud and fraud risk management. Survey results
indicated that perceptions varied about the antifraud tone set by
senior management, as well as by nonsenior management (see in-
depth description in example 1).

Survey responses can help organizations
assess strengths and gaps in the agency’s
antifraud culture across all staff levels and
serve as baseline data for future culture
interventions.

For example, to understand and address
divergent views indicated in GAO’s survey,

as well as promote and sustain an antifraud
tone, EXIM provided additional trainings,
conducted an internal survey, and designated
a team to enhance communication and
oversight.

Analyze text and generate insights. Managers can use natural
language processing to analyze large amounts of free form text,
including internal written communications such as management
memorandums or employee training evaluations. For example,
natural language processing models can scan, synthesize, and
summarize meeting transcripts and training feedback to detect
patterns in employee sentiment, concerns with leadership, or insider
fraud threats.®

Natural language processing can produce
insights about an agency’s culture, such as
employees’ perceptions of leadership, which
can help managers proactively shape an
agency’s culture. Analysis may also identify
hidden or unrealized concerns that may not
be able to be identified through other means,
such as agency surveys.

1.2 Create a Structure with a Dedicated Entity to Lead F

Evaluation approach and example

raud Risk Management Activities
Benefit

Analyze documentation and compare against leading practices.
Managers can analyze documentation to assess adherence to
leading fraud risk management practices. For example, reviewing
organizational charts and standard operating procedures can
provide insights into whether a program’s designated entity has the
necessary responsibilities and authorities to design and oversee
fraud risk management activities.

Assessing documentation can help managers
evaluate whether their organization has a
dedicated entity that aligns with fraud risk
management leading practices and assess
whether gaps exist.

Analyze training metrics and track results over time. Managers
responsible for leading fraud risk management trainings can
measure outputs and outcomes to assess their efficacy. For
example, an output could include the number of trainings provided.
An outcome could include the change in the number of reported
potential fraud instances before and after the training.

Tracking metrics, including both outputs and
outcomes associated with specific fraud risk
management activities, can help leadership
identify areas to improve.

GAO-26-107609
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Consider this...

e Culture is intangible and can be challenging to measure, but it is still possible and important to take its measure.

e Measuring and assessing culture can provide information to help managers drive change.
e FEvaluating how much an organization invests in fraud risk management can help assess leadership commitment.

e External sources, such as whistleblower reports and stakeholder feedback, can provide insights into
organizational culture.

Commit to Combating Fraud by Creating an
0 Organizational Culture and Structure Conducive to

Fraud Risk Management
In-Depth Example 1 of Evaluation Approach

Example 1: Analyze employee survey responses to understand their
perceptions of organizational antifraud commitment

The Export-Import Bank of the United States (EXIM) is a wholly owned government corporation that serves as the
nation’s export credit agency. In 2018, GAO surveyed all nonsenior management EXIM employees to examine the
extent to which EXIM had established an organizational culture and structure conducive to fraud risk management.
The survey enabled GAO to assess perceptions of organizational culture and attitudes toward fraud and fraud risk
management and whether employees viewed senior management as committed to establishing and maintaining an
antifraud culture.

Methodology
The survey

e included closed- and open-ended questions on management’s actions, fraud-related training and information, the
antifraud environment, and employees’ personal experiences with fraud;

e used recognized survey design practices in collecting, processing, and analyzing the survey data; and
e sought to obtain a range of different employees’ views.

Findings

GAO found that EXIM managers and staff generally held positive views of EXIM’s antifraud culture but that EXIM had
opportunities to improve. For example, a significant portion of EXIM staff raised concerns about potentially competing
objectives regarding timeliness. While EXIM staff needed sufficient time to perform due diligence activities to prevent
and detect fraud prior to approving transactions, staff also needed to process transactions in a timely manner to meet
customer needs and achieve EXIM’s mission. Figure 3 provides illustrative comments showing opportunities for EXIM
to further set an antifraud tone.

Figure 3: Sample of Illustrative Comments from GAQO’s Survey of Employees at the Export-Import Bank of the United States

“More due diligence should be
required in order to qualify for

“A more proactive approach to “The Bank is more
fraud detection, rather than a concerned with

the U.S. government’s reactive approach, would be more increasing sales than

support.”

prudent. This means trying to sniff preventing fraud.”
out fraud [at] the preapplication
and underwriting stages.”

Source: GAO. | GAO-26-107609

Results

As a result of GAO’s review, EXIM implemented methods to further promote and sustain an antifraud tone across its
organizational culture. For example, it established ongoing fraud risk training for all employees and documented fraud
risk management roles and responsibilities for all levels of the agency.
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Plan Regular Fraud Risk Assessments and Assess
Risks to Determine a Fraud Risk Profile

2.1 Plan Regular Fraud Risk Assessments That Are Tailored to the Program

Evaluation approach and example

Benefit

Evaluate fraud risk assessment processes. Managers can evaluate
program processes to effectively identify and assess fraud risks. This
evaluation can include comparing whether observed fraud aligns with
what was identified during the risk assessment process. For example,
the National Labor Relations Board developed a tool to evaluate its
fraud risk management processes, including those for planning and
developing risk assessments. The tool describes specific control
activities and test plans, such as reviews of procedures and internal
controls. The tool also supports gap analysis to identify potential
deficiencies and recommend corrective actions.

Periodically evaluating a program’s approach
to identifying fraud risks can ensure a robust
assessment process that identifies and
adapts to emerging risks.

Evaluate stakeholder involvement in the fraud risk assessment
process. Managers can evaluate internal fraud risk assessment
processes to ensure adherence to leading practices, such as the
practice to involve relevant stakeholders. For example, managers can
determine if important stakeholders, such as the OIG, were included
when developing their risk assessments, to help identify fraud risks.

Ensuring that the fraud risk assessment
follows leading practices can help identify
risks and appropriately tailor resources and
control activities, which can enhance its
effectiveness.

2.2 Ildentify and Assess Risks to Determine the Program’s Fraud Risk Profile
Benefit

Evaluation approach and example

Establish a continuous feedback loop to track, monitor, and
reassess fraud risks. Managers can establish a process to
continually reassess program fraud risks. For example, the Social
Security Administration (SSA) continually reassesses its fraud risks
and updates its fraud risk profile to better understand and respond to
emerging threats (see in-depth description in example 2).

Tracking, monitoring, and reassessing
fraud risks can help address internal control
vulnerabilities.

Use technology to improve a program’s fraud risk profile.
Managers can leverage artificial intelligence (Al) to identify emerging
fraud risks or fraud schemes outside their knowledge base. For
example, Al systems can analyze documents, such as program
guidance and information on known fraud schemes, to simulate how
bad actors might exploit agency programs. Managers can use these
results to identify internal gaps in controls and strengthen their fraud
risk profiles.’® Further, managers should evaluate the effectiveness of
the Al systems used for fraud risk management activities (see fig. 4 on
evaluating the effectiveness of Al systems).

Technology such as Al can help identify risks
that may not have been previously identified.
Assessing the accuracy, quality, and
completeness of the generated information
ensures that fraud risk management activities
are reliable and effective at fighting fraud.

GAO-26-107609
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Consider this...

e Risk assessments can be open to manipulation, such as when funding or staff pay are tied to fraud reduction
targets. This may lead to over- or understated fraud risks to meet targets. Managers should avoid perverse
incentives when assessing fraud risks by carefully setting performance targets (see fig. 7 for further discussion

of perverse incentives).

e As agencies start identifying and tracking fraud, they will likely find more of it, which means they may have to

adapt their risk assessments midanalysis to reflect new information.

e Consider both financial and nonfinancial fraud when evaluating risk assessments.

e Identifying fraud should be seen as a good thing that helps lead to proactive actions to prevent and combat it.

Plan Regular Fraud Risk Assessments and Assess

Risks to Determine a Fraud Risk Profile

In-Depth Example 2 of Evaluation Approach

Example 2: Continuously reassess fraud risks and associated antifraud activities

According to SSA officials, SSA continuously reassesses its fraud risks and
the effectiveness of associated antifraud activities. After initially identifying
its fraud risks, SSA develops a fraud risk profile, which informs the control
activities to be designed and implemented. SSA then collaborates with
agency stakeholders to implement antifraud activities to address fraud
risks. Specifically, SSA

e requests regular quarterly updates from stakeholders to track the
progress of each antifraud activity,

e takes immediate action if staff detect changes in the likelihood or
impact of existing fraud risks,

e assesses the effectiveness of antifraud activities,

e revises ineffective or infeasible activities through coordination with
stakeholders, and

e updates its risk profiles with revised fraud risks and continues the
reassessment process.

In one example, SSA’s data analytics team flagged
suspicious transactions due to changes in beneficiaries’
direct deposit information. Based on a review of the
transactions, SSA determined that some controls were
ineffective in preventing fraudsters from redirecting
beneficiaries’ direct deposits. As a result, SSA updated
its policies and procedures to mitigate the risk to an
acceptable level.

Source: icons-studio/stock.adobe.com (icons).
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Fraud Risk Profile

A Framework for Managing
Fraud Risks in Federal Programs
notes that a fraud risk profile
forms the basis of a program’s
antifraud strategy and includes
information such as

« the identified fraud risk;
« fraud risk factors;

« fraud risk owner;

* inherent risk likelihood, impact,
and significance;

« fraud risk tolerance;
+ existing antifraud controls;

* residual risk likelihood, impact,
and significance; and

+ the fraud risk response.

Source: GAO, A Framework for Managing Fraud Risks
in Federal Programs, GAO-15-593SP (Washington,
D.C.: July 28, 2015). | GAO-26-107609
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Figure 4: Evaluating the Effectiveness of Artificial Intelligence (Al) Systems

We have previously reported that Al systems can provide opportunities for improved government operations and
fraud detection. For example, machine learning algorithms, which identify statistical relationships between inputs
and outputs from training datasets, might improve prevention or detection of fraud by quickly revealing anomalous
patterns, behaviors, and relationships. However, Al systems pose unique challenges for independent assessments
and audits to promote accountability because their inputs and operations are not visible to the user. Such systems
can be an opaque “black box,” either because the inner workings of the software are inherently very difficult to
understand, or because vendors do not reveal them for proprietary reasons. This lack of transparency limits the
ability of auditors and others to detect error or misuse.

As with other fraud risk management activities described in this technical appendix and the Fraud Risk Framework,
Al systems should be evaluated to determine if they are functioning effectively and achieving their intended
objectives. GAO’s Al Accountability Framework identifies key accountability practices—centered around the
principles of governance, data, performance, and monitoring—to help federal agencies and others use Al
responsibly. Performance and monitoring principles described in the graphic below can be used to evaluate the
effectiveness of Al systems utilized to combat fraud by ensuring these systems produce results that are consistent
with program objectives and by monitoring systems for relevance and reliability over time.
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Performance at the Component Level

Documentation: Catalog model and
non-model components, along with operating
specifications and parameters.

Metrics: Define performance metrics that are precise,
consistent, and reproducible.

Assessment: Assess the performance of each
component against defined metrics to ensure it
functions as intended and is consistent with program
goals and objectives.

Outputs: Assess whether outputs of each component
are appropriate for the operational context of the Al
system.

Performance at the System-Level

Documentation: Document the methods for
assessment, performance metrics, and outcomes
of the Al system to provide transparency over its
performance.

Metrics: Define performance metrics that are precise,
consistent, and reproducible.

Q>3- 0~"—30%Z

Continuous Monitoring of Performance

Planning: Develop plans for continuous or
routine monitoring of the Al system to ensure
it performs as intended.

Drift: Establish the range of data and model
drift that is acceptable to ensure the Al
system produces desired results.

Traceability: Document results of monitoring
activities and any corrective actions taken to
promote traceability and transparency.

Assessing Sustainment and Expanded Use

Ongoing assessment: Assess the utility of
the Al system to ensure its relevance to the
current context.

Scaling: Identify conditions, if any, under
which the Al system may be scaled or
expanded beyond its current use.

Notes: For reference, see the following GAO reports: GAO,
Fraud and Improper Payments: Data Quality and a Skilled
Workforce Are Essential for Unlocking the Benefits of Artificial
Intelligence, GAO-25-108412 (Washington, D.C.: Apr. 9,

2025); and Atrtificial Intelligence: An Accountability Framework
for Federal Agencies and Other Entities, GAO-21-519SP
(Washington, D.C.: June 2021). Also, the figure refers to both
the component level and the system level. Components are
technology assets that represent building blocks of an Al system,
while a system is the integrated whole.

» Assessment: Assess performance against defined
metrics to ensure the Al system functions as intended
and is sufficiently robust.

« Bias: Identify potential biases, inequities, and other
societal concerns resulting from the Al system.

* Human supervision: Define and develop procedures
for human supervision of the Al system to ensure
accountability.

Sources: GAO; treenabeena/stock.adobe.com (header). | GAO-26-107609
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Design and Implement a Strategy with Specific Control
Activities to Mitigate Assessed Fraud Risks and
Collaborate to Help Ensure Effective Implementation

3.1 Determine Risk Responses and Document an Antifraud Strategy Based on the

Fraud Risk Profile

Evaluation approach and example

Benefit

Assess documentation to evaluate an antifraud strategy
against leading practices. Managers can compare their fraud

risk management documentation with leading practices to identify
gaps and implement changes, as needed. For example, a program
can review its antifraud strategy by assessing whether it addresses
all risks identified by a fraud risk assessment and includes
mechanisms to monitor progress on corrective actions.

Assessing documentation can help ensure
that antifraud strategies are targeted,
actionable, and effectively manage fraud risk.

3.2 Design and Implement Specific Control Activities to

Evaluation approach and example

Prevent and Detect Fraud

Benefit

Assess the effectiveness of internal controls. Managers can
assess and evaluate the effectiveness of their internal controls to
ensure they are working as intended and adjust as needed. For
example, these assessments can be targeted to quickly determine
the effectiveness of a single control. Additionally, an organization
can test specific vulnerabilities to a payment system designed to
verify recipient eligibility and then use this information to address the
vulnerability. These assessments can also include comprehensive
testing of multiple controls to determine the effectiveness of the
overall control environment.'” For example, the Internal Revenue
Service (IRS) reviews the filters it uses to screen for identity theft
and modifies or retires models with high false positives.

Assessing internal controls can provide
managers with assurance that they are
operating effectively to address fraud risks.

Between tax processing years 2020 and
2021, the IRS updated its filters based on
emerging identity theft schemes. These
changes helped the IRS identify over 41,000
refunds at risk of identity theft and protected
$2.3 trillion in tax refund returns.®

Benchmark antifraud program performance against metrics.
Managers can develop and use metrics or key performance
indicators to understand the effectiveness of their antifraud
program’s performance as compared with past performance,
expectations, and relevant peers. For example, managers can track
indicators over time, such as the number of suspicious payments
prevented, the number of referrals, the number of substantiated
cases, and the average or median losses per identified fraud
incident.

Developing and measuring performance
against multiple benchmarks can help
managers evaluate and adapt specific or
overall antifraud activities.

Compare costs and benefits. Managers can assess and compare
the costs and benefits of their programs’ antifraud investments.

For example, to determine the impact of a new identity fraud
training and controls, managers could estimate the value at risk
and the probability of identity fraud with and without the new
training and controls. They can then assess those savings against
the cost of the program. Managers can also calculate return on
investment (ROI), or the financial return for every dollar in antifraud
investments (see in-depth description in example 3).

Comparing costs and benefits for fraud
controls can help a program demonstrate its
value, justify funding decisions, and prioritize
resource allocation.

For example, the IRS estimated that
sustained investments to improve service,
increase filings and compliance, and reduce
fraud would yield up to $497 billion in
additional revenue during fiscal years
2024-2034.
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Cost-benefit calculations can also include indirect benefits. For
example, the IRS developed a methodology to estimate the
expected additional tax revenues resulting from staffing changes
and technology improvements. The methodology captured some
of the indirect benefits of enhanced compliance, such as through
deterrence.

Calculate cost savings from using data analytics to identify
fraud. Managers can calculate the cost savings of their data
analytics efforts to help demonstrate their efficacy, but also to help
inform improvements to their systems. For example, the Pension
Benefit Guaranty Corporation (PBGC) OIG used data analytics to
compare multiple data sources to identify deceased individuals on
payroll. The OIG removed these individuals from the PBGC's list
of payees and calculated the savings associated with prevented
improper or fraudulent payments by multiplying the pension
payment amount for the individuals by the number of months the
individual was paid postdeath.?®

Quantifying cost savings from fraud analytics
can help demonstrate measurable returns
and strengthens the case for using analytic
tools.

For example, the PBGC OIG identified 56
deceased participants and $1.1 million in
improper or fraudulent payments, with a value
of discontinued future benefit payments of
$479,000.

Calculate cost savings due to fraud prevention. Cost savings
estimates of fraud risk management activities can include the
effects of prevention, in addition to savings from detection and
recoveries. Fraud prevention can occur when enforcement, such
as legal action, deters a population of bad actors from committing
further fraud. For example, the Healthcare Fraud Prevention
Partnership (HFPP), overseen by the Centers for Medicare &
Medicaid Services (CMS), published guidance for measuring fraud
prevention savings.?' The guidance stated that these savings can
outweigh those of recoveries but are more difficult to measure. It
recommends comparing preenforcement and postenforcement
costs to estimate the savings. (See in-depth description in
example 4.)

Fraud prevention, including deterrence,
decreases the need to chase after and
recover stolen funds. Demonstrating the value
of fraud prevention can help inform antifraud
resource allocation decisions.

For example, according to HFPP, a
whistleblower lawsuit resulted in $275 million
in recoveries, as well as between $2.6 billion
and $5.9 billion in savings from deterred
fraud.?

Validate reporting methodologies with a third party. Managers
can coordinate with stakeholders or third-party entities to evaluate
and validate their fraud risk reporting methods and incorporate
necessary changes to their plan. For example, through its
mandate, the United Kingdom’s Public Sector Fraud Authority
(PSFA) requires that public bodies calculate and report the number
and value of detected, prevented, and recovered fraudulent
payments each quarter. The PSFA then convenes an expert

panel to assess whether public bodies have correctly calculated
financial benefits and applied the appropriate methodology to the
evaluation.

Additionally, the Department of Health and Human Services’ (HHS)
OIG analyzed the methodologies used to calculate a return on

the agency’s Fraud Prevention System, a large-scale investment.
Findings included that more granular data and better tracking
would improve calculations of actual and projected savings from
preventing Medicare fraud.?®

Third-party confirmation of reporting methods
and calculations increases accuracy, ensures
objectivity, and helps standardize data across
entities. Robustly evaluating significant fraud
risk investments can justify its expense while
also producing information that can be used
to enhance effectiveness.

Covertly test internal controls to assess efficacy of internal
control systems. Managers can covertly use or simulate known
fraudster methods to determine if their internal controls are working
as intended and evaluate their ability to detect fraud. For example,
managers can fabricate invoices that contain errors or exceed a
certain threshold and monitor whether the invoices are flagged,
rejected, or approved. Managers can then use the results to adjust
internal controls, as needed.?

Covert testing and simulations can expose
real-world weaknesses in internal controls,
helping programs identify vulnerabilities,
tighten safeguards, and strengthen overall
risk posture.
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Estimate the deterrence effect of antifraud controls. Managers
may consider using the literature in their field and the historical
data from their program to understand the potential impact of their
antifraud controls. For example, the IRS used academic literature
and historical data to quantify the deterrence effects of audits on
select taxpayers. Taxpayer audits can detect noncompliance and
deter future noncompliance because fraudsters may be more
cautious as the perceived possibility of being caught increases.?®

3.3 Develop a Plan Outlining How the Program Will Res

Evaluation approach and example

Estimating deterrence helps gauge the
broader impact of audits on preventing

fraud. This can help managers allocate audit
resources and more fully quantify the value of
fraud risk management.

For example, the IRS estimated that
sustained investments in audits of certain
taxpayers could result in an additional $38.8
billion in revenue collected for fiscal years
2024-2034 due to specific deterrence effects.

pond to Identified Instances of Fraud
Benefit

Assess responses to past incidents of fraud. Managers

can evaluate their responses to past incidents of fraud. For
example, managers can assess the timeliness and disposition of
their referrals of potential fraud to the OIG to determine if their
processes are working as intended. Managers can also analyze
specific fraud-related case studies to identify ways to improve their
response to fraud.

Evaluating past experiences, including
referrals, can help managers improve their
responses to identified fraud in the future.

Calculate cost savings from a fraud response plan. Cost savings
estimates from a program’s plan to respond to fraud can help
managers determine the value of the plan and identify necessary
adjustments for how the program will respond to future instances

of identified fraud. Different points to calculate savings from fraud
response plans include:

» where the fraud was detected (point of interdiction);

» where the fraud would have continued to result in loss, had it not
been caught (future loss prevented); and

» process changes based on detected fraud that prevented
subsequent fraud (upstream prevention).?

For example, managers can calculate preventative savings when

a payment has been stopped from being processed due to the

detection of suspected fraud through an internal control.

Calculating savings from a response plan
shows the value of strong controls by
quantifying losses avoided — both immediate
and future — and emphasizes the importance
of proactive fraud risk management.

Use referral feedback to evaluate and improve fraud response.
Managers can review feedback on fraud referral processes and
incorporate necessary changes to improve future fraud response.
For example, IRS civil fraud staff solicit feedback on internal fraud
referrals made to the IRS’ criminal fraud division. This feedback
helps foster continual improvement in the quality and sustainability
of the fraud referral process and enhances intra-agency
coordination. Similarly, CMS monitors the volume of staff referrals
to law enforcement to evaluate how effectively its coordination
program fosters collaboration among agency personnel, contractors,
law enforcement, and OIGs.

Collecting and analyzing qualitative and
quantitative information can improve referral
processes and build stronger enforcement
partnerships.

For example, according to CMS, within 1
year of coordinating meetings focused on
collaboration, Medicare referrals to law
enforcement increased by more than 200
percent.?”
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3.4 Establish Collaborative Relationships with Stakeholders and Create Incentives to Help

Ensure Effective Implementation of the Antifraud Strategy

Evaluation approach and example Benefit

Evaluate working relationships with stakeholders. Managers Implementing a stakeholder feedback
can gather, assess, and utilize internal and external stakeholder loop helps improve communication and
feedback to build reciprocal working relationships, such as with collaboration and can lead to stronger
OIGs. For example, managers can work with communities of partnerships and more effective fraud

practice to facilitate peer learning about fraud risk management and prevention strategies.
antifraud strategies. Additionally, the HHS OIG looked holistically at
improving efficiency and effectiveness in delivering publicly available
resources and created a feedback mechanism with the public. This
included a request for information that sought public input on OIG
resources and how the OIG can enhance usefulness and timeliness
and improve accessibility and usability of their resources.?®

Consider this...

e Focus on measuring outcomes versus outputs.

e Identify and use metrics relevant to your program goals.

e Reviewing program documentation, such as procedures, can be helpful but should be supplemented with
additional evaluation activities, such as internal control assessments.

e Determining the savings from fraud risk management, such as calculating ROI, can be difficult but demonstrates
the value of fraud risk management activities and investments.

e Seek to determine cost savings holistically, including direct and indirect costs and benefits, as well as financial
and nonfinancial ones.

e Calculating the cost savings due to fraud prevention is challenging but can provide a much more complete
estimate of the total impact of fraud risk management.

e |everage existing processes (e.g., internal control testing) and resources (e.g., data or staff) to secure
management and staff buy-in, which can help prevent perverse incentives and gaming.

e Covert testing can safely identify weaknesses before fraudsters do and can provide unique insights into internal
control vulnerabilities. It can also raise awareness among staff.

e Analyzing information on program responses to past fraud incidents can help managers determine what does and
does not work.

e Programs should obtain and use feedback on the referrals they provide for investigation to determine how to
improve both their internal controls and their referral processes.
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Design and Implement a Strategy with Specific Control
Activities to Mitigate Assessed Fraud Risks and

Collaborate to Help Ensure Effective Implementation

In-Depth Example 3 of Evaluation Approach

Example 3: Perform a return on investment calculation

Return on investment provides one way of assessing fraud risk management efforts. ROI calculations compare
benefits and costs of antifraud programs or investments to show how efficiently a project delivers results. These
calculations can include both qualitative and quantitative factors. For additional guidance on comparing costs and
benefits when assessing government programs, see OMB Circular A-94.%°

The International Public Sector Fraud Forum provides guidance and examples of estimating the ROl in its Fraud
Control Testing Framework guidance.®® The formula includes calculating the amount at risk, the probability of risk,

the current annual risk, the impact of the program or investment on the risk probability, the impact of the program or
investment on the current annual risk, and the cost of the program or investment. With these values, managers can
calculate the total costs and benefits over a given time frame to determine the ROI. See figure 5 below for an example.

Figure 5: Estimating the Financial Value of Preventing Ongoing Identity Compromise

/Here is an example of how you might calculate the future loss prevented through ongoing identity \
compromise over a 5-year time horizon. To mitigate the threats to client identity information through
phishing and social engineering, the department proposes to put service delivery staff through
training twice per year and implement regular fraud control testing at a cost of $50,000 per year.

Formula Example calculations

Business impact: $1,500 per victim to remediate identities (notify, issue new identifiers and
implement ongoing safeguards)
Victim impact: $1,076 per victim and 34 hours per victim to repair the damage

Amount at risk
Calculate or estimate the amount at risk

Probability of risk
Estimate the probability for compromise The risk currently occurs once every 5 days (73 identity compromises in the previous year)

to occur with current controls

Total annual business impact: $109,500 ($146,000 annual impact for victims and
Current annual risk 2,482 hours of remediation, or $38,533 of productive time)
Total annual victim impact: $184,533

Impact of investment

. ) . The probability of risk is reduced by 10% per year over 5 years
Determine the impact of the investment

Year 1 - $10,950 business impact savings and $18,453 victim impact savings

Impact value Year 2 - $21,900 and $36,906
Calculate the impact of the investment Year 3 - $32,850 and $55,359
on the current annual risk Year 4 - $43,800 and $73,812

Year 5 - $54,750 and $92,265

Total cost over 5 years: $250,000

Impact value over 5 years: » $164,250 in estimated business impact savings
» $276,795 in estimated victim impact savings

Return on investment ratio: 1.77

Source: International Public Sector Fraud Forum, Fraud Control Testing Framework, FCTF-01 (Sept. 2023). | GAO-26-107609
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Design and Implement a Strategy with Specific Control
Activities to Mitigate Assessed Fraud Risks and

Collaborate to Help Ensure Effective Implementation

In-Depth Example 4 of Evaluation Approach

Example 4: Measure cost savings from fraud prevention

In 2024, the Healthcare Fraud Prevention Partnership (HFPP) published its white paper, Measuring the Value

of Healthcare Anti-Fraud Efforts.?' This paper focused on the importance of measuring and demonstrating the
value of specific enforcement actions to prevent fraud, including through deterrence, since deterrence can provide
greater financial savings than recoveries.

The HFPP provided steps to measure the impact of specific enforcement actions on deterrence:
1. Identify type of cost and enforcement action to monitor.
2. Determine time frame to measure costs before and after enforcement occurs.
3. Review data to determine and compare the preenforcement and postenforcement costs.
4. Use preenforcement costs to estimate the deterrence.

A steep spending decrease following an enforcement action can indicate that providers are deterred from
conducting and billing for inappropriate procedures. Cost savings associated with deterrence can include both
conservative and aggressive trend projections to provide estimated scenarios in the absence of the enforcement
action, as depicted in a hypothetical example in figure 6.

Figure 6: Hypothetical Example of Cost Savings Information

Spending 800 — Enforcement action occurred P
Dollars (in millions) -

Continuing trend

in absence of ~

enforcement action _~

/
600 |— P
/

400 |— :
in absence of

enforcement action

\ Hypothetical

200 |— observed costs
0 | | | | | | |
Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7 Year 8

Source: GAO hypothetical example created from Healthcare Fraud Prevention Partnership information. | GAO-26-107609
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Final Consideration...

The evaluations illustrated above are designed to strengthen the antifraud efforts of federal programs. Nevertheless,

these kinds of evaluations can create perverse incentives to manipulate behavior if not carefully designed and

implemented. For example, both programs and employees may seek to maximize their performance on a specific
fraud-related measure at the expense of overall program integrity. A program’s policies and procedures may prioritize
investigations (response) instead of prevention to maximize the number of cases closed or number of convictions
obtained. Fraud indicators can also be open to manipulation by employees, especially when linked to a reward, such

as budget or pay. See figure 7 for examples of actions to help avoid perverse incentives.

Figure 7: Final Consideration: Avoid Perverse Incentives

Evaluate holistically

Q

Evaluate the system of
antifraud controls in its
entirety to avoid
overfixating on just one
element to define
success while ignoring

\others. ,

Use a variety
of metrics

Collect, track, and
analyze a variety of
different outputs and
outcomes.

-

J

Obtain broad buy-in

N\

o,
"o

Obtain buy-in from all
levels of the
organization, including
both management and
staff.

- J

Sources: GAO analysis of information provided by antifraud experts (info); Icons-studio/stock.adobe.com (icons). | GAO-26-107609
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To align incentives and
avoid manipulation, do
not tie performance on
a specific fraud metric
to pay or budget.
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