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441 G St. NW 
Washington, DC 20548 

 

 

July 28, 2025 

Mr. David A. Shive 
Chief Information Officer 
General Services Administration 
1800 F Street NW,  
Washington, DC 20405 
 
Chief Information Officer Open Recommendations: General Services Administration  
 
Dear Mr. Shive: 

I am writing to you with respect to your role as the Chief Information Officer (CIO) for the 
General Services Administration (GSA). As an independent, non-partisan agency that works for 
Congress, GAO’s mission is to support Congress in meeting its constitutional 
responsibilities and help improve the performance and ensure the accountability of the 
federal government. Our work includes investigating matters related to the use of public funds, 
evaluating programs and activities of the U.S. Government at the request of congressional 
committees and subcommittees or on the initiative of the Comptroller General, and as required 
by public laws or committee reports. Our duties include reporting our findings and 
recommending ways to increase economy and efficiency in government spending. The purpose 
of this letter is to provide an overview of the open, publicly available GAO recommendations to 
GSA that call for the attention of the CIO. 

We identified recommendations that relate to the CIO’s roles and responsibilities in effectively 
managing IT. They include strategic planning, investment management, and information 
security. We have previously reported on the significance of the CIO’s role in improving the 
government’s performance in IT and related information management functions.1 Your attention 
to these recommendations will help ensure the secure and effective use of IT at the agency. 

Currently, GSA has four open recommendations that call for the attention of the CIO. Each of 
these recommendations relates to a GAO High-Risk area: (1) Ensuring the Cybersecurity of the 
Nation or (2) Improving IT Acquisitions and Management.2  Fully implementing these open 
recommendations could significantly improve GSA’s ability to address threats and manage its 
critical systems, operations, and information. I have summarized selected recommendations 
here. See the enclosure for a full list and additional details on the recommendations. 

Ensuring the Cybersecurity of the Nation. GSA needs to make progress in its cybersecurity 
incident response preparedness by taking steps to improve its investigation and remediation 
capabilities. Specifically, we recommended that GSA fully implement event logging 

 
1See for example, GAO, Federal Chief Information Officers: Critical Actions Needed to Address Shortcomings and 
Challenges in Implementing Responsibilities, GAO-18-93 (Washington, D.C.: Aug. 2, 2018). 

2GAO, High-Risk Series: Heightened Attention Could Save Billions More and Improve Government Efficiency and 
Effectiveness, GAO-25-107743 (Washington, D.C.: Feb. 25, 2025). 

https://files.gao.gov/reports/GAO-25-107743/index.html?_gl=1*1n45kp3*_ga*MjA1Njc3NzYzNy4xNjk0MDg5OTMx*_ga_V393SNS3SR*MTc0NDY4NTQxOS43NjIuMC4xNzQ0Njg1NDE5LjAuMC4w#_Toc190970319
https://files.gao.gov/reports/GAO-25-107743/index.html?_gl=1*1n45kp3*_ga*MjA1Njc3NzYzNy4xNjk0MDg5OTMx*_ga_V393SNS3SR*MTc0NDY4NTQxOS43NjIuMC4xNzQ0Njg1NDE5LjAuMC4w#_Toc190970319
https://files.gao.gov/reports/GAO-25-107743/index.html?_gl=1*1n45kp3*_ga*MjA1Njc3NzYzNy4xNjk0MDg5OTMx*_ga_V393SNS3SR*MTc0NDY4NTQxOS43NjIuMC4xNzQ0Njg1NDE5LjAuMC4w#_Toc190970314
https://www.gao.gov/products/gao-18-93
https://www.gao.gov/products/gao-25-107743
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requirements per federal guidance. Implementing this recommendation will improve the 
agency’s ability to detect, investigate, and remediate cyber threats. 

Improving IT Acquisitions and Management. GSA needs to take steps to address portfolio 
review requirements. For example, we recommended that GSA complete annual reviews of its 
IT portfolio in conjunction with the Federal CIO. Until GSA implements this recommendation, it 
may miss opportunities to identify areas of duplication within its IT portfolio and to develop 
strategies to streamline operations and optimize resource allocation. 

Copies of this letter are being sent to the appropriate congressional committees and the Federal 
CIO. The letter will also be available at no charge on the GAO website at https://www.gao.gov. 
In addition, we sent a separate letter, related to agency-wide priority recommendations,3 to the 
Administrator of General Services.4 

If you have any questions or would like to discuss any of the recommendations outlined in this 
letter, please do not hesitate to contact me at marinosn@gao.gov. Contact points for our Offices 
of Congressional Relations and Public Affairs may be found on the last page of this letter. Our 
teams will continue to coordinate with your staff on addressing these four open 
recommendations that call for the attention of the CIO. I appreciate GSA’s continued 
commitment and thank you for your personal attention to these important recommendations. 

Sincerely, 

 
Nick Marinos 
Managing Director 
Information Technology and Cybersecurity 
 
Enclosure 
 
cc:   
 Mr. Greg Barbaccia, Federal CIO, Office of Management and Budget  

 
3Priority recommendations are those that GAO believes warrant priority attention from heads of key departments or 
agencies. They are highlighted because, upon implementation, they may significantly improve government 
operations, for example, by realizing large dollar savings; eliminating mismanagement, fraud, and abuse; or making 
progress toward addressing a high-risk or duplication issue. Since 2015, GAO has sent letters to selected agencies to 
highlight the importance of implementing such recommendations. 

4GAO, Priority Open Recommendations: General Services Administration, GAO-25-108060 (Washington, D.C.: May 
20, 2025). 

https://www.gao.gov/
mailto:marinosn@gao.gov
https://www.gao.gov/products/gao-25-108060
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Enclosure 

Chief Information Officer Open Recommendations to the General Services 
Administration 

This enclosure includes the open, publicly available GAO recommendations to the General 
Services Administration (GSA) that call for the attention of its Chief Information Officer (CIO). 
We have divided these recommendations into two categories: (1) ensuring the cybersecurity of 
the nation and (2) improving IT acquisitions and management. 

Ensuring the Cybersecurity of the Nation 

Federal agencies depend on IT systems to carry out operations and process, maintain, and 
report essential information. The security of these systems and data is vital to protecting 
individual privacy and ensuring national security. Table 1 provides information on the open 
cybersecurity-related recommendation relevant to the GSA CIO. 

Table 1: Open Chief Information Officer-related Cybersecurity Recommendation for the General Services 
Administration 

GAO report number GAO report title Recommendation 
GAO-24-105658  Cybersecurity: Federal Agencies 

Made Progress, but Need to Fully 
Implement Incident Response 
Requirements 

The Administrator of the General Services Administration 
should ensure that the agency fully implements all event 
logging requirements as directed by Office of 
Management and Budget guidance. (Recommendation 
16)  

Source: GAO summary based on previously issued reports.  |  GAO-25-108537 

Improving IT Acquisitions and Management 
Federal IT investments too frequently fail to deliver capabilities in a timely, cost-effective 
manner. Key management challenges—such as a lack of disciplined project planning and 
program oversight—continue to hamper effective acquisition and management of the 
government’s IT assets. Table 2 provides information on the open IT acquisition and 
management-related recommendations relevant to the GSA CIO. 

Table 2: Open Chief Information Officer (CIO)-related IT Acquisition and Management Recommendations for 
the General Services Administration 

GAO report number GAO report title Recommendation 
GAO-24-105980 Artificial Intelligence: Agencies 

Have Begun Implementation but 
Need to Complete Key 
Requirements 

The Administrator of General Services should ensure that 
the agency develops a plan to either achieve consistency 
with Executive Order 13960 section 5 for each artificial 
intelligence (AI) application or retire AI applications found 
to be developed or used in a manner that is not consistent 
with the order. (Recommendation 31) 

The Administrator of General Services should ensure that 
the agency updates its AI use case inventory to include all 
the required information, at minimum, and takes steps to 
ensure that the data in the inventory aligns with provided 
instructions. (Recommendation 32) 

GAO-25-107041 IT Portfolio Management: OMB 
and Agencies Are Not Fully 
Addressing Selected Statutory 
Requirements 

The Administrator of the General Services Administration 
should direct its agency CIO to work with the Office of 
Management and Budget (OMB) to ensure that annual 
reviews of their IT portfolio are conducted in conjunction 

https://www.gao.gov/products/gao-24-105658
https://www.gao.gov/products/gao-24-105980
https://www.gao.gov/products/gao-25-107041
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GAO report number GAO report title Recommendation 
with the Federal CIO, as prescribed by the Federal 
Information Technology Acquisition Reform Act. 
(Recommendation 36) 

Source: GAO summary based on previously issued reports.  |  GAO-25-108537 
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The Government Accountability Office, the audit, evaluation, and investigative 
arm of Congress, exists to support Congress in meeting its constitutional 
responsibilities and to help improve the performance and accountability of the 
federal government for the American people. GAO examines the use of public 
funds; evaluates federal programs and policies; and provides analyses, 
recommendations, and other assistance to help Congress make informed 
oversight, policy, and funding decisions. GAO’s commitment to good government 
is reflected in its core values of accountability, integrity, and reliability. 

The fastest and easiest way to obtain copies of GAO documents at no cost is 
through our website. Each weekday afternoon, GAO posts on its website newly 
released reports, testimony, and correspondence. You can also subscribe to 
GAO’s email updates to receive notification of newly posted products. 

The price of each GAO publication reflects GAO’s actual cost of production and 
distribution and depends on the number of pages in the publication and whether 
the publication is printed in color or black and white. Pricing and ordering 
information is posted on GAO’s website, https://www.gao.gov/ordering.htm.  

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or  
TDD (202) 512-2537. 

Orders may be paid for using American Express, Discover Card, MasterCard, 
Visa, check, or money order. Call for additional information. 

Connect with GAO on X, LinkedIn, Instagram, and YouTube. 
Subscribe to our Email Updates. Listen to our Podcasts. 
Visit GAO on the web at https://www.gao.gov. 

Contact FraudNet: 

Website: https://www.gao.gov/about/what-gao-does/fraudnet 

Automated answering system: (800) 424-5454 

Sarah Kaczmarek, Managing Director, Media@gao.gov  

 

A. Nicole Clowers, Managing Director, CongRel@gao.gov 

 

https://www.gao.gov/about/contact-us 
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