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Overview 
Federal agencies and our nation’s critical infrastructures—such as energy, transportation systems, communications, and 
financial services—are dependent on technology systems to carry out fundamental operations and to process, maintain, 
and report vital information. The security of these systems and data is also vital to safeguarding individual privacy and 
protecting the nation’s security, prosperity, and well-being.  

However, risks to these essential technology systems are increasing—in particular, malicious actors are becoming more 
willing and capable of carrying out cyberattacks. Such attacks could result in serious harm to human safety, national 
security, the environment, and the economy. Agencies and critical infrastructure owners and operators must protect the 
confidentiality, integrity, and availability of their systems and effectively respond to cyberattacks.  

We have designated information security as a government-wide high-risk area since 1997. We expanded this high-risk 
area in 2003 to include protection of critical cyber infrastructure. In 2015, we expanded it again to include protecting the 
privacy of personally identifiable information.  

This is the second in a series of four reports that lay out the main cybersecurity areas the federal government should 
urgently address. It focuses on securing federal systems and information.1 We have made 712 recommendations in public 
reports since 2010 in this area. About 150 of these recommendations were not implemented as of December 2022. Until 
these are fully implemented, federal agencies will be more limited in their ability to protect private and sensitive data 
entrusted to them. 

For more information on this report and others in this series, visit https://www.gao.gov/cybersecurity.  

 

 
The CISA Act of 2018 (the act) established CISA within the Department of Homeland 
Security (DHS) to advance the mission of protecting federal civilian agencies’ networks 
from cyber threats and to enhance the security of the nation’s critical infrastructure.2 
The act also assigned five key cybersecurity responsibilities to CISA, including securing 
federal information and systems, coordinating federal efforts to secure and protect 
against critical infrastructure risk, and carrying out emergency communication 
stakeholder outreach (see figure 1).  

                                                      

1In 2018, GAO reported that the federal government needed to address four major cybersecurity 
challenges related to (1) establishing a comprehensive cybersecurity strategy, (2) securing 
federal systems and information, (3) protecting cyber critical infrastructure, and (4) protecting 
privacy and sensitive data. For our report on the first challenge area, see GAO, Cybersecurity 
High-Risk Series: Challenges in Establishing a Comprehensive Cybersecurity Strategy and 
Performing Effective Oversight. GAO-23-106415 (Washington, D.C.: Jan. 19, 2023). 

2CISA Act of 2018, Pub. L. No. 115-278, 132 Stat. 4168, 4169-70, section 2202(a)(1) (codified at 
6 U.S.C. section 652c).   
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Figure 1: Five Key Responsibilities Assigned to the Cybersecurity and Infrastructure Security Agency 

 
To implement these responsibilities, CISA undertook a three-phased organizational 
transformation initiative aimed at unifying the agency, improving mission effectiveness, 
and enhancing the workplace experience. Also, since its establishment, CISA has been 
reorganizing offices and functions previously organized under the department’s 
National Protection and Programs Directorate and aligning its new organizational 
structure with its mission. 

In March 2021, we reported that CISA had completed 37 of 94 planned implementation 
tasks. Critical transformation tasks such as finalizing the mission-essential functions of 
CISA’s divisions and defining incident management roles and responsibilities across 
the agency had not yet been completed. We also reported that the agency had not 
established an updated overall deadline for completing its transformation initiative.  

Until CISA establishes updated milestones and an overall deadline for its efforts, and 
expeditiously carries out these plans, the agency will be hindered in meeting the goals 
of its organizational transformation initiative. Consequently, this could impair the 
agency’s ability to identify and respond to cyber incidents. 

 We recommended that CISA establish expected completion dates, plans for 
developing performance measures, and an overall deadline for the completion of 
the transformation initiative, as well as develop a strategy for comprehensive 
workforce planning. DHS agreed with our recommendations. As of December 
2022, it had not yet implemented any of them. 

 

Since 2020, we have reported on government-wide and multiple individual agencies’ 
management of the information security risk to their systems and data. The individual 
agencies we reviewed were the U.S. Secret Service, the Department of Defense 
(DOD), the U.S National Institutes of Health (NIH), and the Federal Communications 
Commission. Key examples include:    

 
To protect federal information and systems, the Federal Information Security 
Modernization Act of 2014 (FISMA) requires federal agencies to develop, document, 
and implement information security programs. Congress included a provision in FISMA 
for GAO to periodically report on agencies’ implementation of the act. 

In March 2022, we reported on the information security programs of 23 federal civilian 
agencies, including annually required program reviews to be conducted by agency IGs. 
Among other things, we noted that IGs determined that 16 (or 70 percent) of the 23 
agencies had ineffective programs for fiscal year 2020.3 Figure 2 shows the number of 

                                                      
3The 23 civilian agencies are the departments of Agriculture, Commerce, Education, Energy, 
Health and Human Services, Homeland Security, Housing and Urban Development, the Interior, 
Justice, Labor, State, Transportation, the Treasury, and Veterans Affairs; the Environmental 
Protection Agency; the General Services Administration; the National Aeronautics and Space 
Administration; the National Science Foundation; the Nuclear Regulatory Commission; the Office 
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the 23 agencies that IGs rated as effective and not effective between fiscal years 2017 
and 2020. 

Figure 2: Number of the 23 Civilian Agencies with Effective and Not Effective 
Agency-Wide Information Security Programs, as Reported by Inspectors General 
for Fiscal Years 2017-2020 

 

We found that OMB’s guidance to IGs on conducting agency evaluations was not 
always clear, leading to inconsistent application and reporting by IGs. Further, we 
reported that the binary effective/not effective scale resulted in imprecise ratings that 
did not clearly distinguish among the differing levels of agencies’ performance. By 
clarifying its guidance and enhancing its rating scale, OMB could help ensure a more 
consistent approach and nuanced picture of agencies’ cybersecurity programs. 

 We recommended that OMB, in consultation with others, clarify its guidance to 
IGs and create a more precise overall rating scale. OMB did not concur with our 
recommendations, stating, in part, that they want to provide IGs with the flexibility 
to adapt their reviews. GAO maintains that the recommendations are warranted, 
but they had not yet been implemented as of December 2022. 

 
NIH's duties include researching infectious diseases and administering over $30 billion 
a year in research grants. NIH uses IT systems containing sensitive data to carry out its 
mission. 

In December 2021, we reported that NIH implemented information security controls—
both for its security program and selected systems—intended to safeguard the 
confidentiality, integrity, and availability of its systems and information. However, we 
identified numerous control and program deficiencies in core security functions. These 
issues related to identifying risk, protecting systems from threats and vulnerabilities, 
detecting and responding to cyber security events, and recovering system operations. 
Until NIH resolves the associated control and program deficiencies, its information 
systems and information will remain at increased risk of misuse, improper disclosure or 
modification, and destruction. 

 We recommended that NIH address these deficiencies, which resulted in 66 
recommendations related to the security program and 153 recommendations 
related to system controls. As of December 2022, NIH had implemented about 71 
percent of the total 219 recommendations. However, it had not yet implemented 15 

                                                      
of Personnel Management; the Small Business Administration; the Social Security 
Administration; and the U.S. Agency for International Development. We did not include the 
Department of Defense because our scope was the civilian agencies. 

https://www.gao.gov/products/gao-22-104467
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of the 66 on the information security program and 49 of the 153 on control 
deficiencies for selected systems.   

 

 
Beginning as early as January 2019, a threat actor breached the computing networks 
at SolarWinds—a Texas-based network management software company. Since the 
company’s software was widely used in the federal government, this incident allowed 
the threat actor to breach several federal agencies’ networks that used the software 
(see figure 3). In March 2021, Microsoft reported the exploitation or misuse of 
vulnerabilities to gain access to versions of the Microsoft Exchange Server that federal 
agencies hosted and used. Federal agencies formed Cyber Unified Coordination 
Groups to investigate the incidents.4 

Figure 3: Analysis of How a Threat Actor Exploited SolarWinds Orion Software 

 
 

In January 2022, we reported that the Cyber Unified Coordination Group agencies 
identified that information sharing and limited evidence collection led to challenges in 
coordinating and responding to the SolarWinds and Microsoft Exchange incidents. For 
example, we reported that an official from the Office of the Director of National 
Intelligence told us that information sharing among law enforcement, private sector, 
and intelligence groups was difficult and time consuming, as there were different 
classification levels for information.  

In addition, the National Security Council, with input from the Cyber Unified 
Coordination Group agencies, conducted a review of the SolarWinds incident. The 
review identified that (1) aligning technology investments with operational priorities, (2) 
improving public-private engagement, and (3) improving threat intelligence acquisition, 
sharing, and use among federal agencies may help with preventing and responding to 
future cybersecurity incidents. If implemented effectively, the areas from the National 

                                                      
4Cyber Unified Coordination Group agencies for the SolarWinds and Microsoft Exchange 
incidents consisted of the Cybersecurity and Infrastructure Security Agency, the Federal Bureau 
of Investigation, and the Office of the Director of National Intelligence, with support from the 
National Security Agency.  
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Security Council review could help address several challenges identified for both the 
SolarWinds and Microsoft Exchange incidents. We did not make any recommendations 
in this report, but we maintain that addressing these challenges should remain a 
priority. 

DOD and our nation's defense industrial base—which includes entities outside the 
federal government that provide goods or services critical to meeting U.S. military 
requirements—are dependent on information systems to carry out their operations. 
These systems continue to be susceptible to cyber incidents as cybersecurity threats 
have evolved and become more sophisticated (see figure 4). 

Figure 4: Cyber Incidents Reported by Department of Defense's Cybersecurity 
Service Providers from Calendar Years 2015 through 2021  

In November 2022, we reported that DOD has taken steps to combat these attacks and 
the number of cyber incidents had declined in recent years. However, we found that the 
department (1) had not fully implemented its processes for managing cyber incidents, 
(2) did not have complete data on cyber incidents that staff report, and (3) did not
document whether it notifies individuals whose personal data is compromised in a
cyber incident. For example, DOD's system for reporting all incidents often contained
incomplete information, and DOD could not always demonstrate that it had notified
appropriate leadership of relevant critical incidents. Without addressing these
deficiencies, DOD cannot ensure its leadership has an accurate understanding of the
department's cybersecurity posture.

In addition, according to officials, DOD has not yet decided whether the defense 
industrial base’s cyber incidents detected by cybersecurity service providers should be 
shared with all relevant stakeholders, such as the Department of Defense Chief 
Information Officer, Under Secretary of Defense for Intelligence and Security, and 
Defense Counterintelligence and Security Agency. Until DOD examines whether this 
information should be shared with all relevant parties, opportunities could be lost to 
identify system threats and improve system weaknesses. 

 We recommended that the Department of Defense improve the sharing of defense
industrial base-related cyber incident information and document when affected
individuals are notified of a PII breach of their data. DOD concurred with our
recommendations; however, it had not yet implemented these recommendations as
of December 2022.

https://www.gao.gov/products/gao-23-105084
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GAO’s Prior Work We have previously reported on the numerous challenges that the federal government 
faces and have made recommendations aimed at securing federal systems and 
information. Key reports focus on the following topics:
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