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What GAO Found
The nation’s 16 critical infrastructure sectors rely on electronic systems to 
provide essential services such as electricity, communications, and financial 
services. Federal entities have key roles in helping to protect these sectors. 

• The Office of the National Cyber Director (ONCD) is to advise the President
on cybersecurity policy and strategy, and lead the coordination of
implementation of the March 2023 National Cybersecurity Strategy.

• The Department of Homeland Security’s (DHS) Cybersecurity and
Infrastructure Security Agency (CISA) is to coordinate the overall federal
effort to promote the security of the nation’s critical infrastructure, including
the sharing of threat information.

• The FBI is to lead counterterrorism and counterintelligence investigations
and related law enforcement activities across the critical infrastructure
sectors and share related cyber threat information.

• CISA and 12 other agencies are sector risk management agencies
responsible for providing specialized expertise for protecting the
cybersecurity of their assigned sectors (e.g., Department of Energy and the
energy sector), to include the sharing of sector-specific threat information.

The 14 federal agencies in GAO’s review—CISA, FBI, and the other 12 sector 
risk management agencies—reported relying on 11 methods to facilitate sharing 
of cyber threat information with critical infrastructure owners and operators. As 
shown in figure 1, these agencies used each of the 11 methods to varying 
degrees (see the numbers next to each method).  

Figure 1: Number of Methods Used by 14 Federal Agencies Sharing Cyber Threat Information 

The 14 agencies varied in the number of information sharing methods that they 
each used. Specifically, four agencies—the Department of Defense, the 
Department of Energy, CISA, and FBI—used more than half of the 11 sharing 
methods and 10 agencies used fewer than half of the 11 sharing methods. 

The agencies took two different approaches to using the 11 sharing methods. 
Specifically, two agencies—CISA and FBI—used a centralized approach to share 
information with each of the 16 critical infrastructure sectors. The other 12 
remaining federal agencies shared sector-specific threat information.  

Why GAO Did This Study 
Cyber threats to the nation’s critical 
infrastructure sectors are significant. 
As such, it is important that federal 
agencies and critical infrastructure 
owners and operators share cyber 
threat information. ONCD and CISA 
lead federal efforts to coordinate on 
national cyber policy and the 
security of critical infrastructure. 

This report examines, among other 
things, (1) how federal agencies and 
critical infrastructure owners and 
operators share cyber threat 
information and (2) challenges to 
cyber threat information sharing and 
the extent to which federal agencies 
have taken action to address them.  

To do so, GAO reviewed 
documentation from 14 federal 
agencies, including CISA, and seven 
nonfederal entities with responsibility 
for sharing cyber threat information. 
In addition, GAO interviewed 
relevant officials from these federal 
agencies and nonfederal entities 
regarding challenges to sharing 
cyber threat information.  

Using information compiled from 
interviews, GAO then presented the 
cyber threat information challenges 
frequently identified by the relevant 
entities to the 14 federal agencies 
and ONCD. GAO also asked for and 
reviewed documentation on actions 
the 14 agencies and ONCD have 
taken or plan to take to address the 
challenges.  

In addition, GAO compared the 
National Cybersecurity Strategy and 
accompanying implementation plan 
with its prior work on leading 
practices for national strategies and 
business process reengineering.  
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Six challenges to effective sharing of cyber threat information were identified by 
at least a third of the 21 entities in GAO’s review (14 federal agencies and seven 
nonfederal entities) (see figure 2).  

Figure 2: Six Challenges to Cyber Threat Information Sharing Identified by Federal Agencies 
and Nonfederal Entities  

Although 13 of the 14 federal agencies reported that they have taken initial 
actions to address these threat sharing challenges, all 14 agencies also 
acknowledged that these challenges have not been fully resolved for their 
sectors. In March and July 2023, the White House issued its National 
Cybersecurity Strategy and accompanying implementation plan to articulate the 
administration’s plan for addressing the nation’s long-standing cybersecurity 
challenges—including those pertaining to information sharing. The 
implementation plan includes eight initiatives that, if effectively implemented, 
could help agencies make progress in addressing the cyber threat information 
sharing challenges. For example, the implementation plan includes an initiative 
focused on removing barriers to delivering cyber threat intelligence. This initiative 
could help agencies make progress in addressing the challenge of limited 
sharing of classified or sensitive information. 

GAO’s prior work emphasizes the importance of (1) identifying outcome-oriented 
performance measures and (2) assessing whether existing processes are 
optimal for addressing challenges.   

• The implementation plan does not identify outcome-oriented performance
measures to assess the effectiveness of the steps taken under the eight
information sharing initiatives described in the plan.

• The long-standing nature of the cyber threat sharing challenges raises
questions about whether the mix of centralized and sector-specific sharing
approaches is optimal. Although the implementation plan calls for CISA to
assess whether new or improved sharing methods are needed, it does not
include an assessment of whether existing sharing methods should be retired
in favor of centralized or sector-specific sharing approaches.

Until the ONCD and CISA take steps to resolve these weaknesses, the long-
standing cyber threat sharing challenges will likely continue to persist. 

What GAO Recommends 
GAO is recommending that: 

(1) ONCD identify outcome-oriented
performance measures for the
cyber threat information sharing
initiatives included in the National
Cybersecurity Strategy
implementation plan, and

(2) CISA assess whether the current
mix of centralized and sector-
specific sharing methods used by
agencies is the optimal approach
to addressing cyber threat sharing
challenges.

In commenting on a draft of this report, 
ONCD agreed with GAO’s finding on 
outcome-oriented measures but 
disagreed with the recommendation. 
As discussed in the report, GAO 
continues to believe that this 
recommendation is necessary to 
evaluate the effectiveness of planned 
efforts. Based on additional contextual 
information provided by ONCD, GAO 
withdrew from its report one 
recommendation on voluntary and 
timely information sharing. 

DHS concurred with the 
recommendation to CISA. 
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Congressional Addressees 

The nation’s 16 critical infrastructure sectors provide the essential 
services—such as electricity, oil and gas distribution, transportation, and 
water—that underpin American society.1 These sectors rely on electronic 
networks, systems, and data to support their missions. However, cyber 
threats to these critical infrastructure sectors are significant, varied, and 
constantly changing. 

In particular, cyber-based threats can come from a wide variety of 
sources, including nation states, corrupt employees, and transnational 
criminal groups. These threat actors vary in terms of their capabilities, 
willingness to act, and motives, which can include seeking monetary gain, 
or seeking an economic, political, or military advantage. In addition, cyber 
threat actors make use of various and ever-changing tactics, techniques, 
and procedures to adversely affect an organization’s electronic networks 
and systems. 

Due to the variety and changing nature of the threats, critical 
infrastructure owners and operators must receive timely cyber threat 
information to adequately defend their networks and systems.2 Using this 
information, critical infrastructure entities are better positioned to make 
informed decisions regarding threat detection and mitigation strategies. In 

 
1The term “critical infrastructure” refers to systems and assets, whether physical or virtual, 
so vital to the United States that their incapacity or destruction would have a debilitating 
impact on security, national economic security, national public health or safety, or any 
combination of these matters. 42 U.S.C. § 5195c(e). Federal policy identifies 16 critical 
infrastructure sectors: chemical; commercial facilities; communications; critical 
manufacturing; dams; defense industrial base; emergency services; energy; financial 
services; food and agriculture; government facilities; healthcare and public health; 
information technology; nuclear reactors, materials and waste; transportation systems; 
and water and wastewater systems. In addition, several sectors have subsectors (e.g., the 
education facilities and elections infrastructure subsectors within the government facilities 
subsector). 

2According to the National Institute of Standards and Technology, cyber threat information 
is any information that can help an organization identify, assess, monitor, and respond to 
cyber threats. Examples of cyber threat information include indicators (system artifacts or 
observables associated with an attack), tactics, techniques, and procedures, security 
alerts, threat intelligence reports, and recommended security tool configurations. National 
Institute of Standards and Technology, Special Publication 800-150, Guide to Cyber 
Threat Information Sharing (October 2016). 
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addition, these entities can use cyber threat information to determine 
whether a malicious actor may have compromised their networks and 
systems. 

Several federal entities play critical roles in gathering and disseminating 
cyber threat information across the 16 critical infrastructure sectors. For 
example: 

• The Cybersecurity and Infrastructure Security Agency (CISA) and the 
Federal Bureau of Investigation (FBI) provide information sharing 
methods that can be used by all 16 critical infrastructure sectors, 
including incident reporting methods and cyber threat alerts. 

• Sector risk management agencies (SRMA) designated as the lead 
agencies for particular sectors (e.g., Department of Energy and the 
energy sector) often use methods to share sector-specific cyber threat 
information (e.g., cyber threat alerts with indicators of malicious cyber 
activity).3 

We conducted this work under the authority of the Comptroller General to 
assist Congress with its oversight responsibilities. This report examines: 
(1) how federal agencies and critical infrastructure owners and operators 
share cyber threat information with each other, and (2) the factors that 
facilitate and challenge cyber threat information sharing and the extent to 
which federal agencies have taken action to address the challenging 
factors. 

To address the first objective, we reviewed documentation on cyber threat 
information sharing methods.4 To do this, we reviewed documentation 

 
3The nine SRMAs are: the Departments of Agriculture, Defense, Energy, Health and 
Human Services, Homeland Security, Transportation, and the Treasury; the General 
Services Administration; and the Environmental Protection Agency. 

4For the purposes of our review, we define the word “share” and “sharing” to mean bi-
directional information sharing—that is (1) critical infrastructure owners and operators 
share with federal agencies and (2) federal agencies share with critical infrastructure 
owners and operators. In addition, we use the term “methods” to broadly refer to various 
systems, processes, and programs used to share information. 
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from and interviewed 14 primary federal agencies responsible for sharing 
cyber threat information with critical infrastructure owners and operators.5 

Specifically, we reviewed documentation and interviewed officials from 
the selected federal agencies regarding the methods they use to share 
cyber threat information (e.g., descriptions of the methods, types of 
information shared). We then aligned each method to one of 11 
categories: one existing category that was identified and summarized by 
federal cybersecurity guidance6 and the remaining 10 categories based 
on a content analysis of descriptions of the methods we received from the 
agencies. 

To address the second objective, we interviewed officials and 
representatives from the 14 federal agencies selected for the first 
objective (e.g., CISA, FBI, and the other 12 agencies) and seven 
nonfederal entities to identify factors that facilitated and challenged their 
abilities to share cyber threat information. We selected these seven 
nonfederal entities based on sectors and entities that (1) have information 
sharing agreements with federal agencies, (2) operate threat information 
sharing services, and (3) have SRMAs that do not regularly develop cyber 
threat information sharing reports: 

 
5More specifically, we selected the FBI, seven of the nine SRMAs, and six components 
from the remaining two SRMAs. The seven SRMAs we selected were the Departments of 
Agriculture, Defense, Energy, Transportation, and the Treasury; the Environmental 
Protection Agency; and the General Services Administration. The six components we 
chose from the remaining two SRMAs were the Department of Health and Human 
Services’ Food and Drug Administration and Administration for Strategic Preparedness 
and Response; and the Department of Homeland Security’s Cybersecurity and 
Infrastructure Security Agency, Federal Protective Service, Transportation Security 
Administration, and U.S. Coast Guard. Of note, we obtained information from the 
Department of Health and Human Services’ Administration for Strategic Preparedness 
and Response and Food and Drug Administration on cyber threat information sharing in 
the healthcare and public health sector. For purposes of describing the department’s 
collective efforts to share cyber threat information in the healthcare and public health 
sector, we aggregated the responses of the Administration for Strategic Preparedness and 
Response and the Food and Drug Administration and referred to those efforts as being 
performed by “HHS.” By contrast, we only received information from one Department of 
Health and Human Services’ agency—the Food and Drug Administration—on cyber threat 
information sharing efforts in the food and agriculture sector. As such, we referred to those 
efforts as being performed by the Department of Health and Human Services’ Food and 
Drug Administration or “FDA.” 

6National Institute for Standards and Technology, Guide to Cyber Threat Information 
Sharing, Special Publication 800-150 (October 2016). 
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• two private sector Information Sharing and Analysis Centers (ISAC)7 
that receive federal funding and serve as a mechanism for gathering 
and analyzing cyber threat information and sharing it among the 
stakeholders in respective infrastructure sectors and between the 
federal government—the Electricity ISAC and the Multi-State ISAC; 

• four sector coordinating councils8 comprised of critical infrastructure 
owners and operators and industry representatives, among others, 
and partner with federal agencies on cyber threat sharing methods;9 
and 

• the State, Local, Tribal, and Territorial Government Coordinating 
Council, which is a national cross-sector council that leverages the 
expertise of its members to bring the governments’ perspectives into 
the national critical infrastructure protection planning process. 

Specifically, we conducted structured interviews with officials and 
representatives from the selected federal agencies and nonfederal 
entities. During these interviews, we asked the officials and 
representatives open-ended questions to identify any factors that 
facilitated and challenged their abilities to share cyber threat information. 
Using this information, we conducted a content analysis in order to 
identify and categorize factors that were frequently identified as facilitating 
and challenging. We then totaled the number of times each factor was 
mentioned by department and agency officials, choosing to report on the 
top six factors that were identified by seven or more organizations (i.e., a 
third or more of the organizations in our review). 

We then presented the factors that challenged cyber threat information 
sharing to the selected 14 federal agencies and asked them to provide 

 
7ISACs are sector-based organizations that facilitate the sharing of cyber and physical 
threat information between government and the private sector. 

8Sector coordinating councils are formed as self-organized, self-governing councils that 
enable critical infrastructure owners and operators, their trade associations, and other 
industry representatives to interact on a wide range of sector-specific strategies, policies, 
and activities. SRMAs and the sector coordinating councils coordinate and collaborate on 
issues pertaining to their respective critical infrastructure sectors. 

9Specifically, we met with two sector-wide sector coordinating councils (the Food and 
Agriculture Sector Coordinating Council and the Water Sector Coordinating Council), for 
which their respective SRMAs do not regularly develop cyber threat information products. 
In addition, we met with two subsector coordinating councils (the Electricity Subsector 
Coordinating Council and the Oil and Natural Gas Subsector Coordinating Council), for 
which their SRMAs regularly develop cyber threat information products. 
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documentation on actions the agencies have taken or plans they have 
developed to address those challenges. 

In addition, we presented the factors that challenged cyber threat 
information sharing with the Office of the National Cyber Director 
(ONCD)—a component of the Executive Office of the President that is 
responsible for developing a national cyber strategy—and interviewed 
ONCD officials on their plans for addressing the challenges. We also 
compared the White House’s National Cybersecurity Strategy and 
accompanying implementation plan10 with the following practices 
highlighted in our prior work on national strategies and business process 
reengineering: (1) developing planned actions that address relevant 
challenges, (2) identifying outcome-oriented performance measures, and 
(3) reassessing whether existing processes are optimal for addressing 
challenges.11 

We conducted this performance audit from October 2021 to September 
2023 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 

Systems and networks supporting critical infrastructure are composed of, 
and connected to, enterprise IT systems and operational technology 

 
10The White House, National Cybersecurity Strategy, (Washington, D.C.: March 2023) 
and National Cybersecurity Strategy Implementation Plan (Washington, D.C.: July 2023). 

11GAO, Chemical Terrorism: A Strategy and Implementation Plan Would Help DHS Better 
Manage Fragmented Chemical Defense Programs and Activities, GAO-18-562 
(Washington, D.C.: Aug. 22, 2018); Countering Violent Extremism: Actions Needed to 
Define Strategy and Assess Progress of Federal Efforts, GAO-17-300 (Washington, D.C.: 
Apr. 6, 2017); Managing for Results: Practices for Effective Agency Strategic Reviews, 
GAO-15-602 (Washington, D.C.: July 29, 2015); Prescription Drugs: Strategic Framework 
Would Promote Accountability and Enhance Efforts to Enforce the Prohibitions on 
Personal Importation, GAO-05-372 (Washington, D.C.: Sept. 8, 2005); Combating 
Terrorism: Evaluation of Selected Characteristics in National Strategies Related to 
Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004); and Business Process 
Reengineering Assessment Guide, Version 3, GAO/AIMD-10.1.15 (Washington, D.C.: 
May 1997). 

Background 

https://www.gao.gov/products/GAO-18-562
https://www.gao.gov/products/GAO-17-300
https://www.gao.gov/products/GAO-15-602
https://www.gao.gov/products/GAO-05-372
https://www.gao.gov/products/GAO-04-408T
https://www.gao.gov/products/GAO/AIMD-10.1.15
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systems.12 These systems are highly complex and dynamic, 
technologically diverse, and often geographically dispersed. This 
complexity increases the difficulty in identifying, managing, and protecting 
the numerous operating systems, applications, and devices comprising 
the systems and networks. Compounding the risk, systems and networks 
used by federal agencies and our nation’s critical infrastructure are also 
often interconnected with other internal and external systems and 
networks, including the internet. 

With this greater connectivity, threat actors (e.g., nation-states, 
transnational criminal groups, activists, and disgruntled employees) are 
increasingly interested in and capable of conducting a cyberattack on our 
nation’s critical infrastructure that could be disruptive and destructive. To 
facilitate their efforts, cyber adversaries use a variety of tactics (e.g., 
perform reconnaissance, gain network access, evade network defenders, 
and steal data) and techniques (e.g., reconnaissance scans, social 
engineer users, and disable security software). These tactics and 
techniques often exploit vulnerabilities in electronic systems. 

Furthermore, threat actors use these tactics and techniques to facilitate 
cybersecurity incidents that have a range of consequences. These 
consequences may include the disruption of critical operations and 
inappropriate access to and disclosure, modification, or destruction of 
sensitive information. As a result, these cybersecurity incidents can 
threaten national security, economic well-being, and public health and 
safety. We have previously reported that, although federal agencies do 
not have a comprehensive inventory of cybersecurity incidents, several 
key federal and industry sources show (1) an increase in most types of 
cyberattacks across the United States, including those affecting critical 
infrastructure, and (2) significant and increasing costs for cybersecurity 
incidents.13 

Due to the cyber-based threats to federal systems and critical 
infrastructure, the persistent nature of cybersecurity vulnerabilities, and 
the associated risks, we first designated federal information security as a 
government-wide high-risk area in our biennial report to Congress in 

 
12Enterprise IT systems encompass traditional IT computing and communications 
hardware and software components that may be connected to the internet. Operational 
technology systems are programmable systems or devices that interact with the physical 
environment (or manage devices that interact with the physical environment). 

13GAO, Cyber Insurance: Action Needed to Assess Potential Federal Response to 
Catastrophic Attacks, GAO-22-10456 (Washington, D.C.: June 21, 2022). 

https://www.gao.gov/products/GAO-22-10456
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1997. In 2003, we expanded this high-risk area to include the protection 
of critical cyber infrastructure and, in 2015, we further expanded this area 
to include protecting the privacy of personally identifiable information. We 
continue to highlight the importance of protecting critical cyber 
infrastructure, as shown in our April 2023 high-risk update on major 
cybersecurity challenges.14 

According to the National Institute of Standards and Technology (NIST), 
cyber threat information is any information that can help an organization 
identify, assess, monitor, and respond to cyber threats. Cyber threat 
information can include: 

• indicators of compromise;15 

• tactics and techniques used by cyber threat actors; 
• vulnerabilities that threat actors exploit; 
• types of organizations targeted by threat actors; 
• suggested actions to detect, contain, or prevent attacks; and 
• findings from the analyses of incidents. 

Sharing cyber threat information increases awareness about potential 
threats that might otherwise be undiscovered by an organization or a 
community. To enable access to this information, organizations that have 
been targeted by cyber threat actors must first share information with 
others about the malicious activity observed on their networks. Other 
organizations can then analyze this information to identify trends (e.g., 
seemingly unrelated attacks may be part of a larger threat actor 
campaign) and then widely disseminate specific strategies to enable other 
organizations to detect and prevent the malicious activity. If done 
effectively, cyber threat information sharing can create economies of 
scale for network defenders while also increasing costs for threat actors 
by forcing them to develop new tactics and techniques. 

 
14GAO, High-Risk Series: Efforts Made to Achieve Progress Need to Be Maintained and 
Expanded to Fully Address All Areas, GAO-23-106203 (Washington, D.C.: Apr. 19, 2023). 

15Indicators of compromise refer to identification of forensic evidence from an 
organization’s systems at the host or network level. Indicators of compromise are 
comprised of threat indicators, signatures, and techniques that IT professionals can use to 
identify unusual or irregular network activity. 

Cyber Threat Information 
Sharing 

https://www.gao.gov/products/GAO-23-106203
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Because the private sector owns the majority of the nation’s critical 
infrastructure, public and private sectors must work together to protect 
these assets and systems. Toward this end, a presidential directive, 
public-private policy, and federal law assign roles and responsibilities for 
federal agencies to assist the private sector in protecting critical 
infrastructure, including enhancing cybersecurity. 

Presidential Policy Directive 21, issued in February 2013, categorized the 
nation’s critical infrastructure into 16 sectors and outlined federal agency 
roles and responsibilities for protecting them. For example: 

• The directive calls for the Department of Homeland Security (DHS) to 
coordinate the overall federal effort to promote the security and 
resilience of the nation’s critical infrastructure. For example, the 
directive calls for DHS to provide analysis, expertise, and other 
technical assistance to critical infrastructure owners and operators 
and share information and intelligence. Since the issuance of the 
directive, the White House has designated CISA to be the lead for 
cyber and physical infrastructure security within DHS.16 

• The directive also called for the Department of Justice, including the 
FBI, to lead counterterrorism and counterintelligence investigations 
and related law enforcement activities across the critical infrastructure 
sectors. In addition, the FBI is to conduct domestic collection, 
analysis, and dissemination of cyber threat information, according to 
the directive. 

• The directive established sector-specific agencies as the federal 
entities responsible for providing institutional knowledge and 
specialized expertise for enhancing and protecting the cybersecurity 
of critical infrastructure. Since then, the William M. (Mac) Thornberry 
National Defense Authorization Act for Fiscal Year 2021 codified 
sector-specific agencies as SRMAs, stating that the term “sector risk 
management agency” holds the meaning previously given to the term 
“sector-specific agency.”17 The act also outlines responsibilities for 
SRMAs, including those related to supporting information sharing.18 

As shown in figure 1, each of the 16 critical infrastructure sectors has at 
least one federal agency designated as the lead for the sector based on 

 
16White House, National Cybersecurity Strategy (March 1, 2023). 

176 U.S.C. § 652a. 

186 U.S.C. § 665d. 

Roles and Responsibilities 
for Critical Infrastructure 
Threat Information Sharing 
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authorities and capabilities specific to that sector.19 Some sectors have 
co-lead agencies where more than one agency shares SRMA 
responsibilities. DHS is unique among the SRMAs in that it has lead 
responsibility for eight of the 16 sectors, and co-leads two other sectors. 

 
19The William M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 
2021 required the Secretary of Homeland Security to review the current framework for 
securing critical infrastructure and submit a report to appropriate congressional 
committees and the President that included recommendations related to sector risk 
management. 6 U.S.C. § 652a(b). According to CISA, in January 2023, the President 
initiated the process to rewrite Presidential Policy Directive 21. As part of ongoing efforts 
to revise this directive, officials noted that revisions are likely to include updates to, among 
other things, the specific agencies responsible for mitigating and responding to risk in 
each critical infrastructure sector and how agencies serving as the SRMA will interact with 
CISA in its effort to coordinate the broader national SRMA partnership framework.  
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Figure 1: Critical Infrastructure Sectors and Related Sector Risk Management Agencies 

 
Note: DHS (Department of Homeland Security), CISA (Cybersecurity and Infrastructure Security 
Agency), FPS (Federal Protective Service), GSA (General Services Administration), TSA 
(Transportation Security Administration), USCG (United States Coast Guard), DOT (Department of 
Transportation), DOD (Department of Defense), DOE (Department of Energy), Treasury (Department 
of the Treasury), USDA (Department of Agriculture), FDA (Food and Drug Administration), ASPR 
(Administration for Strategic Preparedness and Response), HHS (Department of Health and Human 
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Services), EPA (Environmental Protection Agency). Five of the nine SRMAs—DHS, DOT, GSA, 
HHS/FDA, and USDA—also function as co-SRMAs, in which they work collaboratively to support a 
particular sector. Specifically, as co-SRMAs, HHS/FDA and USDA lead the food and agriculture 
sector; GSA and DHS lead the government facilities sector; and DHS and DOT lead the 
transportation systems sector. 
aIn contrast to the healthcare and public health sector, only one HHS agency—FDA—has 
responsibilities in the food and agriculture sector. 
bSeveral HHS agencies and operating divisions have responsibilities for the healthcare and public 
health sector. For purposes of this review, we referred to those agencies’ and operating divisions’ 
responsibilities collectively as “HHS.” 
 

Presidential Policy Directive 21 also highlights efficient information 
exchange, including threat information, as a strategic imperative. In doing 
so, the directive emphasizes the need for federal agencies to (1) gather 
threat information from critical infrastructure owners and operators and (2) 
disseminate threat information to critical infrastructure owners and 
operators. In particular, the directive emphasizes the importance of 
agencies gathering quality and timely threat information from critical 
infrastructure owners and operators.20 With this information, federal 
agencies can analyze and disseminate integrated and actionable 
information to the broader critical infrastructure communities. 

To address the implementation of Presidential Policy Directive 21, DHS 
updated the National Infrastructure Protection Plan in 2013.21 The plan 
describes a voluntary partnership model for coordinating federal agency 
and critical infrastructure owner and operator efforts, including information 
sharing. To facilitate threat information sharing, the plan encourages 
owners and operators to form several groups: 

• Information Sharing and Analysis Centers (ISAC) are entities 
formed by critical infrastructure owners and operators to gather, 
analyze, appropriately sanitize, and share intelligence and information 
related to critical infrastructure. Specifically, ISACs serve as 

 
20The directive also emphasizes the importance of inter-agency sharing. Agency 
Inspectors General have issued a series of reports analyzing procedures for sharing threat 
information between agencies. See, e.g., Office of the Inspector General of the 
Intelligence Community, Unclassified Joint Report on the Implementation of the 
Cybersecurity Information Sharing Act of 2015, Report No. AUD-2021-002-U 
(Washington, D.C.: Dec. 9, 2021); Unclassified Joint Report on the Implementation of the 
Cybersecurity Information Sharing Act of 2015, Report No. AUD-2019-005-U 
(Washington, D.C.: Dec. 19, 2019); and Joint Report on the Implementation of the 
Cybersecurity Information Sharing Act of 2015, Audit Report No. AUD-2017-005 
(Washington, D.C.: Dec. 19, 2017). 

21Department of Homeland Security, NIPP 2013: Partnering for Critical Infrastructure 
Security and Resilience (December 2013). 
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operational and dissemination arms for many sectors and subsectors 
to facilitate sharing of information between government and the 
private sector, and work closely with sector coordinating councils (see 
below) in the sectors where they are recognized. They are designed 
to provide in-depth sector analysis and help coordinate sector 
response during incidents, including information sharing within 
sectors, between sectors, and among public and private sector critical 
infrastructure stakeholders. Government agencies also may rely on 
ISACs for situational awareness and to enhance their ability to provide 
timely, actionable data to targeted entities. Most sectors have 
established one or more ISACs or ISAC-like capabilities.22 

• Sector coordinating councils are self-organized, self-run, and self-
governed private sector councils that interact on a wide range of 
sector-specific strategies, policies, and activities. Membership on the 
councils can vary from sector to sector but is meant to represent a 
broad base of stakeholders, including owners, operators, 
associations, and other entities—both large and small—within the 
sector. All of the sectors have at least one sector coordinating council. 

In addition, the National Infrastructure Protection Plan called for SRMAs 
to develop plans that identified actions needed to address sector-specific 
risks and challenges.23 Most SRMAs completed their respective plans for 
their sectors by 2015. Several plans call for the use of methods for 
sharing threat information tailored to the needs of the specific sectors.24 

We and others have previously identified a number of long-standing 
challenges that agencies face in effectively facilitating cyber threat 
information sharing between federal agencies and critical infrastructure 
stakeholders. For example, in July 2004, we reported on challenges that 
public-private threat information sharing centers face, such as building 

 
22Of note, although some ISACs receive government funding (e.g., the Multi-State ISAC 
and Communications ISAC), many require a paid membership to receive ISAC services. 

23Of note, at the time the National Infrastructure Protection Plan was updated, SRMAs 
were referred to as sector-specific agencies. Since then, the William M. (Mac) Thornberry 
National Defense Authorization Act for Fiscal Year 2021 codified sector-specific agencies 
as SRMAs, stating that the term “sector risk management agency” holds the meaning 
previously given to the term “sector-specific agency”. 6 U.S.C. § 652a. 

24We have previously reported on the need for sector specific plans to be updated. For 
example, in November 2021, we recommended that CISA update its Communications 
Sector-Specific Plan to, among other things, address new and emerging threats and risks 
to the Communications Sector. GAO, Critical Infrastructure Protection: CISA Should 
Assess the Effectiveness of Its Actions to Support the Communications Sector, 
GAO-22-104462 (Washington, D.C.: Nov. 23, 2021). 

Prior Federal Efforts to 
Address Cyber Threat 
Information Sharing 
Challenges 

https://www.gao.gov/products/GAO-22-104462
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trusted relationships, obtaining necessary funding, and overcoming 
sharing barriers.25 In addition, agency Inspectors General have issued a 
series of reports since 2017 highlighting barriers to sharing cyber threat 
information between federal agencies and private organizations.26 The 
Cyberspace Solarium Commission’s U.S. Cyberspace Solarium 
Commission Final Report also identified a number of challenges to 
addressing the nation’s cyber threats, including those relating to federal 
agencies’ efforts to facilitate cyber threat information sharing.27 

Federal agencies and Congress have recognized these challenges and 
taken steps aimed at addressing them. For example, pursuant to the 
Cybersecurity Information Sharing Act of 2015, DHS established the 
Automated Information Sharing system to facilitate the sharing of cyber 
threat indicators.28 More recently, Congress and the President enacted 
legislation calling for CISA to engage in rulemaking to require certain 

 
25GAO, Critical Infrastructure Protection: Improving Information Sharing with Infrastructure 
Sectors, GAO-04-780 (Washington, D.C.: Jul. 9, 2004). 

26See, e.g., Office of the Inspector General of the Intelligence Community, Unclassified 
Joint Report on the Implementation of the Cybersecurity Information Sharing Act of 2015, 
Report No. AUD-2021-002-U (Washington, D.C.: Dec. 9, 2021); Unclassified Joint Report 
on the Implementation of the Cybersecurity Information Sharing Act of 2015, Report No. 
AUD-2019-005-U (Washington D.C.: Dec. 19, 2019); and Joint Report on the 
Implementation of the Cybersecurity Information Sharing Act of 2015, Audit Report No. 
AUD-2017-005 (Washington, D.C.: Dec. 19, 2017). 

27The John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. 
No. 115-232, § 1652, 132 Stat. 1636, 2140 (Aug. 13, 2018) established the Cyberspace 
Solarium Commission, a federal commission made up of members of Congress and 
appointees, as well as officials from the Office of the Director of National Intelligence, 
DHS, the Department of Defense, and the Federal Bureau of Investigation. In March 2020, 
the commission released a final report containing recommendations to Congress and 
federal agencies aimed at addressing the strategic approach needed to defend the nation 
against cyberattacks and the policies and legislation needed to implement that strategy. 
U.S. Cyberspace Solarium Commission, U.S. Cyberspace Solarium Commission Final 
Report (Washington, D.C.: March 2020). 

286 U.S.C. §659(h). Threat indicators are system artifacts or observables associated with 
an attack, such as an attempt to log into an account from a known malicious internet 
protocol address. 

https://www.gao.gov/products/GAO-04-780
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critical infrastructure owners and operators to report information to CISA 
on select cybersecurity incidents.29 

In addition, Congress has recognized the need to clearly define a 
leadership role to coordinate the federal government’s efforts that would 
address cyber challenges, such as those pertaining to threat information 
sharing. Specifically, in January 2021 Congress enacted legislation to 
establish the position of National Cyber Director within the Executive 
Office of the President.30 The director is to lead the coordination and 
implementation of national cyber policy and strategy, including the 
National Cybersecurity Strategy. 

The 14 federal agencies in our review reported relying on a range of 
methods to facilitate sharing of cyber threat information with critical 
infrastructure owners and operators. In particular, federal agencies relied 
on 11 methods that fall into two broad categories: 

• Cybersecurity and law enforcement services. Eight methods 
represent cybersecurity and law enforcement services that federal 
agencies use to, among other things, share threat information with 
critical infrastructure owners and operators. 

• Collaborative sharing environments. Three methods represent 
collaborative sharing environments (e.g., ISACs and working groups 
and councils) that federal agencies and owners and operators use to 
share threat information with each other. 

See figure 2 for a summary of the 11 methods—and their associated 
categories—that federal agencies used to facilitate threat information 
sharing. 

 
29The Cyber Incident Reporting for Critical Infrastructure Act of 2022, enacted on March 
15, 2022, as part of the Consolidated Appropriations Act, 2022, requires “covered entities” 
across critical infrastructure sectors to report “covered incidents” to CISA within 72 hours 
of reasonably determining a “covered incident” occurred. CISA has 24 months from the 
date the act was signed into law to issue the proposed rule, and an additional 18 months 
to issue a final rule. Consolidated Appropriations Act, 2022, Pub. L. No. 117-103, div. Y 
(Cyber Incident Reporting for Critical Infrastructure Act of 2022), 136 Stat. 49, 1043 
(March 15, 2022) codified at 6 U.S.C. § 681b. 

30The William M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 
2021, Pub. L. No. 116-283, div. A, title XVII, § 1752, 134 Stat. 3388, 4144 (Jan. 1, 2021) 
codified at 6 U.S.C. §1500. The Act was vetoed by the President but overridden by 
Congress. 

Federal Agencies 
Used Various 
Methods to Share 
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Figure 2: Methods Used by Federal Agencies to Facilitate Sharing of Cyber Threat Information with Critical Infrastructure 
Owners and Operators, and the Number of Federal Agencies That Used Each Method 

 
Note: Numbers in circles represent the number of federal agencies that use each method to share 
cyber threat information with critical infrastructure owners and operators. In addition, for the purposes 
of this report, we defined each method based on examples that federal agencies provided to reflect 
their information sharing efforts. 
 

Agencies took two different approaches to using the 11 methods. 
Specifically, two agencies—CISA and FBI—used the methods share 
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information in a centralized approach with each of the 16 critical 
infrastructure sectors. The other 12 remaining federal agencies used the 
11 methods in a federated approach, to varying extents, to share sector-
specific threat information. As discussed in more detail later in this report, 
the long-standing challenges to sharing cyber threat information raises 
questions about whether the existing mix of sharing methods is optimal 
for addressing those challenges. 

In addition, each of the 11 information sharing methods were used to 
varying degrees. Specifically: 

• Three methods—cyber threat briefings, threat information products, 
and ISACs—were used by both CISA and FBI and by more than half 
of the remaining 12 federal agencies to share sector-specific threat 
information. 

• Eight methods—incident reporting services, working groups and 
councils, federal cybersecurity collaboration centers, intrusion 
detection and/or prevention systems, malicious activity analysis, 
incident response services, threat indicator sharing platforms, and 
exploited vulnerability catalog—were also used by CISA or FBI and by 
half or less of the remaining 12 federal agencies to share sector-
specific information. 

Further, the 14 agencies in our review varied in the number of information 
sharing methods that they each used. Specifically, 

• one agency—CISA—used all 11 methods to share cyber threat 
information; 

• three agencies—the Department of Defense (DOD), the Department 
of Energy (DOE), and FBI—used more than half of the 11 methods to 
share threat information; and 

• 10 agencies used fewer than half of the 11 information sharing 
methods. 

Fourteen federal agencies used eight cybersecurity and law enforcement 
services to share cyber threat information with critical infrastructure 
owners and operators. These eight services include gathering and/or 
disseminating such information via: 

• Cyber threat briefings. All 14 federal agencies relied on cyber threat 
briefings and other meetings to facilitate the gathering or 
dissemination of cyber threat information with critical infrastructure 

Federal Agencies Used 
Eight Cybersecurity and 
Law Enforcement Services 
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owners and operators. In particular, FBI and CISA generally relied on 
in-person or virtual discussions, webinars, or briefings to facilitate 
centralized cyber threat information sharing with critical infrastructure 
owners and operators in all 16 sectors. For example, in March 2022, 
CISA and FBI officials held a conference call with critical infrastructure 
owners and operators to, among other things, share information on 
potential cyber threats as a result of the Russia-Ukraine conflict. As 
part of the call, federal officials highlighted the potential for Russian 
cyber threat actors to target critical infrastructure owners and 
operators and steps they can take to mitigate the threat. 

In addition, within their respective sectors, the other 12 federal 
agencies primarily relied on in-person or virtual discussions, webinars, 
or briefings with specific critical infrastructure sector groups. For 
example, in November 2022, DOE made publicly available a briefing 
on cyber threats to renewable and distributed energy sector systems, 
including an overview of threat actor capabilities and recent incidents. 

• Threat information products. All 14 agencies in our review have 
disseminated cyber threat information products (e.g., alerts, 
advisories, and assessments) to critical infrastructure owners and 
operators. (See the sidebar for a summary of a threat product relating 
to North Korean actors.) 
• Two of the agencies—FBI and CISA—developed various products 

to disseminate information in a centralized manner to all 16 critical 
infrastructure sectors. Specifically, the FBI developed several 
unclassified products on an as-needed basis on cyberattacks and 
associated mitigations. The FBI then shared these products by 
way of its InfraGard system31 or its public website. The FBI also 
developed several classified products on an ad hoc basis and 
made them available to users of a classified system. In addition, 
CISA developed various unclassified alerts, assessments, and 
advisories on an ad hoc and periodic basis to highlight threats to 
enterprise IT systems and operational technology systems. CISA 
disseminated products with sensitive information by way of the 
Homeland Security Information Network or email, and 
disseminated non-sensitive information through its public website. 

 
31InfraGard is a nonprofit organization associated with the FBI. The program consists of 
regional chapters with representatives from the public and private sectors. The program 
focuses on activities related to critical infrastructure protection and cybercrime. For 
example, FBI uses a system operated by the association to securely share information 
with private industry, other government agencies, state and local law enforcement, and 
the academic community.  

Threat Information Product Example 
In February 2023, the Cybersecurity and 
Infrastructure Security Agency, FBI, the 
National Security Agency, and other 
authoring agencies released a joint 
cybersecurity advisory describing observed 
threat activities associated with North 
Korean state-sponsored cyber threat actors. 
The agencies highlighted observed tactics, 
techniques, and procedures as well as 
indicators of compromise used by malicious 
actors to target critical infrastructure with 
ransomware. For example, 
• Acquire infrastructure. The agencies 

explained that the threat actors first 
acquired the resources needed to 
carry out the ransomware attacks, 
including malicious website domain 
names and their associated Internet 
Protocol addresses. For example, the 
advisory highlighted two malicious 
domain names ending in .com and .kr 
extensions that malicious actors used 
in their attacks. 

• Gain access. The agencies 
highlighted that the threat actors then 
gained access to critical infrastructure 
systems and networks by exploiting 
common vulnerabilities in commercial 
software libraries and devices and 
identified specific vulnerabilities that 
the actors have used. 

• Employ malicious tools. After gaining 
access, the agencies noted that threat 
actors employed various tools 
including malicious ransomware and 
encryption software to further their 
malicious activity. To help remove 
these tools, the advisory identified 
specific signatures to identify the tools 
in an organization’s environment. 

• Demand ransom. After employing 
their malicious tools, the agencies 
noted that threat actors demanded a 
ransom to be paid in cryptocurrency to 
remove their presence from an 
organization’s environment. In 
addition, the advisory identified 
signatures associated with the actor’s 
ability to collect cryptocurrency from 
organizations. 

Source: GAO analysis of agency  
documentation.  |  GAO-23-105468 
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• Seven of the 12 remaining agencies——DOD, DOE, the 
Department of Health and Human Services (HHS), Transportation 
Security Administration (TSA), the Department of Transportation 
(DOT), Treasury, and U.S. Coast Guard (USCG)—developed 
cyber products to disseminate information to their respective 
sectors in a federated manner. Specifically, all seven of these 
agencies developed unclassified cyber products that they shared 
by way of the Homeland Security Information Network, email, or 
their websites. In addition, three of these agencies—DOD, TSA, 
and USCG—established classified cyber threat products that they 
shared by way of classified systems. 

The remaining five agencies—Environmental Protection Agency 
(EPA), General Services Administration (GSA), Food and Drug 
Administration (FDA), Federal Protective Service (FPS), and U.S. 
Department of Agriculture (USDA)—did not regularly develop their 
own cyber threat products. However, all of these agencies 
primarily shared cyber threat information developed by CISA or 
the FBI with their sectors. In addition, three of these agencies—
EPA, FDA, and USDA—co-authored a product with other 
agencies such as CISA or FBI. 

• Incident reporting services. Seven federal agencies—CISA, FBI, 
DOD, DOE, HHS, TSA, and USCG—reported using incident reporting 
services to gather information on cybersecurity incidents that have 
impacted critical infrastructure owners and operators. In particular, 
CISA and the FBI used separate web-based incident reporting 
services that allow victims of cyberattacks across all 16 sectors to 
voluntarily report information on cyber incidents, such as a description 
of the incident and type of organization impacted.32 The other five 
federal agencies used incident reporting services to gather incident 
reports that owners and operators are required to submit.33 (See the 
sidebar for more information on these mandatory incident reporting 
requirements.) 

Agencies analyzed and compiled information received from these 
incident reports and then disseminated cyber threat information to 
relevant critical infrastructure owners and operators. For example, the 
FBI received multiple reports of cyber criminals increasingly targeting  

 
32See https://www.cisa.gov/forms/report and https://www.ic3.gov/Home/FileComplaint. 

33Several of the incident reporting services also allow owners and operators to voluntarily 
report incident information. 

Mandatory Cyber Incident Reporting 
Five federal agencies—the Department of 
Defense (DOD), Department of Energy 
(DOE), Department of Health and Human 
Services (HHS), Transportation Security 
Administration (TSA), and U.S. Coast 
Guard (USCG)—relied on incident reporting 
services to help gather incident reports that 
owners and operators are required to 
submit. In particular: 
• DOD gathered mandatory cyber 

incident reports from certain owners 
and operators in the defense industrial 
base, as required by DOD regulation. 

• DOE gathered mandatory cyber 
incident reports from certain owners 
and operators in the energy sector on 
electric emergency incidents and 
disturbances, including cyber incidents, 
as required by federal law and policy. 

• HHS gathered mandatory cyber 
incident reports from certain owners 
and operators (covered entities) in the 
healthcare and public health sector as 
required by federal regulation. 

• TSA facilitated the gathering of 
mandatory cyber incident reports from 
owners and operators in the 
transportation sector (i.e., freight rail 
and pipelines, and regulated airports 
and aircraft operators) to CISA, as 
required by security directives. 

• The U.S. Coast Guard gathered 
mandatory transportation security 
incidents, including cyber incidents, 
reports through its National Response 
Center, from owners and operators of 
certain vessels or facilities, as required 
by federal regulation. 

Source: GAO analysis of mandatory cyber incident 
reporting methods.  |  GAO-23-105468 

https://www.cisa.gov/forms/report
https://www.ic3.gov/Home/FileComplaint
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health care payment processors to redirect victim payments. The FBI 
used information received from these reports to develop and 
disseminate a Private Industry Notification that highlighted this threat 
and recommendations for addressing it.34  

• Intrusion detection and/or prevention systems. Three federal 
agencies in our review—CISA, DOD, and DOE—relied on intrusion 
detection and/or prevention systems to facilitate the gathering or 
dissemination of cyber threat information to critical infrastructure 
owners and operators. (See the sidebar for more information on these 
systems, including how they gather and disseminate information.) 
In particular, CISA relied on two intrusion detection and/or prevention 
systems to facilitate centralized cyber threat information sharing from 
all 16 critical infrastructure sectors. Specifically, CISA operates 
CyberSentry, a voluntary program that leverages hardware and 
software to identify malicious activity on operational technology 
systems. Further, CISA operates its Enhanced Cybersecurity Services 
program to compare cyber activity on owner and operator networks 
with classified and unclassified indicators of compromise (e.g., 
malicious internet protocol address).35 

The other two federal agencies—DOE and DOD—used intrusion 
prevention systems in a federated manner to facilitate the gathering or 
dissemination of cyber threat information within their respective 
sectors. For example, DOE leverages the Cybersecurity Risk 
Information Sharing Program,36 which identifies malicious cyber 
activity on systems used by critical infrastructure owners and 
operators in the electricity and oil, and natural gas subsector. In 
addition, DOD uses the Protective Domain Name System, which 
prevents certain malicious cyber activity on IT systems used by critical 

 
34FBI, Private Industry Notification, Cyber Criminals Targeting Healthcare Payment 
Processors, Costing Victims Millions in Losses, PIN Number 20220914-001 (Sept. 14, 
2022). 

35CISA’s Enhanced Cybersecurity Services program previously relied on both classified 
and unclassified cyber threat indicators. According to CISA officials, the agency stopped 
providing new classified indicators to the program during the COVID-19 pandemic. These 
officials stated that the agency plans to retire the system in fiscal year 2024 and there are 
no plans to replace the system.  

36The Cyber Risk Information Sharing Program is managed by the E-ISAC, advised by 
DOE’s Office of Cybersecurity, Energy Security, and Emergency Response, and is 
supported with DOE cyber threat intelligence and DOE analytics through the Pacific 
Northwest National Laboratory.  

Intrusion Detection and Prevention 
System Information Sharing 
To participate in these intrusion detection 
and prevention systems, critical 
infrastructure owners and operators 
voluntarily choose to deploy sensors to their 
networks. These sensors then monitor 
network traffic for malicious activity (e.g., 
indicators of compromise). When malicious 
activity is identified, the systems prevent the 
malicious activity or alert the owner or 
operator of the activity. 
In addition, the systems gather threat 
information for federal agencies by sending 
the agencies certain information on 
observed malicious activity (e.g., associated 
indicators of compromise). Federal 
agencies can in turn add relevant indicators 
of compromise to these systems, thereby 
increasing protection for other owners and 
operators. 
Source: GAO analysis of agency documentation. | 
GAO-23-105468 



 
 
 
 
 
 

Page 20 GAO-23-105468  Critical Infrastructure Protection 

 

infrastructure owners and operators in the defense industrial base 
sector.37 

• Malicious activity analysis. Two federal agencies—CISA and 
DOD—operated web-based systems that received samples of 
malicious activity (e.g., malware) from critical infrastructure owners 
and operators. Specifically, CISA’s Malware Analysis submission site 
allowed critical infrastructure owners and operators from all 16 sectors 
to voluntarily submit malware samples.38 In addition, DOD’s Electronic 
Malware Submission portal allowed defense industrial base owners 
and operators to submit malware, phishing emails, email attachments, 
and other suspicious files for automated analysis.39 

After receiving the malware samples, CISA and DOD (and other 
federal agencies they share the information with) can analyze the 
malware to, among other things, learn more about the tactics, 
techniques, and procedures of cyber threat actors and identify 
associated mitigations. For example, in July 2022 CISA published a 
technical malware analysis report on a file submitted to the agency 
that contained malicious code used to facilitate communication with 
the threat actor’s infrastructure and provide remote access to a 
victim’s system. The report included indicators of compromise 
associated with the malware (e.g., the Internet Protocol address of the 
threat actor’s infrastructure) and recommendations for mitigating the 
threat of the malware.40 

• Incident response services. Two federal agencies—CISA and 
FBI—reported that their incident response services enabled them to 
gather cyber threat information. Specifically, CISA often identifies 
threat information when helping critical infrastructure owners and 

 
37The system focuses on malicious domains and Internet Protocol addresses. Users 
access information online through domain names (e.g., federalagency.gov), while web 
browsers access information through Internet Protocol addresses (e.g., 192.168.0.1). The 
Domain Name System translates domain names to Internet Protocol addresses so that 
browsers can load internet resources. Cyber threat actors often attempt to trick users into 
visiting malicious domains and Internet Protocol addresses by manipulating these 
requests to translate names to Internet Protocol addresses. DOD’s system helps protect 
against these tricks by analyzing Domain Name System requests that owners and 
operators may make to prevent them from visiting malicious websites. 

38https://www.cisa.gov/resources-tools/services/malware-analysis. 

39According to DOD, results are ready in less than 15 minutes. Also of note, certain 
Defense contractors are required by federal regulation to provide malicious software that 
has been discovered and isolated by the contractor to DOD. 32 CFR § 236.4  

40CISA, Analysis Report, MAR-10382580-r2.v1 –RAT, Alert Code AR22-197A (July 18, 
2022). 

https://www.cisa.gov/resources-tools/services/malware-analysis
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operators recover from an incident. Similarly, FBI identifies threat 
information when performing a law enforcement investigation. For 
example, from November 2021 through January 2022, CISA 
responded to an incident involving a defense industrial base sector 
organization’s network and identified malicious activity associated 
with an advanced persistent threat actor.41 Using information 
gathered as part of this effort, in October 2022 CISA published a 
cybersecurity advisory that highlighted tactics and techniques used 
by the actor and identified steps owners and operators can use to 
detect and prevent those tactics and techniques.42 As another 
example, the FBI infiltrated the “Hive” ransomware group in July 
2022, captured the ransomware’s decryption keys, and offered them 
to victims, according to a Department of Justice press release.43 

• Threat indicator sharing platforms. One agency—CISA—relied on 
a threat indicator sharing platform to gather and disseminate cyber 
threat information with critical infrastructure owners and operators in 
a centralized manner from all 16 critical infrastructure sectors. 
Specifically, CISA operates the Automated Indicator Sharing system 
which, among other things, gathered suspected malicious indicators 
of compromise (e.g., signatures of malicious files) from critical 
infrastructure owners and operators. These owners and operators 
voluntarily shared information with the Automated Indicator Sharing 
system when malicious activity was detected on their networks and 
systems. CISA, through its Automated Indicator Sharing system, also 
disseminated suspected indicators of compromise (e.g., malicious 
Internet Protocol addresses) that were used to detect and prevent 
malicious activity on critical infrastructure owner and operator 
networks and systems. 

 
41According to NIST, an advanced persistent threat is an adversary that possesses 
sophisticated levels of expertise and significant resources which allow it to create 
opportunities to achieve its objectives by using multiple attack vectors, including cyber, 
physical, and deception. These objectives typically include establishing and extending 
footholds within the IT infrastructure of the targeted organizations for purposes of 
exfiltrating information; undermining or impeding critical aspects of a mission, program, or 
organization; or positioning itself to carry out these objectives in the future. 

42CISA, Cybersecurity Advisory, Impacket and Exfiltration Tool Used to Steal Sensitive 
Information from Defense Industrial Base Organization, Alert Code AA22-277A (Oct. 4, 
2022). 

43https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-ransomware-variant. 
According to the Department of Justice, the Hive ransomware group has targeted more 
than 1,500 victims in over 80 countries around the world, including hospitals, school 
districts, financial firms, and other critical infrastructure. 

https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-ransomware-variant
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• Exploited vulnerability catalog. One agency—CISA—maintained 
and updated a list of vulnerabilities that have been exploited by cyber 
threat actors. Specifically, CISA developed the Known Exploited 
Vulnerability Catalog to identify specific vulnerabilities in certain 
software and hardware solutions that malicious actors have 
successfully exploited. CISA made this list publicly available on its 
website.44 

Nine of the 14 federal agencies we reviewed used three collaborative 
sharing environments to share cyber threat information with critical 
infrastructure owners and operators. The remaining five federal agencies 
generally did not use collaborative sharing environments to share such 
information. 

Specifically, the three collaborative sharing environments that the nine 
agencies used to share cyber threat information include gathering and/or 
disseminating such information via: 

• Information Sharing and Analysis Centers (ISAC). Nine federal 
agencies—CISA, DOD, DOE, EPA, FBI, HHS,45 Treasury, TSA, and 
USCG—reported leveraging ISACs to facilitate the gathering or 
dissemination of information from owners and operators. In addition, 
five of those nine agencies—CISA, DOD, DOE, HHS, and Treasury—
reported establishing formal agreements with their respective ISACs 
that enabled sharing between the organizations. 
For example, DOD officials stated they established a cooperative 
research and development agreement with the National Defense 
ISAC that enables DOD to collaborate with critical infrastructure 
owners and operators in the defense industrial base through a 
communications platform developed by the ISAC. The remaining four 
agencies relied on informal relationships with the ISACs to facilitate 
the exchange of cyber threat information. For example, USCG officials 
explained that the agency participates in meetings with the Maritime 
Transportation System ISAC every other month to collaborate on 
cybersecurity threats to maritime transportation system assets. 

• Working groups and councils. Six federal agencies—CISA, FBI, 
DOD, DOE, HHS, and TSA—reported leveraging more than a dozen 

 
44https://www.cisa.gov/known-exploited-vulnerabilities. 

45According to HHS officials, the Center for Devices and Radiological Health within HHS 
holds an agreement with the Health ISAC to protect medical devices against cybersecurity 
threats. 
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sector- and technology-specific working groups and councils to 
facilitate the gathering or dissemination of cyber threat information 
with critical infrastructure owners and operators. For example, HHS 
officials explained that they gather information from owners and 
operators through their collaboration with the Cyber Health Working 
Group. According to the group’s website, the working group is a 
collection of IT professionals in the health sector that use a web-
based platform to share cyber threat information and resources.46 

As another example, CISA relied on the Industrial Control Systems 
Joint Working Group. CISA established this group to facilitate 
information sharing, including information relating to cyber threats to 
operational technology. 

• Federal cybersecurity collaboration centers. Three federal 
agencies—CISA, DOD, DOE—operated four cybersecurity 
collaboration centers that served as operational collaborative 
environments to facilitate the gathering or dissemination of cyber 
threat information with critical infrastructure owners and operators. 
• In August 2021, CISA announced the launch of the Joint Cyber 

Defense Collaborative pursuant to authority provided by Congress 
to establish a joint cyber planning office.47 According to CISA, the 
center provides a central collaborative environment for cyber 
defense planning and operations with participants from the federal 
government and private sector, including critical infrastructure 
owners and operators. For example, in December 2021, federal 
Joint Cyber Defense Collaborative members gathered and 
disseminated indicators of compromise from critical infrastructure 
owners and operators on an emerging and actively exploited 
vulnerability known as Log4Shell.48 

• Under DOD’s Defense Industrial Base Cybersecurity Program, the 
DOD Cyber Crime Center operates the Defense Industrial Base 

 
46According to the working group’s website, the group was originally created by the 
National Capital Region chapter of InfraGard and the Cyber Task Force at the FBI’s 
Washington Field Office. https://www.intelligence.healthcare/. 

476 U.S.C. §665b. CISA established a joint cyber planning office pursuant to authority 
provided by Congress to establish an office to develop cyber defense operations for the 
public and private sectors. 

48Log4Shell is a vulnerability in a software library that provides functionality to a wide 
range of applications and services. The vulnerability enables malicious cyber threat actors 
to submit a specially crafted request to a vulnerable system that uses the library, causing 
the system to execute arbitrary code and allowing threat actors to take full control of the 
affected system. 

https://www.intelligence.healthcare/
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Collaborative Information Sharing Environment Directorate to 
share cyber threat information at both classified and unclassified 
levels. For example, the center made software publicly available 
that owners and operators could use to extract information (e.g., 
filenames and passwords) from malware in a consistent format—
thus making it easier to share this information.49 According to 
DOD, more than 1,000 companies share information using the 
environment. 

• DOD’s National Security Agency established the Cybersecurity 
Collaboration Center with the aim of scaling intelligence-driven 
cybersecurity through open and collaborative partnerships. The 
center works with industry, agency, and international partners to 
harden networks and operationalize the National Security 
Agency’s insights on nation-state cyber threats. For example, the 
agency works with these partners to jointly create mitigations 
guidance for emerging activity, chronic cybersecurity challenges, 
and secure emerging technologies. 

• DOE’s Energy Threat Analysis Center is a pilot collaborative 
environment for experts from federal agencies and private industry 
from the energy sector to work together to analyze and address 
cyber threats to the energy sector. According to DOE officials, the 
pilot environment allows analysts from the federal government and 
private sector to collaborate on, among other things, cyber threat 
intelligence, and relevant mitigations to cyber threats.50 

 
49The software enables critical infrastructure owners and operators to extract information 
from malware in a consistent open standard that is used to share cyber threat information 
called the Structured Threat Information Expression format. The software is publicly 
available on a web-based software repository hosting service known as GitHub. See 
https://github.com/dod-cyber-crime-center. 

50According to DOE’s fiscal year 2023 congressional budget justification, the agency will 
establish the Energy Threat Analysis Center, in partnership with CISA’s Joint Cyber 
Defense Collaborative, to advance industry-government threat situational awareness, 
mitigation, and response. The center’s goals will be to, among other things, (1) establish a 
government and industry operational collaborative environment to develop actionable 
operational intelligence; (2) enable an information exchange among government and 
industry to address a shared problem; and (3) achieve a deeper understanding of threat 
actor tactics, capabilities, and activities with potential to impact systemic risks to the 
energy sector. 

https://github.com/dod-cyber-crime-center
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The 21 entities in our review—14 federal agencies and seven nonfederal 
entities—identified factors that facilitate or challenge cyber threat 
information sharing between federal agencies and critical infrastructure 
owners and operators. Although 13 federal agencies reported that they 
have taken initial actions to address the six most frequently identified 
challenges, all 14 agencies acknowledged that one or more of these 
challenges still existed for each of the 16 sectors. The National 
Cybersecurity Strategy and accompanying implementation plan outline 
eight initiatives related to improving cyber threat information sharing.  
While the eight initiatives should address the six cyber threat information 
sharing challenges, if implemented effectively, neither the strategy or plan 
(1) identify measures to assess the effectiveness of each initiative or (2) 
assess if the current mix of sharing methods are optimal. 

Six factors that facilitate or challenge effective sharing of cyber threat 
information were identified by at least a third (seven or more) of the 21 
entities in our review.51 Specifically, seven or more of the agencies and 
entities in our review identified two of these factors as facilitating cyber 
threat information sharing. In addition, seven or more of the entities 
identified all six factors as challenging threat information sharing. Of note, 
each of the 14 federal agencies and seven nonfederal entities identified at 
least one of the six most frequently cited factors as challenging to threat 
information sharing. 

Figure 3 shows the numbers of federal agencies and nonfederal entities 
that identified the six factors as enabling and challenging their abilities to 
share cyber threat information. 

 
51Entities identified certain factors as both facilitating and challenging cyber threat 
information sharing. 

Federal Agencies 
Identified Challenges 
That Have Not Been 
Fully Addressed 

Factors Facilitating and 
Challenging Information 
Sharing 
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Figure 3: Number of Federal Agencies and Nonfederal Entities That Identified Factors That Facilitate and Challenge Cyber 
Threat Information Sharing 

 
Note: Among the 21 total entities we spoke to in our review—including 14 federal agencies and seven 
nonfederal entities—some federal agencies and nonfederal entities identified certain factors as both 
facilitating and challenging cyber threat information sharing. Additionally, some federal agencies and 
nonfederal entities did not identify certain factors as facilitating or challenging. As a result, the 
numbers for each factor above do not add up to the total of 21 agencies and entities included in this 
review. 
 

The six most frequently identified factors that facilitated or challenged 
cyber threat information sharing are as follows: 

• Relationships. Agencies and nonfederal entities identified 
relationships as a factor that both facilitated and challenged cyber 
threat information sharing. Specifically, 
• Facilitated. Twenty organizations—all 14 federal agencies and six 

nonfederal entities—reported that having strong relationships 
between various federal agencies and nonfederal entities 
facilitated more effective cyber threat information sharing. For 
example, Treasury officials explained that their strong 
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relationships with the sector coordinating council and ISAC in the 
financial sector has enabled them to more effectively collaborate 
on cyber threat information with critical infrastructure owners and 
operators. Similarly, officials from a sector coordinating council 
highlighted their strong and long term relationship with the FBI, 
noting that the agency regularly provides cyber threat briefings to 
critical infrastructure owners and operators in that specific sector. 

• Challenged. Although most organizations cited relationships as a 
facilitating factor, eight organizations—six federal agencies and 
two nonfederal entities—also noted that limited relationships 
between critical infrastructure owners and operators and federal 
agencies challenged cyber threat information sharing. For 
example, although Treasury officials highlighted strong 
relationships with certain sector organizations, they also 
highlighted challenges in developing in-depth relationships with all 
owners and operators in their sector. 
As another example, officials at USDA stated that, given the large 
and diverse scope of entities in the food and agriculture sector 
(e.g., family farmers, small businesses, and large conglomerates), 
critical infrastructure owners and operators may not have a direct 
relationship with the agency to share cyber threat information, 
thus challenging the sharing of such information. 

• Funding and resources. Agencies and nonfederal entities identified 
funding and resources as a factor that both facilitated and challenged 
cyber threat information sharing. Specifically, 
• Facilitated. Thirteen organizations—nine federal agencies and 

four nonfederal entities—reported that having adequate funding 
and resources facilitated cyber threat information sharing efforts. 
For example, representatives from a nonfederal entity in the 
energy sector explained that DOE funding (in addition to funding 
from industry) has enabled the development of the Cybersecurity 
Risk Information Sharing Program.52 

• Challenged. Although many organizations cited funding and 
resources as a facilitating factor, 13 organizations—eight federal 
agencies and five nonfederal entities—also told us that critical 
infrastructure owners and operators often have limited funding and 
resources; as such, they were not always able to effectively share 

 
52As previously discussed, the program detects malicious cyber activity on certain 
systems used by critical infrastructure owners and operators in the electricity, oil, and 
natural gas subsector. 
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cyber threat information with federal agencies. For example, 
representatives from a nonfederal entity in the energy sector 
stated that smaller critical infrastructure owners and operators in 
the sector do not have adequate funding to effectively use cyber 
threat information sharing methods—highlighting the importance 
of programs such as the Cybersecurity Risk Information Sharing 
Program in helping to address these concerns. 
As another example, officials from CISA explained that a 
resource-limited critical infrastructure owner or operator may 
prioritize addressing other critical cybersecurity issues (e.g., 
replacing outdated and vulnerable equipment) over sharing cyber 
threat information. Further, representatives from a nonfederal 
entity noted that critical infrastructure owners and operators in 
their sector often have a small number of employees (e.g., 10 to 
15 employees) with few to no cybersecurity personnel—thereby 
limiting the amount of information that is shared with federal 
agencies. 

• Sharing of classified or sensitive information. Thirteen 
organizations—nine federal agencies and four nonfederal entities—
identified limited sharing of classified or sensitive information as a 
challenge to effective cyber threat information sharing.53 In particular, 
because of these restrictive classifications or designations, federal 
agencies do not always widely share cyber threat information with 
critical infrastructure owners and operators. For example, DOT 
officials stated that when certain federal agencies provide classified 
briefings on select cybersecurity threats, only certain critical 
infrastructure owners and operators that have staff with the necessary 
security clearances may participate. 
In addition, TSA officials explained that it has been difficult to 
“unmask” (i.e., make viewable) the identity of owners and operators in 

 
53Classified information means information that has been determined pursuant to 
Executive Order 13526 or any predecessor order to require protection against 
unauthorized disclosure and is marked to indicate its classified status when in 
documentary form. Executive Order 13526, Classified National Security Information, 
states that an individual may be authorized to access classified information provided that 
(1) a favorable determination of eligibility has been made by an agency head or designee, 
(2) the person has signed an approved nondisclosure agreement, and (3) the person has 
a need-to-know the information. Exec. Order No. 13,526, 75 Fed. Reg. 707 (Dec. 29, 
2009). Sensitive information, also known as controlled unclassified information, is any 
information (other than classified) that requires special handling and controls to prevent 
the unauthorized disclosure to the public or other individuals without an official need-to-
know. Examples of sensitive information include For Official Use Only, Law Enforcement 
Sensitive, and designations under DHS’s traffic light protocol. 
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the transportation systems sector that are described in classified 
threat intelligence products as having been targeted by cyber threat 
actors.54 Without this information, TSA is not able to inform those 
owners and operators of the relevant threat. As another example, 
officials at a sector coordinating council noted that U.S. critical 
infrastructure owners and operators that have an international 
presence are not always able to access restricted cyber threat 
information (e.g., For Official Use Only) from federal agencies that 
would otherwise be relevant to the sector. 

• Timely sharing. Ten organizations—seven federal agencies and 
three nonfederal entities—identified a lack of timely sharing of cyber 
threat information as a challenge to effective sharing of this 
information. Specifically, these organizations stated that federal 
agencies do not always share such information with critical 
infrastructure owners and operators in a timely manner. 
For example, officials at a sector coordinating council pointed out that 
in March 2022 the FBI shared information about the October 2021 
cyberattacks targeting election officials. These officials explained that 
it would have been more valuable to share this information near the 
time of the attack.55 Similarly, officials at FDA and HHS noted that 
CISA and FBI may take weeks to alert the agency of a cyber incident 
in their sector. 

• Voluntary sharing. Nine of the 14 selected federal agencies 
identified limited voluntary sharing as a challenge to effective cyber 

 
54Intelligence Community elements may acquire intelligence that identifies the name of a 
“U.S. person”—which includes U.S. citizens, unincorporated associations composed of 
U.S. citizens, and corporations incorporated in the United States. In certain 
circumstances, it may be necessary for those elements to disseminate the identity of a 
U.S. person so that recipients can fully understand the intelligence. Office of the Director 
of National Intelligence policy provides that the identity of a U.S. person can be 
“unmasked” (i.e., made viewable) and disseminated to other agencies under specified 
procedures. See Director of National Intelligence, Intelligence Community Policy Guidance 
107.1, Requests for Identities of U.S. Persons in Disseminated Intelligence Reports, (Jan. 
11, 2018). 

55FBI, Private Industry Notification, Cyber Actors Target US Election Officials with Invoice-
Themed Phishing Campaign to Harvest Credentials, PIN Number 20220329-001 (March 
29, 2022). 
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threat information sharing.56 Specifically, critical infrastructure owners 
and operators are not always required to share information on cyber 
incidents and may have other reasons for not voluntarily sharing 
information on cyber incidents.57 For example, CISA officials stated 
that, although the agency operates a system that allows critical 
infrastructure owners and operators to provide cyber incident reports 
to the agency, it receives very few reports.58 

CISA officials also stated that its voluntary intrusion detection and 
prevention system—the Enhanced Cybersecurity Services—had very 
few entities (about 15 as of October 2022) that participated in the 
program, which limited the amount of information that CISA could 
gather and disseminate.59 Due in part to this low enrollment, CISA 
plans to retire the system in fiscal year 2024. Similarly, DOE’s 
Cybersecurity Risk Information Sharing Program is made available to 
over 3,000 electricity, oil, and natural gas owners and operators, but 
agency officials told us that only 68 sector entities participate in this 
program, as of June 2022. 

 
56As discussed in more detail later in this report, recently enacted legislation may help to 
address this challenge. Signed in March 2022, the Cyber Incident Reporting for Critical 
Infrastructure Act of 2022 specifies that covered entities must report covered cyber 
incidents no later than 72 hours after the entity reasonably believes an incident has 
occurred. To support this requirement, CISA, in consultation with SRMAs and others, are 
required to publish a final rule within 42 months after enactment of the Act (September 
2025). 

57For example, according to the work of several Inspectors General, some private sector 
companies and industries are reluctant to share cyber threat information with federal law 
enforcement agencies based on the perception that cooperation with such agencies may 
lead to negative business and regulatory consequences. The Inspectors General also 
reported that private sector entities are reluctant to share information with federal entities 
because they do not understand how federal entities use and protect the information being 
shared. See Office of the Inspector General of the Intelligence Community, Unclassified 
Joint Report on the Implementation of the Cybersecurity Information Sharing Act of 2015, 
AUD-2021-002-U, Dec. 9, 2021. 

58HHS officials added that DHS’s and the Department of Justice’s interpretation of federal 
law incentivizes owners and operators to report cyber threat information to DHS and not to 
applicable SRMAs. Specifically, HHS officials noted that critical infrastructure owners and 
operators receive additional liability protections under the Cybersecurity Information 
Sharing Act of 2015 when owners and operators provide cyber threat information to DHS. 
DHS and Department of Justice, Guidance to Assist Non-Federal Entities to Share Cyber 
Threat Indicators and Defensive Measures with Federal Entities under the Cybersecurity 
Information Sharing Act of 2015 (Oct. 2020). 

59CISA operates its Enhanced Cybersecurity Services program to compare cyber activity 
on owner and operator networks with classified and unclassified indicators of compromise 
(e.g., malicious Internet Protocol address). 



 
 
 
 
 
 

Page 31 GAO-23-105468  Critical Infrastructure Protection 

 

• Actionable information. Nine organizations—five federal agencies 
and four nonfederal entities—identified a lack of actionable 
information as a challenge to effective sharing of cyber threat 
information. For example, officials at an ISAC noted that CISA’s 
Automated Indicator Sharing system lacked customized threat 
information tailored to specific sectors or subsectors. As a result, 
critical infrastructure owners and operators were not always aware of 
actions they needed to take to address sector-specific threats, 
according to officials from that ISAC. 
As another example, officials from a sector coordinating council stated 
that cyber threat information that federal agencies share can be 
vague. These officials explained that critical infrastructure owners and 
operators would benefit from having specific and detailed cyber threat 
information (e.g., malicious indicators) included in bulletins and 
briefings. The officials further noted that critical infrastructure owners 
and operators not only want to receive cyber threat information, but 
also want to know how best to utilize and operationalize it. 

All six of the factors identified by seven or more of the federal agencies 
and nonfederal entities are consistent with previous findings from the 
Inspectors General community regarding challenges that federal agencies 
face in sharing cyber threat information. For example, in March 2023, 
DHS’s Inspector General noted a number of cyber threat information 
sharing challenges that CISA faced, including funding and resources, 
restrictive classifications that impacted critical infrastructure owners’ and 
operators’ ability to obtain cyber threat information, and the timely sharing 
of information.60 In addition, the Inspectors General community identified 
the remaining factors—strong relationships, voluntary information sharing, 
and actionable information—as challenges to effective cyber threat 
information sharing over the course of three joint reviews on the 
implementation of the Cybersecurity Information Sharing Act of 2015.61 

 
60Office of the Inspector General of the Department of Homeland Security, CISA Made 
Progress but Resources, Staffing, and Technology Challenges Hinder Cyber Threat 
Detection and Mitigation, Report No. OIG-23-19 (Washington, D.C.: Mar. 3, 2023). 

61See, e.g., Office of the Inspector General of the Intelligence Community, Unclassified 
Joint Report on the Implementation of the Cybersecurity Information Sharing Act of 2015, 
Report No. AUD-2021-002-U (Washington, D.C.: Dec. 9, 2021); Unclassified Joint Report 
on the Implementation of the Cybersecurity Information Sharing Act of 2015, Report No. 
AUD-2019-005-U (Washington, D.C.: Dec. 19, 2019); and Joint Report on the 
Implementation of the Cybersecurity Information Sharing Act of 2015, Audit Report No. 
AUD-2017-005 (Washington, D.C.: Dec. 19, 2017). 
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Most of the federal agencies in our review reported taking initial actions to 
address the six most frequently identified factors that challenge cyber 
threat information sharing. Specifically, 13 of the 14 federal agencies that 
share information—all except DOT—reported taking initial actions to 
address the six most frequently identified factors. For example: 

• Limited voluntary sharing: CISA has taken steps towards 
implementing incident reporting requirements called for in the recently 
passed Cyber Incident Reporting for Critical Infrastructure Act of 
2022. (See the sidebar for more information on this legislation.) For 
example, the agency released a formal request for information and 
hosted 10 listening sessions through which stakeholders will be able 
to provide CISA with their perspectives on various aspects of the act’s 
future regulations. As another example, after years of relying on 
voluntary reporting, between May and December 2021, TSA 
established mandatory cyber incident reporting requirements in the 
transportation systems sector that extend to critical infrastructure 
owners and operators for pipelines, surface transportation, and 
aviation. 

• Limited sharing of classified or sensitive information: EPA 
officials stated that they have worked closely with critical 
infrastructure owners and operators in the water and wastewater 
systems sector to obtain clearances for key personnel that need to 
obtain classified information. 

• Lack of actionable information: HHS stated that it was developing 
new guidance to ensure actionable information is provided to 
members in the healthcare and public health sector.62 These 
resources are expected to include internal guidance aimed at better 
tailoring cyber alerts to the healthcare and public health sector. 

Nevertheless, each of the 14 agencies acknowledged that one or more of 
the six most frequently identified challenges have not yet been resolved 
for their sector. In addition, ONCD officials recognized that these 

 
62As previously mentioned, several HHS agencies and operating divisions have 
responsibilities for the healthcare and public health sector. For purposes of this review, we 
aggregated the information we received from those agencies and operating divisions 
regarding their efforts to address cyber threat information sharing challenges for the 
healthcare and public health sector. We collectively referred to those aggregated efforts 
as being performed by “HHS.” By contrast, only one HHS agency—the Food and Drug 
Administration—has responsibilities in the food and agriculture sector. As such, we 
referred to efforts in the food and agriculture sector as being performed by the Food and 
Drug Administration. 

Federal Agencies Have 
Taken Initial Actions to 
Address Challenges 

Cyber Incident Reporting for Critical 
Infrastructure Act of 2022 (Division Y of 
Public Law 117-103) 
Signed in March 2022, the Cyber Incident 
Reporting for Critical Infrastructure Act of 
2022 specifies that covered entities must 
report covered cyber incidents no later than 
72 hours after the entity reasonably 
believes an incident has occurred. 
To support this requirement, the 
Cybersecurity and Infrastructure Security 
Agency, in consultation with sector risk 
management agencies and others, are 
required to publish a final rule 42 months 
after enactment (September 2025). The rule 
should address, among other things, (1) 
what constitutes a covered cyber entity and 
incident as well as (2) the contents of cyber 
incident reports. Further, CISA is required 
to conduct outreach to provide entities with 
information on methods to submit reports, 
protections entities have when sharing 
information, consequences of 
noncompliance, and any third parties that 
could help entities with creating reports. 
The act also requires CISA to analyze all 
reports submitted and provide critical 
infrastructure related stakeholders with 
timely, actionable, and anonymized reports 
of cyber incident campaigns and trends, 
including contextual information, cyber 
threat indicators, and defensive measures. 
In addition, CISA is to publish quarterly, 
unclassified public reports that describe 
aggregate, anonymized observations, 
findings, and recommendations based on 
covered cyber incident reports. 
Source: GAO.  I  GAO-23-105468 
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challenges are still present to varying degrees across the critical 
infrastructure sectors. 

In March and July 2023, the White House issued its National 
Cybersecurity Strategy and accompanying implementation plan to 
articulate the administration’s plan for addressing the nation’s long-
standing cybersecurity challenges—including those pertaining to 
information sharing.63 The implementation plan for the National 
Cybersecurity Strategy includes eight initiatives that, if effectively 
implemented, could help agencies make progress in addressing the 
frequently identified cyber threat information sharing challenges 
discussed earlier in this report. Table 1 below provides details on the 
eight initiatives as described in the implementation plan, the agency that 
is responsible for leading each initiative, and the target completion date. 

 

Table 1: Initiatives Related to Addressing Cyber Threat Information Sharing Challenges as Described in the National 
Cybersecurity Strategy Implementation Plan 

Initiative title Initiative description 
Responsible 
agency 

Target 
completion 
date 

Assess and improve Federal Cybersecurity 
Centers’ and related cyber centers’ 
capabilities and plans necessary for 
collaboration at speed and scale 

The Office of the National Cyber Director (ONCD) will 
conduct a review of federal cybersecurity centers and 
related cyber centers to identify gaps in capabilities and 
other key findings. 

ONCD September 
2023 

Evaluate how the Cybersecurity and 
Infrastructure Security Agency (CISA) can 
leverage existing reporting mechanisms or 
the potential creation of a single portal to 
integrate and operationalize sector risk 
management agencies’ (SRMA) sector-
specific systems and processes. 

CISA will work with SRMAs to understand where gaps 
exist in information sharing and understand requirements 
for an interoperable system for information exchange 
among SRMAs and other federal partners. Where 
SRMAs do not have robust information sharing 
capabilities already in place, CISA will work with them to 
develop a process to mature their capabilities. 

CISA June 2024 

Remove barriers to delivering cyber threat 
intelligence and data to critical 
infrastructure owners and operators 

The Office of the Director of National Intelligence (ODNI) 
will, in coordination with the Departments of Justice and 
Homeland Security, review policies and procedures for 
sharing cyber threat intelligence with critical infrastructure 
owners and operators and evaluate the need for 
expanding clearances and intelligence access to enable 
this sharing. 

ODNI June 2024 

 
63The White House, National Cybersecurity Strategy (Washington, D.C.: March 2023); 
and National Cybersecurity Strategy Implementation Plan (Washington, D.C.: July 2023). 

National Cybersecurity 
Strategy and 
Accompanying 
Implementation Plan 
Recognize Information 
Sharing Challenges, but 
Do Not Address Measures 
and Methods 
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Initiative title Initiative description 
Responsible 
agency 

Target 
completion 
date 

Establish an SRMA support capability CISA will establish an SRMA Support Office Capability to 
serve as the single point of contact for supporting all 
SRMAs. The office will coordinate the provision of CISA 
services for each SRMA, depending on its capabilities. 
CISA will work with each SRMA to define its needs and 
priorities for support from the office, to include evaluating 
options and opportunities for shared services, and use 
this information to update CISA’s services catalog, as 
necessary. 

CISA March 2025 

Issue final Cyber Incident Reporting for 
Critical Infrastructure Act rule 

CISA will consult with SRMAs, the Department of Justice, 
and other federal agencies to implement the Cyber 
Incident Reporting for Critical Infrastructure Act. CISA will 
publish a Notice of Proposed Rulemaking and Final Rule 
per statutory requirements, and develop the processes to 
advance effective actioning of incident reports (e.g., 
sharing of incident reports with appropriate agencies).  

CISA September 
2025 

Identify and operationalize sector-specific 
intelligence needs and priorities 

The National Security Council will lead a policymaking 
process to establish an agreed-upon approach for 
SRMAs to identify sector-specific intelligence needs and 
priorities.  

National 
Security 
Council 

December 
2025 

Update the National Cyber Incident 
Response Plan  

CISA, in coordination with ONCD, will lead a process to 
update the National Cyber Incident Response Plan to 
strengthen processes, procedures, and systems to more 
fully realize the policy that “a call to one is a call to all.” 
This update will also include clear guidance to external 
partners on the roles and capabilities of federal agencies 
in incident response and recovery. 

CISA December 
2025 

Investigate opportunities for new and 
improved information sharing and 
collaboration platforms, processes, and 
mechanisms 

CISA will lead a cross-sector effort to review public-
private collaboration mechanisms. SRMAs, in 
coordination with CISA as appropriate, will represent the 
activities in their sectors to deliver to CISA for the 
development of a maturity model for public-private 
collaboration.  

CISA December 
2026 

Source: The National Cybersecurity Strategy Implementation Plan.  |  GAO-23-105468 
 

In addition, in June 2023, the Office of Management and Budget and 
ONCD issued a memorandum directing federal agencies to formulate and 
prioritize cybersecurity investments in their fiscal year 2025 budget 
submissions using the National Cybersecurity Strategy.64 For example, 
federal agencies are directed to demonstrate how their budget 
submissions prioritize building the capacity and mechanisms to 

 
64Office of Management and Budget and ONCD, Administration Cybersecurity Priorities 
for the FY 2025 Budget, Memorandum M-23-18 (Washington, D.C.: June 27, 2023). 
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collaborate with critical infrastructure owners and operators to, among 
other things, mitigate threats to their respective sectors. 

Our prior work on national strategies and business process reengineering 
emphasizes the importance of (1) developing planned actions that 
address relevant challenges, (2) identifying outcome-oriented 
performance measures, and (3) reassessing whether existing processes 
are optimal for addressing challenges.65 While the strategy and 
implementation plan have initiatives that, if implemented effectively, 
should address each of the six cyber threat sharing challenges, they do 
not (1) identify outcome-oriented performance measures for the initiatives 
related to cyber threat information sharing, or (2) comprehensively assess 
whether the mix of centralized and federated sharing approaches is 
optimal. 

Our prior work on national strategies emphasizes the importance of 
identifying and documenting planned actions in national strategies to 
address long-standing challenges that cut across levels of government 
and industry sectors.66 Doing so can help to focus needed attention and 
resources on resolving the challenges. 

The National Cybersecurity Strategy, accompanying implementation plan, 
and related budget memo discuss efforts that, if implemented effectively, 

 
65GAO, Chemical Terrorism: A Strategy and Implementation Plan Would Help DHS Better 
Manage Fragmented Chemical Defense Programs and Activities, GAO-18-562 
(Washington, D.C.: Aug. 22, 2018); Countering Violent Extremism: Actions Needed to 
Define Strategy and Assess Progress of Federal Efforts, GAO-17-300 (Washington, D.C.: 
Apr. 6, 2017); Managing for Results: Practices for Effective Agency Strategic Reviews, 
GAO-15-602 (Washington, D.C.: July 29, 2015); Prescription Drugs: Strategic Framework 
Would Promote Accountability and Enhance Efforts to Enforce the Prohibitions on 
Personal Importation, GAO-05-372 (Washington, D.C.: Sept. 8, 2005); Combating 
Terrorism: Evaluation of Selected Characteristics in National Strategies Related to 
Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004); and Business Process 
Reengineering Assessment Guide, Version 3, GAO/AIMD-10.1.15 (Washington, D.C.: 
May 1997). 

66GAO, Chemical Terrorism: A Strategy and Implementation Plan Would Help DHS Better 
Manage Fragmented Chemical Defense Programs and Activities, GAO-18-562 
(Washington, D.C.: Aug. 22, 2018); Countering Violent Extremism: Actions Needed to 
Define Strategy and Assess Progress of Federal Efforts, GAO-17-300 (Washington, D.C.: 
Apr. 6, 2017); Managing for Results: Practices for Effective Agency Strategic Reviews, 
GAO-15-602 (Washington, D.C.: July 29, 2015); Prescription Drugs: Strategic Framework 
Would Promote Accountability and Enhance Efforts to Enforce the Prohibitions on 
Personal Importation, GAO-05-372 (Washington, D.C.: Sept. 8, 2005); and Combating 
Terrorism: Evaluation of Selected Characteristics in National Strategies Related to 
Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004). 
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should address all six cyber threat information sharing challenges 
identified in our review. For example, 

• Limited relationships. The strategy calls for the federal government 
to build on decades of experience working with ISACs and others to 
work with them to develop a shared vision of how the public-private 
sharing model should evolve. The implementation plan aligns this call 
to action by identifying an initiative for investigating opportunities for 
new and improved information sharing. If agencies effectively 
implement this initiative, they can be better positioned to address the 
challenge of limited relationships. 

• Limited funding and resources. The joint Office of Management and 
Budget and ONCD fiscal year 2025 budget memo call for agencies to 
align their budget submissions with the National Cybersecurity 
Strategy. For example, the memo calls for agency budget 
submissions to demonstrate how they prioritize building the capacity 
and mechanisms to collaborate with critical infrastructure owners and 
operators. If agencies effectively carry out this guidance, they can be 
better positioned to address the challenge of limited funding and 
resources. 

• Limited sharing of classified or sensitive information. The 
implementation plan includes an initiative focused on removing 
barriers to delivering cyber threat intelligence to critical infrastructure 
owners and operators. This threat intelligence is often classified or 
sensitive. Accordingly, if agencies effectively implement this initiative, 
they will likely make progress in addressing the challenge of limited 
sharing of classified or sensitive information. 

• Lack of actionable information. The strategy calls for the federal 
government to review declassification policies and processes to 
determine the conditions under which extending additional classified 
access and expanding clearances is necessary to provide actionable 
intelligence. The implementation plan aligns this call to action with an 
initiative to review policies and procedures for sharing cyber threat 
intelligence and to evaluate the need for expanding clearances and 
intelligence access. If agencies effectively carry out this initiative, they 
can be better positioned to address the challenge of lack of actionable 
information. 

• Limited voluntary sharing. The implementation plan includes an 
initiative focused on the issuance of the final Cyber Incident Reporting 
for Critical Infrastructure Act rule that relates to the challenge of 
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limited voluntary sharing.67  As previously mentioned, the act specifies 
that covered entities must report covered cyber incidents to CISA no 
later than 72 hours after the entity reasonably believes an incident has 
occurred. To support this requirement, CISA, in consultation with 
sector risk management agencies and others, are required to publish 
a final rule 42 months after enactment (September 2025). The rule 
should address, among other things, (1) what constitutes a covered 
cyber entity and incident as well as (2) the contents of cyber incident 
reports. The implementation of this final rule will likely result in more 
agencies being required to share information relating to cyber 
incidents that have a negative impact on organizations’ systems.68   

• Lack of timely sharing. The National Cybersecurity Strategy and 
accompanying implementation address the remaining challenge of 
timely sharing. The strategy includes a strategic objective calling for 
agencies to increase the speed of intelligence sharing and victim 
notification and includes two related initiatives that address delivering 
threat information more rapidly.69 If effectively carried out, agencies 
will be better positioned to address the challenge of timely cyber 
threat information sharing. 

  

Our prior work on national strategies emphasizes the importance of 
developing outcome-oriented performance measures to assess the 

 
67See Division Y of the Consolidated Appropriations Act, 2022, Cyber Incident Report for 
Critical Infrastructure Act, Pub. L. No. 117-103, 136 Stat. 1038 (March 14, 2022). 

68As stated in ONCD’s written comments on a draft of this report, the implementation 
plan’s initiative on removing barriers to delivering cyber threat intelligence may incentivize 
critical infrastructure owners and operators to voluntarily share more information. ONCD 
officials explained that owners and operators often seek to “enrich” information about 
malicious cyber activity observed on their networks (e.g., obtain information on what threat 
actor was responsible). ONCD officials added that federal agency sharing of threat 
intelligence is a valuable method for enriching such malicious cyber activity. ONCD further 
explained that, if barriers to delivering threat intelligence are removed, owners and 
operators seeking to enrich information about malicious cyber activities observed on their 
network may be more likely to voluntarily share those activities with federal agencies. 
Accordingly, if the initiative is effectively carried out, agencies will likely make progress 
towards addressing the challenge of limited voluntary information. 

69The titles of the two related initiatives are (1) identify and operationalize sector-specific 
intelligence needs and priorities, and (2) remove barriers to delivering cyber threat 
intelligence and data to critical infrastructure owners and operators. 

The Strategy and 
Implementation Plan Do Not 
Identify Outcome-Oriented 
Performance Measures 
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effectiveness of actions taken to help address long-standing challenges.70 
Establishing such measures can help organizations demonstrate the 
degree to which desired results were achieved. 

Although the implementation plan tasks ONCD with assessing the 
effectiveness of the strategy, the plan does not identify any outcome-
oriented performance measures to assess the effectiveness of the steps 
taken under the eight information sharing initiatives described in the plan. 
In a written response, ONCD officials stated that performance measures 
will be developed, as appropriate, for the assessment of cyber threat 
information sharing activities. However, ONCD did not identify a time 
frame for when it plans to develop performance measures. Until ONCD 
identifies outcome-oriented performance measures to assess progress 
made in implementing the eight information sharing initiatives, ONCD will 
not have a clear definition of what it wants to accomplish—including the 
extent to which the information sharing challenges are to be addressed. 

We have previously reported that many of the largest federal agencies 
find themselves encumbered with structures and processes rooted in the 
past. To address this issue, our prior work on business process 
reengineering emphasizes the need for organizations to reassess 
whether existing processes need improvement when existing processes 
are not meeting customer or stakeholder needs.71 Doing so can provide 
organizations with a complete picture of the benefits, costs, and risks 
involved in moving to new processes, redesigning them, or eliminating 
processes altogether. 

However, the strategy and implementation plan do not comprehensively 
assess whether the mix of centralized and federated sharing approaches 
is optimal for addressing the frequently identified cyber threat information 
sharing challenges. To its credit, the implementation plan calls for CISA to 

 
70GAO, Chemical Terrorism: A Strategy and Implementation Plan Would Help DHS Better 
Manage Fragmented Chemical Defense Programs and Activities, GAO-18-562 
(Washington, D.C.: Aug. 22, 2018); Countering Violent Extremism: Actions Needed to 
Define Strategy and Assess Progress of Federal Efforts, GAO-17-300 (Washington, D.C.: 
Apr. 6, 2017); Managing for Results: Practices for Effective Agency Strategic Reviews, 
GAO-15-602 (Washington, D.C.: July 29, 2015); Prescription Drugs: Strategic Framework 
Would Promote Accountability and Enhance Efforts to Enforce the Prohibitions on 
Personal Importation, GAO-05-372 (Washington, D.C.: Sept. 8, 2005); and Combating 
Terrorism: Evaluation of Selected Characteristics in National Strategies Related to 
Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004). 

71GAO, Business Process Reengineering Assessment Guide, Version 3, 
GAO/AIMD-10.1.15 (Washington, D.C.: May 1997). 
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lead SRMAs in investigating opportunities for new and improved 
information sharing and collaboration platforms, processes, and 
mechanisms. Although this initiative could help agencies to make 
progress in addressing sharing challenges through new or improved 
sharing methods, it does not include an assessment of whether existing 
sharing methods should be retired in favor of centralized or federated 
sharing approaches. 

In addition, the implementation plan does not call for CISA to work with 
FBI as part of the initiative to investigate opportunities for new and 
improved information sharing. As previously discussed, FBI operates 
more than half of the 11 cyber threat information sharing methods. In 
addition, FBI is one of two agencies that uses a centralized approach to 
share information with all 16 sectors. 

As previously mentioned, the long-standing cyber threat information 
sharing challenges raises questions about whether the current mix of 
centralized and federated sharing approaches is optimal for addressing 
the challenges. For example, agencies may be able to better address the 
challenge of lack of timely sharing if federal agency resources that are 
spread across centralized and federated approaches were aligned under 
a single approach. 

In a written response, CISA officials stated that the agency could not 
comment on why this initiative does not include an assessment of 
whether certain sharing methods should be retired because the initiative 
is within a White House document and not a CISA-owned document. 
Nevertheless, until CISA, in coordination with the 14 agencies, assesses 
whether the current mix of sharing methods is optimal for addressing the 
sharing challenges—including whether existing sharing methods should 
be retired—agencies will likely struggle to address the long-standing 
sharing challenges. 

As cyber threats continue to grow in size and sophistication, federal 
agencies and critical infrastructure owners and operators face an urgent 
need to cooperate on cyber threat information sharing efforts that will help 
address these threats. Although most federal agencies and nonfederal 
entities frequently cited factors that helped facilitate cyber threat 
information sharing, long-standing challenges inhibit information sharing 
between federal agencies and critical infrastructure owners and 
operators. In addition, the long-standing challenges to sharing cyber 
threat information raises questions about whether the existing mix of 

Conclusions 
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centralized and federated sharing methods is optimal for addressing 
those challenges. 

Recognition of these challenges in the White House’s National 
Cybersecurity Strategy and accompanying implementation plan is a 
positive development. In particular, the strategy and accompanying 
implementation plan include eight initiatives that, if effectively 
implemented, could help federal agencies make progress towards 
addressing the frequently identified challenges. However, the 
implementation plan does not include outcome-oriented performance 
measures needed to define what the initiatives are to accomplish. 
Further, although the implementation plan includes an initiative that calls 
for CISA to assess whether new or improved sharing methods are 
needed, it does not include an assessment of whether existing sharing 
methods should be retired in favor of centralized or federated sharing 
approaches. Until CISA and ONCD take action to resolve these 
weaknesses, the long-standing cyber threat information sharing 
challenges will likely continue to persist. 

We are making two recommendations—one to ONCD and one to CISA. 
Specifically: 

The National Cyber Director should identify outcome-oriented 
performance measures for the eight cyber threat information sharing 
initiatives that are included in the National Cybersecurity Strategy 
Implementation Plan. (Recommendation 1) 

The Director of CISA, in coordination with the 14 agencies, should 
conduct a comprehensive assessment of whether the current mix of 
centralized and federated sharing methods used by the agencies is the 
optimal approach to addressing the cyber threat sharing challenges—
including whether existing sharing methods should be retired in favor of 
centralized or federated approaches. (Recommendation 2) 

  

Recommendations for 
Executive Action 
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We provided a draft of this report to 11 federal agencies.72 In response, 
we received written comments from the agencies to which we made 
recommendations, ONCD and DHS. 
 
In written comments, ONCD disagreed with one recommendation 
originally included in our draft report and the one current 
recommendation. 
 
• ONCD disagreed with our recommendation included in the draft of this 

report on updating the National Cybersecurity Strategy 
Implementation Plan to fully address the two challenges relating to a 
lack of voluntary and timely sharing. The agency provided additional 
information and context that the plan had addressed the two 
challenges identified in our report. Upon our review of the information, 
we agreed that the agency had sufficiently addressed these 
challenges in the plan. Accordingly, we removed this finding and 
withdrew the recommendation from the final report.  

• ONCD agreed with our finding on outcome-oriented measures and 
stated it intends to develop performance measures. However, ONCD 
disagreed with the associated recommendation that it identify 
outcome-oriented performance measures for the eight cyber threat 
information sharing initiatives included in the plan (Recommendation 
1). It explained that a lack of validated outcome based performance 
measures exist in the cybersecurity field to measure cybersecurity 
information sharing. It further noted that developing such measures 
would likely require years of work and research. As a result, the 
agency stated that it is premature to have the plan include outcome-
oriented measures and that without additional research, ONCD would 
be severely limited in its ability to identify and develop effective 
metrics for the plan. 
However, we believe that it is feasible for ONCD to develop outcome-
oriented measures to help ensure that ongoing implementation of the 
eight information sharing-related initiatives are achieving results in 
addressing and resolving the information sharing challenges 
highlighted in this report. For example, with respect to the initiative of 

 
72Specifically, we provided the report to 11 federal entities that provided comments 
representing the views of the 14 selected federal agencies—USDA, DOD, DOE, DHS, 
HHS, DOT, the Treasury, EPA, FBI, and GSA—and ONCD. DHS provided comments 
representing the views of the following four component agencies included in our review: 
CISA, FPS, TSA, and U.S. Coast Guard. In addition, HHS provided comments 
representing the views of the following two operating divisions included in our review: the 
Food and Drug Administration and Administration for Strategic Preparedness and 
Response. 

Agency Comments 
and Our Evaluation 
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issuing the final Cyber Incident Reporting for Critical Infrastructure Act 
rule, ONCD may be able to measure the number of threat information 
products (e.g., alerts) that are developed based on incident reporting 
under this rule. In doing so, ONCD could survey users of these threat 
information products to determine what specific impacts these 
products had on the security of their networks. 

In addition, existing critical infrastructure protection policy emphasizes 
the importance and feasibility of measuring outcomes to evaluate the 
effectiveness of planned efforts. For example, DHS’s 2013 National 
Infrastructure Protection Plan calls for the critical infrastructure 
community to evaluate its progress in accomplishing the plan’s goals 
and priorities, such as identifying high-level outputs or outcomes and 
evaluating progress toward achieving the national goals and 
priorities.73  

Further, specific sectors have already included outcome data in 
assessing the performance of their information sharing efforts. For 
example, DHS’s and HHS’s 2015 Healthcare and Public Health 
Sector Specific-Plan includes “outcome data” for assessing the 
effectiveness of sector information sharing, such as feedback on the 
quality of sector information sharing systems, tools, and collaborative 
efforts. Similarly, in 2015, we reported that DOD established 
performance metrics to monitor cybersecurity-related activities, 
including the number of cyber threat products disseminated by DOD 
to cleared companies and the timeliness of shared threat 
information.74  Accordingly, we believe that our recommendation is 
warranted and that ONCD should identify outcome-oriented 
performance measures for the eight cyber threat information sharing 
initiatives that are included in the National Cybersecurity Strategy 
Implementation Plan. 

ONCD’s comments are reprinted in appendix II. The agency also 
provided technical comments, which we incorporated into the report, as 
appropriate. 
In its written comments, DHS concurred with our recommendation that 
CISA, in coordination with the 14 agencies, should conduct a 
comprehensive assessment of whether the current mix of centralized and 

 
73Department of Homeland Security, NIPP 2013: Partnering for Critical Infrastructure 
Security and Resilience (December 2013). 

74GAO, Critical Infrastructure Protection: Sector-Specific Agencies Need to Better 
Measure Cybersecurity Progress, GAO-16-79 (Washington, D.C.: Nov. 19, 2015). 

https://www.gao.gov/products/GAO-16-79
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federated sharing methods used by the agencies is the optimal approach 
to addressing the cyber threat sharing challenges (Recommendation 2). 
The department stated that CISA would coordinate with ONCD to 
evaluate the feasibility of conducting a comprehensive assessment of 
existing information sharing methods and determine a path forward, as 
appropriate. DHS’s comments are reprinted in appendix III. DHS also 
provided technical comments, which we incorporated into the report as 
appropriate. 

In addition, five agencies—DOE, DOT, FBI, GSA, and USDA—responded 
that they did not have any comments on the draft report. The remaining 
four agencies—DOD, EPA, HHS, and Treasury—provided technical 
comments, which we incorporated into the report as appropriate. 
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We are sending copies of this report to the appropriate congressional 
addressees and the heads of each agency in our review. In addition, the 
report will be available at no charge on GAO’s website at 
http://www.gao.gov. 

If you or your staffs have any questions about this report, please contact 
Marisol Cruz Cain, at (202) 512-5017 or cruzcainm@gao.gov or Tina 
Won Sherman at (202) 512-8461 or ShermanT@gao.gov. Contact points 
for our Offices of Congressional Relations and Public Affairs may be 
found on the last page of this report. GAO staff who made major 
contributions to this report are listed in appendix IV. 

 
Marisol Cruz Cain 
Director, Information Technology and Cybersecurity 

 
Tina Won Sherman 
Director, Homeland Security and Justice 
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The specific objectives for this report were to examine (1) how federal 
agencies and critical infrastructure owners and operators share cyber 
threat information with each other, and (2) the factors that facilitate and 
challenge cyber threat information sharing and the extent to which federal 
agencies have taken action to address the challenging factors.1 

To address the first objective, we selected the 14 primary federal 
agencies responsible for sharing cyber threat information with critical 
infrastructure owners and operators. In particular, we selected 

• Thirteen federal departments or agencies (including components 
within some agencies), designated by presidential directive as a 
sector risk management agency (SRMA) or co-SRMA.2 Specifically, 
we selected the (1) Department of Agriculture, (2) Department of 
Defense, (3) Department of Energy, (4) Department of Transportation, 
(5) Department of the Treasury, (6) Department of Health and Human 
Services’ (HHS) Food and Drug Administration, (7) HHS’s 
Administration for Strategic Preparedness and Response,3 (8) 
Department of Homeland Security’s Cybersecurity and Infrastructure 
Security Agency, (9) Department of Homeland Security’s Federal 
Protective Service, (10) Department of Homeland Security’s 
Transportation Security Administration, (11) Department of Homeland 
Security’s U.S. Coast Guard, (12) Environmental Protection Agency, 
and (13) General Services Administration. We selected the 
departments, EPA, and GSA because (1) they are designated by 

 
1For the purposes of our review, we define the word “share” and “sharing” to mean 
information that (1) critical infrastructure owners and operators share with federal 
agencies and (2) federal agencies share with critical infrastructure owners and operators. 

2Presidential Policy Directive-21 (PPD-21) previously called these agencies Sector-
Specific Agencies. The William M. (Mac) Thornberry National Defense Authorization Act 
for Fiscal Year 2021 codified Sector-Specific Agencies as SRMAs. See 6 U.S.C. § 
652a(c)(3). In 2013, PPD-21 categorized the nation’s critical infrastructure into 16 sectors 
with at least one federal agency designated as SRMA for the sector, although the number 
of sectors and SRMA assignments are subject to review and modification. Those 
designations are still in effect.  

3We obtained responses from HHS’s Administration for Strategic Preparedness and 
Response and Food and Drug Administration on methods to share threat information in 
the healthcare and public health sector. For purposes of describing the department’s 
collective efforts to share cyber threat information in the healthcare and public health 
sector, we aggregated the responses of the Administration for Strategic Preparedness and 
Response and the Food and Drug Administration and referred to those efforts as being 
performed by “HHS.” By contrast, only HHS agency—the Food and Drug Administration—
has responsibilities in the food and agriculture sector. As such, we referred to efforts in the 
food and agriculture sector as being performed by the Food and Drug Administration or 
“FDA”. 
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presidential directive as SRMAs as authorized by statute and (2) the 
statute assigns designated agencies responsibility for assisting critical 
infrastructure owners and operators with identifying threats. We also 
selected the components of HHS and the Department of Homeland 
Security because we identified their threat information sharing 
responsibilities in our prior reports. 

• The Federal Bureau of Investigation (FBI). We selected the FBI 
because we identified the agency’s threat information sharing 
responsibilities in federal policy.4 

We asked the 14 selected federal agencies to provide documentation on 
methods they use to share cyber threat information with critical 
infrastructure owners and operators (e.g., descriptions of the methods, 
types of information shared). We then aligned each method to one of 11 
categories. To develop the 11 categories, we first aligned the methods to 
an existing threat information category that was identified and 
summarized by the National Institute of Standards and Technology’s 
Guide to Cyber Threat Information Sharing: threat information products.5 

For those methods that did not align to the existing categories, we 
performed a content analysis on each of the method descriptions to 
identify and summarize 10 additional categories. We then aligned those 
remaining methods to these new categories. To further organize and 
describe these 11 categories for this report, we assigned each of the 11 
categories into either one of two larger groups—cybersecurity and law 
enforcement services and collaborative sharing environments—based on 
the category description. 

To address the second objective, we conducted structured interviews with 
officials and representatives from the 14 federal agencies selected for the 
first objective and seven nonfederal entities. During these interviews, we 
asked the officials and representatives open-ended questions to identify 
any factors that facilitated and challenged their abilities to share cyber 
threat information. The seven nonfederal entities we interviewed were: 

 
4Specifically, PPD-21, issued in February 2013, called for the Department of Justice, 
including the FBI, to lead counterterrorism and counterintelligence investigations and 
related law enforcement activities across the critical infrastructure sectors. In addition, the 
FBI is to conduct domestic collection, analysis, and dissemination of cyber threat 
information, according to the directive. 

5National Institute of Standards and Technology, Guide to Cyber Threat Information 
Sharing, Special Publication 800-150 (October 2016). 
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• two private sector Information Sharing and Analysis Centers (ISAC)—
specifically, the Electricity ISAC and Multi-State ISAC. We selected 
these organizations because, based on our review of ISAC websites 
and our prior reports, they are the ISACs that (1) have an agreement 
with federal agencies to regularly provide agencies with information or 
disseminate information received from agencies (Multi-State ISAC), 
(2) operate a threat information sharing service in partnership with a 
federal agency (Electricity ISAC), or (3) receive federal funding (both 
ISACs). 

• four sector coordinating councils—specifically, the Food and 
Agriculture Sector Coordinating Council, the Water Sector 
Coordinating Council, the Electricity Subsector Coordinating Council, 
and the Oil and Natural Gas Subsector Coordinating Council. We 
selected these four organizations because, based on our review of 
ISAC websites and our prior reports, they represent sectors with (1) 
ISACs that have established a partnership with federal agencies (the 
Electricity Subsector Coordinating Council and the Oil and Natural 
Gas Subsector Coordinating Council), or (2) with SRMAs that do not 
regularly develop cyber threat information sharing reports (Food and 
Agriculture Sector Coordinating Council and the Water Sector 
Coordinating Council). 

• the State, Local, Tribal, and Territorial Government Coordinating 
Council. We selected this organization because it represents a sector 
with an ISAC that has established a partnership with federal agencies 
(the government facilities sector). 

Additionally, we conducted a content analysis of the interview transcripts 
to identify and categorize factors that were frequently identified as 
facilitating and challenging. Specifically, two analysts independently 
reviewed and coded the data with their initial factors. They then compared 
their coding results and discussed any discrepancies to reach a 
consensus on the final coding scheme and factors. 

Subsequently, we totaled the number of times each factor was identified 
by federal agencies and nonfederal entities, choosing to report on the 
factors that were identified by seven or more organizations (i.e., a third or 
more of the organizations in our review). We also compared our factors to 
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the most frequently identified challenges highlighted in prior Inspectors 
General reports.6 

We then presented the factors that challenged cyber threat information 
sharing to the selected 14 federal agencies and asked them to provide 
documentation on actions the agencies have taken or plans they have 
developed to address those challenges. In addition, we presented the 
factors that challenged cyber threat information sharing with Office of the 
National Cyber Director (ONCD)—the office within the White House that 
is responsible for developing a national cyber strategy—and interviewed 
ONCD officials on their plans for addressing the challenges. We also 
compared the White House’s National Cybersecurity Strategy and 
accompanying implementation plan7 with the following practices 
highlighted in our prior work on national strategies and business process 
reengineering: (1) developing planned actions that address relevant 
challenges, (2) identifying outcome-oriented performance measures, and 
(3) reassessing whether existing processes are optimal for addressing 
challenges.8 

We conducted this performance audit from October 2021 to September 
2023 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 

 
6See, e.g., Office of the Inspector General of the Intelligence Community, Unclassified 
Joint Report on the Implementation of the Cybersecurity Information Sharing Act of 2015, 
Report No. AUD-2021-002-U (Washington, D.C.: Dec. 9, 2021); Unclassified Joint Report 
on the Implementation of the Cybersecurity Information Sharing Act of 2015, Report No. 
AUD-2019-005-U (Washington, D.C.: Dec. 19, 2019); and Joint Report on the 
Implementation of the Cybersecurity Information Sharing Act of 2015, Audit Report No. 
AUD-2017-005 (Washington, D.C.: Dec. 19, 2017). 

7The White House, National Cybersecurity Strategy, (Washington, D.C.: March 2023) and 
National Cybersecurity Strategy Implementation Plan (Washington, D.C.: July 2023). 

8GAO, Chemical Terrorism: A Strategy and Implementation Plan Would Help DHS Better 
Manage Fragmented Chemical Defense Programs and Activities, GAO-18-562 
(Washington, D.C.: Aug. 22, 2018); Countering Violent Extremism: Actions Needed to 
Define Strategy and Assess Progress of Federal Efforts, GAO-17-300 (Washington, D.C.: 
Apr. 6, 2017); Managing for Results: Practices for Effective Agency Strategic Reviews, 
GAO-15-602 (Washington, D.C.: July 29, 2015); Prescription Drugs: Strategic Framework 
Would Promote Accountability and Enhance Efforts to Enforce the Prohibitions on 
Personal Importation, GAO-05-372 (Washington, D.C.: Sept. 8, 2005); Combating 
Terrorism: Evaluation of Selected Characteristics in National Strategies Related to 
Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004); and Business Process 
Reengineering Assessment Guide, Version 3, GAO/AIMD-10.1.15 (Washington, D.C.: 
May 1997). 

https://www.gao.gov/products/GAO-18-562
https://www.gao.gov/products/GAO-17-300
https://www.gao.gov/products/GAO-15-602
https://www.gao.gov/products/GAO-05-372
https://www.gao.gov/products/GAO-04-408T
https://www.gao.gov/products/GAO/AIMD-10.1.15
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that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 
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