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Fund, which GAO determined to be a significant deficiency, and (2) provide 
sufficient appropriate audit evidence to support the account attributes assigned to 
active Treasury Account Symbols that determine how transactions are reported 
in the line items of the Schedules of the General Fund. As a result of these 
limitations, GAO cautions that amounts Fiscal Service reported in the Schedules 
of the General Fund and related notes may not be reliable. 

In addition to the deficiencies that contributed to GAO’s disclaimer of opinion on 
the Schedules of the General Fund, GAO found two other significant deficiencies 
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information system control deficiencies that were reported in connection with the 
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During fiscal year 2022, based on Fiscal Service’s actions taken, GAO closed 14 
of the 19 recommendations that remained open from GAO’s previous audits and 
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that remain open as of September 30, 2022. Fiscal Service continued to express 
its commitment to remediating these deficiencies. 
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441 G St. N.W. 
Washington, DC 20548 

March 30, 2023 

Mr. David Lebryk 
Fiscal Assistant Secretary 
Department of the Treasury 

Dear Mr. Lebryk: 

The accompanying independent auditor’s report presents the results of 
our audits of the fiscal year 2022 Schedules of the General Fund. This is 
the third nonconsecutive year we performed an integrated audit on the 
Schedules of the General Fund. In summary, we found that certain 
deficiencies1 in internal control over financial reporting resulted in scope 
limitations that 

• prevented us from expressing an opinion on the Schedules of the 
General Fund as of and for the fiscal year ended September 30, 2022; 

• prevented us from obtaining sufficient appropriate audit evidence to 
provide a basis for an opinion on the effectiveness of the Bureau of 
the Fiscal Service’s internal control over financial reporting relevant to 
the Schedules of the General Fund as of September 30, 2022;2 and 

• limited our tests of compliance with selected provisions of applicable 
laws, regulations, contracts, and grant agreements for fiscal year 
2022. 

The General Fund of the U.S. government, an entity that the Department 
of the Treasury’s Fiscal Service manages, is responsible for reporting on 
the central activities fundamental to funding the federal government. The 
General Fund consists of assets and liabilities used to finance the daily 
and long-term operations of the U.S. government. More specifically, the 

                                                                                                                       
1A deficiency in internal control exists when the design or operation of a control does not 
allow management or employees, in the normal course of performing their assigned 
functions, to prevent, or detect and correct, misstatements on a timely basis. A significant 
deficiency is a deficiency, or a combination of deficiencies, in internal control over financial 
reporting that is less severe than a material weakness, yet important enough to merit 
attention by those charged with governance. A material weakness is a deficiency, or 
combination of deficiencies, in internal control over financial reporting, such that there is a 
reasonable possibility that a material misstatement of the entity’s financial statements will 
not be prevented, or detected and corrected, on a timely basis.  

2The Secretary of the Treasury has delegated management of the General Fund of the 
U.S. government to the Department of the Treasury’s Bureau of the Fiscal Service. 

Letter 
 



 
 
 
 
 
 

Page 2 GAO-23-104786  Schedules of the General Fund 

General Fund is the reporting entity responsible for accounting for the 
cash activity of the U.S. government. 

The fiscal year 2022 Schedules of the General Fund consist of two 
schedules: the Schedule of the Operations of the General Fund of the 
U.S. Government and the Schedule of Changes in Cash Balance from 
Budget and Other Activities.  

Schedule of the Operations of the General Fund 

The Schedule of the Operations of the General Fund presents the (1) 
cash balance and related cash activity, (2) General Fund assets and 
liabilities that Treasury holds and manages, (3) other intragovernmental 
assets and liabilities, and (4) net equity of the General Fund. 

The Cash held by Treasury for government-wide operations section of 
this schedule reflects the cash balance and related cash activity of the 
U.S. government. The largest inflows of cash are collections from debt 
issuances and taxes, while the largest outflows are debt repayments and 
Social Security and health care benefit payments. For fiscal year 2022, 
the Schedule of the Operations of the General Fund reported $23.2 trillion 
of cash inflows and $22.8 trillion of cash outflows. These amounts include 
cash activity related to debt issuances and repayments reported in the 
fiscal year 2022 Schedules of Federal Debt and tax collections reported in 
the Internal Revenue Service’s fiscal year 2022 financial statements, both 
of which GAO audited. 

Specifically, for fiscal year 2022, the Schedules of Federal Debt reported 
borrowings from the public totaling $17.8 trillion and repayments of debt 
held by the public totaling $15.7 trillion.3 Internal Revenue Service tax 
collections during fiscal year 2022 totaled $5.0 trillion.4 In addition to the 
cash activity, the Schedules of the General Fund include other significant 
line items, which are discussed below. 

General Fund assets and liabilities consists of the intragovernmental 
assets and liabilities that Treasury holds and manages and other amounts 

                                                                                                                       
3GAO, Financial Audit: Bureau of the Fiscal Service’s FY 2022 and FY 2021 Schedules of 
Federal Debt, GAO-23-105586 (Washington, D.C.: Nov. 9, 2022). 

4GAO, Financial Audit: IRS’s FY 2022 and FY 2021 Financial Statements, 
GAO-23-105564 (Washington, D.C.: Nov. 10, 2022). 

https://www.gao.gov/products/GAO-23-105586
https://www.gao.gov/products/GAO-23-105564
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that entities owe to the General Fund and that the General Fund owes to 
entities, respectively. The General Fund’s largest asset is its loans and 
interest receivable, which Treasury holds and manages, that is related to 
the Federal Borrowings Program ($1.6 trillion as of September 30, 2022).5 
This program facilitates loans to federal entities that have the legal 
authority to borrow funds from the U.S. Treasury. Its largest liability is the 
outstanding federal debt and interest payable that Treasury holds and 
manages ($31.1 trillion as of September 30, 2022). 

Schedule of Changes in Cash Balance from Budget and Other 
Activities 

The Schedule of Changes in Cash Balance from Budget and Other 
Activities reports how the annual budget deficit relates to the change in 
the cash held by Treasury for government-wide operations. This schedule 
reconciles the $1.4 trillion budget deficit to the net activity for the Cash 
held by Treasury for government-wide operations line item reported on 
the Schedule of the Operations of the General Fund of $419 billion, 
including information on the federal government’s investing and financing 
activities. This schedule presents three categories of reconciling items: 
(1) adjustments for noncash outlays included in the budget, (2) cash flow 
from activities not included in the budget, and (3) other General Fund 
activity. For fiscal year 2022, subsidy expense related to the costs of 
direct and guaranteed loan financing activity resulted in the largest 
adjustment for noncash activity to the budget deficit ($543 billion). 
Further, net cash flow from financing federal debt securities resulted in 
the largest adjustment for cash activity not included in the budget ($1.5 
trillion). 

General Fund Impact on the Financial Report of the U.S. Government 

Treasury has delegated to a separate Fiscal Service group responsibility 
for preparing the Financial Report of the U.S. Government, also known as 
the consolidated financial statements of the U.S. government (CFS). 
Fiscal Service anticipates that the preparation and audit of the General 
Fund’s Schedule of the Operations of the General Fund will help account 
                                                                                                                       
5The Federal Borrowings Program, administered by Fiscal Service’s Federal Investments 
and Borrowings Branch, facilitates loans to authorized federal entities on behalf of the 
Department of the Treasury. Federal entities that have the appropriate statutory authority 
may borrow funds from the U.S. Treasury. The proceeds from these borrowings are used 
to support programs such as education, housing, flood relief, agriculture, and small 
businesses. 
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for and eliminate General Fund intragovernmental activity and balances 
with other reporting entities in the CFS. In connection with our fiscal year 
2022 audit of the CFS, we reported that the federal government’s inability 
to adequately account for intragovernmental activity and balances 
between federal entities represented a material weakness in internal 
control over financial reporting.6 

Also, Fiscal Service anticipates that the preparation and audit of the 
General Fund’s Schedule of Changes in Cash Balance from Budget and 
Other Activities will significantly contribute to resolving a separate 
material weakness we reported in connection with our fiscal year 2022 
CFS audit. Specifically, Fiscal Service expects these efforts to help 
reasonably assure that the information used to prepare the Statements of 
Changes in Cash Balance from Budget and Other Activities in the 
Financial Report of the U.S. Government is complete and consistent with 
the underlying information in the audited entities’ financial statements and 
other financial data. 

Fiscal Service’s Progress toward Auditability of the Schedules of the 
General Fund 

Two previously identified scope limitations contributed to our disclaimer of 
opinion on the fiscal year 2022 Schedules of the General Fund. The first 
scope limitation, identified during our fiscal year 2018 audit, relates to 
Fiscal Service’s inability to identify and trace transactions in the General 
Fund general ledgers. Fiscal Service made progress in addressing the 
significant deficiency contributing to this scope limitation. For example, it 
developed and implemented a process to readily identify and trace 
electronic and check payment vouchers to payment schedules. As such, 
we no longer consider this a contributing factor. However, Fiscal Service 
anticipates remediation to occur over several years in part to allow time 
for Fiscal Service to (1) complete multiple information system 
modernization efforts needed to address transaction traceability issues 
and (2) design and implement new reporting requirements to improve 
transaction traceability, and to allow time for federal entities to implement 
the new requirements. 

The second scope limitation, identified during our fiscal year 2020 audit, 
relates to Fiscal Service’s inability to provide documentation supporting 
account attributes of active Treasury Account Symbols (TAS), which 
                                                                                                                       
6GAO, Financial Audit: FY 2022 and FY 2021 Consolidated Financial Statements of the 
U.S. Government, GAO-23-105837 (Washington, D.C.: Feb. 16, 2023). 

https://www.gao.gov/products/GAO-23-105837
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determine how transactions are reported in line items on the Schedules of 
the General Fund. Fiscal Service is addressing this deficiency by 
reviewing the population of active TASs and compiling a standard support 
package for attributes assigned to each, with final remediation anticipated 
to occur in several years. 

We also continued to identify significant deficiencies related to information 
systems controls and management’s monitoring of internal control over 
financial reporting that will require continued and consistent commitment 
from Fiscal Service management to address. The information system 
modernization efforts related to the mainframe should aid in remediating 
the information systems significant deficiency. 

Furthermore, based on Fiscal Service’s actions taken, we closed 14 of 
the 19 recommendations that remained open from our previous audits 
and continued to make progress on remediating the remaining five 
recommendations that remain open as of September 30, 2022 (see app. 
III and app. IV). Fiscal Service continued to express its commitment to 
remediating these deficiencies, which is essential to achieving auditability 
of the Schedules of the General Fund and, ultimately, auditability of the 
CFS. 

We are making six new recommendations to improve Fiscal Service’s 
internal control over financial reporting related to the Schedules of the 
General Fund (see app. II). We also provide the status of the nine 
recommendations from our fiscal year 2020 report (see app. III). In 
addition, we are providing the status of prior information systems related 
recommendations from our fiscal year 2020 report7 (see app. IV) and 
information system control deficiencies relevant to the Schedules of the 
General Fund reported as part of the audit of Treasury’s consolidated 
financial statements (see app. V).8 

We are sending copies of this report to interested congressional 
committees, the Commissioner of the Bureau of the Fiscal Service, the 
Inspector General of the Department of the Treasury, the Director of the 
                                                                                                                       
7GAO, Management Report: Improvements Needed in the Bureau of the Fiscal Service’s 
Information System Controls Related to the Schedules of the General Fund, 
GAO-21-363RSU (Washington, D.C.: Apr. 15, 2021).  

8Department of the Treasury, Office of Inspector General, Financial Management: 
Management Report for the Audit of the Department of the Treasury’s Consolidated 
Financial Statements for Fiscal Years 2022 and 2021, OIG-23-019 (Washington, D.C.: 
Dec. 21, 2022).  
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Office of Management and Budget, and other interested parties. In 
addition, this report is available at no charge on the GAO website at 
https://www.gao.gov. 

If you or your staff have any questions concerning this report, please 
contact me at (202) 512-2623 or Anne Sit-Williams, Director, at (202) 
512-7795. Contact points for our Offices of Congressional Relations and 
Public Affairs may be found on the last page of this report. 

Sincerely yours, 

 

Beryl H. Davis 
Managing Director 
Financial Management and Assurance 

https://www.gao.gov./
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441 G St. N.W. 
Washington, DC 20548 

Independent Auditor’s Report 

To the Commissioner of the Bureau of the Fiscal Service 

In our audits of the fiscal year 2022 Schedules of the General Fund, we 
found that certain deficiencies1 in internal control over financial reporting 
resulted in scope limitations that 

• prevented us from expressing an opinion on the Schedules of the 
General Fund as of and for the fiscal year ended September 30, 2022; 

• prevented us from obtaining sufficient appropriate audit evidence to 
provide a basis for an opinion on the effectiveness of the Bureau of 
the Fiscal Service’s internal control over financial reporting relevant to 
the Schedules of the General Fund as of September 30, 2022;2 and 

• limited our tests of compliance with selected provisions of applicable 
laws, regulations, contracts, and grant agreements for fiscal year 
2022. 

The following sections discuss in more detail (1) our report on the 
Schedules of the General Fund and on internal control over financial 
reporting, which includes an emphasis-of-matter paragraph related to 
federal entities’ classification of transactions; (2) our report on compliance 
with laws, regulations, contracts, and grant agreements; and (3) agency 
comments. 

                                                                                                                       
1A deficiency in internal control exists when the design or operation of a control does not 
allow management or employees, in the normal course of performing their assigned 
functions, to prevent, or detect and correct, misstatements on a timely basis. A significant 
deficiency is a deficiency, or a combination of deficiencies, in internal control over financial 
reporting that is less severe than a material weakness, yet important enough to merit 
attention by those charged with governance. A material weakness is a deficiency, or 
combination of deficiencies, in internal control over financial reporting, such that there is a 
reasonable possibility that a material misstatement of the entity’s financial statements will 
not be prevented, or detected and corrected, on a timely basis. 

2The Secretary of the Treasury has delegated management of the General Fund of the 
U.S. government to the Department of the Treasury’s Bureau of the Fiscal Service. 
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In connection with fulfilling our requirement to audit the consolidated 
financial statements of the U.S. government, and consistent with our 
authority to audit statements and schedules prepared by executive 
entities,3 we conducted an audit of the Schedules of the General Fund as 
of and for the year ended September 30, 20224 because of the 
significance of the General Fund of the U.S. government (General Fund) 
to the consolidated financial statements of the U.S. government.5 The 
Schedules of the General Fund comprise the 

• Schedule of the Operations of the General Fund of the U.S. 
Government, which presents the assets and liabilities of the General 
Fund, including cash activity; 

• Schedule of Changes in Cash Balance from Budget and Other 
Activities, which presents a reconciliation of the budget deficit to the 
change in Cash held by Treasury for government-wide operations; 
and 

• related notes. 

Because of the significance of the matters described in the Basis for 
Disclaimer of Opinion section below, we were unable to obtain sufficient 
appropriate audit evidence to provide a basis for an audit opinion on the 

                                                                                                                       
331 U.S.C. §§ 331(e)(2), 3521(g), (i). Because Fiscal Service is a bureau within the 
Department of the Treasury, the General Fund of the U.S. government that it manages is 
also significant to Treasury’s financial statements. See 31 U.S.C. § 3515(b). 

4GAO, Financial Audit: Bureau of the Fiscal Service’s FY 2020 Schedules of the General 
Fund, GAO-21-362 (Washington, D.C.: Apr. 15, 2021). The General Fund received a 
disclaimer of opinion on the fiscal year 2020 Schedules of the General Fund. The financial 
information for the General Fund was not audited for fiscal year 2021 to allow Fiscal 
Service sufficient time to develop and begin to implement a remediation plan to address 
the issues we identified as part of the fiscal year 2020 audit. 

5GAO, Financial Audit: FY 2022 and FY 2021 Consolidated Financial Statements of the 
U.S. Government, GAO-23-105837 (Washington, D.C.: Feb. 16, 2023). 

Report on the 
Schedules of the 
General Fund and on 
Internal Control over 
Financial Reporting 
Disclaimer of Opinion on 
the Schedules of the 
General Fund 

https://www.gao.gov/products/GAO-21-362
https://www.gao.gov/products/GAO-23-105837
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Schedules of the General Fund. Accordingly, we do not express an 
opinion on the accompanying Schedules of the General Fund. 

We considered the limitations on the scope of our work regarding the 
Schedules of the General Fund in forming our conclusions. We performed 
sufficient audit work to provide this report on the Schedules of the 
General Fund. We performed our work in accordance with U.S. generally 
accepted government auditing standards. 

We were engaged to audit Fiscal Service’s internal control over financial 
reporting relevant to the Schedules of the General Fund as of September 
30, 2022, based on criteria established under 31 U.S.C. § 3512(c), (d), 
commonly known as the Federal Managers’ Financial Integrity Act of 
1982 (FMFIA).6 

Because of the significance of the matters described in the Basis for 
Disclaimer of Opinion on Internal Control over Financial Reporting section 
below, we were unable to obtain sufficient appropriate audit evidence to 
provide a basis for an opinion on internal control over financial reporting. 
Accordingly, we do not express an opinion on the effectiveness of Fiscal 
Service’s internal control over financial reporting relevant to the 
Schedules of the General Fund. 

Fiscal Service was not able to demonstrate the reliability of significant 
portions of the accompanying Schedules of the General Fund as of and 
for the fiscal year ended September 30, 2022, principally because of 
limitations that affect the scope of our work. These scope limitations 
relate to (1) identifying and tracing transactions in the Schedules of the 
General Fund general ledgers and (2) supporting account attributes of 
active Treasury Account Symbols (TAS), which are discussed below and 
in more detail in appendix I. 

Because of these scope limitations, we caution that amounts reported in 
the Schedules of the General Fund and related notes may not be reliable. 

Significant deficiency related to identifying and tracing transactions 
within the Schedules of the General Fund general ledgers. Fiscal 
Service was unable to readily identify and trace General Fund 
transactions to determine whether they were complete and properly 
                                                                                                                       
631 U.S.C. § 3512 (c), (d). This act requires executive agency heads to evaluate and 
report annually to the President and Congress on the adequacy of their internal control 
and accounting systems and on actions to correct significant problems. 

Disclaimer of Opinion on 
Internal Control over 
Financial Reporting 

Basis for Disclaimer of 
Opinion on the Schedules 
of the General Fund 
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recorded in the correct general ledger accounts and line items within the 
Schedules of the General Fund. As a result, we were unable to complete 
audit procedures designed to substantiate the information reported in the 
affected line items on the Schedules of the General Fund. The three 
areas related to identifying and tracing transactions follow: 

• Identifying journal entries. Fiscal Service established mapping rules 
to generate the journal entries recorded to the General Fund general 
ledgers for the transaction data transmitted daily from the Central 
Accounting Reporting System (CARS).7 Given the complexities 
involved in how journal entries post, Fiscal Service is unable to readily 
identify all journal entries related to a specific transaction, and is 
similarly unable to identify the transaction that is the source of a given 
journal entry.8 Identifying journal entries is further complicated after 
initial journal entries are posted, as federal entities can make 
adjustments that, under the current mapping rules, cannot be traced 
to the original transaction. 

• Identifying transactions in certain line items. Amounts recorded in 
certain line items on the Schedules of the General Fund lack sufficient 
details for tracing them to specific transactions. Specifically, Fiscal 
Service did not design sufficient transaction codes that federal entities 
could use to provide it with information, at a transaction level, to 
support certain line items (e.g., the budget deficit) on the Schedules of 
the General Fund. 

• Tracing postpayment vouchers to cancellation schedules. Fiscal 
Service processes the majority of federal payments using entity 
certified and submitted payment schedules. The Federal Reserve 
Bank then groups payment schedules into vouchers to route funds 
through the banking system. When there are returns or cancellations 
of payments previously issued, a Federal Reserve Bank or Fiscal 
Service payment system generates postpayment vouchers that are 
recorded in the General Fund general ledgers. Fiscal Service’s 
payment systems also generate cancellation schedules to credit the 
federal entities for the returned or canceled payments. However, the 

                                                                                                                       
7The majority of the federal government’s financial transactions are recorded in CARS, 
which the Federal Reserve System operates. 

8Fiscal Service has designed certain controls related to the journal entry posting process 
to help mitigate this deficiency. For example, each month Fiscal Service reconciles the 
federal entities’ account balances in CARS with the Liability for Fund Balance with 
Treasury amounts recorded in the General Fund general ledger to ensure that the 
amounts agree. 
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postpayment voucher amounts recorded in the general ledgers cannot 
be readily traced to the cancellation schedules. 

Internal control deficiency related to supporting account attributes 
of active TASs. Fiscal Service was unable to readily provide sufficient 
support for certain TAS attributes and Business Event Type Code (BETC) 
assignments. A TAS is a unique identification code that the Department of 
the Treasury, in collaboration with the Office of Management and Budget 
(OMB), assigns to a federal entity’s individual appropriation, receipt, or 
other fund account. The attributes assigned to a TAS, such as an agency 
identification code, main account code, and available BETCs, determine 
how Fiscal Service reports transactions within the line items on the 
Schedules of the General Fund. 

Fiscal Service’s progress to address these previously identified scope 
limitations is discussed in more detail in appendix I. We also include a 
new recommendation related to tracing postpayment vouchers to 
cancellation schedules in appendix II. 

The scope limitations described in the Basis for Disclaimer of Opinion on 
the Schedules of the General Fund section above prevented us from 
obtaining sufficient appropriate audit evidence about whether Fiscal 
Service management maintained effective internal control over financial 
reporting. 

In addition to the significant deficiency and internal control deficiency that 
contributed to our disclaimer of opinion on the Schedules of the General 
Fund, we found two other significant deficiencies in internal control 
related to 

• information systems controls and 
• management’s monitoring of internal control over financial reporting. 

We discuss these two additional significant deficiencies in more detail in 
appendix I. We also discuss two previously reported deficiencies, which 
we do not consider to be significant deficiencies or material weaknesses, 
in more detail in appendix I. Furthermore, we discuss six internal control 
deficiencies identified during fiscal year 2022 in appendix II. 

The following key item deserves emphasis in order to put the information 
contained in the Schedules of the General Fund into context. However, 
our disclaimer of opinion is not modified with respect to this matter. 
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As described in note 1 of the Schedules of General Fund, federal entities 
are responsible for properly classifying transactions associated with the 
use of their appropriated funds as well as the collection of funds. Federal 
entities initiate these transactions outside of the General Fund. Fiscal 
Service implemented CARS to capture the relevant data for these 
transactions. Federal entities assign certain classifications, such as TAS 
and BETC, to transactions in CARS. This information determines how 
Fiscal Service reports the activity on the Schedules of the General Fund 
based on mapping rules that generate journal entries posted to the 
General Fund general ledgers. Fiscal Service provides guidance to 
federal entities in the Treasury Financial Manual as well as separately on 
its website regarding the appropriate classifications for different types of 
business transactions. Federal entities are responsible for classifying 
transactions appropriately. As such, federal entities maintain the detailed 
information supporting the transactions and are responsible for the 
related internal controls. 

Fiscal Service management is responsible for (1) the preparation and fair 
presentation of the Schedules of the General Fund in accordance with 
U.S. generally accepted accounting principles; (2) designing, 
implementing, and maintaining effective internal control over financial 
reporting relevant to the preparation and fair presentation of the 
Schedules of the General Fund that are free from material misstatement, 
whether due to fraud or error; and (3) assessing the effectiveness of 
internal control over financial reporting based on the criteria established 
under FMFIA. 

Our responsibility is to conduct an audit of the Schedules of the General 
Fund, and of Fiscal Service’s internal control over financial reporting 
relevant to the Schedules of the General Fund, in accordance with U.S. 
generally accepted government auditing standards and to issue an 
auditor’s report. However, because of the matters described in the Basis 
for Disclaimer of Opinion on the Schedules of the General Fund and 
Basis for Disclaimer of Opinion on Internal Control Over Financial 
Reporting sections of our report, we were not able to obtain sufficient 
appropriate audit evidence to provide a basis for an audit opinion on the 
Schedules of the General Fund or on Fiscal Service’s internal control over 
financial reporting relevant to the Schedules of the General Fund. 

We are required to be independent of the Fiscal Service and to meet our 
other ethical responsibilities in accordance with the relevant ethical 
requirements relating to our audits. 

Classification of Federal 
Entities’ Transactions 

Responsibilities of 
Management for the 
Schedules of the General 
Fund and Internal Control 
over Financial Reporting 

Auditor’s Responsibilities 
for the Audits of the 
Schedules of the General 
Fund and Internal Control 
over Financial Reporting 
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An entity’s internal control over financial reporting is a process effected by 
those charged with governance, management, and other personnel, the 
objectives of which are to provide reasonable assurance that (1) 
transactions are properly recorded, processed, and summarized to permit 
the preparation of the Schedules of the General Fund in accordance with 
U.S. generally accepted accounting principles, and assets are 
safeguarded against loss from unauthorized acquisition, use, or 
disposition, and (2) transactions are executed in accordance with 
provisions of applicable laws, regulations, contracts, and grant 
agreements, noncompliance with which could have a material effect on 
the Schedules of the General Fund. 

Because of inherent limitations, internal control over financial reporting 
may not prevent, or detect and correct, misstatements due to fraud or 
error. 

In connection with our audits of the Schedules of the General Fund, we 
tested compliance with selected provisions of applicable laws, 
regulations, contracts, and grant agreements consistent with our auditor’s 
responsibilities discussed below. 

 
 

Our tests for compliance with selected provisions of applicable laws, 
regulations, contracts, and grant agreements were limited by the scope 
limitations described in the Basis for Disclaimer of Opinion on the 
Schedules of the General Fund section above. The objective of our tests 
was not to provide an opinion on compliance with laws, regulations, 
contracts, and grant agreements applicable to Fiscal Service related to 
the Schedules of the General Fund. Accordingly, we do not express such 
an opinion. U.S. generally accepted government auditing standards and 
OMB guidance require auditors to report on entities’ compliance with 
selected provisions of applicable laws, regulations, contracts, and grant 
agreements. 

We performed our tests of compliance in accordance with U.S. generally 
accepted government auditing standards. Our responsibilities under those 
standards are further described in the Auditor’s Responsibilities for Tests 
of Compliance section below. 

 

Definition and Inherent 
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Compliance with 
Laws, Regulations, 
Contracts, and Grant 
Agreements 
Results of Our Tests for 
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Fiscal Service management is responsible for complying with laws, 
regulations, contracts, and grant agreements applicable to Fiscal Service 
related to the Schedules of the General Fund. 

 
 

Our responsibility is to test compliance with selected provisions of laws, 
regulations, contracts, and grant agreements applicable to Fiscal Service 
that have a direct effect on the determination of material amounts and 
disclosures in the Schedules of the General Fund, and perform certain 
other limited procedures. Accordingly, we did not test compliance with all 
laws, regulations, contracts, and grant agreements applicable to Fiscal 
Service related to the Schedules of the General Fund. We caution that 
noncompliance may occur and not be detected by these tests. 

The purpose of this report is solely to describe the scope of our testing of 
compliance with selected provisions of applicable laws, regulations, 
contracts, and grant agreements and the results of that testing, and not to 
provide an opinion on compliance. This report is an integral part of an 
audit performed in accordance with U.S. generally accepted government 
auditing standards in considering compliance. Accordingly, this report on 
compliance with laws, regulations, contracts, and grant agreements is not 
suitable for any other purpose. 

In commenting on a draft of this report, Fiscal Service concurred with the 
results of our audit. Fiscal Service stated that it will develop corrective 
actions for the six new audit recommendations. It also said that it looks 
forward to continuing to implement corrective actions to overcome the 
barriers to the auditability of the Schedules of the General Fund. In 
addition, it noted that it maintains controls to confirm the integrity of the 
government’s cash flow. The complete text of Fiscal Service’s response is 
reproduced in appendix VI. 

 
Anne Y. Sit-Williams 
Director 
Financial Management and Assurance 
March 6, 2023 
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This appendix includes a description of each deficiency, the Bureau of the 
Fiscal Service’s progress in addressing the deficiencies, and their 
potential effect on the Schedules of the General Fund. The first section 
includes the three significant deficiencies related to (1) identifying and 
tracing transactions in the Schedules of the General Fund general 
ledgers, (2) information system controls, and (3) management’s 
monitoring of internal control over financial reporting. The second section 
includes the two control deficiencies related to (1) supporting account 
attributes of active Treasury Account Symbols (TAS) and (2) restricting 
access to TASs. Additionally, see appendixes III and IV for the status of 
our prior recommendations as of September 30, 2022. 

The significant deficiency related to identifying and tracing transactions in 
the Schedules of the General Fund general ledgers, discussed below, 
contributed to our disclaimer of opinion on the Schedules of the General 
Fund. 

During our fiscal year 2022 audit, we continued to report a significant 
deficiency that we initially identified in fiscal year 2018 related to 
identifying and tracing transactions in the Schedules of the General Fund 
general ledgers involving activities related to the following two areas: (1) 
identifying journal entries and (2) identifying transactions in certain line 
items. Below is an update on Fiscal Service’s progress to date. 

Identifying journal entries. Fiscal Service established mapping rules to 
generate the journal entries recorded to the General Fund of the U.S. 
government general ledgers for the transaction data transmitted daily 
from the Central Accounting Reporting System (CARS). Given the 
complexities involved in how journal entries post, Fiscal Service is unable 
to readily identify all journal entries related to a specific transaction, and is 
similarly unable to identify the transaction that is the source of a given 
journal entry. Contributing to this complexity is how transaction data from 
a variety of source systems are reported to CARS daily. Identifying 
journal entries is further complicated after initial journal entries are 
posted, as federal entities can make adjustments that, under the current 
mapping rules, cannot be traced to the original transaction. 

Most of the transaction data that source systems report to CARS include 
the TAS and Business Event Type Code (BETC) classification information 
necessary to report transactions to the proper line items of the Schedules 
of the General Fund. Specifically, a TAS is a unique identifier associated 
with a federal entity’s individual appropriation, receipt, or other fund 
account that the Department of the Treasury assigns in collaboration with 
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the Office of Management and Budget (OMB). Fiscal Service assigns 
attributes to each TAS, such as an agency identification code, main 
account code, and available BETCs, and inputs this information into 
CARS. These attributes determine how transactions recorded to each 
TAS are reported within the line items on the Schedules of the General 
Fund. 

However, certain entities report TAS and BETC classification information 
to CARS for their transaction data separate from the information reported 
from the source systems. In addition, entities may submit reclassifications 
to transaction data previously reported to CARS. During our fiscal year 
2018 audit, we found that Fiscal Service could not readily identify and 
trace transactions to determine whether they were complete and properly 
recorded in the correct general ledger accounts and line items on the 
Schedules of the General Fund. 

In fiscal year 2020, Fiscal Service developed a remediation plan to 
address its inability to readily trace the final TAS and BETC classification 
information that entities report for their transaction data. Specifically, 
Fiscal Service identified the need to link journal entries that report (1) TAS 
and BETC classification information to CARS separately from the 
transaction data reported through the source systems and (2) entities’ 
reclassification of TAS and BETC information to transactions previously 
recorded in CARS. In both instances, the entity transaction data are 
currently recorded at a summarized level, which prevents Fiscal Service 
from tracing the data to the original transaction data that the source 
systems reported. 

Fiscal Service determined that the best use of its resources for resolving 
the first key area would be focusing on converting federal entities to full-
CARS reporters, rather than redesigning the reporting process to obtain 
the level of detail required for traceability from non-CARS reporters.1 
While Fiscal Service made progress in converting federal entities to full-
CARS reporters, it does not anticipate full conversion until approximately 

                                                                                                                       
1Full-CARS reporters submit classification information for a transaction through the source 
system in which the transaction occurs. Non-CARS reporters summarize the classification 
information for transactions on a monthly basis and report it separately from the source 
system in which the transactions occur. 
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fiscal year 2028.2 Fiscal Service acknowledges that this plan depends 
significantly on federal entity cooperation. 

In order to address the second key area—related to identifying and 
tracing reclassifications to the original journal entries reported to CARS—
Fiscal Service began by analyzing the population of reclassifications and 
meeting with entities to discuss the reasons for reporting reclassifications. 
It found that entities were using the reclassification submission process to 
report transactions other than reclassifications, such as transfers of 
funding and noncash transactions.3 As a result, Fiscal Service issued 
guidance to entities on the appropriate reporting of reclassifications, 
transfers, and noncash transactions as well as on reconciling CARS 
activity. 

In addition, Fiscal Service developed a new process for reporting 
transfers and noncash transactions in CARS, which became available for 
certain entities to use beginning in fiscal year 2023. Fiscal Service also 
plans to improve the reclassification submission process within CARS to 
enable federal entities to report reclassification data at an appropriately 
detailed level by approximately fiscal year 2027. Until entities report 
reclassification data at the appropriately detailed level, we cannot 
determine whether transactions are completely and accurately recorded 
and reported in the appropriate general ledger accounts and line items on 
the Schedules of the General Fund. (Refer to app. III, recommendation 
18-01.) 

Identifying transactions in certain line items. The majority of the 
federal government’s financial transactions are reported to CARS on a 
daily basis. Fiscal Service established mapping rules to generate the 
journal entries recorded in the General Fund general ledgers for the 
transaction data transmitted daily from CARS. Federal entities that have 
fully implemented CARS can classify payments, collections, and 
intragovernmental transactions upon initiation, including assigning the 
TAS and BETC. The TAS and BETC classifications determine how 
transactions are recorded in the General Fund general ledgers based on 
                                                                                                                       
2Due to the extended remediation timeline, Fiscal Service is determining if it can use 
information from sources other than CARS to quantify the effect of activity from non-CARS 
reporters, such as the Department of Defense, on each affected line item on the 
Schedules of the General Fund. 

3A transfer or noncash transaction is activity not related to a payment or collection 
reported by a source system but that is still required to be reported to CARS for 
government-wide reporting purposes. 
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the mapping rules and subsequently determine how transactions are 
reported on the Schedules of the General Fund. However, Fiscal Service 
must manually record or adjust some transactions for the data not 
reported in CARS. These transactions are not recorded directly into the 
General Fund general ledgers using the established mapping rules to be 
properly reported on the Schedules of the General Fund. 

During our fiscal year 2018 audit, we found that amounts recorded in 
certain line items on the Schedules of the General Fund, such as direct 
and guaranteed loan financing activity, lacked sufficient details for tracing 
the amounts to specific transactions. Specifically, Fiscal Service did not 
design sufficient transaction codes that federal entities could use to 
provide it with information, at the transaction level, to support certain line 
items (e.g., the budget deficit) on the Schedules of the General Fund. In 
response to this finding, Fiscal Service developed several new BETCs 
and the corresponding mapping rules for (1) recording direct and 
guaranteed loan financing activity and (2) distinguishing between 
disbursement types that would enable it to trace transactions from the 
general ledgers to the respective line items and improve the reporting of 
General Fund transactions and balances. Fiscal Service also annually 
publishes guidance on its website and developed automated data checks 
within the Governmentwide Treasury Account Symbol Adjusted Trial 
Balance System (GTAS) to help federal entities understand how to 
properly use the new BETCs.4 

However, based on the GTAS edit checks that Fiscal Service developed, 
most federal entities had not used the new BETCs accurately or 
consistently during fiscal year 2022. In addition, Fiscal Service had not 
yet completed its review of line items related to federal debt securities 
and other General Fund activity or determined the reporting requirements 
needed to capture the effect of this activity on the Schedules of the 
General Fund. Therefore, Fiscal Service continues to use sources 
external to the General Fund to obtain the information used to allocate 
this activity to the appropriate line items. Until all transactions are 
reported at the appropriate level of detail in the general ledgers, we 
cannot determine whether certain line items are properly supported. 
(Refer to app. III, recommendation 18-03.) 

                                                                                                                       
4GTAS is an application used to compile all federal entity data submissions of fiscal year-
end adjusted trial balances and additional details from audited financial statements for 
Treasury to use to prepare the consolidated financial statements of the U.S. government. 
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Resolution of a previously identified component of the significant 
deficiency contributing to the disclaimer of opinion. As reported in 
our prior audits of the Schedules of the General Fund, we found that 
payment vouchers recorded in the general ledgers, most of which are 
included in the Cash Out line item of the Schedules of the General Fund, 
could not be readily traced to payment schedules that the federal entities 
certified for Treasury disbursement. Our previous reports focused on the 
original payment transactions and did not include postpayment activity, 
which is reported as part of the significant deficiency contributing to our 
disclaimer of opinion discussed in this report. 

Since our fiscal year 2018 audit, Fiscal Service developed a systematic 
reconciliation to trace payment schedules to payment vouchers for 
original electronic and check payments. Specifically, this reconciliation 
uses the payment schedule information from a payment accounting 
system for upload into the General Fund general ledger to generate 
various reports with the information necessary to identify and trace 
payment schedules to payment vouchers. During fiscal year 2021, Fiscal 
Service generated monthly reconciliation reports to trace payment 
schedules to payment vouchers for original electronic and check 
payments recorded in fiscal year 2020. As such, Fiscal Service 
sufficiently addressed the internal control issues related to this area such 
that we no longer consider this to be a contributing factor to the significant 
deficiency in internal control over financial reporting contributing to our 
disclaimer of opinion. 

In addition to the significant deficiency discussed above that contributed 
to our disclaimer of opinion on the Schedules of the General Fund, we 
continued to find two other significant deficiencies in internal control: one 
related to information system controls and one related to management’s 
monitoring of internal control over financial reporting. 

During our audit, we determined that information system control 
deficiencies continue to collectively represent a significant deficiency in 
Fiscal Service’s internal control over financial reporting. There were 17 
information system general and application controls deficiencies affecting 
the Schedules of the General Fund. These deficiencies related to access 
controls, configuration management, and security management. Of these 
17 deficiencies, seven continuing deficiencies were reported in 
connection with the audit of Treasury’s fiscal year 2022 consolidated 
financial statements and directly affect the Cash Out line item of the 

Other Significant 
Deficiencies 

Information System 
Controls 
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Schedules of the General Fund.5 Additionally, in connection with our audit 
of the fiscal year 2022 Schedules of Federal Debt, we reported 10 
continuing deficiencies related to Fiscal Service systems that affect the 
Cash Out and Federal Debt and Accrued Interest Payable line items of 
the Schedules of the General Fund.6 

Certain control deficiencies identified affect Fiscal Service’s mainframe, 
which operates as the general support system for key systems that 
process cash outflows. Control deficiencies with the general support 
system affect the reliability of application-level controls that depend on 
that general support system. During fiscal year 2022, the General Fund 
reported nearly $22.8 trillion in cash outflows. Debt repayments and tax 
refunds collectively represent most of the cash outflows. Debt repayments 
and tax refunds are reported in the fiscal year 2022 Schedules of Federal 
Debt and the Internal Revenue Service’s fiscal year 2022 financial 
statements, respectively, which we audited and reported on separately.7 

Federal entities’ ability to access their cash activity and to verify whether 
the General Fund’s cash outflow amounts match their own records 
mitigated the potential effect of these deficiencies on the Schedules of the 
General Fund. This lessens the likelihood of a material misstatement of 
cash outflows on the Schedules of the General Fund. Nevertheless, these 
information system-related control deficiencies increase the risk of 
unauthorized access to, modification of, or disclosure of sensitive data 
and programs; unauthorized configuration changes; and inadequate 
security controls. 

While this significant deficiency in internal control over financial reporting 
continued to exist as of September 30, 2022, Fiscal Service made 
progress in addressing certain contributing information system control 
deficiencies since fiscal year 2020. Specifically, Fiscal Service 
implemented corrective actions to strengthen access controls and 

                                                                                                                       
5Department of the Treasury, Office of Inspector General, Financial Management: Audit of 
the Department of the Treasury’s Consolidated Financial Statements for Fiscal Years 
2022 and 2021, OIG-23-007 (Washington, D.C.: Nov. 15, 2022), and Financial 
Management: Management Report for the Audit of the Department of the Treasury’s 
Consolidated Financial Statements for Fiscal Years 2022 and 2021, OIG-23-019 
(Washington, D.C.: Dec. 21, 2022). 

6See GAO, Financial Audit: Bureau of the Fiscal Service’s FY 2022 and FY 2021 
Schedules of Federal Debt, GAO-23-105586 (Washington, D.C.: Nov. 9, 2022). 

7See GAO-23-105586, and GAO, Financial Audit: IRS’s FY 2022 and FY 2021 Financial 
Statements, GAO-23-105564 (Washington, D.C.: Nov. 10, 2022). 

https://www.gao.gov/products/GAO-23-105586
https://www.gao.gov/products/GAO-23-105586
https://www.gao.gov/products/GAO-23-105564
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segregation of duties over various applications. For example, Fiscal 
Service improved (1) its ability to log and review auditable events by 
formalizing procedures for the review and investigation of abnormal 
events and (2) access controls and segregation of duties by documenting 
procedures and processes for managing user accounts. As a result, we 
have closed four of our prior recommendations. Continued and consistent 
management commitment (for those deficiencies under the purview of the 
Commissioner of the Fiscal Service) will be essential to remediating the 
remaining deficiencies, especially those related to Fiscal Service’s 
mainframe. 

Additionally, see appendix IV for the status of our prior recommendations 
related to this finding as of September 30, 2022, as well as appendix V for 
the status of control deficiencies previously reported as part of the audit of 
Treasury’s consolidated financial statements that are relevant to the 
Schedules of the General Fund. 

The previously identified significant deficiency in Fiscal Service 
management’s monitoring of internal control over financial reporting, 
initially identified in our fiscal year 2018 audit, remains as of September 
30, 2022. While Fiscal Service made some improvements to its test 
plans, Fiscal Service did not adequately identify or test all relevant 
controls over material financial statement line items. For instance, we 
continued to find that Fiscal Service did not test all relevant controls over 
the assignment of TAS attributes as part of its OMB Circular A-123, 
Management’s Responsibility for Enterprise Risk Management and 
Internal Control, review for the Schedules of the General Fund. These 
controls over the assignment of TAS attributes relate to the second scope 
limitation we identified above. Although we identified some of these 
untested controls during our fiscal year 2020 audit, and communicated 
them to management, the controls continued to be untested in fiscal year 
2022. 

Additionally, while Fiscal Service’s A-123 review included tests of 
information system general controls, several information system 
application controls were omitted from testing. Furthermore, Fiscal 
Service did not effectively monitor the operation of controls at its service 
organizations, specifically for those related to collection transactions. Until 
Fiscal Service fully establishes proper monitoring activities for its internal 
control system, management’s ability to identify deficiencies, if any, and 
evaluate and develop remediation plans to address those issues in a 
timely manner is impaired. (Refer to app. III, recommendation 18-05.) 
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In addition to the significant deficiencies discussed above, we identified 
the following two continuing deficiencies in internal control, which we do 
not consider to be material weaknesses or significant deficiencies. The 
details are described below. 

Fiscal Service is responsible for establishing TASs in CARS and ensuring 
any changes requiring changes to TAS attributes are properly reflected. 
When establishing a TAS, Fiscal Service documents information such as 
the account name, responsible entity, legal authority, and OMB guidance 
used to support the establishment (as applicable). The information, which 
Fiscal Service compiles from various sources, including statutes and 
regulations, OMB, and the requesting federal entity, determines the 
attributes assigned to the account. During our fiscal year 2020 audit, we 
found that Fiscal Service could not readily provide sufficient support for 
certain TAS attributes and BETC assignments. A TAS is a unique 
identification code that Treasury, in collaboration with OMB, assigns to a 
federal entity’s individual appropriation, receipt, or other fund account. 
The attributes assigned to a TAS, such as an agency identification code, 
main account code, and available BETCs, determine how Fiscal Service 
reports transactions within the line items on the Schedules of the General 
Fund. 

In 2022, Fiscal Service developed a remediation plan to address its 
inability to sufficiently support account attributes and available BETCs for 
approximately 18,500 active TASs. As part of the remediation plan, in 
order to support the account attributes assigned to each active TAS, 
Fiscal Service plans to compile a standard set of documentation, or will 
leverage existing documentation, when possible. Fiscal Service 
anticipates completing the support packages for all active TASs by 
approximately fiscal year 2027. During our audit, we requested 
documentation packages from Fiscal Service to validate the attributes for 
a nonstatistical selection of 30 active TASs from the 985 active TASs that 
Fiscal Service identified as ready for testing. We found that Fiscal Service 
lacked sufficient appropriate documentation to support the account 
attributes assigned for six of the 30 TASs selected. Fiscal Service plans 
to update its documentation compilation process going forward to address 
the issues we found. 

Further, Fiscal Service is in the process of analyzing BETCs available to 
active TASs and plans to develop criteria and implement procedures for 
assigning BETCs to newly established TASs and for periodically 
reviewing BETCs available to active TASs. Until Fiscal Service can 
demonstrate TAS attributes, including assigned BETCs, are appropriately 
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assigned to active TASs, we cannot determine whether entity 
transactions are properly reported in the Schedules of the General Fund. 
(Refer to app. III, recommendation 20-01.) 

Fiscal Service assigns federal entities agency location codes (ALC) to 
use when reporting their transactions to CARS.8 Using their assigned 
ALCs, federal entities assign corresponding TASs to their transactions, 
which have certain attributes (for example, agency identification code and 
main account code) that determine how those transactions are reported 
within the line items on the Schedules of the General Fund. During our 
fiscal year 2020 audit, we identified a control deficiency related to federal 
entities’ capability to report transactions to any TAS that is active within 
CARS regardless of whether an entity’s ALCs are assigned to the TAS. 

During our fiscal year 2022 audit, Fiscal Service developed a remediation 
plan to prevent federal entities from using a TAS not assigned to them or 
to detect when that occurs. In order to establish a set of criteria, Fiscal 
Service plans to analyze TAS and ALC relationships and validate these 
relationships with federal entities. Fiscal Service also plans to evaluate 
the feasibility of restricting TAS access in source systems and of 
developing a mechanism to identify inappropriate TAS use based on the 
approved TAS and ALC relationships. Until Fiscal Service restricts or 
detects TAS use for only assigned ALCs, we cannot determine whether 
entity transactions are valid and reported accurately in the Schedules of 
the General Fund. (Refer to app. III, recommendation 20-03.)  

 

                                                                                                                       
8An ALC is a unique numeric symbol used to identify an accounting office within a federal 
entity that reports payments and collections to CARS. A federal entity can have multiple 
ALCs assigned to it, and each ALC can be associated with multiple TASs. 
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This appendix describes six new deficiencies and related 
recommendations addressing (1) reporting of other assets, (2) Treasury 
Account Symbol (TAS) legal authority, (3) tracing postpayment vouchers 
to cancellation schedules, (4) line item classification of cash activity, (5) 
Bureau of the Fiscal Service oversight of financial agents, and (6) Fiscal 
Service oversight of fiscal agents. 

 
 

The Other Assets line item of the Schedules of the General Fund includes 
cash and other investments held outside of Treasury (CIHO) that are 
owed to the General Fund. Entities with custodial responsibility hold these 
assets outside of the Department of the Treasury and are responsible for 
reporting amounts to the Central Accounting Reporting System (CARS). 
Entities may also report funds held outside of Treasury, which are 
included in line items other than Other Assets on the Schedules of the 
General Fund. 

Condition. During our audit, we found that entities did not have guidance 
or criteria on how to define and report on (1) CIHO and (2) funds held 
outside of Treasury, in order for Fiscal Service to accurately and 
completely report these amounts on the Schedules of the General Fund. 
In addition, full-CARS reporters did not have a method for reporting their 
CIHO accurately and completely to CARS.1 

Criteria. Internal control standards state that management should design 
control activities to achieve objectives and respond to risks.2 These 
control activities should reasonably assure that transactions are 
completely and accurately recorded. 

Cause. Fiscal Service has not developed criteria to differentiate CIHO 
and funds held outside of Treasury or provided guidance to entities on 
how to report each of them. In addition, Fiscal Service has not developed 
a methodology for full-CARS reporters to report their CIHO to CARS. 

                                                                                                                       
1Full-CARS reporters refers to entities that submit classification information for a 
transaction through the source system in which the transaction occurs. 

2GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: September 2014).  
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Effect. By not developing reporting criteria for CIHO and funds held 
outside of Treasury as well as a methodology for certain entities to report 
CIHO in CARS, Fiscal Service is unable to obtain adequate information to 
substantiate that CIHO and funds held outside of Treasury are accurately 
and completely reported on the Schedules of the General Fund. 
Additionally, Fiscal Service is unable to determine where funds held 
outside of Treasury should be properly reported on the Schedules of the 
General Fund. 

Recommendation for Executive Action. The Commissioner of Fiscal 
Service should develop (1) reporting criteria for CIHO and funds held 
outside of Treasury and (2) a methodology for full-CARS reporters to 
report CIHO to CARS. (Recommendation 1) 

At the end of the fiscal year, Fiscal Service performs certain 
administrative procedures to create TASs for the next fiscal year. This 
includes coordinating with federal entities regarding TASs with expiring 
periods of availability for which entities expect a subsequent appropriation 
to be enacted with a new period of availability. Fiscal Service establishes 
such TASs with a new period of availability in CARS and refers to them 
as rollover accounts. Once established, rollover accounts may 
immediately receive funding via a transfer, which could then be available 
for entities to expend. Fiscal Service often establishes these TASs before 
the enactment of applicable appropriations, which provide the legal 
authority for these accounts. As a result, Fiscal Service is unable to 
review the legal authority for these rollover accounts when establishing 
them. 

Condition. During our audit, we found four active TASs, which Fiscal 
Service established during the account rollover process, that remained 
open despite not ultimately receiving legal authority. 

Criteria. Internal control standards state that management should design 
control activities to achieve objectives and respond to risks.3 These 
control activities should reasonably assure that all accounts available for 
federal entity use have legal authority to support the period of availability. 

Cause. Fiscal Service has not properly designed and implemented 
control activities to identify and close TASs established during the annual 

                                                                                                                       
3GAO-14-704G.  

TAS Legal Authority 
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fiscal year rollover process that do not subsequently have corresponding 
appropriations to support the period of availability. 

Effect. Without controls to identify and close TASs established during the 
annual fiscal year-end rollover process that are not eventually legally 
authorized, Fiscal Service increases the risk that federal entities 
inappropriately transfer funding to accounts without legal authority, which 
could result in the misuse of funding outside of the authorized period of 
availability. 

Recommendation for Executive Action. The Commissioner of Fiscal 
Service should design and implement controls to identify and close TASs 
established during the annual fiscal year-end rollover process that do not 
subsequently have corresponding appropriations supporting the period of 
availability. (Recommendation 2) 

Fiscal Service’s Treasury Disbursing Offices (TDO) process the majority 
of federal payments. They process payments using entity certified and 
submitted payment schedules. The Federal Reserve Bank or Fiscal 
Service groups the payment schedules into electronic payments or check 
vouchers that are recorded in the General Fund general ledgers. When 
payments are returned or canceled, they are referred to as postpayments 
and the following occurs: 

• a Federal Reserve Bank or Fiscal Service payment system generates 
a voucher that is recorded in the General Fund general ledgers to 
cancel the electronic or check payments and 

• Fiscal Service’s payment systems generate cancellation schedules to 
credit the federal entities by assigning the return or cancellation with 
the same agency location codes (ALC), TAS, and adjustment 
Business Event Type Code (BETC) as the original payment or to a 
Fiscal Service ALC and TAS so that Fiscal Service can credit the 
funds to the federal entity.4 

While the cancellation schedules provide detailed information on the 
postpayment transaction, the TDO postpayment vouchers recorded in the 

                                                                                                                       
4Postpayments usually result in crediting the federal entities’ Fund Balance with Treasury 
accounts through the assigned TAS and BETC as the entities were charged for the 
original payment when they certified and submitted the payment schedules. 
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General Fund general ledgers are at a summary level, and each 
postpayment voucher consists of one or multiple cancellation schedules.5 

Condition. During our audit, we found that electronic and check 
postpayment vouchers recorded in the general ledgers, which are 
included in the Cash In and Cash Out line items of the Schedules of the 
General Fund, could not be readily traced to the cancellation schedules 
that are credited to federal entities.6 Specifically, Fiscal Service does not 
have a process in place that would allow it to readily provide a direct link 
between the TDO postpayment voucher amounts recorded in the general 
ledgers and cancellation schedule(s). In addition, we found that the 
returned or canceled payments in the cancellation schedules could not be 
readily traced to federal entities’ TASs and adjustment BETCs for the 
original payments. While Fiscal Service can identify and provide 
information for specified postpayment vouchers and cancellation 
schedules, this is a manual, time-consuming process, which requires 
extensive research into multiple payment systems. 

Fiscal Service previously developed and implemented a systematic 
reconciliation that traces the original payment vouchers to payment 
schedules (which we previously reported as, but no longer consider, a 
contributing factor to a scope limitation). However, Fiscal Service did not 
include electronic and check postpayment activity in its reconciliation due 
to system limitations in traceability. Rather, Fiscal Service planned to 
address this through a more comprehensive long-term modernization 
effort referred to as the Post Payment Modernization Initiative. According 
to Fiscal Service, the goals of the initiative include streamlining and 
enhancing the transaction tracing process, including the ability to trace 
TDO postpayment activity. 

As part of this initiative, Fiscal Service plans to replace several of its 
legacy payment systems with a new system called Payment Information 
View of Transactions (PIVOT) by fiscal year 2025. Fiscal Service initially 
stated that PIVOT would have provided one source of data for payment 

                                                                                                                       
5Postpayment vouchers in the general ledgers also include activity related to offset or 
invalid check payments that Fiscal Service’s payment processing systems screened and 
canceled. Check payments are screened for offset payments related to delinquent debts, 
such as taxes or child support owed to federal entities or states. Check payments are also 
screened for invalid information, such as invalid payee name and address. The invalid and 
offset checks are included in cancellation schedule(s). 

6Postpayments include the vouchers for offset and invalid check payments and the 
resulting cancellation schedule(s). 
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records and would eliminate legacy systems’ obsolete processes, 
software, and technology, while increasing scalability for future 
expansion. However, at the end of fiscal year 2022, management decided 
that PIVOT would no longer include system enhancements to address the 
traceability issues for TDO postpayments and that Fiscal Service will 
continue to explore alternatives to address the traceability issues. 

Criteria. Internal control standards state that management should design 
control activities to achieve objectives and respond to risks.7 For financial 
reporting, such objectives include the existence, completeness, and 
accuracy of reported amounts. 

Cause. Fiscal Service experienced difficulties in linking the electronic and 
check postpayment vouchers to cancellation schedules and to the original 
payment due to the multiple payment systems that process and report 
transactions in various levels of detail. The postpayment vouchers 
recorded in the general ledgers are at a summary level and do not 
contain key information, such as the cancellation schedule numbers, that 
could facilitate the tracing of postpayment vouchers to the returns or 
cancellations that are credited to the federal entity. In addition, Fiscal 
Service’s payment systems cannot export postpayment data in a format 
usable for a systematic reconciliation, such as the one for electronic 
payments and check issuances. 

Effect. Without maintaining direct links between the postpayment 
vouchers, cancellation schedules, and TAS and BETC classifications for 
the returned or canceled payments, Fiscal Service cannot readily trace 
postpayment transactions to the canceled amounts that are credited to 
the federal entities. 

Recommendation for Executive Action. The Commissioner of Fiscal 
Service should develop and implement a mechanism to reasonably 
assure that postpayment voucher transactions recorded in the Schedules 
of the General Fund general ledgers are readily traceable to the 
cancellation schedules and the returned or canceled payments that are 
credited to federal entities. (Recommendation 3) 

  

                                                                                                                       
7GAO-14-704G. 

https://www.gao.gov/products/GAO-14-704G
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Cash activity for government-wide operations is presented in the Cash In 
and Cash Out line items on the Schedules of the General Fund. Cash 
transactions, which consist of collection, payment (including check 
issuances), and adjustment (such as corrections) vouchers, are recorded 
in three U.S. Standard General Ledger (USSGL) accounts.8 Since 
collections, payments, and adjustments are commingled within these 
three USSGL accounts, Fiscal Service manually classifies certain cash 
transaction types as Cash In and Cash Out as part of preparing the 
Schedules of the General Fund. 

Condition. During our audit, we found that Fiscal Service’s methodology 
did not include its rationale for manually classifying cash transaction types 
inconsistently. For example, adjustments to some collection transactions 
are offset within the same line item as the original transaction. However, 
adjustments to payment transactions are not consistently recorded within 
the same line item as the original transaction. Additionally, certain activity, 
such as payments related to federal entity taxes, is included in both the 
Cash In and Cash Out line items.9 

Criteria. Internal control standards state that management should design 
control activities to achieve objectives and respond to risks. For financial 
reporting, such objectives include properly classifying transactions within 
the financial statements.10 

Cause. Fiscal Service has not established an adequate methodology, 
including sufficient review procedures, to manually classify all cash 
transaction types to the Cash In and Cash Out line items on the 
Schedules of the General Fund. 

Effect. By not establishing an adequate methodology to classify all cash 
transaction types to the Cash In and Cash Out line items, Fiscal Service 

                                                                                                                       
8USSGL is a uniform chart of accounts and guidance for standardizing U.S. federal 
accounting. 

9Federal entity tax activity consists of entity tax payments to the Internal Revenue Service 
(e.g., withheld employee taxes, such as Social Security taxes) and Internal Revenue 
Service tax collections. While this activity does not result in cash movement and nets to 
zero at fiscal year-end, it increases both the Cash In and Cash Out line items.  

10GAO-14-704G. 
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risks inaccurately reporting the line items on the Schedules of the General 
Fund. 

Recommendation for Executive Action. The Commissioner of Fiscal 
Service should enhance the methodology for classifying cash activity, 
sufficient to support accurate reporting of line items on the Schedules of 
the General Fund, to include all transaction types as well as adequate 
review procedures. (Recommendation 4) 

Treasury has statutory authority to designate financial institutions as its 
financial agents under 12 U.S.C. § 90 and 12 U.S.C. § 265.11 Financial 
agents are responsible for operating various collection reporting programs 
to process, settle, and report collection transactions on behalf of the 
federal government.12 Fiscal Service designates and specifies its 
relationship with each financial agent through a Financial Agency 
Agreement (FAA). FAAs include a requirement for each financial agent to 
provide Fiscal Service with an annual certification attesting its compliance 
with the FAA and certain provisions, including compliance with internal 
control requirements. In fiscal year 2022, Fiscal Service updated its policy 
for overseeing financial agents and verifying that internal controls over 
collection reporting programs are effective. For fiscal year 2022, there 
were 11 FAAs for collection reporting programs relevant to the Schedules 
of the General Fund. 

Condition. During our audit, we found deficiencies with both Fiscal 
Service’s policy and the FAAs related to Fiscal Service’s oversight of its 
financial agents. Specifically, Fiscal Service’s policy does not clearly 
document how it verifies that internal control over financial reporting at the 
collection reporting programs are designed, implemented, and operating 
effectively. Although the policy requires a System and Organization 
Control (SOC-1®) report for eight of 11 collection reporting programs, it 
requires a Security Assessment Report (SAR) for the remaining three.13 
                                                                                                                       
11Financial institutions include banks under national banking associations and insured 
banks. 

12The majority of this cash activity is reported in the Cash In line item on the Schedules of 
the General Fund.  

13A SOC-1® report is an independent examination that relates to controls at a service 
organization (such as a financial agent) that are likely to be relevant to user entities’ 
internal control over financial reporting (such as Fiscal Service). A SAR documents the 
findings of the assessor and the recommendations for correcting any identified 
vulnerabilities in security controls. 
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However, a SAR does not report on the effectiveness of internal control 
over financial reporting. Furthermore, Fiscal Service has not yet updated 
the respective FAAs for five of the eight collection reporting programs to 
include the new SOC-1® requirement.14 

Additionally, Fiscal Service has not documented requirements related to 
(1) the SOC-1® report coverage period, (2) a bridge letter if necessary, 
and (3) report submission to Fiscal Service to permit timely review of the 
results. 

Criteria. Internal control standards state that management should 
establish and operate monitoring activities to monitor the internal control 
system and evaluate the results.15 

Cause. Fiscal Service has not developed sufficient requirements to 
effectively monitor its financial agents and reasonably assure that internal 
control over financial reporting are operating effectively for the collection 
reporting programs. 

Effect. Without sufficient requirements to monitor internal control over 
financial reporting for the collection reporting programs, Fiscal Service 
risks inaccurate and incomplete reporting of collection transactions on the 
Schedules of the General Fund. 

Recommendation for Executive Action. The Commissioner of Fiscal 
Service should enhance the design and implementation of the oversight 
policy and the FAAs to effectively monitor the financial agents. 
(Recommendation 5) 

Treasury has statutory authority to designate the Federal Reserve Banks 
(FRB) as its fiscal agents under 12 U.S.C. § 391. Fiscal agents are 
responsible for operating various systems to process, settle, and report 
cash transactions on behalf of the federal government. In some 
instances, an FRB initiates the transactions on behalf of certain entities 
using written instructions from authorized entity officials. 

                                                                                                                       
14While these five FAAs each have a clause that states that additional independent audits 
may be required, the new requirement has not been clearly documented. Fiscal Service 
indicated that it intends to update these FAAs with an annual requirement for the SOC-1® 
report during the next renewal period; however, some of these FAAs have extension 
periods that run until 2028.   

15GAO-14-704G. 
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Condition. During our audit, we found deficiencies with Fiscal Service’s 
policies and procedures related to its oversight of its fiscal agents. 
Specifically, Fiscal Service has not established sufficient policies and 
procedures to reasonably assure transactions FRBs recorded are 
accurate and complete, such as tests to verify that (1) the amounts and 
other data were recorded accurately in the FRB-operated systems and (2) 
the transaction files from these systems that are reported to CARS are 
complete. 

Criteria. Internal control standards state that management should 
establish and operate monitoring activities to monitor the internal control 
system and evaluate the results.16 

Cause. Fiscal Service has not developed sufficient requirements to 
effectively monitor its fiscal agents and reasonably assure internal control 
over financial reporting are operating effectively for the transactions 
recorded by the FRB. 

Effect. Without sufficient requirements to monitor internal control over 
financial reporting for the transactions FRB records, Fiscal Service risks 
inaccurate and incomplete reporting of collection and payment 
transactions on the Schedules of the General Fund. 

Recommendation for Executive Action. The Commissioner of Fiscal 
Service should design and implement policies and procedures to 
effectively monitor the fiscal agents. (Recommendation 6) 

                                                                                                                       
16GAO-14-704G. 

https://www.gao.gov/products/GAO-14-704G
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Table 1 shows the status of nine prior recommendations that remained 
open as of September 30, 2020, related to the Schedules of the General 
Fund. Fiscal Service took action to address four of these 
recommendations, and as of September 30, 2022, five of these prior 
recommendations remain open. The abbreviations used are defined in 
the legend at the end of the table. 

Table 1: Status of Prior Recommendations Related to the Schedules of the General Fund as of September 30, 2022 

Number Recommendation and analysis of corrective actions taken Status 
Identifying and tracing transactions in the Schedules of the General Fund general ledgers 
18-01 The Commissioner of Fiscal Service should develop and implement a mechanism to 

reasonably assure that all the journal entries recorded in the Schedules of the General 
Fund general ledgers can be readily identified and traced, such as through a unique 
identifier, to determine the effect of a transaction on all applicable general ledger accounts 
and line items of the Schedules of the General Fund, including the budget deficit. 
Actions taken: Fiscal Service is developing a long-term strategy to address this 
recommendation that primarily includes developing new reporting mechanisms for federal 
entities to report transactions and reclassifications at the appropriate level of detail for 
traceability. Furthermore, Fiscal Service’s ability to address this finding depends on 
converting any remaining entities to full-CARS reporters, which depends on entity 
cooperation. Fiscal Service anticipates resolving this recommendation in fiscal year 2027. 

Open 

18-02 The Commissioner of Fiscal Service should develop and implement a mechanism to 
reasonably assure that payment transactions recorded in the Schedules of the General 
Fund general ledgers capture all of the key information needed, including payment 
schedules if applicable, to readily trace transactions to the information certified by the 
federal agency. 
Actions taken: In fiscal year 2021, Fiscal Service developed and implemented a monthly 
process to readily identify and trace the electronic and check payment voucher amounts 
recorded in the General Fund general ledgers to the payment schedules that the federal 
entities certified. 

Closed 

18-03 The Commissioner of Fiscal Service should develop and implement additional reporting 
requirements with related guidance for federal agencies that better align with the General 
Fund financial reporting objectives and enable Fiscal Service to capture the effect of a 
transaction on all applicable general ledger accounts and line items of the Schedules of 
the General Fund, including the budget deficit. 
Actions taken: Fiscal Service developed additional BETCs for reporting direct and 
guaranteed loan financing activity to reflect the effect of these transactions in the 
Schedules of the General Fund if federal entities implemented them appropriately. 
However, federal entity implementation remains low and Fiscal Service continues to 
educate the entities on proper usage. Fiscal Service also began reviewing line items 
related to federal debt securities and other General Fund activity to determine the 
reporting requirements needed to capture the effect of this activity on the Schedules of the 
General Fund. Fiscal Service anticipates resolving this recommendation in fiscal year 
2025. 

Open 
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Number Recommendation and analysis of corrective actions taken Status 
Management’s monitoring of internal control over financial reporting 
18-05 The Commissioner of Fiscal Service should design and implement procedures to evaluate 

risks and monitor internal controls over financial reporting relevant to the Schedules of the 
General Fund. 
Actions taken: Fiscal Service has taken certain actions regarding its procedures to 
evaluate risk and monitor internal controls over financial reporting relevant to the 
Schedules of the General Fund. It has stated its commitment to continue addressing the 
remaining control deficiencies in this area. 

Open 

Agency-submitted information 
18-07 The Commissioner of Fiscal Service should develop and implement a mechanism for 

evaluating agencies’ use of BETCs based on the enhanced guidance. 
Actions taken: Fiscal Service mapped USSGL accounts to the related BETCs. This 
allowed Fiscal Service to develop an automated edit check within GTAS to help ensure 
that federal entities are implementing BETCs in accordance with guidance. 

Closed 

18-08 The Commissioner of Fiscal Service should design and implement procedures to (1) 
obtain and review supporting documentation for reported activity included on agency 
submission forms and (2) assess the overall completeness of federal agency activity 
reported on agency submission forms. 
Actions taken: Fiscal Service established procedures to obtain and review supporting 
documentation for reported activity included on entity submission forms. In addition, Fiscal 
Service implemented procedures to review federal entity audited financial statements and 
conduct a data call for unrecorded activity to ensure overall completeness of federal entity 
activity included in the General Fund’s general ledger at year-end. 

Closed 

Supporting account attributes of active TASs 
20-01 The Commissioner of Fiscal Service should design and implement procedures to 

periodically review and to maintain documentation to support account attributes for all 
active TASs to reasonably assure that activity recorded to each account is properly 
recognized in the Schedules of the General Fund. 
Actions taken: Fiscal Service is developing and implementing a procedure to review 
active TASs and to compile a standard support package for attributes assigned to them. In 
addition, Fiscal Service is developing criteria and procedures for assigning and 
maintaining BETCs available to active TASs. Fiscal Service anticipates resolving this 
recommendation by approximately fiscal year 2027. 

Open 

Account reconciliation requirements for federal entities 
20-02 The Commissioner of Fiscal Service should design and implement procedures to 

reasonably assure that federal agencies reconcile their account balances per their internal 
records to CARS at the appropriate detailed level to provide for accurate reporting of line 
items on the Schedules of the General Fund. 
Actions taken: Fiscal Service designed and implemented procedures to determine the 
impact of subsidiary-level account activity on the Schedules of the General Fund. Fiscal 
Service engaged with federal entities to obtain an understanding of the nature of the 
account activity and to reconcile the account balances at the subsidiary level in order to 
assess whether the account activity is accurately recorded on the Schedules of the 
General Fund. 

Closed 
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Number Recommendation and analysis of corrective actions taken Status 
Restricting access to TASs 
20-03 The Commissioner of Fiscal Service should establish controls to restrict access to TASs to 

only those federal agencies to which the account belongs. 
Actions taken: Fiscal Service is developing a plan to analyze federal entities’ TAS use 
and to validate the relationships. Fiscal Service also plans to develop a mechanism to 
restrict or detect inappropriate TAS use based on the approved TAS federal entity 
relationships. Fiscal Service anticipates resolving this recommendation in fiscal year 2027. 

Open 

Legend: 
BETC = Business Event Type Code 
CARS = Central Accounting Reporting System 
Fiscal Service = Bureau of the Fiscal Service 
General Fund = General Fund of the U.S. government 
GTAS = Governmentwide Treasury Account Symbol Adjusted Trial Balance System 
TAS = Treasury Account Symbol 
USSGL = U.S. Standard General Ledger 
Sources: Fiscal Service and GAO.  |  GAO-23-104786 

Note: Recommendations from GAO, Financial Audit: Bureau of the Fiscal Service’s FY 2020 
Schedules of the General Fund, GAO-21-362 (Washington, D.C.: Apr. 15, 2021). 
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As of September 30, 2022, Fiscal Service has taken action to address the 
10 recommendations specific to information systems that remained open 
from our audit of the fiscal year 2020 Schedules of the General Fund. 
Table 2 summarizes the actions taken to address each of these 10 
recommendations. The abbreviations used are defined in the legend at 
the end of the table. 

Table 2: Status of Prior Recommendations Related to Information Systems Relevant to the Schedules of the General Fund as 
of September 30, 2022 

Number Recommendation and analysis of corrective actions taken Status 
Access controls 
2018-02 We recommended that Fiscal Service should establish formal procedures to review audit 

logs and investigate abnormal events and activities for the ASAP application. 
Actions taken: Fiscal Service established formal procedures to review audit logs and 
investigate abnormal events and activities for the ASAP application. Specifically, it 
approved an ASAP procedure documenting auditable events logged by ASAP and routine 
reviews to investigate abnormal events and activities, such as a monthly review to identify 
role conflicts and a monthly review for extraordinary payments. 

Closed 

2018-04 We recommended that Fiscal Service should develop and implement procedures to ensure 
that accounts of users with developer access and accounts of users with access to migrate 
changes to the DSSV production environment are reviewed in accordance with agency 
requirements. 
Actions taken: Fiscal Service decommissioned DSSV in July 2021 and deployed STEM in 
the SPS as its replacement. 

Closed 

2018-05 We recommended that Fiscal Service should develop and implement a process to ensure 
that the recertification process for the DSSV application is being performed timely in 
accordance with agency requirements. 
Actions taken: Fiscal Service decommissioned DSSV in July 2021 and deployed STEM in 
the SPS as its replacement. 

Closed 

2018-06 We recommended that Fiscal Service should develop and implement documented 
procedures for granting, reviewing and recertifying, or revoking user access for the ASAP 
application. 
Actions taken: Fiscal Service approved and implemented the ASAP Federal Reserve 
Bank and Fiscal Service User Access procedure, which documents the process for 
granting, revoking, and recertifying on a quarterly basis user access for the ASAP 
application. 

Closed 

2018-09 We recommended that Fiscal Service should ensure that DSSV user accounts are 
deactivated in accordance with agency policy. 
Actions taken: Fiscal Service decommissioned DSSV in July 2021 and deployed STEM in 
the SPS as its replacement. 

Closed 

2019-03 We recommended that Fiscal Service should enhance access control procedures to 
reasonably assure that access is not granted prior to obtaining the required approval for 
DSSV. 
Actions taken: Fiscal Service decommissioned DSSV in July 2021 and deployed STEM in 
the SPS as its replacement. 

Closed 
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Number Recommendation and analysis of corrective actions taken Status 
2020-01 We recommended that Fiscal Service should enhance procedures for establishing and 

periodically reviewing user access privileges to reasonably assure that assigned privileges 
are commensurate to users’ job responsibilities for the CARS CTA module. 
Actions taken: Fiscal Service performed multiple actions to reasonably assure that 
assigned privileges are commensurate to users’ job responsibilities for the CARS CTA 
module. Specifically, Fiscal Service enhanced existing policies and procedures to include 
approval from the Cash Accounting Branch Manager for a CTA role that provides elevated 
access. Furthermore, Fiscal Service developed and implemented an annual process to 
ensure that this role is granted to users in accordance with their job functions and 
responsibilities. 

Closed 

Configuration management 
2019-04 We recommended that Fiscal Service should develop a process to reasonably assure that 

all change requests for DSSV are appropriately approved prior to implementation. 
Actions taken: Fiscal Service decommissioned DSSV in July 2021 and deployed STEM in 
the SPS as its replacement. 

Closed 

Segregation of duties 
2019-05 We recommended that Fiscal Service should enhance procedures to reasonably assure 

that incompatible activities are identified and documented for IPAC. 
Actions taken: Fiscal Service enhanced procedures to reasonably assure that 
incompatible activities are identified and documented for IPAC. Specifically, Fiscal Service 
completed identification of incompatible role combinations for application users in the IPAC 
Security Matrix. Additionally, it established a new quarterly review process over a role that 
provides elevated access. Furthermore, it developed procedures for the annual review and 
approval process of the IPAC Security Matrix. 

Closed 

Contingency planning 
2018-13 We recommended that Fiscal Service should develop and implement a process to ensure 

that all DSSV production servers are backed up in accordance with agency policies and 
procedures. 
Actions taken: Fiscal Service decommissioned DSSV in July 2021 and deployed STEM in 
the SPS as its replacement. 

Closed 

Legend: 
ASAP = Automated Standard Application for Payments 
CARS = Central Accounting Reporting System 
CTA = Classification Transactions and Accountability 
DSSV = Digital Signature Storage and Verification 
Fiscal Service = Bureau of the Fiscal Service 
IPAC = Intra-Governmental Payment and Collection 
SPS = Secure Payment System 
STEM = Secure Trust Enrollment Module 
Source: GAO.  |  GAO-23-104786 

Note: Recommendations from GAO, Management Report: Improvements Needed in the Bureau of 
the Fiscal Service’s Information System Controls Related to the Schedules of the General Fund, 
GAO-21-363RSU (Washington, D.C.: Apr. 15, 2021). 
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Table 3 shows the status of 20 information system control deficiencies 
relevant to the Schedules of the General Fund previously reported as part 
of the audit of the Department of the Treasury’s consolidated financial 
statements. Treasury took action to address 13 of these deficiencies and 
as of September 30, 2022, seven of the deficiencies remain open. The 
abbreviations used are defined in the legend at the end of the table. 

Table 3: Status of Information System Control Deficiencies Related to the Schedules of the General Fund Previously Reported 
as Part of the Audit of the Department of the Treasury’s Consolidated Financial Statements as of September 30, 2022 

Number Deficiency description Control category Status 
1 Improvements are needed in controls over management’s 

semiannual review and recertification of PIR developers’ access. 
Access controls Closed 

2 SPS periodic user access review needs improvement. Access controls Closed 
3 Treasury Web Application Infrastructure users’ access 

recertification needs improvement. 
Access controls Closed 

4 PIR user termination control needs improvement. Access controls Closed 
5 UNIX Mid-Tier password control needs improvement. Access controls Closed 
6 Lack of approval for PIR emergency changes. Configuration management Closed 
7 Baseline process over the UNIX Mid-Tier environment needs 

improvement. 
Configuration management Open 

8 Lack of audit log policies and procedures for payment system 
production database and production UNIX servers and lack of 
database security audit log reviews. 

Access controls Open 

9 UNIX Mid-Tier periodic user access review is not consistently 
performed. 

Access controls Closed 

10 Mainframe security software configuration baseline settings for 
the mainframe have not been established consistent with the 
Defense Information Systems Agency Security Technical 
Implementation Guide requirements to prevent unauthorized 
access. 

Access controls Open 

11 Excessive privileged access that violates the principle of least 
privilege is allowed on the mainframe. 

Access controls Open 

12 Logging and monitoring controls for the mainframe are not fully 
implemented to detect unauthorized activity. 

Access controls Closed 

13 Controls over the mainframe operating system security 
configuration settings are not restrictive to prevent unauthorized 
access to the mainframe production data and resources. 

Access controls Open 

14 Mainframe security control documentation needs improvement. Configuration management Open 
15 UNIX Mid-Tier contingency plan needs improvement. Contingency planning Closed 
16 UNIX Mid-Tier information system component inventory was not 

complete and accurate. 
Access controls Open 

17 PIR periodic user review needs improvement. Access controls Closed 
18 UNIX Mid-Tier vulnerability management needs improvement. Security management Closed 
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Number Deficiency description Control category Status 
19 PIR and SPS activation and deactivation of user access needs 

improvement. 
Access controls Closed 

20 PIR audit events review needs improvement. Access controls Closed 

Legend: 
Fiscal Service = Bureau of the Fiscal Service 
PIR = Payments Information Repository 
SPS = Secure Payment System 
Source: GAO analysis of Treasury audit results.  |  GAO-23-104786 

Notes: The UNIX Mid-Tier hosts PIR and SPS applications. 
The mainframe mentioned hosts the Payment Automation Manager and the Payments, Claims, and 
Enhanced Reconciliation applications. 
The Treasury Web Application Infrastructure mentioned in number three hosts the Central Accounting 
Reporting System, Collections Information Repository, Treasury Check Information System, 
Automated Standard Application for Payments, Shared Accounting Module, Intra-Governmental 
Payment and Collection, and International Treasury Services applications. 
See Department of the Treasury, Office of Inspector General, Financial Management: Management 
Report for the Audit of the Department of the Treasury’s Consolidated Financial Statements for Fiscal 
Years 2021 and 2020, OIG-22-026 (Washington, D.C.: Dec. 22, 2021), and Financial Management: 
Management Report for the Audit of the Department of the Treasury’s Consolidated Financial 
Statements for Fiscal Years 2022 and 2021, OIG-23-019 (Washington, D.C.: Dec. 21, 2022). 
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