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Dedicated Leadership Needed to Address Limited
Progress in Most High-Risk Areas

What GAO Found

Overall ratings in 2021 for 20 of GAO’s 2019 high-risk areas remain unchanged,
and five regressed. Seven areas improved, one to the point of removal from the
High-Risk List. Two new areas are being added, bringing our 2021 High-Risk List
to 36 areas. Where there has been improvement in high-risk areas,
congressional actions, in addition to those by executive agencies, have been
critical in spurring progress.

GAO is removing Department of Defense (DOD) Support Infrastructure
Management from the High-Risk List. Among other things, DOD has more
efficiently utilized military installation space; reduced its infrastructure footprint
and use of leases, reportedly saving millions of dollars; and improved its use of
installation agreements, reducing base support costs

GAO is narrowing the scope of three high-risk areas by removing segments of
the areas due to progress that has been made. The affected areas are: (1)
Federal Real Property (Costly Leasing) because the General Services
Administration has reduced its reliance on costly leases and improved monitoring
efforts; (2) DOD Contract Management (Acquisition Workforce) because DOD
has significantly rebuilt its acquisition workforce; and (3) Management of Federal
Oil and Gas Resources (Offshore Oil and Gas Oversight) because the
Department of the Interior's Bureau of Safety and Environmental Enforcement
has implemented reforms improving offshore oil and gas oversight.

National Efforts to Prevent, Respond to, and Recover from Drug Misuse is being
added to the High-Risk List. National rates of drug misuse have been increasing,
and drug misuse has resulted in significant loss of life and harmful effects to
society and the economy. GAO identified several challenges in the federal
government’s response, such as a need for greater leadership and coordination
of the national effort, strategic guidance that fulfills all statutory requirements, and
more effective implementation and monitoring.

Emergency Loans for Small Businesses also is being added. The Small Business
Administration has provided hundreds of billions of dollars’ worth of loans and
advances to help small businesses recover from adverse economic impacts
created by COVID-19. While loans have greatly aided many small businesses,
evidence of fraud and significant program integrity risks need much greater
oversight and management attention.

Nine existing high-risk areas also need more focused attention (see table).

2021 High-Risk List Areas Requiring Significant Attention

High-risk areas that regressed since 2019 High-risk areas that need additional attention

USPS Financial Viability IT Acquisitions and Operations

Decennial Census Limiting the Federal Government’s Fiscal Exposure
by Better Managing Climate Change Risks

Ensuring the Cybersecurity of the Nation U.S. Government’s Environmental Liability

Strategic Human Capital Management Improving Federal Oversight of Food Safety

EPA’s Process for Assessing and Controlling
Toxic Chemicals

Source: GAO. | GAO-21-119SP
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GAO’s 2021 High-Risk List

High-risk area Change since 2019
Strengthening the Foundation for Efficiency and Effectiveness

Strategic Human Capital Management d
Managing Federal Real Property? 0
Funding the Nation’s Surface Transportation System® ¢ n/a

Modernizing the U.S. Financial Regulatory System®

Resolving the Federal Role in Housing Finance®

USPS Financial Viability?

Management of Federal Oil and Gas Resources?

Limiting the Federal Government’s Fiscal Exposure by Better Managing Climate Change Risks®
Improving the Management of IT Acquisitions and Operations

Improving Federal Management of Programs That Serve Tribes and Their Members

Decennial Census

U.S. Government’s Environmental Liability?

Emergency Loans for Small Businesses (new)°® n/a
Transforming DOD Program Management

@ < 0:0:0: 0 0 0

DOD Weapon Systems Acquisition °
DOD Financial Management T
DOD Business Systems Modernization °
DOD Approach to Business Transformation °
Ensuring Public Safety and Security

Government-wide Personnel Security Clearance ProcessP T
Ensuring the Cybersecurity of the Nation® 0
Strengthening Department of Homeland Security Management Functions °
Ensuring the Effective Protection of Technologies Critical to U.S. National Security Interests °
Improving Federal Oversight of Food Safety® °
Protecting Public Health through Enhanced Oversight of Medical Products °
Transforming EPA’s Process for Assessing and Controlling Toxic Chemicals 0
National Efforts to Prevent, Respond to, and Recover from Drug Misuse (new)® n/a
Managing Federal Contracting More Effectively

VA Acquisition Management? n/a
DOE’s Contract and Project Management for the National Nuclear Security Administration and Office of T
Environmental Management

NASA Acquisition Management 0
DOD Contract Management?

Assessing the Efficiency and Effectiveness of Tax Law Administration

Enforcement of Tax Laws® °
Modernizing and Safeguarding Insurance and Benefit Programs

Medicare Program & Improper Payments® °
Strengthening Medicaid Program Integrity® °
Improving and Modernizing Federal Disability Programs °
Pension Benefit Guaranty Corporation Insurance Programs® ¢ n/a
National Flood Insurance Program® °
Managing Risks and Improving VA Health Care® 0

« ilfldi(t:)?t?s area progressed on one or more criteria since 2019; 4 indicates area declined on one or more criteria; e indicates no change; n/a = not
applicable

Source: GAO. | GAO-21-119SP
@Ratings for a segment within this high-risk area improved sufficiently that the segment was removed.
bLegislation is likely to be necessary in order to effectively address this high-risk area.
°Not rated, because this high-risk area is newly added or primarily involves congressional action.
dRated for the first time, because this high-risk area was newly added in 2019.
°Only rated on one segment; we did not rate other elements of the Medicare program.
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U.S. GOVERNMENT ACCOUNTABILITY OFFICE
A Century of Non-Partisan Fact-Based Work

441 G St. N.W.
Washington, DC 20548

March 2, 2021

The Honorable Gary C. Peters

Chairman

The Honorable Rob Portman

Ranking Member

Committee on Homeland Security and Governmental Affairs
United States Senate

The Honorable Carolyn B. Maloney
Chairwoman

The Honorable James Comer
Ranking Member

Committee on Oversight and Reform
House of Representatives

Since the early 1990s, our high-risk program has focused attention on
government operations with greater vulnerabilities to fraud, waste, abuse,
and mismanagement, or that are in need of transformation to address
economy, efficiency, or effectiveness challenges. This effort, supported
by the Senate Committee on Homeland Security and Governmental
Affairs and by the House of Representatives Committee on Oversight and
Reform, has brought much needed attention to problems impeding
effective government and costing billions of dollars each year.

We have made hundreds of recommendations to reduce the
government’s high-risk challenges. Executive agencies either have
addressed or are addressing many of them and, as a result, progress is
being made in a number of areas.

Congress also continues to take important actions. For example,
Congress has enacted a number of laws in recent years that are helping
to make progress on high-risk issues. Financial benefits to the federal
government due to progress in addressing high-risk areas over the past
15 years (fiscal year 2006 through fiscal year 2020) totaled nearly $575
billion or an average of about $38 billion per year. Since our last update in
2019, we recorded approximately $225 billion in financial benefits. "

1Financial benefits are based on actions taken in response to our work, such as reducing
government expenditures, increasing revenues, or reallocating funds to other areas.
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Nonetheless, substantial efforts are needed on high-risk areas to achieve
greater progress and to address regression in some areas since the last
high-risk update in 2019. Tens of billions of dollars in additional benefits
and substantial improvements to the health, well-being, and security of
the nation would be achieved by fully addressing high-risk issues.
Sustained congressional attention and executive branch leadership
remain key to success.

The nation faces unprecedented challenges that require the federal
government to perform better, be more responsive to the American
people, and achieve greater results. Major issues facing the nation
include the Coronavirus Disease 2019 (COVID-19) pandemic, economic
downturns and the federal response, race in America, and the federal
government’s ability to meet these and other strategic challenges and
perform better.2 Concerted action on High-Risk List areas is vital to build
the capacity of the federal government and make progress on the current
and emerging challenges facing the nation.

We are issuing this year’s High-Risk Report while the federal government
and the country continue to respond to and recover from the COVID-19
pandemic. In addition to catastrophic loss of life, the pandemic has
caused substantial damage to the economy, with many people
temporarily or permanently unemployed. Moreover, the surge in cases
this winter has overwhelmed the health care system in multiple areas
across the country.

The CARES Act includes a provision for us to conduct monitoring and
oversight of the federal government’s efforts to prepare for, respond to,
and recover from the COVID-19 pandemic.3 As of January 2021, we had
issued six reports in response to this provision, made 44
recommendations to federal agencies, and raised four matters for
congressional consideration to improve the federal government’s

2We also highlight our work on these issues on our Presidential and Congressional
Transition website at https://www.gao.gov/presidential_and_congressional_transition/.

SPub. L. No. 116-136, § 19010, 134 Stat. 281, 579-81 (2020).
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response efforts.4 Agencies agreed with some of these recommendations
and disagreed with others. We maintain that all our recommendations are
warranted. We also have other work under way that addresses the
government’s response and recovery activities.5

We urge Congress and the administration to take swift action in
implementing these recommendations and matters. We will continue to
provide ongoing oversight of the federal government’s pandemic
response and recovery efforts. This report discusses the Department of
Health and Human Services’ (HHS) leadership and coordination of public
health emergencies as an emerging issue meriting close attention.

COVID-19 has particularly affected several areas on the High-Risk List,
including the Decennial Census, Protecting Public Health through
Enhanced Oversight of Medical Products, Improving and Modernizing
Federal Disability Programs, Enforcement of Tax Laws, and others. The
effects of COVID-19 on individual high-risk areas are discussed further in
appendix Il, where we discuss the status of each high-risk area.

This report describes (1) progress made addressing high-risk areas and
the reasons for that progress, and (2) actions that are still needed. It also
identifies two new high-risk areas—National Efforts to Prevent, Respond
to, and Recover from Drug Misuse and Emergency Loans for Small
Businesses—and one high-risk area we removed from the list because it
demonstrated sufficient progress in managing risk—Department of
Defense (DOD) Support Infrastructure Management.

4GAO, COVID-19: Critical Vaccine Distribution, Supply Chain, Program Integrity, and
Other Challenges Require Focused Federal Attention, GAO-21-265 (Washington, D.C.:
Jan. 28, 2021); COVID-19: Urgent Actions Needed to Better Ensure an Effective Federal
Response, GAO-21-191 (Washington, D.C.: Nov. 30, 2020); COVID-19: Federal Efforts
Accelerate Vaccine and Therapeutic Development, but More Transparency Needed on
Emergency Use Authorizations, GAO-21-207 (Washington D.C.: Nov. 17, 2020); COVID-
19: Federal Efforts Could Be Strengthened by Timely and Concerted Actions,
GAO-20-701 (Washington, D.C.: Sep. 21, 2020); COVID-19: Brief Update on Initial
Federal Response to the Pandemic, GAO-20-708 (Washington, D.C.: Aug. 31, 2020); and
COVID-19: Opportunities to Improve Federal Response and Recovery Efforts,
GAO-20-625 (Washington, D.C.: June 25, 2020).

5For more information on our ongoing review of the federal response to the COVID-19
pandemic and oversight of related spending, see https://www.gao.gov/coronavirus/.
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How We Identify and
Rate High-Risk Areas

This report is based primarily on reports we had issued as of mid-January
2021.

To determine which federal government programs and functions should
be designated high risk, we use our guidance document, Determining
Performance and Accountability Challenges and High Risks.6

We consider qualitative factors, such as whether the risk

« involves public health or safety, service delivery, national security,
national defense, economic growth, or privacy or citizens’ rights, or

« could result in significantly impaired service; program failure; injury or
loss of life; or significantly reduced economy, efficiency, or
effectiveness.

We also consider the exposure to loss in monetary or other quantitative
terms. At a minimum, $1 billion must be at risk, in areas such as the value
of major assets being impaired; revenue sources not being realized;
major agency assets being lost, stolen, damaged, wasted, or
underutilized; potential for, or evidence of, improper payments; and
presence of contingencies or potential liabilities.

Before making a high-risk designation, we also consider corrective
measures planned or under way to resolve a material control weakness
and the status and effectiveness of these actions.

Our experience has shown that the key elements needed to make
progress in high-risk areas are top-level attention by the administration
and agency leaders grounded in the five criteria for removal from the
High-Risk List, as well as any needed congressional action. The five
criteria for removal are as follows:

« Leadership commitment. Demonstrated strong commitment and top
leadership support.

« Capacity. Agency has the capacity (i.e., people and resources) to
resolve the risk(s).

« Action plan. A corrective action plan exists that defines the root
cause and solutions and provides for substantially completing

8GAOQ, Determining Performance and Accountability Challenges and High Risks,
GAO-01-159SP (Washington, D.C.: November 2000).
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corrective measures, including steps necessary to implement
solutions we recommended.

« Monitoring. A program has been instituted to monitor and
independently validate the effectiveness and sustainability of
corrective measures.

« Demonstrated progress. Ability to demonstrate progress in
implementing corrective measures and in resolving the high-risk area.

We add clarity and specificity to our assessments by rating each high-risk
area’s progress on the five criteria and use the following definitions:

« Met. Actions have been taken that meet the criterion. There are no
significant actions that need to be taken to further address this
criterion.

« Partially met. Some, but not all, actions necessary to meet the
criterion have been taken.

« Not met. Few, if any, actions toward meeting the criterion have been
taken.

Figure 1 shows a visual representation of varying degrees of progress in
each of the five criteria for a high-risk area. Each point of the star
represents one of the five criteria for removal from the High-Risk List and
each ring represents one of the three designations: not met, partially met,
or met.

An unshaded point at the innermost ring means that the criterion has not
been met, a partially shaded point at the middle ring means that the
criterion has been partially met, and a fully shaded point at the outermost
ring means that the criterion has been met. Further, a plus symbol inside
the star indicates the rating for that criterion progressed since our last
high-risk update. Likewise, a minus symbol inside the star indicates the
rating for that criterion declined since our last update.
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Changes to the 2021
High-Risk List

Figure 1: lllustrative Example of High-Risk Progress Criteria Ratings
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MONITORING ACTION PLAN

@ Progressed since 2019 @ Declined since 2019

Source: GAO analysis. | GAO-21-119SP

Some high-risk areas are made up of segments or subareas that make up
the overall high-risk area. For example, the high-risk area Protecting
Public Health through Enhanced Oversight of Medical Products includes
two segments—Response to Globalization and Drug Availability—to
reflect two interrelated parts of the overall high-risk area.

Multidimensional high-risk areas such as these have separate ratings for
each segment as well as a summary rating of the overall high-risk area
that reflects a composite of the ratings received under the segment for
each of the five high-risk criteria. High-risk areas that are primarily based
on the need for congressional action are not rated on the criteria and do
not receive a star graphic.

DOD Support Infrastructure Management is being removed from the list
due to the progress that was made in addressing the issue. As we have
with areas previously removed from the High-Risk List, we will continue to
monitor this area to ensure that the improvements we have noted are
sustained. If significant problems again arise, we will consider reapplying
the high-risk designation.

As discussed below, we added two areas to the High-Risk List since our

2019 update: National Efforts to Prevent, Respond to, and Recover from
Drug Misuse; and Emergency Loans for Small Businesses.
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In addition to specific areas that we have designated as high risk, other
important challenges facing our nation merit continuing close attention.
One of these is HHS’s leadership and coordination of public health
emergencies. Another challenge is the management of the federal prison
system, including programs that help inmates prepare for a successful
return to the community.

DOD Support
Infrastructure
Management Removed
from the High-Risk List

We are removing the DOD Support Infrastructure Management high-risk
area as DOD has addressed the remaining actions and outcomes from
our 2019 High-Risk Report. For example, under an Office of Management
and Budget (OMB) program to restrict the growth of excess or
underutilized federal properties, DOD contributed to reductions of 68
percent of total government-wide office and warehouse space and 75
percent of other government-wide properties.

DOD also reduced base support costs by implementing our October 2018
recommendations to monitor and evaluate use of intergovernmental
support agreements between military installations and local governments.
In addition, DOD more efficiently utilized installation space through its
reduction of leases, reportedly saving millions of dollars. For example, the
Army reduced its leased footprint in the National Capital Region from a
peak of 3.9 million square feet in 2011 to roughly 1 million square feet as
of September 2019.

DOD is also well positioned for the future to continue improving its
support infrastructure management as it formally committed in October
2019 to implement our remaining recommendations related to future Base
Realignment and Closure rounds. These recommendations included fully
identifying the cost requirements for military construction, information
technology (IT), and relocating personnel and equipment.

DOD continues to correct identified real property data discrepancies by
issuing new requirements and processes. For example, the Air Force has
established a data quality program with a goal of 100 percent accuracy by
September 2023, which will help make further improvements to accuracy
and completeness of its data moving forward.

While we are removing DOD Support Infrastructure from the High-Risk
List, it does not mean DOD has addressed all risk within this area. It
remains important that senior leaders continue their efforts to align
infrastructure with the needs of the forces. Therefore, we will continue to
examine DOD’s efforts, including improving the completeness and
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accuracy of its real property data as part of our high-risk areas on
Managing Federal Real Property and DOD Financial Management.

See appendix Il for additional detail on this high-risk area.

National Efforts to Prevent,
Respond to, and Recover
from Drug Misuse Added
to the High-Risk List

Drug misuse—the use of illicit drugs and the misuse of prescription
drugs—has been a persistent and long-standing public health issue in the
United States. Ongoing efforts seek to address drug misuse through
education and prevention, substance use disorder treatment, law
enforcement and drug interdiction, and programs that serve populations
affected by drug misuse. These efforts involve federal, state, local, and
tribal governments as well as community groups and the private sector.

Drug misuse represents a serious risk to public health. It has resulted in
significant loss of life and harm to society and the economy. In recent
years, the federal government has spent billions of dollars and has
enlisted more than a dozen agencies to address drug misuse and its
effects.

We determined in March 2020 that this issue is high risk. At that time, in
consideration of the challenges from the onset of the COVID-19
pandemic, we reported we would be making the high-risk designation
effective in 2021. We also noted that the public health and economic
effects from the COVID-19 pandemic could fuel contributing factors of
drug misuse, such as unemployment.

In December 2020, the Centers for Disease Control and Prevention
(CDC) reported, based on its analysis of National Center for Health
Statistics provisional data, that the largest recorded increase of drug
overdose deaths occurred during the 12-month period ending in May
2020. In particular, CDC reported a concerning acceleration of the
increase in drug overdose deaths from March 2020 to May 2020,
coinciding with the implementation of widespread mitigation measures for
the COVID-19 pandemic.

Even before the COVID-19 pandemic, rates of drug misuse had
increased from 2002 through 2019, and the rates of drug overdose
deaths had also generally increased nationally from the early 2000s
through 2019. Although the rate of drug overdose deaths in 2018
decreased compared to 2017, this improvement was reversed in 2019, as
shown in figure 2.
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|
Figure 2: Rate of Drug Overdose Deaths in the United States, 2002—2019

Drug overdose deaths per 100,000 people
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Source: GAO analysis of Centers for Disease Control and Prevention (CDC) National Center for Health Statistics data. | GAO-21-119SP

Note: CDC adjusts drug overdose death rates for age and the population size to control for the
changing age distribution and size of the population, and thereby allows comparisons of rates over
time. Data are not yet available for all of 2020. However, in December 2020, CDC reported, based on
its analysis of National Center for Health Statistics provisional data, that the largest recorded increase
of drug overdose deaths occurred during the 12-month period ending in May 2020.

The Office of National Drug Control Policy (ONDCP) is responsible for
overseeing and coordinating the implementation of U.S. drug control
policy, including developing the National Drug Control Strategy (Strategy).
ONDCP produced the Strategy in 2019 and 2020, but neither iteration
contained all the elements required by law. For example, the 2020
Strategy did not include the required 5-year projection for the National
Drug Control Program and budget priorities. It also did not include
estimates of federal funding or other resources needed to achieve each of
the Strategy’s long-range quantifiable goals.

Furthermore, in November 2020, we found that the 2020 National Drug
Control Assessment, a companion document to the Strategy, did not
include complete information on performance measures for a number of
programs related to the Strategy’s prevention goals. Across our body of
work, we have made recommendations to ONDCP and other National
Drug Control Program agencies to help ensure that future iterations of the
Strategy include all statutorily required elements and to ensure effective,
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sustained implementation of the Strategy. Agencies have generally
agreed with our recommendations.

Our past work also found that the federal government has faced barriers
to increasing treatment capacity and that treatment availability for
substance use disorders has not kept pace with needs. For example, we
reported in December 2020 that, according to stakeholders, barriers to
expanding substance use disorder treatment include shortages in the
treatment workforce, insurance reimbursement and payment models,
federal and state requirements, and stigma.

According to Substance Abuse and Mental Health Services
Administration data as of May 2020, nearly one-third of counties (31
percent) had no facilities offering any level of substance use disorder
treatment. Additionally, overdose death rates vary in counties across the
nation—for example, in 2017, 1,354 counties (43.2 percent of counties)
had estimates of more than 20 drug overdose deaths per 100,000 people,
including 448 counties with rates that were significantly higher than this
amount.

We have also reported on agency efforts to ensure legitimate access to
pain medication amid initiatives to reduce drug misuse. For example, we
have reported on the role of provider education in improving access to
prescription pain relievers for patients with a legitimate need for pain
relief.

Addressing the drug misuse crisis also requires the capacity to address
the effects of drug misuse on individuals and society. For example, as we
reported in May 2020, providing clearer direction on the role of states and
use of grant funding to address the employment and training needs of
those affected by substance use disorders could help ensure the
economic well-being of communities affected by drug misuse.

Furthermore, our past work has identified gaps in the availability and
reliability of data for measuring the federal government’s progress to
address drug misuse. For example, while ONDCP has made some efforts
to support and improve existing data sources, ONDCP has not taken
action to lead a review of these data to identify ways to improve the
timeliness, accuracy, and accessibility of fatal and nonfatal overdose
data.

Maintaining sustained attention to preventing, responding to, and
recovering from drug misuse will be challenging in the coming months as
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many of the federal agencies responsible for addressing drug misuse are
currently focused on addressing the COVID-19 pandemic. This makes
developing and implementing a coordinated, strategic approach even
more important as agencies’ resources are also being diverted, in part, to
pandemic priorities.

See appendix Il for additional detail on this high-risk area, including more
details on actions that need to be taken.

Emergency Loans for
Small Businesses Added
to the High-Risk List

In an effort to quickly help small businesses adversely affected by
COVID-19, Congress created the Paycheck Protection Program (PPP)
and expanded eligibility for Economic Injury Disaster Loans (EIDL). PPP
loans are low interest and fully forgivable if, among other things, a certain
percentage was spent for payroll costs.

EIDLs are low-interest loans of up to $2 million for operating and other
expenses. In addition, in March 2020, Congress created a new
component of the EIDL program—advances of up to $10,000 that do not
need to be repaid.

Between March and December 2020, the Small Business Administration
(SBA), which administers both programs, made or guaranteed more than
14.7 million loans and grants totaling about $744 billion. This far
exceeded its regular levels of lending. In December 2020, Congress
appropriated an additional $284 billion for PPP and $20 billion for a
targeted EIDL advance program for certain small businesses in low-
income communities.

While millions of small businesses have benefited from these programs,
the speed with which they were implemented left SBA with limited
safeguards to identify and respond to program risks, including
susceptibility to improper payments and potential fraud. Since June 2020,
we have reported on the potential for fraud in both PPP and EIDL. As a
result, we have determined that these programs are high risk because of
their potential for fraud, significant program integrity risks, and need for
much greater program management and oversight.

We reported in June 2020 that to streamline both programs, the CARES
Act and SBA relaxed some approval requirements. For example, SBA’s
initial interim final rule allows lenders to rely on borrower certifications to
determine the borrower’s eligibility for PPP. We noted that reliance on
self-certifications can leave a program vulnerable to exploitation by those
who wish to circumvent eligibility requirements or pursue criminal
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activities. Therefore, we recommended that SBA develop and implement
plans to identify and respond to risks in PPP to ensure program integrity,
achieve program effectiveness, and address potential fraud.

SBA neither agreed nor disagreed with our recommendation at that time.
However, in early December 2020, SBA officials said the agency had
completed oversight plans and provided a document that SBA
characterized as an overview of these plans. SBA provided a more
detailed document in late December 2020, but that document did not
contain detailed policies and procedures for some loan reviews or loan
forgiveness reviews. According to SBA officials, these were in the
process of being updated.

Consistent with our recommendation, the Consolidated Appropriations
Act, 2021, requires SBA to submit to the Senate and House Small
Business Committees an audit plan that details the policies and
procedures for conducting forgiveness reviews and audits of PPP loans
within 45 days of enactment and to provide monthly updates thereafter.”

In January 2021, we reported that SBA data on businesses’ self-reported
industries showed that the agency approved EIDL loans and advances for
potentially ineligible businesses. For example, as of September 30, 2020,
SBA had approved at least 3,000 loans totaling about $156 million to
potentially ineligible businesses in industries, such as real estate
development and multilevel marketing, that SBA policies state were
ineligible for the EIDL program. Therefore, we recommended that SBA
develop and implement portfolio-level data analytics across EIDL loans
and advances made in response to COVID-19 as a means to detect
potentially ineligible and fraudulent applications.

SBA neither agreed nor disagreed with our recommendation. SBA stated
that a business being in one of the categories we deemed ineligible does
not automatically mean the business was ineligible. However, we did not
state that the businesses were automatically ineligible. The type of
analysis we conducted is intended to flag potential cases of ineligible
borrowers for additional oversight. SBA did not indicate in its response

7Pub. L. No. 116-260, div. N, § 307(a)(3), 134 Stat. 1182, 1998 (2020). The audit plan is
to also detail the metrics that SBA will use to determine which loans will be audited.
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any plans to conduct such an analysis. We maintain that portfolio-level
data analytics could improve SBA’s management of fraud risk.

In December 2020, Congress appropriated an additional $20 billion for
targeted EIDL advances.8 The advances are restricted to certain eligible
companies that are located in low-income communities, have suffered an
economic loss of more than 30 percent, and have no more than 300
employees. Congress also required SBA to perform eligibility verification
for advances and permitted SBA to require additional information, such as
tax returns, from applicants for loans and advances as part of its
verification.

As we reported in November 2020, it is especially important for agencies
with large appropriated amounts, like SBA, to quickly estimate their
improper payments, identify root causes, and develop corrective actions
when there are concerns about the possibility of widespread improper
payments, such as from fraudulent activity. Because SBA had not done
so for PPP, we recommended that SBA expeditiously estimate improper
payments and report estimates and error rates for PPP.

SBA neither agreed nor disagreed with our recommendation at that time.
In response to our recommendation, SBA stated that it was planning to
conduct improper payment testing for PPP. However, the agency has not
provided documentation of its plans for testing, including estimates of
improper payments and error rates for PPP.

In December 2020, SBA’s independent financial statement auditor issued
a disclaimer of opinion on SBA’s consolidated financial statements as of
and for the year ended September 30, 2020, meaning the auditor was
unable to express an opinion due to insufficient evidence. As the basis for
the disclaimer, the auditor stated that SBA was unable to provide
adequate documentation to support a significant number of transactions
and account balances related to PPP and EIDL due to inadequate
processes and controls.

Finally, as we have reported since June 2020, SBA’s failures to provide
data and documentation on a timely basis for PPP and EIDL have
impeded our efforts to evaluate the programs. As of January 2021, we
continued to experience delays in obtaining key information from SBA,
including detailed oversight plans and documentation for estimating

8Pub. L. No. 116-260, div. N, §§ 323(d)(1)(D), 331, 134 Stat. at 2021, 2043-2045.
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improper payments. The Consolidated Appropriations Act, 2021, requires
SBA to respond to requests from GAO within 15 days (or such later date
as the Comptroller General may provide) or report to Congress on the
reasons for the delay.®

See appendix Il for additional detail on this high-risk area, including more
details on actions that need to be taken.

Emerging Issues
Requiring Close Attention

HHS’s Leadership and
Coordination of Public Health
Emergencies

In addition to specific areas that we have designated as high risk, we
have ongoing and planned work on two other major issues—HHS’s
leadership and coordination of public health emergencies and the
management of the federal prison system—that may lead us to designate
the issues as high risk when that work is completed.

HHS is the federal agency charged with leading and coordinating the
preparedness for, response to, and recovery from public health and
medical emergencies, whether naturally occurring or intentional.

The current pandemic has underscored concerns that we have previously
raised with HHS’s leadership and coordination of public health
emergencies. Through our previous work on public health emergencies
and the current pandemic, we have made a number of recommendations
to HHS, many of which are reflected in these four principles of an
effective response.

Establish clear goals and define roles and responsibilities among
those responding to a crisis. The unprecedented scale of the COVID-
19 pandemic, and the whole-of-government response required to address
it, highlight the critical importance of clearly defining the roles and
responsibilities for the wide range of federal departments and other key
players involved when preparing for pandemics and addressing
unforeseen emergencies.

In September 2020, we reported that many medical supply management
responsibilities that have been shared between multiple agencies are now
transitioning to HHS. We found that transition planning efforts are under
way, but have not yet culminated in a written plan.

We recommended that HHS immediately document roles and
responsibilities for supply chain management functions transitioning to

9Pub. L. No. 116-260, div. N, § 321, 134 Stat. at 2017.
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HHS, including continued support from other federal partners. HHS
disagreed with this recommendation. We maintain that our
recommendation is warranted.

Further, in January 2021, we found that HHS had yet to develop a
process for engaging with key stakeholders on a supply strategy. These
stakeholders, including state and territorial governments and the private
sector, have a shared role for providing supplies during a pandemic. We
recommended that HHS develop such a process. HHS generally
concurred with our recommendation while noting that it regularly engages
with Congress and nonfederal stakeholders. We believe that capitalizing
on existing relationships to further engage these critical stakeholders as
HHS refines and implements a supply chain strategy will improve a
whole-of-government response to, and preparedness for, pandemics.

Establish mechanisms for accountability and transparency. In
emergency situations, such as the COVID-19 pandemic, transparency
and accountability mechanisms are especially critical when agencies
need to move quickly to get funding and information out the door.
However, in November 2020, we reported that HHS decisions were not
always transparent.

For example, we found that COVID-19 testing guidelines had changed
several times over the course of the pandemic with little scientific
explanation of the rationale behind the changes, raising the risk of
confusing the public and eroding their trust. We made a related
recommendation to improve transparency; HHS agreed with this
recommendation.

Provide clear communication. In the midst of a nationwide emergency,
clear and consistent communication—among all levels of government,
with health care providers, and to the public—is key. However, we found
this has not always been the case. For example, in January 2021, we
reported that HHS had not issued a publicly available and comprehensive
national COVID-19 testing strategy, creating the risk of key stakeholders
and the public lacking crucial information to support an informed and
coordinated testing response.

We recommended that such a strategy be developed and made public to
allow for a more coordinated pandemic testing approach. HHS partially
concurred with our recommendation and agreed that it should take steps
to more directly incorporate some of the elements of an effective national
strategy.
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Additionally, in September 2020, we reported on the importance of timely,
clear, and consistent communication to states to effectively plan for the
distribution and administration of a COVID-19 vaccine. We recommended
that HHS establish a time frame for documenting and sharing a national
plan for distributing and administering COVID-19 vaccines. HHS neither
agreed nor disagreed with this recommendation.

Under the Consolidated Appropriations Act, 2021, the Director of the
Centers for Disease Control and Prevention is required to provide an
updated and comprehensive COVID-19 vaccine distribution strategy and
a spend plan to certain congressional committees within 30 days of
enactment (by January 26, 2021). The strategy and plan must include,
among other things, guidance for how states, localities, territories, tribes,
health care providers, and others should prepare for, store, and
administer vaccines.1°

Our past work on lessons learned from the H1N1 vaccine campaign also
points to the importance of effective communication about vaccine
availability to successfully manage public expectations. Managing public
expectations regarding the COVID-19 vaccine will be especially critical
because initial supplies of vaccine have been limited. We are continuing
to monitor HHS’s efforts related to COVID-19 vaccines.

Additionally, for vaccination efforts more generally, the Consolidated
Appropriations Act, 2021, requires the Secretary of Health and Human
Services to award competitive grants or contracts to one or more public or
private entities to carry out a national, evidence-based campaign to
increase awareness and knowledge of the safety and effectiveness of
vaccines for the prevention and control of diseases, combat
misinformation about vaccines, and disseminate scientific and evidence-
based vaccine-related information, with the goal of increasing rates of
vaccination across all ages, as applicable, particularly in communities
with low rates of vaccination, to reduce and eliminate vaccine preventable
diseases. "

Collect and analyze data to inform future decisions. Data collection
and analysis efforts during a pandemic can inform decision-making and
future preparedness—and allow for midcourse changes in response to
early findings. However, in January 2021 we reported that COVID-19 data

10Pub. L. No. 116-260, div. M, title I, 134 Stat. at 1912.
11See Pub. L. No. 116-260, div. BB, § 311, 134 Stat. at 2923-24.
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Strengthening Management of
the Federal Prison System

collected by HHS from states and other entities—which are critical to
inform a robust, national response—are often incomplete and
inconsistent, including data on the type and volume of testing.

To improve response to the current and future pandemics, we
recommended that HHS use an expert committee to systematically
review and inform the alignment of ongoing data collection and reporting
standards for key health indicators. HHS partially concurred with this
recommendation and agreed that it should establish a dedicated working
group or other mechanism with a focus on addressing COVID-19 data
collection shortcomings.

We have ongoing and planned work to continue to assess HHS'’s
leadership and coordination of the COVID-19 response, as well as its
leadership and coordination of biodefense preparedness efforts, state and
local preparedness efforts, and the medical product supply chain and
Strategic National Stockpile, among other work. We will determine
whether this issue should be added to the High-Risk List once we have
completed this ongoing and planned work.

With a fiscal year 2020 appropriation approaching $8 billion'2 and more
than 37,000 staff, the Department of Justice’s (DOJ) Bureau of Prisons
(BOP) is responsible for the care, custody, and rehabilitation of about
154,000 federal inmates—nearly half of whom are incarcerated for federal
drug offenses.

Since 2010, we have published 19 prison-related reports and made 39
recommendations to BOP. We made 19 of the 39 recommendations in
the last 5 years, and 16 of these recommendations have not yet been
addressed. Our work has shown that BOP’s deficiencies can generally be
categorized into three themes: (1) inadequate management of staff and
resources, (2) inadequate planning for new programs or initiatives that
help inmates prepare for a successful return to the community, including
drug treatment programs; and (3) insufficient monitoring and evaluation of
these inmate programs, which has led to imprudent spending.

Furthermore, BOP has experienced significant leadership instability, with
the turnover of five different acting or permanent directors from 2016
through 2020. We also have found that many of BOP’s program

12Consolidated Appropriations Act, 2020, Pub. L. No. 116-93, 133 Stat. 2317, 2402
(2019).
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High-Risk Areas Have
Made Limited
Progress Overall

evaluations are almost 20 years old and that outdated or limited program
evaluation has hampered BOP’s ability to gauge the benefits of its efforts.

Congressional concerns have been raised about BOP’s management and
performance. In 2014, the Consolidated Appropriations Act, 2014,
appropriated funds for a task force to improve federal corrections, and, in
December 2018, the First Step Act of 2018 was enacted.'3 The act directs
BOP to address many of the same areas that the task force
recommended in 2016, including developing an assessment system to
gauge inmates’ risk of future criminal behavior and identify their program
needs to reduce the likelihood of their return to prison following release. 4
Further, in July 2020, the U.S. House of Representatives formed the
bipartisan Bureau of Prisons Reform Caucus, which aims to improve the
communication, transparency, and efficiency of the BOP.

Among our ongoing and planned studies reviewing BOP’s management
and operations, our work to assess BOP’s implementation of the First
Step Act of 2018 will be critical to determining BOPs progress in
enhancing inmate programs and reducing recidivism. As the primary
agency responsible for the safety, care, and rehabilitation of individuals
sentenced for committing federal crimes, BOP must demonstrate
leadership commitment, capacity, and action planning.

Such actions will ensure efficient management of its staff and resources
and enhance planning and evaluation of key programs that help inmates
prepare for a successful return to the community. We will determine
whether strengthening management of the federal prison system should
be added to the High-Risk List based on BOP’s implementation of the
First Step Act of 2018 and once our relevant assessments are complete.

Agencies demonstrate progress by addressing our five criteria for
removal from the list: leadership commitment, capacity, action plan,
monitoring, and demonstrated progress.’s As shown in table 1, only 14 of
the high-risk areas, or fewer than half, have met one or more of the five
criteria for removal from the High-Risk List.

3Pub. L. No. 113-76, 128 Stat. 5, 63 (2014); Pub. L. No. 115-391, 132 Stat. 5194 (2018).
4Pub. L. No. 115-391, § 101, 132 Stat. at 5195-5208.

15Additional detail on our high-risk criteria and ratings is in appendix I.
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Compared with our last assessment, seven high-risk areas showed
progress in one or more of the five criteria. Five areas declined since
2019. These changes are indicated by the up and down arrows in table 1.

_______________________________________________________________________________________________________________________|
Table 1: 2021 High-Risk Areas Rated against Five Criteria for Removal from GAO’s High-Risk List

Number of criteria

High-risk area Change Met Partially Not met
since 2019 met

DOD Support Infrastructure Management () 5 0 0
NASA Acquisition Management T 3 2 0
Managing Federal Real Property? ) 2 3 0
DOD Financial Management ) 1 4 0
Government-wide Personnel Security Clearance Process () 1 4 0
Managing Risks and Improving VA Health Care 0 0 3 2
DOE’s Contract and Project Management for the National Nuclear Security ) 0 5 0
Administration and Office of Environmental Management

USPS Financial Viability J 1 2 2
Decennial Census l 0 5 0
Ensuring the Cybersecurity of the Nation 2 0 5 0
Strategic Human Capital Management l 0 4 1
Transforming EPA’s Process for Assessing and Controlling Toxic Chemicals ) 0 4 1
Strengthening Department of Homeland Security Management Functions ° 3 2 0
Medicare Program & Improper Payments® o 2 3 0
DOD Contract Management? ° 1 4 0
DOD Weapon Systems Acquisition ° 1 4 0
Enforcement of Tax Laws ° 1 4 0
Improving the Management of IT Acquisitions and Operations ° 1 4 0
Protecting Public Health through Enhanced Oversight of Medical Products ° 1 4 0
DOD Approach to Business Transformation ° 1 4 0
DOD Business Systems Modernization ° 0 5 0
Ensuring the Effective Protection of Technologies Critical to U.S. National Security ) 0 5 0
Interests

Improving and Modernizing Federal Disability Programs ° 0 5 0
Improving Federal Management of Programs that Serve Tribes and Their Members ) 0 5 0
Management of Federal Oil and Gas Resources? ° 0 5 0
Modernizing the U.S. Financial Regulatory System ° 0 5 0
National Flood Insurance Program ° 0 5 0
Strengthening Medicaid Program Integrity ° 0 5 0
Resolving the Federal Role in Housing Finance ° 0 4 1
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Number of criteria

High-risk area Change Met Partially Not met
since 2019 met

Improving Federal Oversight of Food Safety ° 0 3 2
Limiting the Federal Government’s Fiscal Exposure by Better Managing Climate . 0 3 2
Change Risks

U.S. Government’s Environmental Liability ° 0 1 4
VA Acquisition Management® n/a 0 2 3
Funding the Nation’s Surface Transportation System? n/a n/a n/a n/a
Pension Benefit Guaranty Corporation Insurance Programs? n/a n/a n/a n/a
National Efforts to Prevent, Respond to, and Recover from Drug Misuse® n/a n/a n/a n/a
Emergency Loans for Small Businesses® n/a n/a n/a n/a
Legend

1: area progressed on one or more criteria since 2019
: area declined on one or more criteria since 2019
e: no change in rating since 2019
n/a: not applicable
Source: GAO. | GAO-21-119SP
@Ratings for a segment within this high-risk area improved sufficiently that the segment was removed.

®Medicare Program & Improper Payments was only rated on Improper Payments; we did not rate
other elements of the Medicare program because the area is subject to frequent legislative updates
and the program is in a state of transition.

°One area is receiving ratings for the first time because it was newly added in 2019.
4Two high-risk areas are not rated because addressing them primarily involves congressional action.
°Two high-risk areas are not rated because they are newly added in 2021.

Figure 3 shows changes since our 2019 update in ratings on the five
criteria for removal from the High-Risk List. For example, on leadership
commitment, one area improved, while three regressed.
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Figure 3: High-Risk Areas’ Progress and Regress on High-Risk Criteria Since 2019

LEADERSHIP COMMITMENT

=+ NASA Acquisition Management
= Decennial Census
DEMONSTRATED PROGRESS = Ensuring the Cybersecurity of the Nation

=+ DOD Financial Management == Strategic Human Capital Management

* DOD Support CAPACITY
Infrastructure
Management High-Risk List Criteria <+ DOD Support Infrastructure
+ Progress Management
— Regress =+ DOE's Contract and Project Management for
. the National Nuclear Security Administration
SeD 201 and Office of Environmental Management
MONITORING

=+ Managing Risks and Improving VA Health Care

= DOD Support Infrastructure = USPS Financial Viability

Management
ACTION PLAN

=+ Government-wide Personnel Security
Clearance Process

=4 NASA Acquisition Management

== Transforming EPA's Process

for Assessing and Controlling
Toxic Chemicals + Managing Federal Real Property

Source: GAO. | GAO-21-119SP

Leadership Attention Table 2 shows that only 12 of 33 high-risk areas we rated have met the

Needed to Meet High-Risk leadership commitment criterion. Three high-risk area ratings regressed

Criteria on leadership commitment from met to partially met since our last
report.16

Leadership commitment is the critical element for initiating and sustaining
progress, and leaders provide needed support and accountability for
managing risks. Leadership commitment is the foundation for progress on

16Additionally, we revised the ratings for one high-risk area, DOE’s Contract and Project
Management for the National Nuclear Security Administration and Office of Environmental
Management, not because DOE’s leadership commitment changed, but because of
changes in how we organized our analysis. This area is now rated as partially met on the
leadership commitment criterion, but we do not regard it as having regressed.
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the other four high-risk criteria. For example, leadership commitment to
develop action plans that address the root causes of problems leads to
progress on high-risk areas because action plans establish the basis for
effective monitoring which leads to demonstrated progress.

Table 2 shows that only two high-risk areas met the criterion for capacity,
five met the criterion for action plan, four met the criterion for monitoring,
and one met the criterion for demonstrated progress

Table 2: 2021 High-Risk Area Ratings on Five Criteria for Removal from GAO’s High-Risk List

Criteria
High-risk area Leadership  Capacity Action Monitoring Demonstrated
commitment plan progress

DOD Support Infrastructure Management

NASA Acquisition Management

Strengthening Department of Homeland Security
Management Functions

Managing Federal Real Property

Medicare Program & Improper Payments®?

DOD Contract Management

DOD Weapon Systems Acquisition

Enforcement of Tax Laws

Improving the Management of IT Acquisitions and
Operations

Protecting Public Health through Enhanced Oversight of
Medical Products

DOD Financial Management

Government-wide Personnel Security Clearance Process

DOD Approach to Business Transformation

USPS Financial Viability

Decennial Census

DOD Business Systems Modernization

X |3 [0 | 3 B 2| 5 | 2 3 56 [ 56 56 24 %
X | 2 |2 | D3 | X 36 | X 3 36 [ 2 2 6 D6 626
X | [ | X X 2 2 | 2 2 2 2 (2 |36 2 2
X 2 [0 | 30 2 2 |2 | 2 2 2 2 2 3 12 24

XX [ | 26 26 6 26 26 26 26 66 26 26 26 ¢
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Criteria

High-risk area Leadership  Capacity Action Monitoring Demonstrated
commitment plan progress

DOE'’s Contract and Project Management for the National
Nuclear Security Administration and Office of
Environmental Management

Ensuring the Cybersecurity of the Nation

Ensuring the Effective Protection of Technologies Critical
to U.S. National Security Interests

Improving and Modernizing Federal Disability Programs

Improving Federal Management of Programs that Serve
Tribes and Their Members

Management of Federal Oil and Gas Resources

Modernizing the U.S. Financial Regulatory System

National Flood Insurance Program

Strengthening Medicaid Program Integrity

Resolving the Federal Role in Housing Finance

Strategic Human Capital Management

Transforming EPA’s Process for Assessing and Controlling
Toxic Chemicals

Improving Federal Oversight of Food Safety

Limiting the Federal Government’s Fiscal Exposure by
Better Managing Climate Change Risks

Managing Risks and Improving VA Health Care

VA Acquisition Management

U.S. Government’s Environmental Liability

Legend: Met * Partially Met Not Met i%

Source: GAO. | GAO-21-119SP

X | X2 | 2 | [ 2 2 I 0 2 2 2 2 2 2|
o [ X 2 [ 2 3 3 e [ 2 3 2 |2 5 (2|
X [ | 2 2 2 e | [ o e [ o o | 2|

o X [ 2| X | X 2 2 2 0 0 2 2 2 2 2 2| 2
X [ 56| 3 5 o |2 2 2 5 5[5 |2 [ 2 2| 2

Note: Two high-risk areas—Funding the Nation’s Surface Transportation System and Pension Benefit
Guaranty Corporation Insurance Programs—did not receive ratings against the five high-risk criteria
because progress would primarily involve congressional action. Emergency Loans for Small
Businesses and National Efforts to Prevent, Respond to, and Recover from Drug Misuse were not yet
rated due to their new inclusion on the High-Risk List in 2021.

@Medicare Program & Improper Payments was only rated on Improper Payments, and we did not rate
other elements of the Medicare program.
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Progress in High-Risk
Areas

As noted, seven areas showed improvement in one or more criterion.
One area showed sufficient progress to be removed from the High-Risk
List. The other six high-risk areas remain on the 2021 list and are
described below. In addition, as described below, three high-risk areas,
Managing Federal Real Property, DOD Contract Management, and the
Management of Federal Oil and Gas Resources, showed sufficient
progress within individual segments to remove those segments from the
high-risk area. Appendix Il provides additional detail on each of these
areas.

« National Aeronautics and Space Administration (NASA)
Acquisition Management. The NASA Acquisition Management high-
risk area ratings improved from partially met in 2019 to met in 2021 for
the leadership commitment and monitoring criteria. Since 2019, NASA
has demonstrated leadership commitment by taking steps to improve
transparency and monitoring of major project cost and schedules.
NASA also has instituted a process for monitoring progress and
validating the effectiveness of its corrective action plan. NASA revised
metrics such as reporting current cost and schedule performance
against original baselines.

« Managing Federal Real Property. The scope of the Managing
Federal Real Property high-risk area is narrowing due to
improvements since 2019. The Costly Leasing segment has met all
five criteria and it therefore has been resolved as a high-risk issue.
The General Services Administration (GSA) has taken steps to reduce
its reliance on costly leases, improved monitoring efforts, and
demonstrated quantifiable improvements in leasing amounts and
costs. Further, all remaining segments have now fully met the criterion
for action plan as GSA and the Federal Protective Service have
finalized action plans in 2019 and 2020 designed to improve the
security of federal facilities. More progress is needed among a range
of federal agencies and their law enforcement partners to defend
against ever changing threats.

« DOD Financial Management. The rating for the demonstrated
progress criterion within the DOD Financial Management high-risk
area improved from not met in 2019 to partially met in 2021.
Specifically, DOD completed its third entity-wide financial statement
audit and implemented corrective actions that enabled auditors to
close 623 (26 percent) of the audit findings issued in fiscal year 2018.
DOD also developed performance metrics to assess its progress on
audit remediation priority areas.
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« Government-wide Personnel Security Process. The Government-
wide Personnel Security Process high-risk area improved from a not
met rating in 2019 to a partially met rating in 2021 for the action plan
criterion. This is because the Office of the Director of National
Intelligence (ODNI), the Office of Personnel Management (OPM), and
DOD adopted some action plans to reduce the backlog of
investigations and to transfer the legacy IT systems that support the
background investigation process from OPM to DOD.

« Managing Risks and Improving Department of Veterans Affairs
(VA) Health Care. The Managing Risks and Improving VA Health
Care high-risk area improved from a not met rating in 2019 to a
partially met rating in 2021 for the capacity criterion due, in part, to the
initiatives VA has maintained and the resources it has allocated to
strategic planning and other efforts. While VA'’s efforts resulted in an
improved capacity rating, it lacks a thoroughly developed action plan
with the top leadership support needed to make progress against its
high-risk designation.

« DOEF’s Contract and Project Management for the National Nuclear
Security Administration (NNSA) and Office of Environmental
Management (EM). Since 2019, the Department of Energy’s (DOE)
Contract and Project Management for the NNSA and EM high-risk
area progressed from a not met to a partially met rating for the
capacity criterion. Both NNSA and EM have taken actions to improve
their capacities for managing their contracts and projects, such as (1)
NNSA requesting and receiving an increase in its number of federal
positions to address critical unmet staffing needs; and (2) EM
launching its Acquisition Corps initiative in July 2020 to hire and train
additional staff to evaluate bids for EM contract awards.

« DOD Contract Management. The DOD Contract Management high-
risk area is narrowing due to improvements since 2019, resulting in
the removal of the Acquisition Workforce segment for which it has met
all five criteria. We have removed the segment because DOD has
significantly rebuilt its acquisition workforce as measured by the
number of personnel in acquisition career fields, their experience
level, education level, and training certification.

The two remaining segments, Service Acquisitions and Operational
Contract Support, continue to meet the criterion for leadership
commitment but work remains. For example, for Service Acquisitions,
DOD needs to issue and implement enhanced budget planning
guidance. For Operational Contract Support, DOD needs to address
identified capability shortfalls.
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Management of Federal Oil and Gas Resources. The Management
of Federal Oil and Gas Resources high-risk area is narrowing in
scope to remove one segment where progress has been made to
resolve long-standing deficiencies—Restructuring of Offshore Oil and
Gas Oversight. The Department of the Interior’s Bureau of Safety and
Environmental Enforcement (BSEE) made progress to address
problems in the bureau’s investigative, environmental compliance,
and enforcement capabilities, and implemented strategic initiatives to
improve offshore oversight and internal management.

Specifically, BSEE led a change management initiative,
encompassing more than 180 actions, to reform offshore oil and gas
oversight. For each action, BSEE identified specific steps, completion
target dates, and parties responsible. Further, BSEE held regular
status updates and developed a performance management
dashboard to better enable the bureau to assess and address the
efficacy of its reforms.

The removal of the Restructuring of Offshore Oil and Gas Oversight
segment represents important progress. However, the remaining
segments of the high-risk area—Revenue Determination and
Collection and Human Capital—regressed since 2019 on one or more
criterion.

Congressional Action
Aided Progress on High-

Risk Issues

Congress enacted several laws in recent years to help make progress on
high-risk issues. Table 3 lists selected examples of congressional actions
taken on high-risk areas.

_________________________________________________________________________________________________________________|
Table 3: Examples of Congressional Actions Taken on High-Risk Areas

High-risk area

Congressional actions taken How GAO work contributed to Impact on high-risk area

congressional actions

Improving and
Modernizing Federal
Disability Programs

The Veterans Appeals Improvement  The act included a provision for VA implemented the

and Modernization Act of 2017 GAO to assess VA’s appeals requirements of the 2017
replaced the former appeals process plan, including whether the plan legislation in 2019 by

with one that gives veterans various = comports with sound planning  streamlining its disabilities
options to have their claim reviewed  practices and/or contains gaps.? appeals process. (Capacity)
further by the Veterans Benefits Subsequently, we participated

Administration (VBA) or to bypass in several House Committee on

VBA and appeal directly to the Board Veterans’ Affairs roundtables in

of Veterans’ Appeals. The act also 2017 and 2018 and issued

required the Department of Veterans several products associated

Affairs (VA) to submit a with our assessment of VA’s

comprehensive plan for implementing appeals plan between 2018 and

the new appeals process.? 2020.
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High-risk area

Congressional actions taken

How GAO work contributed to
congressional actions

Impact on high-risk area

Enforcement of Tax
Laws

Section 1101 of the Taxpayer First
Act required the Internal Revenue

Service (IRS) to develop a customer
service strategy, and section 2301 of

the act allowed IRS to lower the

electronic filing threshold for filers that
file 100 or more information returns in

2021 or 10 or more in subsequent
years.®

We reported in September 2020
that IRS did not have
performance goals and related
measures for improving the
taxpayer experience.

IRS planned to identify
performance goals, measures,
and targets as part of its
January 2021 report to
Congress. We are reviewing the
new report to determine the
extent to which it addresses our
prior recommendations. (Action
plan)

Expanded electronic-filing will
help IRS identify which returns
would be most productive to
examine. (Monitoring)

Improving the
Management of
Information Technology
(IT) Acquisitions and
Operations

Subtitle G of title X of the National

Defense Authorization Act for Fiscal
Year 2018 (2018 NDAA) established

a Technology Modernization Fund

and Board and allowed agencies to

establish agency IT system
modernization and working capital
funds.¢

We identified the need to better
manage the billions of dollars
the federal government spends
annually on legacy IT when we
added this area to the High-Risk
List in 2015. We further
examined the government’s
heavy reliance on legacy IT
systems in our 2016 report.

The 2018 NDAA provisions

(1) allowed agencies to
establish working capital funds
for use in transitioning away
from legacy IT systems and (2)
created a technology
modernization fund to help
agencies retire and replace
legacy systems, as well as
acquire or develop new
systems. (Capacity)

Government-wide
Personnel Security
Clearance Process

Section 925 of the 2018 NDAA
requires the Director of National

Intelligence, in coordination with the

Chair and other principals of the

Security, Suitability, and Credentialing
Performance Accountability Council,
to provide an annual report including
a discussion of any impediments to

the timely processing of personnel
security clearances.®

The 2017 passage of the 2018
NDAA is consistent with our
December 2017 report, in which
we asked Congress to consider
both reinstating and adding to
the requirement in the
Intelligence Reform and
Terrorism Prevention Act of
2004 for the executive branch to
report to appropriate
congressional committees
annually on its background
investigation process.

Annual assessments will help
Congress monitor the timeliness
of the executive branch’s
background investigations, in
addition to helping the executive
branch monitor its own
timeliness. The act requires the
executive branch to report the
length of time for initiating and
conducting investigations and
finalizing adjudications, as well
as case load composition and
costs, among other matters
deemed relevant by Congress.
(Monitoring)
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High-risk area

Congressional actions taken

How GAO work contributed to
congressional actions

Impact on high-risk area

Limiting the Federal
Government’s Fiscal
Exposure by Better
Managing Climate
Change Risks

Section 1234 of the Disaster
Recovery Reform Act of 2018
(DRRA) allows the President to set
aside, with respect to each major
disaster, a percentage of certain
grants to use for pre-disaster hazard
mitigation. Section 1206 makes
federal assistance available to state
and local governments for building
code administration and
enforcement.

We found that federal
investments in resilience could
be more effective if post-
disaster hazard mitigation
efforts were balanced with
resources for pre-disaster
hazard mitigation, as part of a
comprehensive resilience
investment strategy. We also
found that enhancing state and
local disaster resilience could
help reduce federal fiscal
exposure.

As a result of DRRA, in August
2020, the Federal Emergency
Management Agency
established the Building
Resilient Infrastructure and
Communities grant programs to
support pre-disaster investment
in community resilience efforts
and has begun accepting
applications. (Capacity)

Ensuring the Effective
Protection of
Technologies Critical to
U.S. National Security
Interests

Section 1049 of the John S. McCain
National Defense Authorization Act
for Fiscal Year 2019 (2019 NDAA)
requires DOD to establish and
maintain a list of acquisition
programs, technologies,
manufacturing capabilities, and
research areas that are critical for
maintaining the national security
technological advantage of the United
States over foreign countries of
special concern.9

Sections 1717(a) and 1721(b) of the
Foreign Investment Risk Review
Modernization Act of 2018 provides
special hiring authorities for agencies
that are members of the Committee
on Foreign Investment in the U.S. and
requires each member agency to
submit detailed spending plans
annually for 8 years to the appropriate
congressional committees, including
estimated staffing levels."

Since 2007, we have identified
the need to strengthen
individual programs and
activities for protecting critical
technologies and called for
better coordination across these
programs.

In 2018, we found that the
workload of the Committee on
Foreign Investment in the U.S.
increased by more than 50
percent between 2011 and
2016. We recommended that
the Secretary of the Treasury,
as the chair of the committee,
work with member agencies to
assess staffing needs.

The 2019 NDAA provisions
allow for better understanding
and communication of DOD’s
critical programs and
technologies. (Action plan)

The Foreign Investment Risk
Review Modernization Act of
2018 provisions strengthen and
modernize the activities of the
Committee on Foreign
Investment in the U.S., in part,
by granting special hiring
authorities. (Capacity)

Department of Defense
(DOD) Approach to
Business
Transformation

Section 921 of the 2019 NDAA
mandated DOD to prepare a report
on defense business operations.'

We reported in November 2020
that in its January 2020 report,
DOD addressed most of the key
requirements of the 2019
NDAA, such as reporting the
number of military and civilian
personnel as well as the costs
of required enterprise business
activities.

DOD made some progress
since 2019 in establishing valid
and reliable cost baselines for
its enterprise business
operations and in documenting
related cost savings.
(Monitoring)

Source: GAO. | GAO-21-119SP

*Pub. L. No. 115-55, §§ 2, 3, 131 Stat. 1105, 1105-1119 (2017).

°Pub. L. No. 115-55, § 3(c), 131 Stat. at 1118-1119.
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°Pub. L. No. 116-25, §§ 1101, 2301, 133 Stat. 981, 985-986, 1012—-1013 (2019), classified at 26
U.S.C. §§ 7804 note, 6011(e).

Pub. L. No. 115-91, §§ 1076-1078, 131 Stat. 1283, 1586-1594 (2017).

¢Pub. L. No. 115-91, § 925(k)(1)(F), 131 Stat. at 1530 (2017). The annual reporting requirement
sunsets after December 31, 2021.

FAA Reauthorization Act of 2018, Pub. L. No. 115-254, div. D, Disaster Recovery Reform Act of
2018, §§ 1206(a)(3), 1234(a)(5), 132 Stat. 3186, 3440, 3462 (2018), classified at 42 U.S.C. §§
5170a(5), 5133(i).

9John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. No. 115-232, §
1049, 132 Stat. at 1961-1962.

"Pub. L. No. 115-232, div. A, title XVII, subtitle A, §§ 1717(a), 1721(b), 132 Stat. at 2192-2193, 2202.

iPub. L. No. 115-232, § 921(a), 132 Stat. 1636, 19261927 (2018), codified at 10 U.S.C. §
132a(c)(1)(C).

Executive Branch Action Actions that agency leaders took to implement our recommendations in
on High-Risk Areas some high-risk areas resulted in significant financial benefits. Table 4
Produced Financial shows some examples of these benefits.

Benefits

___________________________________________________________________________________________________________________|
Table 4: Examples of GAO High-Risk Area Recommendations Leading to Financial Benefits

High-risk area GAO recommendations leading to financial Financial benefits achieved
benefits

Department of Defense (DOD) For two decades, our work has identified best In 2016 and 2018, we found that (1) selected

Weapon Systems Acquisition  practices that DOD could use to improve how it programs started after the act’s
develops and acquires weapon systems. In 2006 implementation had less cost growth than
and 2008, we found that DOD had taken positive those begun prior to the act, and (2) the
steps by adopting a framework for applying best majority of more recent programs were using
practices; however, these practices were not applied best practices we had long recommended.
consistently and cost and schedule overruns In 2019, we identified a cost avoidance
persisted. Subsequently, the Weapon Systems totaling $136 billion in procurement funding

Acquisition Reform Act of 2009 sought to improve DOD realized from 2013 to 2018 after
the way DOD acquires major weapon systems and  reforming business case and cost estimate
incorporated many of our related recommendations. practices.

Strengthening Medicaid In multiple reports, we found that demonstration HHS responded by limiting the amount of
Program Integrity spending limits approved by the Department of unspent funds states may accrue and
Health and Human Services (HHS) often were not reducing the federal government’s fiscal
budget neutral, as required by HHS policy. This liability. As a result, HHS was able to identify

increased the federal government’s fiscal liability by  a total of $56.1 billion in financial benefits for
billions of dollars. We recommended that HHS better fiscal years 2018 and 2019.

ensure that valid methods are used to determine

spending limits.
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High-risk area

GAO recommendations leading to financial
benefits

Financial benefits achieved

Improving the Management of
Information Technology (IT)
Acquisitions and Operations

In multiple reports, we made recommendations for
improving the management of IT portfolios, which
resulted in reduced agency commodity IT spending

and fewer duplicative investments.

Agencies have achieved about $2.7 billion in
savings from fiscal years 2012 to 2018
through the Office of Management and
Budget's PortfolioStat, which was intended
to consolidate and eliminate duplicative
systems. Agencies have the potential to
achieve more than $3 billion in additional
savings.

Enforcement of Tax Laws

We found in 2014 that IRS could help address

identity theft tax refund fraud by matching wage
information that employers report on the W-2 tax

form to individuals’ tax returns before issuing

refunds. However, employers’ wage data were not
available until months after IRS issued most refunds.

We recommended IRS assess the costs and

benefits of accelerating W-2 deadlines and report

this information to Congress. IRS reported to

Congress in 2015, and the deadline for employers to

file W-2s was advanced in a statute, effective
beginning in 2017.2

In response to the accelerated deadline, IRS
enhanced its fraud and noncompliance
detection tools. IRS’s actions have enabled
it to avoid paying invalid refunds. We
determined that IRS saved about $1.8 billion
in fiscal years 2017 and 2018 from using W-
2 information to prevent the issuance of
invalid refunds.

Source: GAO. | GAO-21-119SP

High-Risk Areas

Needing Significant

Attention

®Pub. L. No. 116-25, § 2301, 133 Stat. 981, 1012—1013 (2019), classified at 26 U.S.C. § 6011(e).

In the 2 years since our last High-Risk Report, five areas—the U. S.
Postal Service’s (USPS) Financial Viability, Decennial Census, Ensuring

the Cybersecurity of the Nation, Strategic Human Capital Management,

and Transforming the Environmental Protection Agency’s (EPA) Process
for Assessing and Controlling Toxic Chemicals—have regressed in their
ratings against our criteria for removal from the High-Risk List.

Five High-Risk Areas That

Regressed
USPS Financial Viability

Decennial Census

The USPS Financial Viability high-risk area declined from a partially met
rating in 2019 to a not met rating in 2021 for the criterion of capacity. This
regression is due to USPS’s business model not being financially
sustainable. USPS expenses exceeded revenues by $18 billion in fiscal
years 2019 and 2020 as its labor compensation costs continued to
increase while the volume of its most profitable mail products continued to

decline.

The Census high-risk area declined from a met rating in 2019 to a
partially met rating in 2021 for the leadership commitment criterion. This
regression is because the Department of Commerce requested that the
U.S. Census Bureau (Bureau) shorten data collection time frames and
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Ensuring the Cybersecurity of
the Nation

Strategic Human Capital
Management

Transforming EPA’s Process
for Assessing and Controlling
Toxic Chemicals

response processing of census data in an effort to meet the
apportionment deadline of December 31, 2020, even though COVID-19
had forced the Bureau to pause field data collection operations for
approximately 3 months. Compressing the time frame to collect data and
process responses has increased the risk of compromised data quality.

The Ensuring the Cybersecurity of the Nation high-risk area declined from
a met rating in 2019 to a partially met rating in 2021 for the criterion of
leadership commitment. This regression is due to missing (1)

important characteristics of a national strategy in the White House’s
September 2018 National Cyber Strategy and the National Security
Council’'s accompanying June 2019 Implementation Plan and (2) an
officially appointed central leader for coordinating the execution of the
White House’s approach to managing the nation’s cybersecurity. Such a
position was established by statute in January 2021.17 As of mid-January
2021, the position had not yet been filled.

The Strategic Human Capital Management high-risk area declined from a
met rating in 2019 to a partially met rating in 2021 for the leadership
commitment criterion. This regression is due to the absence of Senate-
confirmed leadership at OPM for 18 of the last 24 months, as of January
2021. As a result, the federal government has lacked the attention from
the highest levels needed to address long-standing and emerging skills

gaps.

Mission-critical skills gaps both within federal agencies and across the
federal workforce impede the government from effectively serving the
public and achieving results. Skills gaps caused by insufficient number of
staff, inadequate workforce planning, and a lack of training in critical skills
are contributing to our designating 22 of the 35 other areas as high risk.

The Transforming EPA’s Process for Assessing and Controlling Toxic
Chemicals high-risk area declined in the monitoring criterion from a
partially met rating in 2019 to a not met rating in 2021; three criteria in
each of the two segments declined to a not met rating in 2021. The
Integrated Risk Information System (IRIS) Program did not issue a
completed chemical assessment between August 2018 and December
2020, and EPA (1) did not indicate how it was monitoring its assessment
nomination process to ensure it was generating quality information about

17william M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021,
Pub. L. No. 116-283, div. A, title XVII, § 1752, 134 Stat. 3388, 4144-4149 (2021).
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chemical assessment needs; and (2) lacked implementation steps and
resource information in its strategic plan and metrics to define progress in
the IRIS Program.

Additionally, EPA’s programs supporting the Toxic Substances Control
Act (TSCA) (1) did not complete workforce or workload planning to
ensure the agency can meet TSCA deadlines; and (2) did not meet initial
statutory deadlines for releasing its first 10 chemical risk evaluations.

Additional High-Risk Areas
That Need Significant
Attention

Improving the Management of
IT Acquisitions and Operations

Limiting the Federal
Government’s Fiscal Exposure
by Better Managing Climate
Change Risks

U.S. Government’s
Environmental Liability

While progress is needed across all high-risk areas, we have identified
four additional areas that require significant attention to address
imminent, long-standing, or particularly broad issues affecting the nation
or where agencies have stalled in their efforts to make progress to
address outstanding issues. See appendix Il for additional detail on these
high-risk areas, including more details on actions that need to be taken.

The federal government currently invests more than $90 billion annually
in IT, and the Improving the Management of IT Acquisitions and
Operations high-risk area continues to face significant challenges. These
challenges include (1) 21 of 24 major federal agencies not modifying their
practices to fully address the role of their chief information officers; (2)
agencies not documenting modernization plans or not including key
elements identified in best practices in their plans; (3) agencies needing
to take further action to reduce duplicative IT contracts; (4) GSA and
OMB having fewer funds available than anticipated to award to new
projects for replacing aging IT systems; and (5) agencies not
implementing our remaining 400 open recommendations related to this
high-risk area.

Climate change poses risks to many environmental and economic
systems and creates a significant fiscal risk to the federal government.
Since our 2019 High-Risk Report, the federal government has not made
measurable progress to reduce its fiscal exposure to climate change;
therefore, this high-risk area warrants significant attention. Specifically,
the federal government needs to, among other things, (1) lead the
development of a national climate strategic plan; (2) establish an entity to
prioritize national-scale climate resilience projects; (3) develop a national
climate information system; (4) make structural changes to the flood and
crop insurance programs; and (5) establish a pilot program for community
climate migration.

For fiscal year 2020, DOE’s estimated environmental liability was $512
billion. While DOE is responsible for the largest share of the

Page 32 GAO-21-119SP High-Risk Series



Improving Federal Oversight of
Food Safety

environmental liability, DOD has the second largest share with $75 billion
for fiscal year 2020. The U.S. Government’s Environmental Liability high-
risk area warrants significant attention as it has received not met ratings
for four of the five high-risk criteria—capacity, action plan, monitoring, and
demonstrated progress—in both the 2019 and 2021 High-Risk Reports.

For example, although DOE’s Office of Environmental Management
developed a strategic vision in 2020 for the next decade of cleanup
activities, it has not developed a strategic plan that incorporates the
principles of risk-informed decision-making. Further, in November 2020,
the DOD Inspector General found that DOD is unable to develop accurate
estimates and account for environmental liabilities in accordance with
accounting practices.

The Improving Federal Oversight of Food Safety high-risk area warrants
significant attention as federal agencies have not developed a national
plan or strategy for food safety that would help identify needed resources
and responsible agencies. Specifically, Congress has not directed OMB
to develop a government-wide performance plan for food safety to
address our December 2014 matter.

In addition, the previous administration did not take action to develop
such a plan or to address our January 2017 recommendation to develop
a national strategy for food safety. The federal food safety agencies
would benefit from a centralized collaborative mechanism on food safety,
a mechanism that has not been in place for 10 years.

Our high-risk program continues to be a top priority at GAO and we will
maintain our emphasis on identifying high-risk issues across government
and on providing recommendations and sustained attention to help
address them, by working collaboratively with Congress, agency leaders,
and OMB.

As part of this effort, OMB’s role is especially important because many
high-risk areas are government-wide or involve multiple agencies. Also,
there are resource investments associated with correcting a number of
the high-risk problems. We hope OMB will resume regular meetings with
the OMB Deputy Director for Management, top agency leaders, and GAO
to discuss progress in addressing each of the individual high-risk areas.
In recent years OMB has largely discontinued this practice. We hope that
these sessions can be resumed because they have in the past led to
greater progress on high-risk issues.
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We are providing this update to the President and Vice President,
congressional leadership, other Members of Congress, OMB, and the
heads of major departments and agencies.

Mo f Do

Gene L. Dodaro
Comptroller General
of the United States
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Appendix |: Background

What |Is the History of the
High-Risk Program?

In 1990, we began a program to report on government operations that we
identified as “high risk.” Since then, generally coinciding with the start of
each new Congress, we have reported on the status of progress
addressing high-risk areas and have updated the High-Risk List. Our last
high-risk update was in March 2019.1 That update identified 35 high-risk
areas. This year, we added two high-risk areas—National Efforts to
Prevent, Respond to, and Recover from Drug Misuse and Emergency
Loans for Small Businesses—and removed one—DOD Support
Infrastructure Management.

Overall, this program has served to identify and help resolve serious
weaknesses in areas that involve substantial resources and provide
critical services to the public. Since our program began, the federal
government has taken high-risk problems seriously and has made long-
needed progress toward correcting them. In a number of cases, progress
has been sufficient for us to remove the high-risk designation. A summary
of changes to our High-Risk List over the past 29 years is shown in table
5. This 2021 update identifies 36 high-risk areas.

|
Table 5: Changes to the High-Risk List, 1990-2021

Number of areas

Original High-Risk List in 1990 14
High-risk areas added since 1990 50
High-risk areas removed since 1990 27

High-risk area separated out from existing area

High-risk areas consolidated since 1990 2
High-Risk List in 2021 36

Source: GAO. | GAO-21-119SP

How Can Agencies Use
the Criteria to Make
Progress on High-Risk
Issues?

The five high-risk criteria form a road map for efforts to improve and
ultimately address high-risk issues. Addressing some of the criteria leads
to progress, while satisfying all of the criteria is central to removal from
the list.

1GAO, High-Risk Series: Substantial Efforts Needed to Achieve Greater Progress on High-
Risk Areas, GAO-19-157SP (Washington, D.C.: Mar. 6, 2019).
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Appendix I: Background

In April 2016, we reported on how agencies had made progress
addressing high-risk issues.2 We provided illustrative actions that
agencies took that led to progress or removal from our High-Risk List.
This information provides additional guidance to agencies whose
programs are on the High-Risk List.

Figure 4 shows the five criteria and illustrative actions taken by agencies
to address the criteria as cited in that report. Importantly, the actions
listed are not “stand alone” efforts taken in isolation from other actions to
address high-risk issues. That is, actions taken under one criterion may
be important to meeting other criteria as well. For example, top leadership
can demonstrate its commitment by establishing a corrective action plan
including long-term priorities and goals to address the high-risk issue and
using data to gauge progress—actions which are also vital to monitoring
criteria.

2GAO, High-Risk Series: Key Actions to Make Progress Addressing High-Risk Issues,
GAO-16-480R (Washington, D.C.: Apr. 25, 2016).
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Appendix I: Background

Figure 4: Criteria for Removal from the High-Risk List and Examples of Actions Leading to Progress
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Source: GAO-16-480R. | GAO-21-119SP
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Appendix I: Background

What Is the History of A summary of areas removed from our High-Risk List over the past 31
Programs Removed from years is shown in figure 5.
the High-Risk List?

. _____________________________________________________________________________________________________________________|
Figure 5: History of Areas Removed from the High-Risk List

Federal Transit Administration Grant Management 5*

Pension Benefit Guaranty Corporation 5

Resolution Trust Corporation 5*

State Department Management of Overseas Real Property 5*
Bank Insurance Fund 4*

Customs Service Financial Management 8*
Farm Loan Programs 71*
Superfund Programs 11*
National Weather Service Modernization 6*
The 2000 Census 4*
The Year 2000 Computing Challenge 4*
Asset Forfeiture Programs 3*
Supplemental Security Income 6*
Student Financial Aid Programs 15*
FAA Financial Management 6*
Forest Service Financial Management 6*
HUD Single-Family Mortgage Insurance & Rental Housing Assistance Programs 13*
U.S. Postal Service’s Transformation Efforts and Long-term Outlook 6*
FAA's Air Traffic Control Modernization 14
DOD Personnel Security Clearance Program 6*
2010 Census 3*
IRS Business Systems Modernization 18*
Management of Interagency Contracting 8*
Establishing Effective Mechanisms for Sharing and Managing
Terrorism-Related Information to Protect the Homeland 72*
DOD Supply Chain Management 29*
Mitigating Gaps in Weather Satellite Data 6

New in 2021 DOD Support Infrastructure Management 24*

High-Risk List
Areas
Removed

Years on list*

Source: GAO analysis. | GAO-21-119SP

When Were Areas Added  The areas on our 2021 High-Risk List, and the year each was designated
to the High-Risk List? as high risk, are shown in figure 6.
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Appendix I: Background

|
Figure 6: History of Areas Added to the High-Risk List, by Year

Medicare Program & Improper Payments

DOD Weapon Systems Acquisition

DOE’s Contract and Project Management for the National Nuclear

Security Administration and Office of Environmental Management

NASA Acquisition Management

Enforcement of Tax Laws

DOD Contract Management

DOD Financial Management

DOD Business Systems Modernization

Ensuring the Cybersecurity of the Nation

DOD Support Infrastructure Management

Strategic Human Capital Management

Strengthening Medicaid Program Integrity Managing Federal Real Property
Improving and Modernizing Federal Disability Programs

Strengthening Department of Homeland Security Management Functions
Pension Benefit Guaranty Corporation Insurance Programs

DOD Approach to Business Transformation

National Flood Insurance Program

Funding the Nation’s Surface Transportation System

Ensuring the Effective Protection of Technologies Critical to

U.S. National Security Interests

Improving Federal Oversight of Food Safety

Modernizing the U.S. Financial Regulatory System

Resolving the Federal Role in Housing Finance

Protecting Public Health through Enhanced Oversight of Medical Products

Transforming EPA's Process for Assessing and Controlling Toxic Chemicals

USPS Financial Viability

Management of Federal Oil and Gas Resources

Limiting the Federal Government’s Fiscal Exposure by Better Managing Climate Change Risks
Managing Risks and Improving VA Health Care

Improving the Management of IT Acquisitions and Operations

Improving Federal Management of Programs that Serve Tribes and Their Members
U.S. Government's Environmental Liability

Decennial Census

Government-wide Personnel Security Clearance Process

VA Acquisition Management

National Efforts to Prevent, Respond to, and Recover from Drug Misuse
Emergency Loans for Small Businesses

When were areas
added to the
High-Risk

List?

Source: GAO analysis. | GAO-21-119SP
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Appendix Il: Overview for Each High-Risk
Area

The following pages provide overviews of the 36 high-risk areas on our
updated list, as well as one high-risk area that we are removing from the
list. Each overview discusses (1) why the area is high risk, (2) the actions
that have been taken and that are under way to address the problem
since our last update in 2019, and (3) what remains to be done. Each of
these high-risk areas is also described on our High-Risk List website,
http://www.gao.gov/highrisk/overview.
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DOD Support Infrastructure Management

We are removing this high-risk area because the Department of Defense (DOD) has made sufficient progress
on the remaining seven actions and outcomes we recommended for improving this critical area. DOD
leadership commitment contributed to this successful outcome.

Why Area Was High Risk

DOD manages a portfolio of real
property assets that, as of November
2019, reportedly included about 573,000
facilities—including barracks,
maintenance depots, commissaries, and
office buildings. According to DOD
estimates, the combined replacement
value of this portfolio is about $1.3 trillion
and includes about 26 million acres of
land at more than 4,500 sites worldwide.
This infrastructure is critical to
maintaining military readiness. The cost
to build and maintain this infrastructure
represents a significant financial
commitment.

DOD Support Infrastructure
Management has been on our High- Risk
List since 1997 because of challenges
DOD faced in reducing excess
infrastructure, more efficiently using
underutilized facilities, and reducing
base support costs.

DOD has used the BRAC process
primarily to reduce excess infrastructure,
readjust bases to accommodate changes
in the size and structure of DOD’s forces,
and produce cost savings. Since 1988,
Congress has authorized five BRAC
rounds, most recently in 2005. Based on
our analysis of the 2005 BRAC round,
we found that opportunities existed for
DOD and Congress to improve future
BRAC rounds.

Contact Information

For additional information about this
high-risk area, contact Elizabeth Field at
(202) 512-2775 or fielde1@gao.gov.

DOD Support
Infrastructure Management
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From 2017 to 2019, we identified
16 actions and outcomes DOD
needed to implement for its
support infrastructure
management to be removed from
the High-Risk List. In our 2019
High-Risk Report, we reported that
DOD had made progress
addressing nine actions and met
the criteria of leadership
commitment and action plan.

We are removing DOD Support
Infrastructure Management from
the High-Risk List because DOD
has met the remaining three
criteria (capacity, monitoring, and

demonstrated progress) by addressing the outstanding seven actions and
outcomes identified in our 2019 High-Risk Report.

Leadership commitment: met. DOD senior leaders continued to
demonstrate commitment to improving the department’s support
infrastructure management. In our 2019 High-Risk Report, we reported
that DOD had committed to actions such as (1) pursuing efforts to
relocate from costly commercial leased space to nearby installations
when possible, and (2) requesting Base Realignment and Closure
(BRAC) rounds to address excess capacity between 2013 and 2017,

which Congress did not authorize.

Additionally, in October 2019, the Assistant Secretary of Defense for
Sustainment formally committed to implementing our remaining
recommendations related to future BRAC rounds, which they had
previously been unwilling to do. Specifically, for any future BRAC rounds
authorized by Congress, DOD agreed to fully identify the cost
requirements for military construction, information technology, relocating
personnel and equipment, and alternatively financed projects, and to limit
the practice of bundling multiple stand-alone BRAC realignments or

closures into single recommendations.

DOD further agreed to improve the accuracy of its excess capacity
estimates by reliably updating the baseline and using reasonable
assumptions for estimating excess infrastructure capacity. DOD also
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agreed to develop guidance to improve its analysis and ensure
consistency for future BRAC rounds.

This commitment addresses four of the seven actions from the 2019
High-Risk Report that we recommended to improve implementation of
future BRAC rounds when authorized by Congress. It also shows that
DOD leadership is dedicated to improving how it conducts the BRAC
process—the primary method of disposing of excess infrastructure and
aligning infrastructure to the needs of forces.

Capacity: met. DOD has further demonstrated its capacity to align
infrastructure with DOD force structure needs and achieve efficiencies in
base support services. In our previous two High-Risk Reports, we
reported that DOD demonstrated capacity to align infrastructure with DOD
force structure needs by disposing of excess infrastructure during past
BRAC rounds. Further, we reported that DOD had consolidated some
installation services at joint bases, among other efforts.

DOD continues to improve the accuracy and completeness of its real
property data, thereby demonstrating increasing capacity. This addresses
an additional action we recommended in the 2019 High-Risk Report.
Doing so will help DOD better manage its facilities to meet force structure
needs, such as by identifying excess space or utilizing space more
effectively.

In previous High-Risk Reports, we noted a persistent problem with the
accuracy and completeness of DOD’s real property data—in particular
key data for identifying excess or underused space, like facility utilization.
In November 2018, we reported that DOD and the military services have
corrected some but not all identified discrepancies, such as missing
entries for utilization in DOD’s Real Property Assets Database (RPAD).
We recommended that DOD and the military services require monitoring
of recording processes, implement corrective actions to resolve data
discrepancies, and develop a strategy to address risks associated with
real property data to improve incomplete and inaccurate real property
data. DOD concurred with these recommendations and is implementing
them.

Further, we reported in September 2020 that independent public
accountants found significant control issues related to events that occur
during the life cycle of real property, such as adding, disposing, valuing,
and performing physical inventory counts. This finding was related to two
of 25 material weaknesses found in a broader audit of DOD’s fiscal year
2019 financial statements. DOD Financial Management is a separate
area on the High-Risk List reviewing DOD’s accounting and reporting of
its spending and assets. These long-standing issues have prevented
DOD from having auditable financial statements.
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While DOD needs to take additional action to ensure RPAD contains
complete and accurate data, the department has prioritized improving the
data. This includes issuing new requirements and processes to improve
data quality from 2018 that should help them further improve data quality
moving forward.

For example, in 2020, DOD required the military services to use the Data
Analytics and Integration Support (DAIS) system for reporting real
property inventory data. According to DOD, this system will provide a
common platform for DOD real property inventory, connecting individual
military service real property systems to a web-based interface. DOD
intends DAIS to replace the manual, annual data call to populate the Real
Property Asset Database, which we have found contains inaccurate and
incomplete data.

In addition, DOD has required military services to use its updated
Verification and Validation (V&V) Tool, which checks whether the real
property data in DAIS follow real property data quality standards and
identifies any data anomalies or errors that need correction.

DOD has demonstrated that it has increasing capacity to put into place
systems and processes that, over time, will improve the real property data
needed to identify options to align its infrastructure to meet its force
structure needs. However, as noted earlier, continued improvements are
needed. Thus, while we are removing DOD support infrastructure from
the High-Risk series, we will continue to closely monitor DOD'’s efforts in
this area—in particular as part of the Managing Federal Real Property
high-risk area. This high-risk area looks at the efforts of both the Office of
Management and Budget (OMB) and the General Services Administration
to improve the reliability of information on federal real property
government-wide. We will also monitor DOD’s efforts related to improving
the accuracy and completeness of its real property data as part of the
DOD Financial Management high-risk area mentioned above, which
reviews issues with the accounting and reporting of DOD’s spending and
assets.

Action plan: met. We reported in 2017 and 2019 that DOD had
developed plans, such as its Real Property Efficiency Plan, to better
identify excess infrastructure and thus be positioned to dispose of it. DOD
issued its most recent version of the Real Property Efficiency Plan in
September 2019. In addition to serving as DOD’s real property
management plan, it also set the department’s targets for, among other
things, reducing the amount of office and warehouse space it uses and
the number of buildings it owns in fiscal years 2020 through 2024.

DOD also directed its joint bases in 2017 to stop using higher cost joint
base common standards for installation services, and instead use the
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standards of the military service in charge of providing services at any
given joint base. This would decrease the likelihood of increased base
support costs.

DOD has also implemented recommendations we made in October 2018
to improve its use of intergovernmental support agreements. These are
agreements between military installations and local governments to
obtain installation services such as waste removal, grounds maintenance,
and stray animal control. These improvements to its use of
intergovernmental support agreements address another one of the
actions we recommended in the 2019 High-Risk Report.

In October 2018, we reported that a sample of these agreements had
resulted in cost savings and cost avoidances for the department. Since
then, DOD has implemented our recommendations to monitor the
benefits from intergovernmental support agreements and whether
installations are evaluating opportunities to use those agreements to
reduce costs. With these efforts in place, DOD will be better positioned to
reduce base support costs, to identify and dispose of excess space, and
to better use underutilized space.

Monitoring: met. Since the 2019 High-Risk Report, DOD has
demonstrated improvements in monitoring its processes and systems to
align its infrastructure to support its force structure needs and achieve
efficiencies. In October 2019, DOD senior leaders committed to
implementing our prior recommendations for any future BRAC rounds
authorized by Congress.

For example, DOD has agreed to limit the practice of bundling multiple
stand-alone realignments or closures into single BRAC
recommendations. We reported in 2013 that such bundling did not itemize
the costs and savings associated with each separate major action within
the bundle. This limited visibility into the estimated costs and savings for
individual closures and realignments.

The other recommendations DOD has agreed to implement in future
BRAC rounds include fully identifying cost requirements for military
construction, information technology, relocating personnel and
equipment, and alternatively financed projects.

Additionally, DOD has committed to implementing recommendations we
made from May 2018 to improve the accuracy of its excess capacity
estimates for future BRAC rounds authorized by Congress. Specifically,
the department has committed to (1) reliably update the baseline for
estimating excess infrastructure capacity, (2) use reasonable
assumptions in estimating excess capacity, and (3) develop guidance to
improve its analysis and ensure consistency.
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One of the actions recommended in our in 2019 High-Risk Report to
improve monitoring was that DOD and the military services should better
monitor their processes for recording real property information, develop
corrective actions for data discrepancies, and develop a strategy to
address risks associated with data. While DOD must continue to work to
improve the accuracy and completeness of its real property data, its
development of DAIS is expected to improve the monitoring of DOD'’s real
property, including better financial accounting, reporting, and estimation
of infrastructure needs moving forward. Monitoring has also been
supported in part by efforts to obtain data to improve DOD’s financial
statements.

Further, the military services have since taken steps to implement the
recommended action. For example, the Army developed a 5-year plan in
2019 to improve data quality and accountability, including directing
physical inspections and record updates continuing through fiscal year
2023. As of September 2019, the Navy checked for existence of
facilities—whether facilities listed in its records are in place—and checked
for completeness of the data—whether facilities that are in place are
listed in records. The Navy is continuing to correct any errors identified
through its review and the Financial Improvement and Audit Remediation
audit. While the most recent audit did not result in a clean opinion, the
Navy’s continuing efforts to use the audit to correct and identify any errors
demonstrates an improvement in its monitoring efforts. The Air Force
began a data quality program in 2018 to improve its real property, with a
goal of 100 percent accuracy by September 2023.

These efforts are ongoing and show that DOD is monitoring systems and
processes to improve real property data and ultimately provide better
visibility for aligning its infrastructure to support mission needs.

Demonstrated progress: met. In the last few years, DOD has
demonstrated progress in aligning its infrastructure to its force structure
needs by implementing actions to reduce excess infrastructure and
achieve efficiencies in base support. In doing so, DOD has addressed all
seven actions we recommended in 2019 to improve management of its
support infrastructure.

As mentioned above, DOD addressed four of the seven actions by
committing to improve its implementation of future BRAC rounds.
Specifically, for future BRAC rounds authorized by Congress, DOD
formally committed to fully identifying the cost requirements for military
construction, information technology, relocating personnel and
equipment, and alternatively financed projects, and limiting the practice of
bundling multiple stand-alone BRAC realignments or closures into single
recommendations.
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DOD further agreed to improve the accuracy of its excess capacity
estimates by reliably updating the baseline and using reasonable
assumptions for estimating excess infrastructure capacity, as well as
developing guidance to improve its analysis and ensure consistency.

DOD has further been working to more efficiently use underutilized
installation space through reduction of leases. In its Real Property
Efficiency Plan for fiscal years 2020 to 2024, DOD noted that the Army
had been focusing on reducing its leases in the National Capital Region,
which were among the Army’s most expensive leased inventory.
Specifically, DOD reported that the Army reduced its leased footprint in
the National Capital Region from a peak of 3.9 million square feet in 2011
to roughly 1 million square feet as of September 2019. The department
also implemented recommendations we made to increase the use of
intergovernmental support agreements to reduce the cost of installation
support services. These actions address the fifth of seven actions we
recommended in 2019 to improve support infrastructure management.

As stated above, DOD has also taken steps to improve its real property
data to improve oversight and better inform decision-making about
aligning infrastructure to mission needs. DOD has required the use of the
DAIS platform and the V&V tool to better capture real property data and
correct discrepancies. The military services have implemented plans and
actions to prioritize and put into place efforts that will lead to a more
complete and accurate set of information. While DOD needs to continue
to improve the accuracy and completeness of its real property data, we
believe that these address the sixth of the actions we had in the 2019
High-Risk Report.

The last remaining action we recommended in the 2019 High-Risk Report
was for DOD to continue to assess its infrastructure needs in light of
ongoing changes in force structure and work with Congress, as needed,
to reduce any excess infrastructure.

DOD continues to be committed to reducing its excess and underutilized
space and has addressed this last recommended action. Since 2013, for
example, DOD has been reducing excess space as part of the European
Infrastructure Consolidation program and continues to assess more
reductions as DOD relocates servicemembers in Europe to align with
current mission needs.

Further, when OMB began the Freeze the Footprint and the Reduce the
Footprint programs (which restrict the growth of excess property by
requiring disposal of existing property for each newly acquired property),
DOD made significant contributions to overall footprint reduction results
as the federal government’s largest property holder.
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For example, in fiscal year 2016, DOD’s facility square footage reductions
were 68 percent of the total government-wide office and warehouse
reductions and 75 percent of other government-wide property reductions.
DOD continues to update its Real Property Efficiency Plan to set targets
for reducing the amount of office and warehouse space it uses and the
number of buildings it owns in fiscal years 2020 through 2024.

The military services have continued to focus on aligning their
infrastructure to meet mission needs. For example, the Army is using (1)
the Facility Reduction Program to eliminate excess square footage
through demolition; (2) the Enhanced Use Lease Authority to leverage
underutilized property; and (3) the Return to Host Nation initiative to
reduce excess at overseas locations. In January of 2019, the Air Force
formalized its Infrastructure Investment Strategy to incentivize installation
master planning, including directing a 5 percent reduction in the total Air
Force facility footprint to better match its infrastructure to support its
mission.

Monitoring after Removal from the High Risk List

DOD demonstrated commendable, sustained progress improving its
support infrastructure management. However, this does not mean DOD
has addressed all risk within this area. Most notably, DOD faces
considerable challenges in ensuring it has accurate and complete real
property data. We will continue to monitor DOD'’s efforts as part of the
Federal Real Property and DOD Financial Management high-risk areas.
Moreover, it remains important that senior leaders continue their efforts to
implement corrective actions to improve real property data, to continue to
dispose of excess infrastructure, and to align infrastructure with the needs
of the forces.

We will continue to conduct oversight of these and other support
infrastructure management efforts at DOD.

Defense Real Property: DOD-Wide Strategy Needed to Address Control
Issues and Improve Reliability of Records. GAO-20-615. Washington,
D.C.: September 9, 2020.

Defense Real Property: DOD Needs to Take Additional Actions to
Improve Management of Its Inventory Data. GAO-19-73. Washington,
D.C.: November 13, 2018.

DOD Installation Services: Use of Intergovernmental Support Agreements

Has Had Benefits, but Additional Information Would Inform Expansion.
GAO-19-4. Washington, D.C.: October 23, 2018.
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Defense Infrastructure: DOD Needs to Improve the Accuracy of Its
Excess Capacity Estimates. GAO-18-230. Washington, D.C.: May 24,
2018.

Military Bases: Opportunities Exist to Improve Future Base Realignment
and Closure Rounds. GAO-13-149. Washington, D.C.: March 7, 2013.
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Skills gaps within the federal workforce persist despite the continuing efforts of the Office of Personnel

Management and federal agencies.

Why Area Is High Risk

Mission-critical skills gaps both within
federal agencies and across the federal
workforce pose a high risk to the nation
because they impede the government
from cost effectively serving the public
and achieving results. This area was
added to the High-Risk List in 2001.
Causes of these skills gaps vary;
however, they are often due to a shortfall
in one or more talent management
activities such as robust workforce
planning or training.

Skills gaps have been identified in
government-wide occupations in fields
such as science, technology,

engineering, mathematics, cybersecurity,

and acquisitions. Currently, OPM has
stated that it is assisting agencies in
addressing emerging workforce needs in
the wake of the COVID-19 pandemic.

Contact Information

For additional information about this
high-risk area, contact Michelle B.
Rosenberg at (202) 512-6806 or
rosenbergm@gao.gov.

Since our 2019 High-Risk List, the
rating for one criterion—leadership
commitment—declined from met to

Strategic Human
Capital Management

LEADERSHIP

@ | partially met. The other four criteria
COMMITMENT S remain unchanged.
'/ Leadership commitment:
Egggggggw?'} cAPACITY, partially met. Since our last high-
risk update in 2019, the Office of
Personnel Management (OPM)
has had three different directors,
only one of whom was confirmed
MONITORING ACTIONPLAN | Dby the Senate. As of January

2021, OPM has been led by an
acting director for 18 of the last 24
months. The absence of Senate-
confirmed leadership meant the
federal government lacked the attention from the highest levels needed to
address longstanding and emerging skills gaps.

@ Progressed since 2019 @ Declined since 2019

Source: GAO analysis. | GAO-21-119SP

For example, OPM canceled its annual Human Capital Review meetings
with agency officials for 2020. These meetings are used for agencies to
report, among other things, their progress on closing skills gaps to OPM
officials. According to OPM, these meetings were cancelled due to work
demands related to the Coronavirus Disease 2019 (COVID-19)
pandemic. OPM did hold weekly government-wide teleconferences to
share information and strategies on current human capital challenges.
However, the regulation-required annual Human Capital Reviews are
important to show leadership’s commitment to addressing this issue and
holding agencies accountable for taking action to close skills gaps.

While OPM has established an agency priority goal for fiscal years 2020
and 2021 to support agencies’ efforts to address skills gaps, mission-
critical skills gaps are a root cause in high-risk areas across the
government. Of the 35 other high-risk areas, skills gaps played a
significant role in 22 areas.

Capacity: partially met. OPM continues to provide technical support and
monitor the work of Federal Agency Skills Teams (FAST)—teams of
subject matter experts and human capital management professionals
established in most agencies to address their skills gaps.

Page 49 GAO-21-119SP High-Risk Series


mailto:rosenbergm@gao.gov

Strategic Human Capital Management

Regarding government-wide skills gaps within science, technology,
engineering, and mathematics (STEM) occupations, OPM officials stated
they are initially focusing their efforts on addressing the shortage of
cybersecurity professionals. Focusing on cybersecurity may help close
this skills gap. However, there are STEM occupations that are critical to
agencies’ missions—such as medical professionals and biomedical
researchers—that also need to be addressed.

Action plan: partially met. As part of addressing the agency priority goal
to address workforce needs, OPM is working to provide agencies with 48
different tools and flexibilities to mitigate skills gaps in 80 percent of
identified high-risk, mission-critical occupations by September 2021. OPM
has reported that, as of September 2020, it has made available 43 of the
tools and flexibilities to assist agencies in mitigating skills gaps and is on
track to provide the remaining five by the end of fiscal year 2021.

Since our 2019 report, OPM officials reported that FAST teams have
improved the quality of agencies’ action plans for closing skills gaps by
ensuring that they describe the root causes for the occupation’s skills
gap, as well as outline the goals and strategies for addressing them.

While these individual action plans enable OPM and agencies to track
progress toward closing agency-specific skills gaps, no similar action plan
exists for closing government-wide skills gaps. Such a plan could provide
greater transparency about OPM'’s and agencies’ efforts to close the six
government-wide skills gaps OPM originally identified in 2015.

Monitoring: partially met. OPM has improved its ability to monitor FAST
teams’ efforts by developing a set of four common metrics to identify
current and emerging skills gaps. OPM’s use of these metrics across all
FAST teams implements our January 2015 recommendation that OPM
create an approach for identifying and monitoring skills gaps across
multiple agencies. However, as mentioned above, by reinstating the
regulatory-required annual Human Capital Review meetings, OPM would
provide agencies with more structure and accountability for progress on
closing skills gaps.

Demonstrated progress: not met. The shortage of staff and the lack of
skills among current staff occurs across multiple federal agencies and
responsibilities. For example, due to a lack of workforce planning and
skills, none of the 24 Chief Financial Officers (CFO) Act agencies have
fully implemented best practices for information technology (IT) or
cybersecurity workforce planning, including ensuring staff have the skills
to address cybersecurity risks and challenges in areas such as industrial
control systems supporting the electric grid and avionics cybersecurity.
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Further, as noted, skills gaps caused by an insufficient number of staff,
inadequate workforce planning, and a lack of training in critical skills are
contributing to our designating 22 of the 35 other areas as high risk. The
table below provides examples of the high-risk areas in which skills gaps
played a role; the causes of these skills gaps are grouped into four broad
categories—SkKills, Staffing, Training, and Workforce Planning.

|
Table 6: Examples of Skills Gaps Related to High-Risk Areas

High-risk area

Examples of skills gaps and causes

Department Of Defense (DOD)
Financial Management

Workforce Planning and Skills:. DOD acknowledges that workforce planning across the
department is inconsistent, and it has difficulty competing with industry for financial
management talent.

DOD Weapon Systems Acquisition

Staffing and Skills: Many major defense acquisition programs reported difficulty in hiring
software development staff with the required expertise and in time to complete the
required work.

Department of Energy’s (DOE) Contract

and Project Management for the
National Nuclear Security
Administration (NNSA) and Office of
Environmental Management

Workforce Planning and Staffing: DOE’s NNSA does not have a process to determine
the number of acquisition professionals it needs to award and oversee contracts.

Enforcement of Tax Laws

Workforce Planning, Staffing, and Skills: The Internal Revenue Service (IRS) has not
fully implemented strategic workforce planning initiatives which could help address the
challenges of carrying out ongoing enforcement and taxpayer service programs. IRS also
faces mission-critical gaps for enforcement staff to investigate underreporting and
noncompliance.

Ensuring the Cybersecurity of the
Nation

Workforce Planning and Skills: None of the 24 Chief Financial Officers (CFO) Act
agencies have fully implemented best practices for information technology (IT) or
cybersecurity workforce planning, including ensuring staff have the skills to address
cybersecurity risks and challenges in areas such as industrial control systems supporting
the electric grid and avionics cybersecurity.

Ensuring the Effective Protection of
Technologies Critical to U.S. National
Security Interests

Staffing: The Department of the Treasury and DOD do not have the necessary workforce
in place for handling the increasing workload of the Committee on Foreign Investment in
the United States to identify and protect technologies critical to national interests.

Government-Wide Personnel Security
Clearance Process

Workforce Planning: The Defense Counterintelligence and Security Agency has not
developed a workforce plan that identifies the workforce required to meet demands for
background investigations.

Improving and Modernizing Federal
Disability Programs

Workforce Planning and Staffing: The Department of Veterans Affairs has not
completed the hiring of medical officers and data analysts, (including those needed for
making cost projections) and other planning efforts to ensure it has the capacity to
comprehensively update its disability benefits eligibility criteria.

Improving Federal Management of
Programs that Serve Tribes and Their
Members

Workforce Planning: The Bureau of Indian Affairs needs to develop a workforce analysis
to gauge workforce composition needs, assess gaps, prepare a workforce plan, and
identify competencies for mission-critical occupations.

Improving the Management of IT
Acquisitions and Operations

Workforce Planning and Skills: Twenty-one of the 24 CFO Act agencies have not
implemented IT management policies that fully address the roles of their chief information
officers which includes ensuring that program staff have the necessary knowledge and
skills to effectively acquire IT. Progress in establishing key IT workforce planning
processes is also lacking.

Management of Federal Oil and Gas
Resources

Workforce Planning and Training: The Department of the Interior continues to
experience challenges in workforce planning, including hiring, training, and retaining
sufficient staff to oversee and manage oil and gas operations on federal lands and waters.
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High-risk area

Examples of skills gaps and causes

Managing Risks and Improving
Department of Veterans Affairs (VA)
Health Care

Training: VA has not developed an enterprise-wide annual training plan. VA also has not
sufficiently trained compliance officers or independent auditors on reviewing disbursement
agreements for its Graduate Medical Education program.

National Aeronautics and Space
Administration (NASA) Acquisition
Management

Staffing and Skills: The skill set required of NASA’s Schedule Analysts is in high
demand and is a difficult position for which to recruit and retain talent, especially when
competing with the private sector.

National Efforts to Prevent, Respond
to, and Recover from Drug Misuse

Staffing: Availability of medical professionals and facilities for substance use disorders
has not kept pace with needs.

Protecting Public Health
through Enhanced Oversight of
Medical Products

Staffing: The Food and Drug Administration’s (FDA) inspection of foreign drug
manufacturing establishments decreased, in part, due to a lack of staff available to
conduct inspections.

Resolving the Federal Role in Housing
Finance

Workforce Planning: The Government National Mortgage Association (Ginnie Mae)
relies heavily on contractors for many functions, but has not determined whether it has an
optimal mix of contractor and in-house staff.

Strengthening the Department of
Homeland Security Management
Functions

Staffing and Skills: Criteria for appointing qualified staff to oversee acquisition programs
are not being consistently applied.

Transforming the Environmental
Protection Agency’s (EPA) Process for
Assessing and Controlling Toxic
Chemicals

Workforce Planning, Staffing, and Skills: EPA’s Office of Pollution Prevention and
Toxics has neither completed a workforce nor a skills gap analysis to ensure it can meet
agency deadlines.

U.S. Government's Environmental
Liability

Workforce Planning and Staffing: Federal agencies have significant gaps in their ability
to effectively address their portions of environmental liability, including backlogs of work
that are greater than what can be done with available staff.

VA Acquisition Management

Training: Implementing a comprehensive and consistently offered Federal Supply
Schedule training curriculum could enable VA to provide its staff with the tools and clarity
needed to perform their roles and increase efficiency.

Source: GAO analysis. | GAO-21-119SP

Note: Two additional high-risk areas with skills gaps are Decennial Census and DOD Business
Systems Modernization.

What Remains to Be
Done

Over the years since we added this area to our High-Risk List, we have
made numerous recommendations to OPM focused on this high-risk area
and related human capital issues, 67 of which remain open as of
November 2020. Additional progress could be made if OPM were to
complete actions to implement open recommendations, such as:

« examining ways to make the general schedule system’s design and
implementation more consistent with the attributes of a modern,
effective classification system; and

« assessing information on agencies’ use of hiring authorities to identify
opportunities to refine, consolidate, eliminate, or expand agency-
specific hiring authorities to other agencies and implement changes
where OPM is authorized.

Agencies also need to take action to address recommendations we have
made regarding mission-critical skills gaps within their own workforces—a
significant factor contributing to many high-risk areas. For example, FDA
should address staffing challenges associated with conducting
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inspections of foreign drug manufacturers at an appropriate frequency—a
situation that has been exacerbated by the COVID-19 pandemic. At EPA,
officials need to carry out workforce planning efforts to ensure that the
agency has the resources in place to conduct chemical risk evaluations
and implement the Toxic Substances Control Act.

Public Health Preparedness: HHS Should Take Actions To Ensure It Has
An Adequate Number Of Effectively Trained Emergency Responders.
GAO-20-525. Washington, D.C.: June 18, 2020.

FEMA Disaster Workforce: Actions Needed to Address Deployment and
Staff Development Challenges. GAO-20-360. Washington, D.C.: May 4,
2020.

Information Technology: Agencies Need to Fully Implement Key
Workforce Planning Activities. GAO-20-129. Washington, D.C.: October
30, 2019.

Department Of Veterans Affairs: Improved Succession Planning Would
Help Address Long-Standing Workforce Problems. GAO-20-15.
Washington, D.C.: October 10, 2019.

Federal Workforce: Talent Management Strategies to Help Agencies
Better Compete in a Tight Labor Market. GAO-19-723T. Washington,
D.C.: September 25, 2019.

Defense Acquisition Workforce: DOD Increased Use of Human Capital
Flexibilities but Could Improve Monitoring. GAO-19-509. Washington,
D.C.: August 15, 2019.

Human Capital: Improving Federal Recruiting and Hiring Efforts.
GAO-19-696T. Washington, D.C.: July 30, 2019.

Federal Hiring: OPM Needs to Improve Management and Oversight of
Hiring Authorities. GAO-16-521. Washington, D.C.: August 2, 2016.

Federal Workforce: OPM and Agencies Need to Strengthen Efforts to
Identify and Close Mission-Critical Skills Gaps. GAO-15-223. Washington,
D.C.: January 30, 2015.

Human Capital: OPM Needs to Improve the Design, Management, and

Oversight of the Federal Classification System. GAO-14-677.
Washington, D.C.: July 31, 2014.
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Managing Federal Real Property

The federal government could better manage its real property, or real estate, portfolio by effectively disposing
of unneeded buildings, collecting reliable real property data, and improving the security of federal facilities.

Why Area Is High Risk

The federal government’s real estate
portfolio is vast and diverse—including
about 130,000 domestic civilian buildings
as of fiscal year 2019 that cost billions of
dollars annually to operate and maintain.
Federal real property management was
placed on the High-Risk List in 2003.

This year we have narrowed the scope
of this issue by removing the costly
leasing segment due to the federal
government’s progress in reducing the
number and costs of leases. However,
federal agencies continue to face long-
standing challenges in managing real
property, including: (1) effectively
disposing of excess and underutilized
property, (2) collecting reliable real
property data for decision-making, and
(3) improving the security of federal
facilities from possible attacks.

The Office of Management and Budget
(OMB) and the General Services
Administration (GSA) both provide
guidance and support to agencies to
help manage their real property.

OMB establishes federal policies and
chairs the Federal Real Property Council
(FRPC). GSA provides space for federal
tenants and collects government-wide
data on real property.

The Department of Homeland Security
chaired Interagency Security Committee
(ISC) sets facility security standards. In
addition, its Federal Protective Service
(FPS) protects about 9,000 federal
buildings.

Contact Information

For additional information about this
high-risk area, contact David Trimble at
trimbled@gao.gov or (202) 512-2834.

Managing Federal

Real Property

LEADERSHIP LW
COMMITMENT Yoo

DEMONSTRATED
PROGRESS

MONITORING
@ Progressed since 2019

ACTION PLAN
@ Declined since 2019

Source: GAO analysis. | GAO-21-119SP
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CAPACITY

Since our last high-risk update in
March 2019, the federal
government now meets the
criterion for having an action plan.
The federal government continues
to meet the criterion of leadership
commitment and continues to
partially meet the criteria for
capacity, monitoring, and
demonstrated progress.

Since we added this area to our
High-Risk List, we have made
numerous recommendations
related to this issue, 31 of which
were added since the last high-risk

update in March 2019. As of December 2020, 68 recommendations
remain open.

The federal response to the Coronavirus Disease 2019 (COVID-19)
pandemic may delay some planned actions, such as the development of
a final, comprehensive national strategy guiding real property
management. In addition, the federal government may face added
challenges as a result of the pandemic, such as long-term changes in the
amount and type of space it occupies.

These changes may, in turn, affect the amount of excess space the
federal government possesses. In addition, the CARES Act provided
$275 million to the Federal Buildings Fund for General Services
Administration (GSA) to prevent, prepare for, and respond to the
pandemic, which we summarized in our November 2020 CARES Act
report GAO-21-191 on the federal government’s initial response to the
pandemic.
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Excess and Underutilized
Property

R The ratings for the excess and
Excess and Underutilized | underutilized property segment remain

Property ¢ | unchanged since our 2019 High-Risk
LEADERSHIP & ¥ Report.

S\
COMMITMEI\y ?@\Q

DEMONSTRATED Leadership commitment: met. The
PROGRESS CAPACITY| — Office of Management and Budget (OMB)
continues to implement the 2015 National
Strategy for the Efficient Use of the Real

MONITORING acionpLan | Property (national strategy) which
identifies actions to reduce the size of the
Source: GAO analysis. | GAO-21-119SP federal real property portfolio by

prioritizing consolidation, co-location, and disposal actions. The national
strategy is consistent with the 2015 Reduce the Footprint policy that
required agencies to set goals for reducing unneeded space.

In May 2019, the Public Buildings Reform Board (the board) was sworn in
and worked with OMB, GSA, and other federal agencies to collectively
identify and recommend high-value properties for disposal under the
Federal Assets Sale and Transfer Act (FASTA) of 2016. In January 2020,
OMB approved the board’s list of 12 recommended high-value federal
properties for disposal. According to board officials, the first round of high-
value properties are set to be sold in 2021.

Capacity: partially met. In March 2020, OMB published an addendum to
the national strategy but it does not fully address underlying challenges,
such as budget limitations, that impede agencies’ capacity to dispose of
or use real property better, a deficiency we noted in our 2019 high-risk
update. According to an OMB official, as of August 2020, OMB had not
yet drafted the planned comprehensive and final national strategy
document, in part, because of the need to respond to COVID-19.

As a 6-year pilot program, FASTA increased the federal government’s
capacity to dispose of unneeded federal real property by establishing an
independent board and a process for identifying and disposing of
unneeded federal buildings, among other things. However, in our January
2021 report GAO-21-233, we found that better documentation of the
board’s process for evaluating and selecting disposal properties could
help improve the process for future disposals.

Action plan: met. We noted in 2019 that OMB had, through Reduce the
Footprint, established a government-wide action plan to (1) use property
as efficiently as possible, and (2) reduce portfolios through annual
reduction targets. Additionally, OMB’s November 2019 memorandum on
the Implementation of Agency-wide Real Property Capital Planning
requires agencies to develop an annual capital planning process
document that addresses project prioritization between new assets and
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maintenance of existing assets. Agencies’ planning documents were
originally due to OMB in August 2020 but that deadline has been
postponed until 2021 due to COVID-19, according to an OMB official.

Monitoring: partially met. OMB and GSA continue to monitor progress
in meeting space-reduction targets using the government-wide real
property database called the Federal Real Property Profile (FRPP).
However, the database is not yet sufficiently reliable to produce accurate
results.

For example, OMB chose not to use the Department of Defense’s (DOD)
real property data in reporting the last 2 years of results of the Reduce the
Footprint policy (2018 and 2019) because the data were not sufficiently
reliable. We reported in 2018 that weaknesses in the quality of DOD'’s
real property data result, in part, because DOD has not implemented a
strategy to identify and address risks with accompanying schedules and
performance metrics. As of February 2020, DOD estimated it could
complete these actions by September 2023.

Demonstrated progress: partially met. The federal government has
made uneven progress in implementing the Reduce the Footprint policy.
While the federal government doubled its space reductions goal in fiscal
year 2016 by reducing 11 million square feet of space, later results were
mixed. The federal government failed to reach its reduction goals in fiscal
years 2017 and 2019, and the 2019 reductions were the lowest since the
effort began in 2016.

In fiscal year 2019, the federal government reduced about 566,000
square feet of space, less than half of any of the previous years’
reductions. While the board made progress by recommending a list of
high-value properties for disposal that OMB approved, GSA still needs to
execute the sale of these properties under FASTA.

« OMB should focus on achieving Reduce the Footprint targets.

e GSA, in conjunction with the board, should complete the sale of OMB-
approved, high-value assets, per FASTA.
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Costly Leasing
(Segment Removed)

B  The ratings for the costly leasing segment

Costly Leasing improved to met for capacity, monitoring,
LEADERSHIP & and demonstratgd progress grlterla, with
COMMITMENT v\g%&%@\ the two other criteria continuing to be met.

/ & Consequently, we have removed the costly

DEMONSTRATES leasing segment from this high-risk area.

PROGRESS G | CAPACITY

Leadership commitment: met. GSA

® continued to demonstrate leadership

commitment in reducing costly leasing. As

noted in our 2019 High-Risk Report, GSA

Source: GAO analysis. | GAO-21-119SP initiated its Lease Cost Avoidance Plan in
2018 to reduce leasing costs by a

projected $4.7 billion by fiscal year 2023.

MONITORING ACTION PLAN

GSA continued to implement its plan through several initiatives including
(1) negotiating more competitive leases with longer terms, (2) reducing
the size of leases, (3) moving leased tenants to federally owned space,
and (4) backfilling vacant leased space.

Capacity: met. GSA has taken steps to reduce its reliance on costly
leases. In May 2020, GSA awarded the fourth iteration of its broker
contract. GSA uses brokers to supplement its staff and complete work on
high-value leases it would otherwise be unable to complete, according to
GSA officials. GSA also hired an additional 32 GSA lease-contracting
officers in fiscal years 2019 and 2020 to help address its expiring lease
inventory.

GSA has also taken steps to increase its capacity for reducing leasing
costs by eliminating interest fees. In 2020, in response to our 2016
recommendation, GSA developed a proposal to OMB to loan agencies
funds to improve newly leased spaces instead of agencies financing
these costs at private-sector interest rates. This proposal could save
tenant agencies millions of dollars in private sector interest charges.

Action plan: met. GSA continued to meet the action plan criterion for
costly leasing through ongoing implementation of its Lease Cost
Avoidance Plan. In 2020, GSA also successfully implemented its plan to
prioritize properties for ownership investments—a recommendation we
made in 2013—by purchasing the Department of Transportation’s (DOT)
headquarters building.

Monitoring: met. GSA now meets the criterion for monitoring progress
toward reducing leasing costs. Since 2019, GSA has improved its
monitoring efforts. GSA’s Lease Cost Avoidance Plan now aggregates
cost avoidance estimates from a number of metrics. Specifically, the plan
tracks cost avoidance through various metrics such as leases negotiated
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below market costs, reductions in rental square footage, and reductions in
vacant leased space through backfill or lease termination.

In addition, GSA developed its lease replacement metrics to monitor
lease status at different points along the process to minimize the need to
stay in a space after a lease expires or to enter into short-term lease
extensions.

Demonstrated progress: met. GSA has made quantifiable
improvements in leasing amounts and costs and now meets the
demonstrated progress criterion. GSA has documented a downward trend
in leased square footage over the last 6 years, resulting in more space
being under the custody and control of GSA than the space it leases for
the first time since 2007. In fiscal year 2019, GSA reported that it avoided
about $324 million in costs by moving tenants from previously leased
space to federally owned space.

Notably, in 2020, GSA moved the DOT Headquarters in Washington,
D.C., from leased space to owned space by purchasing the building.
GSA estimates that this move to owned space will save taxpayers more
than $409 million in lease costs over 30 years. GSA also reported that it
avoided an additional $30 million of lease costs in fiscal year 2019 by
backfilling vacant federal space and terminating unneeded leases.

Data Reliability

R The rating for demonstrated progress has

Data Reliability regressed from partially met to not met
LEADERSHIP ¢ & | since our 2019 Higr_]-R.isk Repprt. Ratings
COMMITMENT G0 for the other four criteria remain

%@\ unchanged.
DEMONSTRATED /
PROGRESS / CAPACITY|  |_eadership commitment: met. GSA and

DOD continue to demonstrate leadership
commitment in improving their data

MONITORING acTionpLan | reliability. GSA continues to improve its
FRPP reliability and its Federal Real
Source: GAO analysis. | GAO-21-119SP Property Data Validation and Verification

(V&V) process for identifying and correcting possible errors.

GSA, in conjunction with the Federal Real Property Council (FRPC), also
continues to refine its FRPP data dictionary which provides the real
property reporting requirements for executive agencies. DOD also
committed to a timeline for improving its Real Property Assets Database.

Capacity: met. GSA continues to take actions to increase the capacity of
agencies to submit accurate data. For example, GSA revised certain data
elements’ definitions in 2020 and incorporated them into the 2020 FRPP
data dictionary to increase the accuracy and completeness of the data
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reported to FRPP. In addition, in November 2018, FRPC established a
data governance working group that meets regularly to address
challenges to reliable and complete data in the FRPP.

Action plan: met. In March 2020, FRPC’s data governance working
group developed a corrective action plan to address FRPP data reliability
issues that we identified in February 2020 including V&V anomaly
categories to better target incorrect data. In February 2020, DOD shared
its strategy to improve the coordination of corrective action plans to
remediate discrepancies in its real property data system. DOD's
estimated completion date for these actions is September 2022.

Monitoring: partially met. While GSA’s V&V process continues to
provide a structure for improving the FRPP data, it has not addressed key
errors in FRPP data.

In February 2020, we found that 67 percent of building addresses in
FRPP were incorrectly formatted or incomplete, making it hard to locate
specific buildings. In June 2020, GSA revised the FRPP data dictionary to
clarify the reporting of street addresses as well as latitude and longitude
coordinates. In November 2020, FRPC’s data governance working group
developed a computer application to help agencies identify incorrect or
incomplete FRPP location data. This tool will be available to agencies in
2021, according to GSA officials. GSA officials plan to monitor the effect
of these changes after agencies submit their 2021 data.

We also found that verification of DOD’s real property assets during fiscal
year 2019 was incomplete and not comparable across DOD due to a lack
of department-wide instructions.

Demonstrated progress: not met. GSA and DOD are no longer partially
meeting the criteria for demonstrated progress. While GSA and some
agencies have taken action to correct data, we continue to find serious
data errors that undermine the reliability of the FRPP. GSA’s V&V
process has not effectively addressed key errors in FRPP data. As a
result, we found in February 2020 that most building addresses in FRPP
are either incorrectly formatted or incomplete.

In addition, DOD’s real property data continue to be inaccurate and
incomplete. In September 2020, we found that DOD had serious control
issues that affected the quality of its property data. DOD also has not
implemented a strategy that identifies and addresses risks to data quality
and information accessibility with accompanying schedule and
performance metrics, a recommendation we made in November 2018.
DOD officials told us they developed a strategy in 2020 but it will not be
fully implemented until September 2023.
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GSA should continue working with federal agencies to improve the
reliability of its real property data through V&V efforts and encouraging
agencies to implement action plans to better assess, address, and track
data quality. In particular, agencies should correct location data as we
recommended in 2020. DOD should improve the reliability of its real
property data by implementing a strategy that identifies and addresses
risks to data quality, as we recommended in 2018 and 2020.

Facility Security

R The ratings for the facility security

Facility Security segment improved for the action plan and
LEADERSHIP o demonstrated progress criteria with the
COMMITMENT NS other three criteria remaining unchanged.

N\

DEMONSTRATES Leadership commitment: met. The

PROGRESS (& CAPACITY| - Federal Protective Service (FPS)
continues to take action to address our
® recommendations to improve the security
MONITORING actionpian | Of federal facilities. The Interagency
Security Committee (ISC) also continues
Source: GAO analysis. | GAO-21-1195P to update its Risk Management Process—

a consolidated set of standards required of executive branch agencies for
physical security at nonmilitary federal facilities.

Capacity: partially met. The federal government may not have the
capacity to conduct adequate risk assessments because agencies’
security assessment methodologies do not fully align with the ISC Risk
Management Process. To this end, the Federal Aviation Administration
(FAA) and the Department of Veterans Affairs (VA) should implement our
October 2017 and January 2018 recommendations to complete an
assessment of their policies consistent with the ISC’s standards.

Action plan: met. The federal government has shown improvement and
now meets this criterion by finalizing action plans that should improve the
security of federal facilities. In July 2019, FPS, GSA, the judiciary, and the
U.S. Marshals Service finalized a memorandum of agreement clarifying
their respective roles and responsibilities for federal facility security,
implementing our longstanding recommendation from September 2011.

In 2020, FPS and GSA also implemented our December 2015
recommendation by finalizing a joint strategy that defined and articulated
a common understanding of expected outcomes and aligned the two
agencies' activities and core processes to achieve their related missions.

Monitoring: partially met. The federal government continues to partially
meet this criterion. In 2019, FPS developed two systems to oversee its
contract guard workforce. Specifically, FPS developed the Training and
Academy Management System and the Post Tracking System. However,
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FPS has not fully implemented these systems. Finally, as noted in the
2019 high-risk update, actions are still needed to better address various
emerging security threats to federal facilities.

Demonstrated progress: partially met. The federal government has
shown improvement and now partially meets the criterion for
demonstrated progress to improve security. FPS must demonstrate the
effectiveness of its guard management system and ensure that it interacts
with its training system across all regions. Once the systems are fully
implemented, FPS will be able to obtain information to assess its guards’
capability to address security risks across its portfolio.

Although there has been progress overall to improve federal facility
security, the attack on the U.S. Capitol on January 6, 2021, underscores
that more progress is needed among a range of federal agencies and
their law enforcement partners to defend against ever changing threats.

To improve the security of federal facilities, the following steps are
necessary:

« FAA and VA should ensure that their risk assessment processes align
with ISC standards; and

o FPS should fully implement its guard management systems and
ensure they are working as expected.

Federal Real Property: Additional Documentation of Decision Making
Could Improve Transparency of New Disposal Process. GAO-21-233.
Washington, D.C.: January 29, 2021.

Defense Real Property: DOD-Wide Strategy Needed to Address Control
Issues and Improve Reliability of Records. GAO-20-615. Washington,
D.C.: September 9, 2020.

Federal Leasing: Quality Information and Metrics Would Allow GSA to
Better Assess the Value of Its Broker Program. GAO-20-361.
Washington, D.C.: March 31, 2020.

Federal Real Property: GSA Should Improve Accuracy, Completeness,
and Usefulness of Public Data. GAO-20-135. Washington, D.C.: February
6, 2020.

Federal Building Security: Actions Needed to Help Achieve Vision for

Secure, Interoperable Physical Access Control. GAO-19-138.
Washington, D.C.: December 20, 2018.
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Defense Real Property: DOD Needs to Take Additional Actions to
Improve Management of Its Inventory Data. GAO-19-73. Washington,
D.C.: November 13, 2018.

Federal Facility Security: Actions Needed to Better Address Various
Emerging Threats. GAO-19-32SU. Washington, D.C.: October 17, 2018.

Federal Facility Security: Selected Agencies Should Improve Methods for
Assessing and Monitoring Risk. GAO-18-72. Washington, D.C.: October
26, 2017.

Federal Real Property: Improving Data Transparency and Expanding the
National Strategy Could Help Address Long-standing Challenges.
GAO-16-275. Washington, D.C.: March 31, 2016.

Federal Real Property: GSA Could Decrease Leasing Costs by
Encouraging Competition and Reducing Unneeded Fees. GAO-16-188.
Washington, D.C.: January 13, 2016.

Federal Protective Service: Actions Needed to Assess Risk and Better

Manage Contract Guards at Federal Facilities. GAO-12-739. Washington,
D.C.: August 10, 2012.
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Funding the Nation’s Surface Transportation

System

Congress should pass a long-term, sustainable solution for funding surface transportation.

Why Area Is High Risk

The nation’s surface transportation
system—including highways, transit,
maritime ports, and rail systems that
move both people and freight—is under
growing strain. Further, the cost to repair
and upgrade the system to meet current
and future demand is estimated in the
hundreds of billions of dollars.

The oldest portions of the Interstate
Highway System are over 60 years old,
and over 7 percent of the nation’s
bridges were rated in poor condition in
2019.These challenges are intensified by
a range of factors such as shifting
demographics, a growing economy, and
rapid development of new technologies.
This issue has been on our High-Risk
List since 2007.

These surface transportation challenges
come at a time when traditional funding
sources are eroding and the federal
government lacks a long-term
sustainable strategy for funding surface
transportation. Funding is further
complicated by the federal government’s
financial condition and fiscal outlook.

The nation is on an unsustainable long-
term fiscal path of deficits and debt, and
Congress and the administration face
difficult policy choices about federal
revenues, spending and investment.
These choices need to be accompanied
by a broader fiscal plan to put the
government on a more sustainable long-
term fiscal path.

Contact Information

For additional information about this
high-risk area, contact Elizabeth Repko
at (202) 512-2834 or RepkoE@gao.gov.

We are not rating this high-risk
area because addressing the
identified issues will primarily
involve congressional action.

Funding the Nation’s Surface
Transportation System

Motor fuel taxes and additional
truck-related taxes that support the
Highway Trust Fund—the major
source of federal surface
transportation funding—are
eroding. Because of inflation, the
18.4 cent-per-gallon federal tax on
gasoline has about one-third less
purchasing power than it did when
the federal motor fuel tax was last
raised in 1993.

Congressional action needed

Source: GAO analysis. | GAO-21-119SP

To maintain spending levels for highway and transit programs and to
cover revenue shortfalls, Congress transferred a total of about $155
billion in general revenues to the Highway Trust Fund on nine occasions
from 2008 through 2020, including $13.6 billion by the Continuing
Appropriations Act, 2021 and Other Extensions Act, enacted in October
2020.

These transfers each represented a one-time infusion of funding, not a
sustainable long-term source of revenues. This funding approach
effectively ended the long-standing principle of “users pay” in highway
finance, breaking the link between the taxes highway users paid and the
benefits they received.

The Fixing America’s Surface Transportation (FAST) Act appropriated
around $70 billion of the $141 billion in transfers for fiscal years 2015
through 2020. In 2021, the gap between projected revenues and
spending will recur. In September 2020, the Congressional Budget Office
estimated that $188 billion in additional funding would be required to
maintain current spending levels plus inflation from fiscal years 2021
through 2030. This estimate did not include the effects of the $13.6 billion
transferred by the Continuing Appropriations Act, 2021 and Other
Extensions Act. See figure 7.
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Figure 7: Projected Cumulative Highway Trust Fund Balance, Fiscal Years 2021
through 2030
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Source: GAO analysis of Congressional Budget Office data. | GAO-21-119SP

Note: This projection assumes no further augmentation of highway-related taxes to the Highway Trust
Fund after 2021 from general revenues or other sources. By law, the Highway Trust Fund cannot
incur negative balances.

A long-term sustainable plan for funding surface transportation involves
congressional action and remains the pivotal action that will determine
whether this issue remains on, or is removed from, our High-Risk List.
However, it is also important that federal funding for surface
transportation be spent wisely and efficiently.

Over the last decade we have noted opportunities to improve
performance and accountability in how surface transportation funds are
spent by maximizing the use of existing resources and linking funding to
performance. These opportunities include (1) implementing a
performance-based approach to surface transportation funding, and (2)
improving how surface transportation projects are selected through the
Department of Transportation’s (DOT) discretionary grant programs.

Performance-based approach to surface transportation funding.
Historically, spending for surface transportation programs has not
effectively addressed key challenges, such as deteriorating infrastructure
conditions and increasing congestion and freight demand. This is
because (1) federal goals and roles have been unclear, (2) programs
have lacked links to performance, and (3) programs have not used the
best tools and approaches to ensure effective investment decisions.
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Since 2008, we have suggested that Congress consider a fundamental
reexamination of these programs to improve performance and
accountability by (1) clarifying federal goals and roles, (2) establishing
performance links, and (3) improving investment decision-making.

Provisions enacted in 2012 in the Moving Ahead for Progress in the 21st
Century Act (MAP-21) have begun to address these key challenges.
Specifically, MAP-21 included provisions to move toward a more
performance-based surface transportation program by establishing
national performance goals in areas such as infrastructure condition,
safety, and system performance.

The act and its implementing regulations set forth a three-stage process
in which (1) DOT establishes performance measures and standards, (2)
states and other grantees set targets based on these performance
measures and states report progress to DOT, and (3) DOT evaluates
whether grantees have met or made significant progress toward their
targets.

DOT has been implementing the performance-based approach
envisioned in MAP-21. For example, starting in fiscal year 2014, the
National Highway Traffic Safety Administration (NHTSA) required states
to establish targets for safety-related performance measures such as
traffic fatalities and serious injuries. Additionally, in January 2017, the
Federal Highway Administration finalized the last of six interrelated rules
establishing performance measures in the areas of safety, pavement and
bridge conditions, and system performance.

In 2019, we reported that it was sometimes unclear whether states had
achieved their safety-related targets. As a result, we recommended that
NHTSA develop and implement a mechanism that communicates
whether states have achieved their targets. In response, NHTSA plans to
provide performance data on states' achievement of their 2020 targets on
its website when data becomes available in the fall of 2021.

Discretionary grants. Discretionary grants are an important component
in improving the performance and accountability of transportation funding
decisions. We have reported that the historic approach to funding surface
transportation, in particular highways, poses challenges because funding
has been principally provided through statutory formulas designed largely
to return revenues to their attributed state of origin to closely align the
states’ contributions to the Highway Trust Fund with the funding they
receive.

The FAST Act authorized about a dozen new discretionary grant

programs, including the Nationally Significant Freight and Highway
Projects Program, authorized at $4.5 billion over 5 fiscal years for
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highway, rail, port, and intermodal freight and highway projects, which
DOT named the Infrastructure for Rebuilding America (INFRA) program.
While more than 90 percent of funding from the Highway Trust Fund will
continue to be distributed by statutory formula, the FAST Act represents a
promising development to address national and regional transportation
priorities.

Since 2011 we have identified numerous challenges with DOT
discretionary grant programs, including problems with the transparency of
the application review and selection process and a lack of documentation
of key decisions. In June 2019 we reported that we were unable to
determine the basis for about $2.3 billion in discretionary grant awards
from fiscal years 2016 through 2018 due to the continued lack of
consistency and transparency in DOT’s management of the program.

For example, for the INFRA awards made in 2018, DOT initially found
that 97 applications contained insufficient information for an eligibility
determination and subsequently followed up with 42 of the 97 applicants
to request additional information. However, DOT did not sufficiently
document why it followed up with certain applicants and not others.

Moreover, while DOT established criteria to evaluate projects, DOT
forwarded information on all 165 projects that were found to be statutorily
eligible to the Secretary of Transportation for potential award, regardless
of how well they scored on the evaluation criteria. DOT’s documentation
did not provide insight into why projects were selected for awards.

We recommended in June 2019 that DOT clarify for applicants for the
remaining INFRA awards the circumstances under which DOT may
request additional information. We also recommended that DOT inform
applicants how scores on merit criteria are used, if at all, to determine
whether projects advance to the Secretary for selection. DOT agreed with
these recommendations and stated it would implement them for the fiscal
year 2020 INFRA funding awards, which were announced in June 2020.

As of December 2020, DOT officials told us they developed more formal
procedures in 2020 for seeking additional information from applicants.
However, DOT did not inform applicants about the circumstances under
which DOT may request additional information or how merit criteria
scores are used to advance projects to the Secretary, as we
recommended.

As we reported in June 2019, the reauthorization of DOT'’s surface
transportation programs, which expire in October 2021, provides
Congress the opportunity to require DOT to take additional action to
ensure consistency and transparency in the management of its
discretionary grant programs. We suggested that Congress consider
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including language in the next reauthorization that would require DOT to
develop and implement transparency measures for its discretionary grant
programs.

Such measures should, at a minimum, help to ensure that the evaluation
process is clearly communicated, that applications are consistently
evaluated, and that the rationale for DOT’s decisions is clearly
documented.

Congress and the administration should agree on a long-term plan for
funding surface transportation. Continuing to augment the Highway Trust
Fund with general revenues may not be sustainable, given competing
demands and the federal government’s long-term fiscal challenges. A
sustainable solution would balance revenues to and spending from the
Highway Trust Fund.

New revenues from users can come only from taxes and fees; ultimately,
major changes in transportation spending or in revenues, or in both, will
be needed to bring the two into balance. In 2008, we reported that
Congress should consider addressing the imbalance between federal
surface transportation revenues and spending. That matter has not been
addressed, and the current authorization for surface transportation
funding expires in October 2021.

While passage by Congress of a long-term sustainable plan for funding
surface transportation is the pivotal action that is needed to remove this
issue from our High-Risk List, it is also increasingly important that the
effectiveness of surface transportation programs be improved by
maximizing the use of existing resources and linking funding to
performance. Specifically, DOT can

« continue to make progress implementing the performance-based
framework established in MAP-21, and

« enhance the management of its discretionary grant programs and
respond to our recommendations to ensure the integrity of future DOT
discretionary grant programs.

Traffic Safety: Improved Reporting Could Clarify States’ Achievement of
Fatality and Injury Targets. GAO-20-53. Washington, D.C.: October 22,
2019.

Discretionary Transportation Grants: Actions Needed to Improve

Consistency and Transparency in DOT's Application Evaluations.
GAO-19-541. Washington, D.C.: June 26, 2019.
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Surface Transportation: A Comprehensive Plan Could Facilitate
Implementation of a National Performance Management Approach.
GAO-17-638. Washington, D.C.: July 27, 2017.

Highway Trust Fund: Pilot Program Could Help Determine the Viability of
Mileage Fees for Certain Vehicles. GAO-13-77. Washington, D.C.:
December 13, 2012.

Highway Trust Fund: All States Received More Funding Than They
Contributed in Highway Taxes from 2005 to 2009. GAO-11-918.
Washington, D.C.: September 8, 2011.

Surface Transportation: Restructured Federal Approach Needed for More

Focused, Performance-Based, and Sustainable Programs. GAO-08-400.
Washington, D.C.: March 6, 2008.
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Modernizing the U.S. Financial Regulatory

System

Financial regulators need to strengthen systemic risk oversight and monitor progress on reforms, and
Congress may want to consider options to address inefficiencies that hamper the financial regulatory system.

Why Area Is High Risk

The U.S. financial regulatory structure
remains complex, with responsibilities
fragmented among a number of
regulators that have overlapping
authorities. The current structure
introduces significant challenges for
efficient and effective oversight of
financial institutions and activities.
Moreover, in the decades leading up to
the financial crisis of 2007—2009, the
financial regulatory system failed to
adapt to significant changes.

First, although the financial sector
increasingly had become dominated by
large, interconnected financial
conglomerates, no single regulator was
tasked with monitoring and assessing
the risks that these firms' activities posed
across the entire financial system.

Second, entities that had come to play
critical roles in the financial markets were
not subject to sufficiently comprehensive
regulation and oversight.

Third, the regulatory system was not
effectively providing key information and
protections for new and more complex
financial products for consumers and
investors. Consequently, we added this
area to the High-Risk List in 2009.

Modernizing the U.S. financial regulatory
system and aligning it to current
conditions is essential to ensuring the
stability of the financial system,
particularly during the period of profound
economic disruption associated with the
COVID-19 pandemic.

Contact Information

For additional information about this
high-risk area, contact Daniel Garcia-
Diaz at (202) 512-8678 or
garciadiazd@gao.gov.

Since our 2019 High-Risk Report,
ratings for all five criteria remain
unchanged. Actions are needed by
financial regulators and Congress
to address this high-risk area.

Modernizing the U.S.

Financial Regulatory System

LEADERSHIP s
COMMITMENT W

Leadership commitment:
partially met. Since policymakers
enacted the Dodd-Frank Wall
Street Reform and Consumer
Protection Act (Dodd-Frank Act) in
July 2010, financial regulators
have shown leadership
commitment by finalizing rules to
implement the Dodd-Frank Act’s
rulemaking requirements. While
the act included provisions to better position the financial regulatory
system to address financial stability risks, it generally left the financial
regulatory structure unchanged.

DEMONSTRATED

PROGRESS CAPACITY

MONITORING ACTION PLAN

Source: GAO analysis. | GAO-21-119SP

In February 2016, we reported that remaining fragmentation and overlap
in the structure have created inefficiencies in regulatory processes and
inconsistencies in how regulators oversee similar types of institutions. We
also reported that while the Dodd-Frank Act created the Financial Stability
Oversight Council (FSOC) to identify and address threats to financial
stability, FSOC'’s legal authorities may not allow it to respond effectively to
certain systemic risks. For example, these authorities may not allow
FSOC to effectively address risks from financial activities that span
multiple entities. Hence, addressing weaknesses in the U.S. financial
regulatory structure will require additional congressional leadership.

In June 2020, we reported on financial regulators’ efforts to respond to
the Coronavirus Disease 2019 (COVID-19) by implementing relevant
provisions of the CARES Act, such as temporary changes to regulatory
requirements to encourage banks to provide flexibility to borrowers facing
disruptions. We noted that as market conditions continue to evolve,
regulatory attention to safety and soundness of regulated banks would
continue to be important to identify and respond to any emerging issues
early.

Capacity: partially met. The Dodd-Frank Act created FSOC and
included other provisions intended to increase the capacity of the financial
regulatory system to identify and address risks to the stability of the
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financial system. While most of these reforms have been implemented,
rulemakings for certain reforms have only recently taken effect or were
modified under the May 2018 Economic Growth, Regulatory Relief and
Consumer Protection Act.

For instance, in July 2020, we reported that the Federal Deposit
Insurance Corporation and the Board of Governors of the Federal
Reserve System (Federal Reserve) had finalized amendments to a rule to
address changes under the act to resolution planning requirements for
covered companies. In addition, in 2021, we plan to publish a framework
for evaluating regulatory structures and policy actions pertaining to
financial stability. We plan to conduct future work to compare the U.S.
regulatory structure for overseeing financial stability to principles in this
framework related to the capacity of this structure to address financial
stability risks.

Action plan: partially met. FSOC’s annual reports have served as the
council’s key accountability document, as each report (1) discusses the
progress regulators have made in implementing reforms, (2) identifies
newly emerging threats, and (3) includes recommendations to address
them.

In December 2020, we reiterated that concerns remain that while FSOC
can use its designation authorities to respond to certain potential systemic
risks posed by individual entities, its authorities are limited with respect to
risks that arise from financial activities spanning multiple entities.
Specifically, FSOC can recommend but not compel regulators to act with
respect to systemic risk arising from such activities. This presents a
challenge to holding FSOC and the financial regulators accountable for
addressing systemic risk.

Monitoring: partially met. FSOC monitors and reports on indicators of
financial stability and potential emerging threats to financial stability. In
addition, in 2018, the Federal Reserve began publishing an annual
financial stability report that includes its assessment of the U.S. financial
system. Also, since the financial crisis, the Federal Reserve’s stress test
programs have played a key role in supervisory efforts to evaluate and
maintain financial stability.

In November 2016, we recommended that the Federal Reserve enhance
the effectiveness of these stress test programs by further assessing—and
adjusting as needed—the severity of the stress scenarios and other
aspects of the test design. Since 2019, the Federal Reserve has taken
steps to enhance its stress testing practices that addressed seven
recommendations. However, further actions are needed to address five
open priority recommendations in this area related to stress test design
and management of model risk (e.g., accounting for sensitivity of stress
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test model results). In 2020, we also highlighted opportunities for the
Department of Treasury (Treasury) to improve tracking and prioritizing of
cyber risk mitigation efforts in the financial services sector according to
goals established by the sector.

Demonstrated progress: partially met. The new agencies and
oversight bodies created under the Dodd-Frank Act continue to take
actions to carry out their missions and coordinate efforts. For instance,
Treasury’s Office of Financial Research and the Federal Reserve have
taken steps to reduce potential duplication and ensure comprehensive
efforts to monitor systemic risks. The two agencies coordinated
semiannual meetings to jointly discuss views from their respective
monitoring of the financial system.

In our continuing work to monitor this area, as of December 2020, we
observed that federal financial regulators could take additional steps to
improve the efficiency and effectiveness of the financial regulatory
system. For example, additional continuing progress is needed for the
Federal Reserve to enhance its stress test programs.

Over the years since we added this area to our High-Risk List, we have
made numerous recommendations related to this area. Since our 2019
High-Risk Report that highlighted 26 open recommendations, 12
recommendations remain open as of December 2020, which include two
new recommendations related to cybersecurity risk mitigation in the
financial services sector that should be addressed. FSOC and its
member agencies should implement our open recommendations related
to strengthening oversight of risks to financial stability and assessing the
effectiveness of Dodd-Frank Act reforms:

« To improve the effectiveness of its stress test programs, the Federal
Reserve should further assess key aspects of stress scenario design
and take steps to improve its ability to manage model risk (the
potential for adverse consequences from decisions based on incorrect
or misused model outputs).

« Federal financial regulators should continue to work cooperatively to
conduct required retrospective analyses of rulemakings.

« Treasury should track and prioritize the financial services sector’s
cyber risk mitigation efforts and update the sector’s cyber risk
mitigation plan with metrics and other information.

Addressing weaknesses in the U.S. financial regulatory structure will
require additional congressional leadership in the following two areas as
cited in our February 2016 report:
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« Congress should consider whether additional changes to the financial
regulatory structure are needed to reduce or better manage
fragmentation and overlap in the oversight of financial institutions and
activities to improve (1) the efficiency and effectiveness of oversight;
(2) the consistency of consumer and investor protections; and (3) the
consistency of financial oversight for similar institutions, products,
risks, and services.

For example, Congress could consider consolidating the number of
federal agencies involved in overseeing the safety and soundness of
depository institutions, combining the entities involved in overseeing
the securities and derivatives markets, and determining the optimal
federal role in insurance regulation, among other considerations.

« Congress should consider whether legislative changes are necessary
to align FSOC'’s authorities with its mission to respond to systematic
risks. Congress could do so by making changes to FSOC’s mission,
its authorities, or both, or to the missions and authorities of one or
more of the FSOC member agencies.

Financial Stability: Agencies Have Not Found Leveraged Lending to
Significantly Threaten Stability but Remain Cautious Amid Pandemic.
GAO-21-167. Washington, D.C.: December 16, 2020.

Critical Infrastructure Protection: Treasury Needs to Improve Tracking of
Financial Sector Cybersecurity Risk Mitigation Efforts. GAO-20-631.
Washington, D.C.: September 17, 2020.

Financial Company Bankrupftcies: Congress and Regulators Have
Updated Resolution Planning Requirements. GAO-20-608R. Washington,
D.C.: July 21, 2020.

Enclosure on Temporary Financial Regulatory Changes. Covid-19:
Opportunities to Improve Federal Response and Recovery Efforts.
GAO-20-625. Washington, D.C.: June 25, 2020.

Financial Services Regulations: Status of GAO Recommendations to
Enhance Regulatory Analyses and Interagency Coordination.
GAO-20-114R. Washington, D.C.: December 10, 2019.

Community Banks and Credit Unions: Regulators Could Take Additional
Steps to Address Compliance Burdens. GAO-18-213. Washington, D.C.:
February 13, 2018.

Federal Reserve: Additional Actions Could Help Ensure the Achievement
of Stress Test Goals. GAO-17-48. Washington, D.C.: November 15,
2016.
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Financial Regulation: Complex and Fragmented Structure Could Be
Streamlined to Improve Effectiveness. GAO-16-175. Washington, D.C.:
February 25, 2016.

Financial Stability Oversight Council: Further Actions Could Improve the
Nonbank Designation Process. GAO-15-51. Washington, D.C.: November
20, 2014.

Financial Stability: New Council and Research Office Should Strengthen

the Accountability and Transparency of Their Decisions. GAO-12-886.
Washington, D.C.: September 11, 2012.
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Resolving the Federal Role in Housing

Finance

Congress should consider establishing objectives for the federal role in housing finance and a plan for ending
the Fannie Mae and Freddie Mac conservatorships. Housing agencies should address oversight weaknesses.

Why Area Is High Risk

The federal role in housing finance
expanded during the 2007—2009
financial crisis and remains large. The
federal government currently supports
about two-thirds of the mortgage market.
Since 2013, we have designated
resolving the federal role in housing
finance as a high-risk area because of
the government’s large fiscal exposure
and because objectives for the future
federal role have not been established.

FHFA placed the enterprises into
conservatorships in 2008 due to concern
that their deteriorating financial condition
threatened economic stability. As of
September 30, 2020, the enterprises had
received $191.4 billion in capital support
from Treasury and paid dividends to
Treasury exceeding that amount. If the
enterprises were to incur major
additional losses, they would draw
required amounts from their remaining
$254.1 billion in Treasury commitments.

The federal government also supports
mortgages through insurance and
guarantee programs. FHA has an
insured portfolio of single-family
mortgages that exceeds $1.2 trillion, and
Ginnie Mae guarantees the performance
of more than $2 trillion in securities
backed by mortgages with FHA or other
federal agency support.

The Coronavirus Disease 2019
pandemic has led to missed mortgage
and rent payments that have strained the
housing finance system and heightened
fiscal risks to the federal government.

Contact Information

For additional information about this
high-risk area, contact John Pendleton at
(202) 512-8678 or pendletonj@gao.gov.

Our ratings for the five criteria
remain unchanged from our 2019
High-Risk Report. Actions are
needed by Congress and housing

Resolving the Federal
Role in Housing Finance

X\
égﬁﬂﬁﬁ% &1\?}\\\::% agencies to address this high-risk
/Q\@\ area.
DEMONSTRATED / LeaderShip commitment:
PROGRESS CAPACITY| " partially met. The administration
and housing and regulatory
agencies have taken a number of
actions that demonstrate
. leadership commitment. For
MONITORING ACTIONPLAN | example, in March 2019, the

President directed the Secretaries
of the Treasury and Housing and
Urban Development (HUD) to develop housing finance reform plans,
which were issued in September 2019.

Source: GAO analysis. | GAO-21-119SP

Additionally, in December 2020, the Federal Housing Finance Agency
(FHFA) finalized a rule establishing a new regulatory capital framework
for the Federal National Mortgage Association (Fannie Mae) and Federal
Home Loan Mortgage Corporation (Freddie Mac)—collectively, the
enterprises—that FHFA views as a critical step toward ending the
enterprise conservatorships.

Statutory changes will be needed to resolve the federal role in housing
finance. Since our 2019 High-Risk Report, Congress has held hearings
on housing finance reform, but has not enacted legislation establishing
objectives for the future federal role in housing finance or a transition plan
that enables the enterprises to exit conservatorship.

Also, some prior legislative proposals have not had a system-wide focus.
For example, some proposals address the enterprises but do not consider
other entities such as the Federal Housing Administration (FHA) and the
Government National Mortgage Association (Ginnie Mae).

Capacity: partially met. Under FHFA’s conservatorship, the
enterprises—which guarantee about $6 trillion in mortgage-backed
securities—generally have operated profitably since 2012. FHFA has
mitigated some of their risks by directing them to take actions that have
transferred significant amounts of credit risk to the private market.
Overall, the enterprises also have increased their capital reserves
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following modifications to their conservatorship agreements that allow the
two enterprises to retain earnings up to certain thresholds.

As of September 30, 2020, the enterprises collectively had about $35
billion in capital reserves and about $6.3 trillion in assets. As a result, the
ratio of capital to assets (unadjusted for asset risk) was less than 0.6
percent, well below the capital ratios generally required of other federally
regulated financial institutions. Pandemic-related mortgage losses and
the cost of implementing borrower and renter protections in the CARES
Act (e.g., mortgage forbearances) could slow the enterprises’ progress in
building capital reserves. Additionally, FHFA lacks statutory authority to
examine nonbank mortgage servicers (nondepository institutions that
collect loan payments, among other functions) and other third parties that
do business with and pose potential risks to the enterprises.

FHA and Ginnie Mae also face capacity challenges. FHA’s Mutual
Mortgage Insurance Fund has met its statutory minimum capital
requirement every year since fiscal year 2014, but the requirement is not
based on a specified risk threshold, such as the economic conditions the
fund would be expected to withstand. Further, mortgage defaults and
forbearances stemming from the pandemic may adversely affect the
fund’s financial condition.

Growth in Ginnie Mae’s guaranteed portfolio and a shift toward nonbank
securities issuers have increased the agency’s potential exposure to loss.
But Ginnie Mae has not analyzed the extent to which its guaranty fee for
single-family mortgage-backed securities is sufficient to cover potential
losses under different economic scenarios.

Ginnie Mae also relies heavily on contractors for many functions, but has
not determined whether it has an optimal mix of contractors and in-house
staff. Congress has not reformed Ginnie Mae’s oversight structure to
address its increasing risks or required the agency to study and report on
its fee and staffing issues.

Action plan: partially met. Although fundamental changes to the
housing finance system have yet to be enacted, federal agencies have
taken some planning steps to facilitate the transition to a future federal
role. For example, the aforementioned September 2019 Department of
the Treasury (Treasury) and HUD plans contain numerous
recommendations for administrative and legislative reforms to the housing
finance system.

Treasury’s plan seeks to define a limited federal role, enhance taxpayer

protections against future bailouts, and promote competition in the
housing finance system. HUD’s plan aims to refocus FHA on its core
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mission, protect taxpayers, provide FHA and Ginnie Mae the tools to
manage risk, and provide liquidity to the housing finance system.

If Congress enacts changes to the housing finance system, relevant
federal agencies will need to develop action plans to effectively
implement the changes.

Monitoring: partially met. Federal agencies have taken some steps to
provide monitoring tools that may aid the assessment of changes to the
housing finance system. For example, FHFA and the Consumer Financial
Protection Bureau have an ongoing joint initiative—the National Mortgage
Database Program—that could be useful for examining the effect of
mortgage market reforms.

The joint initiative features a representative database of loan-level
information on the terms and performance of mortgages, as well as
characteristics of the associated borrowers and properties. Other program
components include quarterly and annual surveys of mortgage borrowers
about their experiences in obtaining a mortgage and maintaining a
mortgage under financial stress.

However, FHFA’s Office of Inspector General has identified a range of
shortcomings in FHFA’s supervision of the enterprises. These include
deficiencies in examination guidance and execution; the size, training,
and qualifications of the examiner workforce; communication of
supervisory findings; and quality control.

Additionally, FHA’s monitoring of reverse mortgages (a type of loan
against home equity) and sales of defaulted loans has weaknesses. FHA
has not established comprehensive performance indicators for reverse
mortgages—a loan portfolio that has negatively affected the Mutual
Mortgage Insurance Fund’s financial performance—or for defaulted loans
sold to private purchasers. FHA also has not comprehensively monitored
loan outcomes for reverse mortgages.

Demonstrated progress: not met. Overall progress on resolving the
federal role in housing finance will be difficult to achieve until Congress
provides further direction by enacting changes to the housing finance
system. Assessing progress against specific goals is not yet possible
because Congress has not provided a blueprint for the future federal role
in housing finance or the future structure of the enterprises. Prolonging
the enterprise conservatorships could create uncertainties for market
participants and hinder progress toward the development of the broader
mortgage securities market.
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Housing agencies should implement our previous recommendations
designed to help improve oversight of mortgage-related risks, consistent
with federal internal control standards and Office of Management and
Budget guidance for managing federal credit programs. In particular,

« Ginnie Mae should (1) evaluate the extent to which its guaranty fee
provides sufficient reserves to cover potential losses under different
economic scenarios, (2) analyze the costs of using contractors for its
operations and develop a plan to determine the optimal mix of
contractor or in-house staff, and (3) assess its contract administration
options to determine the most efficient and effective use of funds.

« FHA should (1) develop performance indicators and analytic tools to
better monitor outcomes for its reverse mortgage portfolio, and (2)
develop objectives and measurable targets for sales of defaulted
loans.

In the years since we added this area to the High-Risk List, we have
made numerous recommendations related to this high-risk area, 25 of
which were made since the last high-risk update in March 2019. As of
December 2020, 19 recommendations remain open.

Congressional actions we recommended from 2016 to 2019 will be
needed to help resolve the federal role in housing finance and manage
federal fiscal exposure to the mortgage market.

Specifically, Congress should consider legislation that
« establishes objectives for the future federal role in housing finance,

including the structure of the enterprises;

« provides a transition plan to a reformed system that enables the
enterprises to exit federal conservatorship; and

« considers all relevant federal entities, including FHA and Ginnie Mae.

Congress also should consider

« reforming Ginnie Mae's oversight structure to help address its
increasing risks;

« requiring Ginnie Mae to evaluate and report on the adequacy of its
current guaranty fee, its reliance on contractors and potential use of
fee revenue to hire contractor and in-house staff, and how it would
use greater flexibilities to set the compensation of its in-house staff;

« granting FHFA explicit authority to examine nonbank servicers and
other third parties that do business with the enterprises; and

« specifying the economic conditions that FHA’s Mutual Mortgage
Insurance Fund would be expected to withstand without substantial
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risk of drawing on supplemental funds, and require FHA to specify
and comply with a capital ratio consistent with these conditions.

Reverse Mortgages: FHA Needs to Improve Monitoring and Oversight of
Loan Outcomes and Servicing. GAO-19-702. Washington, D.C.:
September 25, 2019.

Federal Housing Administration: Opportunities Exist to Improve Defaulted
Single-Family Loan Sales. GAO-19-228. Washington, D.C.: July 3, 2019.

Federal Housing Administration: Improved Procedures and Assessment
Could Increase Efficiency of Foreclosed Property Conveyances.
GAO-19-517. Washington, D.C.: June 20, 2019.

Ginnie Mae: Risk Management and Staffing-Related Challenges Need to
Be Addressed. GAO-19-191. Washington, D.C.: April 3, 2019.

Housing Finance: Prolonged Conservatorships of Fannie Mae and

Freddie Mac Prompt Need for Reform. GAO-19-239. Washington, D.C.:
January 18, 2019.
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USPS Financial Viability

Comprehensive legislative reform and additional cost-cutting are needed for the U.S. Postal Service to achieve

sustainable financial viability.

Why Area Is High Risk

USPS’s financial viability has been on
our High-Risk List since 2009 due to the
need for action to address USPS’s poor
financial condition. USPS cannot fund its
current level of services and financial
obligations from its revenues. As an
independent establishment in the
executive branch, USPS has long been
expected to provide affordable, quality,
and universal postal service to all parts
of the country while remaining self-
financing. Specifically, USPS is expected
to be financially self-sufficient by
covering its expenses through revenues
generated from the sale of its products
and services.

However, USPS is now unable to do so.
The use of USPS’s most profitable
product—First-Class Mail—is expected
to continue declining for the foreseeable
future. USPS also faces increasing
competition in its growing but less
profitable package shipping business.
Meanwhile, key costs, such as
compensation and benefits, are rising.

We have long reported that USPS’s
financial condition needed attention by
Congress and USPS to achieve broad-
based restructuring. Currently there are
four open Matters for Congressional
Consideration and one open
recommendation that are related to this
high-risk area.

Contact Information

For additional information about this
high-risk area, contact David Trimble at
(202) 512-2834 or trimbled@gao.gov.

USPS Financial Viability
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Since our 2019 High-Risk Report,
ratings for four criteria remain
unchanged, and the capacity
criterion regressed to not met.

Progress on the U.S. Postal
Service’s (USPS) financial viability
requires action from both
Congress and USPS to address
both its annual operating losses
and its unfunded long-term
liabilities. USPS lost $87 billion
over the past 14 fiscal years—
including $9.2 billion in fiscal year
2020—and expects to lose $9.7
billion in fiscal year 2021.

Leadership commitment: partially met. USPS continues to seek some
legislative and regulatory changes intended to improve its financial
condition. For example, USPS has supported legislation that would
integrate its retiree health program with Medicare. This would reduce its
total unfunded liabilities by shifting these costs to the federal government.

USPS has also called for the elimination of the price cap that statutorily
limits rate increases for most mail to the rate of inflation. Further, USPS
leadership has stated that it plans to pursue operational changes in fiscal
year 2021 that could help address USPS'’s financial viability by reducing
mail transportation, sorting, and delivery costs. However, the impact of
these plans on USPS’s financial viability are uncertain and have met
stakeholder opposition including lawsuits in federal court.

Capacity: not met. Since we last reported, USPS expenses exceeded
revenues by $18 billion, as its labor compensation costs continue to
increase while the volume of its most profitable mail products continue to
decline. We reported in May 2020 that USPS’s business model is not
financially sustainable and that congressional action is essential to

reforming USPS’s business model.

Further, the imbalance between USPS’s revenues and expenses
continued in fiscal year 2020. Absent legislative and regulatory change,
USPS reported that it does not have the financial resources to carry out
its primary mission, make certain required federal payments to fund
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retiree health benefits and accrued pension benefits, or meet its capital
investment needs.

USPS did not make $63.2 billion in required payments to fund postal
retiree health and pension benefits through fiscal year 2020. USPS
reported that it did not make these payments so that it could cover current
and anticipated operating costs, deal with contingencies, and make
needed capital investments. USPS also has available to it an additional
$10 billion in Coronavirus Disease 2019 (COVID-19)-related funding with
the U.S. Department of the Treasury as authorized in the CARES Act,
enacted in March 2020, as amended by the Consolidated Appropriations
Act, 2021.

Even with this funding, USPS has stated that given its current business
model, it anticipates that it will be able to cover its operating and other
costs only by not making the required funding payments.

Defaulting on these funding payments adds to USPS’s already large
unfunded liabilities, affects USPS’s capacity to become more financially
viable, and could significantly impact USPS’s postal retirees and
survivors. For example, USPS reported that at the end of fiscal year 2020
approximately 500,000 retirees receive retirement health benefits. We
found in August 2018 that based on Office of Personnel Management
projections, the fund supporting postal retiree health benefits would be
depleted in fiscal year 2030 if USPS continues to miss all payments.

Depletion of the fund, together with USPS’s potential inability to pay its
share of retiree health care premiums once they are no longer being paid
from the fund, could result in some combination of reduced benefits for
postal retirees, increased payments from retirees or current postal
employees, higher postage rates, or payments from the federal
government to fund these health care premiums.

USPS'’s financial difficulties have also affected its ability to make
significant capital investments that could improve its financial viability.
USPS reported that it needs to increase capital spending and modernize
its infrastructure after years of deferred capital investment.

However, USPS stated that it has decreased and reprioritized its capital
investments due to COVID-19. COVID-19 rapidly accelerated the long-
term decline in USPS’s most profitable types of mail, which, among other
things, contributed to USPS’s 14th straight fiscal year of net losses.
USPS still plans to replace its aging fleet of delivery vehicles to increase
its capacity to deliver mail and packages in a more cost-efficient manner.
However, given USPS’s financial uncertainty, the ability to make these
investments may require additional tradeoffs with other commitments.
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Action plan: partially met. USPS’s most recent 5-year strategic plan—
for fiscal years 2020 to 2024—oultlines its strategy for making progress
towards financial viability. USPS has also developed annual performance
plans and reports that specify goals for each fiscal year.

Additionally, USPS officials stated that they are working on a new
strategic plan to be released in 2021 that will contain cost-reduction
measures, among other things. However, as we reported in May 2020,
USPS'’s actions alone will be insufficient to restore its financial viability as
statutory requirements limit USPS’s ability to raise revenues and reduce
costs.

Monitoring: met. USPS continues to regularly monitor its financial
viability through its independently-audited financial reports. These reports
provide information on financial trends, such as (1) revenues and
expenses; (2) unfunded liabilities; and (3) debt obligations.

In addition, through its annual performance plans and reports, USPS
measures its performance in achieving strategic initiatives intended to
improve its financial viability, such as improving customers’ experiences
and providing high-quality service. Furthermore, these plans and reports
note that aggressive management of its business operations, as well as
legislative and regulatory reforms that will enable it to increase revenue
and reduce costs, are all necessary to restore USPS to financial health.

Demonstrated progress: not met. USPS’s overall financial condition is
unsustainable and deteriorating. Savings from USPS’s cost-reduction
efforts have dwindled in recent years. Although the Postmaster General
stated in his August 2020 congressional testimony that USPS will take
steps to reduce costs in its control, further cost savings are limited under
the existing statutory framework and would not be enough to close its
financial gap. In addition, USPS’s costs have significantly increased as a
result of COVID-19 due to higher sick-leave use, among other things.

USPS has taken some actions to address employee compensation
costs—which represent about 77 percent of its total operating expenses
in fiscal year 2020—but we found in January 2020 that USPS had likely
overestimated its cost savings. We recommended USPS develop
guidance to improve the accuracy of these estimates.

Further, at the end of fiscal year 2020, USPS'’s total unfunded liabilities
and debt were $188 billion—more than 250 percent of its annual revenue.
These unfunded liabilities included about $75 billion in underfunding of
retiree health care benefits, and about $61 billion in underfunding of
pension benefits.
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USPS Financial Viability

Although Congress and USPS took action to preserve USPS’s liquidity,
these actions only address USPS’s short-term finances. Since 2010, we
have stated that while USPS needs to cut its costs, congressional action
is essential to restore USPS to financial viability. Continued congressional
inaction will result in ever-larger annual losses and unfunded liabilities for
USPS—making future reform more difficult and costly.

Congress should consider (1) reassessing and determining the level of
universal postal services the nation requires; (2) determining the extent to
which USPS should be financially self-sustaining and what changes to
federal statutes would be appropriate to meet this goal; (3) determining
the most appropriate institutional structure for USPS that best supports
the changes; and (4) evaluating the merits of different approaches to put
postal retiree health benefits on a more sustainable financial footing, and
then determining the most appropriate action to take.

We have also long reported that Congress should require that any binding
arbitration in the negotiation process of USPS labor contracts take
USPS'’s financial condition into account.

U.S. Postal Service: Congressional Action Is Essential to Enable a
Sustainable Business Model. GAO-20-385. Washington, D.C.: May 7,
2020.

U.S. Postal Service: Expanding Nonpostal Products and Services at
Retail Facilities Could Result in Benefits, but May Have Limited Viability.
GAO-20-354. Washington, D.C.: March 10, 2020.

U.S. Postal Service: Additional Guidance Needed to Assess Effect of
Changes to Employee Compensation. GAO-20-140. Washington D.C.:
January 17, 2020.

U.S. Postal Service: Offering Nonpostal Service through Its Delivery
Network Would Likely Present Benefits and Limitations. GAO-20-190.
Washington, D.C.: December 17, 2019.

Postal Retiree Health Benefits: Unsustainable Finances Need to Be
Addressed. GAO-18-602. Washington, D.C.: August 31, 2018.

U.S. Postal Service: Projected Capital Spending and Processes for

Addressing Uncertainties and Risks. GAO-18-515. Washington, D.C.:
June 28, 2018.
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Management of Federal Oil and Gas

Resources

To enhance its oversight of oil and gas development on federal lands and waters, the Department of the
Interior needs to accurately determine and collect revenue—including determining its fair share—and resolve

its human capital challenges.

Why Area Is High Risk

We added management of federal oil
and gas resources to the High-Risk List
in 2011, based on challenges we
identified in Interior's management of oil
and gas on leased federal lands and
waters.

This year we have narrowed the scope
of this issue by removing the
Restructuring of Offshore Oil and Gas
Oversight segment due to BSEE'’s
progress addressing long-standing
deficiencies in the bureau’s investigative,
environmental compliance, and
enforcement capabilities, and
implementation of strategic initiatives to
improve offshore oversight and internal
management.

However, Interior continues to face
challenges with revenue determination
and collection, and human capital.

Revenue determination and
collection. Interior lacks reasonable
assurance that it is collecting its fair
share of revenue from oil and gas
produced on federal lands and waters.

Human capital. While Interior has
resolved some of its problems hiring,
training, and retaining sufficient staff to
oversee and manage oil and gas
operations on federal lands and waters,
it continues to face strategic challenges
managing its onshore workforce.

Contact Information

For additional information about this
high-risk area, contact Frank Rusco,
(202) 512-4597, RuscoF @gao.gov.

Since our 2019 High-Risk Report,
the overall rating for this high-risk
area remains unchanged at

Management of Federal Oil
and Gas Resources

LEADERSHIP (o (& partially met for all five criteria.
COMMITMENT / Q'iﬁ\\e\ However, the Department of the
/ Interior’'s (Interior) Bureau of Safety
/ and Environmental Enforcement
nggg;z’”m capacTy. (BSEE) has now met all criteria for
the restructuring of the offshore oll
and gas oversight segment and is
no longer considered high risk. On
the other hand, some ratings for
MONITORING AcTIoNPLAN | the remaining two segments—

revenue determination and
collection and human capital
challenges—regressed from

@ Progressed since 2019 @ Declined since 2019

Source: GAO analysis. | GAO-21-119SP
partially met to not met.

Revenue Determination and Collection

R since 2019, Interior continues to partially
Revenue Determination | meet the criteria for capacity, action plan,
and Collection «& | monitoring, and demonstrated progress
Soummienr Yes% | for the revenue determination and
N collection segment. However, leadership
commitment regressed from partially met

DEMONSTRATED

PROGRESS CAPACITY! " to not met.
Leadership commitment: not met. The
MONITORING acTionpLan | rating for leadership commitment

regressed from partially met to not met for
Source: GAO analysis. | GAO-21-119SP two reasons. FirSt, in September 2018,
Interior revised a 2016 rule that previously implemented some of our
recommendations that the agency better account for methane emissions
and potential royalties. The 2018 revisions effectively eliminated many of
the 2016 provisions that implemented our recommendations (both rules,
however, have been subject to legal challenges, which, at present, have
largely invalidated the rules). Interior is also revising another set of
regulations that had addressed our recommendations to accurately
measure oil and gas for royalty purposes.
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Second, in October 2020, we found that leadership at Interior’s Bureau of
Land Management (BLM) was deficient when it implemented its royalty
relief program in response to the falling domestic oil prices resulting from
the Coronavirus Disease 2019 pandemic. Specifically, BLM management
ineffectively communicated with BLM state office officials on how to
manage its royalty relief program. This led to ad hoc and inconsistent
decisions by BLM state offices when approving royalty relief requests. As
a result, it is impossible for us or BLM to accurately estimate the effect on
production and royalties.

Capacity: partially met. Interior has taken some steps to address its
capacity to address weaknesses in its ability to determine and collect
revenue. For example, Interior revised its regulations to provide the
flexibility to set its onshore royalty at or above 12.5 percent for
competitive leases. This revision allows the government to alter royalties
if it deems this necessary to ensure a fair return for public resources.

However, Interior still has weaknesses in its capacity to determine
whether the oil and gas royalties companies pay to Interior are accurate
and complete. For example, Interior’s Office of Natural Resources
Revenue (ONRR) lacks a goal for tracking the amount of oil and gas
royalties subject to compliance efforts, including audits of oil and gas
operators. Additionally, our ongoing work has found that some of Interior’s
bureaus lack information technology systems to effectively manage the oil
and gas data necessary for ensuring a fair return. In March 2021, we plan
to issue a report that discusses Interior’'s oil and gas data systems.

Action plan: partially met. In some cases, Interior has provided us with
documentation outlining steps it has taken and time frames to address
our recommendations. For example, ONRR provided an update in July
2020 on efforts to replace its risk model used to identify companies on
which to conduct royalty compliance work.

However, Interior's Royalty Policy Committee—which was established in
March 2017 and tasked with advising the Secretary on fair market value
and collection of revenues from energy and natural resources developed
on federal lands—was allowed to lapse in April 2019. Then, after a
federal court ruled that Interior did not properly follow procedures in
setting up the committee, Interior chose not to re-establish the committee
and has not replaced it with something comparable. Additionally, BLM
has continued to postpone a long-planned internal review to assess the
overall effectiveness of previously issued guidance on commingling
requests—requests to combine oil or gas from public, state, or private
leases prior to royalty measurement.

Monitoring: partially met. Interior has undertaken some efforts to
monitor its performance addressing royalty determination and collection
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weaknesses. For instance, Interior has tracked and implemented a
majority of our recommendations addressing revenue determination and
collection. However, there is still uncertainty about Interior’s actions to
rescind and revise regulatory actions that responded to our
recommendations to better account for methane emissions and
accurately measure oil and gas for royalty purposes.

Demonstrated progress: partially met. Interior has taken several steps
to improve its revenue collection and determination efforts. Since Interior
was first added to the High-Risk Report in 2011, it has implemented more
than 40 of our recommendations related to this segment. Since our 2019
High-Risk Report, we added 11 recommendations to improve Interior’s
ability to assess its revenue collection efforts and better ensure receipt of
fair market value for offshore oil and gas leases and production.

While all these recommendations remain open, Interior officials said that
they are generally taking steps to implement them. For example, ONRR
officials told us in July 2020 that they were developing a new risk model
for selecting companies or leases for compliance activities including
audits.

On the other hand, Interior’s Bureau of Ocean Energy Management has
not provided evidence regarding any actions it might be taking to address
our recommendations to better ensure a fair return on federal offshore oil
and gas resources through its processes to review company bids for
offshore oil and gas leases.

As of December 2020, 14 recommendations related to this segment
remain open. Interior generally concurred with our recommendations but
needs to fully implement all of them to address its revenue determination
and collection challenges. For example, Interior should continue its efforts
to address our recommendations by assessing its royalty compliance
efforts and offshore bid valuation processes to ensure the federal
government receives fair market value for oil and gas resources. Finally,
Interior’'s leadership needs to commit to developing policies that
consistently lead towards improvements in its revenue determination and
collection activities and ensuring the government receives a fair return.
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Human Capital Challenges | Since our 2019 High-Risk Report, Interior
Human Capital Challenges | no longer partially meets the criteria for
leadership commitment, capacity, and

LEADERSHIP \\\s\%\ ) ) ) g
COMMITMENT N0 action plan. Interior continues to partiall
Q'b Q&a y
% N meet the monitoring and demonstrated
DEMONSTRATES _ progress criteria, as it did in 2019.
PROGRESS B |\ (CAPACITY
o Leadership commitment: not met.
y Interior’s ability to address its human
MONITORING acTionpLan | C@pital challenges has been affecteq by its
July 2019 announcement to reorganize
Source: GAO analysis. | GAO-21-119SP BLM by relocating most Washington,

D.C.-based headquarters positions to
western states. In March 2020, we reported that BLM did not substantially
address key practices for effective agency reform. For example, BLM did
not involve employees and stakeholders—a key practice—in the process
of developing reforms. Rather than relocate to state and field offices,
many headquarters staff left BLM, which caused BLM to lose expertise in
headquarters functions, which may include oversight of oil and gas.

Capacity: not met. BLM’s decision to relocate most Washington, D.C.-
based headquarters staff to BLM offices across the West or to its new
headquarters facility in Colorado without any deliberation or input from
staff negatively affected capacity. Of the 311 positions moving west, 132
were vacant in July 2019 and an additional 81 staff either declined the
reassignment or separated from their position as of January 2020. As of
January 2020, these actions had resulted in a vacancy rate of about 68
percent among these positions, and BLM may be unable to ensure that it
has the capacity to continue delivering services previously provided by
those staff. We are currently following up on the effects of BLM’s
headquarters relocation and loss of staff as well as its efforts to refill
these positions.

Further, BLM continues to face challenges with capacity, especially in its
hiring, training, and retention of petroleum engineers (PE) and petroleum
engineer technicians (PET) needed to oversee federal oil and gas
resources. For example, in March 2020, we reported that BLM receives
more drilling applications each year than its staff can review.

Action plan: not met. In response to BLM'’s decision in 2019 to relocate
its headquarters to the West, we requested that BLM provide its
assessment of the expected effects of its reorganization on the current
and future workforce. Since BLM did not provide an assessment, we
recommended that it complete a strategic workforce plan that addresses
how it will recruit for and fill vacant positions resulting from the
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relocations. While BLM provided comments on our report, it neither
agreed nor disagreed with our recommendations. This raised questions
about BLM’s commitment to implementing the recommendations and its
ability to ensure its workforce composition aligns with its mission and
priorities.

Monitoring: partially met. Interior has implemented many of our
recommendations, including to utilize hiring and retention bonuses to
meet its challenges in hiring for key skilled positions. It has also made
progress in hiring and retaining staff. Further, Interior has taken steps to
annually evaluate its bureaus’ training needs, effectiveness, and
resources. However, Interior still needs to regularly document these
actions so that it can track its progress over time. In March 2020, we
recommended that Interior establish outcome-oriented performance
measures to assess the effectiveness of BLM’s reorganization. Interior
neither agreed nor disagreed with our recommendation.

Demonstrated progress: partially met. Interior is addressing its human
capital challenges by evaluating hiring and retention incentives and
training programs for PE and PETs. For example, Interior evaluated
training needs, training effectiveness, and sharing training resources for
PEs and PETs. However, as stated previously, BLM neither agreed nor
disagreed with our strategic workforce plan recommendation. Without
strategic workforce planning, the successful implementation of future
reorganization and continued delivery of services is at risk.

Interior needs to provide documentation that it has evaluated the bureaus’
training programs and plans to evaluate the bureaus’ training programs
each year. Additionally, Interior needs to implement the following
recommendations to successfully implement the BLM reorganization:

« establish outcome-oriented performance measures to assess the
effectiveness of BLM'’s reorganization; and

« complete a strategic workforce plan that addresses how BLM will
recruit for and fill vacant positions resulting from the relocations.

To inform future strategic workforce planning for BLM and other Interior
bureaus, Interior needs to ensure that Interior’s bureau leadership
incorporates key practices for effective agency reforms prior to
implementing reorganization activities at other Interior bureaus.
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Restructuring of Offshore
Oil and Gas Oversight
(Segment removed)

The ratings for this segment improved
Restructuring of Offshore | from partially met to met for all criteria
Oil and Gas Oversight . | since 2019. Consequently, we have

égﬁ%ﬁ?ﬁg,'\rys\gl&%\ removed the segment from this high-risk
N\

area.
@®

DEMONSTRATED . . .
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g P the criteria for leadership commitment to

MONITORING acTionpLan | Festructure offshore oil and gas oversight.
For example, BSEE’s Director led a

Source: GAO analysis. | GAO-21-119SP change management initiative program

that encompassed more than 180 actions to implement reforms
throughout the bureau and included efforts such as an internal
assessment of its environmental compliance program. Some of these
actions were specifically designed to address our outstanding
recommendations regarding the bureau’s restructuring and related
strategic initiatives.

Capacity: met. Since our 2019 report, BSEE has met the criteria for
capacity for restructuring of offshore oil and gas oversight. BSEE has
taken steps to address trust concerns between headquarters and field
personnel that have historically hindered the bureau’s ability to effectively
implement restructuring reforms. For example, BSEE created an
Employee Engagement Council to obtain input from employees and
incorporate their feedback into bureau restructuring reforms and related
strategic initiatives.

Action plan: met. Since our 2019 report, BSEE has met the action plan
criteria for restructuring of offshore oil and gas oversight. For each of its
reform efforts, BSEE’s change management initiative program identifies
specific steps, completion target dates, parties responsible, and their
relationship to bureau strategic goals, such as safety, environmental
stewardship, and energy security goals.

Monitoring: met. Since our 2019 report, BSEE has met the monitoring
criteria for restructuring of offshore oil and gas oversight. BSEE’s change
management initiative program includes regular status updates to bureau
leadership identifying reform efforts as complete, on schedule, or
delayed. BSEE has also improved its enterprise risk management
framework and developed a performance management “dashboard” of
programmatic performance indicators, both of which better enable the
bureau to assess and address the efficacy of its reforms.

Demonstrated progress: met. Since our 2019 report, BSEE has met the

criteria for demonstrated progress for restructuring offshore oil and gas
oversight. The bureau has addressed eight of the 13 recommendations
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relevant to BSEE restructuring and related strategic initiatives and has
made significant progress addressing the remaining five. For example,
BSEE issued a series of manual chapters, policy handbooks, and
standard operating procedures that define the responsibilities of its
incident investigations, environmental compliance, and safety
enforcement divisions—the three oversight functions that comprised the
bureau’s restructuring effort.

Priority Open Recommendations: Department of the Interior.
Related GAO GAO-20-289PR. Washington, D.C.: April 6, 2020.
Products
Bureau of Land Management: Agency's Reorganization Efforts Did Not
Substantially Address Key Practices for Effective Reforms.
GAO-20-397R. Washington, D.C.: March 6, 2020.

Offshore Oil and Gas: Opportunities Exist to Better Ensure a Fair Return
on Federal Resources. GAO-19-531. Washington, D.C.: September 25,
2019.

Federal Oil and Gas Royalties: Additional Actions Could Improve ONRR's
Ability to Assess Its Royalty Collection Efforts. GAO-19-410. Washington,
D.C.: May 31, 2019.

Oil and Gas Management: Stronger Leadership Commitment Needed at
Interior to Improve Offshore Oversight and Internal Management.
GAO-17-293. Washington, D.C.: March 21, 2017.

Oil and Gas Oversight: Interior Has Taken Steps to Address Staff Hiring,
Retention, and Training but Needs a More Evaluative and Collaborative
Approach. GAO-16-742. Washington, D.C.: September 29, 2016.

Oil and Gas: Interior Could Do More to Account for and Manage Natural
Gas Emissions. GAO-16-607. Washington, D.C.: July 7, 2016.

Oil and Gas Management: Interior’s Bureau of Safety and Environmental
Enforcement Has Not Addressed Long-Standing Oversight Deficiencies.
GAO-16-245. Washington, D.C.: February 10, 2016.
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Limiting the Federal Government’s Fiscal
Exposure by Better Managing Climate

Change Risks

To reduce its fiscal exposure to climate change, the federal government needs a cohesive, strategic approach
with strong leadership and the authority to manage risks across the entire range of related federal activities.

Why Area Is High Risk

Numerous studies have concluded that
climate change poses risks to many
environmental and economic systems
and creates a significant fiscal risk to the
federal government. For example,
according to the November 2018
National Climate Assessment report, the
continued increase in the frequency and
extent of high-tide flooding due to sea
level rise threatens America’s trillion-
dollar coastal property market and public
infrastructure, with cascading impacts on
the larger economy. We added this area
to the High-Risk List in 2013.

There are five areas in which
government-wide action is needed to
reduce federal fiscal exposure, including,
but not limited to, the federal
government’s roles as (1) insurer of
property and crops; (2) provider of
disaster aid; (3) owner or operator of
infrastructure; (4) leader of a strategic
plan to coordinate federal efforts; and (5)
provider of data and technical assistance
to decision makers.

We have made 75 recommendations
and suggested five matters for
congressional consideration related to
this high-risk area; 15 and three of which
were made since the 2019 high-risk
update, respectively. As of December

2020, 30 recommendations remain open.

Contact Information

For additional information about this
high-risk area, contact J. Alfredo Gomez
at (202) 512-3841 or gomezj@gao.gov.

Limiting the Federal Government’s

Fiscal Exposure by Better Managing
Climate Change Risks

LEADERSHIP L
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DEMONSTRATED /
PROGRESS / CAPACITY
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MONITORING ACTION PLAN

Source: GAO analysis. | GAO-21-119SP

Since our 2019 High-Risk Report,
the federal government has yet to
make measurable progress to
reduce its fiscal exposure to
climate change. As a result,
ratings for all five criteria remain
unchanged at partially met or not
met.

Similarly, ratings for each of the
five segments in this high-risk area
remain unchanged at partially met
or not met.

This update is based primarily on
reports we issued as of mid-
January 2021.

Federal Insurance Programs

D since 2019, the ratings for this segment

Federal Insurance Programs
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PROGRESS |

MONITORING ACTION PLAN

Source: GAO analysis. | GAO-21-119SP

remain unchanged at partially met or not

Leadership commitment: partially met.
Leadership commitment remains partially
met to reflect actions by Congress and
federal agencies, such as the passage
and implementation of the Biggert-Waters
Flood Insurance Reform Act of 2012.

As directed by the act, the Technical

Mapping Advisory Council (TMAC) produced a “Future Conditions Risk
Assessment and Modeling Report” in 2015 with several recommendations
on how to ensure (1) flood insurance rate maps incorporate the best
available climate science to assess flood risks, and (2) the Federal
Emergency Management Agency (FEMA) uses the best available
methodology to consider the impact of rising sea levels and future

development on flood risk.
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FEMA is working to implement these recommendations. For example, in
a February 2020 testimony, an official from FEMA said it has conducted
several pilot studies on sea level rise and is working to identify specific
research gaps to inform the design of additional future conditions pilot
projects.

However, the federal government should take additional actions to
improve the long-term resilience of insured structures and crops and
address structural weaknesses in the insurance programs. For example,
Congress should consider comprehensive reform to the National Flood
Insurance Program, as we suggested in April 2017.

Capacity: partially met. Capacity remains partially met to reflect the
continuing actions by FEMA and the U.S. Department of Agriculture
(USDA) to improve stakeholder capacity to increase their resilience to
climate change. For example, in a February 2020 testimony, an official
from FEMA said it is working to identify best practices for developing
products and tools useful in communicating risk around future conditions
to communities. Additionally, USDA’s Climate Hubs—which deliver
relevant science-based knowledge to agricultural producers—continue to
provide information that may improve producers’ capacity to manage
climate change impacts for crop insurance.

However, the federal government should take additional actions to
increase capacity. For example, the Secretary of Agriculture should direct
USDA to incorporate resilient agricultural practices into expert guidance
for growers, as we recommended in October 2014.

Action plan: partially met. FEMA and USDA previously identified
actions to address aspects of climate change in their programs on an
advisory basis in FEMA’s 2015 TMAC report and USDA’s 2016 Building
Blocks for Climate Smart Agriculture and Forestry initiative. However,
these actions do not fully address our recommendations, such as
incorporating forward-looking requirements into floodplain management
minimum standards.

Monitoring: not met. The federal government has not established a
mechanism to monitor the effectiveness of actions to improve the long-
term resilience of federally insured structures and crops. For example,
FEMA has not published metrics and milestones to assess its progress
incorporating future conditions into flood map products. USDA
established milestones for certain actions to improve resilience and
monitored its progress from 2016 through 2018, but no longer does so.
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Demonstrated progress: not met. The federal government has not
implemented our recommendations to improve the resilience of federally
insured property or address structural weaknesses in each program.

The federal government should incentivize climate resilience by
incorporating it into the requirements for receiving payments from federal
flood and crop insurance programs. For example, agencies should
implement these recommendations we made in October 2014

« The Secretary of the Department of Homeland Security should direct
FEMA to consider amending the floodplain management minimum
standards to incorporate forward-looking requirements, similar to the
minimum flood risk reduction standard adopted by the Hurricane
Sandy Rebuilding Task Force. FEMA agreed with this
recommendation; however, FEMA has not implemented it as of
December 2020.

e The Secretary of Agriculture should direct USDA to consider working
with agricultural experts to incorporate long-term resilience into the
good farming practices that are required for claim payments. USDA
neither agreed nor disagreed with this recommendation, and has not
implemented it as of December 2020.

Reducing federal fiscal exposure to climate change risks will also require
congressional action to address other structural challenges in the
insurance programs that send inaccurate price signals to policyholders
about their risk of loss or that increase the cost of these programs to
taxpayers. For example:

« Congress should consider repealing certain provisions in the
Agricultural Act of 2014 that hinder the crop insurance program’s
ability to adjust participating private insurers’ rate of return and share
of premiums as changing conditions warrant, as we suggested in July
2017.

« Congress should consider comprehensive reform to the National
Flood Insurance Program to improve its solvency and enhance the
nation’s resilience to floods, including funding for flood mitigation and
flood mapping, as we suggested in April 2017.
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Disaster Aid and
Resilience

B  Since 2019, the ratings for this segment

Disaster Aid and Resilience | remain unchanged at partially met or not

> met.
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% N Leadership commitment: partially met.
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PROGRESS / CAPACITY|  met to reflect actions by Congress and
federal agencies, such as passage of the

' P Disaster Recovery Reform Act of 2018

VMONITORING ACTION PLAN (DRRA) in October 2018. Among other

things, DRRA allows the President to set
Source: GAO analysis. | GAO-21-119SP aside, with respect to each major

disaster, a percentage of the estimated
aggregate amount of certain grants to use for pre-disaster hazard
mitigation. DRRA also makes federal assistance available to state and
local governments for building code administration and enforcement.

However, we have reported that the federal government’s approach to
disaster risk reduction has been reactive and fragmented. Top leadership
within the executive branch should take additional actions to improve
state and local resilience, and develop the information needed to manage
disaster assistance programs. For example, the Executive Office of the
President (EOP), among others, should use information on potential
economic effects of climate change to help identify significant climate
risks and craft appropriate federal responses, as we recommended in
September 2017.

In addition, the Office of Management and Budget (OMB) should adopt
adequate budgeting procedures to account for the costs of disasters, as
we recommended in 2003. OMB should also provide funding information
for federal programs with fiscal exposure to climate change, as we
recommended in April 2018.

Capacity: partially met. Capacity remains partially met to reflect actions
by FEMA and DOD. For example, as a result of DRRA, in August 2020,
FEMA established the Building Resilient Infrastructure and Communities
grant program to support pre-disaster investment in community resilience
efforts and has begun accepting applications. Additionally, the
Department of Defense (DOD) launched two new grant programs in fiscal
year 2020 that support resilience in communities near DOD facilities.
However, it is too early to tell whether these measures will improve state
and local capacity for resilience.

The federal government has yet to implement key recommendations to
improve capacity in this area. For example, FEMA should determine what
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additional actions may be needed to close capability gaps at each
jurisdiction level, as we recommended in March 2011.

Action plan: not met. In August 2019, FEMA and its partners published
the National Mitigation Investment Strategy to plan for disaster resilience
investment. However, the strategy does not explicitly address future
climate change risks or include a strategic approach to identify and
prioritize specific climate resilience projects for federal investment, as we
recommended in 2015.

Additionally, FEMA’s 2018-2022 Strategic Plan—issued in March 2018—
established performance targets doubling the number of properties
covered by flood insurance and quadrupling the amount of pre-disaster
mitigation by 2022. However, without a comprehensive strategy in place
to identify and prioritize FEMA and the federal government’s climate
resilience investments, it is unclear whether these efforts will reduce
federal fiscal exposure.

Monitoring: not met. The federal government does not have a
mechanism to track the effectiveness of federal investments in disaster
resilience. Without progress in leadership commitment, capacity, and
action planning, there is currently little to monitor.

Demonstrated progress: not met. The federal government has not
developed the information necessary to account for its fiscal exposure to
climate change or a strategy to reduce this exposure.

The federal government should develop the information needed to
manage disaster assistance programs’ long-term exposure to climate
change and fully implement measures that promote resilience from our
prior recommendations and DRRA. For example:

« OMB should provide, concurrent with any future climate change
funding reports to Congress, funding information for federal programs
with fiscal exposure to climate change, including costs for disaster
assistance programs, as we recommended in April 2018. OMB
disagreed with this recommendation and has not implemented it as of
December 2020.

e EOP and others should use information on the potential economic
effects of climate change to help identify significant climate risks
facing the federal government and craft appropriate federal
responses, as we recommended in September 2017. EOP neither
agreed nor disagreed with our recommendation and has not
implemented it as of December 2020.
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« FEMA should update the methodology for assessing jurisdictions’
capability to respond to and recover from a disaster without federal
assistance, as we recommended in September 2012. In December
2020, in response to a requirement in DRRA, FEMA issued a notice of
proposed rulemaking to substantively revise its methodology.
However, it is too early to determine what changes, if any, will be
made.

« FEMA should complete a national preparedness assessment of
capability gaps at each jurisdiction’s level based on tiered, capability-
specific performance objectives to enable better prioritization of FEMA
grant funding to states and localities, as we recommended in March
2011. FEMA has taken steps to implement it, such as developing
guidance for jurisdictions. However, the agency has not determined
what additional actions may be needed to close the remaining gaps.

« OMB should adopt adequate budgeting and forecasting procedures to
account for fiscal exposures, such as major disaster costs, as part of
the federal budget process, as we recommended in 2003. OMB
neither agreed nor disagreed with this recommendation and has not
taken any action to implement it as of December 2020.

Federal Government as
Property Owner

D since 2019, the ratings for this segment
Eedera{ G(())vernment as | remain unchanged at partially met and not
roperty Owner met.
LEADERSHIP @+ N
COMMITMENT s . . .
° Leadership commitment: partially met.

Leadership commitment remains partially

DEMONSTRATED _
PROGRESS / \ \CAPACITY| met to reflect actions by Congress, such
as passage of the National Defense
8 Authorization Acts for Fiscal Years 2020
VMONITORING acionpuan | @nd 2021. Among other things, the 2020
act directs DOD to incorporate resilience
Source: GAO analysis. | GAO-21-1195P to current and future projected climate-

related risks and threats into its installations’ master plans. The act also
requires DOD to amend its criteria related to construction planning and
design to ensure that building practices and standards promote climate
resilience.

The 2021 act, among other things, directs DOD to update its 2014
Adaptation Roadmap to include a strategy to address the current and
foreseeable effects of extreme weather and sea level fluctuations on the
department’s mission, including a discussion of these effects on various
infrastructure, such as military installation resilience. Further, in
September 2020, the Army published Directive 2020-08 which requires
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commanders of Army installations to assess, plan for, and adapt to the
projected impacts of climate change and extreme weather.

However, top leadership within the executive branch should develop a
comprehensive approach to improve the resilience of the facilities the
federal government owns and operates and land it manages. For
example, we previously reported that without guidance from the Council
on Environmental Quality (CEQ) directing agencies to consider climate
change in their National Environmental Policy Act of 1969 (NEPA)
reviews, agencies do not have White House direction to consider climate
change impacts, such as sea level rise, when planning federally-funded
infrastructure.

Additionally, we have reported that implementing the January 2015
federal flood risk management standard—which required all future federal
investments in, and affecting, floodplains to meet a certain elevation
level—would have enhanced federal flood resilience by ensuring
agencies addressed current and future flood risk. However, since
Executive Order 13807 was rescinded in August 2017, the federal
government has not taken any further action as of December 2020.

Capacity: not met. The federal government has not increased capacity
in this area. The federal government has not implemented our
recommendations to increase capacity in this area, such as by providing
the best available forward-looking climate information to standards-
developing organizations as we recommended in 2016. Nor has DOD
fully implemented our June 2019 recommendation to issue guidance on
incorporating climate projections into military installation master planning.

Action plan: partially met. Action plan remains partially met to reflect
actions by agencies. For example, DOD has made some progress
implementing our (1) May 2014 recommendations to consider climate
change impacts for its domestic installations, and (2) June 2019
recommendations to issue guidance on incorporating climate projections
into installation master planning and facilities project designs. However,
DOD has yet to implement our November 2017 recommendations to
consider climate change impacts for its overseas installations.

Further, the federal government has not developed a comprehensive
approach to improving the resilience of the facilities it owns and operates
and land it manages by incorporating climate change resilience into
agencies’ infrastructure and facility planning processes.

Monitoring: not met. The federal government does not have a

mechanism to track agencies’ progress toward sustainability goals,
including federal facilities’ resilience to climate change impacts. Executive
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Order 13834 revoked Executive Order 13693, which we previously found
partially met this criterion because it established a mechanism for OMB to
monitor agencies’ progress toward sustainability goals. These goals
included federal facilities’ resilience to climate change impacts.

Demonstrated progress: not met. The federal government has not
implemented our recommendations to improve resilience government-
wide.

What Remains to Be Done The federal government needs a comprehensive approach to improve the
resilience of the facilities it owns and operates and land it manages. This
involves incorporating climate change resilience into agencies’
infrastructure and facility planning processes. It also involves accounting
for climate change in NEPA analyses and working with relevant
professional associations to incorporate climate change information into
structural design standards. For example:

« DOD should issue guidance on incorporating climate projections into
installation master planning and facilities project designs, as we
recommended in June 2019. DOD agreed with this recommendation
and expects to finish developing such guidance by the second quarter
of fiscal year 2021.

e The Department of Commerce (Commerce) should convene federal
agencies to provide the best available forward-looking climate
information to standards-developing organizations, as we
recommended in November 2016. Commerce neither agreed nor
disagreed with this recommendation and has not implemented it as of
December 2020.

« CEQ should finalize guidance on how federal agencies can consider
climate change in their evaluations of proposed federal actions under
NEPA, as we recommended in April 2013. In August 2016, CEQ
issued final guidance, but it rescinded this guidance in April 2017.

Federal Government as B /s of 2019, the ratings for this segment

H i Federal Government as Leader of remain unchan not met.
Leader of National C“mate National Climate Strategic Plan emain unchanged at not met
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A strategic approach for federal investments in climate resilience would
allow for a more purposeful, coordinated, and comprehensive federal
response to climate risks, as we reported in October 2019. For example,
a strategic approach could help target federal resources toward high-
priority projects that manage some of the nation’s most significant climate
risks. The federal government is currently not well organized to address
the fiscal exposure presented by climate change, in part because of the
inherently complicated crosscutting nature of the issue.

Capacity: not met. The federal government has not increased capacity
in this area. For example, entities within EOP, including OMB, have not
provided information to Congress on fiscal exposures related to climate
change.

Action plan: not met. The federal government has not developed a
strategic plan to guide the nation’s efforts to adapt to climate change. For
example, as previously mentioned, FEMA and its partners issued the
National Mitigation Investment Strategy in August 2019. However, the
strategy does not include a detailed strategic approach to prioritize
investments for disaster risk reduction that explicitly accounts for future
climate change risks.

Monitoring: not met. The federal government has not established
mechanisms to monitor progress in this area. Without progress in
leadership commitment, capacity, and action planning, there is currently
little to monitor.

Demonstrated progress: not met. FEMA and its partners implemented
our 2015 recommendation to develop a national mitigation investment
strategy. However, the federal government still needs to take actions to
fully address the following recommendations.

The federal government could better reduce its fiscal exposure if federal
efforts were coordinated and directed toward common goals, such as
improving climate resilience. For example, entities within EOP, including
OMB, should do the following:

« Develop a strategic plan to guide the nation’s efforts to adapt to
climate change. This plan should include clear priorities that reflect
the full range of climate-related federal activities, as well as establish
clear roles, responsibilities, and working relationships among federal,
state, and local governments, as we recommended in May 2011.

« Use information on potential economic effects from climate change to
help identify significant climate risks and craft appropriate federal
responses, as we recommended in September 2017.
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« Provide information on fiscal exposures related to climate change to
Congress in conjunction with future reports on climate change
funding, as we recommended in April 2018.

EOP neither agreed nor disagreed with our recommendations to develop
a strategic plan to guide adaptation efforts and to use information on
potential economic effects from climate change to identify significant risks
and responses. OMB disagreed with our recommendation to provide
information on fiscal exposures related to climate change to Congress in
conjunction with any future climate change funding reports. As of
December 2020, EOP and OMB have not implemented these
recommendations.

Reducing federal fiscal exposure to climate change risks will also require
congressional action. For example, we have suggested the following:

« Congress should consider establishing a federal organizational
arrangement to periodically identify and prioritize climate resilience
projects for federal investment, as we suggested in October 2019.

« Congress should consider establishing a pilot program with leadership
from a defined federal organizational arrangement. This program
would identify and provide assistance to climate migration projects for
communities that express affirmative interest in relocation as a
resilience strategy, as we suggested in July 2020.

Technical Assistance to
Federal, State, Local, and
Private-Sector Decision
Makers

As of 2019, the ratings for this segment

Technical Assistance to Federal, ;

State, Local, and Private-Sector remain unChanged at not met.
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federal government taken action to ensure projects that receive financial
assistance adequately address risks from climate change.

Capacity: not met. The resources and government-wide structure for
providing technical assistance to decision makers—with clear roles,
responsibilities, and working relationships among federal, state, local, and
private-sector entities—remain undefined. For example, in 2019, we
reported that federal, state, local, and private-sector decision makers may
be unaware that climate information exists or may be unable to use what
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is available, largely because the federal government’s own climate data
are fragmented across individual agencies that use the information in
different ways to meet their missions.

Since 2013, we have made multiple recommendations to EOP and
individual agencies to address these issues; however, EOP and individual
agencies have yet to make progress implementing them.

Action plan: not met. The federal government has not developed a plan
to implement a system to provide information to decision makers to
support climate resilience, as we recommended in November 2015.

Monitoring: not met. There are no programs or mechanisms to monitor
government-wide progress in addressing the challenges we have
identified related to the federal government’s role in providing climate-
related technical assistance. These challenges include, for example,
clarifying the roles, responsibilities, and working relationships among
federal, state, local, and private-sector entities; identifying the necessary
resources and establishing the government-wide structure necessary to
implement plans; and addressing the fragmentation of federal climate
information across individual agencies that use the information in different
ways to meet their missions.

Demonstrated progress: not met. The federal government has not
improved its technical assistance to decision makers, as we have
recommended.

The federal government needs a government-wide approach for providing
federal, state, local, and private-sector decision makers with (1) the best
available climate-related information, and (2) assistance with translating
climate-related data into accessible information. As a result, we
recommended in November 2015 that EOP:

« designate a federal entity to develop and periodically update a set of
authoritative climate observations and projections for use in federal
decision-making, which other decision makers could also access; and

« designate a federal entity to create a national climate information
system with defined roles for federal agencies and nonfederal entities
with existing statutory authority.

EOP neither agreed nor disagreed with our recommendations and has
not implemented them as of December 2020.

Further, federal agencies could better provide technical assistance to
decision makers. For example, we have made the following
recommendations:

Page 100 GAO-21-119SP High-Risk Series



Congressional Actions Needed

Related GAO
Products

Limiting the Federal Government’s Fiscal
Exposure by Better Managing Climate Change
Risks

« The Environmental Protection Agency (EPA) should identify technical
assistance providers and engage them in a network to help water
utilities incorporate climate resilience into their infrastructure projects,
as we recommended in January 2020. EPA neither agreed nor
disagreed with this recommendation and has not implemented it as of
December 2020.

« EPA should provide direction on how to integrate information on the
potential impacts of climate change effects into risk assessments and
risk response decisions at Superfund sites, as we recommended in
October 2019. EPA disagreed with these recommendations and
expects to issue a memorandum to provide such direction by fall of
2021.

« DOD should issue guidance on incorporating climate projections into
installation master planning and facilities project designs, as we
recommended in June 2019. DOD agreed with these
recommendations and is developing such guidance; it expects to
implement these recommendations by the second quarter of fiscal
year 2021.

Reducing federal fiscal exposure to climate change risks will also require
congressional action to ensure infrastructure projects that receive
financial assistance adequately address risks from climate change. For
example,

« Congress should consider requiring that climate resilience be
incorporated in the planning of all drinking water and wastewater
projects that receive federal financial assistance, as we suggested in
January 2020.
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Improving the Management of IT Acquisitions
and Operations

To better manage tens of billions of dollars in information technology (IT) investments, the Office of
Management and Budget (OMB) and other federal agencies should continue to fully implement critical
requirements of federal IT acquisition reform legislation.

Why Area Is High Risk

The executive branch has undertaken
numerous initiatives to better manage
the more than $90 billion that is annually
invested in IT. However, federal IT
investments too frequently fail or incur
cost overruns and schedule slippages
while contributing little to mission-related
outcomes.

These investments often suffer from a
lack of disciplined and effective
management, such as project planning,
requirements definition, and program
oversight and governance. In 2015, we
added the government’'s management of
IT acquisitions and operations to the
High-Risk List.

Recognizing the severity of issues
related to the government-wide
management of IT, in December 2014,
Congress and the President enacted
federal IT acquisition reform legislation.
In November 2017, and then again in
December 2019, the sunset dates of
several of these statutory provisions
were extended or removed.

Among other things, these laws require
covered agencies to: (1) enhance
agency CIO authority, (2) enhance
transparency and improve risk
management of IT investments, and (3)
consolidate federal data centers. Further,
legislation enacted in Dec