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What GAO Found  
At varying stages, agencies have begun planning for and implementing fraud risk 
activities (like conducting an evaluation of fraud risks) required by the Fraud 
Reduction and Data Analytics Act of 2015 (FRDAA), according to GAO’s survey 
of agencies subject to the act. Overall, most of the 72 surveyed agencies (85 
percent) indicated that they have started planning how they will meet FRDAA 
requirements, and about 78 percent indicated that they have also started taking 
steps to implement the requirements. 

To assist agencies in implementing fraud risk management activities, the Office 
of Management and Budget (OMB) established FRDAA-related guidelines and a 
working group, as required by the act. However, agencies experienced 
challenges with OMB’s guidelines and the working group, among other things, 
according to GAO’s survey and roundtable discussion results (see figure below). 

Agencies Indicating Challenges with the Sufficiency of Office of Management and Budget 
Guidelines, Progress Reporting, and Working-Group Efforts  

 
 
Implementation guidelines. To meet FRDAA requirements, OMB updated 
Circular No. A-123 guidelines that govern executive agencies. However, this 
update included limited information on the methodologies agencies can use to 
assess, document, and report on internal controls required by FRDAA, according 
to GAO’s review of the guidelines. Surveyed agencies had mixed perspectives 
on the usefulness of OMB’s guidelines for implementing FRDAA controls. 
Similarly, agencies identified the lack of clear requirements and guidance as top 
challenges in GAO’s roundtable discussion with 14 selected agencies.  

Reporting on implementation progress. Although not required by FRDAA, 
OMB updated annual financial report guidelines to include FRDAA requirements, 
but GAO found that the guidelines did not contain enough information to aid 
agencies in producing complete and detailed progress reports in 2017, the first 
year of reporting. Additional guidelines from OMB could help agencies produce 
more complete and detailed reports for 2019, the final year of required reporting. 
Without a longer reporting period, however, Congress may not have the useful 
information for continued oversight of agencies’ progress.  

Working Group. OMB has taken steps to establish the working group, but GAO 
found the working group did not fully meet FRDAA requirements. As Chair, OMB 
did not (1) involve all agencies subject to the act in the working group or (2) hold 
the required number of meetings in 2017. Most surveyed agencies indicated a 
lack of involvement with and information from the working group as challenges in 
implementing FRDAA.  

View GAO-19-34. For more information, 
contact Rebecca Shea at (202) 512-6722 or 
shear@gao.gov. 

Why GAO Did This Study 
Fraud poses a significant risk to the 
integrity of federal programs and 
erodes public trust in government. 
Implementing effective fraud risk 
management processes can help 
ensure that federal programs fulfill their 
intended purpose, spend their funding 
effectively, and safeguard assets.  

FRDAA requires agencies to establish 
internal controls to manage their fraud 
risks and to report implementation 
progress for the first 3 years after 
enactment. It also directs OMB to (1) 
develop guidelines for agencies to 
establish fraud risk management 
controls and (2) establish a working 
group to share best practices in fraud 
risk management and data analytics.  

GAO was asked to review agencies’ 
and OMB’s efforts to implement 
FRDAA. This report examines steps 
(1) agencies and (2) OMB have taken 
to implement FRDAA. GAO conducted 
a survey of the 72 agencies subject to 
the act, held a roundtable discussion 
with 14 selected agencies, reviewed 24 
selected annual financial reports, 
examined OMB guidelines, and 
interviewed OMB staff. 

What GAO Recommends 
GAO is making three 
recommendations, including that OMB 
(1) enhance its guidelines for 
establishing controls, (2) enhance 
guidelines for reporting on agencies’ 
progress, and (3) fully implement the 
working group.  OMB did not concur 
with the need for the 
recommendations. GAO continues to 
believe the recommendations are valid, 
as discussed in the report. Additionally, 
Congress should consider extending 
agencies’ reporting requirements. 
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441 G St. N.W. 
Washington, DC 20548 

December 4, 2018 

Congressional Requesters 

Fraud poses a significant risk to the integrity of federal programs and 
erodes public trust in government.1 It is a contributor to financial and 
nonfinancial risks that waste taxpayer dollars, threaten national security, 
or put consumers at risk. Fraud—which involves obtaining something of 
value through willful misrepresentation—continues to add to the improper 
payments made by the government.2 In fiscal year 2017, agencies 
government-wide reported $8.8 billion in confirmed fraud,3 although the 
deceptive nature of fraud makes it difficult to detect, prevent, and 
measure in a reliable way. We have previously identified indicators of 
financial and nonfinancial fraud in a wide range of programs including the 
Federal Communications Commission’s Lifeline program, the Department 
of Energy’s contractors, the Centers for Medicare & Medicaid Services’ 
oversight of Medicare Part D, and the Bureau of Alcohol, Tobacco, 

                                                                                                                       
1Whether an act is in fact fraud is a determination to be made through the judicial or other 
adjudicative system and is beyond management’s professional responsibility for assessing 
risk. We generally use the term “fraud” in this report to include potential fraud for which a 
determination has not been made through the judicial or other adjudicative system. GAO, 
Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, 
D.C.: Sept. 10, 2014). 
2An improper payment is defined as any payment that should not have been made or that 
was made in an incorrect amount (including overpayments and underpayments) under 
statutory, contractual, administrative, or other legally applicable requirements. It includes 
any payment to an ineligible recipient, any payment for an ineligible good or service, any 
duplicate payment, any payment for a good or service not received (except for such 
payments where authorized by law), and any payment that does not account for credit for 
applicable discounts.  
3In fiscal year 2017, the Office of Management and Budget (OMB)—for the first time—
directed agencies to report confirmed fraud to update Paymentaccuracy.gov. OMB held a 
town hall for agencies on September 12, 2017, and instructed agencies to report fraud 
that was confirmed through the judicial or adjudicative system during fiscal year 2017, 
regardless of when the transaction occurred, and to work with their Offices of Inspector 
General to report this information.  
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Firearms and Explosives’ firearm applications.4 Managers of federal 
programs have the primary responsibility for reducing these risks and 
ensuring program integrity. In addition, the Office of Management and 
Budget (OMB) plays a key role in issuing guidance to assist federal 
managers with combating government-wide fraud, waste, and abuse. 

To aid agencies and OMB in their efforts to reduce fraud risks, in June 
2016 Congress enacted the Fraud Reduction and Data Analytics Act of 
2015 (FRDAA), which created requirements for agencies to establish 
financial and administrative controls for managing fraud risks.5 These 
requirements are aligned with leading practices outlined in GAO’s A 
Framework for Managing Fraud Risks in Federal Programs (Fraud Risk 
Framework), issued July 2015.6 FRDAA also requires agencies to report 
to Congress on the status of efforts to implement fraud controls, identify 
fraud risks, and establish strategies to mitigate both financial and 
nonfinancial fraud risks. In support of agencies’ efforts to establish these 
financial and administrative controls, FRDAA required the Director of the 
OMB, in consultation with the Comptroller General, to issue guidelines 
that incorporate leading practices from GAO’s Fraud Risk Framework and 
to form a working group to share practices, among other things. In 
addition, as agencies take steps to implement FRDAA, they are doing so 
in the context of other, related OMB guidance for enterprise risk 

                                                                                                                       
4GAO, Telecommunications: Additional Action Needed to Address Significant Risks in 
FCC’s Lifeline Program, GAO-17-538 (Washington, D.C.: May 30, 2017); Department of 
Energy: Use of Leading Practices Could Help Manage the Risk of Fraud and Other 
Improper Payments, GAO-17-235 (Washington, D.C.: May 1, 2017); Prescription Opioids: 
Medicare Needs to Expand Oversight Efforts to Reduce the Risk of Harm, GAO-18-15 
(Washington, D.C.: Oct. 6, 2017); Law Enforcement: Few Individuals Denied Firearms 
Purchases Are Prosecuted and ATF Should Assess Use of Warning Notices in Lieu of 
Prosecutions, GAO-18-440 (Washington, D.C.: Sept. 5, 2018). 
5Pub. L. No. 114-186, 130 Stat. 546 (June 30, 2016). 
6The Fraud Risk Framework was designed to aid agencies and federal managers in their 
effort to combat fraud and preserve integrity in government programs, and help them take 
a more strategic, risk-based approach to managing fraud risks and developing effective 
antifraud controls. GAO, A Framework for Managing Fraud Risks in Federal Programs, 
GAO-15-593SP (Washington, D.C.: July 2015).  

http://www.gao.gov/products/GAO-17-538
http://www.gao.gov/products/GAO-17-235
http://www.gao.gov/products/GAO-18-15
http://www.gao.gov/products/GAO-18-15
http://www.gao.gov/products/GAO-18-440
http://www.gao.gov/products/GAO-15-593SP
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management (ERM) and memorandums directed at reducing burden and 
the federal civilian workforce.7 

You asked us to review agencies’ and OMB’s efforts to implement 
FRDAA. Specifically, we examined: (1) federal agencies’ progress and 
challenges in implementing fraud risk management practices, including 
those required by FRDAA, and (2) the extent to which OMB has taken 
steps that complied with FRDAA requirements and that facilitated 
agencies’ implementation of the act. 

To determine federal agencies’ progress and challenges in implementing 
fraud risk management practices, we (1) sent information requests to 93 
federal entities to determine whether their organization met the definition 
of “agency” in 5 U.S.C. § 551(1)—and were thus subject to FRDAA8—and 
then surveyed the 72 agencies that responded affirmatively; (2) held a 
roundtable discussion with 14 agencies, selected from those that 
responded to our survey; and (3) conducted a content analysis of 
information reported in the fiscal year 2017 annual financial reports9 for 
the 24 Chief Financial Officers (CFO) Act agencies.10 We report 
information gathered from agencies in aggregate and do not attribute 
survey, annual financial report, or roundtable responses to individual 
agencies. We used this approach to better ensure agencies’ participation 
and candor in their survey responses and roundtable discussion. For 
                                                                                                                       
7The presidential executive order entitled Comprehensive Plan for Reorganizing the 
Executive Branch (Exec. Order 13,781, 82 Fed. Reg. 13959 [Mar. 13, 2017]) required 
OMB to propose a plan to reorganize governmental functions and eliminate unnecessary 
agencies, components, and programs. OMB issued guidance for agencies to reduce their 
workforce and reporting requirements. Office of Management and Budget, Comprehensive 
Plan for Reforming the Federal Government and Reducing the Federal Civilian Workforce, 
M-17-22 (Washington, D.C.: Apr. 12, 2017); and Reducing Burden for Federal Agencies 
by Rescinding and Modifying OMB Memoranda, M-17-26 (Washington, D.C.: June 15, 
2017).  
8FRDAA applies to an “agency” as defined by the Administrative Procedure Act, 5 U.S.C. 
§ 551(1).  
9These reports are also known as Agency Financial Reports, Performance and 
Accountability Reports, and Annual Management Reports. 
10The Chief Financial Officers (CFO) Act of 1990, Pub. L. No. 101-576, Title III, § 302, 104 
Stat. 2838, 2848, established the CFO Council, which is made up of 24 CFOs defined in 
the act as well as senior officials of OMB and the Department of the Treasury, who work 
on such matters as improved quality of financial information, internal controls, and other 
financial-management matters. The 24 federal agencies that make up this group are 
collectively known as the CFO Act agencies. However, non–CFO Act agencies can have a 
CFO. 
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additional details on our scope and methodology, including a list of 
agencies determined to be subject to FRDAA, see appendix I. 

1. We surveyed the 72 agencies subject to FRDAA from January 2018 
through March 2018 to determine the status of their fraud risk 
management planning and implementation efforts; challenges they 
face in managing fraud risks and implementing FRDAA; and the 
extent to which they followed fraud risk management practices 
outlined in FRDAA, GAO’s Fraud Risk Framework,11 and the fraud 
risk principle (Principle 8) of the Standards for Internal Control in the 
Federal Government (Standards for Internal Control).12 All 72 
agencies completed our survey, resulting in a 100 percent response 
rate. Appendix II contains the survey questions with response 
frequencies for each question. 

2. We held a roundtable discussion with 14 agencies—selected 
randomly within type and size categories described below—to obtain 
agency officials’ perspectives on the strategies and activities they 
used to establish fraud controls and related fraud risk management 
activities and on the guidance and resources used to facilitate the 
implementation of FRDAA, among other things. The selected 
agencies represented a variety of organizational types and sizes, 
such as executive-department agencies, independent agencies, CFO 
Act agencies, and Small Agency Council members. The selected 
agencies also varied in their FRDAA implementation status, based on 
their responses to our survey.13 Through facilitated discussions, we 
gathered information on the selected agencies’ strategies and 
practices. Roundtable participants also indicated their top challenges 
while implementing FRDAA by ranking the challenges with votes, and 
discussed potential solutions for those challenges. These results are 
not generalizable to agencies beyond those that participated. 

3. We conducted a content analysis of fiscal year 2017 annual financial 
reports for the 24 CFO Act agencies to assess the completeness and 
level of detail these agencies provided about their progress with 

                                                                                                                       
11GAO-15-593SP. 
12Principle 8 states that management should consider the potential for fraud when 
identifying, analyzing, and responding to risks. GAO-14-704G. 
13Agencies that reported that they had not started implementation efforts were placed in a 
“lower” maturity group. Agencies that reported that they were mature in their planning 
efforts were placed in a “higher” maturity group. See app. I for more details about the 
selection and grouping of these agencies.  

http://www.gao.gov/products/GAO-15-593SP
http://www.gao.gov/products/GAO-14-704G
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FRDAA implementation. We selected these 24 agencies because, 
among other things, these agencies met the definition of “agency” in 5 
U.S.C. § 551(1) at the time of our selection and were therefore subject 
to FRDAA, and were estimated to account for over 99 percent of the 
government-wide improper payments in fiscal year 2015.14 
Specifically, we reviewed (1) the content and length of agencies’ 
fraud-reporting reports and (2) the overall level of detail provided. 
While the reporting requirements in FRDAA list three categories of 
information, we broke out the unique requirements in each category 
for our assessment into 11 reporting elements specified by FRDAA. 
Each annual financial report was independently coded by one subject-
matter expert familiar with fraud risk management and by a second 
subject-matter expert familiar with each agency’s efforts. 

We assessed each annual financial report’s completeness by placing 
it in one of four categories representing FRDAA’s 11 reporting 
elements: (1) fully complete when all 11 elements were present, (2) 
mostly complete when 6 to 10 elements were present, (3) partially 
complete when 1 to 5 elements were present and (4) not at all 
complete, when no elements were present. We examined the extent 
to which our independent reviews of the 24 CFO Act agencies’ annual 
financial reports were consistent between coders and found over 99 
percent agreement on identification of reporting elements, reconciled 
the 1 percent difference, and considered all coded material complete 
when assessing the completeness and detail of the annual financial 
reports. 

To determine the extent to which OMB has taken steps that complied with 
FRDAA requirements and facilitated agencies’ implementation of the act, 
we (1) interviewed OMB staff and reviewed relevant memorandums, 
circulars, and other documents related to FRDAA implementation and (2) 
evaluated agencies’ perspectives and experiences using OMB’s 
guidelines and other initiatives to implement the act. 

1. We reviewed relevant memorandums, circulars, and other OMB 
documents such as Circular A-12315 and compared these with the 

                                                                                                                       
14As mentioned, improper payments are those that should not have been made or were 
made in incorrect amounts. Improper payments fall into three broad categories including 
intentional fraud and abuse. Office of Management and Budget, Transmittal of Appendix C 
to OMB Circular A-123, Requirements for Payment Integrity Improvement, M-18-20 
(Washington, D.C.: June 26, 2018). 
15Office of Management and Budget, Management’s Responsibility for Enterprise Risk 
Management and Internal Control, OMB Circular A-123 (Washington, D.C.: July 15, 2016). 
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requirements for OMB outlined in FRDAA. Additionally, we 
interviewed staff from OMB’s Office of Federal Financial Management 
and Office of Personnel and Performance Management regarding 
their development of guidelines, the FRDAA working group, and any 
challenges they may have experienced implementing the act’s 
requirements. 

2. We obtained agencies’ perspectives on and experiences with OMB’s 
guidelines and the FRDAA working group in order to assess the 
usefulness of these actions for agencies’ implementation efforts. 
Collectively, we used information from our survey, annual financial-
report reviews, and roundtable discussions, as described above, to 
inform our assessment of the quality of OMB guidelines and other 
efforts. We also interviewed officials from the CFO Council and 
Council of the Inspectors General on Integrity and Efficiency16 to get a 
broader opinion about the effectiveness of OMB and agency efforts to 
implement FRDAA. 

We conducted this performance audit from August 2017 to December 
2018 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 

 
 

 
Fraud and “fraud risk” are distinct concepts. Fraud—obtaining something 
of value through willful misrepresentation—is a determination to be made 
through the judicial or other adjudicative system, and that determination is 
beyond management’s professional responsibility. Fraud risk exists when 
individuals have an opportunity to engage in fraudulent activity, have an 
incentive or are under pressure to commit fraud, or are able to rationalize 
committing fraud.17 Although the occurrence of fraud indicates there is a 
                                                                                                                       
16The Council of the Inspectors General on Integrity and Efficiency is an independent 
entity established within the executive branch to address integrity, economy, and 
effectiveness issues and aid in the establishment of a professional, well-trained, and 
highly skilled workforce in the Offices of Inspector General.  
17In addition to financial effects, nonfinancial fraud risks can affect an agency’s reputation 
and compliance with laws, regulations, or standards. 

Background 

Fraud Risk Management 
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fraud risk, a fraud risk can exist even if actual fraud has not yet been 
identified or occurred. When fraud risks can be identified and mitigated, 
agencies may be able to improve fraud prevention, detection, and 
response. Managers of federal programs maintain the primary 
responsibility for enhancing program integrity and managing fraud risks. 
Those who are effective at managing their fraud risks collect and analyze 
data and identify fraud trends and use data and trends to improve fraud 
risk management activities. Implementing effective fraud risk 
management processes is important to help ensure that federal programs 
fulfill their intended purpose, funds are spent effectively, and assets are 
safeguarded. 

The Fraud Risk Framework provides a comprehensive set of leading 
practices that serve as a guide for agency managers developing or 
enhancing efforts to combat fraud in a strategic, risk-based manner. The 
Fraud Risk Framework is also aligned with Principle 8 (“Assess Fraud 
Risk”) of the Standards for Internal Control.18 It is designed to focus on 
preventive activities, which generally offer the most cost-efficient use of 
resources since they enable managers to avoid a costly and inefficient 
“pay-and-chase” model of recovering funds from fraudulent transactions 
after payments have been made. The leading practices in the Fraud Risk 
Framework are organized into four components—commit, assess, design 
and implement, and evaluate and adapt—as depicted in figure 1. 

                                                                                                                       
18GAO-14-704G. 

http://www.gao.gov/products/GAO-14-704G
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Figure 1: The Fraud Risk Management Framework and Selected Leading Practices 

 
 
 
Legislation and guidance has increasingly focused on the need for 
program managers to take a strategic approach to managing risks, 

FRDAA Requirements 
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including fraud.19 FRDAA was enacted to improve federal agency controls 
and procedures to assess and mitigate fraud risks, and to improve 
agencies’ development and use of data analytics for the purpose of 
identifying, preventing, and responding to fraud. FRDAA requires 
agencies to establish financial and administrative controls that incorporate 
the Fraud Risk Framework’s leading practices, including 

1. conducting an evaluation of fraud risks and using a risk-based 
approach to design and implement financial and administrative control 
activities to mitigate identified fraud risks; 

2. collecting and analyzing data from reporting mechanisms on detected 
fraud to monitor fraud trends, and using that data and information to 
continuously improve fraud-prevention controls; and 

3. using the results of monitoring, evaluation, audits, and investigations 
to improve fraud prevention, detection, and response. 

Further, agencies are required to annually report to Congress on their 
progress in implementing the act for each of the first 3 fiscal years after its 
enactment. 

FRDAA required OMB, in consultation with the Comptroller General, to 
establish guidelines for agencies that incorporate leading practices from 
the Fraud Risk Framework as well as to establish a working group that 
shares best practices in fraud risk management. In addition, the working 
group is required to submit a plan to develop a federal interagency data 
analytics library for fraud risk management. This working group was also 
required to consult with the Offices of Inspector General and federal and 
nonfederal experts on fraud risk assessments, financial controls, and 
other relevant matters as well as to meet not fewer than four times per 
year. See figure 2 for additional details on FRDAA’s requirements and 
implementation timeline. 

                                                                                                                       
19For example, the Improper Payments Elimination and Recovery Improvement Act of 
2012, Pub. L. No. 112-248, 126 Stat. 2390 (Jan. 10, 2013), and related guidance by OMB, 
requires federal executive branch agencies to, among other things, identify programs and 
activities that may be susceptible to significant improper payments—a process known as a 
risk assessment. Further, recent policy changes modernize existing efforts by requiring 
agencies to implement an enterprise risk management (ERM) capability coordinated with 
strategic planning established by the GPRA [Government Performance and Results Act] 
Modernization Act of 2010, Pub. L. No. 111-352, 124 Stat. 3866 (Jan. 4, 2011), and 
internal control processes required by the Federal Managers’ Financial Integrity Act of 
1982, Pub. L. No. 97-255, 96 Stat. 814 (Sept. 8, 1982), and the Standards for Internal 
Control.  
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Figure 2: Fraud Reduction and Data Analytics Act of 2015 Requirements 

 
aThe Fraud Reduction and Data Analytics Act of 2015 was enacted on June 30, 2016. 
bPrinciple 8 states that management should consider the potential for fraud when identifying, 
analyzing, and responding to risks. 
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Agencies’ steps to manage fraud risks at the agency-wide level—and in 
response to FRDAA—are at varying stages of planning and 
implementation, according to our survey of agencies subject to the act. In 
our survey, we asked the 72 agencies subject to FRDAA to characterize 
(1) the overall status of their efforts to plan for and implement the act as 
“not started,” “started but not mature,” or “mature” and (2) whether they 
regularly undertook specific fraud risk management activities prior to and 
after FRDAA’s enactment. With respect to overall status, most surveyed 
agencies (85 percent) indicated that they have at least started planning 
how they will meet FRDAA requirements (started or mature), and about 
78 percent indicated that they have also started or are mature in their 
efforts to implement the requirements. Fewer agencies, however, 
characterized either their planning or implementation efforts as “not 
started” (about 15 and 22 percent, respectively).20 See figure 3 for agency 
responses on their FRDAA planning and implementing efforts. 

                                                                                                                       
20We did not define “mature,” in our survey. However, during our pretests of this survey 
with agencies, agency officials demonstrated a common understanding of the term 
“mature” in our question. Agencies can have a mixture of tasks that are in planning and 
implementation stages. 

Agencies Have Taken 
Steps to Manage and 
Report on Fraud 
Risks as FRDAA 
Requires, but Have 
Identified Challenges 

Agencies Indicated They 
Are Planning or 
Implementing Activities to 
Manage Fraud Risks 
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Figure 3: Agencies’ Characterization of the Overall Status of Their Fraud Reduction and Data Analytics Act of 2015 Planning 
and Implementation Efforts 

 
Note: We did not define “mature,” in our survey. Agencies can have a mixture of tasks that are in 
planning and implementation stages. 

 
While most agencies indicated they have taken planning and 
implementation steps, agencies varied in the extent to which they 
indicated undertaking specific fraud risk management activities required 
by FRDAA at the agency-wide level, according to our survey results. We 
asked agencies whether they were currently performing key fraud risk 
management activities at the agency-wide level. The fraud risk 
management activities identified in the survey were an abbreviated 
version of the FRDAA requirements for agencies to establish financial 
and administrative controls, which included (1) conducting an evaluation 
of fraud risks and using a risk-based approach to design and implement 
financial and administrative control activities to mitigate identified fraud 
risks; (2) collecting and analyzing data from reporting mechanisms on 
detected fraud to monitor fraud trends and using that data and information 
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to continuously improve fraud-prevention controls; and (3) using the 
results of monitoring, evaluation, audits, and investigations to improve 
fraud prevention, detection, and response.21 Most agencies (about 86 
percent) indicated they use the results of monitoring, evaluation, audits, 
and investigations to manage fraud risk. Fewer agencies (about 63 
percent) indicated they collect fraud-related data for prevention. Agencies 
also varied in the frequency with which they perform certain activities. For 
example, of the agencies that indicated that they collect fraud-related 
data for prevention, 44 percent indicated they do so regularly, while 18 
percent indicated that they do so but not on a regular basis. See figure 4 
for additional information on the frequency with which agencies indicated 
they perform fraud risk management activities related to FRDAA 
requirements for financial and administrative controls. 

                                                                                                                       
21As mentioned, these controls incorporate leading practices from the Fraud Risk 
Framework. See app. II (table 5) for the survey questions and response frequencies.  
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Figure 4: Agencies’ Characterization of the Status of Their Fraud Risk Management Activities 

 
Note: Totals do not always equal 100 percent due to rounding. All of these fraud risk management 
activities are associated with the Fraud Reduction and Data Analytics Act of 2015 (FRDAA), with one 
exception. 
aThis fraud risk management activity is not a FRDAA requirement. It is a directive to agencies stated 
in the Office of Management and Budget’s Circular A-123 guidelines to agencies on fraud risk 
management. 
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The majority of agencies we surveyed indicated that they were engaged 
in a variety of fraud risk management activities before FRDAA’s 
enactment, but a larger number indicated action in each of these activities 
since the law was enacted. For example, 86 percent of agencies 
indicated they used findings from monitoring, auditing, or evaluation of 
fraud risk activities after the enactment of FRDAA, compared with 79 
percent of agencies that indicated they used such findings before 
FRDAA. See figure 5 for a comparison of the number of agencies 
reporting that they undertook fraud risk management activities before and 
after the enactment of FRDAA. 
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Figure 5: Agencies’ Fraud Risk Management Activities before and after the Fraud Reduction and Data Analytics Act of 2015 
(FRDAA) Enactment 

 
Note: All of these fraud risk management activities are associated with FRDAA, with one exception. 
aThis fraud risk management activity is not a FRDAA requirement. It is a directive to agencies stated 
in the Office of Management and Budget’s Circular A-123 guidelines to agencies on fraud risk 
management. 
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To identify relationships among survey responses associated with 
progress implementing elements of FRDAA and fraud risk management 
practices, we considered direction and strength of correlations between 
those questions. Agencies that indicated that they have started 
implementing FRDAA (85 percent) also reported higher use of some key 
fraud risk management activities, according to our analysis of the survey 
data. For example, agencies that indicated their implementation efforts 
were “mature” or “started but not mature” indicated at higher rates that 
they conduct risk-based evaluations of fraud risks and collect fraud-
related data for prevention since the enactment of FRDAA. As mentioned, 
these activities are FRDAA requirements and are leading practices in the 
Fraud Risk Framework. These agencies also indicated at higher rates 
that they incorporated fraud risk activities into broader ERM, as directed 
by OMB Circular A-123.22 Further, while most (89 percent) agencies 
indicated having a designated entity for managing fraud risk, consistent 
with one leading practice identified in the Fraud Risk Framework, fewer 
(74 percent) have designated an entity specifically for FRDAA 
implementation. Agencies that indicated they had a designated entity for 
implementing FRDAA indicated that they were at a mature stage of 
FRDAA implementation more often than agencies without such an entity. 

 
Each of the 24 CFO Act agencies reported on their progress 
implementing FRDAA in their fiscal year 2017 annual financial reports to 
Congress, as FRDAA requires, but the reporting varied in completeness 
and detail. FRDAA specifies that, beginning in fiscal year 2017 and for the 
following 2 fiscal years, agencies must include the following 11 elements 
in their reports: 

• Agencies must report their progress implementing the financial and 
administrative controls required to be established by the agency, 
which include (1) conducting an evaluation of fraud risks and using a 
risk-based approach to design and implement financial and 
administrative control activities to mitigate identified fraud risks; (2) 
collecting and analyzing data from reporting mechanisms on detected 
fraud to monitor fraud trends and using that data and information to 
continuously improve fraud-prevention controls; (3) using the results 
of monitoring, evaluation, audits, and investigations to improve fraud 
prevention, detection, and response; (4) implementing the fraud risk 

                                                                                                                       
22As discussed in figure 4, this activity was a directive to agencies stated in OMB’s 
Circular A-123 guidelines to agencies on fraud risk management. 

All CFO Act Agencies 
Reported on Their 
Progress Implementing 
FRDAA, but Reporting 
Varied in Completeness 
and Detail 
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principle as described in the Standards for Internal Control;23 and (5) 
implementing the OMB Circular A-123 section related to leading 
practices for managing fraud risk. 

• Agencies must report their progress identifying risks and 
vulnerabilities to fraud. These include (6) payroll, (7) beneficiary 
payments, (8) grants, (9) large contracts, and (10) purchase and 
travel cards. 

• Agencies must report their progress (11) establishing strategies, 
procedures, and other steps to curb fraud. 

In August 2017, OMB updated its financial-reporting guidance in Circular 
A-136, Financial Reporting Requirements, with a section on FRDAA 
reporting requirements, including the reporting elements specified in the 
act.24 While the reporting requirements in FRDAA and OMB’s guidance 
list three categories of information, as noted above, we broke out the 
unique requirements in each category for our assessment. As a result, 
our analysis of the completeness of agencies’ annual financial reports is 
based on whether they contain each of 11 specific reporting elements. 
See appendix I (table 2) for additional information about these reporting 
elements. 

The 24 CFO Act agencies each included fraud-reduction sections in their 
annual financial reports as FRDAA requires but, at times, the 
completeness and detail of reporting was limited because some reports 
did not completely address all of the elements specified in the act. Four 
agencies reported on all of the specified elements, 19 agencies reported 
on more than half of the specified elements, and 1 agency reported on 
fewer than half of the specified elements, according to our analysis. For 
example, each of the 24 CFO Act agencies reported on their progress in 
establishing financial and administrative fraud controls required by 
FRDAA and OMB Circular A-123, but 7 agencies did not report on 
progress in implementing the fraud risk principle in the Standards for 
Internal Control. In addition, some agencies did not report on their 

                                                                                                                       
23Principle 8 of the Standards for Internal Control requires managers to assess fraud risks 
and consider the potential for fraud when identifying, analyzing, and responding to risks. 
24OMB Circular A-136 establishes reporting guidance for executive branch entities 
required to submit audited financial statements, interim financial statements, and 
Performance and Accountability Reports or Agency Financial Reports under the CFO Act 
of 1990, the Government Management Reform Act of 1994, and the Accountability of Tax 
Dollars Act of 2002. Office of Management and Budget, Financial Reporting 
Requirements, Circular A-136 (Washington D.C.: Aug. 15, 2017). 
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progress in identifying risks and vulnerabilities with respect to payroll, 
beneficiary payments, and other elements specified in the act. 
Specifically, 12 of the CFO Act agencies did not report on payroll, 11 did 
not report on beneficiary payments, 5 did not report on grants, 9 did not 
report on large contracts, and 7 did not report on purchase and travel 
cards. See figure 6 for an analysis of the inclusion of required FRDAA 
reporting elements in agency reports. 

Figure 6: Number of Chief Financial Officer (CFO) Act Agencies That Included Required Reporting Elements in Their Annual 
Financial Report, Fiscal Year 2017 

 
Note: These elements are the required reporting elements of the Fraud Reduction and Data Analytics 
Act of 2015. 
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aPrinciple 8 states that management should consider the potential for fraud when identifying, 
analyzing, and responding to risks. 

 
Variation in reporting on progress in identifying specific risks and 
vulnerabilities could result from some agencies’ determinations about 
their applicability to the agency. For example, some agencies that 
participated in our roundtable discussion noted that grant risks are not 
applicable to their agency because they do not have grant programs. 
However, this would not explain some areas of risk that are applicable to 
all agencies, but were not reported, such as payroll. As discussed later in 
this report, variation in reporting on progress in identifying specific risks 
and vulnerabilities may also be partly due to some agencies’ uncertainty 
about what information must be reported. 

The reports also varied in terms of detail provided about agencies’ efforts, 
including specific actions taken to implement elements of FRDAA. For 
example, one agency reported that its efforts to comply with the fraud risk 
principle in the Standards for Internal Control included implementing 
enterprise risk management (ERM) and establishing a policy for having a 
common risk assessment tool to ensure consistency across the agency 
and to determine appropriate mitigation strategies for risks identified in all 
programs. Conversely, another agency reported that it updated an annual 
entity-level control assessment to comply with this principle, but the 
agency did not describe how this update achieved compliance. Without 
this detail in the report, it is not possible to determine the extent of the 
agency’s implementation progress, as we describe later in the report. 

Further, most (16 of the 24 CFO Act agencies) included details about 
financial fraud risks but did not address nonfinancial fraud risks. For 
example, one agency reported it had low fraud risk and, as such, did not 
implement any new controls in response to FRDAA. As support, the 
agency provided examples of identifying no or limited financial fraud risks, 
and concluded that it did not have fraud risks to address. The agency did 
not discuss nonfinancial fraud. However, a 2016 GAO report identified 
this agency as having vulnerabilities to nonfinancial fraud that present 
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national security risks.25 In addition, a 2017 report recommended that two 
agencies responsible for a program with national security–related 
responsibilities conduct joint fraud risk assessments to obtain 
comprehensive information on inherent fraud risks that may affect 
program integrity; provide reasonable assurance that their controls 
mitigate those risks; and ensure that fraud-prevention efforts target the 
areas of highest risk.26 However, one of these agencies did not mention 
nonfinancial fraud in its report. Further, neither agency identified this 
program in their report. As mentioned in the Fraud Risk Framework, 
nonfinancial fraud, such as fraudulently obtained credentials, can 
potentially facilitate other crimes related to national security such as 
international terrorism and drug trafficking. In addition, a leading practice 
of the Fraud Risk Framework is that managers consider nonfinancial 
effects of fraud, such as those related to the program’s reputation and 
compliance with laws, regulations, or standards. As discussed later in this 
report, these limitations in agency reporting may be partly due to limited 
guidance provided by OMB to agencies regarding the level of detail and 
type of information that should be included in the reports. 

 
Agencies identified challenges undertaking some fraud risk management 
activities required by FRDAA, according to our analysis of survey and 
roundtable responses. Top identified challenges were generally related to 
staffing and resources, among other things. These challenges may affect 
agencies’ ability to implement leading practices from the Fraud Risk 
Framework. Some roundtable participants also noted strategies for 

                                                                                                                       
25We found that the agency has not strengthened certain controls over some dangerous 
materials, and we were able to obtain credentials to purchase these dangerous materials. 
We recommended, among other things, that the agency take action to better track and 
secure these materials and verify the legitimacy of the credentials for those who seek to 
possess them. The agency evaluated enhancements to credentials’ guidance overall and 
credential verification and transfer requirements for dangerous materials. The 
recommendation is open, and as of January 2018 the agency has yet to take action on its 
internal evaluation of whether it is necessary to revise the agency’s regulations or 
processes governing protection and accountability for dangerous materials. 
26The agencies concurred with our recommendation. In response, the agencies reported 
that they will work together to conduct joint risk assessments by jointly developing a risk 
assessment framework. According to both agencies’ documentation, we found that the 
agencies finalized a joint framework in January 2018, and one agency reported that the 
agencies plan to conduct the first joint assessment of fraud risks across the program by 
September 2018. To fully address this open recommendation, we continue to recommend 
that both agencies should jointly conduct regular fraud risk assessments across the 
program. 

Agencies Identified 
Challenges Undertaking 
Fraud Risk Management 
Activities 
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mitigating some of these challenges. The factors agencies most 
frequently indicated as great or moderate challenges in undertaking fraud 
risk management activities include the following: 

• Availability of resources. Agencies most frequently noted the 
availability of resources, such as staffing and funding to conduct fraud 
risk management activities, as a challenge to managing fraud risk. 
About 75 percent of agencies indicated in their surveys that this was a 
great or moderate challenge. Agencies that participated in our 
roundtable discussion identified similar “bandwidth” concerns related 
to staffing. For example, one agency noted the ability of staff to 
manage multiple responsibilities—such as conducting fraud risk 
management activities in addition to daily program-related activities—
as a top challenge, especially within smaller units of the agency. 
Some agencies at the roundtable discussion told us that having the 
authority to use program-integrity funding for fraud risk management 
would help provide necessary resources to undertake fraud risk 
management activities required by FRDAA.27 However, one agency 
noted that this may not be a viable solution for all agencies, since not 
all agencies may receive additional program-integrity funding to 
conduct fraud risk management activities. 

• Limited tools and techniques for data analytics. Most agencies 
(about 68 percent) indicated that limitations in having and using tools 
and techniques for data analytics were a great or moderate challenge, 
according to our survey. Using data analytics to manage fraud risk is 
a leading practice in the Fraud Risk Framework. While one agency at 
our roundtable discussion told us that the agency does not have 
software to assist staff in performing data analytics, other agencies 
suggested leveraging free or existing resources to gain access to and 
use data tools. For example, one agency representative described the 
usefulness of the Department of the Treasury’s Do Not Pay Business 

                                                                                                                       
27For example, we have previously reported that the Centers for Medicare & Medicaid 
Services, an agency within the Department of Health and Human Services, has 
designated funding for program integrity. Specifically, the Centers for Medicare & 
Medicaid Services receives appropriations to carry out antifraud activities through several 
funds including the Health Care Fraud and Abuse Control program and the Medicaid 
Integrity Program. See GAO, Medicare and Medicaid: CMS Needs to Fully Align Its 
Antifraud Efforts with the Fraud Risk Framework, GAO-18-88 (Washington, D.C.: Dec. 5, 
2017). 

http://www.gao.gov/products/GAO-18-88
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Center.28 This agency representative noted that the Department of the 
Treasury can proactively analyze agency data it has received and 
share it with agencies. Another agency suggested that agencies ask 
their shared service providers to provide data analytics, provide 
insight, and benchmark against other agencies.29 

• Lack of available expertise. The availability of staff with expertise to 
conduct fraud risk management activities also presents challenges for 
agencies. Leading practices in the Fraud Risk Framework include 
designating an antifraud entity that serves as the repository of 
knowledge on fraud risks and controls and increasing managers’ and 
employees’ awareness of potential fraud schemes through training 
and education. About 56 percent of agencies we surveyed, however, 
identified availability of staff expertise as a great or moderate 
challenge. Agencies that identified this as a challenge also more 
frequently indicated that they experience some other challenges 
associated with FRDAA implementation, such as understanding 
FRDAA requirements and implementation time frames; reporting on 
implementation progress in the annual financial reports; and 
sufficiency of other information or tools to aid in implementation. 
During the roundtable discussion, some agencies also described 
having a staffing gap where data-analytic skills were concerned. In 
response to this challenge, one agency moved its centralized 
antifraud unit to a newly created, more-experienced unit within the 
agency to increase the antifraud unit’s capacity to conduct data-
analytics reviews. 

• Access to data and information. A majority of agencies also 
identified having access to data to look for fraud or fraud indicators as 
a challenge. About 55 percent of agencies indicated that access to 
data is a great or moderate challenge to their ability to implement 
fraud risk activities. Agencies that participated in our roundtable 

                                                                                                                       
28The Department of the Treasury’s Do Not Pay Business Center was established to help 
federal agencies comply with the Improper Payments Elimination and Recovery 
Improvement Act of 2012 by supporting their efforts to prevent and detect improper 
payments. According to its website, Do Not Pay is a free, robust analytics tool that helps 
federal agencies detect and prevent improper payments made to vendors, grantees, loan 
recipients, and beneficiaries. Agencies can check multiple data sources in order to make 
payment-eligibility decisions. See https://www.donotpay.treas.gov/, accessed September 
19, 2018. 
29A shared service is a business or mission function that is provided for consumption by 
multiple organizations within or between federal agencies. The goal of shared services is 
to efficiently aggregate resources and systems to improve the quality, timeliness, and 
cost-effectiveness of service delivery to customers. 

https://www.donotpay.treas.gov/
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discussion also told us that access to data is a key challenge 
associated with implementing FRDAA requirements. For example, 
one agency stated that the Privacy Act presents a challenge to data 
matching that may limit agencies’ ability to share data with one 
another, such as Social Security numbers involved in potentially 
fraudulent activity that could cut across multiple agencies.30 This 
challenge is not new. In our July 2013 report on using data analytics 
for oversight and law enforcement and in our March 2017 report on 
using data analytics to address fraud and improper payments, we 
reported on similar perceived challenges from other agencies and 
organizations regarding data sharing among agencies.31 

Some agencies at the roundtable discussion also stated that they did 
not receive information from their respective Office of Inspector 
General that would help them manage fraud risks and implement 
FRDAA. The Fraud Risk Framework highlights the role of the Office of 
Inspector General in agencies’ fraud risk management activities. 
According to the framework, the Office of Inspector General itself 
should not lead or facilitate fraud risk assessments, in order to 
preserve its independence when reviewing the program’s activities. 
However, the framework notes that program managers and their 
Office of Inspector General should collaborate and communicate to 
help improve understanding of fraud risks and identify emerging fraud 
risks, in order to proactively enhance fraud-prevention activities. While 
one agency at the roundtable discussion identified the lack of 
information from their Office of Inspector General limiting their ability 
to address fraud risks, some agencies appear to be reaching out to 
their respective Offices of Inspector General for this information. We 
spoke with the Council of the Inspectors General on Integrity and 
Efficiency, which comprises representatives of Offices of Inspector 
General in the executive branch. During the Council of the Inspectors 

                                                                                                                       
30The Privacy Act of 1974, Pub. L. No. 93-579, § 3, 88 Stat. 1896, 1897 (Dec. 31, 1975), 
as amended and codified at 5 U.S.C. § 552a, establishes the terms by which federal 
agencies collect, maintain, use, and disseminate records that contain personal 
information. 
31Perceived challenges with sharing data among agencies is a long-standing concern that 
was also previously identified in a January 2013 forum convened by GAO, the Council of 
the Inspectors General on Integrity and Efficiency, and the Recovery Accountability and 
Transparency Board on using data analytics in law enforcement and oversight and a 
September 2016 forum convened by GAO on using data analytics to address fraud and 
improper payments. Panelists in both forums cited legal and data-sharing barriers. See 
GAO, Data Analytics for Oversight & Law Enforcement, GAO-13-680SP (Washington, 
D.C.: July 2013); and Data Analytics to Address Fraud and Improper Payments, 
GAO-17-339SP (Washington, D.C.: March 2017). 

http://www.gao.gov/products/GAO-13-680SP
http://www.gao.gov/products/GAO-17-339SP
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General on Integrity and Efficiency meeting, representatives from 
three agency Inspectors General told us that their agencies reached 
out to them to discuss fraud, such as how an agency can use 
databases to look for fraud. At least one representative expected to 
coordinate with the representative’s agency to strengthen internal 
controls as the agency continues to implement FRDAA. 

 
OMB has taken steps to establish guidelines and a working group for 
agencies, as required by FRDAA, but limited guidelines and working-
group coordination hindered some agencies’ implementation of the act. 
Specifically, OMB issued guidelines for agencies to implement FRDAA’s 
requirement to establish controls and report on their progress32 and has 
established a FRDAA working group, but agencies indicated the need for 
additional guidance and involvement in working-group activities. Our 
analysis of survey responses, roundtable discussion results, and 
agencies’ annual financial reports indicates that (1) agencies had mixed 
perspectives on the usefulness of OMB’s guidelines for agencies to 
establish controls; (2) limited details in OMB’s reporting guidelines 
contributed to CFO Act agencies’ incomplete and insufficiently detailed 
annual financial reports; and (3) agencies had challenges implementing 
FRDAA in part due to their lack of involvement in and lack of 
communication from the working group. In addition to FRDAA, OMB has 
issued guidance on other government-wide reform and burden-reduction 
initiatives that could shape how agencies address FRDAA 
implementation, such as reforms that may change the structure of 
agencies and related programs or how agencies collect data used in 
managing fraud risks. While it is still too early to determine the effect of 
these broader initiatives on agencies’ efforts to implement FRDAA, we 
have previously reported that broader reform efforts can be leveraged by 
OMB and agencies to address the high-risk areas and government-wide 
challenges that present vulnerabilities to fraud, waste, abuse, and 
mismanagement. 

  

                                                                                                                       
32FRDAA does not require OMB to establish guidelines for agencies to comply with the 
act’s reporting obligations. However, OMB generally provides guidance to support 
agencies’ annual financial-reporting requirements in Circular A-136. 
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To comply with FRDAA, OMB updated existing guidelines for agencies to 
establish financial and administrative controls to manage fraud risks, but 
agencies indicated having challenges with the usefulness of these 
guidelines, according to our survey and roundtable discussion results. 
Specifically, OMB incorporated guidelines to meet FRDAA requirements 
into its July 2016 update of Circular A-123, Management’s Responsibility 
for Enterprise Risk Management and Internal Control, within 90 days of 
enactment, as required by the act. This particular update of Circular 
A-123 introduced requirements for agencies to implement ERM and 
integrate with existing internal control capabilities to improve mission 
delivery, reduce costs, and focus corrective actions on key risks.33 The 
update to Circular A-123 also included a discussion of the Fraud Risk 
Framework and aligned internal control processes with the 2014 update 
to the Standards for Internal Control—such as the reference to the fraud 
risk principle (Principle 8)—which OMB staff stated provided agencies 
with a broad context for why fraud risk management is expected of 
agencies. 

According to OMB staff, including the reference to the Fraud Risk 
Framework in the circular met the FRDAA requirement to issue guidelines 
for agencies to establish financial and administrative controls to identify 
and assess fraud risks. The guidelines have a section on “Managing 
Fraud Risks in Federal Programs” that encourages agencies to develop 
the same financial and administrative controls that are listed in FRDAA 
requirements. This section also directs agencies to adhere to the leading 
practices described in the Fraud Risk Framework as part of their efforts to 
effectively design, implement, and operate an internal control system that 
addresses fraud risks. However, based on our review of the guidance, 
because FRDAA is never mentioned in the guidelines, there is a risk that 
agencies may not be aware that the guidelines directly apply to 
implementing FRDAA’s requirement to establish financial and 
administrative controls. In addition, OMB’s guidelines provide limited 
information related to steps that agencies should take to implement 
FRDAA’s requirement to establish financial and administrative controls, 
according to our review of the guidelines. 

                                                                                                                       
33ERM is a decision-making tool that can assist federal leaders to anticipate and manage 
risks across their portfolios. Prior to implementing ERM, risk management focused on 
traditional internal control concepts for managing risk exposures. Beyond traditional 
internal controls, ERM promotes risk management by considering its effect across the 
entire organization and how it may interact with other identified risks.  
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Agencies indicated having mixed views on the sufficiency of OMB’s 
guidelines. For example, 65 percent of the agencies surveyed indicated 
that OMB’s Circular A-123 guidelines were moderately or very useful. 
However, 40 percent of the agencies surveyed also identified the 
sufficiency of OMB’s guidelines as a great or moderate challenge in 
implementing the act. Among other things, these challenges included 
agencies’ uncertainty about how ERM and FRDAA requirements differ, 
given that OMB included the guidelines for managing fraud risk as a 
subsection of ERM requirements. These challenges contributed to 
agencies’ lack of clarity, among other things, on the actions they should 
take to implement FRDAA, as described below. 

Challenges using OMB guidelines to implement FRDAA’s 
requirement to establish controls. Some agencies indicated that using 
OMB guidelines for FRDAA implementation was a challenge, according to 
our analysis of survey responses. Specifically, 40 percent of agencies 
indicated the sufficiency of the guidelines was a great or moderate 
challenge to their implementation efforts.34 CFO Act agencies reported 
this challenge more often than non–CFO Act agencies (61 and 30 
percent, respectively).35 

Lack of guidance and unclear requirements were also identified as top 
challenges in our roundtable discussion on implementation of FRDAA 
required controls.36 For example, some roundtable participants stated that 
clearer requirements, such as information on what activities would be 
considered compliant with the act, would be helpful to better implement 
FRDAA. In particular, two agencies identified grants and contracts as an 
area where additional guidance on managing fraud risks would be helpful. 

In contrast, a theme of the roundtable discussion was that there were 
trade-offs in having clarity on the objectives and having the flexibility to 
tailor requirements to different programs. One roundtable participant said 
                                                                                                                       
34In addition, 29 percent of agencies indicated that the sufficiency of guidelines for FRDAA 
implementation was a minor challenge and 31 percent indicated no challenge. 
35According to the CFO Council, the 24 CFO Act agencies represent the largest federal 
agencies. 
36During the roundtable discussion, the participants voted on the top three challenges 
experienced related to implementation of FRDAA. Specifically, agencies identified (1) lack 
of guidance, (2) capacity, and (3) inter- and intra-agency communication and collaboration 
as top challenges. Agencies also indicated that data access and sharing, unclear 
requirements, and complexity and difficulty were challenges.  

Selected Agency Officials’ Perspectives on 
Office of Management and Budget (OMB) 
Fraud Reduction (FRDAA) and Data 
Analytics Act of 2015 Guidelines 
“What does compliance mean specifically 
when it comes to FRDAA?” 
“[H]aving looked at other guidance that’s 
come out of OMB, particularly like the DATA 
Act or even ERM [enterprise risk 
management], there was lots of guidance. . . . 
In this particular case I think it has not been 
as robust” 
Source: GAO.  |  GAO 19 34 

Note: Data are from roundtable discussions 
conducted for this report. 
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that agencies had different definitions of fraud and that it would be difficult 
to create standardized tools that met every agency’s needs. In order to 
better understand what steps they should take to implement the controls 
required by FRDAA, two roundtable participants sought out alternative 
sources of information to determine whether they were complying with 
Circular A-123, such as a previously issued GAO report on the Fraud 
Risk Framework. Other roundtable participants described using non-OMB 
guidance to implement FRDAA, such as the ERM playbook developed by 
the CFO Council and Performance Improvement Council, and materials 
developed by the Association of Certified Fraud Examiners. While relying 
on other sources of information can be helpful, agencies that do not have 
knowledge of or access to additional resources such as these may not 
have sufficient information to effectively implement the act. This point is 
underscored by the 40 percent of agencies that identified the sufficiency 
of OMB’s guidance as a great or moderate challenge to their 
implementation of FRDAA. 

Uncertainty about the difference between ERM and FRDAA 
requirements. Many agencies are leveraging existing ERM processes to 
implement fraud risk activities, according to our survey results, but OMB 
guidelines were unclear on the relationship between FRDAA and ERM 
requirements, according to our review of the guidelines and roundtable 
discussion responses. Under ERM, agencies are required to assess the 
full spectrum of an organization’s risks, and identify those that are 
enterprise-level risks. For enterprise risks, agencies are expected to rate 
those risks in terms of impact and build internal controls to monitor and 
assess the risk developments at various time points and incorporate risk 
awareness into the agencies’ culture and operations. Our survey results 
indicate that more agencies (56 percent) are currently incorporating fraud 
risk activities into broader ERM compared with before FRDAA enactment 
in June 2016 (34 percent). Additionally, some roundtable participants 
stated that they leveraged their existing ERM process and teams to 
implement FRDAA’s control requirements. While Circular A-123 directs 
agencies to assess fraud risks as part of a broader assessment of 
enterprise risk, it does not provide information on how ERM and fraud risk 
management requirements differ. For example, it does not clarify that 
FRDAA encompasses a broad set of actions that agencies must take to 
manage fraud risks, regardless of whether the fraud risk is identified as 
an enterprise risk. 

Additionally, Circular A-123 does not specify how to implement the 
strategies identified in the Fraud Risk Framework within the context of 
ERM. According to the circular, managers should adhere to the leading 

Selected Agency Officials’ Perspectives on 
Office of Management and Budget Fraud 
Reduction and Data Analytics Act of 2015 
(FRDAA) Guidelines 
“I would like some clarification on the intent of 
[FRDAA], like what will it achieve that the 
other [Circular] A-123 or ERM [enterprise risk 
management] is not achieving?” 
Source: GAO.  |  GAO-19-34 

Note: Data are from roundtable discussions 
conducted for this report. 
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practices identified in the framework and are responsible for determining 
the extent to which the leading practices are relevant to their program. 
Managers are also responsible for tailoring the practices to align with the 
program’s operations. While the Fraud Risk Framework does state that 
the leading practices can be tailored, it enumerates four components and 
overarching concepts that are necessary for an effective risk 
management approach.37 These four components of the framework—
commit, assess, design and implement, and evaluate and adapt—
collectively encompass the control activities for managing fraud risks and, 
as outlined in the framework and Standards of Internal Control, should be 
present in some form to be effective.38 Therefore, even if agency officials 
identify fraud risks in a particular program that are not determined to be 
enterprise-level risks, the officials are still responsible for designing and 
implementing controls to address them and evaluating and adapting 
improvements to these controls over time, in line with the Fraud Risk 
Framework requirements. However, OMB staff informed us that if a fraud 
risk does not rise to the level of an enterprise risk for an agency in the 
ERM process, the agency may not go through all of the steps outlined in 
the Fraud Risk Framework or required by FRDAA to assess and respond 
to that risk. The Fraud Risk Framework acknowledges that agencies may 
use initiatives like ERM efforts to assess their fraud risks, but it does not 
eliminate the separate and independent fraud risk management 
requirements of FRDAA. 

In response to our draft report, OMB staff stated that other parts of 
Circular A-123 helped to fulfill their requirement to establish guidelines for 
agencies to establish financial and administrative controls. According to 
OMB, if agencies identify fraud risks that are not discussed in ERM, they 
will still be addressed by the broader risk management requirements in 
Circular A-123. These other sections of Circular A-123 existed prior to 
FRDAA and therefore, were not developed in response to FRDAA’s 
requirement that OMB establish guidelines for agencies. However, our 
review of Circular A-123 found that there are some references to 
managing fraud risks that are in alignment with the spirit of the financial 
and administrative controls identified in FRDAA. For example, other 
                                                                                                                       
37GAO-15-593SP.  
38Principles 1, 6, 7, 8, 10, 12, 16, and 17 of the Standards of Internal Control state that as 
part of assessing any risks, including fraud risks, management should demonstrate a 
commitment to the integrity of its programs, analyze and respond to risks by designing 
appropriate control activities, monitor the internal control system and evaluate the results, 
and remediate identified internal control deficiencies. GAO-14-704G. 

http://www.gao.gov/products/GAO-15-593SP
http://www.gao.gov/products/GAO-14-704G


 
 
 
 
 
 

Page 30 GAO-19-34  Fraud Risk Management 

sections of Circular A-123 describe requirements for agencies to develop 
a risk profile and state that agency risk profiles must include an 
operational objective related to administrative and major program 
operations, including financial and fraud objectives. Further, agencies 
should identify the existing management process that will be used to 
implement and monitor proposed actions to address the risks. However, 
according to Circular A-123, these sections of the document define 
management’s responsibilities for ERM, which is focused on enterprise 
level risks. Further, these sections of Circular A-123 do not encourage 
agencies to incorporate the leading practices outlined in the Fraud Risk 
Framework to manage their fraud risks, as required by FRDAA.  

According to OMB staff, if agencies identify fraud risks that are not 
discussed in ERM, they will still be addressed by the broader risk 
management requirements in Circular A-123. These other sections of 
Circular A-123 existed prior to FRDAA and therefore were not developed 
in response to OMB’s requirement to provide guidance on FRDAA. 
However, our review of Circular A-123 found that there are some 
references to managing fraud risks that are in alignment with the spirit of 
the financial and administrative controls identified in FRDAA. For 
example, other sections of Circular A-123 describe requirements for 
agencies to develop a risk profile and state that agency risk profiles must 
include an operational objective related to administrative and major 
program operations, including financial and fraud objectives. Further, 
agencies should identify the existing management process that will be 
used to implement and monitor proposed actions to address the risks. 
However, according to Circular A-123, these sections of the document 
define management’s responsibilities for ERM, which is focused on 
enterprise-level risks. Further, these sections of Circular A-123 do not 
encourage agencies to incorporate the leading practices outlined in the 
Fraud Risk Framework to manage their fraud risks, as required by 
FRDAA. 

In addition, OMB staff stated that they believe that, along with Circular 
A-123, the Standards for Internal Control and the Fraud Risk Framework 
provide all the guidance that agencies need to implement and comply 
with FRDAA. However, based on the results of our survey and 
roundtable, we informed OMB that agencies reported experiencing 
confusion about the similarities and differences between FRDAA and 
other requirements, including ERM. According to OMB staff, Circular A-
123 and its focus on ERM is the appropriate place for the FRDAA 
guidelines because fraud is one type of risk an agency might face. 
However, OMB staff noted that it is the agencies’ responsibility to 
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determine how to implement the act’s requirements in a way that aligns 
with the agency’s mission, and accordingly does not have immediate 
plans to update Circular A-123 to provide more-detailed guidelines for 
agencies to implement the financial and administrative controls required 
by FRDAA. 

The Standards for Internal Control state that management should 
implement control activities through policies.39 Documentation of 
responsibilities through policies and periodic review of control activities 
contribute to the design, implementation, and operating effectiveness of 
control activities. In addition, management should externally communicate 
the necessary quality information to achieve the entity’s objectives. These 
standards are practices that can assist any entity that is providing 
guidance to agencies with ensuring that intended objectives are 
accomplished. To better understand the type and level of detail in 
guidance that agency managers need to implement management 
controls, OMB and other similar oversight bodies often seek input and 
comments from agencies on draft guidance. In this case, OMB staff has 
not provided evidence that it consulted with agencies on whether the 
update to Circular A-123 met their needs in implementing FRDAA. While 
OMB staff stated they held three solicitations for agency comments on a 
draft update of Circular A-123 prior to FRDAA’s enactment, they did not 
obtain input from agencies on whether the updates provided the guidance 
agencies needed to implement the controls in FRDAA’s final enacted 
requirements.40 

Without input from agencies, OMB does not have the information it needs 
to determine what additional guidance agencies need to effectively 
implement the controls required by the act. In addition, without clarifying 
that FRDAA’s requirements must be addressed for all fraud risks—
including those that agencies may have assessed and determined are not 
enterprise-level risks—agencies may not follow through on the additional 
steps of designing, implementing, evaluating, and improving controls for 
their remaining fraud risks. Lastly, without additional detailed guidelines 
for implementing FRDAA’s control requirements, agencies will continue to 
                                                                                                                       
39GAO-14-704G.  
40OMB initially sought comments on Circular A-123 in June 2015, 1 year before the 
enactment of FRDAA, and released the updated Circular A-123 on July 15, 2016, 15 days 
after FRDAA was enacted. OMB staff stated that they were aware of proposed FRDAA 
legislation before it was enacted and had incorporated FRDAA guidelines into their draft 
update to Circular A-123 before it was enacted.  

http://www.gao.gov/products/GAO-14-704G
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lack clarity on the actions they should take to effectively implement the 
act. 

 
OMB updated existing guidelines to include a section on FRDAA 
reporting requirements, but did not include enough information to 
effectively assist agencies in producing complete and detailed reports, 
according to our analysis of annual financial reports and survey and 
roundtable responses.41 FRDAA directs agencies to report to Congress 
on the progress of FRDAA implementation in their annual financial reports 
for each of the 3 fiscal years after enactment. Although FRDAA does not 
require OMB to establish guidelines for agencies to comply with the act’s 
reporting obligations, OMB generally provides guidance to support 
agencies’ annual financial-reporting requirements in Circular A-136, 
Financial Reporting Requirements, and accordingly updated this 
guidance to include a section on FRDAA reporting requirements first in 
August 2017 and again in July 2018.42 There were no significant changes 
to the FRDAA section of Circular A-136 in the July 2018 update. 

Agencies are to include in their annual financial reports to Congress their 
progress in: (1) implementing the financial and administrative fraud 
controls as required by FRDAA, the fraud risk principle in the Standards 
for Internal Control, and the OMB Circular A-123 section related to 
leading practices for managing fraud risk; (2) identifying risks and 
vulnerabilities to fraud, including with respect to payroll, beneficiary 
payments, grants, large contracts, and purchase and travel cards; and (3) 
establishing strategies, procedures, and other steps to curb fraud. 
However, as previously discussed, our analysis of the 24 CFO Act 
agencies’ annual financial reports found that many reports issued in 
2017—the first year of reporting—were incomplete and lacked detail. 
Some agencies did not report on their progress in identifying risks and 
vulnerabilities with respect to payroll, beneficiary payments, and other 
elements specified in the act and did not address nonfinancial fraud risks. 
In addition, according to our survey results, some agencies considered 
reporting on implementation progress in the annual financial reports a 
challenge. Specifically, 31 percent of agencies indicated that reporting 
was a great or moderate challenge, see figure 7. 

                                                                                                                       
41The annual financial reports are submitted to the Director of OMB and Congress.  
42See Office of Management and Budget, Financial Reporting Requirements, Circular 
A-136 (Washington, D.C.: July 30, 2018). 

OMB’s Guidelines on 
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Figure 7: Extent to Which Agencies Identified Challenges Reporting on 
Implementation Progress in Their Annual Financial Reports 
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Further, some of our roundtable participants indicated that they needed 
more detailed guidance on what should be reported to comply with 
FRDAA.43 In the absence of more-detailed guidance from OMB, some 
agencies turned to each other for help. For example, some roundtable 
participants indicated that they looked at other agencies’ annual financial 
reports to see what they were reporting. While relying on other agencies’ 
reports can be helpful, agencies may be reviewing incomplete information 
based on our review of the annual financial reports, and may not have 
appropriate examples of how FRDAA information should be reported. 

OMB’s guidance to agencies on FRDAA reporting did not include 
information on the level of detail agencies should report. The FRDAA 
section of Circular A-136 is a near-exact replication of the reporting 
elements listed in FRDAA and specifies the period in which agencies are 
to report on their progress implementing FRDAA.44 According to OMB 
staff, they included the content of FRDAA verbatim in Circular A-136 
because the reporting requirements are outlined in the act. However, the 
act provides high-level information on what should be included in agency 
reports, not operational guidance on how to address the reporting 
requirements, which is typically outlined in executive guidance to 
agencies. Further, OMB staff informed us that they instructed agencies to 
provide a status update of fraud-reduction efforts undertaken in the final 
quarter of fiscal year 2016 through fiscal year 2017, but did not provide 
agencies with any specific guidance on how detailed that reporting should 
be in their annual financial reports. The Standards for Internal Control 
state that management should implement control activities through 
policies and documentation and externally communicate the necessary 
quality information to achieve the entity’s objective.45 Until OMB provides 
additional guidelines directing agencies to report more-complete and 
more-detailed information related to their progress on both financial and 
nonfinancial risks, some agencies may continue to report incomplete 
information on their full range of fraud risks and activities they are 
performing to manage these risks. 
                                                                                                                       
43As mentioned, during the roundtable discussion, agencies identified lack of guidance 
and unclear requirements as challenges to implementing FRDAA.  
44The August 2017 update to Circular A-136 specified that agencies are to report on their 
progress implementing FRDAA requirements in the final quarter of fiscal year 2016 and in 
fiscal year 2017. There were no significant changes to the FRDAA section of Circular 
A-136 in the July 2018 update except that agencies are to report on the progress made in 
fiscal year 2018. 
45GAO-14-704G. 

Selected Agency Officials’ Perspectives on 
Reporting on their Progress in 
Implementing Fraud Reduction and Data 
Analytics Act of 2015 Requirements 
“I think last year was the most difficult year in 
compliance as last year was the first year we 
had a report in the annual financial report [of] 
what we did to be compliant. And there was 
no guidance on what . . . should be reported. 
Now I can go back and look at everybody 
else’s annual financial reports, especially my 
comparable agencies [and] say am I doing at 
least as good as them.” 
“Fraud reporting in the agency’s annual 
financial report—this agency would appreciate 
a discussion or additional information on what 
is expected/required.” 
Source: GAO.  |  GAO-19-34 

Note: Data are from roundtable discussions 
and survey conducted for this report. 

http://www.gao.gov/products/GAO-14-704G
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On the basis of the limitations we identified in agencies’ annual financial 
reports, Congress and OMB do not have complete and detailed 
information about agencies’ progress implementing FRDAA’s 
requirements to establish fraud controls as intended by the act. For 
example, as previously mentioned, 12 of the 24 CFO Act agencies did not 
report on payroll fraud risks, which are applicable to all agencies, and 16 
did not report on nonfinancial risks such as effect on reputation and 
compliance with laws, regulations, or standards. The agency reporting 
requirement was intended to help Congress monitor the progress made 
by agencies in addressing and reducing fraud risk, including the success 
or failures of the guidelines created by OMB as a result of the act.46 
Similar to reporting requirements for improper payments, agencies’ 
reports on their progress implementing FRDAA serve as important 
oversight tools that can be used to evaluate agency efforts to make 
needed changes to their processes and policies. In the absence of 
additional OMB guidelines that include more-complete and more-detailed 
information for reporting on both financial and nonfinancial risks, some 
agencies may continue to produce incomplete information on their full 
range of fraud risks and fraud risk management activities. However, as 
noted, OMB did not make changes to the FRDAA section in its July 2018 
update of Circular A-136, which might have informed agencies’ 2018 
reporting efforts. 

On the basis of FRDAA’s requirements, Congress sought 3 years of 
reporting on FRDAA implementation, and therefore agencies’ obligation 
to report on their progress expires after fiscal year 2019. Even if OMB 
makes changes to its guidelines in 2019 to support more-complete and 
more-detailed reporting, agencies would report only one time after that—
in their 2019 annual financial reports, due in November 2019.47 We have 
previously reported on the importance of reporting information that helps 
facilitate proper stewardship of federal resources, congressional 
oversight, transparency, and public accountability, among other things.48 
Without an extension of reporting requirements, Congress will not have 
access to useful information through this reporting mechanism to support 
                                                                                                                       
46S. Rep. No. 114-229, at 3 (2016). 
47Final agency annual financial reports are due to OMB, GAO, and Congress on 
November 15th of the fiscal year following the fiscal year that is being reported. Some 
agencies report on a calendar year. OMB Circular A-136. 
48GAO, Permanent Funding Authorities: Some Selected Entities Should Review Financial 
Management, Oversight, and Transparency Policies, GAO-17-59 (Washington, D.C.: Dec. 
9, 2016). 

http://www.gao.gov/products/GAO-17-59
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oversight and accountability of agencies’ progress implementing the fraud 
risk management practices required by FRDAA. 

 
OMB established a working group of agencies as required by FRDAA, but 
has not met all of the requirements for the working group, such as those 
related to member composition, and meeting frequency. As a result of 
these and other working-group limitations, agencies identified a lack of 
involvement in and limited information sharing from the working as two of 
the top challenges to implementing the act. As required, OMB established 
a working group within 180 days of enactment to improve the sharing of 
financial and administrative controls and other best practices for 
detecting, preventing, and responding to fraud, including improper 
payments, and the sharing and development of data-analytics techniques. 
OMB also submitted to Congress—but not within 270 days of 
enactment—a plan for the establishment and use of a federal interagency 
library of data analytics and data sets to facilitate fraud risk management. 
However, OMB did not initially include the CFO of each agency in earlier 
working-group meetings, or, according to OMB, meet four times per year 
in 2017 as required. The working group also did not effectively facilitate 
the sharing of controls, best practices, and data-analytics techniques, 
according to our survey results and roundtable discussion. OMB 
encountered challenges that limited its ability to fulfill some of these 
requirements, but did not take the necessary actions to implement others. 

Plan for data library. In May 2017, OMB submitted a letter to Congress 
describing the working group’s plan to use a phased approach to 
establish a federal interagency library of data analytics and data sets, as 
required by FRDAA.49 However, OMB did not do so within 270 days of 
enactment, as required by FRDAA.50 According to OMB’s letter, the 
working group is taking a phased approach to develop the plan to 
establish an interagency data library and took some steps, but identified 
challenges in the process. When developing the plan, the working group 
identified two challenges to developing the interagency data library: (1) 
standardizing how agencies define fraud in their programs, and (2) 
developing a fraud taxonomy to accurately compile fraud risks and 

                                                                                                                       
49As mentioned, FRDAA required the working group, established and chaired by OMB, to 
submit the plan to Congress. OMB submitted the letter to the Senate Committee on 
Homeland Security and Governmental Affairs. 
50The plan was submitted 316 days after enactment of FRDAA.  
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categories. According to the letter, to address these challenges, the 
working group is creating a fraud-classification system that leverages the 
existing Association of Certified Fraud Examiners fraud-classification 
system.51 OMB’s letter also states that the working group performed an 
initial inventory of existing tools and materials that will be used to 
populate the first phase of the library, which is currently located in the 
OMB MAX Information System.52 According to the letter, the working 
group is partnering with agencies to identify a permanent location for the 
library as well as to develop future enhancements based on the needs of 
agencies. OMB stated in the letter that it plans to provide Congress 
additional information once the next phase of the library is implemented. 

Working-group composition. FRDAA requires the working group to 
include the CFO of each agency. OMB, in its role as Chair, did not involve 
all of the relevant agencies in the working group by inviting them to 
participate or otherwise providing access and input into the working group 
as required by FRDAA, according to agencies we surveyed and our 
assessment of OMB documents.53 In addition to the statutory 
requirement, we have previously reported that early outreach to 
participants to identify shared interests is a key practice for enhancing 
interagency collaboration.54 However, OMB’s initial working-group efforts 
in particular did not include some CFO Act agencies or most non–CFO 
Act agencies subject to FRDAA,55 representing missed opportunities to 
share practices and collaborate on ways to advance federal efforts to 
reduce fraud, waste, and abuse. While the May 2017 letter to Congress 
states that the CFO from every agency was invited to participate in the 
working group, OMB staff later noted that only the 24 CFO Act agencies 
                                                                                                                       
51According to the Association of Certified Fraud Examiners’ website, it is the largest 
antifraud organization and premier provider of antifraud training and education. Its mission 
is to reduce the incidence of fraud and white-collar crime and to assist its members in 
fraud detection and deterrence. See http://www.acfe.com/default.aspx, accessed August 
21, 2018. 
52OMB uses the MAX Information System to collect, validate, analyze, model, collaborate 
with agencies on, and publish information relating to, its government-wide management 
and budgeting activities. 
53FRDAA applies the Administrative Procedure Act definition of “agency” under 5 U.S.C. § 
551(1). 
54GAO, Managing for Results: Implementation Approaches Used to Enhance 
Collaboration in Interagency Groups, GAO-14-220 (Washington, D.C.: Feb. 14, 2014). 
55FRDAA states the working group should include the CFO of each agency, and even 
non–CFO Act agencies may have a CFO.  

http://www.acfe.com/default.aspx
http://www.gao.gov/products/GAO-14-220
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and the Small Agency Council representative from the CFO Council were 
invited to the working-group meetings. OMB staff indicated that they did 
not independently reach out to non–CFO Act agencies to invite them to 
participate because they believed the Small Agency Council 
representative was responsible for communicating this information to its 
members.56 Nevertheless, FRDAA requires the working group to include 
the CFO of each agency subject to the act, as well as other parties 
determined to be appropriate by OMB. 

According to our survey results, about half of the agencies subject to 
FRDAA were not at all familiar with the working group and about two-
thirds did not have an entity responsible for participating in it. Non–CFO 
Act agencies indicated these responses more often than CFO Act 
agencies. Specifically, 71 percent of non–CFO Act agencies indicated 
they were not at all familiar with the working group compared with 21 
percent of CFO Act agencies. In addition, 90 percent of non–CFO Act 
agencies indicated they did not have a designated person or entity 
participating in the working group, compared with 29 percent of CFO Act 
agencies (see fig. 8).57 

                                                                                                                       
56The Small Agency Council is a voluntary association of small, independent federal 
agencies. Most council members represent an agency that has fewer than 500 staff.  
57Having a designated person or entity to lead and coordinate fraud risk management 
activities is a leading practice in the Fraud Risk Framework. GAO-15-593SP.  

http://www.gao.gov/products/GAO-15-593SP
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Figure 8: Agencies’ Characterization of Their Familiarity with and Participation in the Fraud Reduction and Data Analytics Act 
of 2015 Working Group 

 
 

Similarly, two roundtable participants stated that they thought the working 
group was geared towards the CFO Act agencies. Most of the CFO Act 
agencies that participated in our discussion noted that they had been 
involved in the FRDAA working group. In contrast, almost all of the non–
CFO Act agencies that participated in our discussion stated that they 
were not aware of the working group. 

It is also unclear how many and which CFO Act agencies attended the 
working-group meetings. In particular, OMB and agencies provided 
conflicting information about which agencies attended the working-group 
meetings. For example, according to one CFO Act agency roundtable 
participant, the representative was invited to the first meeting and not 
invited to the next. The participant further stated that the agency recently 
started to receive information from OMB.58 However, the information OMB 
provided about this agency’s involvement in working-group meetings 
conflicted with this participant’s description of the agency’s attendance at 
the first four meetings. 

Agencies identified the lack of involvement in the working group as one of 
the top challenges to implementing FRDAA. Most CFO and non–CFO Act 

                                                                                                                       
58The roundtable discussion was held March 26, 2018.  

Selected Non–Chief Financial Officers 
(CFO) Act Agency Officials’ Perspectives 
on Lack of Communication from and 
Participation in the Working Group 
“There’s been nothing that I’m aware [of] at 
[the] Small Agency Council level that’s had 
meetings or anything to give extra guidance 
… and I think that would have been very 
helpful. In most things in small agencies we 
wait for things to trickle down from the larger 
agencies if OMB [Office of Management and 
Budget] doesn’t give us guidance, and we just 
haven’t gotten any sort of feedback.” 

Source: GAO.  |  GAO-19-34 

Note: Data are from roundtable discussions 
conducted for this report. 
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agencies indicated that their lack of involvement was a moderate or great 
challenge to implementing FRDAA (see fig. 9). Agencies that indicated 
having these challenges also more frequently reported challenges with 
sharing best practices and data-analytics techniques about fraud with 
other agencies, which was the purpose of the working group. The need 
for this coordination underscores the importance of identifying shared 
interests and developing collaborative solutions to help achieve 
outcomes. 

Figure 9: Percentage of Agencies That Identified Their Involvement with the Fraud Reduction and Data Analytics Act of 2015 
Working Group as a Great or Moderate Challenge 

 
 
OMB and the working group did consult with the Offices of Inspector 
General on fraud risk matters, as required by FRDAA, by including them 
in working-group meetings. In OMB’s May 2017 letter to Congress, the 
agency reported that the working group coordinated with the Council of 
the Inspectors General on Integrity and Efficiency and other interagency 
working groups to discuss and share best practices in mission-specific 
areas. In addition, two agencies’ Offices of Inspector General are listed as 
having attended the first four working-group meetings. This coordination 
between the working group and Inspectors General—who often identify 
and investigate instances of fraud in agencies—is a positive step for the 
working group. Inspectors General may be able to provide agencies with 
information that can assist the agencies in analyzing data for potential 
fraud, such as fraud indicators. In addition, we have previously reported 
that if collaborative efforts, like the working group, do not consider the 
input of all relevant stakeholders, important opportunities’ for achieving 
outcomes may be missed. 
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Frequency of meetings. The working group did not meet the FRDAA 
requirement to hold at least four meetings per year. OMB staff stated that 
there have been eight working-group meetings to date—one in 2016, 
three in 2017, and four in 2018—but these meetings do not meet the 
FRDAA requirement to meet at least four times per year in 2017.59 As of 
October 2018, OMB has shown improvements towards meeting this 
particular FRDAA requirement in 2018. Specifically, the working group 
has met at least four times in fiscal year and calendar year 2018, as of 
October 2018. 

Vacant appointment positions at OMB and the agencies have slowed 
efforts to establish the working group, according to OMB staff. FRDAA 
requires the OMB Controller to serve as the chairperson of the working 
group, but as of October 2018 the Senate has not made a confirmation 
for this position. During the roundtable discussion, one participant shared 
that there was a period when there was no OMB leadership and the 
working group was largely silent for months. According to OMB staff, it 
has also been difficult to establish agency membership of the working 
group due to the lack of confirmed CFOs at some of the 24 CFO Act 
agencies. As of September 2018, 7 of the 24 CFO Act agencies did not 
have a CFO. However, OMB and the working group could have held the 
required minimum number of meetings regardless of OMB and agency 
vacancies, as evidenced by the seven meetings that were held in the 
midst of these vacancies. Further, according to OMB staff, aside from the 
first meeting led by the former Controller, all working-group meetings 
have been led by the Deputy Controller and other OMB staff, while the 
Controller position was vacant. 

Information sharing about controls, best practices, and data-
analytics techniques. It is unclear whether OMB, as chair of the working 
group, documented working-group meetings or any work products that 
were developed to facilitate sharing information about financial and 
administrative controls, best practices for fraud management, and data-
analytics techniques. OMB staff stated that they do not have documented 
minutes or notes from working-group meetings, but in August 2018 stated 
that they uploaded work products to the FRDAA federal community site 

                                                                                                                       
59FRDAA does not define whether the four times per year requirement is a fiscal-year or 
calendar-year requirement. Regardless, the working group did not meet four times under 
either interpretation in 2017, as it met on December 21, 2016; February 3, 2017; February 
13, 2017; November 29, 2017; March 19, 2018; May 14, 2018; July 30, 2018; and October 
18, 2018.  
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on the MAX Information System website. However, apart from two 
screenshots of the MAX website provided to us in February 2018, which 
indicated that a fraud taxonomy was among the materials produced by 
the working group, we were not able to obtain documentation of these 
work products.60 We have previously reported that one key practice for 
enhancing and sustaining agency collaboration is using plans and reports 
to reinforce accountability for collaborative efforts.61 Without documented 
discussions, plans, or reports for these collaborative meetings, OMB is 
unable to share the lessons learned from the meetings with those who 
cannot attend, and does not have a record of the plans and actions that 
the working group has agreed to take. This documentation is also 
important to maintaining the continuity of the working group’s initiatives 
when leadership changes occur within the agencies and OMB. 

With respect to the information that was shared at some of the initial 
working-group meetings, roundtable participants stated that the topics 
discussed were related to the interagency data library and the working-
group plan required to be submitted to Congress, as OMB described in 
the May 2017 letter. For example, some participants confirmed that the 
first few meetings were spent discussing ways to establish a standard 
definition of fraud, the implementation plan due to Congress, and the 
difficulties agencies experience in sharing data. Our survey results 
indicate that most agencies identified the sufficiency of information 
coming from the working group as a great or moderate challenge in their 
efforts to implement FRDAA (see fig. 10). 

                                                                                                                       
60As mentioned, OMB uses the MAX Information System to collect, validate, analyze, 
model, collaborate with agencies on, and publish information relating to its government-
wide management and budgeting activities. 
61GAO, Results-Oriented Government: Practices That Can Help Enhance and Sustain 
Collaboration among Federal Agencies, GAO-06-15 (Washington, D.C.: Oct. 21, 2005). 

http://www.gao.gov/products/GAO-06-15
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Figure 10: Percentage of Agencies That Identified the Sufficiency of Information from the Fraud Reduction and Data Analytics 
Act of 2015 Working Group as a Great or Moderate Challenge 

 
 

Roundtable participants also identified data access and sharing, and 
inter- and intra-agency communication and collaboration, as top 
challenges for implementing FRDAA. We have previously reported that 
collaborative mechanisms can be used for a range of purposes such as 
information sharing.62 Without participation in appropriately recurring 
working-group meetings and documentation to facilitate information 
sharing, agencies will continue to miss opportunities to learn from each 
other’s experiences and share solutions for establishing financial and 
administrative controls to prevent, detect, and respond to fraud risks in 
their programs. 

 

 

 

 

 

 

 

                                                                                                                       
62Experts have defined an interagency mechanism for collaboration as any arrangement 
or application that can facilitate collaboration between agencies. GAO, Managing for 
Results: Key Considerations for Implementing Interagency Collaborative Efforts, 
GAO-12-1022 (Washington, D.C.: Sept. 27, 2012). 

Selected Agency Officials’ Perspectives on 
the Working-Group Meetings 
“[Our agency] joined the FRDAA [Fraud 
Reduction and Data Analytics Act of 2015] 
working group and have participated in all four 
of the meetings held to date. The FRDAA 
working group was created with the intention 
of sharing implementation guidelines and best 
practices around FRDAA. However, limited 
information has been shared with the 
agencies to meet these objectives. As 
reporting agencies are continuing to make 
progress with implementing the requirements 
of FRDAA, recurring working group meetings 
would be beneficial to learn about the 
challenges and best practices of other 
entities.”a 
“[I] think the work groups can be better 
leveraged to share best practices around 
implementation, what agencies are already 
doing or what they’re planning to be doing. 
That’s an area that they’ve just started 
touching on at meeting five and I’m hoping is 
something that they’ll continue focusing on 
moving forward.” 

Source: GAO  |  GAO-19-34 

Note: Data are from roundtable discussions 
and survey conducted for this report. 
aAgencies completed our survey before the 
fifth working group meeting took place on 
March 19, 2018. 

http://www.gao.gov/products/GAO-12-1022
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OMB has recently issued guidance on other government-wide reform and 
burden-reduction initiatives that could shape how agencies address 
FRDAA implementation, such as reforms that may change the structure 
of agencies and related programs or how agencies collect data used in 
managing fraud risks. These changes may present challenges and 
opportunities in establishing the fraud risk management practices outlined 
in the FRDAA. As examples of these recent reforms, in March 2017 the 
President issued an executive order requiring a proposed plan to 
reorganize executive branch agencies. In April 2017, OMB provided 
guidance to federal agencies for developing their reform and workforce-
reduction plans, as required by the President’s executive order. Executive 
Order 13781—Comprehensive Plan for Reorganizing the Executive 
Branch—and other recent administration actions prompted OMB to issue 
a memorandum (M-17-22), that required agencies to submit an agency 
reform plan to OMB by September 2017.63 These reform plans were part 
of the agencies’ fiscal year 2019 budget submission to OMB that included 
long-term workforce reductions. In addition, OMB issued a memorandum 
(M-17-26) that required agencies to streamline reporting requirements—
an initial effort at removing duplicative, outdated reporting requirements, 
with the goal of making the federal government more efficient and 
effective. 

In March 2018, OMB released the President’s Management Agenda, 
which provided updated information on the status of government 
reorganization efforts and is connected with these reform efforts.64 The 
President’s Management Agenda also identified a set of cross-agency 
priority goals, required under the GPRA [Government Performance and 
Results Act] Modernization Act of 2010, to target those areas where 
multiple agencies must collaborate to effect change and report progress 

                                                                                                                       
63OMB was directed to submit a comprehensive plan to reorganize executive branch 
departments and agencies pursuant to Executive Order No. 13781, Comprehensive Plan 
for Reorganizing the Executive Branch, 82 Fed. Reg. 13959 (Mar. 13, 2017). See OMB, 
Comprehensive Plan for Reforming the Federal Government and Reducing the Federal 
Civilian Workforce, M-17-22 (Washington, D.C.: Apr. 12, 2017) for agency guidance on 
reform plans.  
64See https:/www.whitehouse.gov/omb/management/pma/, accessed September 18, 
2018, for the President’s Management Agenda.  

FRDAA Implementation 
during Broader Reforms 

https://www.whitehouse.gov/omb/management/pma/
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in a manner the public can easily track.65 One of these collaborative 
efforts is focused on reducing the amount of dollars lost to taxpayers 
through improper payments, including payments resulting from fraud.66 In 
addition to the President’s Management Agenda, OMB was required by 
the March 2017 executive order to develop a comprehensive 
government-wide reform plan, including, as appropriate, 
recommendations for both legislative proposals and administrative 
actions based on agency reform plans, OMB-coordinated crosscutting 
proposals, and public input. 

In June 2018, OMB released the government-wide reform plan, which 
consists of government-wide reorganization and reform proposals with 
the goal of increasing focus on integrated mission, service, and 
stewardship delivery.67 While it is too early to tell whether or how all of 
these reforms will affect agencies’ efforts to implement FRDAA, we have 
previously reported that OMB and agencies can leverage these broader 
reform efforts to address the high-risk areas and government-wide 
challenges that present vulnerabilities to fraud, waste, abuse, and 
mismanagement, or are in need of transformation.68 We surveyed the 72 
agencies about whether their plans to implement reforms have had an 
effect on their efforts to implement FRDAA. About 83 percent of the 
agencies surveyed reported that they did not address aspects of their 
fraud risk management in their agency reform plans. Further, OMB 
reported to us that these plans are still evolving, and have not yet been 
finalized. However, as we have previously reported, OMB and agencies 
can consider whether (1) the agency has addressed ways to decrease 
the risk of fraud, waste, and abuse of programs as part of its proposed 
reforms and (2) the size of the workforce or resources dedicated to fraud 

                                                                                                                       
65Pub. L. No. 111-352, § 5, 124 Stat. 3866, 3873 (Jan. 4, 2011). Priority goals include 
outcome-oriented goals covering a limited number of crosscutting policy areas, as well as 
goals for management improvements needed across the government. OMB is to 
coordinate with agencies to establish cross-agency priority goals at least every 4 years.  
66See https://www.performance.gov/CAP/CAP_goal_9.html, accessed September 18, 
2018. During the exit conference with agencies for this report, one official mentioned that 
the official’s agency was a part of these efforts, which also included discussions related to 
FRDAA. According to the website, representatives from OMB, the Department of the 
Treasury, and the Centers for Medicaid & Medicare Services are goal leaders. 
67See Executive Office of the President, Delivering Government Solutions in the 21st 
Century: Reform Plan and Reorganization Recommendations (no date). 
68GAO, Government Reorganization: Key Questions to Assess Agency Reforms, 
GAO-18-427 (Washington, D.C.: June 13, 2018).  

https://www.performance.gov/CAP/CAP_goal_9.html
http://www.gao.gov/products/GAO-18-427


 
 
 
 
 
 

Page 46 GAO-19-34  Fraud Risk Management 

risk management activities may be affected by any of the organizational 
reforms or efforts to reduce burden, and to make decisions with these 
considerations in mind. 

 
Fraud is one contributor to financial and nonfinancial risks that cost 
taxpayers dollars, threaten national security, or put consumers at risk. 
Therefore, agencies must take a more-rigorous preventive approach to 
managing the risk of fraud in their programs. Compliance with FRDAA 
provisions can support these efforts. We recognize that effective 
implementation of the act will take time, and each program and agency 
may evolve at a different pace. While a small number of agencies 
reported being mature in their implementation of FRDAA activities, most 
are in the process of developing key fraud risk activities, and others have 
yet to start developing them. Wherever agencies fall on this spectrum, it is 
important that they continue taking actions to enhance their ability to 
prevent, detect, and respond to fraud risks in their programs and 
operations. 

OMB plays an important role in supporting agencies’ efforts to manage 
fraud risks by providing clear guidelines and facilitating agencies’ 
involvement with the working group. OMB has taken steps to assist 
agencies, such as updating ERM guidelines and chairing working-group 
meetings, but improvements to these efforts could better facilitate 
agencies’ abilities to implement the act. Specifically, agencies reported 
the need for additional guidance and clarity on the actions they should 
take to effectively establish the required controls and report their progress 
on implementation of the act’s requirements, uncertainty about the 
difference between ERM and FRDAA requirements, and the need for 
more involvement and information from the working group. With 
enhanced guidelines from OMB and improvements to collaboration, 
agencies would be better positioned to improve controls and procedures 
to assess and mitigate fraud risks, as FRDAA intends. 

Promoting the oversight and accountability of agency fraud risk activities 
through reporting is an important aspect of congressional oversight, as 
agencies enhance their fraud risk management controls. However, the 
progress reports submitted by agencies as part of their annual financial 
reports were incomplete and lacked detailed information to effectively 
inform Congress of agencies’ implementation status. Further, agencies 
are only required to report their progress in implementing the 
requirements of FRDAA through fiscal year 2019. However, it is not clear 
that more-complete information will be reported by then. Until OMB 

Conclusions 
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provides additional guidelines directing agencies to report more-complete 
and more-detailed information related to both financial and nonfinancial 
risks, agencies may continue to produce incomplete information on their 
fraud risk management activities. Requiring agencies to report on the 
progress of their implementation efforts beyond 2019 could better position 
Congress to ensure oversight and accountability. 

 
We are making the following matter for congressional consideration. 

Congress should consider extending the requirement in FRDAA for 
agencies to report on their implementation of fraud controls, identification 
of fraud risks, and strategies for mitigating them, beyond the current 2019 
expiration. (Matter for Consideration 1) 

 
We are making the following three recommendations to OMB: 

• The Director of OMB should enhance the guidelines for agencies 
to establish the controls required by FRDAA, by clarifying the 
difference between FRDAA and ERM requirements, and through 
collaboration with agencies to determine what additional 
information agencies need to implement the controls. 
(Recommendation 1) 

• The Director of OMB should enhance FRDAA reporting guidelines 
by directing agencies to report complete and detailed information 
on each of the reporting elements specified by FRDAA, which 
should include information related to financial and nonfinancial 
fraud. (Recommendation 2) 

• The Director of OMB should ensure the working group’s 
composition meets FRDAA requirements by involving the CFO of 
all agencies subject to the act by inviting them to participate or 
otherwise providing access and input into the working group, and 
ensure that mechanisms to share controls, best practices, and 
data-analytics techniques are in place. (Recommendation 3) 

 
We provided a draft of this report to OMB for review and comment. OMB 
staff provided oral comments that disagreed with our three 
recommendations, which we summarize below. OMB staff also provided 
technical comments that we incorporated as appropriate. 

Matter for 
Congressional 
Consideration 

Recommendations for 
Executive Action 

Agency Comments 
and our Evaluation 
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OMB disagreed with our first recommendation that it should enhance the 
guidelines for agencies to establish the controls required by FRDAA by 
clarifying the difference between FRDAA and ERM requirements, and 
through collaboration with agencies to determine what additional 
information agencies need to implement the controls. According to OMB 
staff, Circular A-123 incorporates all of the guidance that agencies need 
to implement FRDAA and, outside of the current guidance in Circular A-
123 which OMB staff stated incorporates both GAO’s Standards for 
Internal Control and GAO’s Fraud Risk Framework, agencies are in the 
best position to make decisions about how they should implement 
FRDAA.  Further, OMB staff stated that they did not believe that our 
survey of the 72 agencies and the roundtable with the 14 agencies 
provided sufficient evidence that a change in their guidance is needed 
because these responses are based on agencies’ opinions.  

While Circular A-123 contains a section on Managing Fraud Risks in 
Federal Programs, we identified important limitations to that section of 
guidance in our report. In its comments on our report, OMB staff stated 
that other parts of Circular A-123 provide guidance on FRDAA 
requirements. These sections of Circular A-123 existed prior to FRDAA 
and therefore, were not developed in response to FRDAA’s requirement 
that OMB establish guidelines for agencies. Our review of Circular A-123 
found that there are some references to managing fraud risks that are in 
alignment with the financial and administrative controls identified in 
FRDAA, and therefore we incorporated that additional information into our 
report. However, as we reported, agencies stated that they needed 
additional guidance on how to effectively establish the controls required 
by FRDAA. OMB was required by FRDAA to establish guidelines. 
Specifically, lack of guidance and unclear requirements were identified as 
top challenges during the roundtable discussion, and the sufficiency of 
OMB’s guidelines was a challenge for 40 percent of the agencies we 
surveyed. OMB staff stated that they did not believe that our survey and 
roundtable results are sufficient evidence to warrant a change in their 
guidance because these responses are based on agencies’ opinions. 
However, because the purpose of OMB’s guidance is to assist agencies 
in implementing the administrative controls required by FRDAA, agencies’ 
experiences and perspectives on the sufficiency of the guidance is an 
essential part of assessing its effectiveness. Therefore, we reiterate the 
positions expressed by many agencies that they do not have sufficient 
guidance on implementing FRDAA requirements related to the 
establishment of financial and administrative controls. As a result, our 
recommendation on improving this guidance is still warranted.  
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OMB also disagreed with our second recommendation that it should 
enhance FRDAA reporting guidelines by directing agencies to report 
complete and detailed information on each of the reporting elements 
specified by FRDAA, which should include information related to financial 
and nonfinancial fraud. According to OMB staff, Circular A-136 is 
sufficient guidance because it includes the requirements stated in 
FRDAA, and incorporating this guidance into Circular A-136 was not a 
requirement of the act. Although not required by FRDAA, OMB’s 
guidance to agencies on FRDAA reporting is important because these 
reports can be used to evaluate agency efforts to make changes to their 
processes and policies. OMB Circular A-136 establishes reporting 
guidance for executive branch entities required to submit agency financial 
reports, among other things. Agencies were required to report on their 
progress implementing FRDAA in these reports. However, FRDAA 
provides high-level information on what should be included in agency 
reports, not operational guidance on how to address the reporting 
requirements, which is typically outlined in executive guidance to 
agencies. Consequently, the initiative that OMB took to provide guidance 
on FRDAA in Circular A-136 was an important step in the right direction. 
However we found that the 24 CFO Act agencies’ annual financial reports 
for 2017 were incomplete and lacked details, which can be attributed in 
part to the limited guidance provided by OMB. We found that 31 percent 
of surveyed agencies indicated that reporting on FRDAA progress was a 
great or moderate challenge. The agency reporting requirement was 
intended to help Congress monitor the progress made by agencies in 
addressing and reducing fraud risks, including the success and failures of 
the guidelines created by OMB as a result of the act. Therefore, our 
recommendation to improve OMB’s reporting guidelines is still 
appropriate.  

OMB also disagreed with our third recommendation that it should ensure 
that the FRDAA working group’s composition meets the act’s 
requirements by involving the CFO of all agencies subject to the act by 
inviting them to participate or otherwise providing access and input into 
the working group, and ensuring mechanisms to share controls, best 
practices, and data-analytics techniques are in place. According to OMB 
staff, they disagreed because they believe that OMB provided an 
opportunity for all agencies to attend the working group meeting and they 
have held four working group meetings in 2018. However, evidence 
submitted by OMB throughout our review and agencies’ responses to our 
survey indicate that not all agencies had the opportunity to participate in 
the working group. The working group was required to include the CFOs 
of every agency subject to FRDAA, including those that are not subject to 
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the CFO Act. However, 71 percent of non–CFO Act agencies were not at 
all familiar with the working group, and ninety percent did not have a 
designated person or entity that participated in the working group, 
according to our survey. Moreover, 21 percent of CFO Act agencies, 
which represent the largest federal agencies, were not at all familiar with 
the working group, and 29 percent did not have a designated person or 
entity that participated in it, according to our survey results, as of March 
2018. To ensure that we obtained information from the right contacts 
regarding agency participation, we surveyed the CFO or the CFO’s 
designee of each agency subject to FRDAA. During our audit, OMB 
indicated that it did not have a list of CFO contacts for all agencies 
subject to the act, and requested that we share our list of contacts. We 
have agreed to do so consistent with our protocols, upon public release of 
the report. Given our findings, our recommendation for OMB to ensure 
that every agency is then given the opportunity to participate is still 
warranted.  

Our survey results also indicated that most agencies identified the 
sufficiency of information coming from the working group as a great or 
moderate challenge in their efforts to implement FRDAA. Further, OMB 
staff stated that they do not have documented minutes or notes from 
working-group meetings. As we stated in our report, without documented 
discussions, plans, or reports for these collaborative meetings, OMB is 
unable to share the lessons learned from the meetings with those who 
cannot attend, and does not have a record of the plans and actions that 
the working group has agreed to take. This documentation is also 
important to maintaining the continuity of the working group’s initiatives 
when leadership changes occur within the agencies and OMB. As we 
previously noted, without participation in working-group meetings and 
documentation to facilitate information sharing, agencies will continue to 
miss opportunities to learn from each other’s experiences and share 
solutions for establishing financial and administrative controls to prevent, 
detect, and respond to fraud risks in their programs. Therefore, we 
believe that our recommendation on ensuring mechanisms are in place to 
share controls, best practices, and data-analytics techniques is still 
warranted. Finally, although OMB did not hold the required number of 
meetings per year in 2017, it has done so for fiscal year and calendar 
year 2018, as of November 2018. Therefore, we modified our 
recommendation to reflect the new actions taken.  
 
We are sending copies of this report to appropriate congressional 
committees and OMB. In addition, the report is available at no charge on 
the GAO website at http://www.gao.gov. 

 

http://www.gao.gov/
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If you or your staff have any questions about this report, please contact 
Rebecca Shea at (202) 512-6722 or shear@gao.gov. Contact points for 
our Offices of Congressional Relations and Public Affairs may be found 
on the last page of this report. GAO staff who made key contributions to 
this report are listed in appendix III. 

 
Rebecca Shea 
Director 
Forensic Audits and Investigative Service 

  

mailto:shear@gao.gov


 
 
 
 
 
 

Page 52 GAO-19-34  Fraud Risk Management 

List of Requesters 

The Honorable Gary Peters 
Ranking Member 
Subcommittee on Federal Spending Oversight and Emergency 
  Management 
Committee on Homeland Security and Government Affairs 
United States Senate 

The Honorable Heidi Heitkamp 
Ranking Member 
Subcommittee on Regulatory Affairs and Federal Management 
Committee on Homeland Security and Government Affairs 
United States Senate 

The Honorable Tom Carper 
United States Senate 

 



 
Appendix I: Objectives, Scope, and 
Methodology 
 
 
 
 

Page 53 GAO-19-34  Fraud Risk Management 

This report reviews agencies’ and the Office of Management and 
Budget’s (OMB) efforts to implement the Fraud Reduction and Data 
Analytics Act of 2015 (FRDAA). Specifically, it examines (1) federal 
agencies’ progress and challenges in implementing fraud risk 
management practices, including those required by FRDAA, and (2) the 
extent to which OMB has taken steps that complied with FRDAA 
requirements and that facilitated agencies’ implementation of the act. To 
address both of these objectives, we developed and implemented a 
government-wide survey of agencies subject to the act, conducted a 
roundtable discussion with selected agencies, reviewed the 24 Chief 
Financial Officer (CFO) Act agencies’ annual financial reports,1 
interviewed staff from OMB, the CFO Council and the Council of the 
Inspectors General on Integrity and Efficiency, and reviewed relevant 
OMB circulars and documents. 

 
 

 
To determine which agencies were subject to FRDAA and subsequently 
surveyed, we first sent information requests to 93 federal executive 
branch entities to determine whether their organization met the definition 
of “agency” in 5 U.S.C. § 551(1).2 FRDAA requires the CFO of each 
agency to be a member of the FRDAA working group. Therefore we 
identified each entity’s CFO or equivalent using publicly available 
websites. We sent an email to the 93 entities’ CFO or equivalent and 
GAO liaison, if present, to notify the agency that we planned to administer 
a government-wide survey related to the act and requested that an official 
from the entity’s Office of the General Counsel confirm whether the entity 
is an “agency” as defined in 5 U.S.C. § 551(1). If the CFO was not the 
official who was most appropriate to answer our survey about activities 
related to the act, we requested that the agency identify who should 
receive our survey. Of these 93 entities, 72 indicated they met this 
definition of agency, 20 reported that they did not, and 1 entity, the 

                                                                                                                       
1FRDAA requires each agency to submit as part of the annual financial report of the 
agency a report on the progress of the agency’s implementation of the act. 
2FRDAA applies to an “agency” as defined by the Administrative Procedure Act, 5 U.S.C. 
§ 551(1).  
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Central Intelligence Agency, did not respond.3 See table 1 for a list of the 
72 executive branch agencies that identified themselves as being subject 
to the act. 

Table 1: Executive Branch Agencies That Identified Themselves as Subject to the Fraud Reduction and Data Analytics Act of 
2015 

 Agency Agency typea 
1 Department of Agricultureb Executive department 
2 Department of Commerceb Executive department 
3 Department of Defenseb Executive department 
4 Department of Educationb Executive department 
5 Department of Energyb Executive department 
6 Department of Health and Human Servicesb Executive department 
7 Department of Homeland Securityb  Executive department 
8 Department of Housing and Urban Developmentb Executive department 
9 Department of the Interiorb Executive department 
10 Department of Justiceb Executive department 
11 Department of Laborb Executive department 
12 Department of Stateb Executive department 
13 Department of Transportationb Executive department 
14 Department of the Treasuryb Executive department 
15 Department of Veterans Affairsb Executive department 
16 Administrative Conference of the United States Non–executive department 
17 African Development Foundation Non–executive department 
18 Broadcasting Board of Governors Non–executive department 
19 Commission on Civil Rights Non–executive department 
20 Consumer Financial Protection Bureau Non–executive department 
21 Consumer Product Safety Commission Non–executive department 
22 Corporation for National and Community Service Non–executive department 
23 Defense Nuclear Facilities Safety Board Non–executive department 
24 Denali Commission Non–executive department 
25 Environmental Protection Agencyb Non–executive department 
26 Equal Employment Opportunity Commission Non–executive department 
27 Export-Import Bank of the United States Non–executive department 

                                                                                                                       
3In addition, one agency indicated that it was subject to the act, but the agency would be 
terminated in December 2018. Therefore, we excluded the agency from participation in 
the survey.  
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 Agency Agency typea 
28 Farm Credit Administration Non–executive department 
29 Farm Credit System Insurance Corporation Non–executive department 
30 Federal Communications Commission Non–executive department 
31 Federal Deposit Insurance Corporation Non–executive department 
32 Federal Election Commission Non–executive department 
33 Federal Labor Relations Authority Non–executive department 
34 Federal Maritime Commission Non–executive department 
35 Federal Mediation and Conciliation Service Non–executive department 
36 Federal Mine Safety and Health Review Commission Non–executive department 
37 Federal Retirement Thrift Investment Board Non–executive department 
38 Federal Trade Commission Non–executive department 
39 General Services Administrationb Non–executive department 
40 Institute of Museum and Library Services Non–executive department 
41 Inter-American Foundation Non–executive department 
42 Merit Systems Protection Board Non–executive department 
43 Millennium Challenge Corporation Non–executive department 
44 National Aeronautics and Space Administrationb Non–executive department 
45 National Archives and Records Administration Non–executive department 
46 National Capital Planning Commission Non–executive department 
47 National Credit Union Administration Non–executive department 
48 National Endowment for the Arts Non–executive department 
49 National Endowment for the Humanities Non–executive department 
50 National Labor Relations Board Non–executive department 
51 National Mediation Board Non–executive department 
52 National Science Foundationb Non–executive department 
53 National Transportation Safety Board Non–executive department 
54 U.S. Nuclear Regulatory Commissionb Non–executive department 
55 Occupational Safety and Health Review Commission Non–executive department 
56 Office of Government Ethics Non–executive department 
57 Office of Personnel Managementb Non–executive department 
58 Office of Special Counsel Non–executive department 
59 Office of the Director of National Intelligence Non–executive department 
60 Peace Corps Non–executive department 
61 Pension Benefit Guaranty Corporation Non–executive department 
62 Privacy and Civil Liberties Oversight Board Non–executive department 
63 Securities and Exchange Commission Non–executive department 
64 Selective Service System Non–executive department 
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 Agency Agency typea 
65 Small Business Administrationb Non–executive department 
66 Social Security Administrationb Non–executive department 
67 Surface Transportation Board Non–executive department 
68 Tennessee Valley Authority Non–executive department 
69 U.S. Agency for International Developmentb Non–executive department 
70 U.S. Commodity Futures Trading Commission Non–executive department 
71 U.S. International Trade Commission Non–executive department 
72 U.S. Trade and Development Agency Non–executive department 

Source: GAO.  |  GAO-19-34 
aExecutive departments are defined by 5 U.S.C. § 101. We use the term non–executive departments 
to refer to all other types of entities subject to FRDAA, such as independent establishments and 
government corporations. 
bThese agencies are the 24 Chief Financial Officer (CFO) Act agencies and are estimated to account 
for over 99 percent of the government-wide improper payments in fiscal year 2015. 

 

To improve the response rate of agencies receiving our survey, while 
mitigating respondent burden and reducing total survey error, we 
developed the survey using a variety of quality-assurance techniques. 
Survey error can arise from population coverage, measurement, 
nonresponse, and processing errors associated with questionnaire 
surveys. GAO survey specialists determined survey design parameters 
and developed, tested, revised, and finalized the questionnaire, in 
consultation with subject-matter experts on the engagement team. The 
survey design parameters included population coverage, mode of 
administration, respondent communication methods, and protection from 
disclosure of identifiable information. 

To reduce measurement error, we pretested the questionnaire with 
selected agency representatives using cognitive interviewing techniques, 
such as nondirective probing of answers and asking respondents to think 
aloud when formulating answers. This process allowed us to determine 
whether questions were understood and answered as intended. 
Specifically, pretests examined respondent issues related to 
comprehension of the questions, ability to accurately respond to the 
questions, perceptions of bias in the questions or scales, and 
completeness of answer responses. For example, during pretesting we 
probed respondents on whether our scales were appropriately balanced, 
and whether individual questions were likely to be applicable to all 
respondents. We conducted pretests over the phone with CFOs or other 
FRDAA designated officials from three types of agencies for a total of six 
agencies: two executive-department CFO Act agencies; two CFO Act 

Survey Questionnaire 
Development 
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agencies that are not executive departments, and two non-CFO Act 
agencies that are not executive departments. As a result of these 
pretests, we made modifications to question wordings, scale categories, 
and other response options to improve respondent comprehension, 
reduce respondent burden, and mitigate risks of inaccurate or biased 
responses. 

An additional survey specialist, who had not been involved in the 
development of the questionnaire, also reviewed the questionnaire. We 
then modified the questionnaire based on suggestions made by the 
reviewer and subject-matter experts. The final version of the 
questionnaire was copy edited for grammatical and editorial errors. 

The final questionnaire included questions designed to capture 
information about FRDAA implementation government-wide and obtain a 
high-level status update of agencies’ implementation of the act including, 
but not limited to, the steps agencies had taken since the enactment of 
the act, fraud risk management activities, challenges they have 
experienced implementing FRDAA, and their perspectives about OMB’s 
support of these efforts. It was composed of questions with 
predetermined answer choices (closed-ended questions) and questions 
without predetermined answer choices requiring written response (open-
ended questions). See appendix II for survey questions and frequencies 
of agencies’ responses. 

 
To administer the survey, we emailed each agency a fillable PDF 
questionnaire. We fielded the survey from January 18, 2018, through 
March 27, 2018. To follow up with agencies that did not respond to the 
initial notice, we emailed or called multiple times to encourage survey 
participation or provide technical assistance, as appropriate. We received 
usable questionnaire responses from all 72 agencies, for a response rate 
of 100 percent. Because this survey was sent to all agencies that were 
identified as being subject to FRDAA, there is no error as a result of 
sampling, and results cover the entire population. However, the practical 
difficulties of conducting any survey may also introduce other types of 
errors, commonly referred to as nonsampling errors. For example, 
difficulties in how a particular question is interpreted, in the sources of 
information available to respondents, or in how the data were entered into 
a database or analyzed can introduce unwanted variability into the survey 
results. With this survey, we took a number of steps to minimize these 
nonsampling errors. For example, our staff with subject-matter expertise 
designed the questionnaire in collaboration with our survey specialists, 

Survey Administration 
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and all questions were cognitively pretested with knowledgeable 
respondents. When the survey data were received from agencies and 
analyzed, a second independent analyst on our staff verified the analysis 
programs to ensure the accuracy of the code and the appropriateness of 
the methods used for the computer-generated analysis. Since this was an 
electronic survey, respondents entered their answers directly into the 
questionnaire, thereby mitigating the need to have the data keyed into a 
database, thus avoiding a source of data-entry error.4 

 
To collect information about agencies’ experiences implementing FRDAA, 
we also facilitated a roundtable discussion with selected agencies subject 
to FRDAA that had completed the survey. The purpose of the roundtable 
discussion was to obtain agency officials’ perspectives on 

• the strategies and activities used to establish fraud controls and 
related fraud risk management activities; 

• the guidance and resources used to facilitate the implementation of 
FRDAA; 

• their challenges in implementing FRDAA; and 

• potential solutions to improve implementation of the act, including any 
additional guidance or resources that may be useful to implementing 
the act. 

We randomly selected and invited a diverse group of agencies that are 
subject to FRDAA. We planned for a group of agencies that were diverse 
in terms of the following: 

1. agency type, such as whether the agency was a CFO Act agency, an 
executive department or non–executive department, and membership 
in the Small Agency Council; and 

2. FRDAA implementation status as indicated by their responses to two 
survey questions. These two survey questions were “overall, what is 
the status of your agency-wide efforts to implement FRDAA” and “as 
of today, does your agency do the following to manage fraud risk at 
the agency-wide level.” We used the survey responses to divide 
agencies into two groups, a more-mature implementation group and a 
less-mature implementation group. 

                                                                                                                       
4Some agencies provided their responses in an analog format, requiring a limited amount 
of data entry, which was independently reviewed for accuracy by a second analyst. 

Roundtable 
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We invited a total of 27 agencies to participate in our roundtable, an initial 
group of 20 agencies and 7 backup agencies. Fourteen agencies 
attended our roundtable: six executive-department CFO Act agencies; 
two CFO Act agencies that are not executive departments; and six Small 
Agency Council member agencies. Agency representatives included 
agency officials with responsibility for antifraud activities, including either 
the agency’s CFO, Chief Risk Officer, or other staff responsible for fraud 
risk management activities. 

The roundtable discussion was held March 26, 2018, and included three 
sessions: an opening session, a breakout session, and a closing session. 
In the opening session, all 14 of the roundtable participants were given an 
overview of our researchable questions and the agenda for the day. Then 
the agencies were split into two breakout groups based on their response 
to our survey questions about the maturity of their implementation of 
FRDAA. In the two breakout groups, roundtable participants discussed 
the guidance and resources they used for implementation of the act, their 
approaches used for implementation of the act, and the strategies and 
challenges associated with implementation of the act.5 In each breakout 
group, roundtable participants identified and voted on their top challenges 
in implementing FRDAA. After the breakout session, GAO facilitators and 
subject-matter experts on the engagement team then met to create a new 
list of the top voted challenges of both groups as well as any crosscutting 
challenges. Finally, in the closing session, all 14 agencies came back 
together to recap the breakout discussions and have a broader 
discussion about experiences of successful implementation and potential 
solutions to improve implementation, including any additional guidance or 
resources that may be useful to implementing the act. Roundtable 
participants identified and voted on their top challenges to implementing 
FRDAA. These results are not generalizable to agencies beyond the 14 
that participated. 

 
To further assess steps that agencies have taken to implement fraud risk 
management practices, as required by FRDAA, we also reviewed the 
fiscal year 2017 annual financial reports for the 24 agencies subject to the 
CFO Act. FRDAA required agencies to report to Congress on the status 
of their efforts to implement financial and administrative controls that 
incorporate leading practices from GAO’s Fraud Risk Framework, identify 

                                                                                                                       
5One agency official went to the incorrect breakout session.  

Fiscal Year 2017 
Annual Financial 
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fraud risks, and establish strategies to mitigate fraud in these reports. We 
selected these 24 agencies because they were known at the time of our 
selection to be agencies that were subject to FRDAA, and are estimated 
to account for over 99 percent of the government-wide improper 
payments in fiscal year 2015.6 These agencies also are required to 
submit their reports directly to GAO. We conducted a content analysis to 
determine the completeness and quality of the information provided in 
these reports related to these FRDAA requirements. 

Because content analysis relies on the judgment of coders to determine 
whether qualitative data reflects particular categories, we took several 
steps to ensure that this judgment remained objective, accurate, and 
consistent. Prior to beginning the content analysis, we worked with 
subject-matter and legal experts to develop a codebook and definitions 
for the different kinds of information that FRDAA requires agencies to 
report, as well as supplemental coding categories related to leading 
practices in fraud risk management identified in our framework. In order to 
test the clarity of these codes, we had four independent analysts pretest 
the content analysis on two annual financial reports, and found high levels 
of interrater reliability. Specifically, each of the categories had at least 95 
percent agreement between coders. As a result to this pretest, minor 
changes were made to the category definitions. 

We used two independent coders within GAO to ensure consistent 
judgment of categories. For the content analysis, each of the 24 annual 
financial reports was coded by two independent analysts, including one 
subject-matter expert familiar with fraud risk management and another 
familiar with each of the CFO Act agencies. Agreement among coders 
exceeded 99 percent across all of the coding categories. On the basis of 
this high level of agreement between coders, we are confident that our 
content analysis represents an objective, accurate, and consistent 
assignment of these coding categories. Because these coding categories 
would be further reviewed in making our determinations about 
completeness and detail, we decided to resolve any intercoder 
disagreements by keeping all coded material for that review. 
                                                                                                                       
6Annually, GAO is required—by the Government Management Reform Act of 1994, Pub. 
L. No. 103-356, Title IV, § 405(c), 108 Stat. 3410, 3416 (Oct. 13, 1994)—to audit the 
consolidated financial statements of the U.S. government, and the agencies required to be 
audited must submit their annual financial reports directly to GAO. As mentioned, for fiscal 
year 2016, GAO received reports from all 24 CFO Act agencies, among others. These 24 
CFO Act agencies are estimated to account for over 99 percent of government-wide 
improper payments in fiscal year 2015. 
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To assess the completeness of agencies’ reporting on FRDAA 
implementation, we broke out the unique requirements in each of the 
three broad categories outlined in FRDAA’s reporting requirements. As a 
result, our analysis included an assessment of 11 coding categories, 
which are listed with their definitions in table 2 below. An element was 
considered present if the corresponding code was applied one or more 
times in the annual financial reports, and missing if the corresponding 
code was applied zero times. Each annual financial report was then 
categorized into one of four categories of completeness, based on these 
assessments: 

1. Fully complete: agencies with reports that contained information on all 
11 elements. 

2. Mostly complete: agencies with reports that contained information on 
6–10 elements. 

3. Partially complete: agencies with reports that contained information on 
1–5 elements. 

4. Not at all complete: agencies with reports that contained information 
on 0 elements. 

In addition to assessing whether the annual financial report contained 
these elements, as required by FRDAA, we also reviewed the content of 
each of these coding categories, as well as additional categories related 
to leading practices in fraud risk management. In order to demonstrate 
the range of the quality and level of detail provided for each element, and 
for the overall reporting on fraud risk management efforts, we reviewed 
the specific coded excerpts in NVivo for each agency and summarized 
the level of detail, length, and other observations specific to each 
category.7 

  

                                                                                                                       
7Nvivo is a qualitative data-analysis software package. 
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Table 2: Categories Used to Determine Completeness of Agencies’ Fraud Reduction and Data Analytics Act of 2015 (FRDAA) 
Reporting in Annual Financial Reports 

Coding category Definition 
1. Financial and administrative 

controls  
Establishing internal controls, strategies, procedures, and other steps to curb fraud and 
improper payments. Examples include but are not limited to policies, alert systems, and 
training. 

2. Collection and analysis of fraud-
related data 

Fraud-related data can be used to detect fraud, monitor fraud trends, and monitor fraud 
controls. 

3. Feedback mechanisms to improve 
fraud controls 

Using the results of monitoring, evaluation, audits, and investigation to improve fraud 
prevention, detection, and response. 

4. Evaluation or assessment of risk A systematic way of identifying the likelihood and impact of risks, including fraud. May take 
the form of a risk profile, risk tolerance, or risk matrix. 

5. Payroll Payroll fraud occurs when employees are receiving funds to which they are not entitled, for 
example recording work hours on days they were absent. 

6. Beneficiary payments Beneficiary payment fraud occurs when a payee willfully misrepresents information to receive 
funds, for example applying for unemployment benefits while receiving wages. 

7. Grants Grant fraud occurs when award recipients attempt to deceive the government about their 
spending of award money outside the parameters of the grant. 

8. Large contracts Contract fraud occurs when contractors misrepresent information for financial gain, for 
example in order to be awarded a contract or not accurately billing for services provided. 

9. Purchase and travel cards Purchase and travel card fraud occurs when credit cards are used to purchase personal 
items or travel expenses that are unrelated to the agency’s mission. 

10. Standards for Internal Control in 
the Federal Governmenta 
(Principle 8 on Fraud Risk) 

Standards for Internal Control in the Federal Government, Principle 8—Assess Fraud Risk 

11. OMB Circular A-123 OMB Circular A-123, Management’s Responsibility for Enterprise Risk Management and 
Internal Control, and its appendixes: 
• Appendix A: Internal Control over Financial Reporting 
• Appendix B: Improving the Management of Government Charge Card Programs 
• Appendix C: Requirements for Effective Estimation and Remediation of Improper 

Paymentsb 
• Appendix D: Compliance with the Federal Financial Management Improvement Act 

Source: GAO.  |  GAO-19-34 

Note: Elements five through nine are specific fraud risks that are enumerated in FRDAA. However, 
some agencies in our roundtable discussion expressed concern that some of these specific risks may 
not be applicable to them, such as beneficiary payments. 
aGAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: 
Sept. 10, 2014). 
bAppendix C of Circular A-123 was revised including a change to the title on June 26, 2018. See 
Office of Management and Budget, Requirements for Payment Integrity Improvement, M-18-20 
(Washington D.C.: June 26, 2018). 

 
To address our second objective, determining the extent to which OMB 
has taken steps that complied with FRDAA requirements and that 
facilitated agencies’ implementation of the act, we reviewed relevant 

http://www.gao.gov/products/GAO-14-704G
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documents produced to support the implementation of FRDAA. We also 
assessed the extent to which the guidelines were consistent with leading 
practices from the Fraud Risk Framework and the Standards for Internal 
Control in the Federal Government.8 

To determine the extent to which OMB has taken steps that complied with 
FRDAA requirements and facilitated agencies’ implementation of the act, 
we did the following: 

1. We interviewed staff from OMB’s Office of Federal Financial 
Management and Office of Personnel and Performance Management 
regarding their development of guidelines, the working group, and any 
challenges OMB may have experienced while implementing the act’s 
requirements, to determine the extent to which OMB’s efforts to 
facilitate agency implementation of the act were viewed as helpful by 
agencies. 

2. We reviewed relevant memorandum, circulars, and other OMB 
documents including Circular A-123,9 Management’s Responsibility 
for Enterprise Risk Management and Internal Control, and Circular 
A-136,10 Financial Reporting Requirements, and compared these with 
the requirements for OMB outlined in FRDAA. 

3. We evaluated agencies’ perspectives and experiences using OMB’s 
guidelines and other initiatives to implement the act by assessing our 
survey responses, annual financial-report analysis, and roundtable 
discussion for responses related to OMB guidelines and other efforts, 
and related strengths and challenges. 

4. We also interviewed officials from the CFO Council and Council of the 
Inspectors General on Integrity and Efficiency to get a broader opinion 

                                                                                                                       
8GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: Sept. 10, 2014).  
9Office of Management and Budget, Management’s Responsibility for Enterprise Risk 
Management and Internal Control, OMB Circular A-123 (Washington, D.C.: July 15, 2016). 
10Office of Management and Budget, Financial Reporting Requirements, OMB Circular A-
136 (Washington, D.C.: Aug. 15, 2017). The circular was updated July 30, 2018, see 
Office of Management and Budget, Financial Reporting Requirements, OMB Circular A-
136 (Washington, D.C.: July 30, 2018). 

http://www.gao.gov/products/GAO-14-704G
http://www.gao.gov/products/GAO-14-704G
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about the effectiveness of OMB and agency efforts to implement 
FRDAA.11 

We conducted this performance audit from August 2017 to December 
2018 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 

                                                                                                                       
11The CFO Council is an organization of the CFOs and deputy CFOs of the largest federal 
agencies and senior OMB staff and the Department of the Treasury officials who work 
collaboratively to improve financial management in the U.S. government. The Council of 
the Inspectors General on Integrity and Efficiency is an independent entity established 
within the executive branch to address integrity, economy, and effectiveness issues that 
transcend individual government agencies and aid in establishing a professional, well-
trained, and highly skilled workforce in Offices of Inspector General. The Council of the 
Inspectors General on Integrity and Efficiency is primarily composed of federal agency 
inspectors general, and its mission includes identifying, reviewing, and discussing areas of 
weakness and vulnerability in the federal government. 
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To obtain information about the extent to which executive branch 
agencies have taken steps required by the Fraud Reduction and Data 
Analytics Act of 2015 (FRDAA), we identified 72 agencies subject to the 
act and surveyed these agencies about their fraud risk management 
practices and related challenges. We received responses from all 72 
agencies, for a response rate of 100 percent. The questions we asked in 
our survey and the percentage of agencies’ responses are shown below. 
Our survey was composed of questions with predetermined answer 
choices (closed-ended questions) and questions without predetermined 
answer choices requiring written response (open-ended questions). In 
this appendix, we include all survey questions and results of responses to 
the closed-ended questions; we do not provide information on responses 
to open-ended questions. 

The tables below represent the percentage of agencies’ responses to the 
close-ended questions. The percentages we report are rounded to the 
nearest whole number. For a more-detailed discussion of our survey 
methodology, see appendix I. 

Table 3: Familiarity with Fraud Risk Management Resources Related to the Act 

Survey Question 1: How familiar are you, if at all, with the following sources regarding fraud risk management? Please check one box 
per row. 

Percent 

 Very  
familiar 

Moderately 
familiar 

Slightly 
familiar 

Not at all 
familiar 

Fraud Reduction and Data Analytics Act (FRDAA) 51 28 17 4 
GAO’s Fraud Risk Management Framework 44 39 11 6 
Office of Management and Budget (OMB) Guidelines  
(i.e., Circular A-123) for implementing FRDAA 

61 33 3 3 

FRDAA Working Group 17 11 18 54 

Source: GAO.  |  GAO-19-34 
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Table 4: Having a Designated Entity Responsible for Fraud Risk Management Activities 

Survey Question 2: Does your agency have either a person or an office designated as the entity responsible for leading agency-wide 
activities or program-wide activities for the following? Please check all that apply. 

Percent 

Source: GAO.  |  GAO-19-34 

 
Table 5: Fraud Risk Management Activities Performed after the Act’s Enactment 

Survey Question 3: As of today, does your agency do the following to manage fraud risk at the agency-wide level? Please check one 
box per row. 

Percent 

Source: GAO.  |  GAO-19-34 

  

 Yes, at the 
agency level 

Yes, at the 
program level 

Yes, at both 
levels 

No entity with this 
responsibility 

Fraud Risk Management 58 15 15 11 
Implementation of FRDAA 58 6 10 26 
Participation in the FRDAA Working Group 28 1 1 69 

 Yes, on a 
regular 

basis 

Yes, but  
not on a 

regular basis 

No, but we are in 
the process of 

developing this 

No, we  
are not  

doing this 
Conduct a risk-based evaluation of fraud risks 56 25 14 6 
Collect fraud-related data for prevention 44 18 22 15 
Analyze fraud-related data for prevention 46 19 19 15 
Collect fraud-related data for detection 49 24 17 11 
Analyze fraud-related data for detection 50 24 15 11 
Conduct ongoing monitoring, auditing, or evaluation of fraud 
prevention, detection, or response 

57 25 14 4 

Use findings from monitoring, auditing, or evaluation of fraud 
risk activities 

58 28 13 1 

Incorporate fraud risk activities into broader enterprise risk 
management 

39 17 38 7 
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Table 6: Fraud Risk Management Activities Performed before the Act’s Enactment 

Survey Question 4: Prior to the enactment of FRDAA in June 2016, did your agency do the following to manage fraud risk at the 
agency-wide level? Please check one box per row. 

Percent 

 Yes, on 
 a regular 

basis 

Yes, but  
not on a 

regular basis 

No, but we were in 
the process of 

developing this 

No, we  
were not 

doing this 
Conduct a risk-based evaluation of fraud risks 43 31 10 17 
Collect fraud-related data for prevention 40 19 13 28 
Analyze fraud-related data for preventiona 39 21 11 28 
Collect fraud-related data for detectiona 45 23 14 18 
Analyze fraud-related data for detectiona 45 24 13 18 
Conduct ongoing monitoring, auditing, or evaluation of 
fraud prevention, detection, or response 

53 25 11 11 

Use findings from monitoring, auditing, or evaluation of 
fraud risk activities 

54 25 10 11 

Incorporate fraud risk activities into broader enterprise risk 
managementa 

20 14 25 41 

Source: GAO.  |  GAO-19-34 
aSeventy-one out of 72 agencies responded to this question. 

 

Table 7: Status of Planning and Implementation Efforts 

Survey Question 5: Overall, what is the status of your agency-wide efforts to implement FRDAA? Please check one box per row. 

Percent 

 Have not started Started but not mature Mature 
Planning efforts 15 67 18 
Implementation efforts 22 68 10 

Source: GAO.  |  GAO-19-34 
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Table 8: Challenges Related to Fraud Risk Management Activities 

Survey Question 6: How much of a challenge, if at all, has each of the following been for your agency’s management of fraud risk? 
Please check one box per row. 

Percent 

 A great 
challenge 

A moderate 
challenge 

A minor 
challenge 

Not a 
challenge 

Availability of expertise to conduct fraud risk management 
activitiesa 

14 42 21 23 

Having access to data to look for fraud or fraud indicatorsa 14 41 14 31 
Having and using tools and techniques for data analyticsa 21 47 11 21 
Availability of other resources (such as staffing and funding) to 
conduct fraud risk management activitiesa 

39 35 20 6 

Determining your agency’s fraud risk tolerancea 11 38 24 27 
Measuring the extent of fraud in your agencya 10 37 32 21 
Sharing best practices and data analytics techniques about fraud 
with other agenciesa 

23 24 21 32 

Otherb 14 18 14 55 

Source: GAO.  |  GAO-19-34 
aSeventy-one out of 72 agencies responded to this question. 
bTwenty-two out of 72 agencies responded to this question. 

 

Table 9: Fraud Identified as an Enterprise Risk in Agencies’ Risk Profile 

Survey Question 7: In your most-recent Enterprise Risk Management (ERM) risk profile, did your agency identify fraud as one of your 
enterprise risks? 

Percent 

 
Yes No 

Did not develop an  
ERM risk profile 

 32 40 28 

Source: GAO.  |  GAO-18-34 
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Table 10: Proposed Changes to Aspects of Fraud Risk Management in Agency Reform Plans 

Survey Question 8: What changes, if any, did your agency propose to the following aspects of your fraud risk management, in your 
Agency Reform Plan submission to OMB? Please check one box per row. 

Percent 

 
Proposed an 

increase 
No proposed 

change 
Proposed  

a decrease 

Not addressed  
in agency  

reform plan 
Size of workforce dedicated to fraud riska 3 14 0 83 
Data collection dedicated to fraud riska 4 13 0 83 
Data analysis dedicated to fraud riska 4 13 0 83 

Source: GAO.  |  GAO-19-34 
aSeventy-one out of 72 agencies responded to this question. 

 
Table 11: Challenges Agencies Experienced Implementing the Act 

Survey Question 9: How much of a challenge, if at all, has each of the following been for your agency’s implementation of FRDAA? 
Please check one box per row. 

Percent 

 A great 
challenge 

A moderate 
challenge 

A minor 
challenge 

No  
challenge 

Understanding requirements of the lawa 6 27 28 39 
Understanding implementation time framesa 6 24 28 42 
Reporting on implementation progress in agency financial 
reports or Performance and Accountability Reportsa 

4 27 35 34 

Sufficiency of OMB guidelines (i.e., Circular A-123)  
for implementationb 

7 33 29 31 

Sufficiency of your agency’s involvement with the  
FRDAA Working Groupc 

42 25 12 22 

Sufficiency of information from the FRDAA Working Groupc 44 25 17 15 
Sufficiency of other information or tools to aid in implementationb 27 30 19 24 
Otherd 30 15 0 55 

Source: GAO.  |  GAO-19-34 
aSeventy-one out of 72 agencies responded to this question. 
bSeventy out of 72 agencies responded to this question. 
cSixty-nine out of 72 agencies responded to this question. 
dTwenty out of 72 agencies responded to this question. 
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Table 12: Usefulness of Resources to Guide Implementation 

Survey Question 10: How useful, if at all, has each of the following sources been in guiding your agency’s implementation of FRDAA? 
Please check one box per row. 

Percent 

 Very  
useful 

Moderately 
useful 

Slightly 
useful 

Not at all 
useful 

Not aware of 
this source 

FRDAAa 23 33 30 4 10 
OMB guidelines (i.e., Circular A-123) for implementing 
FRDAAb 

27 38 27 4 4 

Other OMB sources of guidanceb 17 17 17 3 47 
The FRDAA Working Groupb 3 9 21 13 55 
GAO’s Fraud Risk Management Frameworkb 41 28 24 3 4 
Otherc 38 5 0 0 57 

Source: GAO.  |  GAO-19-34 
aSeventy out of 72 agencies responded to this question. 
bSeventy-one out of 72 agencies responded to this question. 
cTwenty-one out of 72 agencies responded to this question. 

 
Table 13: Level of Satisfaction with the Office of Management and Budget (OMB) Communication and Working-Group 
Activities 

Survey Question 11: How satisfied or dissatisfied is your agency with each of the following activities related to FRDAA? Please check 
one box per row. 

Percent 

 
Very 

satisfied 
Generally 
satisfied 

Neither 
satisfied nor 
dissatisfied 

Generally 
dissatisfied 

Very 
dissatisfied 

Not 
applicable 

OMB communication of implementation 
guidelines (i.e., Circular A-123) 

8 40 35 6 6 6 

OMB communication about the FRDAA 
Working Group 

0 17 28 14 14 28 

Communication from the FRDAA 
Working Group 

0 13 22 17 14 35 

Your agency’s involvement in the 
FRDAA Working Group 

7 7 24 7 8 47 

Source: GAO.  |  GAO-19-34 
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Table 14: Influence of the Act on Strategies and Activities 

Survey Question 12: How much of an influence, if at all, did the enactment of FRDAA have on your agency’s decisions to do each of 
the following? Please check one box per row. 

Percent 

 A major 
influence 

A minor 
influence 

Not an  
influence at all 

Not  
applicable 

Implement new strategies or activities 22 29 36 13 
Modify strategies or activities already being used 19 36 32 13 
Eliminate strategies or activities already being used 4 15 54 26 

Source: GAO.  |  GAO-19-34 

 
Survey question 13: What other information, if any, should GAO know 
about your agency’s efforts to implement FRDAA or manage fraud risks? 
(open-ended response) 

Survey question 14: Do you have any additional explanations for your 
answers or comments on any of the issues in this questionnaire?  
(open-ended response) 

Survey question 15: Please enter the contact information for the primary 
person who completed this survey. (open-ended response) 
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