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ability to meet consumers’ electricity
demand at all times—has been of long-
standing national interest.

GAO was asked to review the
cybersecurity of the grid. Among other
things, this report (1) describes the
cybersecurity risks facing the grid, (2)
assesses the extent to which DOE has
defined a strategy for addressing grid
cybersecurity risks, and (3) assesses
the extent to which FERC-approved
standards address grid cybersecurity
risks.

To do so, GAO developed a list of
cyber actors that could pose a threat to
the grid; identified key vulnerable
components and processes that could
be exploited; and reviewed studies on
the potential impact of cyberattacks on
the grid by reviewing prior GAO and
industry reports, as well as interviewing
representatives from federal and
nonfederal entities. GAO also analyzed
DOE’s approaches to implementing a
federal cybersecurity strategy for the
energy sector as it relates to the grid
and assessed FERC oversight of
cybersecurity standards for the grid.
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two to FERC. (See the next page for
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Actions Needed to Address Significant Cybersecurity
Risks Facing the Electric Grid

What GAO Found

The electric grid faces significant cybersecurity risks:

Threat actors. Nations, criminal groups, terrorists, and others are
increasingly capable of attacking the grid.

Vulnerabilities. The grid is becoming more vulnerable to cyberattacks—
particularly those involving industrial control systems that support grid
operations. (The figure below is a high-level depiction of ways in which an
attacker could compromise industrial control systems.) The increasing
adoption of high-wattage consumer Internet of Things devices—*smart”
devices connected to the internet—and the use of the global positioning
system to synchronize grid operations are also vulnerabilities.

Impacts. Although cybersecurity incidents reportedly have not resulted in
power outages domestically, cyberattacks on industrial control systems have
disrupted foreign electric grid operations. In addition, while recent federal
assessments indicate that cyberattacks could cause widespread power
outages in the United States, the scale of power outages that may result from
a cyberattack is uncertain due to limitations in those assessments.

Potential Ways an Attacker Could Compromise Industrial Control System Devices
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GAO is making a recommendation to
DOE to develop a plan aimed at
implementing the federal cybersecurity
strategy for the grid and ensure that
the plan addresses the key
characteristics of a national strategy,
including a full assessment of
cybersecurity risks to the grid.

GAO is also making the following two

recommendations to FERC:

1. Consider adopting changes to its
approved cybersecurity standards
to more fully address the NIST
Cybersecurity Framework.

2. Evaluate the potential risk of a
coordinated cyberattack on
geographically distributed targets
and, based on the results of that
evaluation, determine if changes
are needed in the threshold for
mandatory compliance with
requirements in the full set of
cybersecurity standards.

DOE and FERC agreed with GAQO’s
recommendations.

Although the Department of Energy (DOE) has developed plans and an
assessment to implement a federal strategy for addressing grid cybersecurity
risks, these documents do not fully address all of the key characteristics needed
for a national strategy. For example, while DOE conducted a risk assessment,
that assessment had significant methodological limitations and did not fully
analyze grid cybersecurity risks. One such key limitation was that the
assessment used a model that covered only a portion of the grid and reflected
how that portion existed around 1980. Until DOE has a complete grid
cybersecurity plan, the guidance the plan provides decision makers in allocating
resources to address those risks will likely be limited.

The Federal Energy Regulatory Commission (FERC)—the regulator for the
interstate transmission of electricity—has approved mandatory grid cybersecurity
standards. However, it has not ensured that those standards fully address
leading federal guidance for critical infrastructure cybersecurity—specifically, the
National Institute of Standards and Technology (NIST) Cybersecurity Framework.
(See table below for an excerpt of GAO’s analysis of two of the five framework
functions.) Without a full consideration of the framework, there is increased risk
that grid entities will not fully implement leading cybersecurity practices.

Extent to Which FERC-Approved Cybersecurity Standards Address the National Institute of
Standards and Technology Cybersecurity Framework’s Identify and Protect Functions
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In addition, FERC’s approved threshold for which entities must comply with the
requirements in the full set of grid cybersecurity standards is based on an
analysis that did not evaluate the potential risk of a coordinated cyberattack on
geographically distributed targets. Such an attack could target, for example, a
combination of geographically dispersed systems that each fall below the
threshold for complying with the full set of standards. Responding to such an
attack could be more difficult than to a localized event since resources may be
geographically distributed rather than concentrated in the same area. Without
information on the risk of such an attack, FERC does not have assurance that its
approved threshold for mandatory compliance adequately responds to that risk.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

August 26, 2019
Congressional Requesters

The nation’s electric grid delivers the electricity that is essential for
modern life. As a result, the reliability of the grid—its ability to meet
consumers’ electricity demand at all times—has been of long-standing
national interest. The grid’s reliability can be impaired by cyberattacks on
the information technology (IT) systems that support its operations.
Cybersecurity and industry experts have expressed concern that
cyberattacks could result in widespread loss of electrical services—
including long-duration, large-scale blackouts.

The federal government has a significant role in addressing cybersecurity
risks facing the grid, even though most of the grid is owned and operated
by private industry. In 2013, the President directed federal agencies to
work with owners and operators of critical infrastructure and with state,
local, tribal, and territorial governments to take proactive steps to manage
risk and strengthen the security of critical infrastructure from all hazards,
including cyberattacks.! The Department of Energy (DOE) was
designated as the lead agency for federal efforts in the energy sector,
which includes the grid. In addition, the Energy Policy Act of 2005
designated the Federal Energy Regulatory Commission (FERC) as the
regulator for the interstate transmission of electricity with responsibility for
reviewing and approving standards to provide for the reliable operation of
the bulk power system.?

The security of federal cyber assets has been on our High-Risk List since
1997, and we expanded this area to include the protection of critical cyber
infrastructure, including the grid, in 2003.3 In September 2018, we issued

'White House, Presidential Policy Directive/PPD-21: Critical Infrastructure Security and
Resilience (Washington, D.C.: February 12, 2013).

°The term “bulk power system” refers to (1) facilities and control systems necessary for
operating the interconnected electric transmission network and (2) the output from certain
generation facilities needed for reliability. FERC oversees the North American Electric
Reliability Corporation (NERC), the federally designated U.S. electric reliability
organization responsible for conducting reliability assessments and developing and
enforcing mandatory standards to provide for reliable operation of the bulk power system.

3GAO, High-Risk Series: Progress on Many High-Risk Areas, While Substantial Efforts
Needed on Others, GAO-17-317 (Washington, D.C.: Feb. 16, 2017).
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an update to this high-risk area that identified actions needed to address
cybersecurity challenges facing the nation—including the development of
a more comprehensive national strategy and better oversight.* We also
have identified ensuring the cybersecurity of the nation as one of nine
high-risk areas that need especially focused executive and congressional
attention.®

You asked us to review the cybersecurity of the electric grid. Our specific
objectives were to (1) describe the cybersecurity risks and challenges
facing the grid, (2) describe federal efforts to address grid cybersecurity
risks, (3) assess the extent to which DOE has defined a strategy for
addressing grid cybersecurity risks and challenges, and (4) assess the
extent to which FERC-approved cybersecurity standards address grid
cybersecurity risks.

To describe the cybersecurity risks and challenges facing the grid, we
developed a list of cyber actors that could pose a threat to the grid,
identified vulnerable components and processes that could be exploited,
reviewed the potential impact of cyberattacks on the grid, and identified
key cybersecurity challenges facing the grid. To develop the list of cyber
threat actors, we reviewed our prior work on cyber-based threats facing
the grid® as well as the threats identified by the 2019 Worldwide Threat
Assessment of the U.S. Intelligence Community.” We also interviewed
officials and representatives from key federal and nonfederal entities—20
federal entities (e.g., DOE and its national laboratories, the Department of
Homeland Security [DHS], FERC), nine nonfederal entities (e.g., the

4GAO, High-Risk Series: Urgent Actions Are Needed to Address Cybersecurity
Challenges Facing the Nation, GAO-18-622 (Washington, D.C.: Sept. 6, 2018).

SGAO, High-Risk Series: Substantial Efforts Needed to Achieve Greater Progress on
High-Risk Areas, GAO-19-157SP (Washington, D.C.: Mar. 6, 2019).

5GAO, Cybersecurity: Challenges in Securing the Electric Grid, GAO-12-926T
(Washington, D.C.: July 17, 2012).

"Daniel R. Coats, Director of National Intelligence, Worldwide Threat Assessment of the
U.S. Intelligence Community, testimony before the Senate Select Committee on
Intelligence, 116" Cong. 1% sess., January 29, 2019.
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North American Electric Reliability Corporation [NERC]?), and five grid
owners and operators—to confirm, add, or remove cyber threat actors
identified in our prior work based on their potential impact on grid
operations.

To identify vulnerable components and processes, we reviewed reports
produced by key federal and nonfederal entities related to grid
vulnerabilities and met with these entities to understand the scale and
complexity of these vulnerable components and processes. With respect
to the potential impact of cyberattacks, we interviewed key federal entities
and reviewed agency reports on grid incidents.® We also reviewed federal
studies assessing the potential for widespread power outages resulting
from cyberattacks, and we met with federal officials to discuss the
methodologies used to perform these studies.

Finally, to identify key cybersecurity challenges, we reviewed our prior
reports on such challenges facing the grid,'® as well as federal and
industry reports recommended by entities with whom we met. We also
asked key federal and nonfederal entities, including grid owners and
operators, to identify key challenges facing grid entities in addressing
cybersecurity risks.

To describe federal efforts to address grid cybersecurity risks, we
reviewed federal strategies, plans, and reports and interviewed officials
from federal and nonfederal entities to identify critical infrastructure
protection and regulatory actions that federal agencies are taking to
address grid cybersecurity.' We categorized the critical infrastructure
protection activities using the functions and categories in the National

8We include the NERC as a nonfederal entity here because it is a nonprofit corporation
with membership by United States and Canadian entities that include utilities and other
electric industry entities; municipal, state, regional, and federal regulators; regional
transmission organizations and independent system operations; and electricity customers.
However, as explained below, NERC nevertheless exercises some regulatory authority
under FERC oversight.

9An incident is a security breach of a computerized system and information.

10GAO, Electricity: Federal Efforts to Enhance Grid Resilience, GAO-17-153 (Washington,
D.C.: January 2017); Cybersecurity: Challenges in Securing the Modernized Electricity
Grid, GAO-12-507T (Washington, D.C.: Feb. 28, 2012); and GAO-12-926T.

"We did not review federal actions to address the cybersecurity of nuclear power plants,
which are subject to standards issued by the Nuclear Regulatory Commission and are
generally exempt from FERC-approved cybersecurity standards.
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Institute of Standards and Technology’s (NIST) Framework for Improving
Critical Infrastructure Cybersecurity (commonly referred to as the NIST
Cybersecurity Framework). 12

To assess the extent to which DOE has defined a strategy for addressing
grid cybersecurity risks and challenges, we analyzed the agency’s efforts
to develop approaches for implementing the federal cybersecurity
strategy for the energy sector as it relates to the grid. Specifically, we
compared DOE’s grid cybersecurity plans and assessments against
leading practices we identified in prior work on key characteristics for a
national strategy.'®

To assess the extent to which FERC-approved cybersecurity standards
address grid cybersecurity risks, we compared those standards with the
NIST Cybersecurity Framework™ and reviewed the applicability of the
standards for bulk power entities. We also interviewed FERC officials to
obtain information about current and future cybersecurity standards and
oversight processes. Additional details on our objectives, scope, and
methodology can be found in appendix .

We conducted this performance audit from January 2018 to August 2019
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

12National Institute of Standards and Technology, Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.1. (Gaithersburg, MD: April 2018).This voluntary,
risk-based cybersecurity framework comprises a set of industry standards and best
practices to help organizations manage cybersecurity risks.

13GAO, Combating Terrorism: Evaluation of Selected Characteristics in National
Strategies Related to Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004).

4National Institute of Standards and Technology, Cybersecurity Framework.

Page 4 GAO-19-332 Critical Infrastructure Protection


https://www.gao.gov/products/GAO-04-408T

Background

Grid Functions, Design, The U.S. electric grid comprises three distinct functions: generation and
and Operations storage, transmission, and distribution (see fig. 1)."°

« Generation and Storage. Power plants generate electric power by
converting energy from other forms—chemical, mechanical
(hydroelectric or wind), thermal, radiant energy (solar), or nuclear—
into electric power. Energy storage, such as batteries or pumped
hydroelectric, can improve the operating capabilities of the grid while
also regulating the quality and reliability of power.

e Transmission. The power transmission system connects
geographically distant power plants with areas where electric power is
consumed. Substations are used to transmit electricity at varied
voltages and generally contain a variety of equipment, including
transformers, switches, relays, circuit breakers, and system
operations instruments and controls.

« Distribution. The distribution system carries electric power out of the
transmission system to industrial, commercial, residential, and other
consumers.

5The U.S. electric grid and its interconnections extend into Canada and Mexico.
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Figure 1: Functions of the Electric Grid
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Three large electric grids, or interconnections, exist in the contiguous
United States that collectively constitute the U.S. electric grid: the Eastern
Interconnection, Western Interconnection, and Electric Reliability Council
of Texas Interconnection (see fig. 2). These interconnections, which
extend into parts of Canada and Mexico, operate independently with
limited ability to move electric power between them; electric power is
produced within an interconnection to meet demand in the same
interconnection.
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Figure 2: Three Interconnected Electric Transmission Grids Cover the Contiguous United States
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The grid is generally considered to be resilient.® Historically, grid
operators have been able to respond quickly to the adverse
consequences of an incident—whether it is damage from a major
hurricane or a falling tree—and quickly restore service. In some cases,
electricity may be restored long before utilities fully recover from an
incident. For example, in instances with physical damage to grid
components, such as an event that damages many substations, it could
take months or years to fully restore the equipment.

The electricity industry has refined its power restoration processes after
decades of experience in responding to disaster-related events, but
restoration from a cyber-related event may be more challenging. For
example, disaster-related events—such as hurricanes—may involve
significant lead time before the incident. This allows owners and
operators to take preemptive measures to protect their systems, develop
restoration plans, and activate personnel. In contrast, cyberattacks may
occur without warning, leaving owners and operators no time to prepare
for a response. In addition, cyberattacks could target and damage specific
types of components or facilities across a dispersed geographic area.
Responding to such an attack could be more difficult than to a localized
disaster-related event since resources may be geographically distributed
rather than concentrated in the same area.

Industrial Control Systems
Support the Grid

Industrial control systems are typically network-based systems that
monitor and control sensitive processes and physical functions, such as
the opening and closing of circuit breakers on the grid.'” These systems
support the control of electric power generation, transmission, and
distribution. System operators—which are sometimes affiliated with a
particular utility or sometimes independent and responsible for multiple
utility areas—manage electricity flows through these systems.

16According to DOE, resiliency refers to the ability of an energy facility to recover quickly
from damage to any of its components or to any of the external systems on which it
depends. Resiliency measures enable energy systems to continue operating despite
damage and/or promote a rapid return to normal operations when damage and outages
do occur. According to DOE officials, resiliency also includes measures to prevent
damage from occurring.

17Acc:ording to NIST, industrial control systems are used to control industrial processes
such as manufacturing, product handling, production, and distribution. These systems
include supervisory control and data acquisition systems used to control geographically
dispersed assets, as well as distributed control systems and smaller control systems using
programmable logic controllers to control localized processes.
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Early industrial control systems operated in isolation, running proprietary
control protocols using specialized hardware and software. In addition,
many industrial control system components were in physically secured
areas, and the components were not connected to IT systems or the
internet.

However, industrial control systems are changing in ways that offer
advantages to system operators but that also make them more vulnerable
to cyberattacks. In particular, proprietary devices in these systems are
being replaced by cheaper and more widely available devices that use
traditional IT networking protocols—including those that support remote
access. These newer devices can provide the system operator with more
detailed data on the conditions of the transmission and distribution
systems and with better tools to observe and manage the grid. Remote
access capabilities in the devices can also make them easier to maintain.
Further, industrial control systems are being designed and implemented
using traditional IT computers and operating systems, which allow
corporate business and industrial control system networks to be
connected more easily.

Nonetheless, cyberattacks on industrial control systems supporting grid
operations may require a degree of sophistication and knowledge beyond
what is needed to conduct cyberattacks on IT systems. For example,
industrial control systems often use operating systems and applications
that may be considered unconventional to typical IT personnel.

Critical Infrastructure
Protection Roles,
Responsibilities, and Key
Initiatives

Federal policy and public-private plans establish roles and responsibilities
for the protection of critical infrastructure, including the electric grid.

« Presidential Policy Directive 21, issued in February 2013, shifted
the nation’s focus from protecting critical infrastructure against
terrorism to protecting and securing critical infrastructure and
increasing its resilience against all hazards, including natural
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disasters, terrorism, and cyber incidents.' The directive identified 16
critical infrastructure sectors,'® such as the energy sector, which
includes the grid. In addition, the directive identified energy and
communications systems as uniquely critical because of the enabling
functions they provide across all sectors.

The directive also outlined roles and responsibilities for protecting
these sectors. For example:

« The directive designated DOE as the sector-specific agency for
the energy sector. According to the directive, DOE and other
sector-specific agencies are responsible for, among other things,
collaborating with critical infrastructure owners and operators,
identifying vulnerabilities, and helping to mitigate incidents. In
addition, the Fixing America’s Surface Transportation Act of 2015
codified DOE’s role as the sector-specific agency for the energy
sector and gave DOE the authority to order emergency measures,
following a Presidential declaration of a grid security emergency,
to protect or restore the reliability of critical electric infrastructure.?°
The Office of Cybersecurity, Energy Security, and Emergency
Response is the lead for DOE’s energy sector cybersecurity
efforts.

« The directive called for DHS to coordinate the overall federal effort
to promote the security and resilience of the nation’s critical
infrastructure. Within DHS, the Cybersecurity and Infrastructure
Security Agency’s National Cybersecurity and Communications
Integration Center is the lead for cyber and physical infrastructure

"8white House, Presidential Policy Directive 21/PPD-21: Critical Infrastructure Security
and Resilience. The directive defines the term “all hazards” as a threat or an incident,
natural or manmade, which warrants action to protect life, property, the environment, and
public health or safety and to minimize disruptions of government, social, or economic
activities. “All hazards,” as further defined in the directive, includes natural disasters, cyber
incidents, industrial accidents, pandemics, acts of terrorism, sabotage, and destructive
criminal activity targeting critical infrastructure. The directive defines “resilience” as the
ability to prepare for and adapt to changing conditions and withstand and recover rapidly
from disruptions and includes the ability to withstand and recover from deliberate attacks,
accidents, or naturally occurring threats or incidents.

9The 16 critical infrastructure sectors are chemical; commercial facilities;
communications; critical manufacturing; dams; defense industrial base; emergency
services; energy; financial services; food and agriculture; government facilities; health
care and public health; information technology; nuclear reactors, materials, and waste;
transportation systems; and water and wastewater systems.

20pyb. L. No. 114-94, Div. F, § 61003(a).
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security. Private-sector critical infrastructure owners and operators
are encouraged, but not required, to report cybersecurity incidents
to the center.?!

« The directive emphasized that critical infrastructure owners and
operators are uniquely positioned to manage risks to their
individual operations and assets and to determine effective
strategies to make them more secure and resilient.

« The National Infrastructure Protection Plan, updated by DHS in
December 2013, among other things, further integrates critical
infrastructure protection efforts between government and private
sectors.?? It describes a voluntary partnership model as the primary
means of coordinating government and private-sector efforts to
protect critical infrastructure. As part of the partnership structure, the
designated sector-specific agencies serve as the lead coordinators for
the security programs of their respective sectors.

The plan also called for each sector to have a government
coordinating council,?® consisting of representatives from various
levels of government, and many sectors have a coordinating council
consisting of owner-operators of these critical assets or members of
their respective trade associations.?* For example, the Energy Sector
Government Coordinating Council has been established (comprising
the electricity subsector, as well as the oil and natural gas
subsectors), and an Electricity Subsector Coordinating Council has
been established to represent electricity asset owners and operators.

21As articulated in the National Cybersecurity Protection Act of 2014, the term “incident”
means an occurrence that (1) actually or imminently jeopardizes, without lawful authority,
the integrity, confidentiality, or availability of information on an information system; or (2)
constitutes a violation or imminent threat of violation of law, security policies, security
procedures, or acceptable use policies.

22D(—:Apartment of Homeland Security, NIPP 2013: Partnering for Critical Infrastructure
Security and Resilience (December 2013).

ZGovernment coordinating councils coordinate strategies, activities, policy, and
communications across government entities within each sector and consist of
representatives across various levels of government (e.g., federal, state, local, and tribal),
as appropriate. For example, DHS and DOE are designated as the co-chairs of the
Energy Sector Government Coordinating Council.

24sector coordinating councils are self-organized, self-run, and self-governed private
sector councils that interact on a wide range of sector-specific strategies, policies, and
activities. Membership on the councils can vary from sector to sector but is meant to
represent a broad base of owners, operators, associations, and other entities—both large
and small—within the sector.
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Executive Order 13636: Improving Critical Infrastructure
Cybersecurity, issued in 2013, among other things, addresses the
need to improve cybersecurity through information sharing and
collaboratively developing and implementing risk-based standards.? It
called for NIST to lead the development of a framework to reduce
cybersecurity risks to critical infrastructure. It also called for sector-
specific agencies to develop mechanisms to encourage adoption of
the framework. NIST issued its Cybersecurity Framework in 2014 and
updated it in April 2018.2¢ The framework provides a set of
cybersecurity activities, desired outcomes, and applicable references
that are common across all critical infrastructure sectors, including the
energy sector.

The executive branch has taken steps toward outlining a federal strategy
for confronting cyber threats—including those facing critical infrastructure
such as the grid. For example:

Executive Order 13800: Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure, issued in May 2017,
required federal agencies to take a variety of actions aimed at
improving the cybersecurity of federal networks and critical
infrastructure.?” Among other things, the order required DOE and
DHS to assess the potential scope and duration of a prolonged power
outage associated with a significant cyber incident, the readiness of
the United States to manage the consequences of such an incident,
and any gaps or shortcomings in assets or capabilities required to
mitigate the consequences of such an incident.

The National Cyber Strategy, issued in September 2018, builds
upon Executive Order 13800 and describes actions that federal
agencies and the administration are to take to, among other things,
secure critical infrastructure. For example, one of the strategy’s seven
goals is protecting critical infrastructure. To achieve this goal, the
strategy outlines a number of priority actions, such as prioritizing risk-
reduction across seven key areas, including energy and power.

The DHS Cybersecurity Strategy was released in May 2018 with the
intent of providing the department with a framework to execute
cybersecurity responsibilities during the next 5 years. The plan

2Exec. Order No. 13636, 78 Fed. Reg. 11,737 (Feb. 19, 2013).

%National Institute of Standards and Technology, Cybersecurity Framework.

27Exec. Order No. 13800, 82 Fed. Reg. 22,391 (May 16, 2017).
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outlines seven goals the department plans to accomplish in support of
its mission related to managing national cybersecurity risks. For
example, for the goal of protecting critical infrastructure, the plan
outlines a number of objectives and sub-objectives, such as
expanding and improving the sharing of cyber threat indicators,
defensive measures, and other cybersecurity information.

In our 2018 and 2019 updates on government high-risk areas, we
reported that these executive branch strategy documents did not include
key elements of desirable characteristics that can enhance the usefulness
of a national strategy as guidance for decision makers in allocating
resources, defining policies, and helping to ensure accountability.?®

Electric Grid Cybersecurity
Regulation

Federal and state authorities play key roles in regulating the reliability of
the grid, which can be impaired by cybersecurity attacks. FERC is the
federal regulator of interstate transmission of electricity with responsibility
to review and approve standards to provide for the reliable operation of
the bulk power system. In addition, FERC oversees NERC, which is the
federally designated U.S. electric reliability organization.?® NERC is
responsible for conducting reliability assessments and enforcing
mandatory standards to ensure the reliability of the bulk power system—a
term that refers to (1) facilities and control systems necessary for
operating the electric transmission network and (2) the output from certain
generation facilities needed for reliability.** NERC develops reliability
standards collaboratively through a deliberative process involving utilities

28GA0-18-622 and GAO-19-157SP.

29Under 16 U.S.C. § 8240, the U.S. electric reliability organization is the organization
certified by FERC to establish and enforce reliability standards within the bulk-power
system, subject to FERC review.

3ONERC also implements non-regulatory programs aimed at enhancing grid cybersecurity.
For example, NERC leads GridEX, a large, geographically distributed grid security
exercise conducted every other year involving industry and government that attempts to
execute the electricity subsector’'s emergency response to simulated cyber and physical
security threats and incidents, strengthen utilities’ crisis response functions, and provide
input for lessons learned. In addition, NERC operates the Electricity Information Sharing
and Analysis Center which, in collaboration with DOE and the Electricity Subsector
Coordinating Council, gathers and analyzes security information, coordinates incident
management, and communicates mitigation strategies with stakeholders within the
electricity subsector.
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and others in the electricity industry.3' NERC then sends the standards to

FERC, which can either approve them or remand them to NERC for
revision.32

These reliability standards include critical infrastructure protection
standards for protecting electric utility-critical and cyber-critical assets
from cyberattacks. FERC has approved 11 such cybersecurity standards,
10 of which are currently enforced.3?

The standards call for organizations to classify their cyber systems as
low-, medium-, or high-impact based on the adverse impact that loss,
compromise, or misuse of those systems could have on the reliable
operation of the bulk electric system. The classifications are made based
on criteria and associated thresholds for, among others, generation
resources and transmission substation operations. In turn, the standards
apply differently to cyber systems based on whether they are classified as
low-, medium-, or high-impact systems. For example:

« Low-impact systems. Systems that affect net aggregate generation
capacity of less than 1,500 megawatts at one power plant location
within a single interconnection are classified as low-impact systems

3'Prior to submission to FERC for approval, NERC standards are reviewed and voted on
by members of the electricity industry who participate in NERC’s FERC-approved
standards development process.

32These standards become mandatory and enforceable in the contiguous United States
only after FERC approval.

33The 10 currently enforced cybersecurity standards are CIP-002-5.1a: Bulk Electric
System Cyber System Categorization, CIP-003-6: Security Management Controls, CIP-
004-6: Personnel & Training, CIP-005-5: Electronic Security Perimeter(s), CIP-006-6:
Physical Security of Bulk Electric System Cyber Systems, CIP-007-6: System Security
Management, CIP-008-5: Incident Reporting and Response Planning, CIP-009-6:
Recovery Plans for Bulk Electric System Cyber Systems, CIP-010-2: Configuration
Change Management and Vulnerability Assessments, and CIP-011-2: Information
Protection. The 11th cybersecurity standard—CIP-013-1: Supply Chain Risk
Management—will be subject to enforcement by July 2020. In addition, updates to four of
the standards will become enforceable over the next two years: CIP-003-7 (enforceable by
January 2020), CIP-005-6 and CIP-010-3 (enforceable by July 2020), and CIP-008-6
(enforceable by January 2021).
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and are subject to the requirements in two of the 11 cybersecurity
standards.34

« Medium-impact systems. Systems that similarly affect net aggregate
generation capacity of at least 1,500 megawatts are classified as
medium-impact systems and are subject to requirements in the full set
of cybersecurity standards.

« High-impact systems. Systems that are used by and located at
certain control centers are classified as high-impact systems and are
subject to the full set of cybersecurity standards. The standards
generally require organizations to implement similar controls for
medium- and high-impact systems, with more stringent variations of
certain controls for high-impact systems.

As of December 2017, at most about 20 percent of the nation’s
generation capacity comes from power plants with medium-impact
systems and therefore is subject to requirements in the full set of
cybersecurity standards.®

Both NERC and FERC have authority to enforce reliability standards. In
addition, FERC has the authority to oversee NERC’s enforcement of the
FERC-approved reliability standards.

Cyber incident reporting is also an important part of federal and
nonfederal regulatory efforts. Federal law requires grid owners and
operators to report bulk power system incidents to DOE when certain
criteria are met, such as a cyber event that causes interruptions of

34The requirements that apply to low-impact systems are within CIP-002-5.1a: Bulk
Electric System Cyber System Categorization and CIP-003-6: Security Management
Controls. While low-impact systems are not subject to the requirements of the other eight
currently enforced cybersecurity standards, organizations with such systems are required
to implement cybersecurity policies and plans that address some topics covered in those
standards, including physical security controls, certain electronic controls, cybersecurity
awareness, and cybersecurity incident response. According to NERC, the level of
protection for low-impact systems reflects the level of risk that the misuse or unavailability
of those systems would pose to the bulk electric system.

35According to NERC officials, the percentage of the nation’s generation capacity at power
plants with medium-impact systems is less than 20 percent because NERC encourages
entities to disaggregate their industrial control systems so that individual systems operate
and maintain less than 1,500 megawatts of generation capacity. NERC officials stated that
such low-impact systems do not store high-value information and, in many cases, do not
possess remote or networked communications capability. As a result, NERC has
determined that the misuse, degradation, or destruction of those systems would have a
minimal impact on the reliability of the bulk electric system.
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The Grid Faces
Significant
Cybersecurity Risks
and Challenges

electrical system operations or that could potentially affect power system
reliability.®® In addition, FERC-approved reliability standards require
certain registered grid owners and operators to report cybersecurity
incidents—that is, cybersecurity events that have compromised or
disrupted one or more reliability tasks—to NERC.%’

State regulators generally oversee the reliability of distribution systems,
and cybersecurity regulations related to the distribution grid may vary
across states. In 2017, the National Association of Regulatory Utility
Commissioners released an updated version of its cybersecurity primer
for state utility regulators that aims to provide guidance to state
regulators. The primer highlights the NIST Cybersecurity Framework as
well as the FERC-approved cybersecurity standards as helpful tools for
utilities and state regulators.

The U.S. electric grid faces significant cybersecurity risks—that is,
threats, vulnerabilities, and impacts—and grid owners and operators face
significant challenges in addressing these risks. Threat actors are
becoming increasingly capable of carrying out attacks on the grid. At the
same time, the grid is becoming more vulnerable to attacks. With respect
to the potential impacts of the threats and vulnerabilities, U.S.
cybersecurity incidents reportedly have not caused a domestic power
outage. In addition, federal agencies have performed three assessments
of the potential impacts that cyberattacks could have on the grid, but the
potential scale of any associated outages is uncertain due to limitations in
the assessments. As grid owners and operators attempt to address
cybersecurity risks, they face a number of challenges, such as difficulties
in hiring a sufficient cybersecurity workforce and limited public-private
information sharing.

Various Cyber Threat
Actors Are Increasingly
Capable of Attacking the
Grid

A variety of threat actors pose significant cybersecurity threats to the
electric grid, and many of these threat actors are becoming increasingly
adept at carrying out attacks on industrial control systems, such as those
supporting grid operations. Relatedly, the skill needed to attack industrial

363ection 13(b) of the Federal Energy Administration Act of 1974 (Public Law 93-275).

In July 2018, FERC directed NERC to modify its cybersecurity standards to lower the
threshold for reporting cybersecurity events to NERC.
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Nations

control systems is decreasing, as tools for exploiting industrial control
system vulnerabilities become more available.

According to the 2019 Worldwide Threat Assessment of the U.S.
Intelligence Community, nations, criminal groups, and terrorists pose the
most significant cyber threats to U.S. critical infrastructure.3® In addition,
hackers and hacktivists, as well as insiders, pose significant cyber threats
to the grid, according to officials and representatives of key federal and
nonfederal entities whom we interviewed.

Nations, including nation-state, state-sponsored, and state-sanctioned
groups or programs, use cyber tools as part of their information-gathering
and espionage activities. According to the 2019 Worldwide Threat
Assessment, China and Russia pose the greatest cyberattack threats;°
of particular concern, they possess the ability to launch cyberattacks that
could cause localized, temporary disruptive effects on critical
infrastructure. For example, the assessment states that China has the
ability to disrupt a natural gas pipeline for days to weeks (which could in
turn disrupt grid operations), and Russia has the ability to disrupt an
electrical distribution network for at least a few hours. The assessment
also states that Russia is mapping U.S. critical infrastructure with the
long-term goal of being able to cause substantial damage. Separately,
DHS and the Federal Bureau of Investigation have described Russian

38The assessment also noted that the growing availability and use of publicly and
commercially available cyber tools is increasing the overall volume of unattributed cyber
activity around the world.

39The assessment also states that Iran is attempting to deploy cyberattack capabilities
that would enable attacks against critical infrastructure, and that North Korea retains the
ability to conduct disruptive cyberattacks.
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Criminal Groups

activities as an intrusion campaign by actors on U.S. government entities
and critical infrastructure organizations.*

In addition, a nation-state has successfully demonstrated its capability to
disrupt the grid of another country. Specifically, according to the Office of
the Director of National Intelligence, in December 2015 a state-sponsored
actor conducted a cyberattack on the Ukrainian power grid that
systematically disconnected substations, resulting in a power outage that
lasted 3 hours.*'

Officials and representatives of key federal and nonfederal entities we
interviewed identified nations as the most capable threat actor but also
noted that nations may not take action to disrupt the U.S. grid. For
example, representatives from two utilities stated that nation-state actors
are of the most concern because they have the resources to persist in
their operations. However, officials from Los Alamos National Laboratory
explained that nation-states may choose not to sponsor an attack
because they could be easily identified. In addition, a representative from
one of the utilities that we met with stated that nation-states may not
pursue a cyberattack on the U.S. grid because they may be concerned
about the potential response by the United States. Federal officials we
interviewed noted that nation-states may be interested in gathering
information about U.S. critical infrastructure with the intent of conducting a
cyberattack at a later date.

Criminal groups, including organized crime organizations, seek to use
cyberattacks for monetary gain. According to the 2019 Worldwide Threat
Assessment, financially motivated cyber criminals will likely expand their

40Specifically, DHS’s National Cybersecurity and Communications Integration Center and
the Federal Bureau of Investigation characterized the intrusions as a Russian multi-stage
intrusion campaign by actors on U.S. government entities and organizations within the
energy, nuclear, commercial facilities, water, aviation, and critical manufacturing sectors.
According to the agencies, the campaign targeted small commercial facilities’ networks
where they staged malware, conducted spear phishing, and gained remote access into
energy sector networks. After obtaining access, the actors conducted network
reconnaissance, moved laterally, and collected information pertaining to industrial control
systems. Federal Bureau of Investigation and National Cybersecurity and
Communications Integration Center, Russian Government Cyber Activity Targeting
Energy and Other Critical Infrastructure Sectors, TA18-074A (Washington, D.C.: March
16, 2018 [revised]).

410ffice of the Director of National Intelligence. NFCA/E-ISAC Rapid Deployment Project,
accessed March 4, 2019, https://www.dni.gov/index.php/who-we-are/organizations/ise/ise-
archive/ise-blog/2510-nfca-e-isac-rapid-deployment-project.
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Terrorists

targets in the United States in the next few years, and their actions could
disrupt critical infrastructure in non-energy sectors.

The intelligence community does not identify criminal groups as a threat
specifically to the energy sector, but these groups could still have a large
impact on the grid. For example, criminal organizations often use
ransomware—malicious software used to deny access to IT systems or
data—to hold systems or data hostage until a ransom is paid. Criminal
groups have not used ransomware to target industrial control systems,
but ransomware has been used to infect IT systems tied to industrial
control systems. For example, the Center for Internet Security reported in
March 2019 that the LockerGoga ransomware disrupted industrial and
manufacturing firms’ networks, including a Norwegian aluminum
company, which had to temporarily move to manual production.*?
According to DHS’s Industrial Control Systems Computer Emergency
Response Team, ransomware continues to be a major threat to both IT
and industrial control systems that support the grid.

In addition, officials and representatives of key federal and nonfederal
entities we interviewed suggested that nations could hire criminal groups
to achieve their objectives. For example, an official from the National
Renewable Energy Laboratory stated that criminal groups could be
leveraged by other threat actors that have different incentives, such as
nations focused on intelligence-gathering operations.

Terrorists seek to destroy, incapacitate, or exploit critical infrastructures in
order to threaten national security, inflict mass casualties, weaken the
economy, and damage public morale and confidence. Terrorist groups
may be highly motivated to disrupt or damage the grid, but they do not
currently have the sophisticated tools or skill necessary to execute a
cyberattack that could cause a widespread outage or significantly
damage the power system, according to the 2019 Worldwide Threat
Assessment. However, terrorist groups could cause disruptive effects,
such as defacing websites or executing denial-of-service attacks*® against
poorly protected networks.

42Center for Internet Security, Security Primer — LockerGoga, accessed May 2, 2019,
https://www.cisecurity.org/white-papers/security-primer-lockergoga/.

43According to NIST, a denial-of-service attack prevents authorized access to resources
or delays time-critical operations.
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Hackers and Hacktivists

Insiders

Hackers break into networks for a challenge, revenge, stalking, or
monetary gain, among other reasons. By contrast, hacktivists are
ideologically motivated and use cyber exploits to further political goals,
such as free speech or to make a point. Hackers and hacktivists no
longer need a great amount of skill to compromise IT systems because
they can download commonly available attack tools.

Officials and representatives of key federal and nonfederal entities we
interviewed told us that hackers and hacktivists may have less capability
to do harm than the most significant threat actors identified by the
intelligence community, but they still pose a threat to the grid. For
example, officials from the National Energy Technology Laboratory
explained that while hacktivists generally are less capable than nations,
their intent to inflict harm or to damage operations is typically more
immediate than nations’ longer-term goals. In addition, representatives
from nonfederal entities stated that hacktivists may be capable of causing
problems for electric utilities and systems supporting the delivery of
power.

Insiders are entities (e.g., employees, contractors, vendors) with
authorized access to an information system or enterprise who have the
potential to cause harm through destruction, disclosure, modification of
data, or denial of service. Such destruction can occur wittingly or
unwittingly. For example, in 2009, a disgruntled former IT employee of a
Texas power plant allegedly disrupted the company’s energy forecast
system when the company failed to deactivate the employee’s account
access and confiscate his company-issued laptop after firing him two
days earlier.

By contrast, in another case in 2009, contractors were reported to have
unwittingly introduced malware on a uranium enrichment facility’s
workstations in Iran. Specifically, the attackers introduced malware on the
contractor’s business network. The malware then reportedly spread to
universal serial bus (USB) devices that were used to transfer information
between the contractors’ business IT network and the uranium
enrichment facility’s workstations.**

44Kim Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World’s First Digital
Weapon (New York, N.Y.: Crown Publishing Group, 2014).
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Officials and representatives of key federal and nonfederal entities that
we interviewed stated that while the threat posed by insiders varies, they
could cause damaging effects. For example, Sandia National
Laboratories officials explained that insiders could include knowledgeable
employees with privileged access to critical systems or contractors with
limited system knowledge. Further, representatives from another
nonfederal entity explained that insider threats are a concern because of
the economically valuable information they could steal.

The Grid Is Becoming
More Vulnerable to
Cyberattacks

Industrial Control Systems

The electric grid is becoming more vulnerable to cyberattacks via (1)
industrial control systems, (2) consumer Internet of Things (IoT)*® devices
connected to the grid’s distribution network, and (3) the global positioning
system (GPS).4¢

As previously noted, cheaper and more widely available devices that use
traditional IT networking protocols are being integrated into industrial
control systems. The use of these protocols, as well as traditional IT
computers and operating systems, has led to a larger cyberattack
surface—the different points in a network where attackers can try to enter
or extract information—for the grid’s systems.

In particular, many industrial control system devices include remote
access capabilities, and industrial control systems are increasingly
connected to corporate business networks.

« Remote access capabilities. Vendors are increasingly including
remote access capabilities, including modems and wireless
networking, as part of industrial control system devices. These
capabilities are susceptible to exploitation by malicious actors. For
example, malicious actors could scan a range of potential telephone
numbers common to an area or published on a company website to
find open modem connections to these devices (referred to as “war
dialing”). In addition, malicious actors could scan for unsecured

BloT is generally defined as the concept of connecting and interacting through a network
with a broad array of “smart” devices, such as building energy management systems,
thermostats, or electric vehicle charging stations.

46GPSis a global positioning, navigation, and timing system consisting of space, ground
control, and user equipment segments that support the broadcasts of military and civil
GPS signals.
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wireless networks connected to industrial control system devices
while in close proximity to the devices (referred to as “war driving”).*

If implemented effectively, modern cybersecurity practices often
protect against techniques used to remotely access industrial control
system devices, and only allow trusted connections. However, to
circumvent these practices, a malicious actor could, for example,
compromise a vendor’s network—which is often trusted by owners
and operators—and use the trusted connection to remotely connect to
industrial control system devices.*®

« Connections to corporate business networks. Industrial control
systems, which were once largely isolated from the internet and
business IT systems, are increasingly connected in modern energy
systems, allowing cyberattacks to originate in business IT systems
and migrate to industrial control systems. For example, malicious
nation-state actors used spear phishing*® emails to deploy malware
on business IT networks in the 2015 attack on Ukrainian electricity
utilities. After gaining initial access to the business IT networks, the
attackers reportedly used a variety of techniques to migrate to the
industrial control system networks of the utilities.

Moreover, even if industrial control systems are not physically
connected to business IT systems, malicious actors can exploit the
use of removable media between the two networks. For example, as
previously mentioned, contractors were reported to have unwittingly
introduced malware on uranium enrichment facility workstations in
Iran by using USB devices that were infected with the malware on the

4TIn addition to “war driving” and “war dialing,” websites with search engine capabilities
may provide information regarding unsecured industrial control system devices. For
example, the website Shodan gathers data on unsecured industrial control system devices
such as location and system software.

48For example, according to a 2014 alert from DHS’s Industrial Control Systems Computer
Emergency Response Team, attackers infected software installers on industrial control
system vendor websites with a software Trojan known as Havex for the purpose of
infecting devices across several critical infrastructures. According to the alert, these
techniques could have allowed the attackers to access the networks of systems that
installed the infected software. Department of Homeland Security, Industrial Control
Systems Computer Emergency Response Team, ICS Focused Malware (Update A), ICS-
ALERT-14-178-01 (Washington, D.C.: Last revised August 22, 2018).

49Spear phishing is a colloquial term that can be used to describe any highly targeted
phishing attack. A phishing attack is a technique for attempting to acquire sensitive data,
such as bank account numbers, through a fraudulent solicitation in email or on a website,
in which the perpetrator masquerades as a legitimate business or reputable person.
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contractors’ business IT network to transfer information to the uranium
enrichment facility’s workstations.

Figure 3 illustrates how malicious actors could leverage this increasing
attack surface to compromise industrial control systems.
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Figure 3: Potential Ways an Attacker Could Compromise Industrial Control System Devices
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Compounding the risk associated with the increased attack surface, many
legacy industrial control systems were not designed with cybersecurity
protections because they were not intended to be connected to networks,
such as the internet. For example, many legacy devices are not able to
authenticate commands to ensure that they have been sent from a valid
user and may not be capable of running modern encryption protocols. In
addition, some legacy devices do not have the capability to log
commands sent to the devices, making it more difficult to detect malicious
activity.

Additionally, even in the case of more modern devices, the safety and
efficiency goals of the grid and the supporting industrial control systems
can conflict with the goal of security in the design and operation of
industrial control systems. According to an Idaho National Laboratory
analysis, grid owners and operators may not always be able to identify
industrial control system vulnerabilities in a timely manner.*® Vulnerability
scanning is often used in IT systems to validate proper system
configuration and to identify any vulnerabilities that may be present.
However, conventional IT vulnerability scanning can disable or shut down
energy delivery systems, and testing may not always detect vulnerabilities
deep within industrial control system software.

Further, even if owners and operators are able to identify industrial control
system cybersecurity vulnerabilities, they may not be able to address
those vulnerabilities in a timely manner because certain industrial control
system devices may have high availability requirements to support grid
operations. These devices typically need to be taken offline to apply
patches to fix cybersecurity vulnerabilities. In addition, grid owners and
operators need to rigorously test the patches before applying them.
Security patches are typically tested by vendors, but they can degrade or
alter the functionality of industrial control systems, which can have
serious consequences for grid operations.

Consequently, there is increased risk that malicious actors may be able to
exploit vulnerabilities in industrial control system devices before patches
can be applied. According to DHS, the number of vulnerability advisories
for industrial control systems devices has steadily increased, from 17
advisories in 2010 to 223 advisories in 2018 (see fig. 4).

SOpission Support Center, Idaho National Laboratory, INL/EXT-16-40692, Cyber Threat
and Vulnerability Analysis of the U.S. Electric Sector (August 2016).
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Figure 4: Department of Homeland Security Vulnerability Advisories for Industrial
Control System Devices, 2010 through 2018
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Moreover, supply chains for industrial control systems can introduce
vulnerabilities that could be exploited for a cyberattack.®' For example,
there is a potential for manufacturers and developers to—wittingly or
unwittingly—include unauthorized code or malware in industrial control
system devices and systems that provides a back door into the
equipment or that allows the program to “call home” once installed.
Further, manufacturers and software developers create their products in
many different locations around the world, thus making them potentially
susceptible to foreign-based threats. For example, a capable nation-state
could gather useful information on the types of equipment used at a
particular utility with the intent to undermine security controls at a later
time.

In addition, manufacturers and developers have made sensitive
information publicly available regarding the operation of their hardware
and software. For example, manufacturers and developers have
published vendor manuals, which include information such as default

51Supply chains are a linked set of resources and processes between acquirers,
integrators, and suppliers that begin with the design of products and services and extend
through development, sourcing, manufacturing, handling, and delivery of products and
services to the acquirer.
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Consumer loT Devices
Connected to the Grid

passwords and operating instructions. These manuals often appear on
the internet and can aid malicious actors in conducting cyberattacks on
industrial control systems.

Researchers and federal agencies have recently identified concerns
about the potential introduction of cyber vulnerabilities to the grid through
the connection of consumer loT devices to the grid’s distribution network.
For example, university researchers in 2018 used large, real-world grid
models to simulate the feasibility and impact on the grid of a coordinated
cyberattack on smart home appliances.%? Specifically, the researchers
found that malicious threat actors could compromise a large number of
high-wattage IoT devices (e.g., air conditioners and heaters) and turn
them into a botnet—a network of devices infected with malicious software
and controlled as a group without the owners’ knowledge.*

The malicious actors could then use the botnet to launch a coordinated
attack aimed at manipulating the demand across distribution grids. For
example, according to the researchers, one such attack could involve
synchronously switching on all of the compromised devices. Such an
attack could disrupt the balance of power generation and consumption
and ultimately cause an outage.

An official from the National Renewable Energy Laboratory explained that
the likelihood of attacks on the distribution network using loT devices is
low but could increase in the future. In particular, the official explained
that the wattage needed to create a significant disruption in the balance of
supply and demand would require a botnet of tens of thousands of smart
appliances. Botnets of this size have been created,®* but the laboratory
official explained that it would be very difficult to manipulate all of those
devices to turn on at precisely the same time. However, the official
cautioned that such an attack could become more plausible in the future

523 Soltan, P. Mittal, and H.V. Poor, BlackloT: loT Botnet of High Wattage Devices Can
Disrupt the Power Grid, 27" USENIX Security Symposium, Baltimore, MD, August 15 —
17, 2018.

53The official at the National Renewable Energy Laboratory suggested that a vulnerability
introduced into the firmware distributed by a vendor could plausibly be exploited by a
malicious actor’'s malware to create a botnet of smart appliances.

54According to a DHS alert, the purported Mirai botnet author claimed that over 380,000
loT devices were enslaved by the Mirai malware. Department of Homeland Security,
Heightened DDoS Threat Posed by Mirai and Other Botnets, Alert TA16-288A
(Washington, D.C.: Last revised October 17, 2017).
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Global Positioning System
Vulnerability

as additional high-wattage systems and devices, such as building energy
management systems and electric vehicles, are connected to the internet.

The grid is dependent on GPS timing to monitor and control generation,
transmission, and distribution functions. According to DOE, the GPS
signal is susceptible to exploitation by malicious actors. For example, a
malicious actor could inject a counterfeit GPS signal (known as GPS
spoofing) that could result in disruptions to grid operations.

U.S. Cybersecurity
Incidents Reportedly Have
Not Caused Power
Outages, and the Potential
Impacts from a
Cyberattack Are Uncertain

According to the three entities responsible for collecting information on
cybersecurity incidents that affect the electric grid—DHS, DOE, and
NERC—none of the cybersecurity incidents reported in the United States
have disrupted the reliability or availability of the grid, and none have
resulted in a power outage.®®

Even though cyber incidents involving the grid reportedly have not caused
power outages in the United States, cyberattacks on foreign industrial
control systems have resulted in power outages. For example, in
December 2015, malicious actors linked by Ukrainian officials to the
Russian government conducted cyberattacks on three Ukrainian power
distribution operators, resulting in a loss of power for about 225,000
customers.%® GAO did not find evidence that these attacks physically
damaged grid components, but cyberattacks on industrial control systems
in other sectors demonstrates that this is possible. For example, in 2014,
malicious cyber actors compromised industrial control systems and
caused failures that led to massive damage to a blast furnace at a
German steel mill.

Further, federal agencies have performed three assessments of the
potential impacts of cyberattacks on the industrial control systems
supporting the grid. Specifically, DOE and FERC have conducted three

5SFrom 2014 through 2018, grid owners and operators reported 17 events to DOE that
were initially believed to be caused by cyber-related activity. However, according to DOE,
after further analysis of the 17 events, only four were determined to be related to
cybersecurity, and none disrupted the reliability or availability of the grid or resulted in a
power outage.

56Department of Homeland Security, Industrial Control Systems, Cyber-Attack Against
Ukrainian Critical Infrastructure, IR-ALERT-H-16-056-01 (Aug. 23, 2018 [revised]). The
press reported that cyberattacks in December 2016 used advanced malware to target an
electric power transmission system in the Ukrainian capital, Kiev, which resulted in a
power outage of one-fifth of a gigawatt.
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assessments of the potential impact of cyberattacks on the grid at the
scale of multiple system operators through the scale of an
interconnection. The two DOE assessments—which according to DOE
officials are early drafts and have not gone through intra-agency review—
focused on the impact of a cyberattack within a single interconnection and
produced varying reports of the potential scale of power outages that
could result from a cyberattack.®” The remaining assessment—which
FERC conducted in 2013—reviewed the impact of a cyber or physical
attack on all three interconnections and concluded that an attack could
result in a widespread blackout spanning the contiguous United States.
Table 1 below describes the three assessments.

____________________________________________________________________________________________________________________________|
Table 1: Federal Assessments of Cyberattacks and Electric Grid Operation Impacts of National Significance

Federal Assessment Year Scope Scale of power outage
Federal Energy Regulatory 2013 All three interconnections  The assessment assumed that attackers disabled power
Commission (FERC), availability at key substations. According to FERC'’s
Identifying Electrically assessment, a loss of a small number of specific generators or
Significant Locations on the substations in each interconnection could result in a
Bulk Power System widespread blackout.
Argonne National Laboratory, 2017 Eastern Interconnection—  The assessment assumed that multiple power plants were
Analysis of Electricity specifically, Federal damaged and removed from service by a cyberattack,
Transfer Capabilities among Emergency Management resulting in the abrupt loss of significant generating capacity.
Region V Regional Agency Region V, which The sudden loss of generation would cause a large portion of
Transmission Organizations® covers six states and spans the Eastern Interconnection to collapse, resulting in outages in
three North American various parts of the grid. Specifically, the draft assessment
Electric Reliability identified that most of the Federal Emergency Management
Corporation regions Agency region’s electricity demand would be unserved,
resulting in widespread outages across much of the six-state
region.

S'DOE reported on the results of one of these two draft assessments—the 2017 edition of
the Electricity Subsector Risk Characterization Study—in its 2017 Assessment of
Electricity Disruption Incident Capabilities, which was developed in response to Executive
Order 13800. The other draft assessment was conducted by DOE’s Argonne National
Laboratory for the Federal Emergency Management Agency.
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Federal Assessment Year Scope Scale of power outage

Department of Energy (DOE), 2017, Western Interconnection The first annual draft assessment in 2017 evaluated three
Office of Infrastructure 2018, cyberattack scenarios and assumed a worst-case scenario of
Security and Energy 2019 a loss of multiple gigawatts. The 2017 draft assessment
Restoration, Electricity concluded that a cyberattack resulting in the loss of a relatively
Subsector Risk small amount of gigawatts could occur with a likelihood of

Characterization Study®

about eight times per year, while the loss of a more substantial
amount of gigawatts had a likelihood of occurring about once
in 100 years. DOE’s 2018 draft assessment evaluated seven
cyberattack scenarios and revised its estimate to be that the
loss of the more substantial amount of gigawatts had
increased to an average likelihood of occurring nearly once
every 10 years. DOE’s 2019 draft assessment maintained the
same seven attack scenarios and concluded that the loss of
the more substantial amount of gigawatts had an average
likelihood of occurring about once in 100 years, while the loss
of the relatively small amount of gigawatts decreased to about
once every 2 years.

Source: GAO analysis of agency documents. | GAO-19-332

®According to DOE officials, this assessment is an early draft that has not gone through intra-agency
review.

However, because of limitations in the three federal assessments, the
scale of any power outages that may result from a cyberattack is
uncertain. In particular:

Federal agencies have conducted one study—FERC’s 2013 study—
that assesses the potential impact of a coordinated attack in each of
the three interconnections. However, in 2015, DOE officials raised
concerns about the scenario and related assumptions used in that
study that called into question the findings. Specifically, at that time,
DOE officials reported that they found several of the scenario’s
assumptions highly unlikely, including peak capabilities at all targeted
generation stations at the time of an attack and the loss of all safety
systems designed to prevent the consequences described in the
analysis. Further, DOE officials reported that they found the study’s
scenarios even more unlikely to result in a total loss of power or any
other consequence that could be reasonably expected to result in
damage to national security.%®

The 2017 assessment conducted by DOE’s Argonne National
Laboratory was limited in scope to a six-state region. In addition, the

58According to DOE officials, DOE’s current position is that the study’s assumptions,
methodology, and findings were accurate for their intended purpose, and DOE is
considering them in the context of its current analyses.
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assessment focused on a single cyberattack scenario and noted that
many other grid cyberattack methods and outcomes were possible.

« The 2017, 2018, and 2019 editions of DOE’s draft Electricity
Subsector Risk Characterization Study have significant
methodological limitations. Specifically, officials from Lawrence
Livermore National Laboratory who were contracted to perform the
analyses cautioned that they used a reduced model of the Western
Interconnection as it existed around 1980 and emphasized that their
methodology should not be used to predict the behavior of the actual
bulk power system. For example, those researchers told us that their
selected model of the Western Interconnection had less than a
quarter of its actual capacity in 2018.

The DOE official responsible for the studies said that the assumption
for the worst-case scenario was from that official’'s professional
judgement, not a documented analysis. Later, officials at Sandia
National Laboratories told us that the worst-case scenario in the DOE
draft study was a point solution used as a proof of concept, that the
study was not of a high level of rigor, and that the assumptions may
not represent a vulnerability in the actual bulk power system. Further,
the DOE methodology assumed that all assets removed from service
were treated equally; accordingly, the researchers did not distinguish
the loss of specific assets (such as a substation or transmission line)
in the calculation of attack difficulty and likelihood.

Because of these limitations, some of the draft studies’ conclusions
may not be realistic. For example, one of DOE’s major conclusions in
the 2017 Risk Characterization Study—that a cyberattack may result
in a relatively small loss of load in the United States about 8 times per
year—may not be plausible because there have not been any
reported cyberattacks that have caused an outage in the United
States.%® In addition, the three draft DOE studies have widely varying
conclusions on the likelihood of cyberattacks across the selected
range of loss of load. For example, the 2018 draft study concluded
that a cyberattack resulting in a more substantial loss of load had an
average likelihood of occurring nearly once every 10 years, while the
2019 draft study concluded that such an attack would occur about
once every 100 years. According to a DOE official, there is no
documentation of the technical basis for the significant changes in the

59Fur’[her, the likelihood of such a loss decreased by more than a factor of 10 between the
2017 and 2019 draft reports.
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assessment outcomes between the 2017 and 2018 draft studies and
between the 2018 and 2019 draft studies. In addition, DOE officials
told us that all three studies are early drafts and have not gone
through intra-agency review.®

Moreover, none of the federal assessments reviewed the risk associated
with a cyberattack involving a botnet of high-wattage consumer loT
devices. As previously mentioned, university researchers demonstrated
that malicious actors could use a botnet of IoT devices to launch a
coordinated attack aimed at manipulating the demand on distribution
systems across the grid. A federal official we interviewed agreed that
such an attack could occur and could disrupt grid distribution systems—
especially as additional high-wattage systems become connected to the
internet—but they said it is unclear what impact, if any, such attacks could
have on the reliability of the bulk power system.

Grid Entities Reported
Facing Challenges in
Addressing Cybersecurity
Risks

Hiring a Sufficient
Cybersecurity Workforce

Officials and representatives of key federal and nonfederal entities we
interviewed generally identified five significant challenges grid owners and
operators face in addressing cybersecurity risks: (1) difficulties in hiring a
sufficient cybersecurity workforce, (2) limited public-private information
sharing of classified information, (3) limited resources to invest in
cybersecurity protections, (4) reliance on other critical infrastructure that
may be vulnerable to cyberattacks, and (5) uncertainties about how to
implement cybersecurity standards and guidance.

Officials and representatives of key federal and nonfederal entities we
interviewed identified difficulties in hiring a sufficient cybersecurity
workforce as a significant challenge to addressing cybersecurity risks to
the grid. For example, a representative of a nonfederal entity told us that
there are a limited number of trained cybersecurity personnel interested in
working in the energy sector. The representative added that there are a
large number of vacancies for cybersecurity positions and that they are
difficult to fill due to the limited amount of available talent and
organizational resource constraints, such as providing salaries that are
competitive with other sectors. A laboratory official commented that larger
grid entities are able to attract the maijority of skilled cybersecurity
professionals, leaving smaller entities with less skilled personnel. Further,

80poE reported on the results of the 2017 draft study in its 2017 Assessment of Electricity
Disruption Incident Capabilities, which was developed in response to Executive Order
13800.
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Limited Public-Private Sharing
of Classified Information

Limited Resources to Invest in
Cybersecurity Protections

an asset owner explained that training personnel so that they have
sufficient cybersecurity knowledge and skills is difficult, and the requisite
knowledge of industrial control systems further complicates training these
personnel.

DOE has also identified difficulties in hiring a sufficient cybersecurity
workforce as a challenge. Specifically, according to DOE’s Assessment of
Electricity Disruption Incident Response Capabilities, the electricity
subsector continues to face challenges in recruiting and maintaining
experts with strong knowledge of cybersecurity practices as well as
knowledge of industrial control systems supporting the grid.

Officials and representatives of key federal and nonfederal entities we
interviewed identified limited public-private sharing of classified
information, including the sharing of threat intelligence, as a significant
challenge to addressing cybersecurity risks to the grid. For example, a
laboratory official told us that many grid owners and operators do not
have security clearances. Consequently, the official explained, deeming
information on certain cybersecurity threats to the grid to be “classified”
leaves many utilities without the awareness to address those threats to
the grid. The official added that when details are removed from classified
threat intelligence in order to develop an unclassified alert, that alert often
lacks the specific information utilities need to address the threat.

Asset owners told us that, even for those grid owners and operators who
are permitted to initiate the clearance process, it can take an extended
period of time to complete the associated adjudication to obtain that
clearance. In addition, two asset owners noted that, even after clearances
have been received and fully adjudicated, it is often difficult to obtain
access to secure locations to review classified information.

DOE has also identified limited public-private information sharing as a
challenge. Specifically, according to DOE’s Assessment of Electricity
Disruption Incident Response Capabilities, the bidirectional flow of
information and intelligence between industry and government has been
highlighted by stakeholders as a continued challenge for the electricity
subsector. The assessment explains that the sharing of information is
impeded by the slow adoption of automated capabilities and the difficultly
of sharing classified information between government and industry—
particularly in real time during an incident.

Officials and representatives of key federal and nonfederal entities
identified limited resources for cybersecurity protections as a challenge to
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Reliance on Other Critical
Infrastructure That May Be
Vulnerable to Cyberattacks

Uncertainties about
Implementation of
Cybersecurity Standards and
Guidance

addressing cybersecurity risks to the grid. In particular, most of the asset
owners that we met with stated that it can be costly to implement required
cybersecurity protections. In addition, officials and representatives of key
federal and nonfederal entities that we spoke with explained that costs—
including those for cybersecurity protections—must be recovered through
electric rates to customers. As a result, a laboratory official explained that
many utilities prioritize cybersecurity protections that are the most cost-
effective over protections that may be needed to address risks.

Officials and representatives of key federal nonfederal entities we
interviewed identified the grid’s reliance on other critical infrastructure
(e.g., natural gas pipelines) that may be vulnerable to cyberattacks as a
challenge to addressing cybersecurity risks to the grid.®' For example, a
representative of a nonfederal entity stated that the electricity subsector
inherits cybersecurity risks from other critical infrastructures, since the
electricity subsector relies on those critical infrastructures for its own
operations. As such, that representative added that it is difficult to
holistically determine how vulnerable the grid may be to a cyberattack. In
addition, as previously mentioned, according to the 2019 Worldwide
Threat Assessment, China has the ability to disrupt a natural gas pipeline
for days to weeks.

Officials and representatives of key federal and nonfederal entities we
interviewed identified uncertainties about how to implement cybersecurity
standards and guidance as a challenge to addressing cybersecurity risks
to the grid. In particular, several representatives noted that these
uncertainties have led their organizations to devote additional resources
to implementing the standards and guidance. For example, one asset
owner explained that FERC-approved cybersecurity standards do not
always include details that are needed to understand how they apply to
that owner’s environment. In addition, another asset owner stated that
significant time and effort is required to understand the standards and
how they might be implemented.

5"In December 2018, we reported that pipelines used to transport natural gas—the largest
source of U.S. electricity generation in 2018, accounting for about 35 percent of the
nation’s electricity—are vulnerable to cyberattacks. GAO, Critical Infrastructure Protection:
Actions Needed to Address Significant Weaknesses in TSA’s Pipeline Security Program
Management, GAO-19-48 (Washington, D.C.: Dec. 19, 2018).
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Federal Agencies
Have Performed a
Variety of Activities
Aimed at Addressing
Grid Cybersecurity
Risks

DOE, DHS, and other federal agencies have performed a variety of
critical infrastructure protection activities aimed at addressing grid
cybersecurity risks, including implementing programs that help protect
grid systems from cybersecurity threats and vulnerabilities. In addition,
FERC has performed a variety of regulatory activities aimed at
addressing grid cybersecurity risks, such as approving mandatory
cybersecurity standards for the bulk power system.

DOE, DHS, and Other
Agencies Have
Undertaken Critical
Infrastructure Protection
Activities Aimed at
Addressing Grid
Cybersecurity Risks

DOE, DHS, and other federal agencies have performed a variety of
critical infrastructure protection activities aimed at addressing grid
cybersecurity risks. These activities generally align with the functions in
the NIST Cybersecurity Framework, which include (1) protecting systems
to mitigate cybersecurity threats and vulnerabilities; (2) identifying
cybersecurity threats and vulnerabilities and detecting potential
cybersecurity incidents; and (3) responding to and recovering from such
incidents.52

Protecting systems to mitigate cybersecurity threats and
vulnerabilities

Federal agencies assist grid asset owners and operators in implementing
protections that mitigate cybersecurity risks by providing capabilities
aimed at preventing cybersecurity intrusions and offering training and
guidance on cybersecurity practices. For example, DHS’s Enhanced
Cybersecurity Services program provides intrusion-prevention capabilities
to U.S.-based entities and to state, local, tribal, and territorial
organizations. To carry out this voluntary program, DHS provides
classified and unclassified threat information to designated commercial
service providers. These providers use the information to block access to
(1) specific malicious internet addresses and (2) email with specific
malicious criteria.

NIST, DHS, and DOE also provide cybersecurity training and guidance.
For example, NIST has developed numerous special publications on
cybersecurity protections for IT and industrial control systems, such as
the previously mentioned Cybersecurity Framework and its Guide to

52National Institute of Standards and Technology, Cybersecurity Framework.
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Industrial Control Systems.®® In addition, DHS provides in-person and
online training on leading cybersecurity practices for industrial control
systems through its National Cybersecurity and Communications
Integration Center.

Lastly, DHS has taken initial steps to help grid entities manage supply
chain cybersecurity risks. For example, in July 2018 DHS created a
public-private partnership, known as the Supply Chain Risk Management
Task Force. The task force aims to examine risks to the global
information and communications technology supply chain and develop
consensus recommendations to manage such risks.

Identifying cybersecurity threats and vulnerabilities and detecting
potential cybersecurity incidents

Federal agencies help grid entities identify cybersecurity risks and detect
incidents by providing threat and vulnerability information, performing risk
assessments, performing forensic analysis, and conducting research. For
example, DOE piloted and launched the Cybersecurity Risk Information
Sharing Program, which is now managed by the Electricity Information
Sharing and Analysis Center. It provides a voluntary, bi-directional public-
private IT data sharing and analysis platform. Using both classified and
unclassified sources, DOE’s Pacific Northwest National Laboratory
analyzes the information to (1) identify threat patterns and attack
indicators, and (2) deliver alerts to owners and operators. In addition,
DHS’s Automated Indicator Sharing program provides a server housed at
each participant’s location that can be used to exchange threat indicators
with the department’s National Cybersecurity and Communications
Integration Center. Further, the center provides asset owners with alerts,
advisories, and situational reports, including information on threats,
vulnerabilities, or activity that could affect IT or industrial control system
networks.

DOE and DHS also offer services aimed at helping grid owners and
operators assess cybersecurity risks and perform forensic analysis. For
example, DOE has an evaluation tool known as the Electricity
Cybersecurity Capability Maturity Model that aims to help the electricity

83National Institute of Standards and Technology, Cybersecurity Framework and Guide to
Industrial Control Systems (ICS) Security, NIST 800-62 Rev. 2 (Gaithersburg, MD: May
2015).
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industry evaluate, prioritize, and improve its cybersecurity capabilities.®
In addition, DHS offers technical assessments through its National
Cybersecurity and Assessment and Technical Services Team that can
help identify vulnerabilities and simulate a malicious adversary. Further,
DHS can review potential cybersecurity incident artifacts, such as
malware, phishing emails, and network logs, at its National Cybersecurity
and Communications Integration Center to determine the existence or
extent of a cybersecurity threat or incident.

Moreover, DOE’s Cybersecurity for Energy Delivery Systems program
sponsors grid cybersecurity research through DOE’s national
laboratories. For example:

« Oak Ridge National Laboratory has conducted research on
mechanisms that could help critical infrastructure entities better detect
vulnerabilities in software used in industrial control systems.

« Four national laboratories have engaged in a project that aims to
improve the capability of grid entities to collect and analyze data from
their industrial control system networks and detect cybersecurity
incidents.%°

« Oak Ridge National Laboratory and Pacific Northwest National
Laboratory have a joint project to develop mechanisms for more
quickly detecting and eradicating malware on industrial control
systems.

Responding to and recovering from cybersecurity incidents

Federal agencies have developed policies, strategies, and plans to define
their roles and responsibilities for responding to and recovering from grid
cybersecurity incidents. In particular, DHS has responsibility for leading
the federal effort to mitigate or lessen the impact of such incidents, the
Department of Justice has responsibility for the federal law enforcement
response to the threats, and DOE has authority, in designated
emergencies, to impose measures to restore the reliability of critical

64As another example, DHS offers two checklist-based risk assessments—the Cyber
Resilience Review and the Cybersecurity Evaluation Tool—to evaluate IT and industrial
control system cybersecurity practices.

85The four national laboratories engaged in the pilot are Idaho National Laboratory,
Argonne National Laboratory, Oak Ridge National Laboratory, and Pacific Northwest
National Laboratory.
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electric infrastructure. DOE is also responsible for coordinating the energy
sector-specific response with DHS and the Department of Justice.%°

Federal agencies have also taken steps to help prepare asset owners for
cyber response and recovery efforts. For instance, DHS has worked with
nonfederal entities to simulate response and recovery efforts to a
cyberattack through exercises such as Cyber Storm.®” In addition, DOE,
in conjunction with the National Association of State Energy Officials, has
conducted regional energy assurance exercises. These exercises aim to
promote state and local preparedness and resilience for future energy
emergencies stemming from a cyber incident.

FERC Has Performed
Regulatory Activities
Aimed at Addressing Grid
Cybersecurity Risks

FERC has performed a variety of regulatory activities aimed at
addressing grid cybersecurity risks. These activities include (1) approving
mandatory cybersecurity standards for the bulk power system, (2)
enforcing regulatory requirements through imposition of civil penalties, (3)
auditing the performance of the electric reliability organization—NERC—
and its regional entities, and (4) auditing bulk power entities for
compliance with the mandatory cybersecurity standards.

« Approve mandatory cybersecurity standards. FERC has approved
mandatory reliability standards relating to cybersecurity protections.
For example, in October 2018, FERC approved a new standard to
bolster supply chain risk management protections for the nation’s bulk
electric system. This new standard, which will become enforceable in
July 2020, is intended to augment existing standards that aim to
mitigate cybersecurity risks associated with the supply chain for grid-
related cyber systems.

« Enforce regulatory requirements through imposition of civil
penalties. FERC has referred violations of its approved cybersecurity

66D(—:Apartment of Homeland Security, National Cyber Incident Response Plan, (December
2016)

67According to DHS, Cyber Storm participants perform the following activities: (1) examine
organizations’ capability to prepare for, protect from, and respond to the potential effects
of cyberattacks; (2) exercise strategic decision-making and interagency coordination of
incident response(s) in accordance with national-level policy and procedures; (3) validate
information-sharing relationships and communications paths for collecting and
disseminating cyber incident situational awareness, response, and recovery information;
and (4) examine means and processes through which to share sensitive information
across boundaries and sectors without compromising proprietary or national security
interests.
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standards to NERC to impose penalties on the bulk power entities that
committed the violations.®® For example, such a notification occurred
in January 2019 when NERC assessed a $10 million penalty based
on 127 violations of the cybersecurity standards made by an
undisclosed entity.

« Audit the performance of the electric reliability organization.
FERC has audited NERC'’s performance as the electric reliability
organization. In this audit, which it completed in 2012, FERC
evaluated NERC’s budget formulation, administration, and execution.
With respect to cybersecurity, FERC recommended that NERC (1)
assess its existing staffing levels to ensure adequate resources to
accomplish critical infrastructure protection work related to
cybersecurity and (2) devote greater resources to carrying out its
oversight duties. In 2013, FERC closed these recommendations after
reviewing NERC'’s plans for evaluating its staffing levels and its
commitment to add resources in its business plan. According to FERC
officials, FERC continues to monitor the level of resources NERC
devotes to cybersecurity oversight through its annual review of
NERC'’s budget

o Audit bulk power entities for compliance with standards. FERC
has audited bulk power entities’ compliance with its approved
cybersecurity standards. From 2016 through 2018, FERC conducted
its own independent audits of eight bulk power entities for compliance
with those standards and produced public lessons learned reports
based on the results. According to FERC officials, the agency plans to
conduct four such audits every fiscal year starting in fiscal year 2019
and to continue producing annual lessons learned reports based on
the results. In addition, since the first of the cybersecurity standards
became enforceable in 2009, FERC has observed eight NERC
regional entity-led audits a year—one in each NERC region—focused
on bulk power entity compliance with those standards.®®

88FERC has the authority to impose penalties on noncompliant bulk power entities for
violations of the approved NERC standards. In practice, FERC has referred violations to
NERC to investigate and, if warranted, penalize bulk power entities that did not comply
with the mandatory cybersecurity standards.

89There are seven NERC regions, each with a regional entity to which NERC has
delegated its authority to monitor and enforce compliance with reliability standards. There
were eight regions until 2017, when NERC dissolved one of the regional entities and
transferred its responsibilities to other regional entities.
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DOE Has Not Fully
Defined a Strategy to
Address Grid
Cybersecurity Risks
and Challenges

National strategies are critical tools used to help address longstanding
and emerging issues that affect national security and economic stability.
In 2004, we identified a set of desirable characteristics for effective
national strategies.”® These characteristics include:”

Purpose, scope, and methodology. Addresses why the strategy
was produced, the scope of its coverage, and the process by which it
was developed.

« Problem definition and risk assessment. Addresses the particular
national problems, assesses the risks to critical assets and
operations—including the threats to, and vulnerabilities of, critical
operations—and discusses the quality of data available regarding the
risk assessment.

« Goals, subordinate objectives, activities, and performance
measures. Addresses what the strategy is trying to achieve; steps to
achieve those results; and the priorities, milestones, and performance
measures that include measurable targets to gauge results and help
ensure accountability.

« Discussion of needed resources and investments. Addresses
what the strategy will cost and the types of resources and investments
needed.

« Organizational roles, responsibilities, and coordination.
Addresses who will implement the strategy, what their roles will be,
and mechanisms to coordinate their efforts.

As previously noted, the executive branch has taken steps toward
outlining a federal strategy for confronting cyber threats—including
threats to critical infrastructure such as the grid. In addition, as the sector-
specific agency, DOE has led the development of approaches to
implement the federal cybersecurity strategy for the energy sector,
including the grid. Table 2 identifies and describes these approaches—
specifically, two agency plans and an assessment—for addressing grid
cybersecurity risks and challenges.

0GAO-04-408T.

"'We did not assess the characteristic of integration and implementation because it is not
applicable to implementation plans for an overarching national strategy.
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Table 2: DOE Plans and Assessment Addressing Electric Grid Cybersecurity Risks and Challenges

Initiative Year of Description
issuance
Department of Energy 2015 This plan helps guide and integrate efforts to improve the security and resilience of the energy
(DOE) and Department sector’s critical infrastructure, including the electric grid. The plan identifies three federal
of Homeland Security priorities for enhancing the security and resilience of the grid: (1) deploying tools and
(DHS) Energy Sector- technologies to enhance awareness of potential disruptions, (2) planning and exercising
Specific Plan coordinated responses to disruptive events, and (3) ensuring actionable intelligence on threats
is communicated between government and industry in a time-sensitive manner.
DOE and DHS 2017 Developed in response to Executive Order 13800, the assessment examines the potential
Assessment of scope and duration of a prolonged power outage associated with a significant cyber incident.
Electricity Disruption Relying on DOE'’s draft 2017 DOE Electricity Subsector Risk Characterization Study, the
Incident Response assessment characterizes the potential range of load loss resulting from four cyberattack
Capabilities scenarios. The assessment also evaluates the readiness and gaps in the United States’ ability
to manage and mitigate consequences of a cyber incident against the electric subsector.
DOE Multiyear Plan for 2018 This plan lays out an integrated strategy to reduce cyber risks in the U.S. energy sector through
Energy Sector high-priority activities that are to be coordinated within DOE and with the strategies, plans, and
Cybersecurity activities of other federal agencies and the energy sector. It identifies the goals, objectives, and

activities that DOE will pursue over the next 5 years to reduce the risk of energy disruptions
from cyber incidents. It also describes how DOE will carry out its mandated cybersecurity
responsibilities and address the evolving security needs of energy owners and operators.

Source: GAO analysis of federal plans and assessment. | GAO-19-332

The two plans and the assessment do not fully address all of the key
characteristics needed for a national strategy. Collectively, the plans and
assessment fully address one characteristic—purpose, scope, and
methodology—and partially address the other four characteristics of a
national strategy (see table 3).

Table 3: Extent to Which DOE Grid Cybersecurity Plans and Assessment Address the Key Characteristics of a National
Strategy

Characteristic Department of Energy (DOE) DOE and DHS Assessment  DOE Multiyear Plan

and Department of Homeland Of Electricity Disruption for Energy Sector
Security (DHS) Energy Incident Response Cybersecurity
Sector-Specific Plan Capabilities

Purpose, scope, and methodology (] (] (]

Problem definition and risk assessment o Y Y

Goals, subordinate objectives, activities, o N/A Y

and performance measures

Resources and investments o N/A o

Roles, responsibilities, and coordination P N/A @

Legend: e—Fully addresses all aspects of the characteristic. —Partially addresses some but not all of the characteristic. -—Does not address any
aspects of the characteristic. N/A — This characteristic is not applicable because DOE’s and DHS’s Assessment of Electricity Disruption Incident
Response Capabilities was not intended to outline goals, objectives, activities, and performance measures; resources and investments; and roles,
responsibilities, and coordination.

Source: GAO analysis of federal plans and assessment. | GAO-19-332
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Purpose, scope, and methodology

The plans and assessment fully address the characteristic of outlining
their purpose, scope, and methodology. For example, the Energy Sector-
Specific Plan explains that it was produced to help integrate and guide
the sector’s continuing effort to improve the security and resilience of
critical infrastructure. In addition, the plan explains that DOE worked
closely with the Energy Sector Coordinating Council and the Energy
Sector Government Coordinating Council, among others, to develop the
plan.

Problem definition and risk assessment

The plans and the assessment partially address the characteristic of
defining the problem and performing a risk assessment. Each defines the
problems that it was intended to address and assesses cybersecurity
risks to the grid. For example, DOE’s Assessment of Electricity Disruption
Incident Response Capabilities states that it was developed in response
to Executive Order 13800’s requirement that DOE examine the potential
scope and duration of a prolonged power outage associated with a
significant cyber incident. In addition, as previously mentioned, the
assessment describes the potential range of load loss resulting from four
cyberattack scenarios.”

However, the discussion of the quality of data available regarding DOE’s
assessment is inaccurate. According to the assessment, the potential
range of load loss resulting from four cyberattack scenarios was based on
rigorous modeling and analysis from multiple DOE national laboratory
experts. However, these results were based on the 2017 Electricity
Subsector Risk Characterization Study, which as previously described,
has significant limitations affecting the quality of data.

In addition, neither the plans nor the assessment fully analyzed the
cybersecurity risks and challenges to the grid. In particular, none of them
analyzed the threat of, and vulnerabilities to, a cyberattack spanning all
three interconnections. In addition, the initiatives did not assess the
vulnerability of the grid to a cyberattack involving high-wattage consumer
loT devices connected to the grid’s distribution system.

2DOE’s Assessment of Electricity Disruption Incident Response Capabilities references
DOE'’s draft 2017 Electricity Subsector Risk Characterization Study.
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Goals, subordinate objectives, activities and performance measures

The two plans partially address the characteristic of outlining goals,
subordinate objectives, activities, priorities, milestones, and performance
measures.” Both plans outline the goals, objectives, and activities for
addressing cybersecurity risks facing the electric grid. For example, the
Energy Sector-Specific Plan describes five goals for the energy sector
and three related priorities for the electricity subsector. However, the
plans’ goals, objectives, and activities do not fully address the
cybersecurity risks to the grid. For example, neither plan includes goals
and activities that address the vulnerability of the grid to a cyberattack
involving high-wattage consumer loT devices connected to the grid’s
distribution system. Further, in light of the previously identified gaps in the
analysis of cybersecurity risks and challenges, the plans’ goals,
objectives, and activities are likely not commensurate with grid
cybersecurity risks and challenges.

Moreover, only one of the plans—DOE’s Multiyear Plan for Energy Sector
Cybersecurity—includes milestones and performance measures for
achieving the goals, objectives, and activities. Additionally, this plan does
not include performance measures with measurable targets for all
objectives, including those aimed at providing timely cyber threat briefings
to energy sector partners and developing cyber incident response
processes and procedures.

Resources and investments

The two plans partially address the characteristic of describing resource
and investment needs.” Specifically, although the plans identify many
resources and investments needed to achieve their goals and objectives,
they do not fully identify resource and investment needs. For example,
one of the objectives of DOE’s Multiyear Plan for Energy Sector
Cybersecurity is to establish a coordinated national cyber incident
response capability for the energy sector. However, the plan does not
describe the resources or investments needed to meet this objective. This

DOE’s Assessment of Electricity Disruption Incident Response Capabilities was not
intended to outline goals, objectives, and performance measures. Therefore, this
characteristic is not applicable to this assessment.

"*DOE’s Assessment of Electricity Disruption Incident Response Capabilities was not
intended to describe resource and investment needs. Therefore, this characteristic is not
applicable to this assessment.
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is of particular concern because, as previously mentioned, the Fixing
America’s Surface Transportation Act of 2015 authorized DOE to order
emergency measures, following a Presidential declaration of a grid
security emergency, to protect or restore the reliability of critical electric
infrastructure.

In addition, the plans do not describe specific investment costs
associated with carrying them out. For example, DOE’s Multiyear Plan for
Energy Sector Cybersecurity describes the need to develop a laboratory
for identifying and analyzing cybersecurity vulnerabilities to energy
delivery systems. However, the plan does not identify the specific costs
associated with this investment. Further, given the previously discussed
gaps in risk analysis, goals, and objectives, it is unclear to what extent the
identified resources and investment needs are sufficient to address
electric grid cybersecurity risks and challenges.

Roles, responsibilities, and coordination

The two plans partially address the characteristic of describing roles,
responsibilities, and coordination mechanisms for carrying out the goals,
objectives, and activities.”® Specifically, the plans describe mechanisms
for coordinating but do not always identify organizations responsible for
achieving the goals, objectives, and activities. For example, DOE’s
Multiyear Plan for Energy Sector Cybersecurity states that the department
will partner with DOE’s national laboratories to carry out several activities
in the plan. However, the plan does not indicate which of the 10 national
laboratories DOE will partner with for each activity.

In a written response, DOE explained that executive branch documents
that outline the broader federal strategy for confronting cyber threats—
such as the National Cyber Strategy and the DHS Cybersecurity
Strategy—address the key characteristics of a national strategy not
addressed in DOE’s plans and assessment. In addition, DOE stated that
the department’s plans and assessment for addressing risks and
challenges facing the grid support and fit within the context of that
broader cybersecurity framework while allowing the agency flexibility to
accomplish its goals.

®DOE’s Assessment of Electricity Disruption Incident Response Capabilities was not
intended to describe roles, responsibilities, and coordination. Therefore, this characteristic
is not applicable to this assessment.
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FERC-Approved
Standards Do Not
Fully Address Grid
Cybersecurity Risks

Although the broader executive branch strategy documents on
confronting cyber threats provide a framework for addressing critical
infrastructure cybersecurity risks and challenges, they do not address the
specific risks and challenges facing the electric grid. In addition, as
previously mentioned, we have reported that these broader executive
branch strategy documents also do not include key characteristics of a
national strategy.’® Until DOE ensures it has a plan aimed at
implementing the federal cybersecurity strategy relating to the grid that
addresses all of the key characteristics of a national strategy—including a
full assessment of cybersecurity risks—the guidance the plan provides
decision makers in allocating resources to address risks and challenges
will likely be limited.

FERC has not ensured that its approved grid cybersecurity standards fully
address leading federal guidance for improving critical infrastructure
cybersecurity—specifically, the NIST Cybersecurity Framework. In
addition, FERC has not evaluated the risk of a coordinated cyberattack on
geographically distributed targets in approving the threshold for which grid
cyber systems must comply with requirements in the full set of grid
cybersecurity standards.

FERC-Approved
Standards Do Not Fully
Address Leading Federal
Guidance for Improving
Critical Infrastructure
Cybersecurity

The NIST Cybersecurity Framework provides a set of cybersecurity
activities, desired outcomes, and applicable references that are common
across all critical infrastructure sectors. The framework also states that
while it is not exhaustive, it is capable of being extended, allowing
organizations, sectors, and other entities to use references that are most
appropriate to enable them to manage their cybersecurity risk. NIST
recommends that organizations use the Cybersecurity Framework
functions, categories, and subcategories to identify the key controls
needed to meet their security objectives (see Table 4 for the functions
and categories).

6GAO-18-622 and GAO-19-157SP.
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|
Table 4: National Institute of Standards and Technology (NIST) Cybersecurity
Framework Functions and Categories

Function Category

Identify: Develop the organizational Asset management
understanding to manage cybersecurity risk
to systems, assets, data, and capabilities

Business environment

Governance

Risk assessment

Risk management strategy

Supply chain risk management

Protect: Develop and implement appropriate  Identity management, authentication and
safeguards to ensure delivery of critical access control
services

Awareness and training

Data security

Information protection processes and
procedures

Maintenance

Protective technology

Detect: Develop and implement appropriate  Anomalies and events
activities to identify the occurrence of a
cybersecurity event

Security continuous monitoring

Detection processes

Respond: Develop and implement the Response planning
appropriate activities to take action regarding
a detected cybersecurity event

Communications

Analysis

Mitigation

Improvements

Recover: Develop and implement appropriate Recovery planning
activities to maintain plans for resilience and
to restore any capabilities or services that

were impaired due to a cybersecurity event. ~ Communications

Improvements

Source: NIST, Framework for Improving Critical Infrastructure Cybersecurity. | GAO-19-332

To promote widespread adoption of the framework, Executive Order
13636 called for sector-specific agencies to develop mechanisms to
encourage the framework’s adoption. In addition, the order called for
regulatory agencies to review the framework and determine if current
cybersecurity regulatory requirements are sufficient given current and
projected risks.

However, the FERC-approved cybersecurity standards do not fully

address the NIST Cybersecurity Framework’s five functions and
associated categories and subcategories. More specifically, the
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cybersecurity standards substantially address two of the five functions
and partially address the remaining three functions. Table 5 depicts the
extent to which these standards address the framework’s five functions
and 23 categories. (Appendix |l contains more detailed information
regarding the extent to which the standards address the framework’s 108
subcategories.)

|
Table 5: Extent to Which Federal Energy Regulatory Commission-Approved Cybersecurity Standards Address NIST
Cybersecurity Framework Functions and Categories

Function GAO assessment Category GAO assessment
Identify: Develop the organizational o Asset management
understandllng _to manage Business environment O
cybersecurity risk to systems, assets,
data, and capabilities. Governance o
Risk assessment %
Risk management strategy o
Supply chain risk management o
Protect: Develop and implement o Identity management, authentication, and access °
appropriate safeguards to ensure control
delivery of critical infrastructure Awareness and training >
services.
Data security o
Information protection processes and procedures b
Maintenance o
Protective technology o
Detect: Develop and implement o Anomalies and events o
appropriate activities to identify the Security continuous monitoring )
occurrence of a cybersecurity event.
Detection processes o
Respond: Develop and implement o Response planning °
appropriate activities to take action Communications °
regarding a detected cybersecurity
event. Analysis o
Mitigation o
Improvements °
Recover: Develop and implement o Recovery planning °
appropriate activities to maintain plans Improvements °
for resilience and to restore any B
capabilities or services that were Communications e}

impaired due to a cybersecurity event.

Legend: e—Fully address: the standards address all of the related subcategories. —Substantially address: the standards address at least two-thirds,
but not all, of the related subcategories. >—Partially address: the standards address at least one-third, but less than two-thirds, of the related
subcategories. >—Minimally address: the standards address less than one-third of the related subcategories.o—Do not address: the standards do not

address any of the related subcategories.

Source: GAO analysis of North American Electricity Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Standards in comparison with functional areas in the National Institute of

Standards and Technology (NIST) Cybersecurity Framework. | GAO-19-332
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As shown in table 5, the FERC-approved cybersecurity standards either
fully address or substantially address eight of the 23 categories. For
example:

« The standards fully address the identity management, authentication,
and access control category by fully addressing seven associated
subcategories. For instance, the standards fully address the
subcategories for credentials to be issued, managed, verified,
revoked, and audited for authorized devices, users, and processes;
network integrity to be protected; and physical access to assets to be
managed and protected.

« The standards fully address the response planning category by fully
addressing the associated subcategory—a response plan is to be
executed during or after an incident.

Conversely, the FERC-approved cybersecurity standards partially
address or do not address the remaining 15 of 23 categories. For
example:

« The standards partially address the category for supply chain risk
management. In particular, the standards fully address associated
subcategories for establishing supply chain risk management
processes, security measures in contracts with suppliers and third-
party partners, and evaluations of suppliers and third-party partners to
ensure they meet their contractual obligations. However, the
standards do not address subcategories for response and recovery
planning and testing with suppliers and third-party providers, and for
using the supply chain risk management process to identify, prioritize,
and assess suppliers and third-party partners.

« The standards do not address the three subcategories associated
with the risk management strategy category. Specifically, the
standards do not call for risk management processes to be
established, organizational risk tolerance to be determined, or for the
risk tolerance to be informed by the organization’s role in critical
infrastructure and sector-specific risk analysis.

In a written response, FERC officials said that the agency did not conduct
an assessment to determine how the leading practices identified in the
NIST Cybersecurity Framework could be applied to the cybersecurity
standards. In addition, FERC officials stated that, while the Commission
uses the NIST Cybersecurity Framework as a resource and its approved
standards incorporate certain facets of the framework, there is not a one-
on-one alignment because the NIST Cybersecurity Framework is not
industry specific. According to FERC officials, the framework addresses
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certain issues outside FERC'’s jurisdiction. For example, FERC officials
stated that the Commission does not have authority to directly impose
obligations on suppliers, vendors, or entities outside its jurisdiction that
provide products or services to electric industry stakeholders.

However, full implementation of the NIST Cybersecurity Framework does
not require regulatory agencies to impose obligations on entities over
which the regulatory agencies do not have authority. Framework
categories and subcategories that reference suppliers and vendors call
for the organization responsible for implementing the framework to
establish and implement processes for managing cybersecurity risks
relating to those suppliers and vendors.

In addition, in a written response, NERC officials disagreed with our
assessment and stated that a separate comparison by NERC subject
matter experts found substantially more overlap between the FERC-
approved cybersecurity standards and the NIST Cybersecurity
Framework.”” Moreover, NERC officials said that the intended purpose of
the standards differs from the framework’s voluntary nature, and that
NERC must ensure all mandatory standards are auditable and
implemented by electric utilities nationwide. The officials noted the
importance of the NIST Cybersecurity Framework and emphasized that
NERC has considered the framework in developing and updating grid
cybersecurity standards. However, we believe our analysis accurately
reflects the extent that the FERC-approved standards address the NIST
Cybersecurity Framework.

Without a full consideration of how the FERC-approved cybersecurity
standards address NIST’s Cybersecurity Framework, there is increased
risk that bulk power entities will not fully implement leading cybersecurity
practices intended to help critical infrastructure entities address
cybersecurity risks.

"TNERC officials also cited a 2011 GAO report that found the standards substantially
similar to certain NIST guidance. Specifically, in Critical Infrastructure Protection:
Cybersecurity Guidance Is Available, but More Can Be Done to Promote Its Use
(GAO-12-92), we reported that, together, FERC-approved cybersecurity standards and
NERC supplementary guidance mostly addressed the information security controls in
NIST SP 800-53 Revision 3: Recommended Security Controls for Federal Information
Systems and Organizations (May 2010). In contrast, in this report we assessed the extent
to which the FERC-approved cybersecurity standards addressed the more recent and
broader NIST Cybersecurity Framework.
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FERC Has Not Evaluated
the Risk of Geographically
Distributed Cyberattacks
in Approving the Threshold
for Required Compliance
with All Cybersecurity
Standards

As previously mentioned, FERC requires cyber systems affecting a
generation capacity of 1,500 megawatts or more to comply with
requirements in the full set of approved cybersecurity standards since the
loss, compromise, or misuse of those systems could have a medium to
high impact on the reliable operation of the bulk electric system.”® FERC
approved the 1,500-megawatt threshold based on the results of a NERC
analysis.” Specifically, NERC staff selected a threshold value based on
the loss of one large electric grid asset from a single disruptive event and
assumed a loss of power could be compensated, in part, by power from a
neighboring region.®°

However, the analysis did not evaluate the potential risk of a coordinated
cyberattack on geographically distributed targets. A coordinated
cyberattack could cause multiple power plants, transmission lines, or
related grid components in different regions to disconnect from the grid.
Such a cyberattack could target, for example, a combination of low-
impact systems, each affecting a generation capacity below 1,500
megawatts that, in aggregate, might present a significant risk to the grid.

FERC officials told us that the agency considered but did not evaluate the
potential impact of a coordinated cyberattack on geographically
distributed targets at the time it approved the threshold because the
agency did not have the information it needed to develop a credible threat

78Specifically, FERC requires systems affecting net aggregate generation capacity of
1,500 megawatts or more at one power plant location within a single interconnection to
comply with requirements in the full set of its approved cybersecurity standards. The
standards contain additional criteria that allow regulated entities to designate power plants
with a generation capacity of less than 1,500 megawatts as being subject to the
requirements of the full set of cybersecurity standards. In particular, NERC officials told us
that, in the event a system planner or reliability coordinator for given areas finds that a
power plant with a generation capacity of less than 1,500 megawatts presents risks to the
system and should be protected at a higher level, that entity may designate the power
plant as medium-impact and therefore be subject to the full set of cybersecurity standards.
However, according to FERC officials, FERC does not track or retain information on which
plants are thus designated beyond the scope of an individual audit.

9CIP-002-5.1a explains that the 1,500-megawatt threshold was “sourced partly from the
contingency reserve requirements in” NERC’s BAL-002 standard, which is designed to
ensure sufficient contingency reserve to cover the most severe single disruptive event.
FERC staff were unable to provide other supporting analysis for the threshold.

80NERC's analysis was based on 66 regions across the contiguous United States, in
which balancing authorities maintain the balance of generation and consumption.
According to NERC officials, the analysis was informed by industry subject matter
expertise and the best understanding of cyber risk at the time.
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scenario. FERC officials said they anticipate that a future update to the
approved cybersecurity standards may require the collection of relevant
data on suspicious cyber activity that could inform a threat scenario for
evaluating the potential impact of a coordinated cyberattack on
geographically distributed targets.®' Further, NERC officials told us that,
while NERC has not determined that a modification of the 1,500
megawatt threshold is warranted at this time, they continue to monitor the
risk of a coordinated cyberattack against multiple low-impact systems and
acknowledged that the FERC-approved standards must adapt with the
evolving understanding of cyber threats.

In addition, NERC officials explained in a written response that the intent
of the 1,500-megawatt threshold is to ensure that industrial control
systems with vulnerabilities that are attributable to a common cause (e.g.,
cybersecurity vulnerabilities in common hardware or software) that could
result in the loss of 1,500 megawatts or more of generation capacity are
adequately protected. Those officials added that NERC encourages
entities to disaggregate their industrial control systems so that individual
systems operate and maintain less than 1,500 megawatts of generation
capacity. NERC officials noted that the systems associated with the
disaggregated generation capacity are very diverse and are therefore less
likely to provide any large single point of failure. NERC officials further
explained that this disaggregation minimizes the risk to the grid by
requiring a malicious actor to conduct a cyberattack on more facilities to
achieve a similar loss of power.

However, encouraging grid entities to design industrial control systems so
that individual systems operate and maintain less than 1,500 megawatts
of generation capacity could still leave the grid vulnerable to a cyberattack
on those systems. For example, although a malicious actor may need to
attack more systems that fall under the threshold at multiple locations to
achieve the attacker’s objective for loss of power (when compared with
systems that meet or exceed the threshold), the difficulty of carrying out
an attack on additional systems could be less significant if the attacker
identifies and exploits vulnerabilities common across the systems. In

81FERC issued an order on June 20, 2019 approving CIP-008-6: Incident Reporting and
Response Planning, which broadens mandatory reporting to include cybersecurity
incidents that compromise, or attempt to compromise, a responsible entity’s electronic
security perimeter or associated electronic access control or monitoring systems, as well
as modifications to specify the required information in cybersecurity incident reports, their
dissemination, and deadlines for filing reports. The revised standard will become effective
January 1, 2021.
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Conclusions

addition, as previously mentioned, systems that fall under the 1,500-
megawatt threshold are not required to follow all of the requirements of
the FERC-approved cybersecurity standards; as such, there is increased
risk that important security controls have not been implemented for these
systems.

According to federal standards for internal control, management should
identify, analyze, and respond to risks related to achieving organizational
objectives.®? For example, management comprehensively identifies risks
that affect its objectives and analyzes the identified risks to estimate their
significance, which provides a basis for responding to the risks.

Without information on the risk of a coordinated cyberattack on
geographically distributed targets, FERC does not have assurance that its
approved threshold for mandatory compliance with all cybersecurity
standards adequately responds to that risk and sufficiently provides for
the reliable operation of the grid.

The U.S. electric grid faces an increasing array of cybersecurity risks, as
well as significant challenges to addressing those risks. To their credit,
federal agencies have performed a variety of critical infrastructure
protection and regulatory activities aimed at addressing those risks. In
particular, DOE has developed plans and an assessment aimed at
implementing the federal strategy for confronting the cyber threats facing
the grid. However, those documents do not fully address all of the key
characteristics needed to implement a national strategy, including a full
assessment of cybersecurity risks to the grid. Until DOE ensures it has a
plan that does, the guidance the plan provides decision makers in
allocating resources to address grid cybersecurity risks and challenges
will likely be limited.

Additionally, FERC has approved mandatory cybersecurity standards for
bulk power entities, but those standards address some but not all of the
leading cybersecurity practices identified in NIST’s Cybersecurity
Framework. Without a full consideration of how the FERC-approved
cybersecurity standards address NIST’s Cybersecurity Framework, there

82GAO, Standards for Internal Control in the Federal Government, GAO-14-704G
(Washington, D.C.: September 2014).
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Recommendations for
Executive Action

Agency Comments,
Third-Party Views,
and Our Evaluation

is increased risk that bulk power entities will not fully implement leading
cybersecurity practices needed to address current and projected risks.

Finally, the threshold for which entities must comply with requirements in
the full set of FERC-approved standards is based on the results of an
analysis that did not evaluate the potential risk of a coordinated
cyberattack on geographically distributed targets. Without information on
the risk of such an attack—particularly one that might target low-impact
systems that are subject to fewer requirements but in aggregate could
affect the grid—FERC does not have assurance that its approved
threshold for mandatory compliance adequately responds to that risk and
sufficiently provides for the reliable operation of the electric grid.

We are making a total of three recommendations—one to DOE and two
to FERC. Specifically:

e The Secretary of Energy, in coordination with DHS and other relevant
stakeholders, should develop a plan aimed at implementing the
federal cybersecurity strategy for the electric grid and ensure that the
plan addresses the key characteristics of a national strategy, including
a full assessment of cybersecurity risks to the grid. (Recommendation

1)

« FERC should consider our assessment and determine whether to
direct NERC to adopt any changes to its cybersecurity standards to
ensure those standards more fully address the NIST Cybersecurity
framework and address current and projected risks.
(Recommendation 2)

« FERC should (1) evaluate the potential risk of a coordinated
cyberattack on geographically distributed targets and, (2) based on
the results of that evaluation, determine whether to direct NERC to
make any changes to the threshold for mandatory compliance with
requirements in the full set of cybersecurity standards.
(Recommendation 3)

We provided a draft of this report for review and comment to DOE and
FERC—the two agencies to which we made recommendations—as well
as DHS, the Department of Commerce (on behalf of NIST), and NERC.
DOE and FERC agreed with our recommendations, DHS and the
Department of Commerce stated that they had no comments, and NERC
disagreed with one of our findings.
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DOE and FERC agreed with our recommendations. In its written
comments, reproduced in appendix Ill, DOE concurred with our
recommendation and stated that it is working through an interagency
process to develop a National Cyber Strategy Implementation Plan that
will consider DOE’s Multiyear Plan for Energy Sector Cybersecurity. In its
written comments, reproduced in appendix IV, FERC stated that our
recommendations were constructive and that it would take steps to
implement them. DOE and FERC also provided technical comments,
which we incorporated as appropriate.

In its written comments, reproduced in appendix V, NERC stated that it
disagreed with our conclusion that the FERC-approved cybersecurity
standards do not fully address the NIST Cybersecurity Framework. NERC
recognized the importance of the NIST Cybersecurity Framework and
emphasized that NERC has considered the framework in developing and
updating its grid cybersecurity standards. However, NERC stated that a
separate analysis by NERC subject matter experts found substantially
more overlap between the standards and the framework than our
analysis. In addition, NERC cited a 2011 GAO report that found that the
FERC-approved standards, in combination with NERC supplementary
guidance, mostly addressed the information security controls in certain
NIST guidance at that time.%3

We reviewed NERC'’s analysis comparing the FERC-approved
cybersecurity standards to the NIST Cybersecurity Framework and
continue to believe our analysis accurately reflects the extent to which the
standards address the framework. Further, in this report we assessed the
extent to which the FERC-approved standards addressed the NIST
Cybersecurity Framework, which is more recent and broader guidance
than the NIST guidance that we examined in our 2011 report.

In its comments, NERC also stated it has not determined that any
changes are needed to the threshold for mandatory compliance with the
full set of cybersecurity standards at this time, but it agrees with the
concern that low-impact systems may be more vulnerable to a
cyberattack and will continue to evaluate whether the current threshold is
appropriate given evolving cybersecurity risks. For example, NERC
explained that it is studying cybersecurity supply chain risks, including
those associated with low-impact assets not currently subject to its supply

83GA0-12-92.
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chain standards. We believe that this effort could help to better position
electric grid entities to address supply chain cybersecurity risks.

As agreed with your offices, unless you publicly announce the contents of
this report earlier, we plan no further distribution until 30 days from the
report date. At that time, we will send copies to the appropriate
congressional committees, the Secretaries of Commerce, Energy, and
Homeland Security, the Chairman of FERC, and other interested parties.
In addition, the report will be available at no charge on the GAO website
at http://www.gao.gov.

If you or your staff members have any questions about this report, please
contact Frank Rusco at (202) 512-3841 or ruscof@gao.gov, and Nick
Marinos at (202) 512-9342 or marinosn@gao.gov. Contact points for our
Offices of Congressional Relations and Public Affairs may be found on
the last page of this report. GAO staff who made major contributions to
this report are listed in appendix VI.

Dot Ploai

Frank Rusco
Director, Natural Resources and Environment

Nick Marinos
Director, Information Technology and Cybersecurity
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House of Representatives
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Appendix |: Objectives, Scope, and

Methodology

Our objectives were to (1) describe the cybersecurity risks and challenges
facing the electric grid, (2) describe federal efforts to address grid
cybersecurity risks, (3) assess the extent to which the Department of
Energy (DOE) has a defined strategy for addressing grid cybersecurity
risks and challenges, and (4) assess the extent to which Federal Energy
Regulatory Commission (FERC)-approved cybersecurity standards
address grid cybersecurity risks.

To address our first objective, we developed a list of cyber actors that
could pose a threat to the grid, identified vulnerable components and
processes that could be exploited, reviewed the potential impact of
cyberattacks on the grid, and identified key cybersecurity challenges
facing the grid. To develop the list of cyber threat actors, we reviewed our
prior work on cyber-based threats facing the grid' as well as the threats
identified by the 2019 Worldwide Threat Assessment of the U.S.
Intelligence Community.? In addition, we interviewed officials or
representatives from the following key federal and nonfederal entities to
confirm, add, or remove cyber threat actors identified in our prior work
based on their potential impact on grid operations:

. Federal agencies. We interviewed officials from DOE,3 the
Department of Homeland Security (DHS), FERC, and the National
Institute of Standards and Technology (NIST).

« Nonfederal regulatory organizations. We interviewed
representatives of the North American Electric Reliability Corporation
(NERC).

'GAO, Cybersecurity: Challenges in Securing the Electric Grid, GAO-12-926T
(Washington, D.C.: July 17, 2012).

°Daniel R. Coats, Director of National Intelligence, Worldwide Threat Assessment of the
U.S. Intelligence Community, testimony before the Senate Select Committee on
Intelligence, 116" Cong. 1% sess., January 29, 2019.

3We interviewed officials from DOE'’s Office of Cybersecurity, Energy Security, and
Emergency Response as well as the following national laboratories: Argonne National
Laboratory, Brookhaven National Laboratory, Fermi National Accelerator Laboratory,
Idaho National Laboratory, Lawrence Berkeley National Laboratory, Lawrence Livermore
National Laboratory, Los Alamos National Laboratory, National Energy Technology
Laboratory, National Renewable Energy Laboratory, Oak Ridge National Laboratory,
Pacific Northwest National Laboratory, Princeton Plasma Physics Laboratory, Sandia
National Laboratories, Savannah River National Laboratory, Stanford Linear Accelerator
Center National Accelerator Laboratory, and Thomas Jefferson National Accelerator
Facility.
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Appendix I: Objectives, Scope, and
Methodology

« Grid owners and operators. We interviewed five grid owners and
operators. To select these grid owners and operators, we reviewed a
membership list of the Electricity Subsector Coordinating Council as
of May 2018, divided that list into three categories—investor-owned,
municipal, and cooperative utilities—and then randomly selected
entities from each of those three categories to interview. The views of
the grid owners and operators we selected are not generalizable to
the population of utilities in the United States but provide valuable
insight into the cybersecurity risks and challenges grid owners and
operators face.

« National associations. We interviewed representatives of national
associations that represent various types of asset owners, entities
with regulatory or state interests, and those with grid cybersecurity
interests generally. Specifically, we interviewed representatives from
the American Public Power Association, Edison Electric Institute,
Electric Power Research Institute, Independent System
Operator/Regional Transmission Operator Coordinating Council,
National Rural Electric Cooperative Association, National Association
of Regulatory Utility Commissioners, National Association of State
Energy Officials, and North American Transmission Forum
Association. The views of the association representatives are not
generalizable to the industry but provide valuable insight into the
cybersecurity risks and challenges facing the grid.

To identify grid cybersecurity vulnerabilities, we reviewed reports
developed by key federal and nonfederal entities and others related to
grid vulnerabilities* and met with the key federal and nonfederal entities to
understand the scale and complexity of these vulnerabilities. We also
compiled DHS-provided advisories from 2010 through 2018 related to
industrial control system devices. We then summarized information from
the DHS website to determine how many DHS issued per year.

With respect to the potential impact of cyberattacks, we reviewed
cybersecurity incidents reported to DOE, DHS, and NERC from 2014
through 2018. We also asked these agencies for information on any
cybersecurity incidents that occurred prior to 2014 or after 2018 that

4E.g., Department of Energy, Infrastructure Security and Energy Restoration, Electricity
Subsector Risk Characterization Study (2017-2019); Department of Energy, Idaho
National Laboratory, Cyber Threat and Vulnerability Analysis of the U.S. Electric Sector:
Mission Support Center Analysis Report (August 2016); and S. Soltan, P. Mittal, and H.V.
Poor, “BlackloT: loT Botnet of High Wattage Devices Can Disrupt the Power Grid,” 27th
USENIX Security Symposium, Baltimore, MD, August 15-17, 2018.
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affected the reliability or availability of the grid. In addition, we reviewed
federal reports on cyberattacks that caused power outages in foreign
countries® and a report developed by the German government regarding
a cyberattack on industrial control systems that damaged a German steel
mill.® Further, we reviewed federal studies assessing the potential for
widespread power outages resulting from cyberattacks,” and we met with
federal officials to discuss the methodologies used to perform these
studies. Finally, to identify key cybersecurity challenges facing the grid,
we reviewed our prior reports on such challenges® as well as federal and
industry reports recommended by entities we met with.® We also asked
the key federal and nonfederal entities to identify challenges facing grid
entities in addressing cybersecurity risks, and we compiled the challenges
they most often cited.

To address the second objective, we identified critical infrastructure
protection and regulatory actions that federal agencies are taking to
address grid cybersecurity risks by reviewing federal strategies, plans,
and reports describing activities that have been conducted or that are
under way and by interviewing the key federal and nonfederal entities to
obtain additional details on these activities. We also reviewed FERC-

SSee, e.g., Department of Homeland Security, Cyber-Attack against Ukrainian Critical
Infrastructure Alert, IR-ALERT-H-16-056-01 (February 25, 2016).

6German Federal Office for Information Security, ‘Incidents in the Economy,” The State of
IT Security in Germany (2014).

"Federal Energy Regulatory Commission, OEIS/OER Response to Questions Identifying
Electrically Significant Locations on the Bulk Power System (2013); Department of
Energy, Infrastructure Security and Energy Restoration, Electricity Subsector Risk
Characterization Study (2017, 2018, 2019); and Department of Energy, Argonne National
Laboratory, Analysis of Electricity Transfer Capabilities Among Region V Regional
Transmission Organizations (2017).

8GAO, Electricity: Federal Efforts to Enhance Grid Resilience, GAO-17-153 (Washington,
D.C.: Jan. 25, 2017); Cybersecurity: Challenges in Securing the Modernized Electricity
Grid, GAO-12-507T (Washington, D.C.: Feb. 28, 2012); and GAO-12-926T.

9E.g., North American Electric Reliability Corporation, Grid Security Exercise GridEx IV:
Lessons Learned (March 2018); Department of Energy, Idaho National Laboratory, Cyber
Threat and Vulnerability Analysis of the U.S. Electric Sector: Mission Support Center
Analysis Report (August 2016).
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approved cybersecurity standards for the bulk power system.'® We then
categorized critical infrastructure protection activities using the functions
in NIST’s Framework for Improving Critical Infrastructure Cybersecurity
(commonly referred to as NIST’s Cybersecurity Framework).'

For our third objective, we reviewed two DOE-led plans and one
assessment aimed at implementing the federal cybersecurity strategy for
the energy sector, including the grid.'?> We then compared those plans
and assessment with leading practices identified by GAO on key
characteristics for a national strategy.’® In doing so, we assessed each
characteristic as follows:

o fully addresses—the plan or assessment addresses all aspects of
the characteristic,

o partially addresses—the plan or assessment addresses some but
not all of the characteristic, or

« does not address—the plan or assessment does not address any
aspects of the characteristic.

We also provided our analysis to DOE officials to review, comment, and
provide additional information.

For our fourth objective, we compared the FERC-approved cybersecurity
standards with leading federal practices for addressing critical
infrastructure cybersecurity risks identified in NIST’s Cybersecurity
Framework.' Specifically, a GAO analyst compared the FERC-approved

ONERC develops reliability standards collaboratively through a deliberative process
involving utilities and others in the industry, which are then sent to FERC for approval.
These standards include critical infrastructure protection standards for protecting electric
utility-critical and cyber-critical assets. FERC reviews reliability standards and may
approve them or remand them to NERC for revision.

"National Institute of Standards and Technology, Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.1. (Gaithersburg, MD.: April 2018).

12Department of Energy and Department of Homeland Security, Energy Sector-Specific
Plan, 2015 (Washington, D.C.: 2015); Department of Energy and Department of
Homeland Security, Assessment Of Electricity Disruption Incident Response Capabilities
(Washington, D.C.: May 2018); Department of Energy, Multiyear Plan for Energy Sector
Cybersecurity (Washington, D.C.: May 2018).

13GAO, Combating Terrorism: Evaluation of Selected Characteristics in National
Strategies Related to Terrorism, GAO-04-408T (Washington, D.C.: Feb. 3, 2004).

4National Institute of Standards and Technology, Cybersecurity Framework.
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cybersecurity standards with the subcategories in the Cybersecurity
Framework, and another GAO analyst reviewed and confirmed the results
of that analysis.'® We then summarized the results of these assessments
for each of the framework’s five functions, 23 categories, and 108
subcategories as follows:

o fully address—the standards address all of the related
subcategories;

« substantially address—the standards address at least two-thirds,
but not all, of the related subcategories;

« partially address—the standards address at least one-third, but less
than two-thirds, of the related subcategories;

« minimally address—the standards address less than one-third of the
related subcategories; or

« do not address—the standards do not address any of the related
subcategories.

We also provided our analysis to FERC and NERC officials to review,
comment, and provide additional information.

We also examined the applicability of the FERC-approved cybersecurity
standards to non-nuclear power plants and reviewed FERC and NERC
information on the analytical basis for that threshold.® To calculate the
number and aggregate capacity of plants that met the 1,500-megawatt
threshold for complying with all FERC-approved cybersecurity standards,
we used data from Form EIA-860, “Annual Electric Generator Report,”
which includes U.S. plants with generators having nameplate capacity'”

SFour of the cybersecurity standards we included in this analysis have been approved by
FERC but are subject to future enforcement. Three of those standards are updates to
existing standards: CIP-003-7 Security Management Controls, CIP-005-6 — Electronic
Security Perimeter(s), and CIP-010-3 Configuration Change Management and
Vulnerability Assessments. The remaining standard—CIP-013-1 Supply Chain Risk
Management—is a new standard. We did not consider CIP-008-6 in this analysis because
it was not approved when we completed the analysis. At that time, CIP-008-5 was in effect
and thus, included in the analysis.

6We excluded nuclear power plants because they are regulated by the U.S. Nuclear
Regulatory Commission and are generally exempt from FERC-approved cybersecurity
standards.

""According to the U.S. Energy Information Administration (EIA), nameplate capacity
refers to the maximum rated output of a generator, prime mover, or other electric power
production equipment under specific conditions designated by the manufacturer.
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of 1 megawatt or greater. As a proxy for the net real power capability
specified in the standards, we selected the generator’s net summer
generating capacity. To calculate a total capacity for each individual
power plant, we combined the data on the capacity of each plant’s
individual operating electric power generators. We then filtered these data
to identify plants whose primary purpose is generating electricity for sale
as reported on the Form EIA-860. Ultimately, we compared the number
and capacity of non-nuclear plants exceeding the 1,500-megawatt
threshold to the total number and total U.S. capacity for plants.

We used U.S. Energy Information Administration (EIA) data to estimate
the number and capacity of non-nuclear plants exceeding the 1,500-
megawatt threshold. To assess the reliability of these data, we reviewed
EIA documentation, discussed the quality of the data with EIA officials,
and electronically tested the data set for missing data, outliers, or obvious
errors. Based on this assessment, we determined that the EIA data were
sufficiently reliable for our purposes.

We conducted this performance audit from January 2018 to August 2019
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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The table below provides additional detail on our assessment of the
extent to which Federal Energy Regulatory Commission (FERC)-
approved cybersecurity standards address the National Institute of
Standards and Technology’s (NIST) Framework for Improving Critical

Infrastructure Cybersecurity’s (commonly known as the NIST

Cybersecurity Framework) 23 categories and 108 subcategories.

Table 6: Extent to Which Federal Energy Regulatory Commission-Approved Cybersecurity Standards for Medium- and High-
Impact Systems Address NIST Cybersecurity Framework Categories and Subcategories

Core function category GAO Subcategory GAO
assessment assessment
Asset Management (ID.AM): The data, o ID.AM-1: Physical devices and systems within the o
personnel, devices, systems, and organization are inventoried.
fac;,:[ltles tt)hat' enable the organlzgélont;p d ID.AM-2: Software platforms and applications within the o
achieve business purposes are identitie organization are inventoried.
and managed consistent with their
relative importance to business ID.AM-3: Organizational communication and data flows °
organizational objectives and the are mapped.
organization’s risk strategy. ID.AM-4: External information systems are catalogued.
ID.AM-5: Resources (e.g., hardware, devices, data,
time, personnel, and software) are prioritized based on
their classification, criticality, and business value.
ID.AM-6: Cybersecurity roles and responsibilities for the °
entire workforce and third-party stakeholders (e.g.,
suppliers, customers, and partners) are established.
Business Environment (ID.BE): The o ID.BE-1: The organization’s role in the supply chain is o
organization’s mission, objectives, identified and communicated.
stac:(ehct)ldeczjrs, %nd gc.ttlyltlglstir.e ID.BE-2: The organization’s place in critical ¢
understood and prioritized, this infrastructure and its industry sector is identified and
information is used to inform :
. P communicated.
cybersecurity roles, responsibilities, and
risk management decisions. ID.BE-3: Priorities for organizational mission, o
objectives, and activities are established and
communicated.
ID.BE-4: Dependencies and critical functions for o)
delivery of critical services are established.
ID.BE-5: Resilience requirements to support delivery of o
critical services are established for all operating states
(e.g. under duress/attack, during recovery, normal
operations).
Governance (ID.GV): The policies, o ID.GV-1: Organizational information security °
procedures, and processes to manage cybersecurity policy is established and communicated.
and monitor the organization’s ID.GV-2: Cybersecurity roles and responsibilities are o

regulatory, legal, risk, environmental, and
operational requirements are understood

coordinated and aligned with internal roles and external
partners.
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Core function category GAO Subcategory GAO
assessment assessment
and inform .the_management of ID.GV-3: Legal and regulatory requirements regarding O
cybersecurity risk. cybersecurity, including privacy and civil liberties
obligations, are understood and managed.
ID.GV-4: Governance and risk management processes °
address cybersecurity risks.
Risk Assessment (ID.RA): The o ID.RA-1: Asset vulnerabilities are identified and °
organization understands the documented.
cybers.ecurlt_y risk .to org.an.|zat|onal . ID.RA-2: Cyber threat intelligence is received from @
operations (including mission, functions, information-sharing forums and sources
image, or reputation), organizational ’
assets, and individuals. ID.RA-3: Threats, both internal and external, are °
identified and documented.
ID.RA-4: Potential business impacts and likelihoods are °
identified.
ID.RA-5: Threats, vulnerabilities, likelihoods, and °
impacts are used to determine risk.
ID.RA-6: Risk responses are identified and prioritized.
Risk Management Strategy (ID.RM): The © ID.RM-1: Risk management processes are established,
organization’s priorities, constraints, risk managed, and agreed to by organizational
tolerances, and assumptions are stakeholders.
establl§hed gnd use'd'to support ID.RM-2: Organizational risk tolerance is determined o
operational risk decisions. and clearly expressed
ID.RM-3: The organization’s determination of risk o
tolerance is informed by its role in critical infrastructure
and sector-specific risk analysis.
Supply Chain Risk Management (ID.SC): o ID.SC-1: Cyber supply chain risk management °
The organization’s priorities, constraints, processes are identified, established, assessed,
risk tolerances, and assumptions are managed, and agreed to by organizational
established and used to support risk stakeholders.
demsllonﬁ a_ssclncll(at%eg with mgnatgmgh ID.SC-2: Suppliers and third-party partners of o
Sutppb?{% ac;n rlz ) Ie orgetmljz?hlon as information systems, components, and services are
establishe taﬁd 'T]E) emente ed identified, prioritized, and assessed using a cyber
processes 1o 1dentity, assess, an supply chain risk assessment process.
manage supply chain risks.
ID.SC-3: Contracts with suppliers and third-party °
partners are used to implement appropriate measures
designed to meet the objectives of an organization’s
cybersecurity program and Cyber Supply Chain Risk
Management Plan.
ID.SC-4: Suppliers and third-party partners are routinely °
assessed using audits, test results, or other forms of
evaluations to confirm they are meeting their
contractual obligations.
ID.SC-5: Response and recovery planning and testing o

are conducted with suppliers and third-party providers.
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Core function category GAO Subcategory GAO
assessment assessment

Identity Management Authentication and ° PR.AC-1: Identities and credentials are issued, °

Access Control (PR.AC): Access to managed, verified, revoked, and audited for authorized

physical and logical assets and devices, users, and processes.

associated faciliies is limited to PR.AC-2: Physical access to assets is managed and o

authorized users, processes, and

. ; ; . protected.

devices and is managed consistent with

the assessed risk of unauthorized access PR.AC-3: Remote access is managed.

to authorized activities and transactions. PR.AC-4: Access permissions and authorizations are
managed, incorporating the principles of least privilege
and separation of duties.
PR.AC-5: Network integrity is protected (e.g. network °
segregation and network segmentation).
PR.AC-6: Identities are proofed and bound to °
credentials and asserted in interactions.
PR.AC-7: Users, devices, and other assets are °
authenticated (e.g., single-factor, multi-factor)
commensurate with the risk of the transaction (e.g.,
individuals’ security and privacy risks and other
organizational risks).

Awareness and Training (PR.AT): The o PR.AT-1: All users are informed and trained.

orgamzaﬁnon s personnel_ and partners PR.AT-2: Privileged users understand their roles and

are provided cybersecurity awareness P

. ) responsibilities.

education and are adequately trained to i i

perform their information security-related PR.AT-3: Third-party stakeholders (e.g., suppliers, o

cybersecurity duties and responsibilities customers, and partners) understand their roles and

consistent with related policies, responsibilities.

procedures, and agreements. PR.AT-4: Senior executives understand their roles and o
responsibilities.
PR.AT-5: Physical and information security o
cybersecurity personnel understand their roles and
responsibilities.

Data Security (PR.DS): Information and o PR.DS-1: Data-at-rest is protected.

records (data) are m?nqged consistent PR.DS-2: Data-in-transit is protected.

with the organization’s risk strategy to

protect the confidentiality, integrity, and PR.DS-3: Assets are formally managed throughout

availability of information. removal, transfers, and disposition.
PR.DS-4: Adequate capacity to ensure availability is o
maintained.
PR.DS-5: Protections against data leaks are °
implemented.
PR.DS-6: Integrity checking mechanisms are used to °
verify software, firmware, and information integrity.
PR.DS-7: The development and testing environment(s) O
are separate from the production environment.
PR.DS-8: Integrity checking mechanisms are used to o

verify hardware integrity.
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Core function category GAO Subcategory GAO
assessment assessment
Information Protection Processes and o PR.IP-1: A baseline configuration of information °
Procedures (PR.IP): Security policies technology/industrial control systems is created and
(that address purpose, scope, roles, maintained incorporating security principles (e.qg.
responsibilities, management concept of least functionality).
commitment, and coordination among PR.IP-2: A System Development Life Cycle to manage o
organizational entities), processes, and .
o systems is implemented.
procedures are maintained and used to
manage protection of information PR.IP-3: Configuration change control processes are in °
systems and assets. place.
PR.IP-4: Backups of information are conducted, o
maintained, and tested periodically.
PR.IP-5: Policy and regulations regarding the physical o
operating environment for organizational assets are
met.
PR.IP-6: Data are destroyed according to policy.
PR.IP-7: Protection processes are continuously
improved.
PR.IP-8: Effectiveness of protection technologies is o
shared with appropriate parties.
PR.IP-9: Response plans (Incident Response and °
Business Continuity) and recovery plans (Incident
Recovery and Disaster Recovery) are in place and
managed.
PR.IP-10: Response and recovery plans are tested.
PR.IP-11: Cybersecurity is included in human resources
practices (e.g., deprovisioning and personnel
screening).
PR.IP-12: A vulnerability management plan is °
developed and implemented.
Maintenance (PR.MA): Maintenance and o PR.MA-1: Maintenance and repair of organizational °
repairs of industrial control and assets are performed and logged, with approved and
information system components are controlled tools.
perforcrjned consistent with policies and PR.MA-2: Remote maintenance of organizational o)
procedures. assets is approved, logged, and performed in a manner
that prevents unauthorized access.
Protective Technology (PR.PT): o PR.PT-1: Audit/log records are determined, °
Technical security solutions are documented, implemented, and reviewed in accordance
managed to ensure the security and with policy.
res;]lllc_ar:c;-:;tof _?gitﬁrr;s;ndlggsets, PR.PT-2: Removable media is protected and its use °
consistent with refated policies, restricted according to policy.
procedures, and agreements.
PR.PT-3: The principle of least functionality is o
incorporated by configuring systems to provide only
essential capabilities.
PR.PT-4: Communications and control networks are o

protected.
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Core function category GAO Subcategory GAO
assessment assessment
PR.PT-5: Mechanisms (e.g., failsafe, load balancing, o
hot swap) are implemented to achieve resilience
requirements in normal and adverse situations.
Anomalies and Events (DE.AE): o DE.AE-1: A baseline of network operations and o
Anomalous activity is detected and the expected data flows for users and systems is
potential impact of events is understood. established and managed.
DE.AE-2: Detected events are analyzed to understand o
attack targets and methods.
DE.AE-3: Event data are aggregated, collected, and O
correlated from multiple sources and sensors.
DE.AE-4: Impact of events is determined.
DE.AE-5: Incident alert thresholds are established.
Security Continuous Monitoring (DE.CM): o DE.CM-1: The network is monitored to detect potential
The information system and assets are cybersecurity events.
monitored at discrete ntervals to identity DE.CM-2: The physical environment is monitored to .
cybersecurity events and verity the detect potential cybersecurity events.
effectiveness of protective measures.
DE.CM-3: Personnel activity is monitored to detect °
potential cybersecurity events.
DE.CM-4: Malicious code is detected.
DE.CM-5: Unauthorized mobile code is detected.
DE.CM-6: External service provider activity is monitored
to detect potential cybersecurity events.
DE.CM-7: Monitoring for unauthorized personnel, o
connections, devices, and software is performed.
DE.CM-8: Vulnerability scans are performed.
Detection Processes (DE.DP): Detection o DE.DP-1: Roles and responsibilities for detection are
processes and procedures are well defined to ensure accountability.
maintained afnd testeld to ensurte DE.DP-2: Detection activities comply with all applicable o
awareness of anomalous events. requirements.
DE.DP-3: Detection processes are tested.
DE.DP-4: Event detection information is communicated
to appropriate parties.
DE.DP-5: Detection processes are continuously o
improved.
Response Planning (RS.RP): Response ° RS.RP-1: Response plan is executed during or after an °
processes and procedures are executed event.
and maintained, to ensure response to
detected cybersecurity events.
Communications (RS.CO): Response ° RS.CO-1: Personnel know their roles and order of °
activities are coordinated with internal operations when a response is needed.
and external stakeholders (e.g., as RS.CO-2: Incidents are reported consistent with °

appropriate, to include external support

established criteria.
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Core function category GAO Subcategory GAO
assessment assessment
from law enforcement agencies). RS.CO-3: Information is shared consistent with °
response plans.
RS.CO-4: Coordination with stakeholders occurs °
consistent with response plans.
RS.CO-5: Voluntary information sharing occurs with °
external stakeholders to achieve broader cybersecurity
situational awareness.
Analysis (RS.AN): Analysis is conducted o RS.AN-1: Notifications from detection systems are °
to ensure effective response and support investigated.
recovery activities. RS.AN-2: The impact of the incident is understood.
RS.AN-3: Forensics are performed.
RS.AN-4: Incidents are categorized consistent with
response plans.
RS-AN-5: Processes are established to receive, o
analyze, and respond to vulnerabilities disclosed to the
organization from internal and external sources (e.g.
internal testing, security bulletins, or security
researchers).
Mitigation (RS.MI): Activities are o RS.MI-1: Incidents are contained.
performed to prevent expansion of an RS.MI-2: Incidents are mitigated
event, mitigate its effects, and resolve : ’ ’
the incident. RS.MI-3: Newly identified vulnerabilities are mitigated or °
documented as accepted risks.
Improvements (RS.IM): Organizational ° RS.IM-1: Response plans incorporate lessons learned. °
response gct|V|t|es are improved by RS.IM-2: Response strategies are updated.
incorporating lessons learned from
current and previous detection/response
activities.
Recovery Planning (RC.RP): Recovery ° RC.RP-1: Recovery plan is executed during or after a °
processes and procedures are executed cybersecurity event.
and maintained to ensure timely
restoration of systems or assets affected
by cybersecurity events.
Improvements (RC.IM): Recovery ° RC.IM-1: Recovery plans incorporate lessons learned.
plannlng qnd processes are mproved by RC.IM-2: Recovery strategies are updated.
incorporating lessons learned into future
activities.
Communications (RC.CO): Restoration O RC.CO-1: Public relations are managed.

activities are coordinated with internal
and external parties (e.g. coordinating
centers, Internet Service Providers,
owners of attacking systems, victims,
other Computer Security Incident
Response Teams, and vendors).

RC.CO-2: Reputation after an event is repaired.

RC.CO-3: Recovery activities are communicated to
internal and external stakeholders as well as to
executive and management teams.

Legend: e—Fully address: the standards address all of the related subcategories. —Substantially address: the standards address at least two-thirds,
but not all, of the related subcategories. >—Partially address: the standards address at least one-third, but less than two-thirds, of the related
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subcategories. >—Minimally address: the standards address less than one-third of the related subcategories.o—Do not address: the standards do not
address any of the related subcategories.

Source: GAO analysis of North American Electricity Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Standards in comparison with functions and categories in the National Institute of
Standards and Technology (NIST) Cybersecurity Framework. | GAO-19-332
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GAO-19-332SU has been
changed to GAO-19-332.

Department of Energy
Washington, DC 20585

August 2, 2019

Mr. Franklin Rusco

Director

Natural Resources and Environment
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Dear Mr. Rusco:

The U.S. Department of Energy (DOE or Department) appreciates the opportunity to provide
a management response to the Government Accountability Office (GAO) draft report titled,
Critical Infrastructure Protection: Actions Needed to Address Significant Cybersecurity Risks
Facing the Electric Grid, GAO-19-332SU. As the Sector-Specific Agency (SSA) for energy
sector cybersecurity, DOE takes this responsibility seriously, particularly in the face of
increasing cyber risk to critical energy sector assets, nodes, and functions.

Cybersecurity risks are constantly evolving. DOE is working to put processes and procedures
in place to: 1) understand the ever-changing threats and hazards; 2) understand the grid’s
cybersecurity vulnerabilities; 3) understand the potential magnitude of impacts and
consequences; and, 4) identify and facilitate implementation of mitigation strategies. DOE
plans to keep the Department’s efforts ongoing for the four key elements mentioned above.

The draft report contained a total of three recommendations, of which GAO directed one
recommendation to DOE. DOE concurs with GAO’s recommendation. Details regarding
GAO’s recommendation, and DOE’s technical comments on the draft report are provided
enclosure. In addition to the technical comments enclosed, extensive technical comments and
security concerns were provided through my office via a conference call with GAO staff on
July 29.

GAO should direct any questions to Adrienne Lotto, Deputy Assistant Secretary for
Infrastructure Security and Energy Restoration, at adrienne.lotto@hg.doe.gov or 202-586-
1117.

Sincerely,

Karen S. Evans

Assistant Secretary

Office of Cybersecurity, Energy Security, and
Emergency Response

Enclosure

®
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ENCLOSURE

Response to Report Recommendation

Recommendation 1: The Secretary of Energy, in coordination with DHS and other
relevant stakeholders, should develop a plan aimed at implementing the federal
cybersecurity strategy for the electric grid and ensure that the plan addresses the key
characteristics of a national strategy, including a full assessment of cybersecurity risks to
the grid.

Management Response: Concur.

The Office of Cybersecurity, Energy Security, and Emergency Response (CESER) agrees
with the principles outlined in the draft report. DOE’s current actions meet the intent of
GAO’s recommendation.

DOE has been working through the National Security Council (NSC) to develop a
National Cyber Strategy Implementation Plan, in an interagency process whereby
agencies identified in National Security Presidential Memorandum {NSPM-4) collaborate
to develop activities that need to be jointly worked on and sector-specific activities. The
NSC Implementation Plan takes into consideration DOE’s Multiyear Plan for Energy
Sector Cybersecurity. The Implementation Plan is expected to be completed in fall 2019.

DOE actively works with Department of Homeland Security’s (DHS) National Risk
Management Center (NRMC) on the identification of national critical functions' — to
prioritize sector-specific and cross-sector activities. DOE will continue to work with the
energy sector through the Sector Coordinating Councils (SCC), the Electricity Subsector
Coordinating Council (ESCC) and Oil and Natural Gas Subsector Coordinating Council
(ONG SCC), in addressing cybersecurity risks to the sector.

Estimated Completion Date: December 31, 2019.
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FEDERAL ENERGY REGULATORY COMMISSION
WASHINGTON, D.C. 20426

July 15, 2019

Frank Rusco
Director, Natural Resources and Environment

Nick Marinos
Director, Information Technology and Cybersecurity

Government Accountability Office
441 GSt,NW
Washington, DC 20548

Subject: GAO-19-3328SU - Critical Energy Infrastructure— Draft Report

Dear Mr. Rusco and Mr. Marinos:

Thank you for the opportunity to provide comments on behalf of the Federal Energy
Regulatory Commission (Commission) with respect to the Government Accountability
Office's (GAO) draft report entitled, "Critical Infrastructure Protection: Actions Needed to
Address Significant Cybersecurity Risks Facing the Electric Grid."

The Commission recognizes that cyber-attacks on our critical infrastructure systems
have the potential to create significant, widespread, and potentially devastating effects that
threaten the health, safety, and economic prosperity of the American people whom we
serve. With this recognition, the Commission has and continues to address cybersecurity
risks as consistent with section 215 of the Federal Power Act, which grants us the authority
to approve and enforce mandatory Reliability Standards developed by the North American
Electric Reliability Corporation (NERC). The Commission also has taken up voluntary
initiatives with federal, state, and industry partners to address cybersecurity issues for
critical energy infrastructure, including efforts to identify and share best practices. The
responsibility for securing critical infrastructure is shared by industry and government
authorities at the federal and state levels, and it is imperative that we continue to strengthen
these partnerships.

GAO’s draft report also recognizes the importance of these cybersecurity issues and
is a timely contribution on the subject. In the draft report, GAO makes the following
recommendations with regard to the Commission:
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e Consider adopting changes to its approved cybersecurity standards to more fully
address the NIST Cybersecurity Framework. (Recommendation 2); and

o Evaluate the potential risk of a coordinated cyber-attack on geographically
distributed targets, and based on the results of that evaluation, determine if
changes are needed in the threshold for mandatory compliance with
requirements in the full set of cybersecurity standards. (Recommendation 3)

I believe that these recommendations are constructive, and I have directed
Commission staff to develop appropriate next steps to implement them.

I greatly appreciate the courtesies extended to FERC staff throughout GAO’s
development of the draft report.

Sincerely,

Neil Chatrterjee
Chairman

Page 73 GAO-19-332 Critical Infrastructure Protection




Appendix V: Comments from the North
American Electric Reliability Corporation

The report number
GAO-19-332SU has been
changed to GAO-19-332.

NERC James 8. Robb

President and Chief Executive Officer

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

July 26, 2019

Mr. Frank Rusco
Director, Natural Resources and Environment

Mr. Nick Marinos
Director, Information Technology and Cybersecurity

Government Accountability Office
441 G Street, NW
Washington, DC 20548

Dear Mr. Rusco and Mr. Marinos:

NERC appreciates the opportunity to provide technical input to the U.S. Government Accountability Office (GAO)
for the draft report, “Critical Infrastructure Protection: Actions Needed to Address Significant Cybersecurity Risks
Facing the Electric Grid” (Report). NERC believes this is an important assessment and we appreciate the numerous
meetings we have had with GAO staff on this engagement. There are two areas where we think the draft report
does not adequately reflect our input. For those two findings and recommendations, we would like to provide the
following perspective.

NIST Cybersecurity Framework: With respect to the NIST framework, Table 5 includes GAO’s assessment of the
extent to which NERC critical infrastructure protection standards (CIP or CIP standards) address the NIST
framework, finding that NERC's CIP standards only partially address the practices covered in the NIST framework
and in some cases not at all. NERC disagrees with GAO'’s conclusion. We believe the Report should recognize that
NERC strongly considered the NIST framework during development of the CIP standards and continues to consider
the framework in further updates and improvements. While the framework is a widely recognized model, it is
important to note that the intended purpose of NERC's mandatory standards differs from the NIST framework’s
voluntary nature. The voluntary nature of the NIST framework allows entities to customize protections for their
particular needs depending on specific situations. NERC must ensure that each mandatory standard requirement is
auditable and consistently implemented by electric organizations across the continent.

NERC recognizes the importance of the NIST Cybersecurity Framework and works to ensure all elements of the NIST
framework’s voluntary efforts are taken into consideration and tracked to all mandatory CIP standards. A separate
comparison by a team of NERC subject matter experts — which we provided to GAO — has found substantially more
overlap with CIP than GAO found. To fully inform readers, NERC believes the NERC comparison should be included
in the final report.

In an earlier report conducted by GAO in 2011, GAO requested similar information from NERC, asking for a
comparison of NERC standards to, at that time, the NIST risk management framework. In that report, GAO included
the information and acknowledged that NERC cyber security standards addressed the NIST risk management
framework, even noting NERC's concern with comparing the two. NERC strongly considered the NIST framework
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during development of the CIP standards and continues to consider the framework in working to update and
improve those standards.! We believe the Report should acknowledge this work.

Threshold for generation units: The CIP standards are based on the premise that the level of mandatory
protections applied to a particular cyber system should be commensurate to the system’s potential impact on the
bulk power system if the cyber system was lost, compromised, or misused. To that end, Reliability Standard CIP-
002-5.1a requires entities to identify BES Cyber Systems and categorize them as low-, medium-, or high-impact
systems based upon the adverse impact that loss, compromise, or misuse of those systems could have on bulk
power system reliability. This approach ensures efficient and effective allocation of resources protecting critical
infrastructure, thus providing regulatory certainty and maximizing overall benefits to reliability.

It is important to note that the electric system is designed with a high level of networking and redundancy and, by
design, focuses on minimizing “too big to fail” assets. Based on an analysis by industry subject matter experts, cyber
systems associated with groupings of generation units below 1,500 megawatts have a low impact rating. This
“bright-line criteria” encourages power producers to segment groupings of generating units below the threshold in
order to minimize risk. Entities with these low impact systems are required to implement risk-informed policies
addressing electronic access controls, physical security controls, cyber security awareness, and cyber security
incident response (Reliability Standard CIP-003-6). Further, in the event a system planner or a reliability coordinator
for a given area finds that a generation unit below 1,500 MW presents risks to the system and should be protected
at a higher level, the CIP standards allow (or require) that entity to designate that generating unit as medium-
impact such that the entity owning/operating that unit must comply with additional requirements.

GAO expresses concern that low impact systems may be more vulnerable to cyber attack, and that reclassification
of those systems into a higher risk category could provide greater protection against a coordinated attack on
numerous generators across a widespread area.

It is important to stress that the existing bright-line criteria was based on industry subject matter expertise and
informed by the best understanding of cyber risk at the time they were developed. That said, we agree with this
concern. These currently effective bright lines have been in effect for approximately three years and, over that
time, NERC has been gathering data on the effect of these thresholds on grid security. As with all of its standards,
NERC continues to evaluate both (1) the level of protections required for low-impact cyber systems, and (2) the
appropriateness of the existing thresholds for low-, medium-, and high-impact cyber systems. The threat of a
coordinated attack against multiple low-impact cyber systems is a risk that NERC continues to monitor as it
evaluates its CIP standards. We are in the process of evaluating whether the current bright line is appropriate given
evolving risks to the system.

NERC recognizes that reliability standards must also adapt with our evolving understanding of cyber threats. While
NERC has not determined that a modification of the bright-line criteria is warranted at this time, NERC is
undertaking a similar analysis of low-impact systems in the context of the supply chain risk standards. We are
gathering data and studying the nature and complexity of cyber security supply chain risks, including those
associated with low-impact assets not currently subject to the supply chain standards. Similar to the evaluation
recommended by GAO, NERC will employ the supply chain study to develop recommendations for follow-up actions

1See “CIPC Control Systems Security Working Group Mapping of NIST Cybersecurity Framework to NERC CIP v3/v5,” November 2014:
https://www.nerc.com/comm/CIPC Security Guidelines DL/CSSWG-Mapping of NIST Cybersecurity Framework to NERC CIP.pdf
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that will best address identified risks. The particulars of this study are outlined in a report presented to NERC's
Board of Trustees (Board) in May 2019.2 We believe GAO’s Report should acknowledge this effort.

Critical infrastructure protection standards are a foundation for essential cyber security practices. The electric
sector is the only sector with mandatory and enforceable security standards. It is important for policymakers to
understand that reliability and security depend upon many non-regulatory programs as a complement to standards.

The electric sector practices defense-in-depth and has many other programs/efforts to bolster the security posture
of the industry. Executive leadership across the sector is highly committed to security, as evidenced by the very
well-functioning Electricity Subsector Coordinating Council (ESCC). The ESCC is the principal liaison between
leadership in the federal government and in the electric power sector, with the mission of coordinating efforts to
prepare for national-level incidents or threats to critical infrastructure. The ESCC is led by CEOs from across the
industry, fostering increasingly strong relationships with our government partners, including the U.S. Department of
Energy (DOE), our sector specific agency.

As a member of the ESCC Steering Committee, NERC plays a leadership role in supporting ESCC initiatives. For
example, the ESCC promotes robust industry support for growing the capabilities of the Electricity Information
Sharing and Analysis Center (E-ISAC), which is operated by NERC as a service to industry. The E-ISAC is the central
hub for the sharing of timely, actionable information on security matters. The E-ISAC has partnerships with DOE
such as the Cybersecurity Risk Information Sharing Program (CRISP). CRISP is an advanced tool leveraging
capabilities of DOE’s National Laboratory System for sharing unclassified and classified threat information and
developing mitigations to uncovered threats.

Due to the constantly evolving nature of cyber threats, E-ISAC programs are especially important in the security
arena where partnerships, exercises, and information exchange are essential elements. In addition to CRISP, we
conduct the biennial GridEx program and an annual week-long education and outreach program called GridSecCon,
one of the largest grid security conferences available to security professionals. GridEx is consistently the largest
geographically distributed grid security exercise. GridEx IV in 2017 included 6,500 individuals and 450 organizations
participating across industry, law enforcement, and government agencies. This program provides entities with the
means to practice their emergency response plans against the type of geographically distributed attack
contemplated by GAO’s recommendation. It has also led to the development of important industry initiatives such
as the development of a cyber mutual assistance program.

In conclusion, we appreciate the opportunity to illuminate our concerns for GAO’s recommendations, which we
believe should be acknowledged in the Report along with other critical efforts the electricity sector has undertaken
to strengthen its defenses and its ability to respond to a cyber attack. Thank you for your interest in NERC's mission.

Sincerely,

Méﬂg
L

James B. Robb
President and Chief Executive Officer

2 See NERC report, “Cyber Security Supply Chain Risks: Staff Report and Recommended Action,” May 17, 2019.
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