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MILITARY COURTS

DOD Should Assess the Tradeoffs Associated With
Expanding Public Access to and Information About
Terrorism Trials

What GAO Found

The Department of Defense (DOD) currently facilitates public access to and
information about military commissions’ proceedings at Naval Station
Guantanamo Bay (NSGB) in Cuba by:

e communicating directly with victims and their family members about
hearings;

e enabling selected members of the public to view proceedings in-person;

e providing five sites in the United States to view proceedings remotely via
closed circuit television (CCTV); and

e making information such as court documents available on the Office of
Military Commissions’ website.

The public faces various challenges in gaining access to military commissions’
proceedings or obtaining information about them. First, some aspects of the
proceedings limit public access, but addressing them is largely outside of DOD’s
control. For example, proceedings, by law, are held on NSGB—a location that is
largely inaccessible to the general public. Further, cases currently before the
military commissions have spent 4-10 years in pre-trial hearings with trials yet to
be scheduled, which some suggest has lessened media coverage and public
visibility. Second, there are other challenges that DOD officials have
acknowledged that they have a greater ability to address. For example, the
courtroom gallery is limited to 52 seats for those permitted to travel to NSGB.
Additionally, all five CCTV sites are located within a span of 600 miles on the
East Coast of the United States. However, victims and their family members—
the primary intended users of these sites—often live a significant distance from
these locations.

A number of options may potentially address some of the public access
challenges identified. DOD could potentially expand the viewing gallery to
accommodate more people as part of an ongoing project to renovate the NSGB
courtroom. However, DOD officials cautioned that it would require a
commensurate increase in the lodging needed to house more visitors, which may
not be supported by current levels of resources. Further, DOD has two potential
options for addressing challenges with the remote viewing of proceedings. First,
DOD could potentially increase the number and geographic dispersion of CCTV
sites. Second, DOD could potentially maximize public access by broadcasting
proceedings via the television or internet. DOD officials acknowledged that both
options are possible and likely would require a relatively small outlay of
resources. However, broadcasting proceedings via the television or internet is
currently prohibited by DOD’s regulation, and DOD officials were especially
concerned with the security implications of this option.

DOD has not assessed the tradeoffs nor identified or analyzed the risks of
options for expanding public access to military commissions’ proceedings.
Consequently, DOD has not developed a strategy to address challenges or
identified the resources needed to achieve its public access goals. Until DOD
does so, it cannot be sure that it is meeting its goal of maximizing public access
and may not be prepared for the potential increased demand for public access
that is anticipated when proceedings move into the trial phase.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

February 12, 2019
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United States Senate

The Honorable Adam Smith
Chairman

The Honorable Mac Thornberry
Ranking Member

Committee on Armed Services
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Department of Defense (DOD) officials and non-government experts in
national security and legal matters have referred to the current military
commissions’ (commissions) proceedings as the most important criminal
trials in United States history. These trials, which are currently held at
Naval Station Guantanamo Bay (NSGB), Cuba, are for the alleged
terrorists the U.S. government has charged with a variety of war crimes,
including attacks against the United States, such as the USS Cole and
September 11, 2001 (9/11) attacks.' The Military Commissions Act of
2009 and DOD guidance provides that commissions’ proceedings shall
be publicly held unless the military judge makes findings that justify a
closed session, such as national security concerns. From fiscal years
2012 to 2018, according to DOD, it has spent $679.6 million on
conducting these commissions and plans to spend almost $1.0 billion
more from fiscal year 2019 through at least fiscal year 2023.

The National Defense Authorization Act for Fiscal Year 2018 included a
provision for us to conduct a study on the feasibility and advisability of
expanding the public availability of commissions’ proceedings that are

"The USS Cole bombing was a terrorist attack against the United States Navy guided-
missile destroyer USS Cole (DDG-67) that took place on October 12, 2000.
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open to the public.? Further, the accompanying conference report
included a provision for us to collect and evaluate views from a wide
variety of sources—both in the government and the public—on expanding
public access to commissions’ proceedings.® Such sources include
various government departments and offices, non-governmental and civic
organizations, the media, legal and national security experts, and victims
of terrorism and their family members.*

This report describes (1) how DOD currently facilitates public access to
military commissions’ proceedings; (2) the challenges, if any, that the
public faces in gaining access to or obtaining information on these
proceedings; and (3) what is known about potential options to address
public access challenges, including any related tradeoffs.

At the beginning of our review in January 2018, there were five active
commissions’ cases, which are included in the scope of this review:
United States of America v. Khalid Shaikh Mohammad et al. (2); United
States of America v. Abd al Hadi al-Iraqi; United States of America v. Abd
al-Rahim Hussein Muhammed Abdu Al-Nashiri (2); United States of
America v. Majid Shoukat Khan; and United States of America v. Ahmed
Mohammed Ahmed Haza al Darbi (2).°

To address our first objective, we reviewed relevant guidance, policies,
and regulations related to public access to military commissions’

2See Pub. L. No. 115-91 § 1038 (2017). For the purposes of this report, we considered
the public to include victims and family members; the entities we refer to collectively as
non-government stakeholders, including academic and legal experts, non-governmental
and civic organizations, and the media; and the general public. Also, for the purposes of
this report, we considered the potential “expansion” of the public’s access to commissions
proceedings to include increasing or improving the capacity of DOD’s current public
access methods, as well as new methods.

3H.R. Rep. No. 115-404, at 920. (2017).

4For the purposes of this report, we defined victims as those who were directly impacted
by the attack on the USS Cole, the events of 9/11, or other terrorist attacks associated
with commissions’ cases in the scope of our review. We defined a family member as a
person who is related to a victim.

SKhalid Shaikh Mohammad et al. (2) includes four additional defendants: Walid
Muhammad Salih Mubarak Bin Attash; Ramzi Binalshibh; Ali Abdul Aziz Ali; and, Mustafa
Ahmed Adam Al Hawsawi. Subsequently, we refer to these case names in shortened
form, e.g. Khalid Shaikh Mohammad et al. (2).
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proceedings.® In addition, we attended military commissions’ proceedings
on NSGB and while visiting relevant facilities, in April and May 2018. To
supplement our observations, we interviewed relevant DOD officials to
discuss how DOD facilitates public access to commissions’ proceedings.
We also observed hearings at the Fort Meade, Maryland Closed Circuit
Television (CCTV) site, visited the Naval Station Norfolk, Virginia CCTV
site, and interviewed DOD officials working at both locations to
understand and observe how the public utilizes these facilities to view
commission s’ proceedings remotely. Further, we reviewed relevant
documentation on DOD’s assistance to victims and family members and
discussed these efforts with department officials. Also, we reviewed a
variety of content on the Office of Military Commission’s (OMC) website to
determine what information is available to the public about access to
military commissions’ proceedings and how it is organized.

For our second objective, we reviewed applicable sections of the United
States Constitution, U.S. statute, and relevant case studies of terrorism
trials in federal court (case studies), executive orders, DOD guidance and
policy, and relevant reports to understand the legal and policy issues
related to public access to both military commissions’ proceedings and
certain terrorism trials conducted in federal court.” In addition, we
gathered information from DOD officials, victims and family members, and
non-government stakeholders to identify whether there are any
challenges that DOD faces in facilitating public access. Specifically, we
conducted a non-generalizable survey of victims and their family
members to determine the extent to which respondents support various
potential options for expanding public access and their views on the
timeliness of court document postings to OMC’s website. Of the 2,640
victims and family members that we surveyed, 248 responded. We
anticipated a fairly low response rate because of sensitivities related to
surveying victims and family members about terrorist events. Therefore
the survey results reflect the views of only those who responded, who
provided relevant and important views, which we combined with
information gathered through additional methodologies. Also, we informed
our methodology approach and survey development through interviews

6Examples include Department of Defense, Manual for Military Commissions United
States, 2016 Revised Edition (Jan. 12, 2017) and Department of Defense, Regulation for
Trial by Military Commission (Nov. 6, 2011).

"Examples include the First and Sixth Amendments to the U.S. Constitution, Richmond
Newspapers, Inc. v. Virginia, 448 U.S. 555 (1980), and Executive Order 13526, Classified
National Security Information, 75 Fed. Reg. 707 (Jan. 5, 2010).
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and other communications with representatives from eight victim’s
organizations. Further details regarding the survey methods are
described in appendix II.

As discussed previously, for the purposes of this report, we defined
victims as those who were directly affected by the attack on the USS
Cole, the events of 9/11, or other terrorist attacks associated with
commissions’ cases in the scope of our review. We defined a family
member as a person who is related to a victim. Similarly, we developed a
standardized set of 10 questions that was used to obtain the perspectives
of 55 selected non-government stakeholders on challenges to public
access to military commissions’ proceedings. We analyzed responses
from the completed questionnaires to determine the extent to which
respondents support various potential options for expanding public
access as well as their views on other issues, such as the timeliness with
which court documents are posted to OMC’s website. Our analyses of
both groups’ responses were incorporated into each objective to
supplement our observations, as appropriate.

Also, we gathered data from an inter-agency review team that reviews
documents to be posted on OMC’s website, as well as the website itself,
and analyzed these data to determine the timeliness of information
posted to the website.® In regard to data from the inter-agency review
team, we obtained and analyzed data on when court documents were
filed with OMC and the date on which the inter-agency review team
returned them to OMC for posting, comparing that amount of time to a
timeliness standard laid out in DOD’s Regulation for Trial by Military
Commission (Regulation).® According to the Regulation, DOD is
supposed to post documents to the OMC website generally no later than
15 business days after documents have been filed with OMC’s Trial
Judiciary, known as the “file date.” We performed reliability assessments
on the data obtained from the inter-agency review team on the posting of
court documents on the commissions’ website. When, in the course of
these discussions, we determined that agencies’ data could be improved,
we worked with the appropriate agency to do so—to the extent possible—

8https://www.mc.mil/home.aspx. For the data we gathered from DOD, we analyzed all
available data that the department could provide, from October 2011 to October 2018. For
the data we gathered from the website, we analyzed data from April 2011 to November
2018. The earliest document posted by DOD to the website is from April 2011, because
the department updated the website in 2011.

Department of Defense, Regulation for Trial by Military Commission (2011).
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and note relevant data limitations. Based on the steps we took, we
determined that these data were sufficiently reliable for the purposes of
our research objective. Please see appendix | for more details about our
scope and methodology.

In regard to data from OMC’s website, we collected this information using
a “web-scraping tool” that we developed and that regularly visited OMC’s
website, capturing data about court documents’ file date and the date on
which these documents were posted on OMC’s website.'® We selected
these two dates because it allowed us to compare the time DOD took to
post court documents to its website with the department’s timeliness
standard. Using our analysis of data obtained from the inter-agency
review team as well as from OMC’s website, we determined the extent to
which DOD posted court documents in a timely manner.

For our third objective, we reviewed relevant reports to identify potential
options for expanding public access to commissions’ proceedings and
any concerns associated with doing so, and discussed these issues with
DOD officials, victims and family members, and non-government
stakeholders. We also met with DOD officials to discuss any efforts the
department had underway to determine the tradeoffs associated with
potential options. We then compared these efforts with Standards for
Internal Control in the Federal Government, which state an agency should
identify and analyze risks related to achieving its defined objectives, and
to leading practices for sound strategic management planning.'” We also
compared these DOD efforts to selected principles of effective federal
strategic planning that state, among other things, that it is good practice
for agencies to develop a strategy to address management challenges
and to identify resources needed to achieve goals. We used the results of
our comparison to determine the extent to which DOD’s efforts adhered to
these principles.'

"OThis is a software tool we developed that automatically visited and collected certain data
from the website. For more information on the web-scraping tool, see appendix Ill.

"For internal controls, see GAO, Standards for Internal Control in the Federal
Government, GAO-14-704G (Washington, D.C.: Sep., 2014).

2For leading practices of effective federal strategic planning, our prior work has identified
leading practices of effective federal strategic planning, which we derived in part from the
Government Performance and Results Act (GPRA), as updated by the GPRA
Modernization Act of 2010, associated guidance, and our prior work. For example, see
GAO, Executive Guide: Effectively Implementing the Government Performance and
Results Act, GAO/GGD-96-118 (Washington, D.C.: June, 1996).
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Background

We conducted this performance audit from January 2018 to February
2019 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Brief History of Military
Commissions

DOD describes military commissions as a form of military tribunal
convened to try individuals for unlawful conduct associated with war. '
According to DOD, military commissions—as they came to be known in
the 19th century—were preceded by military tribunals during previous
conflicts, beginning from the Revolutionary War. After the September 11,
2001 terrorist attacks on the United States, the President issued an
order,' directing the Secretary of Defense to establish commissions to try
certain individuals for violations of the laws of war and other offenses. In
20086, the United States Supreme Court invalidated the military
commissions established under the President’s order.'® In response to
the court’s ruling, Congress passed the Military Commissions Act of
2006."% In 2009, the President ordered a review of military commissions
and detention at NSGB which led to a halt in all pending military
commissions’ proceedings. In 2009, Congress passed the Military
Commissions Act of 2009 which replaced the Military Commissions Act of
2006 and led to the reinstatement of criminal proceedings against certain
detainees.' Held on NSGB, Cuba, current commissions’ proceedings
include alleged terrorists accused of engaging in attacks against the
United States, such as the USS Cole attack in which 17 people were

13DOD, http://www.mc.mil/ABOUTUS/MilitaryCommissionsHistory.aspx

"4The President’s order was issued on November 13, 2001 and later implemented when
the Secretary of Defense published the order on March 21, 2002 as Military Commission
Order No. 1.

15See Hamdan v. Rumsfeld, 548 U.S. 557 (2006).
6See Pub. L. No. 109-366 (2006).

7See Pub. L. No. 114-84, §§ 1801-1807 (2009) and codified at Chapter 47A, Title 10 of
the U.S. Code.
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killed and the September 11, 2001 attack in which 2,976 people were
killed. 8

Military Commissions’
Legal Framework

The Military Commissions Act of 2009 establishes procedures governing
the use of military commissions to try alien unprivileged enemy
belligerents engaged in hostilities against the United States for violations
of the law of war and other offenses triable by military commission. The
Act defines an alien unprivileged enemy belligerent as a person who has
engaged in hostilities against the United States or its coalition partners;
has purposefully and materially supported hostilities against the United
States or its coalition partners; or was a part of al Qaeda at the time of the
alleged offense.

While the Military Commissions Act of 2009 also provides protections for
the accused individuals undergoing trial (the accused) similar to rights
afforded to defendants in a federal criminal trial, the Act is more closely
aligned with military court-martial practice.'® For example, the Act states
that procedures for military commissions are based upon the procedures
for trial by general courts-martial under the Uniform Code of Military
Justice, Chapter 47 of the U.S. Code, except for certain provisions such
as provisions related to speedy trial and pretrial investigations.

Article 36 of the Uniform Code of Military Justice states that the President
may prescribe regulations for pretrial, trial and post-trial procedures for
cases triable in courts-martial and military commissions which shall, so far
as the President considers practicable, apply the principles of law and the
rules of evidence generally recognized in the trial of criminal cases in the
United States district court but which may not be contrary to other
provisions of the Uniform Code of Military Justice. Article 36 also states
that all rules and regulations prescribed by the President or the Secretary
of Defense as his designee shall be uniform insofar as practicable. In
addition to relevant law, commissions’ proceedings are conducted in
accordance with certain DOD manuals and regulations and rulings by
military judges who preside over the proceedings.

8The number of people killed during the attacks of 9/11 is according to the charges filed
by the United States government against the alleged attackers.

"®For a chart comparing selected military commissions’ rules under the Military
Commissions Act of 2009, as amended, to the corresponding rules that apply in federal
court, see Congressional Research Service: Comparison of Rights in Military Commission
Trials and Trials in Federal Criminal Court (Washington, D.C.: Mar. 21, 2014).
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Roles and Responsibilities  There are a number of DOD organizations responsible for conducting the
within DOD for Military commissions’ proceedings included in the scope of our review. Each has
Commissions separate functions and responsibilities, as shown in figure 1.

|
Figure 1: Organizational Chart for Military Commissions’ Proceedings

Secretary
of Defense

I
Deputy Secretary

of Defense
I
Office ofthe | _____. Department of Defense Military Commissions U.S. Court of Military
Convening Authority General Counsel Trial Judiciary Commission Review

Defense Legal
Services Agency

I
[ 1

Chief ‘ Deputy General Deputy General

of Staff Counsel Legal Counsel Counsel Personnel
’—I—l and Health Policy
I
Deputy Chief Legal Office of Military
ofStaff | 7777 7C Advisor the Chief Commissions
Prosecutor Defense
’_I_‘ Organization
Operations Office of Court Victim
Directorate Administration Witness
Assistance
Program

Source: GAO analysis of Office of Military Commissions’ website and information from Department of Defense officials. | GAO-19-283
Key organizations include:

« The Convening Authority is responsible for the overall management of
the commissions’ process and is empowered to convene the
commissions, refer charges to trial, negotiate pre-trial agreements,
review records of trial, and maintain the public website, among other
responsibilities.

« The Office of the Chief Prosecutor includes attorneys, paralegals, and
support staff from each branch of the United States Armed Forces,
DOD, and attorneys from the Department of Justice. These attorneys
coordinate investigative efforts, prepare charges, and represent the
United States government in commissions’ proceedings. Located in
the Office of the Chief Prosecutor, DOD’s Victim and Witness
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Assistance Program provides services to approximately 2,000 victims
and their family members.

« The Military Commissions Defense Organization maintains a structure
separate from the structure of OMC, to help ensure fairness and
independence of the commissions’ legal system. Defense attorneys
representing the accused can be military and/or civilian, either
employed by DOD and/or a civilian attorney retained by the accused
at their own expense. These attorneys are appointed by the Chief
Defense Counsel to represent the accused. In capital cases, i.e. those
cases in which the United States government is seeking the death
penalty for the accused, the Military Commissions’ Defense
Organization will also appoint a “learned counsel’—that is, an attorney
with specialized training and experience in trials involving the death
penalty.

¢ The Military Commissions’ Trial Judiciary consists of military judges
nominated by the Judge Advocate Generals of the military
departments to preside over trials. The Trial Judiciary also includes
the judges’ support staff that, among other responsibilities, manages
court documents—such as legal motions and judges’ rulings—that are
part of the commissions’ process. According to OMC officials, the Trial
Judiciary has also established certain practices—followed by OMC—
for the review of these documents before they are posted on OMC’s
public website.

NSGB Expeditionary Legal
Complex

The Courtroom

The Expeditionary Legal Complex at NSGB was completed in January
2008 and consists of various facilities, including a courtroom in which
classified and unclassified proceedings may be conducted, office space
and equipment for court administration employees as well as the
prosecution and defense legal teams, and expeditionary lodging capable
of housing up to 300 personnel, according to an OMC official. Key
elements of this complex are highlighted below.

The courtroom, shown in figure 2, is a multi-defendant courtroom capable
of trying up to six defendants jointly. The courtroom can accommodate a
case with the possibility of the death penalty, and has unique features
that permit the use of highly-classified information at the Top
Secret/Sensitive Compartmented Information level or below during closed
proceedings.
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Figure 2: Courtroom in the Expeditionary Legal Complex on Naval Station Guantanamo Bay, Cuba

Source: GAO. | GAO-19-283

The Viewing Gallery

The courtroom within the Expeditionary Legal Complex has a viewing
gallery (gallery), as shown in figure 3, where selected members of the
public may view commissions’ proceedings, through soundproof glass.
This is because the gallery was designed to permit public viewing of the
proceedings even in the event that classified information is inadvertently
disclosed. Specifically, according a DOD official, the gallery has video
display monitors that play a closed-circuit television feed of the
proceedings, on a 40-second delay between live action in the courtroom
and the video transmitted to the gallery. This system provides United
States government officials with time to prevent any inadvertent
disclosure of classified information from being disseminated to the public.
If victims or family members are present in the gallery, they enter last and
are seated nearest to the exit. A curtain is available to separate the
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victims and family members from other members of the public, if they
desire privacy.

_________________________________________________________________________________________________________________|
Figure 3: Viewing Gallery of the Courtroom in the Expeditionary Legal Complex on Naval Station Guantanamo Bay, Cuba

Source: GAO. | GAO-19-283

Note: The viewing gallery includes the rows of seating located in the foreground of the photo.
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Media Operations Center

Commissions’ proceedings that are open to the public are transmitted by
closed-circuit television to the media operations center located outside of,
but nearby, the Expeditionary Legal Complex courtroom. The media
operations center, shown in figure 4, also includes telephone and
computer support, which enables up to 60 members of the media to
simultaneously watch the proceedings, with the 40-second delay to
prevent the inadvertent disclosure of classified information, while they
work. The center also has a room for conducting press briefings.

Figure 4: Inside the Media Operations Center Near the Expeditionary Legal Complex
on Naval Station Guantanamo Bay, Cuba

e —— =

Aa_, — —— E

Source: Office of Military Commissions. | GAO-19-283
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DOD Uses a Variety
of Methods to
Facilitate Public
Access to
Commissions’
Proceedings

DOD has taken various steps to facilitate public access to commissions’
proceedings, using four primary methods to do so. Rule 806 of DOD’s
Manual for Military Commissions specifies that, except in certain
instances, such as to protect national security, that military commissions
shall be publicly held.?° In accordance with this guidance, DOD facilitates
public access to commissions’ proceedings by (1) communicating directly
with victims and their family members about the status of scheduled
hearings and other administrative matters; (2) enabling selected members
of the public to view proceedings in-person at NSGB; (3) providing CCTV
sites within the United States for viewing proceedings remotely; and (4)
making information, such as court documents that will be used during
proceedings, available to the public on the commissions’ website. In
figure 5, we summarize key DOD efforts to facilitate public access to
commissions’ proceedings, followed by a description of each method.

Figure 5: Timeline of Key Actions Taken by the Department of Defense (DOD) to Facilitate Public Access to Military

Commissions’ Proceedings

March 21, 2002
Military Commissions Order

April 2012

No. 1 establishes the military
commissions and provides
regulations that state the
commissions’ trials would be
open to the public.

March 2005
Office of Military
Commissions
establishes
public website.

l

2000 2001 2002 2003

l

2004 2005 2006 2007 2008

2009

DOD approves and establishes
closed circuit television sites for
victims and family members,
non-governmental stakeholders,
and the general public.

l

2010 2011 2012 2013 2014 2015 2016 2017

? ®

2018

T ’ |

August 2004

NGO are approved to view

proceedings by DOD.
June 14, 2004

DOD establishes the Victim
Witness Assistance Program.

DOD Department of Defense
NGO Nongovernmental organization
NSGB Naval Station Guantanamo Bay

October 17, 2008

Victims and family members
are authorized to travel to
NSGB to view proceedings.

Source: GAO analysis of DOD data and information from DOD officials. | GAO-19-283

2011 and 2014

DOD updated its website
with pictures and improved
functionality based on user
feedback.

Note: The date DOD established the Victim Witness Assistance Program is based on the hiring date

of the first Director of the program.

20pepartment of Defense, Manual for Military Commissions United States (revised 2016).
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Direct Communication
With Victims and Their
Family Members

According to officials, DOD established its Victim and Witness Assistance
Program in June 2004 to provide support services to the approximately
2,000 victims and their family members who opted to participate in the
program. The program, which falls within the Office of the Chief
Prosecutor, provides updates to victims and their family members on
pending military commission cases, notifies them of scheduled hearings,
and assists with the logistics associated with viewing proceedings at
NSGB or a CCTV site. In our survey of victims and family members, we
asked about their perspectives on communication originating from the
prosecution team and found that a majority of those who responded (72
percent) were satisfied or very satisfied with DOD'’s efforts.?!

In-person Viewing of
Proceedings at NSGB

Due to space limitations, DOD is currently able to allot 52 seats for
selected members of the public to view “open” commissions’ proceedings
in-person from the courtroom gallery on NSGB.?? DOD is responsible for
selecting these individuals who generally fall into three categories:

(1) victims and their family members, (2) non-government stakeholders,
and (3) the general public. DOD provides air transportation to and from
NSGB for all individuals approved to view the proceedings in-person.
Further details about DOD’s selection process and seating allocation, by
category, are provided below.

« Victims and their family members: Per DOD policy, up to 5 victims
or their family members and the person accompanying them to
provide support are allotted seating in the courtroom gallery.?® There
are also seats reserved for a grief counselor and an escort from the
Victim and Witness Assistance Program for a total of 12 seats.?* Due
to the limited number of total seats and lodging currently available,

2"For more information on this survey and responses to it, see Appendix Il.

22Members of the public are permitted to attend “open” proceedings during which
classified information should not be discussed. Conversely, “closed” proceedings involve a
discussion of classified material and the public is not permitted to attend. In this review,
we focus on the public’s access to open proceedings.

23An October 17, 2008, memorandum from the Deputy Secretary of Defense noted that
the Department of Defense supports limited attendance by victims and family members at
military commission proceedings on NSGB. The memorandum further defines “limited” as
meaning 5 victims and family members, each of which may be accompanied by 1 family
member for a total of no more than 10 people attending a particular session.

24According to OMC, a support person is a family member that accompanies a victim or
their family member to provide them with support during travel to NSGB and while viewing
proceedings.
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DOD asks the approximately 1,140 victims and family members who
have expressed an interest in attending proceedings to identify the
proceedings they would prefer to attend. DOD then uses these
preferences to select victims and family members to travel to NSGB
for each week that proceedings are held.?® According to DOD officials,
this procedure works better than the lottery system that the Victim and
Witness Assistance Program previously used because it provides
victims and their family members more flexibility with their travel
dates.

« Non-government stakeholders: This category includes individuals
who represent 25 non-governmental organizations pre-approved by
DOD to view proceedings in-person, as well as members of the
media.?® DOD currently allots 12 seats in the courtroom gallery to
representatives of approved non-governmental and civic
organizations and 10 seats to the media.?’ All individuals within this
category who are approved for travel to NSGB are required to sign a
list of “ground rules” developed by DOD and to be escorted by military
personnel while on the base.

« General public: The remaining 18 seats are filled on a “first come,
first served” basis by members of the public who live on NSGB or who
have been cleared by the Navy to visit the base.

Remote Viewing of
Proceedings at CCTV
Sites

In 2012, DOD established five CCTV sites on the East Coast of the
United States where individuals may view commissions’ proceedings
remotely. Specifically, four CCTV sites are reserved for victims and their
family members, and are located at Fort Hamilton, New York; Fort

25According to the official in charge of the Victim Witness Assistance Program there are
1,140 victims and family members interested in attending proceedings at NSGB.

%The 25 non-governmental and civic organizations are as follows: American Bar
Association, Amnesty International, Human Rights First, Human Rights Watch, American
Civil Liberties Union, National Institute for Military Justice, National Association of Criminal
Defense Lawyers, Heritage Foundation, The Brennan Center, New York City Bar
Association, Seton Hall University School of Law, Judicial Watch, University of Toledo,
Duke University, National District Attorney’s Association, University of New Mexico School
of Law, Pacific Council on International Policy, Henry Jackson Society (London), Open
Society Foundation, Indiana School of Law, Geneva Academy, Georgetown University
Law Center, September 11" Families for Peaceful Tomorrows, National September 11
Memorial and Museum, Reprieve.

27According to a DOD official, the gallery can—in addition—seat DOD personnel assigned
as media escorts. Also, the Media Operations Center can accommodate up to 60
additional members of the media.
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Devens, Massachusetts; Joint Base Dix/McGuire/Lakehurst, New Jersey;
and Naval Station Norfolk, Virginia. The fifth CCTV site is located at Fort
Meade, Maryland, and is open to victims and their family members, non-
government stakeholders, and the general public. According to officials,
at these sites, large video display monitors display the same video feed
that appears on monitors in the viewing gallery at NSGB, with the same
40-second delay to prevent the inadvertent disclosure of classified
information. This feed is delivered to CCTV sites by both fiber optic cable
and satellite transmission. According to court documents, these sites are
the result of DOD acknowledging both the importance of the public’s
physical access to proceedings held at NSGB and the limited ability of the
general public to do so.

According to our analysis of available data from DOD on attendance at
NSGB and the CCTV sites, there have been a total of 2,304 recorded
visitors, beginning in 2011. It is important to note that DOD did not record
the number of visitors from the general public at NSGB until
approximately September 2018. Also, according to officials, DOD did not
begin recording visitors from the general public at the Fort Meade CCTV
site until September 2018, and did not record data on non-government
stakeholder visitors to the Fort Meade CCTYV site from 2012 to 2015.
However, our review of available data indicates that of the recorded
visitors, the majority—64 percent—were non-government stakeholders,
while victims and family members made up 34 percent of attendees, and
the general public made up 2 percent. Table 1 summarizes available
DOD data on attendance at NSGB and CCTYV sites, from November 2011
to September 2018.
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|
Table 1: Attendance of Victims and Family Members, Non-Governmental Organizations, Media, and the General Public at

Military Commissions’ Proceedings, November 2011 to September 2018

2011° 2012 2013 2014 2015 2016 2017 2018°
partial partial
year data year data
Naval Station Guantanamo Bay (NSGB)
Victims and family 7 25 63 49 31 81 48 55
members
Media Not available 105 50 15 17 29 64 57
Non-governmental Not available 73 174 172 114 146 150 128
organizations
General public Not available 45°
Totals 7 203 287 236 162 256 262 285 Overall 1698
NSGB
viewing
total
Closed Circuit Television (CCTV)
Victims and family 10 146 138 28 30 25 37 19
members
Media Not available 62 28 10 7 9 19 4
Non-governmental Not available 11 13 10
organizations
General public Not available
Totals 10 208 166 38 37 45 69 33 Overall 606
CCTV
viewing
total

Source: GAO analysis of Department of Defense (DOD) data.| GAO-19-283

®For 2011, there was a single hearing in November, which DOD provided data for on victim and family
member attendance. DOD provided data for non-governmental organizations and the media starting

in 2012.

®For 2018, OMC provided data through August for victims and family members and the media, and

through September for non-governmental organizations.

°OMC was only able to provide data for general public attendance for September 2018.
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Providing Information
Through the Commissions’
Public Website

The Public Faces a
Variety of Challenges
Accessing or
Obtaining Information
on Commissions’
Proceedings

According to a DOD official, DOD established the Office of Military
Commissions’ website as an online resource for the public in March 2005
to provide a variety of information about OMC’s organization, its facilities
and services on NSGB, active and inactive cases, and court documents
approved for public dissemination, among other things. Court documents
may include legal motions (motions) filed by the prosecution and defense,
docket-related documents (e.g., documents that list motions to be argued
during a specific hearing), judges’ rulings on motions, and transcripts of
hearings. According to officials, DOD updated the website in 2011 and
2014, which government and non-government stakeholders told us made
it easier to use and provided additional information, thereby facilitating
public access to information about the commissions’ proceedings. In
addition, DOD officials told us the website has the only official, public
calendar of scheduled hearings.

The public faces a number of challenges in gaining access to
commissions’ proceedings or obtaining information about them. These
challenges can be categorized into two groups: (1) those that DOD has
limited ability to address, and (2) those that DOD has greater ability to
address.

Public Access Challenges
Created by Factors
Outside DOD’s Control

Location of Commissions’
Proceedings

During our review, we identified several aspects of commissions’
proceedings that constrain the extent of public access that DOD is able to
provide. Specifically, DOD has limited ability to address these challenges
because they result, in part, from factors that are not under the
department’s control. As confirmed by DOD officials, these challenges are
(1) the location of proceedings, (2) the prevalence of classified
information associated with them, and (3) the duration of time awaiting
trial—each of which are discussed in more detail below.

DOD’s ability to address the location of commission s’ proceedings is
limited by statute, with a long-standing prohibition against the transfer of
NSGB detainees to the United States.?® According to our survey of

283ee, for example, Pub. L. No. 113-291 § 1033(2014) and section 1033 of the John S.
McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. No. 115-232, §
1033 (2018).

Page 18 GAO-19-283 Military Courts



Prevalence of Classified
Information

victims and their family members, about half of the respondents
expressed support for moving military commission s’ proceedings from
NSGB to the United States, while the other half of respondents opposed
such a move.?® The non-government stakeholders who completed our
self-administered questionnaire were generally supportive of this idea,
with the majority favoring it. According to DOD officials, the members of
the general public who live in the local area of a federal courthouse, or
can travel there, have relatively easy access to trials held in the United
States. In contrast, holding commissions’ proceedings on NSGB in Cuba
severely constrains the general public’s ability to view them, in-person.

While DOD plays a role in determining the classification level of
information used in commission s’ proceedings, it is a responsibility
shared with other intelligence agencies.*® As such, DOD does not have
the unilateral authority to declassify such information and is thus limited in
its ability to share it with the public.®" Nonetheless, several non-
government stakeholders we contacted expressed their perspectives on
this issue, with concerns over the extent to which evidence and other
information used in commission s’ proceedings is deemed “classified.”
For example, a non-governmental observer of the hearings stated that
“[court] documents that should not be blocked from public access are
frequently not available when they should be.” The American Bar
Association’s longstanding policy—reflected in the association’s
Standards for Criminal Justice—is that "in any criminal matter, the public
presumptively should have access to all judicial proceedings, related
documents and exhibits, and any record made thereof not otherwise
required to remain confidential.”*?> However, this standard—which reflects

290f those who responded to our survey question about moving the commissions’
proceedings to the United States, 42 percent supported or strongly supported; 43 percent
opposed or strongly opposed; 15 percent did not know.

30According to DOD documentation and our discussions with officials from the intelligence
agencies, there are four intelligence agencies with chief responsibility for reviewing court
documents for potentially classified information. They are the Defense Intelligence Agency
and the three agencies we refer to, in this report, as intelligence agency #1, intelligence
agency #2, and intelligence agency #3.

31According to an official from the Office of the Chief Prosecutor, these agencies are the
original classification authorities for this potentially classified information, and thus, have
the legal authority to determine the classification of much of the evidence used in pre-trial
hearings. This authority is established in Executive Order 13526.

32American Bar Association Standards for Criminal Justice, Fair Trial & Public Discourse,
Standard 8-5.2. Public Access to Judicial Proceedings and Related Documents and
Exhibits (June 16, 2016).
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Duration of Pre-trial Hearings

the views of the American Bar Association and applies to all criminal
cases including both commissions’ proceedings and federal criminal
proceedings—is subject to limitations and states that a court may impose
reasonable limitations on public access. Also, based on our review of
relevant case studies, these trials have also involved classified
information that was not released to the public. 3 According to DOD
officials, unlike most—if not all—federal criminal trials or courts-martial,
commissions’ court documents and proceedings regularly involve an
unprecedented amount of classified information that cannot be shared
with the public. For example, DOD officials told us that a substantial
amount of evidence used in the commissions’ proceedings relates to
partially-classified activities conducted by intelligence agencies outside
the department—such as the Central Intelligence Agency’s former
Rendition, Detention, and Interrogation Program.

Given the unprecedented nature of these proceedings, attorneys from the
prosecution and defense teams and other legal experts told us that the
commissions’ extensive litigation of legal rules and processes has been
necessary to address pre-trial matters. Further, the prosecution and
defense make their litigation decisions—and military judges make their
rulings—independently of DOD. Thus, the department cannot fully
address the key factors that drive the duration of pre-trial hearings.

As discussed previously, commissions’ proceedings in their current form
are a hybrid of the federal and military justice systems, and—according to
legal experts who we contacted—are unlike any previously practiced.
According to DOD officials, a case begins with a number of steps,
including arraignment by the military judge.3* Of the five cases before the
commissions and included in the scope of our review,*® one has been
completed, one is awaiting sentencing, and three have spent from 4 to 10
years in pre-trial hearings; the starting dates of their trials are currently

33Federal Judicial Center, National Security Case Studies: Special Case-Management
Challenges, Sixth Edition (2015).

34These include the swearing of charges and referral by the Convening Authority, who
is—as discussed previously—responsible for the overall management of the commissions’
process, and is empowered to, among other actions, refer charges to trial. Further, a
military judge may call a military commission into session without members to conduct a
hearing and to determine motions raised by defense counsel or the prosecution.

35As discussed previously, these cases are: Khalid Shaikh Mohammad et al. (2); Abd al
Hadi al-Iraqi; Abd al-Rahim Hussein Muhammed Abdu Al-Nashiri (2); Majid Shoukat Khan;
and Ahmed Mohammed Ahmed Haza al Darbi (2).
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unknown.®® Figure 6 illustrates key milestones in these five cases, for the
time period 2000 through 2018.

|
Figure 6: Key Milestones for Five Active Military Commissions’ Cases, Calendar Years 2000 to 2018

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

Time
awaiting
trial

Abd ©® @SS LILS SIS ISTTL TSI LTSS LS LSS /777 6 years,
al-Rahim USS Cole Capture Transfer to Arraigned by 11 months
Hussein attack NSGB Military Commission
Muhammed
Abdu
Al-Nashiri
Khalid ©®© ©® ©® @ S SSASIISIS IS IS ST TS SS LSS SIS S s/ /@ 10 years,
Shaikh Sept.11, Capture Transfer  First arraignment by Second arraignment by Pre-trial 3 months
Mohammad 2001 to NSGB  Military Commission Military Commission hearings
et al terrorist attack ongoing

G ? ® ® N/A

J.W. Transfer to Transfer to NSGB Arraigned by Guilty plea accepted Pre-sentencing

Marriott U.S. custody Military by Military hearings

attack Commission Commission ongoing
Abd al (ONO) @ rrrrrss s /& dyears,
Hadi Various attacks Transfer Transfer to NSGB Arraigned by Pre-trial 4 months
al-lraqi in Afghanistan to U.S. Military Commission hearings

custody ongoing
Ahmed [0]oXO] (O] (O] (ONO] N/A
Mohammed Capture Transfer to NSGB First arraignment by Second Guilty plea  Sentenced DOD
Ahmed Haza MV Limburg attack Military Commission arraignment by accepted by by military announced
al Darbi Military Military commission transfer to
Commission Commission Saudi
7] Cases in pre-trial phase él:ztbolgl;
NSGB Naval Station Guantanamo Bay trial !

Source: GAO analysis of Department of Defense (DOD) data and information from DOD officials. | GAO-19-283 complete

Note: The cases represented here do not include all cases subject to military commissions, only
those that were active during the GAO review, January 2018 — October 2018. Further, the milestones
for Khalid Shaikh Mohammad et al apply only to Khalid Shaikh Mohammad and do not include the
four co-defendants, also named in the Khalid Shaikh Mohammad et al (2) case. Further, according to
DOD officials, in 2009 Executive Order 13492 was issued that halted all military commissions’
proceedings and resulted in cases arraigned prior to 2009 to have charges withdrawn and dismissed.
For this reason some of the cases have involved more than one arraignment, the length of time
awaiting trial was calculated from the earliest arraignment to October 2018.

Government and non-government stakeholders told us they believe that
the extensive number of pre-trial hearings has resulted in decreased

36The cases of Almed Mohammed Ahmed Haza al Darbi and Ahmed Mohammed Ahmed
Haza al Darbi (2) continued for almost ten years until his transfer to Saudi Arabia in 2018.
According to a DOD official, Mr. Darbi pled guilty pursuant to a pretrial agreement and was
sentenced in October 2017.
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media coverage and a commensurate decrease in public access and
interest given that the media is a primary source of information on
commissions’ proceedings for the general public. Further, several of the
victims and family members who responded to our survey expressed
frustration over the length of the pre-trial hearings. In written comments
on the survey, one respondent noted that, “Pretrial hearings are
prolonged unnecessarily on trivial matters.” Another respondent stated
that, “The process is taking too long because legal teams and the judge
are not in session enough.” Similarly, several non-government
stakeholders told us they believe that the extended period without trials
has generally resulted in a decrease in the public’s awareness of
commissions’ proceedings, thereby decreasing the amount of resources
that the media is willing to devote to cover them.

Public Access Challenges
Created by Factors Within
DOD’s Control

In-Person Viewing of
Commissions’ Proceedings at
NSGB

We also identified other public access challenges that DOD has a greater
ability to address because the challenges result largely from factors under
DOD’s control. As confirmed by DOD officials, these challenges to public
access of military commissions’ proceedings involve limitations related to
in-person viewing of proceedings at NSGB, remote viewing of
proceedings, and the timeliness with which key information is posted on
the commissions’ website.

DOD policy and processes, the size of the gallery DOD built, and the
limited logistical support DOD provides to non-government stakeholders
substantially constrain the public’s ability to view commissions’
proceedings at NSGB. As discussed previously, DOD policy and the size
of the courtroom gallery on NSGB currently limit in-person attendance to
a total of 52 seats for each week of hearings—12 of which are reserved
for victims or their family members, as well as the support people and
DOD escorts accompanying them. The relatively limited number of seats
means that—in the 10 years since victims and their family members were
permitted to travel to NSGB—according to a DOD official, fewer than half
have been selected to do so. According to our review of DOD data on
total attendance at NSGB since 2011, victims and family members
comprise 21 percent of attendees.

The limited weekly attendance for all visitors to commissions’ proceedings
is in contrast to United States district court that conducts federal criminal
trials and can generally accommodate a new set of attendees each day, if
those attendees are in the local area or can travel to the court house.
However, as discussed previously, DOD provides air transportation to
and from NSGB, the department must approve all individuals who fly to
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NSGB to view the proceedings in-person, and the seats available to the
general public in the gallery are filled on a “first come, first served” basis
by members of the public who live on NSGB or who have been cleared by
the Navy to visit the base. These constraints do not exist at federal
courthouses. Thus, the portion of the general public that can attend
commissions’ proceedings is substantially smaller than the portion of the
public that can attend federal criminal trials.

In addition, according to non-government stakeholders, DOD provides
limited logistical support for their work at NSGB, which constrains their
ability to provide the public with access to information about the
commissions’ proceedings. Based on discussions with non-government
stakeholders, the logistics of traveling to NSGB and the inherent
limitations of working in a challenging environment made it difficult for
some of these non-government stakeholders to be able to view
proceedings in-person with the frequency that they believe is needed. For
example, one national security policy expert told us that they “cannot
afford the time required to attend another hearing.” This is because
“...hearings are frequently cancelled or closed to the public,” and as a
result, attendees “...typically spend at least a week there to see maybe
two days of hearings.” We also spoke with a legal expert who explained
that the lack of reliable internet and phone service while on NSGB
presented challenges in maintaining contact with the individual’s law
practice, thus limiting their ability to travel to NSGB and view proceedings
in-person. Similarly, a member of the media told us that the conditions of
reporting the commissions’ proceedings are “an extreme hindrance.” This
member of the media noted that while at NSGB, visitors have access to
limited and unreliable internet and telephone service. This has made
covering the trials “extremely difficult,” according to the freelance
journalist because the cost, lack of resources and unreliable schedule
make it increasingly difficult to take a week away from reporting on other
events “in order to cover only a couple of days of open hearings.”

For many of the non-government stakeholders included in our review,
their role as observers, scholars, or reporters on the commissions’
proceedings is not their full-time job. Instead, they do so as one part of
their professional responsibilities or as volunteers. In this context, they
told us generally that the time required to travel to NSGB due to
infrequent flights, the difficulty of working there, and the frequent closings
or cancellations of hearings discourage non-government oversight and
reporting on the proceedings. This, in turn, reduces the amount and
quality of the information that they can provide to the public.
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Remote Viewing of
Commissions’ Proceedings

Also, while selected victims and family members and non-government
stakeholders are able to view proceedings in-person on NSGB, the vast
majority of the general public cannot, due to DOD policy. The exceptions
are—according to a DOD official—civilians traveling to NSGB on official
business and those who have a sponsor living at NSGB.

DOD’s decision to locate all CCTV sites on military bases on the East
Coast of the United States has resulted in several challenges that limit the
current usefulness of CCTV sites in facilitating public access to
commissions’ proceedings. First, all five CCTV sites are concentrated
within a 600 mile span on the East Coast of the United States. However,
victims and their family members—the primary intended users of these
sites—are located throughout the world or are concentrated in areas of
the United States that are a significant distance from one of these five
locations. According to our survey of victims and their family members, a
majority of those who responded (71 percent) said that it was important to
have the location of the hearings close to where they live. For example,
the victim and family member population served by DOD’s Victim and
Witness Assistance Program has a significant presence in California and
Florida, as well as smaller populations in eight other countries.®” Further,
survey respondents from Texas, Florida, and the United Kingdom noted
that it was impractical for them to travel to the current CCTV sites,
especially considering the unpredictable hearing schedule. Figure 7
shows the location of the CCTV sites along with the dispersion of victims
and their family members served by DOD’s Victim and Witness
Assistance Program.

Mt is important to note that the population of victims and their family members served by
DOD'’s Victim and Witness Assistance Program does not represent all victims associated
with the terrorist attacks that are the focus of the five cases in the scope of our review.
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Figure 7: Location of Closed Circuit Television (CCTV) Sites and Dispersion of Victims and Family Members Served by DOD’s
Victim and Witness Assistance Program
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The logistics of traveling to the CCTV site at Fort Meade, Maryland—the
only location open to non-government stakeholders and the general
public—is also a factor that limits the public’s access to information about
commissions’ proceedings. For example, non-government stakeholders
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who observe the commissions’ proceedings and were included in our
review explained that the majority of their organizations are located in
cities that either do not have a CCTV site, or are not near a site to which
they have access. Examples include Los Angeles, California, and New
York City, New York. Non-government stakeholders also expressed that
there are challenges associated with the amount of time and travel it
takes to get to Fort Meade, which can be difficult especially when
hearings are often cancelled or closed with little or no notification,
according to these stakeholders. Further, although the CCTV site at Fort
Meade is open to the general public, DOD officials acknowledged that
there is no practical way for the department to advertise the availability of
the opportunity to view proceedings at the CCTV site on Fort Meade.

In addition to the challenges of traveling to CCTV sites, some victims and
family members and non-governmental stakeholders noted challenges
regarding their ability to access military bases that host these sites. For
example, some victims and family members told us that they or their
relatives had been denied access to certain CCTV sites because,
according to DOD, they did not meet the department’s definition of a
victim or family member.® Further, non-government stakeholders who are
foreign nationals are required to be escorted while on Fort Meade, per
DOD policy. However, DOD officials told us that Fort Meade does not
always have the personnel necessary to escort these individuals, which
could preclude certain non-government stakeholders from being able to
access the site. Further, a senior DOD official acknowledged that by
locating CCTV sites on military bases, DOD is running the risk that—in
certain scenarios—no member of the public would be able to access the
sites. This is because, in the event of a threat to base security, it may be
closed to civilians who do not live or work on the installation.

38According to the DOD Regulation for Trial by Military Commission, a victim is defined as
a person who has suffered direct physical, emotional or pecuniary harm or loss as a result
of an offense as defined in chapter 47A of title 10, United States Code, or the law of war.
Victims may include: military members, civilians and citizens of foreign countries; and, a
person who is an immediate family member of the victim of a crime, if so designated by
the Convening Authority or her designee. Examples of immediate family members are
spouses, children, parents and siblings; and any person can make an application to the
Director of the Victim and Witness Assistance Program to be designated as a victim in a
particular case. The Director of the program shall forward the request to the Convening
Authority with a recommendation for approval or disapproval. The decision of the
Convening Authority is not appealable.
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Timeliness of Information
Posted to the Commissions’
Website

As discussed previously, OMC’s website is a key enabler of public access
to information about commissions’ proceedings because it provides the
public with a way to retrieve unclassified court documents related to the
commissions’ proceedings, such as legal motions and transcripts, and a
schedule of the proceedings’ hearings. According to DOD’s Regulation for
Trial by Military Commission (Regulation), court documents are provided
by OMC to an inter-agency review team, which examines them and
removes any classified or protected information that is identified.*® Once
this examination is completed, the inter-agency review team returns the
document to OMC to be posted to its website.*° DOD’s Regulation’s sets
a timeliness standard for reviewing and posting court documents—noting
that the entire process generally should take no longer than 15 business

%pop, Regulation for Trial by Military Commission (2011) specifies a process for court
documents to be posted on the website, in which OMC provides court documents to an
inter-agency security classification review team that identifies and removes information
that should not be released to the public, before providing the reviewed documents back
to OMC for posting. DOD’s Regulation also lays out two options for timeframes in which
court documents are to be posted, depending on whether the documents contain
information that cannot be released to the public. First, it states that for court documents
that contain no classified or protected information, DOD has 1 business day to post them
to the website. Second, for all other court documents, they shall be publicly released after
the review team confirms that the court documents are in publicly releasable form, a
review that shall generally take no longer than 15 business days. According to the
Regulation and our discussions with DOD officials, this process begins with the file date
and continues with the inter-agency review team examining the majority of court
documents in order to remove information that is not publicly releasable. The inter-agency
review team’s efforts are coordinated by the Defense Intelligence Agency, specifically the
agency’s DOD Security Classification/Declassification Review Team, in coordination with
other intelligence agencies, characterized by the Regulation as the appropriate non-DOD
federal department and agency original classification authority. Each member of the team
reviews a document if that agency’s personnel believe the document contains information
for which that agency is the original classification authority. The process concludes with
the Defense Intelligence Agency providing the documents—now cleared for public
release, sometimes with redactions—back to OMC, which posts them on the website.

401n regard to unofficial, unauthenticated transcripts, the Regulation states that except
under exceptional circumstances, including equipment failure, the Convening Authority
shall ensure the custodian of the OMC website posts a draft, unofficial, unauthenticated
transcript of the public portions of the military commission proceedings to the OMC
website as soon as practicable after the conclusion of a hearing each day the military
commission is in session (whether the hearing is recessed, adjourned, or closed).
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days.*' However, based on our analysis of available data, we determined
that DOD has generally not met this standard for the timely posting of
documents, which substantially limits public access to information about
proceedings.

Specifically, we obtained and analyzed data on when court documents
were filed with OMC and the date on which the inter-agency review team
returned them to OMC for posting and found that from October 2011 to
October 2018, DOD frequently missed the timeliness standard laid out in
its Regulation. For example, since 2011, we found that 8 percent of court
documents reviewed by the inter-agency review team were returned to
OMC after the 15 business day standard. Further, we found that—since
2015—DO0OD missed its timeliness standard with greater frequency. For
example, approximately 7 percent of documents reviewed in 2015 were
returned to OMC after the 15 business day standard whereas in 2018,
more than 50 percent of the documents submitted for review missed the
timeliness standard. Our analysis of data from the inter-agency review
team is summarized in table 2.

“The Regulation states that the 15 business day security classification review period shall
be extended for a reasonable period if the appropriate non-DOD federal department and
agency original classification authority or the Officer in Charge of the DoD Security
Classification/Declassification Review Team submits a notification to the Chief Clerk of
OMC'’s Trial Judiciary declaring that such additional time is required by exceptional
circumstances. However, according to our discussions with officials from the prosecution,
they are not aware of any waivers being submitted for review periods lasting for more than
15 business days.
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Table 2: Review of Court Documents by Inter-agency Review Team for Posting on Military Commissions’ Website in
Accordance with Department of Defense Timeliness Standard, October 2011 — October 2018

Number of documents
submitted by Office of
Military Commissions

Number of documents
returned to OMC after the

Percentage of documents
returned to OMC after the

Median number of
business days after

15 business day standard
that documents were

ear (OMC) to review team 15 business day standard 15 business day standard returned to OMC
20112 53 0 0 0
2012 882 0 0 0
2013 1973 10 0.51 225
2014 1597 5 0.31 23
2015 986 65 6.59 26
2016 1371 4 0.29 55
2017 2017 158 7.83 30
2018° 961 545 56.71 42
Total 9,840 787 8 32

Source: GAO analysis of Department of Defense (DOD) data. | GAO-19-283

Note: While DOD’s Regulation generally allots no longer than 15 business days to review and post
documents, the Regulation allows for an undefined amount of time for administrative processing.
DOD officials familiar with the process estimate that the average amount of administrative time is
about three business days. Thus, based on the regulation and these officials’ estimate, we used 18
business days after a document’s file date to determine whether DOD had posted a document by the
timeliness standard. Also, in the columns with data on Percentage of Documents Returned to OMC
after the 15 Business Day Standard and the Median Number of Business Days After 15 Business Day
Standard that Documents Were Returned to OMC, the total percentage and median number of
business days—respectively—reflect analysis over the entire timespan presented in the table—2011
to 2018—as opposed to averages of the individual years’ data.

*The review team was only able to provide partial data for 2011, October to December.
®The review team provided partial data for 2018, January to October.

In addition to the data provided by the inter-agency review team, we
independently collected and analyzed data from the commissions’
website on the filing and posting dates for more than 11,000 court
documents filed between June 19 and November 19, 2018.42 Our
analyses of these data further demonstrate DOD’s challenges with timely
posting of court documents. For only one category of court documents—
unofficial, unauthenticated transcripts from open hearings—our analysis
of data collected from the website from June to November 2018 show that

42The data provided by the inter-agency review team and the data we collected
independently may differ in certain ways. For example, according to a DOD official, the
data provided by the inter-agency review team may not be complete, as some data
storage documents were damaged during software upgrades.
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these transcripts were posted in a timely manner. For the remainder, over
a five month period, nearly 1,300 court documents either remained
unposted or were posted to OMC’s website after the 15 day business
standard.*® Furthermore, the total for the median number of business
days these documents were filed after the 15 business day standard
ranged from 90-103.5 days—that is, from almost four months to more
than five months past DOD’s timeliness standard. Table 3 summarizes
our analysis for the five cases in the scope of our review.

43Specifically, if a filed document was posted within this five month period or remained
unposted during the period, we were able to determine if it was posted after DOD’s 15
business day timeliness standard and by how many business days. As discussed
previously, because OMC'’s website does not provide the dates on which court documents
are posted, we could not determine the posting dates of documents posted before June
19, 2018. However, our web-scraper visited the website each day from June 19, 2018 to
November 19, 2018 and determined whether or not each filed document had been posted.
Thus, for this five month period, we have this information.

Page 30 GAO-19-283 Military Courts



__________________________________________________________________________________________________________________________|
Table 3: Posting of Court Documents on the Office of Military Commissions’ Website in Accordance with DOD’s Timeliness
Standard by Case, June 19, 2018 — November 19, 2018

Documents posted Documents not posted

Number of Median business Number of Median business

documents posted days after documents posted days past

after 15 business 15 business  after 15 business 15 business

Case name day standard day standard day standard day standard

Data collected June 19, 2018 — November July 19, 2018

Khalid Shaikh Mohammad et al. (2) 528 80.5 483 95

Abd al Hadi al-Iraqi 89 107 108 123.5

Abd al-Rahim Hussein Muhammed Abdu 44 127 12 203
Al-Nashiri (2)

Data collected July 19, 2018 — November July 19, 2018

Maijid Shoukat Khan 9 44 16 66.5

Ahmed Mohammed Ahmed Haza 0 - 3 280

al Darbi (2)
Total for five cases 670 90 622 103.5

Source: GAO analysis of Department of Defense (DOD) data. | GAO-19-283

Note: On June 19, 2018 we began collecting data on the three cases responsible for the majority of
documents filed with the Chief Clerk of OMC'’s Trial Judiciary: 9/11: Khalid Shaikh Mohammad et al.
(2), Abd al Hadi al-Iraqgi, and USS Cole: Abd al-Rahim Hussein Muhammed Abdu Al-Nashiri (2).
Subsequently, we expanded our data collection in order to gather more information on all active
cases in the scope of this review. On July 19, 2018 we began collecting data on the cases of Majid
Shoukat Khan and Ahmed Mohammed Ahmed Haza al Darbi (2). In addition to the Regulation’s
stipulation that DOD generally has no longer than 15 business days to review and post documents,
the Regulation allows for an undefined amount of time for administrative processing. DOD officials
familiar with the process estimate that the average amount of administrative time is about three
business days. Thus, based on the regulation and these officials’ estimate, we used 18 business days
after a document’s file date to determine whether DOD had posted a document by its timeliness
standard. For the case Ahmed Mohammed Ahmed Haza al Darbi (2), in regard to documents posted,
because there were no documents posted after 15 business day standard, the table does not reflect a
median of business days after the 15 business day standard. Also, in the column with data on Median
Business Days Past 15 Business Day Standard, the total median number of business days reflects
analysis over the entire timespan presented in the table—June 19, 2018 to November 19, 2018—as
opposed to averages of the individual cases’ data.

We reviewed relevant case studies in federal criminal proceedings
involving both terrorism charges and certain matters related to
commissions’ cases, and identified instances in which federal judges
adopted processes for review and release of classified documents that
are similar to processes specified in DOD’s regulation. However, we also
identified differences, such as shorter timeframes in the federal court
systems for the government’s review and public release of documents
with the potential for classified information. For example, in one case,
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court security experts had 48 hours—and in another, 72 hours—to
complete this process.**

According to various non-government stakeholders, DOD’s inability to
post court documents in a timely manner has negatively impacted their
ability to perform their role in facilitating public access to information
about commissions’ proceedings. For example, according to our analysis,
DOD posted legal motions filed by the prosecution and defense teams a
median of 97 business days past DOD’s timeliness standard; military
judges’ rulings were posted a median of 69 days past DOD’s timeliness
standard. One member of the media explained that DOD’s delayed
posting of court documents limits their access to information needed to
justify travel to NSGB. They further explained that not being able to travel
to NSGB impedes their ability to conduct interviews and research about
the proceedings, which are needed to inform the general public. Similarly,
other stakeholders told us that they believe the delays in posting docket-
related documents have made it difficult for them to assess the
proceedings and communicate their assessments to the public. According
to our analysis, DOD posted these documents a median of 99 business
days past DOD'’s timeliness standard. Further, for hearings held between
June 19, 2018 and November 19, 2018, we found that of the 74 docket-
related documents filed with the court, three were posted in advance of
the hearing.

We also found that the hearing schedule posted on the commissions’
website—the only official, publicly-accessible schedule of proceedings,
according to DOD officials—frequently is not updated in a timely manner
to reflect schedule changes. According to DOD officials, this is because
information on schedule changes is often not provided to the webmaster
for timely updates, as the inter-agency review team is examining it; much
like the inter-agency review team does with court documents. As a result,
several non-governmental stakeholders told us that it is difficult to justify
the time and costs of traveling to Fort Meade, Maryland—the only CCTV
site open to them—given the risk of arriving only to learn that the
scheduled hearing has been canceled or closed to the public. We
observed the effect of these cancellations on public access firsthand
during our review. For example, we attempted to attend hearings at Fort
Meade on various occasions. On several of those occasions, the hearing

44Federal Judicial Center, National Security Case Studies: Special Case-Management
Challenges, Sixth Edition (2015).

Page 32 GAO-19-283 Military Courts



was canceled. While we learned this information directly from our DOD
contact, none of these changes were reflected on the website’s schedule.
Also, when we asked for updates on scheduled hearings, multiple DOD
officials told us that we should not bother checking the website’s hearing
schedule. Instead, they recommended that we check the Twitter feed of a
certain reporter who spends a lot of time at NSGB and routinely provides
updates on hearings. In addition, according to DOD officials, victims and
family members who attempt to access the website from certain locations
outside of the United States are sometimes unable to do so. OMC
officials are aware of this issue and an OMC information technology
expert told us that while OMC has tried to fix this issue several times, it is
based on security for the website. In addition, according to DOD officials,
victims and family members who attempt to access the website from
certain locations outside of the United States are sometimes unable to do
so. OMC officials are aware of this issue and an OMC information
technology expert told us that while OMC has tried to fix this issue several
times, restricting access from certain locations outside of the United
States is based on security for the website.

DOD officials acknowledged that they are regularly not meeting their
timeliness standard for posting court documents to OMC’s website—
something that they largely attribute to the volume of documents
submitted and the government-wide security classification review process
to which they are subjected. Specifically, in this process for the military
commissions’ proceedings, there are two DOD and two non-DOD
intelligence agencies with the chief responsibility for conducting the
security classification review of court documents filed for commissions’
proceedings. The Defense Intelligence Agency (DIA) is responsible for
coordinating the process and all four agencies may be required to review
a document depending on the type of information it contains.

In accordance with DOD’s Regulation and the interests of national
security, a review of certain documents submitted must be conducted to
confirm that such filings are in publicly releasable form.*® Due to the
multiple levels of review and depending on the amount and complexity of
classified information involved, intelligence agency officials told us that—
in the course of the inter-agency review team’s efforts—it can take
anywhere from one day to several weeks to review a single document.
These officials also told us that it is very diff