United States Government Accountability Office

GAO

Report to Congressional Requestors

March 2019

DEPARTMENT OF
ENERGY
CONTRACTING

Actions Needed
to Strengthen
Subcontract Oversight

GAO-19-107



GAO
Highlights

Highlights of GAO-19-107, a report to
congressional requestors

Why GAO Did This Study

DOE, including NNSA, is the largest
federal civilian contracting agency,
spending about 90 percent of its
appropriations on contracts with
companies, universities, and others for
federal research and development,
engineering, and production. DOE
headquarters and local offices oversee
contractors’ activities, including their
management of subcontracts.

GAO was asked to review contracting
at DOE, including the use of
subcontractors. This report examines,
for fiscal year 2016, (1) the parties that
participated in DOE’s largest prime
contracts and the extent to which they
subcontracted their work; (2) the extent
to which DOE ensured that those
contractors audited subcontractors’
costs, as required; and (3) the extent to
which DOE ensured that contractors
met other subcontract oversight
requirements. GAO reviewed DOE'’s
fiscal year 2016 data and documents,
analyzed regulations, and interviewed
federal officials and contractor
representatives for DOE’s 24 largest
fiscal year 2016 prime contracts.

What GAO Recommends

GAO is making six recommendations,
including that DOE develop procedures
that require local offices to monitor
contractors to ensure timely completion
of required subcontract audits, and
require local DOE officials to
independently review subcontractor
ownership information to identify
potential conflicts of interest. DOE
partially concurred with five of GAO’s
six recommendations but did not agree
to independently review subcontractor
ownership information. GAO maintains
that the recommended actions are
valid.

View GAO-19-107. For more information,
contact Allison Bawden at (202) 512-3841 or
bawdena@gao.gov.

March20t0 |
DEPARTMENT OF ENERGY CONTRACTING

Actions Needed to Strengthen Subcontract Oversight

What GAO Found

In fiscal year 2016, 28 entities participated in the Department of Energy’s (DOE)
and its National Nuclear Security Administration’s (NNSA) 24 largest prime
contracts, which totaled $23.6 billion of DOE’s fiscal year 2016 obligations. The
contractors awarded about $6.9 billion (nearly 30 percent) of those obligations to
thousands of subcontractors. Further, multiple companies, universities, and other
entities can join together to bid on a contract (i.e., become a “party to” a
contract). GAO's review of data about these contracts and subcontracts
identified complex ownership relationships among the contractors and
subcontractors. For example, GAO found that almost all of the 28 parties to the
prime contracts in its review were also subcontractors to some prime contracts,
holding a total of nearly 3,000 subcontracts with fiscal year 2016 obligations
totaling about $927 million (see figure). GAO found that it can be difficult to track
changes in the ownership of parties to the contracts and to understand the
relationships between parties.

Distribution of DOE’s Fiscal Year 2016 Obligations for Its 24 Largest Prime Contracts
$927 million (3.9%) Subcontracted to parties to prime contracts Total: $23.6 biIIion—l

$5,986 million (25.4%)

$16,679 million (70.7%)
Not subcontracted

Other subcontracts
L |
L_$6.9 billion

Source: GAO analysis of Department of Energy (DOE) and contractor information. | GAO-19-107

DOE and NNSA did not always ensure that contractors audited subcontractors’
incurred costs as required in their contracts. GAO’s review of 43 incurred-cost
assessment and audit reports identified more than $3.4 billion in subcontract
costs incurred over a 10-year period that had not been audited as required, and
some subcontracts remained unaudited or unassessed for more than 6 years.
Completing audits in a timely manner is important because of a 6-year statute of
limitations to recover unallowable costs that could be identified through such
audits. DOE headquarters has not issued procedures or guidance that requires
local offices to monitor contractors to ensure that required subcontract audits are
completed in a timely manner, consistent with federal standards for internal
control. Without such procedures or guidance, unallowable costs may go
unidentified beyond the 6-year limitation period of the Contract Disputes Act,
preventing DOE from recovering those costs.

DOE and NNSA perform several reviews to ensure that contractors meet other
subcontract oversight requirements. For example, DOE’s local offices review
proposed subcontracts to ensure they are awarded consistent with policies
related to potential conflicts of interest. However, local officials do not
independently review information on subcontractor ownership because doing so
is not required, although such information could alert officials to potential
conflicts of interest. By requiring contracting officers to independently review
subcontractor ownership information, DOE and NNSA would have better
assurance that contractors are adequately identifying and mitigating
organizational conflicts of interest.
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1 U.S. GOVERNMENT ACCOUNTABILITY OFFICE
441 G St. N.W.
Washington, DC 20548

March 12, 2019
Congressional Requestors

The Department of Energy (DOE) is the largest civilian contracting
agency in the federal government. DOE spends approximately 90 percent
of its annual appropriations—which in fiscal year 2018 totaled about $30
billion—on contracts to manage and operate its scientific laboratories,
engineering and production facilities, and environmental restoration sites,
or to construct facilities. We first designated aspects of DOE’s contract
management as a high-risk area for the government in 1990 because
DOE’s record of inadequate management and oversight of contractors left
the department vulnerable to fraud, waste, abuse, and mismanagement.’
Additionally, in its fiscal year 2018 identification of management
challenges, DOE’s Office of Inspector General (OIG) added subcontract
management as a component of its previously identified management
challenges for DOE contract oversight, in part because the OIG’s
investigative work and referrals to the OIG hotline identified continued
vulnerabilities from inadequate oversight of subcontracts.?

Several recent high-profile incidents have involved fraudulent activity by
subcontractors at DOE. In the case of one prime contract,® a contractor
entered into a subcontract worth hundreds of millions of dollars with a
subsidiary of a company that was a party to the prime contract.* From
March 2010 through February 2012, an employee of the company
allegedly drafted false statements to DOE regarding rates charged by the
subsidiary, as well as the company’s anticipated profit in providing the

'GAO, Government Financial Vulnerability: 14 Areas Needing Special Review,
GAO/OCG-90-1 (Washington, D.C.: Jan. 23, 1990). We subsequently narrowed the focus
of this high-risk designation to DOE’s Office of Environmental Management and the
National Nuclear Security Administration. GAO, High-Risk Series: Progress on Many
High-Risk Areas, While Substantial Efforts Needed on Others, GAO-17-317 (Washington,
D.C.: Feb. 15, 2017).

2Department of Energy, Office of Inspector General, Management Challenges at the
Department of Energy — Fiscal Year 2018, DOE-OIG-18-09 (Washington, D.C.: November
27, 2017). Each year, the DOE OIG identifies management challenges at the department.

3A prime contract, as discussed in this report, is a contract between DOE and an external
entity; subcontracts are contracts between the prime contractor and a third party.

“In this report we use the term “party” to mean an entity associated with a prime contract,
including parties, affiliates, and guarantors.
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subcontracted services. The employee allegedly received illegal kickback
payments from the company to improperly obtain or reward favorable
treatment in connection with the subcontract or prime contract. In August
2018, the Department of Justice announced that the employee had
agreed to pay a settlement and to cooperate with the ongoing Department
of Justice investigation.® In the case of another prime contract, from June
2011 through July 2013, a subcontractor channeled payments to the son
of the president of a contractor through an elaborate system of false
invoices and cash payments while failing to identify the potential conflict
of interest to the contractor. In January 2018, the subcontractor was
sentenced to serve just over 12 months in prison for conspiring to defraud
the Internal Revenue Service and DOE.

DOE oversees its contractors’ activities, including their management of
subcontracts, through headquarters offices and local federal field and site
offices (local offices) collocated at each contractor’s location. At the
headquarters level, DOE’s Office of Acquisition Management is
responsible for (1) establishing procurement-related policies and
guidance for the department and (2) managing DOE’s acquisition system.
In fulfilling these responsibilities, the Office of Acquisition Management
develops, issues, maintains, and interprets acquisition regulations,
policies, and guidance; provides assistance and oversight for DOE
acquisition activities exclusive of the National Nuclear Security
Administration (NNSA)®—a separately organized agency within DOE—
and provides operational acquisition services to DOE headquarters and
staff organizations, among other responsibilities. The key official
responsible for setting direction and policy for DOE is the Director of the
Office of Acquisition Management.

NNSA'’s Office of Acquisition and Project Management focuses on
construction project delivery and prime contract oversight. Its objective is
to ensure that NNSA implements DOE’s acquisition and project
management policies and regulations as well as NNSA’s own
supplemental directives and procedures. The key official responsible for
setting direction and policy for NNSA is the Associate Administrator for
Acquisition and Project Management. Contracting officers at DOE’s and

5The scheme was identified by the DOE OIG’s Technology Audit Group.

SEstablished by Congress in 2000 as a separately organized agency within DOE, NNSA
has the primary mission of providing the United States with safe, secure, and reliable
nuclear weapons in the absence of underground nuclear testing and maintaining core
competencies in nuclear weapons science, technology, and engineering.
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NNSA'’s local offices oversee contractors and seek to ensure, among
other things, that prime contract awards are appropriate, that all
requirements of law and regulation are met prior to executing a prime
contract action, and that both DOE and the contractor comply with the
terms of the prime contract. Throughout this report, references to DOE
include both DOE and NNSA. When practices differ, we may separately
discuss NNSA.

Prime contracts can be held by a single entity, such as a company or
university, or by multiple entities that have combined to form a limited
liability corporation (LLC) or other type of business combination. The
entities that are parties to these prime contracts can change during the
life of the prime contract due to changes in ownership, such as mergers
or acquisitions.

DOE'’s oversight of contractors is subject to the Federal Acquisition
Regulation (FAR),” the Department of Energy Acquisition Regulation
(DEAR),® and other internal DOE directives. Furthermore, provisions of
individual prime contracts may contain additional oversight requirements,
such as requirements to audit subcontractor costs. Additional
requirements are intended to, among other things, provide reasonable
assurance that the contractor is using efficient methods and effective cost
controls, ensure that the contractor’s accounting and purchasing systems
are operating as intended, and that the contractor is following policies and
procedures.

You requested that we review aspects of contracting at DOE, including
oversight of subcontracting. This report examines, for fiscal year 2016, (1)
the parties that participated in DOE’s largest prime contracts, the extent
to which they subcontracted their work, and the parties and other entities
that participated in those subcontracts; (2) the extent to which DOE
ensured that those contractors audited subcontractors’ incurred costs, as
required; and (3) the extent to which DOE ensured that those contractors
met other requirements for subcontract oversight.

"The FAR is the primary regulation for use by all federal executive branch agencies in
their acquisition of supplies and services with appropriated funds.

8While the FAR sets forth regulatory requirements for the acquisition process, the DEAR
supplements it by providing additional internal agency regulations, including designations
and delegations of authority, assignments of responsibilities, work-flow procedures, and
internal reporting requirements. 48 C.F.R. § 1.301(a)(2).
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To identify the parties that participated in DOE’s largest prime contracts,
the extent to which they subcontracted their work, and the parties and
other entities that participated in those subcontracts during fiscal year
2016, we reviewed a list of all DOE prime contracts active in that year
provided by DOE headquarters officials. That list included information
about contract type, total contract value, fiscal year 2016 obligations, and
DOFE'’s local offices responsible for overseeing the contractors. We
selected fiscal year 2016 for review because it was the most recent fiscal
year for which complete data were available at the start of our review.
Based on our review of data on more than 5,400 contracts that comprised
the $28.2 billion in DOE’s total contract obligations for fiscal year 2016,
we selected all prime contracts for which DOE obligated at least $300
million in fiscal year 2016. The selection consisted of 24 prime contracts
that, in total, represented approximately $23.6 billion, or about 84 percent,
of DOFE’s fiscal year 2016 contract obligations.

To identify the parties to DOE’s largest prime contracts, we reviewed
documents and statements provided by the DOE local offices about each
of the prime contracts in our selection. In some cases, we determined this
information was outdated; however, for purposes of this report, we are
providing the information that DOE provided to us. To identify the
subcontractors to the contracts in the selection, we requested and
reviewed information from the contractors on their subcontracts valued at
$10,000 or more that were active in fiscal year 2016. To assess the
reliability of the data, we took several steps, including reviewing
information from each of the contractors about the systems used to
capture the data, and we determined that the data were sufficiently
reliable to use in analyses of subcontract information from these
contractors. We analyzed data about the amount of fiscal year 2016 funds
obligated to the subcontracts, the number of subcontracts, the type of
subcontracts, and the names of the parties and other entities that were
awarded subcontracts. We summarized the results of these analyses and
identified cases in which a party to a prime contract was also a
subcontractor. We developed shortened versions of the parties’ names
and compared these shortened names to prime contracts and
subcontracts to identify cases in which a party to the prime contract was
also a subcontractor. This provided us with a conservative estimate of the
number of parties to both prime contracts and subcontracts in fiscal year
2016; however, this analysis would not identify any cases in which a party
to a prime contract used a different name when party to a subcontract.

To examine the extent to which DOE ensured that contractors in our
selection audited subcontractors’ incurred costs and met other
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requirements for subcontract oversight, we reviewed the FAR, DEAR,
DOE policies and guidance, the prime contracts, and Performance
Evaluation and Measurement Plans for the contractors to identify and
understand DOE and prime contract requirements and guidance for
subcontract oversight. Based on our analysis, we confirmed that the
contractors in our sample were all required to audit subcontractors’
incurred costs and determined that other requirements for oversight of the
relevant subcontractors generally fell into two broad categories: (1) the
review and approval of contractor business systems, including the
accounting and purchasing systems; and (2) DOE’s approval of
subcontracts through consent reviews, which are intended to assess the
contractors’ adherence to subcontracting requirements and provide
assurance against conflicts of interest. We collected documentation from
DOE officials and contractor representatives on DOE’s oversight of the
contractor’'s management of subcontracts, including the two most recent
incurred cost audits for each of the contractors, peer reviews of the
contractors, and other external audits and assessments of the
contractors. We also interviewed officials from DOE’s local offices
responsible for oversight of the contractors in our selection, including
DOE contracting officers, and contractors’ representatives. See appendix
| for more information about our scope and methodology.

We conducted this performance audit from May 2017 to March 2019 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

This section discusses DOE’s use of management and operating (M&O)
and non-M&O contracts, DOE’s contracting structure, and federal and
DOE requirements for oversight of contractors’ subcontract management.
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DOE’s Use of M&O and
Non-M&O Contracts

Since World War Il, DOE and its predecessor agencies have depended
on the expertise of private firms, universities, and others to carry out
federal research and development work and to manage and operate
government-owned facilities. DOE relies on contracts to accomplish most
of its work. DOE mainly uses M&O contracts, which are agreements
under which the government contracts for the operation, maintenance, or
support, on its behalf, of a government-owned or government-controlled
research, development, special production, or testing establishment
wholly or principally devoted to one or more of the major programs of the
contracting federal agency.®

DOE and other agencies with sufficient statutory authority and the need
for contracts to manage and operate their facilities may use the M&O
form of contract; however, according to DOE, it is the only agency using
such contracts. According to the DOE Acquisition Guide, DOE generally
requires that the M&O contractors be subsidiaries of their corporate
parents, dedicated to performance at the specific location, and supported
by performance guarantees from their corporate parents. According to
DOE officials, in fiscal year 2016, DOE obligated nearly $21 billion on 22
M&O prime contracts—about three-quarters of its total contract
obligations for that year.°

DOE also used non-M&O contracts for some contracts that were active in
fiscal year 2016. For example, DOE used non-M&O contracts for the
Mixed Oxide Fuel Fabrication Facility (MOX) construction project at the
Savannah River Site in South Carolina, for construction and cleanup at
the Hanford Site in Washington State, and for cleanup at the Oak Ridge
Reservation in Tennessee. Figure 1 shows the site or project, and
contract type, for the 24 largest DOE prime contracts as of fiscal year
2016, in our selection.

SFor more information on M&O contracts, see GAO, Department of Energy: Actions
Needed to Strengthen Acquisition Planning for Management and Operating Contracts,
GAO-16-529 (Washington, D.C.: Aug. 9, 2016).

%An obligation is a definite commitment that creates a legal liability of the government for
the payment of goods and services ordered or received, or a legal duty on the part of the
United States that could mature into a legal liability by virtue of actions on the part of the
other party beyond the control of the United States. Payment may be made immediately or
in the future. An agency incurs an obligation, for example, when it places an order, signs a
contract, awards a grant, purchases a service, or takes other actions that require the
government to make payments to the public or from one government account to another.
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Figure 1: Site or Project and Contract Type for the Department of Energy’s (DOE) 24 Largest Prime Contracts, as of Fiscal
Year 2016

. Management and operating prime contract

. Non-management and operating prime contract

Site or project name and contractor:

n Argonne National Laboratory
(UChicago Argonne, LLC)

A Bettis & Knolls Atomic Power Laboratories

[l 1daho National Laboratory
(Battelle Energy Alliance, LLC)

m Lawrence Berkeley National Laboratory

@ Oak Ridge Institute for Science and Education
(Oak Ridge Associated Universities)

[F] oak Ridge National Laboratory

(Bechtel Marine Propulsion Corporation)

[EJ Brookhaven National Laboratory
(Brookhaven Science Associates, LLC)

o Cleanup Project, Oak Ridge Reservation
(URS|CH2M Oak Ridge, LLC (UCOR))

B FERMI National Accelerator Laboratory
(FERMI Research Alliance, LLC)

0 Hanford Central Plateau, Hanford Site
(CH2M Hill Plateau Remediation Company)

o Hanford Tank Operations, Hanford Site
(Washington River Protection Solutions, LLC)
0 Hanford Waste Treatment and Immobilization

Plant, Hanford Site
(Bechtel National, Inc.)

(The Regents of the University of California)
[E] Lawrence Livermore National Laboratory
(Lawrence Livermore National Security, LLC)
@ Liquid Waste Project, Savannah River Site
(Savannah River Remediation, LLC)
m Los Alamos National Laboratory
(Los Alamos National Security, LLC)
@ MOX Facility, Savannah River Site
(CB&I Areva MOX Services, LLC)
m National Renewable Energy Laboratory
(Alliance for Sustainable Energy)
m National Security Campus

(Honeywell Federal Manufacturing & Technologies)

Nevada National Security Site
(National Security Technologies, LLC)

(UT Battelle, LLC)

m Pacific Northwest National Laboratory
(Battelle Memorial Institute, Pacific Northwest
Division)

Bl Pantex Plant and Y-12 National Security
Complex
(Consolidated Nuclear Security, LLC)

E Sandia National Laboratories
(Sandia Corporation)

E Savannah River Site
(Savannah River Nuclear Solutions, LLC)

m SLAC National Accelerator Laboratory
(Stanford University)

Sources: GAO presentation of Department of Energy information; Map Resources (map). | GAO-19-107
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DOE uses a variety of contract types for its M&O and non-M&O contracts,
including cost-reimbursement contracts, time-and-materials contracts,
and fixed-price contracts. Under cost-reimbursement contracts, the
government reimburses a contractor for allowable costs incurred, to the
extent prescribed by the contract. Cost-reimbursement contracts are
considered high risk for the government because the government agrees
to reimburse the contractors allowable costs, regardless of whether the
work is completed.!” The DEAR states that cost-reimbursement plus
award fee contracts are generally the appropriate contract type for M&O
contracts, but agencies can choose among a number of different contract
types for M&O contracts.' A time-and-materials contract provides for
acquiring supplies or services on the basis of direct labor hours at
specified fixed hourly rates that include wages, overhead, general and
administrative expenses, profit, and actual cost for materials. According to
DOE’s General Guide to Contract Types for Requirements Officials, this
type of contract can fulfill a special need that no other contract type can
serve, but it places a heavy burden on technical personnel to perform
surveillance to preclude inefficiency or waste, and there is no positive
profit incentive for a contractor to control costs. Under fixed-price
contracts, the government and contractor agree on a firm pricing
arrangement that is subject to adjustment only according to the terms of
the contract, and the contractor generally must deliver the product or
service for that price.

DOE Contracting Structure

A contractor, for purposes of this report, is a party that has signed a
contract with DOE (known as a prime contract), while a subcontractor is a
party that has signed a contract with a DOE contractor (or another
subcontractor). For example, a contractor may enter into a subcontract to
obtain access to a specific set of skills or services that it may not
possess, such as construction expertise, equipment services, or
technology support. According to the FAR and the DEAR, contractors
may subcontract with affiliates or parties to their prime contract under
certain circumstances. Subcontracts with M&O contractor affiliates for
performance of contract work itself—as distinguished from the purchase
of supplies and services needed in connection with the performance of
work—require DOE authorization and may involve an adjustment of the
contractor’s fee. If the contractor seeks authorization to have some part of

148 C.F.R. § 52.232-22(a).
1248 C.F.R. § 970.1504-1-4(c).
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the contract work performed by a party to the contract, and the party’s
performance of the work was a factor in the negotiated fee, DOE would
normally require (1) that the party perform such work without fee or profit;
or (2) an equitable downward adjustment to the M&O contractor’s fee, if
any.3

Requirements for DOE’s
Oversight of Contractors’
Subcontract Management

Audits and Cost Oversight

DOE'’s oversight of contractors’ subcontract management generally falls
into three broad categories: (1) reviewing subcontract costs, including
conducting certain subcontract audits, to ensure that subcontract costs
are appropriately charged to prime contracts; (2) reviewing and approving
contractor business systems, including contractor accounting and
purchasing systems, to ensure validity of data and sufficiency of
subcontract oversight policies and procedures; and (3) performing
subcontract consent reviews to consider, among other things, whether the
contractor is complying with contract provisions and assuring against
conflicts of interest, such as close working relationships or ownership
affiliations between the contractor and subcontractor, which may preclude
free competition or result in higher prices.

The DOE OIG and other federal agencies or external audit organizations
conduct periodic incurred cost audits and assessments of DOE’s prime
contracts. The purpose of incurred cost audits is to determine whether
such incurred costs are reasonable; applicable to the contract;
determined under generally accepted accounting principles and cost
accounting standards applicable in the circumstances; and not prohibited
by the contract, statute, or regulation.™

For its M&O contracts, the contractors’ own internal audit staff performs
incurred cost audits under a process known as the “cooperative audit
strategy.” Under this strategy, each M&O contractor’s internal audit
organization is responsible for performing periodic operational and
financial audits, assessing the adequacy of management control systems,
and conducting an audit of its own incurred cost statements. Each year,
the DOE OIG performs an assessment of incurred costs for the 10 M&O
contractors that incurred and claimed the most costs that year, according
to the DOE OIG’s audit manual. For the remaining M&O contractors, the

1348 C.F.R. § 970.4402-3(b).

"“Allowable costs are described in 48 C.F.R. part 31, Contract Cost Principles and
Procedures.
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OIG performs assessments based on risk.'® These assessments do not
follow standards for independent third-party audits; rather, they follow
standards for review-level engagements, which are substantially narrower
in scope than an audit. These assessments consist of determining
whether the contractor’s internal audits complied with professional
standards and could be relied upon; the contractor conducted or arranged
for audits of its subcontractors when costs incurred were a factor in
determining the amount payable to a subcontractor; and the contractor
adequately resolved any questioned costs and internal control
weaknesses affecting allowable costs that had been identified in prior
reports and reviews. '®

For non-M&O prime contracts, DOE has generally relied on the Defense
Contract Audit Agency (DCAA), an independent third party, to audit
contractors’ incurred costs that they invoiced to DOE."” However,
resource issues at DCAA have delayed audits and led to a backlog of
prime contract audits.'® Further, the National Defense Authorization Act
for Fiscal Year 2016 prohibited DCAA from providing nondefense audit
support until DCAA addressed its backlog of incurred cost audits at the
Department of Defense.'® To try to address its audit backlog that
accumulated as a result of DCAA’s delays, DOE has used independent
public accounting firms, expanded internal audit functions, and relied
more heavily on invoice reviews and OIG audits and assessments.
However, in February 2015, DOE’s OIG reported that at the time of that
report, these methods were not completely effective and did not meet

15Acc:ording to DOE officials, the OIG employs a risk-based methodology for all DOE
major contractors to annually select contractors for assessment; contractors not
considered high risk are assessed at least once every 4 years.

'8DOE officials told us that the OIG has historically utilized an independent third-party
accounting firm to perform audits of contractors’ costs, and more recently has been using
OIG staff to perform audits of contractors’ costs as an additional measure to validate the
cooperative audit strategy.

"For contractors other than educational institutions and nonprofit organizations, the
cognizant federal agency normally will be the agency with the largest dollar amount of
negotiated contracts, including options. 48 C.F.R. § 42.003. Normally, DCAA is the
responsible government audit agency.

8See GAO, Federal Contracting, Additional Management Attention and Action Needed to
Close Contracts and Reduce Audit Backlog, GAO-17-738 (Washington, D.C.: Sept. 28,
2017).

®Pub .L. No. 114-92, § 893, 129 Stat. 952 (2015).
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Contractor Business System
Reviews

audit standards in some cases.?’ DCAA has since resumed performing
audits for civilian agencies. However, while DCAA has made some
progress in reducing its backlog of audits, it did not meet its initial goal of
eliminating the backlog by fiscal year 2016, and as we found in
September 2017, DCAA officials stated that they were unlikely to meet
the agency’s revised goal by the end of fiscal year 2018.%"

According to the DEAR, each of DOE’s M&O contracts should include a
clause that requires the contractor to conduct or arrange for audits of its
subcontractors’ incurred costs when costs incurred are a factor in
determining the amount payable to the subcontractor to ensure that
subcontract costs are allowable.?? This subcontract audit requirement
includes cost-reimbursement and time-and-materials type subcontracts.
This requirement is also included in some of DOE’s large non-M&O
contracts, including the seven non-M&O prime contracts in our selection.
According to DOE headquarters officials, they included this requirement
in the non-M&O contracts because of the large dollar amount of the prime
contracts. The DOE OIG, DCAA, or other entities generally include
information about the status of required subcontract audits in their audits
and assessments of the prime contracts.

In March 2017, we found that DOE generally completed audits or
assessments of contractors’ incurred costs after DOE had reimbursed the
contractors for the costs for DOE’s M&O and non-M&O contracts,
including those contractors’ subcontract costs.? If, as a result of these
audits or assessments, DOE detects fraud or other improper payments—
such as reimbursements for costs determined to be unallowable under
the contract—DOE will question these costs and work with the contractor
to resolve them. Sometimes, this can result in DOE recovering funds.

DOE'’s oversight of business systems includes oversight of accounting
systems and purchasing systems. With regard to accounting systems,

20pepartment of Energy, Office of Inspector General, Special Report: Incurred Cost Audit
Coverage of Non-Management and Operating Contractors, DOE/IG-0934 (Washington,
D.C.: February 2015).

AGAO-17-738.

22Each of the 17 M&O contracts in our selection included the subcontract audit
requirement.

BGAO, Department of Energy: Use of Leading Practices Could Help Manage the Risk of
Fraud and Other Improper Payments, GAO-17-235 (Washington, D.C.: Mar. 30, 2017).
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Subcontract Consent Reviews

under the FAR, agency contracting officers are required to obtain
information concerning the adequacy of the contractors’ accounting
systems prior to determining whether a prospective contractor is
responsible with respect to the contract.? Under the FAR, the adequacy
and suitability of these systems affects the quality and validity of the
contractor data, including subcontract data, on which the government
relies to oversee the contractors’ performance.?® DOE grants approval of
the accounting system through headquarters-level reviews, local office
reviews, or external audits of the system.

With regard to purchasing systems, under the FAR, DOE should review
and approve contractors’ purchasing systems, including their
procurement policies and procedures.?® If the contractor does not have an
approved purchasing system, the contracting officer is required to
approve all cost-reimbursement, time-and-materials, and labor-hour
subcontracts (among other types) above the simplified acquisition
threshold.?” According to DOE headquarters officials, an approved
purchasing system signifies that the contractor’s purchasing policies and
practices are efficient and provide adequate protection of the
government’s interests, including the contractor’s ability to award some
subcontracts without the need to seek review and consent by the local
DOE contracting officers. Local contracting officials use a formal
contractor purchasing system review or a combination of other monitoring
techniques to grant or extend approval of the contractor’s purchasing
system.

DOE monitors contractors’ compliance with subcontracting requirements
primarily by providing consent to the contractors to award certain

2448 C.F.R. §§ 9.105-1, 9.105-2(a)(1).
2548 C.F.R. § 42.302(a)(12).

2648 C.F.R. § 44.302(a). The agency should determine the need for such a review based
on, among other things, the past performance of the contractor, and the volume,
complexity and dollar value of subcontracts. Id. Under the FAR, the federal agency should
maintain a sufficient level of surveillance to ensure that the contractor is effectively
managing its purchasing program. 48 C.F.R. § 44.304(a).

2748 C.F.R. § 44.201-1(b). The FAR currently identifies the simplified acquisition threshold
as $150,000, with limited exceptions. The National Defense Authorization Act for Fiscal
Year 2018 raised this threshold to $250,000. While the increased threshold has not yet
been implemented in regulation, the FAR Council has opened a case to implement the
changes in the FAR.
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subcontracts.?® DOE determines the subcontracts that require consent
prior to award with criteria the agency develops for each prime contract,
such as subcontract dollar value and type of contract. Under the FAR,
agencies should consider whether a proposed subcontract is appropriate
to the risks involved and consistent with current policy when conducting a
consent review.?° DOE officials told us that they generally use these
reviews to ensure that the contractor’'s accounting and purchasing
systems are continuing to operate as intended and that the contractor is
following its policies and procedures, including policies to safeguard
against conflicts of interest, such as issues precipitated by shared
ownership interests. Under the FAR, where consent is required, the
consenting official must give particularly careful and thorough
consideration to potential conflicts of interest, such as where close
working relationships or ownership affiliations between the contractor and
subcontractor may preclude free competition or result in higher prices.3°
For subcontracts that are subject to a consent review, the contractor
submits a package of information to the local DOE contracting officer. The
contracting officer either provides consent or raises issues that the
contractor must address before awarding the subcontract. According to
DOE documents we reviewed, the package typically includes summary
information such as:

« what the contractor is buying,

« the type of contract to be used (i.e., cost-reimbursement, fixed-price),
« who the subcontract will be awarded to,

o the award amount,

« ageneral description of the scope of work,

« asummary of the basis for making the award,

« documentation that shows the contractor conducted a cost and price
analysis prior to award and that the contractor adhered to its internal
policies and procedures, and

« conflict of interest determinations and mitigations.

28DOE generally lacks a direct contractual relationship with a subcontractor that would
enable DOE to direct the work of the subcontractor.

2048 C.F.R. § 44.202-2(a)(9).
3048 C.F.R. § 44.202-2(b)(2).
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Eleven Entities
Participated in
Multiple DOE Prime
Contracts, with
Complex Ownership
Relationships among
the Contractors and
Subcontractors

In fiscal year 2016, 28 entities were party to DOE’s 24 largest prime
contracts. Specifically, DOE awarded 15 prime contracts to contractors
composed of groups of two to five entities and awarded the remaining
nine of the 24 prime contracts in our selection to contractors composed of
a single entity. Our review found that 11 of the 28 participating entities
were parties to multiple prime contracts.®' The prime contracts in which
these 11 entities participated represented about 69 percent, or $19.3
billion, of DOE'’s total prime contract obligations in fiscal year 2016.%2
Figure 2 shows the relationships among the 11 entities that are parties to
multiple prime contracts included in our selection. For example, Battelle
Memorial Institute and Bechtel National, Inc. each were party to six prime
contracts, based on ownership information DOE provided.

3"More entities than we identified may be parties to multiple prime contracts because of
changes in ownership or the structure of the contracts that were not reflected in the
information DOE provided for our review. We reported on prime contract ownership based
on the statements and documents containing this information DOE provided to us during
the course of our review.

32This does not imply that the $19.3 billion from these prime contracts went only to these
11 entities, because many contractors are composed of multiple parties. The percentage
ownership of these multi-party prime contracts is proprietary information.
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Figure 2: Entities That Were Party to More than One of the 24 Largest Department of Energy Prime Contracts, Fiscal Year 2016

Parties to the prime contract Contractors

Lawrence Livermore National
Security, LLC

Battelle Memorial Institute

Los Alamos National Security, LLC

Bechtel National, Inc.

Savannah River Remediation, LLC

National Security Technologies, LLC
CH2M

Battelle Energy Alliance, LLC

URS|CH2M Oak Ridge, LLC (UCOR)
University of California

UChicago Argonne, LLC

Brookhaven Science Associates, LLC
BWX Technologies, Inc.
Alliance for Sustainable Energy

UT Battelle, LLC

AECOM ) .
co Battelle Memorial Institute,
Pacific Northwest Division
) Consolidated Nuclear Security, LLC
Washington Group

International, Inc. Bechtel National, Inc.

Bechtel Marine Propulsion Corporation
URS Corporation
The Regents of the University
of California

CH2M Hill Plateau Remediation
Company

Washington River Protection
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FERMI Research Alliance, LLC

Babcock and Wilcox
Company

University of Chicago

Honeywell Federal Manufacturing
& Technologies

Honeywell International, Inc. .

. = Party O = Contractor

Icon size correlates to number of connections

Savannah River Nuclear Solutions, LLC

Source: GAO analysis of Department of Energy data. | GAO-19-107

Notes: Parties to the prime contracts are depicted as represented in statements and documents
provided by local Department of Energy (DOE) officials and contractors. This figure shows only
entities that were party to more than one of DOE’s 24 largest prime contracts in fiscal year 2016. The
squares are sized according to the number of prime contracts that the entity was a party to, and the
circles are sized according to the number of parties to that contract.
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It can be difficult to track changes in the ownership of entities that are
parties to the prime contracts to understand the entities’ relationships, if
any. Our review found that changes in ownership of the parties to six of
the 24 prime contracts in our selection occurred prior to fiscal year 2016
but were not reflected in the information DOE provided to us.? Therefore,
our analyses do not reflect the modified ownership information. The fact
that one entity could be party to multiple prime contracts and could
acquire other entities that are parties to prime contracts complicated our
ability to understand the relationships among them.

For example:

« AECOM—which was identified as a party to three prime contracts in
our selection—acquired URS Corporation in 2014, and URS had
previously acquired Washington Group International in 2007. This
resulted in AECOM becoming a party to the Lawrence Livermore
National Security, LLC; Washington River Protection Solutions, LLC;
Los Alamos National Security, LLC; and Battelle Energy Alliance,
LLC, prime contracts, making AECOM a party to seven of the
contracts in our selection. However, the documents DOE provided
show it as a party to three of the contracts in our selection.®*

o Our review of contractor Lawrence Livermore National Security, LLC’s
website showed that BWX Technologies, Inc. split from the Babcock
and Wilcox Company in 2015 and replaced it as a party to the
contract, making BWX Technologies party to four of the prime
contracts in our selection rather than the three reported in DOE’s
documents. These changes in ownership occurred prior to fiscal year
2016, the time period we reviewed, but the changes were not
reflected in the ownership information DOE provided to us for these
prime contracts.

Such acquisitions can also complicate DOE’s review of contract
proposals. For example, in August 2016, NNSA awarded the contract for
the management and operation of the Nevada National Security Site to
Nevada Site Science Support and Technologies Corporation. The
contractor identified itself as a wholly owned subsidiary of Lockheed

33Although DOE may have information about the ownership changes, it was not included
in the statements or documents provided to us.

34Information regarding AECOM'’s acquisition of URS Corporation and URS’ acquisition of
Washington Group, International can be found on the history pages of both companies’
websites.
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Martin. However, after awarding the contract, the NNSA contracting
officer was notified that the awardee had been acquired in its entirety by
Leidos Innovations Corporation prior to the award. According to NNSA,
the request for proposals required offerors to disclose ownership changes
that occur during the proposal process, but NNSA was not notified about
the ownership change until after the proposal had been awarded. Once
the Nevada Site Science Support and Technologies Corporation’s
ownership changed from Lockheed Martin to Leidos, its proposal was not
compliant with the requirements and NNSA rescinded the award.

The 24 contractors in our selection reported obligating funds to more than
169,000 subcontracts to about 23,000 different entities in fiscal year
2016.3% Contractors subcontracted more than $6.9 billion, an amount
equivalent to nearly 30 percent of DOE’s obligations to its prime contracts
in fiscal year 2016.¢ The extent to which contractors obligated funds to
subcontracts in fiscal year 2016 varied widely, from 13 percent of prime
contract obligations to 83 percent, as shown in table 1.

3We requested data from each of the contractors for the 24 prime contracts on their
subcontracts that were active in fiscal year 2016. We excluded any purchases of less than
$10,000 and any purchase card transactions because these were individual transactions
for the purchase of goods and services as opposed to purchases under formal contracts.

360ne contractor—Brookhaven Science Associates, LLC—did not track obligations to
subcontracts for fiscal year 2016. We excluded this contract from our calculations.
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|
Table 1: Amount and Percentage of Subcontract Obligations for the Department of Energy’s (DOE) 24 Largest Prime
Contracts, Fiscal Year 2016

Amount obligated to Obligations to subcontracts in

subcontracts in fiscal year fiscal year 2016 as a percentage of

Contractor 2016 (dollars in millions) DOE’s obligations to the prime contract
CB&I Areva MOX Services, LLC 271.2 83
Stanford University 296.8 52
FERMI Research Alliance, LLC 196.4 49
Bechtel Marine Propulsion Corporation 602.2 48
UT Battelle, LLC 618.9 40
Battelle Energy Alliance, LLC 378.1 39
The Regents of the University of California 313.8 36
National Security Technologies, LLC 188.3 35
UChicago Argonne, LLC 241.8 33
URS|CH2M Oak Ridge, LLC (UCOR) 116.3 33
Sandia Corporation 925.3 31
Lawrence Livermore National Security, LLC 4455 28
Los Alamos National Security, LLC 576.3 25
Bechtel National, Inc. 162.5 25
Consolidated Nuclear Security, LLC 479.2 24
Battelle Memorial Institute, Pacific Northwest Division 228.3 23
Honeywell Federal Manufacturing & Technologies 314.9 22
Washington River Protection Solutions, LLC 154.7 22
Alliance for Sustainable Energy 83.9 21
Savannah River Nuclear Solutions, LLC 157.2 18
CH2M Hill Plateau Remediation Company 100.9 18
Savannah River Remediation, LLC 58.5 13
Oak Ridge Associated Universities 2.0 a
b b

Brookhaven Science Associates, LLC
Total 6,913.9 30

Source: GAO analysis of DOE contractor data. | GAO-19-107

®The Oak Ridge Associated Universities prime contract officially started on March 10, 2016, midway
through fiscal year 2016, after the conclusion of a previous prime contract with the same contractor.
The subcontract obligations shown in the table only reflect the Oak Ridge Associated Universities
prime contract for fiscal year 2016. We do not provide the obligations on subcontracts as a
percentage of DOE’s obligations to the prime contract because those total obligations for fiscal year
2016 provided by DOE covered both prime contracts active in fiscal year 2016.

®Brookhaven Science Associates, LLC, which we included in our selection of DOE’s 24 largest prime
contracts based on funds obligated in fiscal year 2016, did not track its obligations to subcontracts in
fiscal year 2016, but the contractor had active subcontracts in fiscal year 2016.
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The contractors in our selection reported that they awarded about 54
percent, or about $3.7 billion, of their subcontract obligations in fiscal year
2016 as fixed-price contracts and 46 percent, or about $3.2 billion, as
cost-reimbursement contracts, cost-reimbursement contracts with no fee
earned, or time-and-materials contracts. See figure 3 for the distribution
of subcontract obligations by type.

|
Figure 3: Distribution of Subcontract Obligations in Fiscal Year 2016 for the 24
Largest Department of Energy Prime Contracts, by Contract Type

Time-and-materials Cost-reimbursable
subcontracts subcontracts
18% 20%
Cost-reimbursable,
no-fee subcontracts
8%
Fixed-price
subcontracts
54%

Source: GAO analysis of Department of Energy contractor data. | GAO-19-107

We found that in fiscal year 2016, at least 24 of the 28 entities that were
parties to the prime contracts were also subcontractors to the prime
contracts in our selection. Specifically, these 24 entities held nearly 3,000
subcontracts with fiscal year 2016 subcontract obligations totaling about
$927 million. Table 2 shows the parties to prime contracts that also held
subcontracts in fiscal year 2016.%"

3"We first attempted to match parties to prime contracts with subcontractors using Dun
and Bradstreet’s Data Universal Numbering System (DUNS) numbers. This methodology
was unreliable because entities created for subcontracts may have different DUNS
numbers than their parent company. We then developed shortened versions of the parties’
company names and compared them to the names of the subcontractors provided by the
contractors in our selection of 24 prime contracts. This provided a conservative estimate
as to the number of parties to the prime contract that also held subcontracts in fiscal year
2016. However, this analysis could not identify any cases in which the subcontractor was
a party to the prime contract with a different name. For more information about our
methodology for conducting the analysis, see app. I.
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Table 2: Subcontracts Awarded to Parties to the 24 Largest Department of Energy Prime Contracts, Fiscal Year 2016

Number of

Name of the entity subcontracts held Fiscal year 2016
that is party to the Party short name by the party to the subcontract obligations
prime contract (used for analysis) prime contract (dollars in millions)
Bechtel National, Inc. Bechtel 33 284.0
CB&l Project Services Group CB&l 8 177.8
Honeywell International, Inc. Honeywell 437 108.4
BWX Technologies, Inc. BWX 69 66.7
Areva Federal Services Areva 92 54.6
Battelle Memorial Institute Battelle 188 50.6
Jacobs Engineering Group, Inc. Jacobs 15 30.1
University of Tennessee University of Tennessee 423 28.5
Oak Ridge Associated Universities Oak Ridge Associated 984 26.6
The Regents of the University of California University of California 153 221
AECOM AECOM 53 19.2
Lockheed Martin Lockheed 102 11.3
Leidos Innovations Corp. Leidos 26 11.2
SOC, LLC SOC LLC 2 9.0
Stanford University Stanford 152 71
University of Chicago University of Chicago 49 6.0
CH2M CH2M 40 3.1
Newport News Shipbuilding and Drydock Newport News

Company 21 3.1
Energy Solutions, LLC Energy Solutions 26 2.4
URS Corporation URS 25 2.0
Northrop Grumman Northrop Grumman 16 1.7
Fluor Federal Services, Inc. Fluor 20 0.9
MRIGIobal MRI 5 0.4
ATK Launch Systems, Inc. ATK Launch 2 0.2
Total 2,941 926.7°

Source: GAO analysis of Department of Energy contractor data. | GAO-19-107.

Note: We developed shortened versions of the parties’ names to make the connections between
parties and subcontracts across the data sets. As a result, the data reported here are a conservative
count as they do not include subcontracts for parties to a prime contract that use an unrelated name.

®Individual obligations may not total due to rounding.

Further, we found that, in some cases, entities held subcontracts on the
specific prime contracts to which they were a party. As discussed
previously, subcontracting to an entity that is also a party to the prime
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contract is allowable under the FAR and DOE regulations. Figure 4 shows
the 15 contractors that obligated funds in fiscal year 2016 to subcontracts
with parties to their prime contracts. For example, UT Battelle, LLC—the
contractor for the Oak Ridge National Laboratory prime contract in fiscal
year 2016—had 416 active subcontracts with two parties to that prime
contract (University of Tennessee and Battelle Memorial Institute). UT
Battelle, LLC obligated more than $34 million for subcontracts to these
two entities in fiscal year 2016. In another example, Savannah River
Remediation, LLC, the liquid waste contractor for the Savannah River
Site, had 30 active subcontracts with three parties to that prime contract
(AECOM, Inc.; Bechtel National, Inc.; and CH2M Hill Constructors, Inc.).
The contractor obligated about $12 million for subcontracts to these three
entities in fiscal year 2016. For more information about the relationships
among DOE’s prime contracts, parties to the prime contracts, and
subcontractors, see an interactive graphic at
https://www.gao.gov/products/GAO-19-107.
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Figure 4: Selected Department of Energy Contractors That Awarded Subcontracts to Parties to Their Prime Contract, Fiscal

Year 2016
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Note: The prime contracts we selected are the Department of Energy’s (DOE) 24 largest prime
contracts based on DOE'’s obligations to those contracts in fiscal year 2016. We developed shortened
versions of the names of the parties to prime contracts and matched them to shortened names of
subcontractors that held subcontracts to those prime contracts. As a result, the data reported here
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DOE Did Not Always
Ensure That
Contractors
Conducted Required
Subcontract Audits,
and Some
Unallowable
Subcontract Costs
May Be
Unrecoverable
Because Audits Are
Not Timely

are conservative as they do not include subcontracts for entities that may be parties to a prime
contract but use an unrelated name. Lines between prime contracts and parties to the prime contracts
represent the value of subcontracts between the two, with the lines taking on one of four weights
corresponding to dollar value ranges. Prime contracts are sized by the number of subcontractors they
had that were also parties to the prime contract, and parties are sized by the number of prime
contracts on which they held subcontracts.

Each of the 24 prime contracts in our selection required contractors to
conduct or arrange for audits of their subcontractors’ incurred costs for
certain subcontract types, including cost-reimbursement and time-and-
materials contracts, among others. Contracting officers at DOE’s local
offices are responsible for overseeing contractors and for ensuring,
among other things, that both DOE and the contractor comply with the
terms of the prime contract. However, officials from DOE'’s local offices
have not always ensured that contractors completed the required
subcontract audits.

DOE relies on the contractors’ subcontract audits to identify unallowable
subcontract costs. As previously discussed, the DOE OIG, DCAA, or third
parties complete incurred cost audits or assessments of DOE’s prime
contracts, which generally report on the extent to which the contractor has
completed required audits of subcontract costs.® We requested the
reports for the two most recent incurred cost audits or assessments that
the DOE OIG or third parties conducted, as of February 2018, for the
prime contracts in our selection to determine whether contractors had
conducted required subcontract audits for the period covered by the
reports. In response to our request, the 24 contractors provided a total of
43 reports, 11 of which were audit reports and 32 of which were
assessment reports:

« Twenty contractors provided both requested reports.3°

%The DOE OIG’s assessments follow standards for review-level engagements, which are
substantially less broad in scope than an audit and consist of ensuring that (1) the
contractor’s internal audits complied with professional standards and could be relied upon,
(2) the contractor conducted or arranged for audits of its subcontractors when costs
incurred were a factor in determining the amount payable to a subcontractor, and (3) the
contractor adequately resolved questioned costs and internal control weaknesses
affecting allowable costs that had been identified in prior reports and reviews.

3°0ne site had two contractors, and the contractors provided the two most recent reports
for the site.
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« Three contractors provided only one report each that had been
completed.*°

e One contractor did not provide the two requested reports because of
pending litigation.

Of the 43 incurred cost assessment and audit reports we reviewed, 21
reports indicated that contractors had not audited more than $3.4 billion in
costs incurred by subcontractors over the 10-year period covered by the
reports.*! These reports documented various reasons that the
subcontracts had not been audited, including that a contractor did not
appropriately recognize that time-and-materials subcontracts needed to
be audited, or that a contractor relied on internal controls or a non-audit
procedure to meet subcontract audit requirements. For example, an April
2013 assessment by the DOE OIG found that subcontractor costs of
more than $12 million incurred over a 4-year period for two multi-year
time-and-materials contracts had not been audited by the contractor, as
required by its prime contract, because the local DOE office did not
submit a request to DCAA to perform the audits due to the DCAA
backlog.*? In another example, a March 2014 DOE OIG assessment
found that a contractor did not conduct required audits of $155 million in
subcontract costs incurred during 1 fiscal year because the contractor
believed its internal controls met the intent of the requirement to conduct
the subcontract audits.*®

4OA contractor in our selection of prime contracts that provided only one report told us that
a subsequent audit was ongoing but had not been completed at the time of our review.

4'We were unable to estimate the total dollar amount of subcontracts that were required to
be audited because the collection and analysis of this information was outside the scope
of our review. Specifically, the focus of our review was on subcontract obligations in fiscal
year 2016, and the reports contractors provided to document their two most recently
completed audits covered fiscal year 2007 through fiscal year 2016 because the audits
and assessments were performed on different schedules.

42Department of Energy, Office of Inspector General, Assessment of Audit Coverage of
Cost Allowability for Honeywell Federal Manufacturing & Technologies, LLC for the period
October 1, 2008 thru September 30, 2011 under Department of Energy Contract Nos. DE-
AC04-01AL66850 and DE-NA0000622, OAS-V-13-09 (Washington, D.C.: April 2, 2013).

“3Department of Energy, Office of Inspector General, Assessment of Audit Coverage of
Cost Allowability for Bechtel Marine Propulsion Corporation during October 1, 2011
through September 30, 2012 under Department of Energy Contract No. DE-NR0000031,
OAS-V-14-08 (Washington, D.C.: March 24, 2014).
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Some audit or assessment reports we reviewed included some
questioned subcontract costs.** For example, in an assessment for fiscal
year 2013, the DOE OIG reported that an M&O contractor’s internal audit
department performed audits of 78 subcontracts for 30 different
subcontractors and questioned nearly $900,000 in subcontractor costs
incurred from fiscal year 2009 through fiscal year 2013.45 As of June
2016, most of the questioned amount had been resolved, and the
remaining amount—about $7,900—was deemed unallowable and applied
against an invoice from the contractor. In another assessment of an M&O
contractor for fiscal year 2013, the DOE OIG questioned subcontract
costs identified by the contractor of more than $725,000, with about
$8,000 ultimately deemed unallowable.*® We have previously found that
DOE sometimes negotiates questioned costs with its contractors to settle
on an amount—potentially lower than the amount initially questioned—
ultimately deemed unallowable.*” Although the amounts of unallowable
costs in these examples are small, DOE does not know the full extent of
unallowable subcontractor costs that it has reimbursed because required
subcontract audits were not always conducted.

For some contractors, the issue of unaudited subcontract costs is long-
standing and extensive. For example, DOE documents show that, at the
time of our review, one contractor had never completed an adequate
audit of its subcontractors’ incurred costs over the 16 years of the prime
contract period, although its prime contract with DOE requires such
audits. In June 2016, the contractor placed the value of its unaudited

4Unaudited subcontract costs may later be determined to be allowable upon the
completion of an audit or assessment. Allowable costs are costs that are reasonable,
allocable to the contract, subject to proper accounting, and in compliance with contractual
terms and any limitations set forth in 48 C.F.R. subpart 31.2. E.g. United States ex rel.
McBride v. Halliburton Co., 848 F.3d 1027, 1028 n.2 (D.C. Cir. 2017). Costs that have
been identified as potentially unallowable are referred to as “questioned” in the audit and
assessment reports.

“*Department of Energy, Office of Inspector General, Assessment Report: Audit Coverage
of Cost Allowability for Los Alamos National Security, LLC, During Fiscal Year 2013 under
Department of Energy Contract No. DE-AC52-06NA25396, OAS-V-15-06 (Washington,
D.C.: September 30, 2015).

46Department of Energy, Office of Inspector General, Assessment Report: Audit Coverage
of Cost Allowability for Sandia Corporation During Fiscal Year 2013 under Department of

Energy Contract No. DE-AC04-94AL85000, OAS-V-15-03 (Washington, D.C.: September
9, 2015).

4"GAOQ, Improper Payments: DOE’s Risk Assessments Should Be Strengthened,
GAO-15-36 (Washington, D.C.: Dec. 23, 2014).
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subcontracts at more than $1.3 billion. This amount included some
subcontracts that were closed without being audited, meaning the work
had been completed and the final costs under the prime contract had
been paid. DOE has been working with the contractor since 2013 to
implement corrective actions to resolve the issue; in October 2018, DOE
officials told us they reached an agreement with the contractor to
complete current audits and address the backlog.

We identified three key differences in how contractors and DOE’s
headquarters and local office officials interpreted the subcontract audit
requirements included in the prime contracts we reviewed that contributed
to DOE not always ensuring that contractors audited their subcontractors’
incurred costs. Specifically:

« Extent of subcontracts that must be audited. We identified differing
interpretations of whether the prime contract required contractors to
audit all cost-reimbursement and time-and-materials contracts.
Specifically, some contractors told us that they had developed risk-
based approaches to selecting subcontracts for audit based on
thresholds, such as the amount of the subcontract. However, using
such a strategy could exclude significant subcontract costs from audit.
For example, according to an April 2012 DOE OIG audit, one
contractor increased its subcontract audit threshold from $1 million to
$15 million in annual incurred costs, thereby excluding from audit
nearly $343 million in subcontract costs incurred during fiscal years
2008 and 2009.#8 In its report, the DOE OIG questioned whether the
contractor’s subcontract audit strategy provided sufficient audit
coverage to ensure that DOE did not pay unallowable costs. In that
case, the DOE OIG found that the audit strategy, which was supposed
to be based on DCAA requirements, did not meet a key DCAA
requirement to audit incurred costs of at least one-third of all
subcontracts under $15 million at least once every 3 years.

« Definition of an audit. Some contractors used invoice reviews in
place of audits to meet the requirement. As discussed previously,
DOE documents showed that one contractor had never completed an
adequate audit of its subcontractors’ incurred costs over the 16 years

48Department of Energy, Office of Inspector General, Audit Coverage of Cost Allowability
for Los Alamos National Laboratory during Fiscal Years 2008 and 2009 under Department
of Energy Contract DE-AC52-06NA25396, OAS-V-12-05 (Washington, D.C.: April 3,
2012). Subsequent to the OIG opinion that the audit strategy did not provide sufficient
audit coverage, the contractor revised its risk-based approach to selecting subcontractors
for audit.
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of the contract. According to contractor representatives, the term
“audit” was not defined in their contract, and therefore they performed
detailed subcontractor invoice reviews instead of conducting
subcontract audits to meet the requirement. DOE found that these
invoice reviews did not meet generally accepted government auditing
standards.

« Responsibility for arranging for audits if DCAA is unable to
conduct audits. Some contractor representatives we interviewed
reported that their subcontracts remained unaudited as a result of the
DCAA backlog. Representatives from one contractor told us that they
believed that they were not responsible to conduct the audits if DCAA
was unable to do so, and another said that they tried to engage a
third-party auditor to conduct the audits themselves, but their
subcontractor would not allow the third-party auditor to access their
records despite specific language establishing the contractor’s
responsibilities for audits.*®

Differences in the interpretation of the subcontract audit requirements
have continued to occur because DOE has not clearly defined—in
guidance or other documents—how these contract requirements should
be met, which could eliminate confusion about which subcontracts should
be audited, how an audit is defined, and how to meet subcontract audit
requirements if DCAA is unable to conduct the audit. Federal internal
control standards state that management should externally communicate
the necessary quality information to achieve the entity’s objectives so that
external parties can help the entity achieve its objectives and address
related risks.®® Until DOE clearly defines how contractors should meet
subcontract audit requirements, contractors may not perform subcontract
audits as intended and unallowable costs may not be identified or
recouped.

In addition, we found that audits or assessments of a contractor are
usually not conducted immediately after the fiscal year in which funds are
spent, partly because of the availability of DCAA staff or third-party
auditors to complete the work. Our review of the 43 audit and assessment

“9For cost-reimbursement contracts, the contractor must “either conduct an audit of the
subcontractor’s costs or arrange for such an audit to be performed by the cognizant
government audit agency through the Contracting Officer.” 48 C.F.R. § 970.5232-3(c)
(emphasis added).

S0GAO, Standards for Internal Control in the Federal Government, GAO-14-704G
(Washington, D.C.: Sept. 10, 2014).
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reports identified reports covering 7 fiscal years that were audited or
assessed 6 or more years after the fiscal year in which the costs were
incurred; more than $557 million in subcontract costs in those fiscal years
had not been audited as required by the prime contracts.5' The Contract
Disputes Act of 1978 imposes a 6-year statute of limitations for the
government to seek recovery of unallowable costs that could be identified
through subcontract audits, so it is important for audits to be completed in
a timely manner.52

We also found that local offices’ efforts to monitor contractors’ completion
of subcontract audits have not ensured that contractors have completed
required subcontract audits and that those audits are completed in a
timely manner. Officials from the local offices said their approaches for
overseeing whether contractors performed required subcontract audits
included reviewing and approving the contractors’ internal audit plans,
reviewing monthly or quarterly reports from the contractors’ internal audit
departments, or reviewing the contractors’ internal audits and reviews of
subcontractors’ costs. Additionally, several DOE officials from the local
offices said they relied on the DOE OIG and external auditors’
assessments and audits of the contractor to monitor the status of
subcontract audits, even though these assessments and audits may be
infrequent.

Federal internal control standards state that management should
implement control activities through policies, such as by documenting
such policies in the appropriate level of detail, to allow management to
effectively monitor the control activity.%® These standards state that
policies may be further defined through procedures, including the timing
of when a control activity occurs, to help personnel implement the control
activities for their assigned responsibilities. However, we found that DOE
headquarters has not issued documented procedures or guidance that
requires local offices to monitor the contractors’ progress in completing
the required audits or to specify the time period during which an audit
must be completed. Without such procedures or guidance, unallowable

51Audit and assessment reports can cover more than 1 fiscal year.

523pecifically, the act provides that each claim by a contractor against the federal
government relating to a contract and each claim by the federal government against a
contractor relating to a contract shall be submitted within 6 years after the accrual of the
claim. 41 U.S.C § 7103(a)(4)(A).

S3GA0-14-704G.

Page 28 GAO-19-107 Department Of Energy Contracting


http://www.gao.gov/products/GAO-14-704G

DOE Did Not Always
Ensure That
Contractors Met
Other Subcontract
Oversight
Requirements and
Does Not Assess
Subcontractor
Management in
Performance
Evaluations

costs may go unidentified beyond the 6-year period set by the Contract
Disputes Act, preventing DOE from identifying and recovering
unallowable costs.

In addition to ensuring that contractors conduct required audits of
subcontract costs, DOE must meet other requirements to ensure its
contractors are effectively overseeing subcontracts, specifically by
approving contractors’ accounting and purchasing systems and
performing consent reviews to monitor subcontracting actions. With
respect to approval of contractors’ accounting and purchasing systems,
DOE generally ensures that reviews and approvals of these systems
occur, but the frequency of some accounting system reviews varies. With
respect to performance of consent reviews to monitor subcontracting
actions, most subcontracts are not reviewed by DOE, and we found that
while DOE’s local officials could independently review available
information on ownership to assist them with their assessment of
contractors’ identification of potential conflicts of interest in the consent
review process, they generally do not. Further, DOE’s thresholds for
conducting consent reviews are inconsistent and there is no requirement
to reevaluate the thresholds. In addition, DOE’s annual contractor
performance evaluations do not explicitly measure its contractors’
performance in managing or overseeing subcontracts.

DOE Generally Approves
Contractors’ Accounting
Systems, but the
Frequency of Some
Reviews Varies

Under the FAR, federal agencies are to determine the adequacy and
suitability of contractors’ accounting systems.> The adequacy and
suitability of these accounting systems affects the quality and validity of
the contractor and subcontractor data upon which the government must
rely for its management and oversight of the contractor and contract
performance. DOE local contracting officers responsible for the prime
contracts in our selection stated that they rely on contractor accounting
system approvals to help them determine the contractor’s suitability to
appropriately place and manage subcontracts. The FAR provides that the
contractor’s accounting system should be adequate during the entire
period of contract performance, but does not specify a minimum
frequency for performing accounting system reviews.

5448 C.F.R. § 42.302(a)(12).
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According to interviews with local DOE officials and our review of
documentation they provided, DOE may grant accounting system
approval through headquarters-level reviews, local office reviews, or
external audits of the accounting system. Headquarters-level reviews
occur at a level above the local office, such as through NNSA'’s Office of
Management and Budget. In addition, the contracting officers or other
subject matter experts at DOE’s local offices can conduct the reviews of
the accounting systems themselves or employ an external audit
organization, such as DCAA, to conduct the reviews. DOE conducted at
least one review of the accounting systems used for each of the 24 prime
contracts in our selection: eight accounting systems were reviewed
through headquarters-level organization reviews, nine were reviewed by
local offices, and seven were reviewed through external audits. DOE
headquarters officials said that no method for review is considered more
rigorous or preferred over another, and it is left to the discretion of the
contracting officers at DOE’s local offices to determine which method to
use.

According to our review of documents from DOE’s local offices and
interviews with DOE officials from the local offices, 22 of the 24 prime
contracts in our selection had approved accounting systems in fiscal year
2016. Contracting officers from the local DOE offices responsible for
oversight of the two prime contracts for which there was no approved
accounting system for fiscal year 2016 told us that they maintained
oversight of the contractors’ accounting systems through mechanisms
other than the traditional review and approval process.*® Specifically:

« Local DOE officials responsible for oversight of one prime contract,
which was awarded in December 2000, told us that they did not have
to review or approve the contractor’s accounting system at the local
level after the contract was awarded because the contractor’s
corporate office was required to have an approved accounting system
to enter into its contract with DOE.%® The officials were not sure

%5Under the FAR, before agreeing on a contract type other than firm-fixed-price, the
contracting officer shall ensure that the contractor's accounting system will permit timely
development of all necessary cost data in the form required by the proposed contract type.
48 C.F.R.16.104(i).

%6According to DOE officials, the contractor did not have its own accounting system but
relied on the parent entity’s corporate accounting system. According to contractor officials,
the Department of Defense is the cognizant contract administration office for this entity,
and the Corporate Administrative Contracting Officer would have approved the accounting
system.
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whether an approval of the corporate accounting system had been
performed since 2000, but DCAA was scheduled to perform a review
of the system in late 2018. In a 2017 letter to the DOE local office,
DCAA stated that its review of the accounting system was delayed
due to staffing issues, and it was the agency’s opinion that the
contractor’s internal audits and reviews demonstrated that the
contractor was adhering to the criteria of an adequate accounting
system.

« Alocal official responsible for oversight of another prime contract
stated that they had not approved the contractor’'s accounting system
because it was adopted from the site’s former contractor. The officials
told us the former contractor’s accounting system had already been
approved and no additional review or approval was necessary.
Officials at DOE headquarters agreed that the use or transfer of an
existing DOE-approved accounting system satisfies the review
requirement. According to the officials responsible for overseeing this
prime contract, the local office annually reviews and approves the
contractor’s Financial Management System Plan, which would identify
any major planned enhancements and upgrades to the current
financial management systems and subsystems, including the
accounting system.

In addition to differences in how accounting system approvals were
conducted, local DOE officials said there are differences in the frequency
of the contractor accounting system reviews and approvals across local
offices. Some accounting systems are approved only at the time the
prime contract is awarded, while others are approved annually, on a 3-
year cycle, or only if there are major changes to the accounting system.
DOE headquarters officials we interviewed said that the frequency of
reviews and approvals was determined on a contract-by-contract basis,
and for the prime contracts for which the accounting system was
approved at the time of contract award, the officials were unaware of what
might necessitate an additional review. Figure 5 shows the frequency of
accounting system approvals for the 24 prime contracts in our selection
as of fiscal year 2016.

Page 31 GAO-19-107 Department Of Energy Contracting



|
Figure 5: Frequency of Accounting System Approvals of the 24 Largest Department
of Energy (DOE) Prime Contracts, as of Fiscal Year 2016

Not approved: 2 Major changes: 7

At contract award: 5

Annually: 6 Every 3 years: 4

Source: GAO analysis of DOE documents and statements by DOE officials. | GAO-19-107

Note: According to DOE officials, they were unaware of what might necessitate an additional review
of the accounting systems noted as approved “at contract award.” In addition, for the two accounting
systems designated as “not approved,” the local office had not approved the accounting system
during the current contract, but rather relied on approvals of the accounting system completed prior to
the current contract’s award.

The DOE Acquisition Guide states that the creation and maintenance of
rigorous business, financial, and accounting systems by the contractor is
crucial to ensuring the integrity and reliability of the cost data used by
DOE officials.®” Further, the FAR provides that the contractor’s
accounting system should be adequate during the entire period of
contractor performance.5® In addition, DOE headquarters officials said
that periodic reviews and approvals of the accounting systems are
important to ensuring these requirements are met. However, there is wide
variation in the frequency of these reviews, in part because DOE has not
reviewed the differences in the frequency of its accounting system
approvals and whether the basis for these differences is appropriate.

Prime contracts can last for decades, so many years may pass without
further review of the adequacy of the accounting systems. For example,
local officials responsible for overseeing a prime contract with an

S’DOE Acquisition Guide Chapter 70.42.101 guiding principle.
5848 C.F.R. § 42.302(a)(12).

Page 32 GAO-19-107 Department Of Energy Contracting



accounting system that was approved at the time the contract was
awarded said that the approval occurred 12 years ago, and they had
questions about the adequacy of the system.

DOE officials said that they do not have guidance to help contracting
officers at local offices determine the appropriate frequency for reviewing
accounting systems’ adequacy. Instead, local DOE contracting officers
that oversee each prime contract have discretion to determine the
manner and frequency of reviews based on their knowledge of the
contractor. Under federal standards for internal control, management
should design control activities to achieve objectives and respond to risks,
including by clearly documenting internal control in management
directives, administrative policies, or operating manuals.*® When reviews
are infrequent, or it is unclear when a review should be conducted,
subsequent changes to the accounting system may not be promptly
evaluated and DOE may not have adequate assurance that contractors’
accounting systems can be relied upon. By reviewing the differences in
the frequency of its accounting system reviews and approvals and
developing guidance that provides criteria to determine the appropriate
frequency of such reviews, DOE could better ensure that adequate
accounting systems are in place during the entire period of the contract.

DOE Generally Reviews
and Approves Contractors’
Purchasing Systems and
Plans More Consistent
Reviews Going Forward

Under the FAR, the federal agency should maintain a sufficient level of
surveillance to ensure that the contractor is effectively managing its
purchasing program.®® Each of the contractors for the 24 prime contracts
in our selection had an approved purchasing system in fiscal year 2016. If
a local DOE contracting officer determines that a contractor does not
have an approved purchasing system, under the FAR, the office should
review and decide whether to approve (i.e. consent to) all cost-
reimbursement type subcontracts and unpriced actions for fixed-price
subcontracts that exceed the simplified acquisition threshold of $150,000

58GAO-14-704G.
8048 C.F.R. § 44.304(a).
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prior to award.®' Under the FAR, the contractor is to continue to seek
approval for every proposed subcontract that meets these criteria until the
issues with the purchasing system that led to the withdrawal of approval
are resolved and the system is again approved. Our review of subcontract
information provided by DOE’s contractors indicates that, without an
approved purchasing system, more than 6,600 of the subcontracts that
were active in fiscal year 2016 would have required review and approval
prior to award, according to the existing simplified acquisition threshold.

According to DOE officials at local offices and headquarters, DOE
contracting officers may use a formal contractor purchasing system
review or a combination of surveillance and other monitoring techniques
to grant or extend approval of a contractor’s purchasing system.®? DOE
headquarters officials told us that the variation in the source and method
of purchasing system reviews is intentional to allow the local offices to
meet the requirement in a way that works best for their location and
contractor, and that the most important aspect of the purchasing system
review is the ongoing surveillance of the system.

Contracting officers from DOE'’s local offices told us they had approved
the purchasing system for each of the 24 prime contracts in our selection
in a variety of ways:

« Seven local offices approved contractors’ purchasing systems based
on the local contracting officer’s knowledge of the contractor’s work;
« Six local offices relied on the results of a peer review program;

o Five local offices considered the results from a combination of internal
and external audits and reviews (including peer reviews);

61Consent reviews are normally conducted for a subset of subcontracts; and DOE officials
from local offices told us that they usually set their own dollar threshold for review. Under
the FAR, if the contractor does not have an approved purchasing system, consent to
subcontract is required for cost-reimbursement, time-and-materials, labor-hour, or letter
contracts and also for unpriced actions (including unpriced modifications and unpriced
delivery orders) under fixed-price contracts that exceed the simplified acquisition
threshold. See 48 C.F.R. § 44.201-1(b). The FAR currently identifies the simplified
acquisition threshold as $150,000, with limited exceptions. The National Defense
Authorization Act for Fiscal Year 2018 raised this threshold to $250,000. While the
increased threshold has not yet been implemented in regulation, the FAR Council has
opened a case to implement the changes in the FAR.

52According to DOE headquarters officials, DOE may also rely on purchasing system
reviews conducted by other government agencies that also have contracts with the
contractor.
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o Four local offices performed a formal purchasing system review but
did not provide specifics as to the source of information, such as
internal or external audits or peer reviews; and

+ Two local offices relied on the results of external audits.

One of the contractors in our selection of 24 prime contracts, Bechtel
National, Inc., had a DOE-approved purchasing system for the
construction of the Hanford Waste Treatment and Immobilization Plant at
the Hanford Site in Washington State, which was subsequently withdrawn
for a 3-month period in 2018. Specifically, in fiscal year 2018, the Defense
Contract Management Agency (DCMA) performed a review of the
contractor’s corporate purchasing system and identified a number of
significant deficiencies—such as inadequate advance notice of
subcontract awards, missing subcontractor disbarment disclosures, and
general documentation issues with the contractor’s procurement files—
that resulted in Bechtel National, Inc.’s corporate purchasing system
being disapproved until the identified deficiencies could be resolved.®
DOE officials said they lifted the restrictions on the contractor in October
2018 following DCMA'’s validation that Bechtel National, Inc. implemented
the required updates to its purchasing system and procedures.

In June 2018, DOE headquarters officials told us they encouraged the
local offices to focus on the use of a peer review program to review and
approve purchasing systems. NNSA officials further explained that they
expected the peer reviews would encourage contractors to remain diligent
in the administration of their systems.%* As a part of this new approach,
DOE headquarters officials told us that local officials will be required to
assess the need for a purchasing system review every 3 years, and if the
local office did not conduct a review, then a peer review would be
required at least every 6 years.

83As noted above, contractors’ systems may be reviewed by outside agencies or
independent organizations. DCMA performed the review of Bechtel’s purchasing system,
which is common to all Bechtel business groups, including Bechtel National, Inc.;
therefore, their disapproval applied to all of Bechtel’'s contracts with DOE.

84According to DOE’s peer review handbook, the peer review program assists the federal
and contractor acquisition communities by focusing on procurement process
improvement, acquisition-related strategic programs, knowledge management and
sharing, training, performance measurement and management, and other related
business management initiatives. In addition, the handbook states that the team
performing the peer review consists of representatives from contractors, DOE and NNSA
local offices, and DOE and NNSA headquarters.
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According to DOE’s November 2018 updated peer review handbook and
officials responsible for the handbook, the peer review program is DOE’s
preferred method for conducting purchasing system reviews and is now
mandatory for DOE’s M&O contracts at least every 6 years and for non-
M&O contracts, with a contract length of 5 years or less, at the 3-year
mark. NNSA headquarters officials stated that they expect all of their local
offices to use the peer review program to assess contractors’ purchasing
systems going forward, regardless of the type of contract. According to
documents provided by DOE headquarters and local offices, as of July
2018, contractors for 18 of the 24 prime contracts in our selection
participated in the peer review program, and six did not participate,
including two NNSA contractors. Figure 6 shows the date of the most
recent peer review for the 24 prime contracts in our selection, as of July
2018.

Figure 6: Year of the Most Recent Peer Review for the 24 Largest Department of
Energy Prime Contracts, as of July 2018

2012: 2
Does not
participate: 6
2013: 4
2018: 2
2014: 4
2017: 2
2016: 2 2015: 2

Source: GAO analysis of information from local Department of Energy offices. | GAO-19-107

Note: In November 2018, the Department of Energy made participation in peer reviews mandatory for
certain types of contracts going forward, including some that previously may not have participated.
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DOE Uses Consent
Reviews to Monitor Some
Contractors’ Subcontract
Actions but Does Not
Independently Assess
Potential Conflicts of
Interest

DOE Uses Consent Reviews to
Monitor Contractor Compliance
with Subcontracting
Requirements

According to contracting officers and headquarters officials we
interviewed, DOE’s local offices use subcontract consent reviews to
monitor contractors’ compliance with subcontracting requirements. In
addition, local officials told us that they use these reviews to review and
assess any reported potential conflicts of interest on the part of the
contractor and subcontractors. However, we found that local DOE officials
generally do not request additional information on ownership to
independently ensure contractors are mitigating these conflicts, nor do
they routinely make use of various databases available to government
employees that report ownership information for many government
contractors. In addition, local offices conduct a limited number of consent
reviews for subcontracts, based on a dollar threshold that varies among
local offices, which makes it difficult for DOE to ensure that local offices
have sufficient visibility into contractors’ subcontracting actions.

According to local DOE officials we interviewed, subcontract consent
reviews are the primary control method used to monitor contractors’
compliance with subcontracting requirements. Under the FAR, in
conducting a consent review, agencies should consider whether a
proposed subcontract is appropriate to the risks involved and consistent
with current policy.®® Specifically, local DOE officials told us that they use
the consent reviews to monitor contractors’ accounting and purchasing
systems between formal reviews of these systems; as well as to monitor
their compliance with policies and procedures for subcontracting,
including ensuring that subcontracts are awarded competitively, are of
appropriate types, and that the contractor adheres to requirements to
safeguard against conflicts of interest.

According to officials we interviewed, local DOE contracting officers often
receive a notice from the contractor of its intention to solicit subcontracted
work and, if the proposed subcontract value exceeds an agreed-upon
dollar threshold, contracting officers typically will review a consent
package from the contractor before the final award of the subcontract.
The contractor is to obtain DOE’s consent to the proposed action before
proceeding.

NNSA'’s local offices have a standard consent checklist that directs the
contracting officer to consider certain factors before granting consent for

8548 C.F.R. § 44.202-2(a)(9).
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DOE Uses Consent Reviews to
Ensure Contractors Mitigate
Potential Conflicts of Interest
Contractors Identify, but DOE
Does Not Independently
Assess Ownership Conflicts

the contractor to issue a particular subcontract. These factors include the
contractor’s past performance, whether the solicitation for subcontracted
work was appropriately competed, the type of subcontract selected, and
whether the proposed prices are reasonable for the intended work,
among other things. In comparison, individual DOE local offices generally
use consent checklists they develop. These checklists have similar review
topics to the NNSA checklist, but the specific items and formats vary.

According to DOE officials we interviewed, subcontract consent reviews
are DOE'’s only opportunity to review subcontract pricing and to ensure
best value for the government before the contractor awards the
subcontract. Furthermore, because fixed-price subcontracts do not have
the same audit requirements as cost-reimbursement subcontracts, these
consent reviews may be the only opportunity for DOE to review the cost
and pricing of fixed-price subcontracts to be awarded by the contractor.
As mentioned previously, the contractors for the 24 prime contracts in our
selection awarded 54 percent of their fiscal year 2016 subcontract
obligations as fixed-price subcontracts, and these contracts may be
awarded to parties to the prime contract, subject to certain conditions.

DOE contracting officials we interviewed noted a number of ways in which
consent reviews have helped them oversee contractors’ compliance with
subcontracting requirements. For example, an official described one case
in which the contractor was proposing a cost-reimbursement subcontract
for items that could have been purchased more favorably under a fixed-
price contract. The consent package did not support why the contractor
chose the more costly contract type, so the contracting officer denied
consent and asked the contractor to review and reissue the solicitation. In
another example, the contractor had to renegotiate a subcontract before
award, after the contracting officer identified inherent safety concerns in
the description of the proposed work upon review of the consent package.

DOE requires certain provisions to be included in the prime contracts that
require both DOE and the contractor to safeguard against personal and
organizational conflicts of interest. Among other things, these contract
provisions include requirements from the FAR that prohibit former officials
of a federal agency from accepting compensation from a contractor within
a year of awarding a contract to that contractor; prohibit contractors from
soliciting, accepting, or attempting to accept any kickbacks; and generally
prohibit federal agencies from subcontracting with debarred entities.® All

8648 C.F.R. § 3.104-3(d), 48 C.F.R. § 3.502-2(a)(2), and 48 C.F.R. § 9.405(a).
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of the local DOE officials we interviewed said they rely on the contractor
to identify and mitigate potential conflicts by including these requirements
in contract clauses in their subcontracts and in the contractor’s internal
policies and procedures. Headquarters and local DOE officials said they
rely on the consent review process to ensure that contractors are
following these policies and procedures, and that contractors identify and
mitigate subcontract ownership conflicts, such as those that may occur in
connection with subcontracts to related parties.®’

If the contractor has identified a conflict of interest in connection with a
proposed subcontract, the consent package checklists we reviewed
request the contractor to also include in the package either a simple
conflict of interest disclosure statement, which would include steps the
contractor claims to have taken to mitigate the conflict, or a conflict of
interest analysis conducted by the contractor. In both cases, the
contracting officer is expected to check that the information is included in
the package, but no additional action or assessment by local DOE
contracting officers is required. Local DOE officials performing consent
reviews told us that subcontracting with related parties is their main
concern when assessing conflicts of interest; however, they generally did
not independently assess information on subcontractor ownership during
their reviews, beyond the information that the contractor reported.®®
Information on subcontractor ownership could alert local contracting
officers to potential conflicts of interest, such as preferential treatment in
the awarding of subcontracts to parties of the prime contract, and could
help DOE to determine if the mitigation plan included in the consent
package is adequate to address the potential conflict of interest.
However, local DOE officials told us that they generally do not request or
review subcontractor ownership information in available databases when
reviewing proposed subcontracts because there is no requirement to do
so. (See appendix Il for a description of data systems available to DOE
officials that may contain relevant ownership information about existing
contractors or entities.)

571t is especially important for DOE to identify related parties, in the M&O context, because
the FAR places restrictions on allowable fees and profits associated with subcontracts
with related parties. See 48 C.F.R. § 970.4402-3(b).

88Under the FAR, particularly careful and thorough consideration of consent is necessary
when close working relationships or ownership affiliations between the prime and
subcontractor may preclude free competition or result in higher prices. 48 C.F.R. §
44.202-2(b).
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Local DOE officials told us they have identified instances, through their
consent reviews, in which the contractors’ reporting of potential conflicts
of interest was inadequate. For example, DOE officials reviewing consent
packages at a local office noticed that a number of subcontracts were
awarded to a single company. The officials subsequently determined that
the contractor’s former president was currently sitting on the board of the
subcontracting company, but the contractor had not disclosed this
information during the consent review process. According to DOE
officials, this case is currently under review.

In addition, according to a Department of Justice press release, an
employee of one contractor created an entity and then, on behalf of the
contractor, ensured that a multimillion-dollar subcontract was awarded to
the new entity, and this employee received payments under the
subcontract from May 2011 to April 2016. The subcontractor did not
disclose this conflict of interest while working for the contractor.5®

As previously discussed, contractor ownership can be complicated, with
complex relationships between and among entities. Further, contractor
ownership may change over time through various mergers and
acquisitions. These relationships and changes can make it difficult for
DOE to monitor contractors’ ownership, such as in the previously
discussed example in which an awardee did not notify NNSA of an
ownership change prior to contract award as required by the request for
proposals. In this case, NNSA would have been unable to identify or
mitigate potential conflicts of interest in connection with the owner, had
the contracting officer not been notified separately of the change in
ownership.

Nevertheless, according to officials from DOE’s local offices, because
DOE is not a party to the subcontracts, agency officials generally do not
maintain or request subcontractor ownership information beyond the
information that contractors provide during consent reviews. Although
DOE has the right to access information about the subcontractors’ costs
and performance—through contract clauses that generally allow DOE to
request and review information relevant to costs and performance under
the prime contract, including the costs and performance of subcontractors
as well as through multiple databases available to government

89According to a press release issued by the Department of Justice, the employee later
pled guilty to wire fraud and money laundering.
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employees—officials stated there is no requirement for contracting
officers to request or search such information during reviews.”® According
to DOE headquarters officials, depending on the type of prime contract,
the government may request direct access to subcontractor records as
required. For example, DOE officials from one local office told us that they
have access to the contractor’s subcontract information through a direct
link to the contractor’s internal restricted network, but they do not routinely
access the network to review ownership information. Like data available
through other databases, these internal data maintained by the
contractors have the potential to be useful to local officials during consent
reviews for identifying the risks imposed by potential conflicts of interest
between parties to the prime contract and potential subcontractors.

Federal internal control standards state that management should identify,
analyze, and respond to risks related to achieving the defined objectives,
such as analyzing identified risks to estimate their significance, which
provides a basis for responding to the risks.”! As noted above, local
officials said that their main concern when assessing conflicts of interest
is the contractor subcontracting with related parties. However, local DOE
officials told us that they generally do not request or review subcontractor
ownership information because there is no requirement to do so. By
requiring contracting officers to independently review subcontractor
ownership information as part of consent reviews and assess potential
conflicts of interest, DOE would have better assurance that contractors
are adequately identifying and mitigating organizational conflicts of
interest.

70A standard audit and records clause in the FAR provides that the contractor shall insert
a similar clause in certain subcontracts, thus giving DOE access to those subcontractor
records for audit purposes. 48 C.F.R. § 52.215-2(g). The clause applies to subcontracts
that exceed the simplified acquisition threshold and (1) that are cost-reimbursement,
incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination
of these; (2) for which certified cost or pricing data are required; or (3) that require the
subcontractor to furnish certain cost, funding, or performance reports.

""GAO-14-704G.
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DOE Does Not Periodically
Reevaluate Consent
Thresholds to Ensure Sufficient
Visibility into Contractors’
Subcontracting Actions

Although consent reviews have the potential to provide contracting
officers with important information on the contractor’s compliance with
requirements, the number of reviews conducted by local offices each year
varies due to different thresholds at each location. DOE headquarters and
local officials told us the numbers of consent reviews conducted by local
offices are based on dollar-amount thresholds or other criteria established
by the local DOE offices, and these criteria vary among DOE locations."?
According to DOE officials, consent review thresholds vary for a number
of different reasons. For example, a senior agency official and some local
DOE officials said that small staff sizes and other oversight
responsibilities may limit the number of consent reviews that contracting
officers conduct. DOE guidance recommends that when establishing the
threshold for consent reviews, the contracting officer should aim to review
enough subcontracts annually to provide the local office with sufficient
visibility into subcontracting actions without being overly burdensome on
either the contractor or the federal staff.”

The consent review thresholds for the 24 prime contracts in our selection
varied widely, and contracting officers performed few reviews for some
prime contracts. For example, as shown in table 3, one local office set its
subcontract consent threshold at $250,000, which led the local
contracting officer to review about 175 consent packages in a year, and
another set the threshold at $25 million, which led the local office to
review 1 consent package in a year. Local DOE officials told us that most
subcontracts are not subject to consent reviews because they fall below
the consent threshold. One of the prime contracts with a $25 million
consent threshold is held by Bechtel National, Inc., the contractor
constructing the Hanford Waste Treatment and Immobilization Plant. As
previously discussed, Bechtel National, Inc.’s purchasing system was
disapproved for a 3-month period in fiscal year 2018 and, during that
time, the contracting officer was required to review and consent to all

|n addition to subcontract consent reviews provided by the local offices, proposed
subcontract actions that exceed the delegated procurement authority for that activity are
also subject to review by DOE headquarters officials, referred to as a Headquarters
Business Clearance Review. See DOE Acquisition Guide Chapter 71.1.2.3.1 and 71.1.2.5.

3Department of Energy, Office of Policy, Office of Procurement and Assistance
Management, Consent to Subcontracts on Management and Operating (M&QO) Contracts,
Policy Flash 2011-103 (Washington, D.C.: September 23, 2011). According to DOE
officials, they issued the guidance as a “policy flash” intended to be followed by a DOE
Acquisition Letter. DOE did not issue the letter; however, local and headquarters officials
reference the policy flash as good guidance for consent reviews under M&O and non-
M&O contracts.
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subcontracts above $250,000. A DOE official told us that the local office
reviewed 48 subcontract consent packages during this time period, and
the office would not have reviewed any if the purchasing system had not

been disapproved.

|
Table 3: Information about the Department of Energy’s (DOE) Reviews for Consent to Subcontract for Its 24 Largest Prime

Contracts, Fiscal Year 2016

Threshold for review for

Estimated number

DOE consent to subcontract in of consent reviews
Contractor site or project fiscal year 2016 (dollars) per year®
Bechtel Marine Propulsion Bettis & Knolls Atomic Power 250,000 175
Corporation Laboratories
Oak Ridge Associated Universities Oak Ridge Institute for Science 500,000 8to10
and Education
URS|CH2M Oak Ridge, Cleanup Project, Oak Ridge 2 million Less than 20
LLC (UCOR) Reservation
Alliance for Sustainable Energy National Renewable Energy 5 million 8
Laboratory
Battelle Memorial Institute, Pacific Pacific Northwest National 5 million 20 to 30
Northwest Division Laboratory
Brookhaven Science Brookhaven National 5 million 15 to 20
Associates, LLC Laboratory
FERMI Research Alliance, LLC FERMI National Accelerator 5 million 10
Laboratory
National Security Technologies, Nevada National Security Site 5 million 12
LLC
Savannah River Nuclear Solutions, Savannah River Site 5 million 6to8
LLC
Stanford University SLAC National Accelerator 5 million 0°
Laboratory
Consolidated Nuclear Security, Pantex Plant and Y-12 National 10 million 8
LLC Security Complex
Battelle Energy Alliance, LLC Idaho National Laboratory 10 million Less than 10
CH2M Hill Plateau Remediation Hanford Central Plateau, 10 million 2
Company Hanford Site
Honeywell Federal Manufacturing National Security Campus 10 million 4
& Technologies
The Regents of the University of Lawrence Berkeley National 10 million 70
California Laboratory
UChicago Argonne, LLC Argonne National Laboratory 10 million 83
UT Battelle, LLC Oak Ridge National Laboratory 10 million 16 to 20
Washington River Protection Hanford Tank Operations, 10 million 5

Solutions, LLC

Hanford Site
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Threshold for review for Estimated number

DOE consent to subcontract in of consent reviews
Contractor site or project fiscal year 2016 (dollars) per year®
CB&l Areva MOX Services, MOX Facility, 15 million 25t0 50
LLC Savannah River Site
Lawrence Livermore National Lawrence Livermore National 20 million 3to 14
Security, LLC Laboratory
Los Alamos National Security, Los Alamos National Laboratory 20 million 351040
LLC
Sandia Corporation Sandia National Laboratories 20 million 382
Bechtel National, Inc. Hanford Waste Treatment and 25 million 1
Immobilization Plant, Hanford Site
Savannah River Remediation, Liquid Waste Project, Not applicable® 2
LLC Savannah River Site

Source: GAO analysis of information provided by DOE headquarters and local offices. | GAO-19-107

Note: Local DOE offices establish their own dollar thresholds to designate subcontracts they want to
review and consent to prior to award. There may be different thresholds for review and consent
depending on the type of subcontract; however, we present the fiscal year 2016 threshold for
competitive, cost-reimbursement subcontracts.

®Local officials estimated the number of consent reviews that they conduct per year. This number
includes all consent reviews, not only those conducted for competitive cost-reimbursement
subcontracts. We did not confirm this information or collect information on how the officials developed
their estimates.

bAccording to local officials, the office reviewed 20 to 40 subcontract packages after the contractor
awarded the subcontract to ensure the packages met requirements, rather than to give consent prior
to award.

“The prime contract does not specify a consent review threshold for cost-reimbursement contracts.
The prime contract requires written consent for “critical” subcontracts, which are defined in the prime
contract as subcontracts where failure would seriously jeopardize the successful completion or
progress of the Liquid Waste Project.

In some cases, DOE contracting officers have adjusted the consent
review thresholds during the contract period based on concerns they
have identified with subcontracts that the contractor awarded. For
example, one local office had concerns that the subcontractor was not
disclosing potential conflicts of interest to the contractor and, therefore,
the contractor did not mitigate these conflicts of interest. As a result, the
contracting officers reduced the consent threshold to increase the number
of consent packages they reviewed until they could be certain the
contractor was managing subcontracting risks adequately. According to
the local DOE officials, part of the reason they did not identify the
deficiencies sooner was that high thresholds resulted in the local officials
conducting few consent reviews. In another example, a DOE contracting
officer from a different local office lowered the consent review threshold in
2017 due to documentation issues—such as files with inadequate
documentation to explain or justify proposed prices—as well as the
contractor not sending a subcontract to the local office for approval, as
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required. Local DOE officials told us they requested a peer review of the
contractor to see if this was a systemic issue, and they reduced the
consent threshold to send a message to the contractor that DOE
expected the contractor to improve its subcontracting practices.

For more than half of the contracts in our selection, thresholds for
required consent reviews have not been reevaluated since the contracts
were awarded because, according to DOE officials, there has not been a
requirement to do so. Federal internal control standards state that
management should design control activities to achieve objectives and
respond to risks.”* As discussed in the examples above, without an
appropriate number of subcontract reviews, deficiencies, such as
inadequate documentation, have persisted. By requiring contracting
officers to periodically reevaluate the thresholds for consent reviews,
DOE may be able to better ensure that local offices have sufficient
visibility into contractors’ subcontracting actions to ensure that proposed
subcontracts are appropriate to the risks involved and consistent with
current policy and sound business judgment.

After we provided our preliminary results from our review of the consent
review process to DOE headquarters officials, the officials told us they
planned to reevaluate consent thresholds as part of the peer review
process described above, with respect to purchasing system reviews.
NNSA headquarters officials stated that they would implement a similar
change to its process, based on DOE’s guidance, once DOE implements
its changes in the November 2018 update. However, we reviewed the
November 2018 update and found that it did not include a requirement to
reevaluate consent thresholds as part of the peer review process.

DOE Does Not Explicitly
Evaluate Its Contractors’
Performance on
Subcontract Management

According to local DOE officials and documents provided, DOE develops
Performance Evaluation and Measurement Plans at the beginning of
each fiscal year to establish expectations for contractor performance and
to describe how the local office will evaluate the contractors’ performance
against those expectations. According to DOE guidance, the plans
provide a standard to assess whether the contractors are meeting the
mission requirements and performance expectations for goals stipulated
within the contracts. In addition, according to DOE guidance, the plans
should describe the incentives available, such as award fees, and the

"AGAO-14-704G.
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methodology for determining the amount of incentives earned by the
contractor for the year, based on the evaluation of the contractor’s
performance. In general, Performance Evaluation and Measurement
Plans we reviewed included goals and performance criteria. Goals are the
broad, high-level categories and benchmarks that local DOE officials use
to assess the contractor’'s annual performance and reflect what local
officials consider most important in the contractor’s performance.
Performance criteria, also included in the plans we reviewed, refer to the
elements officials should consider when reviewing to determine whether
the contractor has met the goals. Not all performance criteria need to be
met for a contractor to show adequate performance toward a goal.

None of the fiscal year 2016 Performance Evaluation and Measurement
Plans for the 24 prime contracts we reviewed included goals explicitly
related to subcontractor management, and only 3 of the 24 plans included
performance criteria that were related to the contractor’'s management of
subcontractors. According to DOE officials, there is no requirement to
include specific goals or performance criteria related to subcontractor
management in these plans because the contractor is responsible for
completing the scope of work in the prime contract, regardless of whether
it was performed by the contractor or a subcontractor. The fiscal year
2016 Performance Evaluation and Measurement Plans we reviewed for
18 of the 24 prime contracts in our selection included a goal for effective
and efficient business operations, which includes the contractor’s
accounting and purchasing systems. DOE headquarters officials stated
that they would expect any subcontract management issues that affected
the scope, schedule, or cost of the contract to be identified and
addressed within this goal. However, of the three plans that included
performance criteria on subcontract management, none of the criteria
were included under the business operations goal, as DOE officials said
they would have expected. Rather, these performance criteria were
included under goals such as “project performance and technical issue
resolution” or a “special emphasis area.”

The fiscal year 2016 Performance Evaluation and Measurement Plans we
reviewed did not reflect the expectations DOE headquarters officials
described to us that subcontract management would be reflected in the
business operations goal of contractor evaluations, and the plans do not
acknowledge the importance of subcontract management and oversight,
particularly in light of the high percentage of contract obligations—
frequently for cost-reimbursement contracts—that subcontractors
ultimately execute. As we mentioned above, contractors in our selection
subcontracted out nearly 30 percent of their fiscal year 2016 obligated
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Conclusions

funds, making subcontract management a key part of the contractors’
work.

According to DOE guidance, DOE should use performance-based
management as a strategic contract management tool to plan for,
manage, and evaluate contractor performance under the prime contract
and to align performance with costs.” A March 2018 study of NNSA'’s
M&O contractors and a February 2019 GAO report on DOE performance
measures found that performance evaluations tend to be subjective and
do not focus on potentially important areas, such as the contractors’ cost
performance.’® The Deputy Secretary of Energy also issued a statement
in September 2018 noting the importance of properly incentivizing
performance as part of contract management to ensure that the most
important performance measures are identified and that incentives are
appropriately aligned to those measures.”” However, the plans we
reviewed do not reflect the importance of subcontract management
because there is no requirement to include assessments of the
contractors’ management of its subcontractors in the plans. By requiring
that explicit performance criteria that assess the contractors’
management of subcontractors be included as part of the annual
Performance Evaluation and Measurement Plans, DOE would have more
reasonable assurance that the agency is emphasizing the importance of
subcontract management and providing contractors an additional
incentive to properly manage their subcontractors.

Contracting officers at DOE’s local offices are responsible for, among
other things, ensuring that contractors complete required subcontract
audits. DOE’s headquarters and local offices have taken some steps to
ensure that contractors comply with their subcontracting requirements.
However, differences in how contractors, local DOE offices, and DOE
headquarters offices interpret subcontract audit requirements and perform
subcontract audits persist because DOE has not clearly defined—in

SDOE Acquisition Guide 16.405.

"8The MITRE Corporation, Assessment Report on Management and Operations Contracts
for the National Security Laboratories (March 2018), and GAO, Department of Energy:
Evaluation of Contractor Performance and Related Incentives Could Be Improved,
GAO-19-5 (Washington, D.C.: Feb.26, 2019).

""Department of Energy, Deputy Secretary of Energy, Improving Acquisition Management,
Memorandum for Heads of Departmental Elements (September 12, 2018).
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guidance or other documents—how these requirements should be met.
Until DOE clarifies which subcontracts should be audited, how an audit is
defined, and how to meet subcontract audit requirements if DCAA is
unable to conduct the audit, contractors may not perform subcontract
audits as intended and unallowable costs may not be identified or
recouped. Additionally, DOE’s local offices did not always ensure that
contractors audited their subcontractors’ incurred costs for cost-
reimbursement and time-and-materials subcontracts as required because
DOE headquarters has not issued documented procedures or guidance
that requires local offices to monitor contractors’ progress in completing
the required subcontract audits in a timely manner. Without such
procedures or guidance, unallowable costs may go unidentified beyond
the 6-year limitation period of the Contract Disputes Act, preventing DOE
from recovering those costs.

In addition, the timing of contractor accounting system reviews differs
among DOE'’s local offices. DOE has not reviewed the differences in the
frequency of the reviews and whether the basis for these differences is
appropriate, nor provided guidance that includes criteria to determine the
frequency of reviews. By reviewing the differences in the frequency of its
accounting system reviews and approvals and developing guidance that
includes criteria to determine the appropriate frequency of such reviews,
DOE acquisition officials could better ensure that adequate accounting
systems are in place during the entire period of the contract.

DOE uses consent reviews to ensure that other subcontracting
requirements are met, including that subcontracts are appropriate to the
risks involved and that there are appropriate safeguards related to
personal and organizational conflicts of interest. Nevertheless, DOE
generally does not independently request or review subcontractor
ownership information or assess potential conflicts of interest related to
ownership between contractors and subcontractors as part of their
consent reviews—beyond information disclosed by the contractor—
because there is no requirement to do so. Recent criminal investigations
into conflicts of interest, local offices’ own findings of unreported conflicts,
and the complex ownership relationships among contractors and
subcontractors that we identified emphasize the need for oversight in this
area. By establishing such a requirement, DOE would have better
assurance that contractors are adequately identifying and mitigating
conflicts of interest.

DOE’s local offices set thresholds to determine which subcontracts to
review. The thresholds often are set at the beginning of the contract and
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Recommendations for
Executive Action

are not reevaluated because there is no requirement to do so. We
observed a small number of instances in which DOE local offices
decreased thresholds after identifying concerns during consent reviews.
We were encouraged that DOE intended to incorporate evaluation of
consent review thresholds in their peer review process as part of their
planned update to their guidance, but upon subsequent review, the
guidance did not contain the requirement. By requiring local offices to
periodically reevaluate consent review thresholds, DOE and NNSA
acquisition officials may be able to better ensure that local offices have
sufficient visibility into contractors’ subcontracting actions to ensure that
proposed subcontracts are appropriate and consistent with current policy.

Finally, DOE uses Performance Evaluation and Measurement Plans to
establish expectations for contractor performance, including performance
criteria, used to evaluate contractor performance. However, few of the
plans we reviewed included explicit goals or performance criteria related
to subcontract management because there is no requirement to do so. By
requiring inclusion of explicit performance criteria for assessing the
contractors’ management of subcontractors in these plans, DOE and
NNSA acquisition officials would have more reasonable assurance that
the agency is emphasizing the importance of subcontract management
and providing contractors an additional incentive to properly manage their
subcontractors.

We are making the following six recommendations to DOE:

The Director of the DOE Office of Acquisition Management should clearly
define—in guidance or other documents—which subcontracts should be
audited, how an audit is defined, and how to meet subcontract audit
requirements if DCAA is unable to conduct the audit.(Recommendation 1)

The Director of the DOE Office of Acquisition Management should
develop documented procedures or guidance that requires DOE’s local
offices to monitor the contractors’ progress in completing required
subcontract audits in a manner that ensures unallowable costs can be
recovered within the 6-year limitation period in the Contract Disputes Act.
(Recommendation 2)

The Director of the DOE Office of Acquisition Management should review

the differences in the frequency of DOE’s accounting system reviews and
approvals and develop guidance that includes criteria to determine the
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and Our Evaluation

appropriate frequency of such reviews for prime contracts.
(Recommendation 3)

The Director of the DOE Office of Acquisition Management should require
local officials to independently review subcontractor ownership
information as part of DOE consent reviews and assess potential conflicts
of interest to ensure contractors are mitigating them. (Recommendation
4)

The Director of the DOE Office of Acquisition Management should require
local offices to periodically reevaluate consent review thresholds.
(Recommendation 5)

The Director of the DOE Office of Acquisition Management should require
contracting officers to include assessments of the contractors’
management of subcontractors as part of annual Performance Evaluation
and Measurement Plans, as appropriate. (Recommendation 6)

We provided a draft of this report to DOE for comment. In our draft report,
we made twelve recommendations—each of our six current
recommendations was made to both DOE and NNSA. In response to
DOE’s comments, we consolidated our original twelve recommendations
into six recommendations addressed to DOE. We did so with the
understanding that NNSA follows DOE guidance and would develop
supplemental guidance, as needed, to implement these
recommendations. With regard to the remaining six current
recommendations, DOE partially concurred with five of the
recommendations and did not concur with one of the recommendations.
DOE'’s written response is reproduced in appendix IV. In addition, DOE
provided technical comments which we incorporated as appropriate.

DOE did not concur with our fourth recommendation to require local
officials to independently review subcontract ownership information as
part of DOE consent reviews and assess potential conflicts of interest to
ensure contractors are mitigating them. In response to the
recommendation, DOE said that it plans to issue guidance emphasizing
the importance of contracting officers’ reviewing contractors’ disclosure
and mitigation of issues created by potential conflicts of interest or
ownership affiliations between contractors and subcontractors, and NNSA
plans to evaluate the need for additional action upon issuance of the
guidance. DOE officials said they rely on the consent review process to
ensure that contractors identify and mitigate subcontract ownership
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conflicts as required, such as those that may occur in connection with
subcontracts to related parties. Local DOE officials told us they have
identified instances, through their consent reviews, in which the
contractors’ reporting of potential conflicts of interest was inadequate.
Furthermore, we have identified several recent high-profile incidents that
have involved fraudulent activity by subcontractors related to conflicts of
interest that were not disclosed to DOE. DOE officials—including those in
local offices—have access to several databases and other sources of
information that would allow them to independently verify ownership
information that could allow the local offices to identify potential conflicts
of interest that were not disclosed. We continue to believe that requiring
local officials to independently review subcontractor ownership
information as part of consent reviews and assess potential conflicts of
interest could provide DOE with greater assurance that the contractors
are identifying and mitigating conflicts of interest.

In response to our other five recommendations, DOE stated that it
partially concurred with each. For each recommendation, DOE said that it
would review existing regulations, procedures, guidance, or contract
provisions and assess the need for supplemental guidance. We believe
that DOE’s plans to further examine the issues raised in our report is a
positive step toward resolving the issues; however, we believe that the
actions called for in our recommendations remain valid and that DOE
could more efficiently resolve the issues by proceeding to implement
those actions.

We are sending copies of this report to the appropriate congressional
committees, the Secretary of Energy, the Administrator of the National
Nuclear Security Administration, and other interested parties. In addition,
the report is available at no charge on the GAO website at
http://www.gao.gov.

Page 51 GAO-19-107 Department Of Energy Contracting


http://www.gao.gov/

If you or your staff members have any questions about this report, please
contact me at (202) 512-3841 or bawdena@gao.gov. Contact points for
our Offices of Congressional Relations and Public Affairs may be found
on the last page of this report. GAO staff who made key contributions to
this report are listed in appendix V.

oMo B0

Allison B. Bawden
Director, National Resources and Environment
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Appendix |: Scope and Methodology

To address our objectives, we reviewed relevant laws, regulations, and
guidance, including the Federal Acquisition Regulation (FAR); the
Department of Energy Acquisition Regulation (DEAR); Department of
Energy (DOE) policies and guidance on contract management and
subcontract oversight; and individual prime contracts to identify
requirements that explicitly apply to subcontracting, including DOE’s roles
and responsibilities and requirements for the contractor. We also
reviewed relevant documentation and interviewed officials from DOE and
the National Nuclear Security Administration (NNSA), as well as
representatives of DOE’s largest prime contracts and officials from the
local DOE offices that oversee these prime contracts.’

To identify the entities that participated in DOE’s largest prime contracts,
the extent to which they subcontracted their work, and the entities that
participated in those subcontracts during fiscal year 2016, we reviewed a
list of all DOE prime contracts active in that year provided by DOE
headquarters officials. That list included information about prime contract
type, total prime contract value, fiscal year 2016 obligations, and DOE’s
local offices responsible for overseeing the contractors.? We selected
fiscal year 2016 for review because it was the most recent fiscal year for
which complete data were available at the start of our review. DOE'’s total
prime contract obligations for fiscal year 2016 were $28.2 billion. We
determined that an appropriate threshold for establishing our selection
would be all single prime contracts for which DOE obligated at least $300
million (about 1% of all contract obligations) in fiscal year 2016, and this
resulted in a list of 24 prime contracts that represented about $23.6 billion
in obligations, or about 84 percent of DOE’s fiscal year 2016 prime
contract obligations. The resulting selection of 24 prime contracts
consisted of both management and operating (M&O) and non-M&O prime
contracts from the three major program offices within DOE: NNSA, Office
of Science, and Office of Environmental Management. We took several
steps to determine the reliability of the prime contract data provided by
DOE, including interviewing agency officials and reviewing individual
prime contract documents, as well as verifying, through contractor and
local office interviews, the amount of funds obligated to the prime contract

"For the purpose of this report, references to DOE include both DOE and NNSA. When
practices differ, we may separately discuss NNSA.

Representation of a variety of contract types and local offices in the selection was
important because (1) different contract types have different provisions regarding
subcontracting, and (2) different DOE offices have different procurement policies, as we
have previously found.
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in fiscal year 2016. We determined that the data provided by DOE on the
prime contracts, in terms of prime contract obligations in fiscal year 2016,
were sufficiently reliable for identifying DOE’s largest prime contracts.

To identify the parties to DOE’s largest prime contracts, we reviewed
documents and statements the DOE local offices provided about the
parties to each of the 24 prime contracts in our selection. For consistency,
we used only the information local DOE officials provided about prime
contract ownership, either from their direct statements or from the prime
contract documents they provided as our source for the information,
although we observed that in some cases more recent ownership
information was available through the contractors’ websites. In addition to
the documents and statements officials from DOE’s local offices provided,
we also reviewed contractors’ websites and information from the parties’
websites about acquisitions and mergers to better understand the
complicated relationships among all of the contractors and the parties to
the prime contracts. Because of changes in entity ownership or the
structure of these prime contracts, more entities than we identified in our
analysis may be parties to these prime contracts.

To identify the subcontractors to the 24 prime contracts in our selection,
we requested and reviewed data from the 24 contractors about their
active subcontracts in fiscal year 2016. Each contractor provided data on
their subcontracts that were $10,000 or more and that were active in
fiscal year 2016, including: the subcontractor’'s name, Dun & Bradstreet’s
Data Universal Numbering System (DUNS) number, location of
subcontractor’s office, total award amount, total obligated amount for
fiscal year 2016, type of subcontract, contract award date, and contract
term.2 There were some cases in which the contractors did not provide all
of the requested subcontract data, or the data provided were not clear,
such as the meaning of the type of subcontract. To resolve these issues,
we conducted contractor-specific follow-up requests to either collect the
missing information, identify the reasons that information was not
available, or to clarify data they provided. We were able to collect missing
information and clarify the data with two exceptions. First, many
contractors did not have DUNS numbers for all of their subcontractors
and therefore we did not use this identifier in our analyses. Second,
contractor Brookhaven Science Associates, LLC did not track the

3The DUNS number is a unique nine-digit identifier for businesses. It is used to establish a
Dun & Bradstreet business credit file, which lenders and potential business partners often
reference to help predict the reliability or financial stability of the entity in question.
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obligated dollar amount for fiscal year 2016 for its active subcontracts. As
a result, we were not able to include it in our analysis of the dollar amount
of subcontracted funds, and we indicated that this analysis was therefore
based on 23 of the 24 prime contracts in our selection.

We took several steps to determine the reliability of the subcontract data
provided by the contractors, including requesting and reviewing
information from each of the contractors about the systems used to
capture the data, and we determined that the information was sufficiently
reliable to use in analyses of subcontract information from these 24
contractors in fiscal year 2016. We identified the amount of funds
subcontracted, the number of subcontracts, and the number of unique
entities subcontracted to during fiscal year 2016. We also identified the
amount subcontracted for each contractor by type of subcontract, as
defined in the FAR: (1) fixed-price; (2) cost-reimbursement; (3) cost-
reimbursement, no-fee; and (4) time-and-materials. In addition, we used
the names of the subcontractors to identify any cases in which a party to
the prime contract was also a subcontractor to any of the prime contracts
in our selection. We used shortened versions of the parties’ names to
perform the matching between parties to the prime contract and
subcontractors. For example, the party to the Battelle Energy Alliance,
LLC prime contract—Battelle Memorial Institute—was shortened to
“Battelle,” and we included any subcontract that included the word
“Battelle” in its name in our match list. This allowed us to identify a
conservative estimate of the number of parties who were also
subcontractors in fiscal year 2016. However, this analysis would not have
identified any cases in which the subcontractor was a party to the prime
contract but had a different name.

To develop graphical representations of (1) figure 2, Entities That Were
Party to More than One of the 24 Largest Department of Energy Prime
Contracts, Fiscal Year 2016 (which explores ownership relationships
between parties and prime contracts) and (2) figure 4, Selected
Department of Energy Contractors That Awarded Subcontracts to Parties
to Their Prime Contract, Fiscal Year 2016 (which explores contracting
relationships between prime contracts and subcontractors that were also
parties), we performed the name-matching exercise described in the
previous paragraph to first structure the data and then develop graphical
prototypes using the UCINet network analysis tool, including its NetDraw
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graphics tool, which were then further refined for GAO publication.* For
each of the static representations, the graphics juxtaposed two sets of
entities in columnar format: (1) for the party-prime contract graphic, we
arrayed parties to two or more prime contracts in the first column of
entities and the prime contracts in which these parties had ownership in a
second column, and (2) for the prime contract-party as subcontractor
representation, we arrayed the prime contracts in the first column and the
subcontractors who were also parties to their prime contract in the second
column. Lines between parties and prime contracts in the first graphic
represented the presence of an ownership relationship. The parties were
sized according to the number of contracts that the entity was a party to,
and the contracts were sized according to the number of parties to that
contract. Lines between prime contracts and parties as subcontractors in
the second graphic represented the value of subcontracts between the
two, with the lines taking on one of four weights corresponding to dollar
value ranges.

To examine the extent to which DOE ensured that the 24 contractors in
our selection audited subcontractors’ incurred costs and met other
requirements for subcontract oversight, we developed a structured
interview and a request for data and documents, which we administered
to representatives of the 24 prime contracts in our selection and to DOE
officials at local offices who were responsible for the oversight of the
contractors. To develop the list of requested documents and structured
interview questions, we reviewed the FAR, DEAR, DOE policies and
guidance, and individual prime contracts to identify both DOE’s roles and
responsibilities and requirements for the contractor regarding
subcontracting. From these sources, we confirmed that the review of
subcontract costs, including subcontract audits and DOE access to
subcontractor records, was a key requirement and identified two other
broad categories that covered the requirements we identified for DOE and
the contractor related to subcontracting: (1) the review and approval of
contractor business systems, including the accounting and purchasing
systems; and (2) DOE’s approval of subcontracts through consent
reviews, which are intended to assess the contractors’ adherence to
subcontracting requirements and provide assurance against conflicts of

“Network analysis is a set of quantitative and graphical methods to identify the underlying
patterns and structures in a complex set of relationships among many entities such as
countries, organizations, or individuals. GAO, Use of Contractors is Generally Enhancing
Transit Project Oversight, and FTA is Taking Actions to Address Some Stakeholder
Concerns, GAO-10-909 (Washington, D.C.: Sep. 14, 2010).
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interest, including personal and organizational conflicts, and issues with
kickbacks, foreign influence, and disbarment.

We designed the structured interview questions and document requests
to identify how DOE officials met subcontract oversight requirements. We
pretested the structured interview questions and document requests at
three of DOE’s local offices that included both M&O and non-M&O prime
contracts from three major program offices—the Hanford Site in
Washington State, Lawrence Livermore National Laboratory, and Pacific
Northwest National Laboratory—and made changes to the request for
documents and the interview guide as appropriate. We then conducted
the structured interviews with DOE’s local officials responsible for
oversight of the 24 contractors in our selection, including contracting
officers, and with representatives from the 24 contractors during
February, March, and April 2018. We also collected documents that
addressed DOE’s oversight of the contractors’ management of
subcontracts, including, as of February 2018, the two most recent
incurred cost audits or assessments of the prime contract—which
spanned the 10-year period from 2007 to 2016—the contract
management plans, annual contractor performance reviews, peer
reviews, and information about the subcontractors and entities that were
parties to the prime contracts.® We conducted a content analysis of DOE
and contractor officials’ responses provided through the structured
interview process and on the data and documentation we received, and
we summarized the extent to which DOE ensures that contractors were
auditing subcontractors’ incurred costs and meeting other requirements
for subcontract oversight.

We conducted this performance audit from May 2017 to March 2019 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

5We requested the two most recent incurred cost audits for each of the 24 contractors in
our selection. However, three contractors only had one audit completed and another
contractor did not provide any audits, because they are currently being assessed as part
of ongoing litigation.
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Table 4 provides information on the Department of Energy’s (DOE) 24
largest prime contracts in fiscal year 2016, including the name of the site
or project, the name of the contractor, entities that were party to the prime
contract, and the amount obligated on the contract in fiscal year 2016.
Local DOE officials provided information on parties to the prime contract,
either from direct statements or from the prime contract documents. We
used information DOE provided as our source for the information in the
table, although we observed that in some cases more recent information
was available through the contractors’ websites or other sources.

____________________________________________________________________________________________________________________|
Table 4: The Department of Energy’s (DOE) 24 Largest Prime Contracts in Fiscal Year 2016

Amount
obligated by DOE,

DOE site Parties to fiscal year 2016
or project Contractor prime contract (dollars in millions)
Sandia National Laboratories Sandia Corporation Lockheed Martin 2,997 1
Los Alamos Los Alamos National Bechtel National, Inc. 2,294.8
National Laboratory Security, LLC The Regents of the University of

California

BWX Technologies, Inc.
Washington Group International, Inc.

Pantex Plant and Y-12
National Security Complex

Consolidated Nuclear
Security, LLC

Bechtel National, Inc. 2,027.2
Leidos Innovations Corp.
ATK Launch Systems, Inc.

SOC, LLC
Lawrence Livermore National Lawrence Livermore National Bechtel National, Inc. 1,682.8
Laboratory Security, LLC The Regents of the University of

California

URS Corporation
Babcock and Wilcox Company
Battelle Memorial Institute

Oak Ridge
National Laboratory

UT Battelle, LLC

Battelle Memorial Institute 1,558.2
The University of Tennessee

National Security Campus Honeywell Federal Honeywell International, Inc. 1,449.2
Manufacturing & Technologies

Bettis & Knolls Atomic Power Bechtel Marine Bechtel National, Inc. 1,242.3

Laboratories Propulsion Corporation

Pacific Northwest National Battelle Memorial Institute, Battelle Memorial Institute 986.4

Laboratory Pacific Northwest Division

Idaho National Laboratory Battelle Energy Alliance, LLC Battelle Memorial Institute 977.6

BWX Technologies, Inc.
Washington Group International, Inc.
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DOE site
or project

Contractor

Amount

obligated by DOE,
fiscal year 2016
(dollars in millions)

Parties to
prime contract

Savannah River Site

Savannah River Nuclear
Solutions, LLC

Fluor Federal Services, Inc. 895.3
Honeywell International, Inc.
Newport News Shipbuilding and

Drydock Company
Lawrence Berkeley The Regents of the University The Regents of the University 874.2
National Laboratory of California of California
Argonne National Laboratory UChicago Argonne, LLC University of Chicago 744.0
Jacobs Engineering Group, Inc.
Hanford Tank Operations, Washington River Protection URS Corporation 718.9
Hanford Site Solutions, LLC Energy Solutions, LLC
Hanford Waste Treatment and Bechtel National, Inc. Bechtel National, Inc. 659.0
Immobilization Plant, Hanford
Site
SLAC National Accelerator Stanford University Stanford University 566.0
Laboratory
Brookhaven Brookhaven Science Battelle Memorial Institute 560.4
National Laboratory Associates, LLC Research Foundation of the
State of NY
Hanford Central Plateau, CH2M Hill Plateau CH2M Hill Constructors, Inc. 546.8
Hanford Site Remediation Company
Nevada National National Security AECOM Government Services, Inc. 543.1

Security Site

Technologies, LLC

CH2M Hill Constructors, Inc.

Babcock & Wilcox Technical
Services Group, Inc.

Northrop Grumman Technical
Services, Inc.

Liquid Waste Project,
Savannah River Site

Savannah River Remediation,
LLC

CH2M, Inc. 466.0
AECOM, Inc.

BWX Technical Services Group, Inc.

Bechtel National, Inc.

Oak Ridge Institute for Oak Ridge Associated Universities = Oak Ridge Associated 427.9°
Science and Education Universities
FERMI National Accelerator FERMI Research Alliance, LLC University of Chicago 401.3
Laboratory Universities Research Association,

Inc.
National Renewable Alliance for Sustainable Energy MRIGlobal 3941
Energy Laboratory Battelle Memorial Institute
Cleanup Project, Oak Ridge URS|CH2M Oak Ridge, AECOM 352.4
Reservation LLC (UCOR) CH2M
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Amount

obligated by DOE,

DOE site Parties to fiscal year 2016
or project Contractor prime contract (dollars in millions)
MOX Facility, Savannah CB&l Areva MOX Services, CB&l Project Services Group 327.0

River Site LLC Areva Federal Services

Source: GAO analysis of DOE and contractor data. | GAO-19-107

®The amount DOE provided for the Oak Ridge Institute for Science and Education in fiscal year 2016
represents the total of both prime contracts that were active during that period. However, GAO was
only provided subcontractor information for the current contractor, Oak Ridge Associated Universities.
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There are several key federal data systems that include information on
Department of Energy (DOE) contractors. Additionally, DOE has internal
systems that include information on contractors. These data systems are
available to federal employees and can be used to differing extents to
identify information about contractor ownership.

Table 5: Key Federal and Department of Energy (DOE) Data Systems That Include Information on DOE Contractors and

Subcontractors

Data system

Summary of requirements and data included in the system

USAspending.gov

USAspending.gov was created in response to the Federal Funding Accountability and
Transparency Act of 2006 (FFATA), as amended,” which requires the Office of
Management and Budget (OMB) to ensure the existence and operation of a single
searchable website, accessible by the public at no cost, that includes certain information
for each federal award, including contracts and subcontracts.

OMB guidance for implementation of the FFATA calls for information on first-tier
subcontracts to be made publicly available. Information about DOE contracts is
transmitted to USAspending.gov from the Federal Procurement Data System — Next
Generation (FPDS-NG), discussed below. Information about DOE’s first-tier subcontracts
is reported to the Federal Funding Accountability and Transparency Act Sub-award
Reporting System (FSRS), discussed below, by DOE’s prime contractors and is
displayed on www.USAspending.gov.

Federal Procurement Data System -
Next Generation (FPDS-NG)

FPDS-NG is the system of record for federal procurement data. The Federal Acquisition
Regulation (FAR) requires agencies to use FPDS-NG to maintain publicly available
information about contracts over the micro-purchase threshold (which is generally
currently $10,000). Federal agency contracting offices must submit complete and
accurate data on contract actions to FPDS-NG within 3 workdays after contract award.
There are two methods of reporting to FPDS-NG: web portal and contract writing
systems. According to DOE headquarters officials, DOE reports contract actions to
FPDS-NG when a contract is awarded through its Strategic Procurement Enterprise
System (STRIPES), DOE’s internal contract writing system, discussed below. STRIPES
transmits acquisition data to FPDS-NG on a daily basis, within 3 days of the action.
FPDS-NG then transmits DOE’s data to USAspending.gov. Information to be submitted
includes:

« the name of the entity receiving the award;
« the amount of the award;

« transaction type, funding agency, program source, and an award title descriptive of
the purpose of each funding action;

« the location of the entity receiving the award and the primary location of
performance under the award, including the city, state, congressional district, and
country;

« aunique identifier of the entity receiving the award and of the parent entity of the
recipient, should the entity be owned by another entity;

« other relevant information specified by the Office of Management and Budget; and

«  for certain recipients of federal awards, the names and total compensation of their
five most highly compensated officers.
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Data system

Summary of requirements and data included in the system

Federal Funding Accountability
and Transparency Act Sub-award
Reporting System (FSRS)

Prime contractors awarded a federal contract or order that is subject to FAR
requirements for reporting executive compensation and first-tier subcontract awards are
required to file an FFATA subcontract report by the end of the month following the month
in which the prime contractor awards any subcontract greater than $30,000. FSRS is the
reporting tool that federal prime contractors use to capture and report subcontract and
executive compensation data regarding their first-tier subcontracts. The subcontract
information entered in FSRS will then be displayed on www.USAspending.gov
associated with the prime award.

Generally contractors subject to FAR requirements for reporting executive compensation
and first-tier subcontract awards must report the following information for first-tier
subcontracts:

« unique entity identifier for the subcontractor receiving the award and for the
subcontractor’s parent company, if the subcontractor has a parent company;

. name of the subcontractor;
« amount of the subcontract award;
« date of the subcontract award;

« description of the products or services (including construction) being provided under
the subcontract;

« the subcontract number assigned by the contractor;
« subcontractor’s physical address and congressional district;

« subcontractor’s primary performance location, including street address and
congressional district;

« prime contract number and order number, if applicable;

« awarding agency name and code;

« funding agency name and code;

« government contracting office code;

« treasury account symbol as reported in FPDS-NG; and

« the applicable North American Industry Classification System code.

In addition, in certain circumstances, by the end of the month following the month of
award of a first-tier subcontract with a value of $30,000 or more, and annually thereafter
(calculated from the prime contract award date), the contractor shall report the names
and total compensation of each of the five most highly compensated executives for that
first-tier subcontractor for the first-tier subcontractor’s preceding completed fiscal year.
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Data system Summary of requirements and data included in the system
System for Award Current and potential government vendors are required to register in SAM in order to be
Management (SAM) awarded contracts by the government, and companies must update or renew their

registration annually to maintain an active status.

SAM allows government agencies and contractors to search for companies based on

ability, size, location, experience, ownership, and more. SAM also validates a company’s

information and electronically shares secure and encrypted data with federal agencies’

business systems. According to DOE headquarters officials, information from SAM is

imported into DOE’s contract writing system, STRIPES.

U.S. registrants must provide the following information in SAM:

o Dun & Bradstreet’s Data Universal Numbering System (DUNS) number,

« legal business name and physical address from the business’ Dun & Bradstreet
record;

«  Taxpayer Identification Number and taxpayer name associated with the number;
and

« bank information required to set up electronic funds transfer.

« In addition, businesses that are required to report their highly compensated
executives’ data do so to SAM.

Electronic Subcontractor Reporting Federal government contractors report their subcontracting accomplishments for federal

System (eSRS) government contracts in eSRS (with the exception of some Department of Defense
contracts). The eSRS was implemented in October 2005 to collect subcontracting
accomplishments, streamline the process of reporting on subcontracting plans, and
provide agencies with access to analytical data on subcontracting performance. This
includes inception to date subcontracting information for each prime contractor and
subcontractor for a specific contract awarded by a specific federal government agency
that required an individual subcontracting plan.

This includes prime contractor and subcontractor subcontract award data for a specific
federal agency when a prime/subcontractor:

. holds one or more contracts of more than $700,000 (more than $1,500,000 for
construction of a public facility); and

« is required to report subcontracts awarded to Small Business, Small Disadvantaged
Business, Women-Owned Small Business, HUBZone Small Business, Veteran-
Owned Small Business, Service-Disabled Veteran-Owned Small Business, Alaska
Native Corporations, and Indian Tribes concerns under a subcontracting plan with
the federal government.

In addition, prime contractors and higher-tier large business subcontractors must ensure
that their lower-tier large business subcontractors file reports in eSRS for subcontracts in
excess of $650,000 ($1.5 million for construction of a public facility) on a federal
government contract. Prime contractors and higher-tier large business subcontractors
must review and accept or reject the large business subcontractor’s reports in eSRS.
According to eSRS guidance issued by the U.S. General Services Administration, federal
agencies are responsible for ensuring that prime contractors make every attempt to
adhere to the approved subcontracting plan and file their reports in a timely manner.

Contractor Performance Assessment CPARS consists of web-enabled applications that are used to document contractor

Reporting System (CPARS) performance information that is required by the FAR. DOE’s contract writing system,
STRIPES, pushes contract information into CPARS. DOE can access CPARS to get
information about performance on other government contracts in addition to DOE
contracts.
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Data system

Summary of requirements and data included in the system

Past Performance Information
Retrieval System (PPIRS)

PPIRS was designated as the government-wide single repository of past performance
data in May 2010. Government access is restricted to individuals who are working on
source selections, to include contractor responsibility determinations. Contractors may
view only their own data.

Strategic Procurement Enterprise
System (STRIPES)

STRIPES is DOE’s contract writing, award, and administering system and is its primary
repository for contract information. DOE reports contract actions to FPDS-NG through
STRIPES when DOE awards a contract. STRIPES contains information that is required
for DOE internal reporting but that is not required to be reported externally and,
therefore, this data does not feed into FPDS-NG. For example, non-appropriated funds
contracts are maintained in STRIPES but are not required to be reported to FPDS-NG.

Some contract information may be in other DOE systems and is not required to be
maintained in STRIPES; for example, contractor invoices and payment approvals,
contract data housed in FPDS-NG, and contractor performance assessment reports
stored in PPIRS.

STRIPES provides automated contract processing, uniform contract construct rules, and
established contract clause databases, including requirements from the FAR, the
Department of Energy Acquisition Regulation (DEAR), and corporate and local clauses.
The Office of Acquisition Management develops corporate clauses, which are used to
address situations and issues on a department-wide basis. Field organizations develop
and approve local clauses, in consultation with the Office of Acquisition Management, to
address site-specific circumstances. STRIPES uses templates to “select” which clauses
from a particular clause database should be considered for inclusion by contract type.

Standard Accounting and Reporting
System (STARS)

STARS is DOFE’s financial management system that links budget formulation, budget
execution, financial accounting, financial reporting, cost accounting, and performance
measurement. The system processes departmental accounting information; records
appropriations, apportionments, allotments, and allocations; and provides funds control
for commitments, obligations, costs, and payments. STARS generates DOE’s annual
consolidated financial statements.

Financial data from DOE’s STARS is uploaded to federal data systems on a quarterly
basis and matched with the acquisition and financial assistance/grants data within 45
days of the end of the quarter.

Management and Operating
Subcontract Reporting Capability
(MOSRC)

DOE developed MOSRC to facilitate contractor reporting of unclassified, first-tier
subcontracts awarded by its management and operating contractors to small
businesses, toward accomplishment of its annual small business goals. MOSRC accepts
monthly contractor submissions and provides consolidated reports to the Small Business
Administration and the general public.

Source: GAO analysis of applicable laws, regulations, and DOE data. | GAO-19-107.

®Pub. L. No. 109-282, 120 Stat. 1186 (2006) (classified as amended at 31 U.S.C. § 6101 Note).

®The Government Funding Transparency Act of 2008 amends the Federal Funding Accountability and
Transparency Act of 2006 to require USAspending.gov to include the names and total compensation
of the five most highly compensated officers of the entity receiving a federal award if (1) the entity in
the preceding fiscal year received 80 percent or more of its annual gross revenues in federal awards
and $25,000,000 or more in annual gross revenues from federal awards, and (2) the public does not
have access to information about the compensation of the senior executives of the entity through
certain reports filed with the Securities and Exchange Commission or the Internal Revenue Service.
Pub. L. No. 110-252, tit. VI. ch. 2, § 6202(a)(3), 122 Stat. 2323, 2387 (2008).
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Department of Energy
Washington, DC 20585

February 7, 2019

Ms. Hilary Benedict

Assistant Director, Natural Resources and Environment
U. S. Government Accountability Office

441 G Street, N.W.

Washington, D.C. 20548

Dear Ms. Benedict,

The U.S. Department of Energy (DOE) and the National Nuclear Security Administration
(NNSA) appreciate the opportunity to comment on the Government Accountability Office’s
(GAO) draft report entitled, Department of Energy Contracting, Actions Needed to Strengthen
Subcontract Oversight (GAO-19-107, February 2019). The attachment to this letter contains the
consolidated comments of DOE and NNSA to the draft report and its twelve (12)
recommendations as well as technical and general comments to the report.

If you have questions regarding this response, please contact Ms. MiMi Martin at (202)287-1929
or mimi.martin@hq.doe.gov.

Sincerely,

_____ /o

irector, Office of Acquisition Management

Attachments
DOE Responses to Report Recommendation
DOE Technical and General Report Comments
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Response to GAO-19-107 Report Recommendations

The Government Accountability Office (GAO) recommended the Director of the DOE Office of
Acquisition Management and the NN'SA Associate Administrator for Acquisition and Project
Management:

Recommendations 1 & 2: Clearly define—in guidance or other documents—which
subcontracts should be audited, how an audit is defined, and how to meet subcontract audit
requirements if DCAA is unable to conduct the audit.

Management Response: Partially concur.

The Federal Acquisition Regulations (FAR) and Department of Energy Acquisition Regulations
(DEAR) establish requirements and provide Contracting Officers with discretion to apply those
requirements to the unique circumstances of each contract. Beyond FAR 52.203-13, there is no
Government-wide requirement that defines an audit or prescribes the auditing of subcontracts.
DOE will review existing regulations, guidance, and contract provisions on the audit requirement
for the Management and Organization (M&O) contracts, along with other major contracts and
determine if DOE needs to provide additional guidance. NNSA will work with DOE in their
review and assess the need for supplemental guidance in response to this recommendation.

Estimated Completion Date: 150 days after receipt of final report.

Recommendations 3 & 4: Develop documented procedures or guidance that requires DOE’s
local offices to monitor the contractors’ progress in completing required subcontract audits in a
manner that ensures that unallowable costs can be recovered within the 6-year limitation period
in the Contract Disputes Act.

Management Response: Partially concur.

DOE will review existing requirements and guidance and consider the extent to which it requires
its field activities to monitor contractors’ progress in completing required subcontract audits.
NNSA will work with DOE in their review and assess the need for supplemental guidance in
response to this recommendation.

Estimated Completion Date: 150 days after receipt of final report.

Recommendations 5 & 6: Review the differences in the frequency of DOE’s accounting
system approvals and develop guidance that provides criteria to determine the appropriate

frequency of such reviews for prime contracts.

Management Response: Partially Concur.
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The Federal Acquisition Regulations (FAR) and Department of Energy Acquisition Regulations
(DEAR) establish requirements and provide Contracting Officers with discretion to apply those
requirements to the unique circumstances of each contract. DOE will review existing regulations
and guidance and evaluate if additional guidance should be issued to guide DOE’s field activities
in determining the appropriate frequency of performing accounting system reviews. NNSA will
work with DOE in their review and assess the need for supplemental guidance in response to this
recommendation.

Estimated Completion Date: 150 days after receipt of final report.

Recommendations 7 & 8: Require local officials to independently review subcontract
ownership information as part of DOE consent reviews and assess potential conflicts of interest
to ensure contractors are mitigating them.

Management Response: Do not concur.

DOE will issue guidance emphasizing the importance of contracting officers’ reviewing
contractors’ disclosing and dealing with the issues created by close working relationships,
conflicts of interest, or ownership affiliations between the prime and subcontractor (as pointed
out in FAR 44.202-2 (b) regarding consent to subcontract and FAR 44.303 (e) regarding
contractor purchasing system reviews). NNSA will evaluate the need for additional action in
response to this recommendation upon issuance of the Departmental guidance.

Estimated Completion Date: 150 days after receipt of final report.

Recommendations 9 & 10: Require local DOE offices to periodically reevaluate the consent
review thresholds.

Management Response: Partially concur.

DOE will review its existing guidance and evaluate if additional guidance is needed for field
activities in regards to performing contractor purchasing systems reviews and approving
contractors’ purchasing systems that emphasizes the importance of encouraging contractors
maintain a sufficient level of surveillance to confirm they are effectively managing their
purchasing programs. DOE surveillance does include periodically reevaluating subcontract
consent thresholds. NNSA will work with DOE in their review and assess the need for
supplemental guidance in response to this recommendation.

Estimated Completion Date: 150 days after receipt of final report.
Recommendations 11 & 12: Require contracting officers to include assessments of the

contractors’ management of subcontractors as part of annual Performance Evaluation and
Measurement Plans, as appropriate.
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Management Response: Partially concur.

DOE will review existing guidance and evaluate if additional guidance is needed related to
assessments of the contractors’ management of subcontractors in annual Performance Evaluation
and Measurement Plans. NNSA will work with DOE in their review and assess the need for
supplemental guidance in response to this recommendation.

Estimated Completion Date: 150 days after receipt of final report.
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