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What GAO Found

Since 2013, the Department of Homeland Security (DHS) has strengthened its
processes for identifying high-risk chemical facilities and assigning them to tiers
under its Chemical Facility Anti-Terrorism Standards (CFATS) program. Among
other things, DHS implemented a quality assurance review process to verify the
accuracy of facility self-reported information used to identify high-risk facilities.
DHS also revised its risk assessment methodology—used to assess whether
chemical facilities are high-risk and, if so, assign them to a risk-based tier—by
incorporating changes to address prior GAO recommendations and most of the
findings of a DHS-commissioned peer review. For example, the updated
methodology incorporates revisions to the threat, vulnerability, and consequence
scoring methods to better cover the full range of security issues regulated by
CFATS. As of February 2018, a total of 29,195 facilities—including all 26,828
facilities previously assessed and 2,367 facilities new to the program—were
assessed using DHS’s revised methodology. DHS designated 3,500 of these
facilities as high-risk and subject to further requirements.

DHS has also made substantial progress conducting and completing compliance
inspections and has begun to take action to measure facility security but does
not evaluate vulnerability reduction resulting from the CFATS compliance
inspection process. In 2013, GAO found that the backlog of chemical facility
security plans awaiting review affected DHS’s ability to conduct compliance
inspections, which are performed after security plans are approved. Since then
DHS has made progress and increased the number of completed compliance
inspections. As of May 2018, DHS had conducted 3,553 compliance inspections.
DHS has also begun to update its performance measure for the CFATS program
to evaluate security measures implemented both when a facility submits its initial
security plan and again when DHS approves its final security plan. However,
GAO found that DHS’s new performance measure methodology does not
measure reduction in vulnerability at a facility resulting from the implementation
and verification of planned security measures during the compliance inspection
process. Doing so would provide DHS an opportunity to begin assessing how
vulnerability is reduced—and by extension, risk lowered—not only for individual
high-risk facilities but for the CFATS program as a whole.

DHS shares some CFATS information, but first responders and emergency
planners may not have all of the information they need to minimize the risk of
injury or death when responding to incidents at high-risk facilities. Facilities are
currently required to report some chemical inventory information, but GAO found
that over 200 CFATS chemicals may not be covered by these requirements. To
improve access to information, DHS developed a secure interface called the
Infrastructure Protection (IP) Gateway that provides access to CFATS facility-
specific information that may be missing from required reporting. However, GAO
found that the IP Gateway is not widely used at the local level. In addition,
officials from 13 of the 15 Local Emergency Planning Committees—consisting of
first responders and covering 373 CFATS high-risk facilities—told GAO they did
not have access to CFATS data in the IP Gateway. By encouraging wider use of
the IP Gateway, DHS would have greater assurance that first responders have
information about high-risk facilities and the specific chemicals they possess.
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Thousands of facilities that produce, use, or store hazardous chemicals
could be targeted or used by terrorists to inflict mass casualties, damage,
and fear. These chemicals could be released from a facility to cause harm
to surrounding populations; they could be stolen and used as chemical
weapons or as their precursors (the ingredients for making chemical
weapons); or they could be stolen and used to build an improvised
explosive device. Past incidents demonstrate the danger these chemicals
pose, including the 2013 ammonium nitrate explosion at a fertilizer
storage and distribution facility in West, Texas, which killed 15 people and
caused major damage to or destroyed 193 homes, and more recent high-
profile international incidents such as attacks using chlorine in Syria.

Pursuant to the Department of Homeland Security (DHS) Appropriations
Act, 2007, DHS established the Chemical Facility Anti-Terrorism
Standards (CFATS) program to, among other things, identify high-risk
chemical facilities and assess the risk posed by each; place facilities
identified as high-risk into one of four risk-based tiers; and assess,
approve, and inspect facility security measures to ensure compliance with
regulatory requirements.’ The Protecting and Securing Chemical
Facilities from Terrorist Attacks Act of 2014 (CFATS Act of 2014),
enacted in December 2014, in effect, reauthorized the CFATS program

'See 72 Fed. Reg. 17,792 (Apr. 9, 2007) (codified as amended at 6 C.F.R. pt. 27); see
also Pub. L. No. 109-295, § 550, 120 Stat. 1355, 1388-89 (2006).
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for an additional 4 years while also imposing additional implementation
requirements on DHS for the program.? DHS’s National Protection and
Programs Directorate’s Infrastructure Security Compliance Division
(ISCD) is responsible for managing the CFATS program.

We previously reported on various aspects of the CFATS program and
identified challenges DHS was experiencing in implementing and
managing the program. We made a number of recommendations to
strengthen the program to include, among other things, that DHS verify
that certain data reported by facilities are accurate, enhance its risk
assessment approach to incorporate all elements of risk, conduct a peer
review of the program to validate and verify DHS’s risk assessment
approach, document processes and procedures for managing compliance
with site security plans, and update the performance measure for the
program. DHS agreed with our recommendations and has either fully
implemented them or taken action to begin addressing them.?

Although there have been program improvements in recent years,
questions remain about the progress DHS has made implementing
changes to the program and the extent to which CFATS is ensuring that
the highest-risk chemical facilities are more secure as a result. Given that
the authorization for the CFATS program expires in January 2019, you
requested that we assess the progress DHS has made implementing and
managing the CFATS program—both within the context of our prior work

2See Pub. L. No. 113-254, 128 Stat. 2898 (2014); 6 U.S.C. §§ 621-629. Specifically, the
Act amended the Homeland Security Act of 2002, Pub. L. No. 107-296, 116 Stat. 2135
(2002), as amended, by adding Title XXI—Chemical Facility Anti-Terrorism Standards—
and expressly repealing the program’s authority under the fiscal year 2007 DHS
appropriations act.

3GAO, Critical Infrastructure Protection: DHS Is Taking Action to Better Manage lIts
Chemical Security Program, but It Is Too Early to Assess Results, GAO-12-515T
(Washington, D.C.: July 26, 2012); Critical Infrastructure Protection: DHS Efforts to
Assess Chemical Security Risk and Gather Feedback on Facility Outreach Can Be
Strengthened, GAO-13-353 (Washington, D.C.: Apr. 5, 2013); Critical Infrastructure
Protection: DHS Efforts to Identify, Prioritize, Assess, and Inspect Chemical Facilities,
GAO-14-365T (Washington, D.C.: Feb. 27, 2014); Critical Infrastructure Protection:
Observations on DHS Efforts to Implement and Manage Its Chemical Security Program,
GAO-14-608T (Washington, D.C.: May 14, 2014); Critical Infrastructure Protection: DHS
Action Needed to Verify Some Chemical Facility Information and Manage Compliance
Process, GAO-15-614 (Washington, D.C., July 22, 2015); Critical Infrastructure Protection:
Improvements Needed for DHS’s Chemical Facility Whistleblower Report Process,
GAO-16-572 (Washington, D.C.: Jul 12, 2016); and Critical Infrastructure Protection: DHS
Has Fully Implemented Its Chemical Security Expedited Approval Program and
Participation To Date Has Been Limited, GAO-17-502 (Washington, D.C.: June 29, 2017).
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and with regard to other areas—to inform legislative efforts related to
reauthorization of the program. This report discusses the extent to which
the CFATS program has taken action to (1) enhance the process for
identifying high-risk chemical facilities and assigning them to risk-based
tiers, (2) conduct chemical facility inspections and implement an approach
to measure facility security, and (3) ensure that information is shared with
first responders and emergency planners to prepare them for incidents at
high-risk chemical facilities.

To address our first objective, we reviewed our prior work and analyzed
documentation and data describing ISCD’s efforts to assess, update, and
implement the program’s risk assessment methodology since we first
evaluated it in fiscal year 2013. Specifically, we analyzed ISCD
documents describing the web-based tools used to collect security
information from facilities, and policies and procedures for reviewing and
validating the accuracy of this information. We also reviewed relevant
technical reports, plans, and assessments—including the findings and
recommendations of an ISCD-commissioned peer review and DHS
actions taken in response—describing changes made to ISCD’s risk
assessment methodology. In addition, we obtained data describing the
status of ISCD’s efforts to reassess chemical facilities identified as high-
risk and assign them a risk-based tier using the revised risk assessment
methodology. We assessed the reliability of ISCD data by reviewing
relevant documentation and interviewing knowledgeable officials about
system controls. We concluded that these data were sufficiently reliable
for the purposes of this report. We also interviewed ISCD officials to
confirm our understanding of the documents and data provided, and
actions ISCD has taken to enhance the process for identifying high-risk
chemical facilities and assigning them risk-based tiers.

To address our second objective, we focused on actions DHS has taken
to ensure compliance with the CFATS regulation since we first examined
this area in 2015. We reviewed laws and regulations applicable to how
DHS is to ensure compliance with the CFATS regulation and analyzed
ISCD documents and data on the implementation status of the program’s
compliance inspection process. To examine the program’s compliance
inspection process, we analyzed procedures and guidance—such as
ISCD’s Standard Operating Procedure and Inspection Handbook for
CFATS facility inspections, compliance inspection training documents,
and CFATS Risk-Based Performance Standards Guidance. We also
obtained data on the numbers of completed compliance inspections per
year and the extent to which these inspections resulted in a corrective
action. We assessed the reliability of ISCD compliance inspection data by
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reviewing relevant documentation and interviewing knowledgeable
officials and concluded that these data were sufficiently reliable for the
purposes of this report. We also interviewed ISCD officials to confirm our
understanding of the changes made to the inspection process since fiscal
year 2015. In addition, we conducted two site visits to observe scheduled
compliance inspections at facility locations in Delaware and Maryland.
While information obtained from these inspections cannot be generalized
to all inspections, it provides insight and context on how ISCD officials
implement compliance inspection procedures and guidance. Lastly, we
contacted officials representing 15 trade associations with members that
include a wide range of CFATS-regulated chemical facilities and who
participated in the Chemical Sector Coordinating Council.* For the 11
trade associations that responded, we conducted semistructured
interviews to obtain their perspectives on DHS'’s actions to communicate
lessons learned to CFATS facilities on methods to reduce risk and the
compliance inspection process. The information obtained from these 11
trade associations is not generalizable to the universe of chemical
facilities covered by CFATS; however, it does provide insights into DHS’s
efforts to perform outreach and seek feedback on implementation of the
CFATS program.

To determine actions taken to measure chemical facility security, we
reviewed the CFATS regulation and analyzed ISCD reports and
information describing efforts to update the performance measure for the
CFATS program since we first evaluated it in fiscal year 2015. We
interviewed ISCD officials to confirm our understanding of the changes
made to revise the methodology of the performance measure and
compared this new approach with criteria in the National Infrastructure
Protection Plan (NIPP) for evaluating the effectiveness of risk

4We selected these 15 trade associations because they are listed in the National
Infrastructure Protection Plan (NIPP) as trade associations representing a high
percentage of the Nation’s Chemical Sector. According to the NIPP, working with these
trade associations is a more manageable number of contact points through which DHS
can coordinate activities with a large number of the asset owners and operators in the
chemical sector. According to the NIPP, a Sector Coordinating Council is the principal
entity under which owners and operators of critical infrastructure can coordinate with the
government on a wide range of protection activities and issues. The Chemical Sector
Coordinating Council represents owners and operators of chemical facilities. See DHS,
2013 National Infrastructure Protection Plan (NIPP), Partnering for Critical Infrastructure
Security and Resilience (Washington, D.C.: December 2013).
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management efforts by, among other things, collecting performance data
to assess progress in achieving identified outputs and outcomes.®

To address our third objective, we reviewed laws, regulations, and other
authorities applicable to how and to what extent DHS is to share CFATS
data with first responders and emergency planners. We reviewed DHS
documentation and interviewed officials to confirm our understanding of
the types of information, methods used, and extent to which the program
shares CFATS-specific information with first responders and emergency
planners and compared DHS’s approach with criteria in the NIPP on how
agencies should share actionable and relevant information across the
critical infrastructure community to build awareness and enable risk-
informed decision making. To determine what information first responders
and emergency planners may use to prepare for and respond to
emergencies at chemical facilities and the extent to which they are aware
of CFATS facilities in their jurisdictions, we conducted semistructured
interviews with officials representing a nonrandom sample of 15 Local
Emergency Planning Committees (LEPCs).® We selected our sample of
LEPCs—whose jurisdictions include 373 high-risk chemical facilities
regulated by the CFATS program—to represent a range in the geographic
location and numbers of CFATS facilities covered by each.” The
information obtained from these interviews is not generalizable nor
reflects the opinions of all first responders and emergency planners;

5The NIPP risk management framework is a planning methodology that outlines the
processes for, among other things, setting goals and objectives; identifying critical
infrastructure; assessing risk based on consequences, threats, and vulnerabilities;
implementing protective programs and resiliency strategies; and measuring performance
and taking corrective actions. Broadly defined, risk management is a process that helps
policymakers assess risk, strategically allocate finite resources, and take actions under
conditions of uncertainty.

8n accordance with the Emergency Planning and Community Right-to-Know Act of 1986
(EPCRA), state and local entities, such as Local Emergency Planning Committees
(LEPCs), consisting of representatives including local officials and planners, facility
owners and operators, first responders, and health and hospital personnel, among others,
were established. See 42 U.S.C. § 11001. Among other things, LEPCs help communities
prepare for and mitigate the effects of a chemical incident and ensure that information on
chemical risks in the community is provided or is otherwise made available to emergency
responders and the public.

"Our nonrandom sample was selected using an ISCD list of 3,516 CFATS facilities
designated as high-risk (i.e., assigned to tiers 1 through 4) as of October 31, 2017. We
selected LEPCs from different states to include counties from among those with the
highest number of high-risk CFATS facilities in each state. The number of high-risk
CFATS facilities located in each LEPC ranges from a low of 11 to a high of 88 across our
sample.

Page 5 GAO-18-538 Chemical Facility Security Issues



however, it does provide insights into common themes and illustrative
examples across our sample on the topics and issues discussed.

We also analyzed the list of chemicals, quantities, and concentrations
regulated by the CFATS program and the chemical inventory reporting
requirements outlined in the Emergency Planning and Community Right-
to-Know Act of 1986 (EPCRA) to determine the extent to which there may
be differences in the chemicals covered and reported by facilities subject
to CFATS and EPCRA requirements.® Using the results of this analysis,
we selected a generalizable random sample of 347 high-risk CFATS
facilities and analyzed ISCD data on their chemical holdings to determine
the extent to which there may be differences in the chemicals and
quantities covered by CFATS and EPCRA and what facilities may be
required to report.® We assessed the reliability of ISCD data by reviewing
relevant documentation and interviewing knowledgeable officials and
concluded that these data were sufficiently reliable for the purposes of
this report.

We conducted this performance audit from July 2017 to August 2018 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

8Under Section 312 of EPCRA, facilities are required to submit an emergency and
hazardous chemical inventory form—referred to as a Tier Il form. See 42 U.S.C. § 11022.
The purpose of this form is to provide state and local officials and the public with specific
information on potential hazards. This information includes the locations and amount of
hazardous chemicals present at a facility during the previous calendar year.

Sour generalizable random sample was selected using an ISCD list of 3,539 CFATS
facilities designated as high-risk (i.e., assigned to tiers 1 through 4) as of January 8, 2018.
The random sample of 347 facilities is generalizable with an expected margin of error no
larger than plus or minus 5 percentage points at the 95 percent level of confidence.
Because we followed a probability procedure based on random selections, our sample is
only one of a large number of samples that we might have drawn. Since each sample
could have provided different estimates, we express our confidence in the precision of our
particular sample’s results as a 95 percent confidence level margin of error (for example,
plus or minus 5 percentage points). This forms the confidence interval that would contain
the actual population value for 95 percent of the samples we could have drawn. Margins
of error at the 95 percent level of confidence are provided along with each sample
estimate in the report.
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Background

DHS’s National Protection and Programs Directorate leads the country’s
effort to protect and enhance the resilience of the nation’s physical and
cyber infrastructure. The directorate includes the Office of Infrastructure
Protection, which leads the coordinated national effort to reduce risk to
U.S. critical infrastructure posed by acts of terrorism. Within the Office of
Infrastructure Protection, ISCD leads the nation’s effort to secure high-risk
chemical facilities and prevent the use of certain chemicals in a terrorist
act on the homeland; ISCD also is responsible for implementing and
managing the CFATS program.

The CFATS program is intended to ensure the security of the nation’s
chemical infrastructure by identifying high-risk chemical facilities,
assessing the risk posed by them, and requiring the implementation of
measures to protect them. Section 550 of the DHS Appropriations Act,
2007, required DHS to issue regulations establishing risk-based
performance standards for chemical facilities that, as determined by DHS,
present high levels of risk, to include vulnerability assessments and the
development and implementation of site security plans for such
facilities.'® DHS published the CFATS interim final rule in April 2007 and
Appendix A to the rule, published in November 2007, lists 322 chemicals
of interest and the screening threshold quantities for each. According to
DHS, subject to certain statutory exclusions, all facilities that
manufacture, store, ship, or otherwise use chemicals of interest above
certain threshold quantities and concentrations are subject to CFATS
reporting requirements.'? However, only those facilities subsequently

19pyb. L. No. 109-295, § 550, 120 Stat. at 1388-89 (2006).

172 Fed. Reg. 17,688 (Apr. 9, 2007) (codified as amended at 6 C.F.R. pt. 27); 72 Fed.
Reg. 65,396 (Nov. 20, 2007) (codified at 6 C.F.R. pt. 27, App. A). As of July 2018, the
interim final rule (i.e., the CFATS regulation), as subsequently amended, remains in effect.
Appendix A has not been revised since its initial publication.

'2Such facilities can include food-manufacturing facilities that use chemicals of interest in
the manufacturing process, universities that use the chemicals to do experiments, or
warehouses that store ammonium nitrate, among others. Under the CFATS Act of 2014,
such a facility may be recognized as a “chemical facility of interest.” See 6 U.S.C. §
621(2). Consistent with law and regulation, certain facilities—including, in general,
facilities regulated under the Maritime Transportation Security Act of 2002 (Public Law
107-295, 116 Stat. 2064), public water systems or wastewater treatment facilities, facilities
owned and operated by the Department of Defense or the Department of Energy, and
facilities subject to regulation by the Nuclear Regulatory Commission or in accordance
with the Atomic Energy Act of 1954—are not subject to regulation under CFATS and are
referred to as excluded facilities. 6 U.S.C. § 621(4).
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determined to present a high level of security risk are subject to the more
substantive requirements of the CFATS regulation as described below.

The CFATS Regulation
and Process

The CFATS regulation outlines a specific process for how ISCD is to
administer the CFATS program. A chemical facility that possesses any of
322 chemicals of interest in quantities that meet or exceed a threshold
qguantity and concentration is required to complete what is called a Top-
Screen survey using ISCD’s Chemical Security Assessment Tool (CSAT)
system. CSAT is a web-based application through which owners and
operators of chemical facilities provide self-reported information about the
facility. The Top-Screen is an on-line survey whereby the facility is to
provide DHS various data, including the name and location of the facility
and the chemicals, quantities, and storage conditions at the site.

ISCD uses a risk-based approach to evaluate chemical facilities of
interest that are required to report under CFATS and determine whether
these facilities are high-risk and therefore subject to further requirements
under the regulation. More specifically, ISCD’s risk assessment
methodology calculates risk scores—based on facility-supplied
information in the Top-Screen survey, among other sources, and taking
into account vulnerability, potential consequences, and threat of a terrorist
attack—and uses these scores to determine which facilities are high-risk.
Those facilities deemed high-risk are then placed into one of four risk-
based tiers (Tier 1 through Tier 4).' Tier 1 represents the highest risk. A
facility not designated as high-risk is not subject to additional
requirements under the CFATS regulation.'®

If ISCD determines that a facility is high-risk (Tier 1-4), the facility must
then complete and submit to ISCD a Security Vulnerability Assessment
and one of two types of security plans—a Site Security Plan or an
Alternative Security Program—which describes the existing and planned
security measures to be implemented in order to be in compliance with

3see generally 6 C.F.R. pt. 27, subpt. B.

4For purposes of characterizing security risk, ISCD’s risk assessment methodology is
based on a range of potential attack scenarios generally organized across three security
issues depending on the type of risk associated with the chemical of interest: (1) release
(toxic, flammable, and explosive) chemicals with the potential for impacts within and
beyond a facility; (2) theft or diversion; and (3) sabotage/contamination.

5A change in chemical holdings would require the facility to be reassessed using updated
Top-Screen information and, where appropriate, assigned a risk tier.
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the applicable risk-based performance standards.'® Facilities determined
to be Tier 3 or 4 also have an option to submit an expedited security plan
under the CFATS Expedited Approval Program."” To meet risk-based
performance standards, covered facilities may choose the security
programs or processes they deem appropriate so long as ISCD
determines that the facilities achieve the requisite level of performance on
each of the applicable areas in their existing and agreed-upon planned
measures. Prior to approving a facility’s security plan, ISCD inspectors
conduct an authorization inspection at the facility to verify and validate
that the content listed in their plan is accurate and complete; that existing
and planned equipment, processes, and procedures are appropriate and
sufficient to meet the established requirements of the risk-based
performance standards; and to assist the facility in resolving any potential
gaps identified. After the facility’s security plan is approved, the facility
enters into the CFATS compliance cycle, which includes regular and
recurring compliance inspections.

ISCD inspectors conduct compliance inspections to ensure the existing
and planned security measures identified in a facility’s approved security
plan continue to be implemented fully; the equipment, processes, and
procedures described in the security plan are appropriate and sufficient to
meet the established performance standards; and the required corrective
actions have been implemented and are sustainable. This compliance
inspection includes a verification of other data provided to ISCD, including
the Top-Screen. If, through a compliance inspection, ISCD determines a
facility has not fully implemented security measures as outlined in its
approved security plan, ISCD is to provide the facility with written
notification that clearly identifies the deficiencies in the plan and will work
with the facility toward achieving full compliance or, if warranted, take
enforcement action. Figure 1 illustrates the CFATS regulatory process.

8See 6 C.F.R. §§ 27.215 (security vulnerability assessments), 27.225 (site security
plans), 27.235 (alternative security programs). DHS’s CFATS regulation establishes 18
risk-based performance standards that identify the areas for which a facility’s security
posture are to be examined, such as perimeter security, access control, and
cybersecurity. See 6 C.F.R. § 27.230.

The CFATS Expedited Approval Program was implemented in June 2015. DHS’s
expedited program guidance identifies specific security measures that eligible (i.e., Tiers 3
and 4) high-risk facilities can use to develop expedited security plans, rather than
developing standard (non-expedited) security plans which provide more flexibility in
securing a facility but are also more time-consuming to process. For more information, see
GAO-17-502.
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|
Figure 1: Department of Homeland Security’s Chemical Facility Anti-Terrorism Standards (CFATS) Regulatory Process

Chemical facility Tiered covered chemical facility
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Complete Top-Screen vulnerability assessment (SVA) Implement SSP
and site security plan (SSP)

Infrastructure Security Review SVA/SSP, conduct Conduct compliance
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Source: GAO analysis of CFATS regulatory process. | GAO-18-538

ISCD Has
Strengthened lts
Processes for
|dentifying High-Risk
Chemical Facilities

ISCD Implemented In response to our prior recommendations, ISCD has taken action to
Processes to Verify Self- strengthen its processes for verifying the accuracy of data it uses to
Reported Information from identify high-risk chemical facilities. In July 2015, we found that ISCD

. e used self-reported and unverified data to determine the risk categorization
Chemical Facilities for facilities that held toxic chemicals that could threaten surrounding
communities if released.'® At the time, ISCD required that facilities self-
report the Distance of Concern—an area in which exposure to a toxic
chemical cloud could cause serious injury or fatalities from short-term
exposure—as part of its Top-Screen methodology. In our report, we
estimated that more than 2,700 facilities with a toxic release threat
misreported the Distance of Concern and recommended that ISCD (1)
develop a plan to implement a new Top-Screen to address errors in the
Distance of Concern submitted by facilities, and (2) identify potentially

8GA0-15-614.
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miscategorized facilities that could cause the greatest harm and verify
that the Distance of Concern these facilities reported is accurate.

ISCD has addressed both of these recommendations. In response to the
first recommendation, ISCD implemented an updated Top-Screen survey
in October 2016 and now collects data from facilities and conducts more
accurate modeling to determine the actual area of impact (formerly called
the Distance of Concern), rather than relying on the facilities’ calculation.
In response to the second recommendation, ISCD officials reported in
November 2016 that they reassessed all facility Top-Screens that
reported threshold quantities of chemicals posing a toxic release threat,
and identified 158 facilities with the potential to cause the greatest harm.
In April 2018, ISCD officials reported that all of these facilities have since
been reassessed using updated Top-Screen information and, where
appropriate, assigned a risk tier.

In addition, in October 2016, ISCD implemented a quality assurance
review process whereby ISCD officials manually check and verify the
accuracy of facility self-reported Top-Screen information used in
identifying potential high-risk facilities. The objective of ISCD’s review
process is to evaluate the information provided by a chemical facility in
order to recommend approval or rejection of a submitted Top-Screen for
accuracy prior to issuing a letter notifying the facility of its risk tier
designation. According to ISCD, all Top-Screens undergo a quality
assurance review with two exceptions: (1) a facility that registers through
CSAT for the first time and submits a Top-Screen identifying zero
chemicals of interest on site and which does not identify an exclusion; or
(2) a facility that possessed a chemical of interest in the past but
subsequently submits a follow-up Top-Screen for redetermination
identifying they no longer possess the chemical of interest and after ISCD
validates the removal of the chemical of interest. When a Top-Screen
submission is rejected, ISCD sends a letter notifying the facility of the
rejection and requesting that a revised Top-Screen be submitted. In
addition, according to ISCD, they contact facilities prior to a Top-Screen
rejection to ensure the facility understands the required updates and to

19Specifically, we recalculated the Distance of Concern for a generalizable sample of
facilities—a simple random sample of 475 facilities from the population of 36,811 facilities
that submitted Top-Screens since the inception of the CFATS program in 2007 through
January 2, 2015—and compared these results to what facilities reported in their Top-
Screen submission. Based upon this sample, we estimated that 4,173 facilities with a toxic
release chemical misreported the Distance of Concern, with an associated 95 percent
confidence interval of 2,798 to 5,822 facilities.
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discuss the potential reporting error. As of February 2018, a total of 1,956
Top-Screen submissions (across 1,799 unique facilities) were rejected as
part of this quality assurance review process since implementing the
updated Top-Screen survey in October 2016, according to ISCD data.
According to ISCD, the majority of these Top-Screens were rejected due
to common reporting errors, such as misreporting the flammability hazard
rating for a chemical of interest subject to a release security issue or not
reporting transportation packaging when a chemical of interest is
identified as being subject to a theft or diversion security issue.

ISCD Has Nearly
Completed Applying lIts
Revised Risk Assessment
Methodology for
Designating High-Risk
Chemical Facilities

ISCD Revised Its Risk Assessment Methodology to More Accurately
Identify and Assign Tiers to High-Risk Chemical Facilities

Since we last evaluated it in 2013, ISCD took action to enhance the
CFATS program’s risk assessment methodology—used to determine
whether covered chemical facilities are high-risk and, if so, assign them a
risk-based tier—by incorporating changes to address prior GAO
recommendations, as well as the findings of an ISCD-commissioned peer
review conducted in 2013, among other efforts. In April 2013, we found
that DHS’s risk assessment approach did not consider all of the elements
of threat, vulnerability, and consequence associated with a terrorist attack
involving certain chemicals.?° Our work showed that DHS’s CFATS risk
assessment methodology was based primarily on consequences from
human casualties, but did not consider economic consequences, as
called for by the NIPP and the CFATS regulation. We also found that
DHS’s approach was not consistent with the NIPP because it treated
every facility as equally vulnerable to a terrorist attack regardless of
location or on-site security. In addition, DHS was not using threat data for
90 percent of the tiered facilities—those tiered for the risk of theft or
diversion—and using 5-year-old threat data for the remaining 10 percent
of those facilities that were tiered for the risks of release or sabotage.?'
We recommended that ISCD (1) review and improve its risk assessment
approach to fully address each of the elements of threat, vulnerability,
and consequence, and (2) conduct an independent peer review after
enhancements to the risk assessment approach were complete.

20GAO-13-353.

21For theft or diversion, DHS’s model assumes that a terrorist will steal or have the
chemical of interest diverted to him or herself and then estimates the risk of a terrorist
attack using the chemical of interest in a way that causes the most harm at an unspecified
off-site location.
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Partly in response to our findings and recommendations, from 2013
through 2016, ISCD conducted a multiyear effort to review and improve
the CFATS program’s risk assessment approach and tiering methodology
with the primary goal of improving the identification and appropriate
tiering of high-risk chemical facilities. Among these efforts was an ISCD-
commissioned peer review of the CFATS tiering methodology conducted
in 2013 by the Homeland Security Studies and Analysis Institute
(HSSAI).?22 HSSAI’s final report summarized the findings of the peer
review and included a list of 44 recommendations for ISCD to implement
in its efforts to improve and revise the CFATS risk assessment and tiering
methodology.?® ISCD undertook a risk assessment improvement project
to implement most of the recommendations described in the 2013 HSSAI
final report; these efforts included, for example, convening advisory board
meetings with experts drawn from across industry, academia, and
government to review and make additional recommendations on the
proposed improvements to the CFATS risk assessment methodology and
associated tools and processes.

The result of these efforts is an updated, “second generation” risk
assessment approach and tiering methodology that addresses both of our
prior recommendations and almost all of the recommendations described
in the 2013 HSSAI final report. Specifically, with regard to our
recommendation that DHS enhance its risk assessment approach to
incorporate all elements of risk, ISCD worked with Sandia National
Laboratories to develop and evaluate a model to estimate the economic
consequences of a chemical attack. In addition, among other
enhancements, the updated risk assessment methodology incorporates
revisions to the threat, vulnerability, and consequence scoring methods to
better cover the full range of chemical security issues regulated by the

2The Homeland Security Act of 2002 authorizes the Secretary of Homeland Security,
acting through the Under Secretary for Science and Technology, to establish one or more
federally funded research and development centers—such as the Homeland Security
Studies and Analysis Institute (HSSAI)—to provide independent analysis of homeland
security issues. See Pub. L. No. 107-296, § 305, 116 Stat. 2135, 2168 (2002); 6 U.S.C. §
185. HSSAI provides the government with, among other things, strategic studies and
assessments. HSSAI also works with and supports other federal, state, local, tribal, public
and private sector organizations.

ZMukta Agrawal, et al., Chemical Facility Anti-Terrorism Standards Tiering Methodology
Peer Review: Final Report (Falls Church, Va: Homeland Security Studies and Analysis
Institute, 2013).
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CFATS program.?* Additionally, with regard to our recommendation that
DHS conduct a peer review after enhancing its risk assessment
approach, DHS conducted peer reviews and technical reviews with
government organizations and facility owners and operators, and worked
with Sandia National Laboratories to verify and validate the CFATS
program’s revised risk assessment methodology which was completed in
January 2017. In addition, as of May 2018, ISCD has considered,
implemented, or is in the process of implementing updates that address
39 of the 44 recommendations in the HSSAI peer review of the original
CFATS risk assessment methodology. According to ISCD, DHS must
undertake a rulemaking to update the CFATS regulation and to obtain
public comment on any proposed changes to implement the remaining
recommendations. These relate to possible changes in how or to what
extent the CFATS program regulates the treatment of certain chemicals
of interest, chemical weapons and their precursors, and other fuels or fuel
mixtures.?

Implementation of the Revised Risk Assessment Methodology Is
Nearly Complete

Beginning in October 2016, ISCD notified chemical facilities that were not
new to the CFATS program—that is, all facilities that had previously

submitted a Top-Screen and had reported chemicals of interest above the
threshold quantity and concentration on their most recent Top-Screen—to

24Under the CFATS program, chemicals of interest (chemicals of interest) are organized
by security and vulnerability issues — specifically, chemicals of interest that a terrorist
could: steal, divert, or otherwise acquire to use as a weapon at another time and place
(theft/diversion chemicals of interest); or sabotage or contaminate to explode or release in
transit (sabotage chemicals of interest); or release as an explosive or to form a flammable
or toxic cloud (release chemicals of interest).

2For example, DHS issued an Advance Notice of Proposed Rulemaking in August 2014
in an effort to more fully mature the CFATS program by helping the department identify
how to make the CFATS program more effective in achieving its regulatory objectives. 79
Fed. Reg. 48,693 (Aug. 18, 2018). In particular, DHS expressed interest in comments
addressing the general regulatory approach, treatment of non-traditional chemical
facilities, clarification of terminology, Risk Based Performance standards, Appendix A,
consideration for small businesses, and alignment with other regulatory programs. Id. at
48,694. The comment period for this Advance Notice ended on October 17, 2014. As of
August 2017, DHS was in the process of reviewing public comments received and
anticipated issuing a notice of proposed rulemaking in October 2017. 82 Fed. Reg. 40290,
40,292 (Aug. 24, 2017). As of January 2018, however, DHS remained in the process of
reviewing the public comments received and the anticipated issuance of the notice of
proposed rulemaking was “To Be Determined.” 83 Fed. Reg. 1872, 1874 (Jan. 12, 2018).
As of July 2018, DHS had not issued the anticipated notice of proposed rulemaking.
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submit a revised Top-Screen in CSAT 2.0 so that they may be re-
assessed using ISCD’s revised risk assessment methodology.?® As of
February 2018, a total of 29,195 chemical facilities were assessed using
ISCD’s revised risk assessment methodology, with 3,500 (or 12 percent)
of these facilities designated as high-risk (i.e., assigned to tiers 1 through
4). The total of 29,195 chemical facilities includes 26,828 facilities that
were previously assessed using the original risk assessment
methodology and an additional 2,367 facilities new to the CFATS
program, as shown in figure 2.%”

___________________________________________________________________________________|]
Figure 2: Implementation Results of Chemical Facility Anti-Terrorism Standards
(CFATS) Revised Risk Assessment Methodology (as of February 2018)

Original tiering Breakdown of new tiering results

Not tiered
(i.e. not

Tier1 Tier2 Tier3 Tier4 high-risk) Total
— 44 7 32 21 3 107
— 33 17 100 153 35 338
— 42 17 354 315 89 817
— 24 15 586 586 303 1,514
— 14 20 228 627 23,163 24,052
157 76 1,300 1,702 23,593 26,828
Chemical (f:alf:\'}t;e: r';‘;"r"af;’ 4 3 105 153 2102 2,367
Total 161 79 1,405 1,855 25,695 29,195

L

Source: GAO analysis of CFATS data. | GAO-18-538

)

3,500

2 fall 2016, DHS revised its Chemical Security Assessment Tool (CSAT), which
supports DHS efforts to gather information from facilities to assess their risk using the on-
line Top-Screen survey. The new tool—called CSAT 2.0—eliminates duplication and
confusion associated with DHS’s original CSAT. DHS officials report that they improved
the tool by revising some questions in the original CSAT to make them easier to
understand; eliminating some questions; and prepopulating data from one part of the tool
to another so that users do not have to retype the same information multiple times.

2"In 2015 we reported that, since 2007, when ISCD began identifying chemical facilities to
determine which facilities present a high risk and therefore should be subject to further
regulation under CFATS, about 37,000 facilities had submitted a Top-Screen. ISCD
officials acknowledged some facilities may have failed to do so but that they believed the
37,000 facilities represent most facilities subject to CFATS. According to an ISCD official,
as of June 2018, just over 40,000 facilities have submitted a Top-Screen.
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Of the 3,500 tiered facilities, 265 were new to the CFATS program; 889
were not new to the program, but were previously not tiered and were
reassessed as high-risk and assigned a tier; and 1,345 were previously
tiered but were reassigned to a different tier. Also, 430 facilities that were
previously tiered were no longer tiered. As of May 2018, ISCD had
pending risk assessments for an additional 241 chemical facilities that
were not new to the CFATS program but were not previously tiered. ISCD
officials did not provide an estimated target completion date for these
pending risk assessments, noting that completing the assessments is
highly dependent on the facilities providing the necessary Top-Screen
information.

According to ISCD, there are four main drivers of the changes in facility
tiering that resulted from implementing the second-generation risk
assessment methodology:

« facilities placed in a lower tier due to implementation of revised
consequence scoring methods that more accurately account for the
impact of quantities of the chemicals subject to theft/diversion security
issues;

« facilities placed in a higher or lower tier for chemicals of interest due
to improvements to the distribution of population in consequence
modeling for chemicals subject to release-toxic and release-
flammable security issues;

« increases in the number of facilities tiered for select chemical weapon
precursors due to the implementation of revised consequence scoring
methods that more accurately account for the impact of certain
chemicals of interest; and

« changes in tiering due to newly reported increases, decreases, and
modifications of chemical holdings.
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ISCD Has Made
Progress Conducting
Compliance
Inspections but Does
Not Measure
Reduction in Facility
Vulnerability

ISCD Has Increased the
Number of Completed
Compliance Inspections
and Issued Two Corrective
Actions for Noncompliance
with Security Plans

Since 2013, ISCD has reduced its backlog of unapproved site security
plans and increased the number of conducted compliance inspections. As
discussed earlier, in order to approve a facility’s site security plan, ISCD
inspectors conduct an authorization inspection at the facility to verify and
validate that the content listed in their plan is accurate and complete; that
existing and planned equipment, processes, and procedures are
appropriate and sufficient to meet the established requirements of the
risk-based performance standards; and to assist the facility in resolving
any potential gaps identified. After the facility’s security plan is approved,
the facility enters into the CFATS compliance cycle and is subject to a
compliance inspection. In 2013, we calculated that it could take from 7 to
9 years to review and approve the approximately 3,120 site security plans
submitted by facilities that had been designated as high-risk but that
ISCD had not yet begun to review.?® In 2015, we found that ISCD had
made improvements to its processes for reviewing and approving site
security plans and substantially reduced the time needed to approve
remaining site plans to between 9 and 12 months.?®

Our analysis of ISCD data since our 2015 report showed that ISCD has
made substantial progress conducting and completing compliance
inspections. Specifically, our analysis showed that ISCD has increased
the number of compliance inspections completed per year since ISCD
began conducting compliance inspections in 2013. For the 2,466 high-risk
facilities with an approved site security plan as of May 2018, ISCD had

28GA0-13-353.
2GA0-15-614.
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conducted 3,553 compliance inspections.®® Table 1 shows the number of
conducted compliance inspections from fiscal year 2014 to May 2018.

|
Table 1: Number of Chemical Facility Anti-Terrorism Standards Compliance
Inspections Conducted, by Fiscal Year (as of May 2018)

Fiscal Compliance
year inspections
2014 50
2015 155
2016 1,052
2017 1,571
2018 (October 2017-May 2018) 725
Total 3,553

Source: GAO analysis of Department of Homeland Security data. | GAO-18-538

ISCD officials project they will conduct fewer compliance inspections in
fiscal year 2018 than in fiscal year 2017 due to two reasons. First, ISCD
officials stated the program made progress resolving the backlog of
facilities that required compliance inspections in fiscal years 2016 and
2017 when it conducted over 2,600 compliance inspections. Second,
ISCD officials stated that the program’s revised risk assessment
approach and continued outreach efforts have resulted in an increase in
the number of identified facilities with chemicals of interest.3! As a result,
ISCD officials stated they project an increased number of authorization
inspections and fewer compliance inspections in fiscal year 2018 and
2019 as new facilities enter the program.

ISCD increased the number of compliance inspections conducted from
fiscal years 2014 to 2017 and less than 1 percent of compliance
inspections during this period resulted in a determination that a facility

301 accordance with the CFATS regulations, as a general matter, DHS intends to require
facilities in Tiers 1 and 2 to update their Top-Screen every 2 years, and for Tiers 3 and 4
every 3 years. ISCD conducts compliance inspections on a regular and recurring basis.
ISCD officials stated that compliance inspections are prioritized based on several factors
including tier and the number of planned security enhancements required at facilities.

3las part of DHS’s plans to implement The Protecting and Securing Chemical Facilities
from Terrorist Attacks Act of 2014, DHS established an outreach implementation plan in
coordination with public and private stakeholders in order to, among other things, identify
chemical facilities of interest that may be subject to regulations under CFATS. DHS
updated its outreach implementation plan in fiscal year 2018.
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was not in compliance. During a compliance inspection, if an inspector
finds that a facility is noncompliant with its security plan, the CFATS
regulation authorizes ISCD to take enforcement action, such as issuing
an order for corrective action to the facility.3? Of the 3,553 compliance
inspections ISCD conducted between fiscal year 2014 and May 2018,
ISCD issued two corrective actions—both to Tier 4 facilities—because
these facilities were not in compliance with their approved site security
plan.33

Specifically, during the compliance inspection of one facility, which was
determined to be high-risk based on both the release and theft/diversion
security issues, ISCD found that the facility’s site security plan did not
identify several existing or planned measures to secure the facility’s
chemicals of interest. For example, the facility’s site security plan did not
identify measures to monitor restricted areas or potentially critical targets
within the facility against a theft or release attack. In addition, while the
facility’s site security plan identified a chain link fence and an alarm on a
gate to a secure cage that houses the chemicals of interest, ISCD
inspectors found no evidence of either. During the compliance inspection
of the second facility, which was determined to be high-risk based on the
theft and diversion security issue, ISCD inspectors were unable to verify if
the facility’s intrusion detection system was properly functioning and that
an individual not employed by the facility may have had access to the
facility’s chemicals of interest without a proper background check. Both of
these facilities took actions to implement the measures identified in their
site security plan and were later found to be in compliance with their site
security plans. ISCD officials attribute the low number of corrective
actions the program has issued to the program’s collaborative approach
of working with facilities to ensure compliance. For example, of the two
facilities ISCD found to be in noncompliance, ISCD conducted a
compliance assistance visit with both facilities to provide assistance. In
addition to compliance assistance visits, ISCD officials stated that the

%23ee 6 C.F.R. § 27.300. If through a compliance inspection it is determined a facility has
not fully implemented security measures as outlined in its approved site security plan,
ISCD is to provide the facility with written notification that clearly identifies the deficiencies
in the site security plan and will work with the facility towards achieving full compliance or,
if warranted, take enforcement action.

331 addition to these two corrective actions, since fiscal year 2015, DHS has issued five
additional orders to four high-risk facilities with final penalties totaling $38,691.88. Of these
five orders, three included the failure of a facility to submit an approvable security plan and
two included the failure of a facility to submit a Top-Screen.
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program has other collaborative tools, such as the CFATS Help Desk, to
help ensure facility compliance.

ISCD Continues to
Implement Changes to
Compliance Inspections
and Improve Efficiency

ISCD continues to implement changes that are intended to enhance
compliance inspections. For example, ISCD officials stated the program
continues to conduct preinspection phone calls with facilities to help them
prepare for compliance inspections. In addition, ISCD officials stated they
developed and provided supplemental guidance in fiscal year 2017 on
steps ISCD inspectors need to take during a compliance inspection.
ISCD’s supplemental guidance includes, among other things, best
practices and lessons learned for conducting inspections and reporting
items identified by the inspections. ISCD officials stated they plan to
incorporate this supplemental guidance into their compliance inspection
standard operating procedures in the third quarter of fiscal year 2018 and
to update their compliance inspection handbook in the fourth quarter of
2018.

In addition to updating its guidance for inspectors, ISCD has taken steps
to improve the efficiency of compliance inspections. For example, ISCD
continues its outreach efforts to chemical facilities on the inspection
process. As part of these efforts, ISCD published guidance for facilities on
steps to take to prepare for the compliance inspection, including
information on the appropriate personnel and documentation that should
be made available during the inspection. Finally, ISCD increased the
number of compliance assistance visits with facilities to better prepare
them for inspections.®* Representatives from 9 of the 11 industry
associations we spoke with told us that ISCD’s communication with
facilities had improved the efficiency of compliance inspections and
increased the ability of facilities to comply with the risk-based
performance standards.

We accompanied inspectors on two separate compliance inspections to
observe how the inspections were carried out and how inspectors used
the risk-based performance standards to determine compliance. For

34DHS conducts compliance assistance visits to provide technical assistance and educate
covered or potentially covered facilities on the CFATS regulation. Compliance assistance
visits occur upon a facility’s request or at DHS’s request with the consent of the facility.
During these visits, Inspectors can assist with submissions of Top-Screens, Security
Vulnerability Assessments, or site security plans; assist facilities with registration; or
answer additional questions, as necessary.

Page 20 GAO-18-538 Chemical Facility Security Issues



example, during the compliance inspection of a facility identified as high-
risk based on the theft and diversion security issue, we observed facility
personnel and ISCD inspectors discussing the preinspection phone call
ISCD had conducted to assist the facility in preparation for their
compliance inspection. This discussion included confirmation that the
facility communicated with the local fire and police departments and had
requested their presence at the inspection. In addition, we observed the
inspectors analyzing the facility’s emergency response plan to determine
whether the facility’s plans were consistent with the applicable risk-based
performance standards. We also observed the inspectors subsequently
interviewing local fire and police department officials that were present
during the inspection to validate statements made by the facility and to
confirm that both entities received the facility’s emergency plan. We
accompanied the inspectors and facility personnel on a tour of the facility
where inspectors observed existing measures the facility used to protect
the chemicals of interest, including the facility’s fencing barrier. We also
observed inspectors testing security measures, including the facility’s
access controls put in place to prevent unauthorized personnel gaining
access to the chemicals of interest.

At the other compliance inspection we observed, the facility personnel
and ISCD inspectors confirmed a preinspection phone call to prepare the
facility for the inspection. This phone call included a discussion of the
appropriate training records and contract documentation that inspectors
needed to confirm compliance with the applicable risk-based performance
standard. During the inspection, we observed that the facility made this
documentation and the appropriate personnel available to answer ISCD
inspector questions on the security training the facility held during the
prior year. We also observed inspectors verifying that existing measures,
such as the facility’s fence barrier, were still present and not
compromised with breaches. In addition, we observed the inspectors
testing key cards to the building that housed the chemicals of interest to
ensure the cards prevented unauthorized access. Finally, we observed
inspectors requesting a demonstration of how the facility’s chemicals of
interest are delivered to the facility and what controls were in place to
monitor third-party contractors during delivery of chemicals of interest.

We also discussed the compliance inspection process with
representatives from trade associations that represent facilities covered
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by CFATS and considered high-risk.*> Representatives from 7 of the 11
trade associations that we spoke with stated that ISCD’s implemented
changes have improved the compliance inspection process since the
program’s inception. Specifically, representatives from three trade
associations stated that ISCD inspectors’ efforts to increase
communication with facilities, including preinspection phone calls and
compliance assistance visits, have increased the ability of facilities to
ensure they are compliant with their approved site security plan.
However, representatives from 3 of the 11 trade associations we spoke
with also noted some issues with the compliance inspection process.
Specifically, officials from these 3 associations stated that ISCD
inspectors inconsistently apply the risk-based performance standards
relative to the measures the facilities implemented. Some of this
inconsistency may be due, in part, to the flexibility inherent in the risk-
based performance standards which give facilities the discretion or
latitude to tailor security based on conditions and circumstances. For
example, the amount and type of chemicals of interest may vary by
facility, so some facilities may require additional security measures be put
in place to ensure protection of these chemicals. In addition, facilities vary
by geographic location, which may affect the measures the facility needs
to implement to protect the chemicals of interest from potential theft or
diversion.

DHS officials stated that they believe any perceived inconsistency is due
to the flexibility in application of the risk-based performance standards
and the variety of facility conditions that contribute to the appropriateness
of different security measures. Officials explained that, for example,
inspectors would likely recommend that a large campus-type facility not
invest in a perimeter fence line but instead utilize asset-based barriers to
satisfy the performance standards. Officials noted that facilities can
choose to employ security measures which best fit their specific situation
and can request that inspectors provide multiple options for their
consideration.

35\We contacted officials representing 15 trade associations with members regulated by
CFATS and who participated in the Chemical Sector Coordinating Council to obtain their
perspectives on DHS efforts to communicate lessons learned to CFATS facilities on
methods to reduce risk and the compliance inspection process. For the 11 trade
associations that responded, we conducted semistructured interviews and the information
we obtained from them is not generalizable to the universe of chemical facilities covered
by CFATS. However, the information we obtained from them provides insights into DHS’s
efforts to perform outreach and seek feedback on the CFATS program.
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DHS’s Methodology for
Measuring Changes in
Facility Site Security Does
Not Reflect Reduction in
Vulnerability

ISCD developed its performance measure methodology for the CFATS
program in order to evaluate security changes made by high-risk
chemical facilities, but the methodology does not measure the program’s
impact on reducing a facility’s vulnerability to an attack. In 2015 we found
that while ISCD’s performance measure for the CFATS program was
intended to reflect security measures implemented by facilities and the
overall impact of the CFATS regulation on facility security, the metric did
not solely capture security measures that are implemented by facilities
and verified by ISCD.® We recommended that DHS develop a
performance measure that includes only planned security measures that
have been implemented and verified. In response to our finding and
recommendation, ISCD’s performance measure requires that ISCD
officials verify that planned measures have been implemented in
accordance with the approved site security plan (or alternative security
program) by compliance inspection or other means before inclusion in the
performance measure calculation.

ISCD has since decided to develop a new methodology and performance
measure for the CFATS program. In 2016, ISCD began development of
an approach called the guidepost-based site security plan scoring
methodology. ISCD officials stated they plan to use the methodology to
evaluate the security measures a facility implemented from initial state—
when a facility submits its initial site security plan—to the facility’s
approved security plan, according to ISCD officials. Officials stated that
once implemented, the methodology’s resulting performance measure will
be maintained internally and, if approved, may be used to satisfy the
program’s reporting requirements consistent with the Government
Performance and Results Act (GPRA) and included in DHS’s Annual
Performance Report.%’

The methodology organizes a facility’s security measures based on five
guideposts.® Using the five guideposts as a framework, the security
measures a facility reports in its site security plan are evaluated by ISCD

36GAO-15-614.

37See generally Government Performance and Results Act of 1993, Pub. L. No. 103-62,
107 Stat. 285 (1993) (GPRA) and GPRA Modernization Act of 2010, Pub. L. No. 111-352,
124 Stat. 3866 (2011) (updating GPRA).

38The five guideposts are (1) detection; (2) delay; (3) response and mitigation; (4) cyber
security; and (5) security management.
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under the applicable guidepost to determine the level of security
performance. For example, the plan contains a question on whether a
facility has a perimeter fence barrier and if so, what type, such as a chain
link fence, metal fence, or vinyl fence. ISCD uses the facility’s responses
to assign a numerical value that indicates the level of security
performance for the type of fence a facility uses as a perimeter barrier.
The scores of the five guideposts are then aggregated and the resulting
score represents the site security plan score for a facility. Officials stated
that a facility’s site security plan score is developed when the facility
submits its initial site security plan and again when ISCD approves its site
security plan and the facility has completed the CFATS inspection
process.

ISCD officials stated the purpose of the methodology is to measure the
increase in security attributed to the CFATS program and stated that the
methodology is not intended to measure risk reduction. As a result, the
methodology and resulting performance metric do not reflect the
program’s impact on reducing a facility’s vulnerability to an attack. While
ISCD officials stated the program is exploring how to use the site security
plan scores of a facility, this methodological approach may provide ISCD
an opportunity to begin assessing how vulnerability is reduced and, by
extension, risk is lowered, not only for individual facilities but for the
program as a whole. The NIPP calls for evaluating the effectiveness of
risk management efforts by collecting performance data to assess
progress in achieving identified outputs and outcomes. The purpose of
the CFATS program is to ensure facilities have security measures in
place to reduce the risks associated with certain hazardous chemicals
and to prevent these chemicals from being exploited in a terrorist attack.
A measure that reflects risk reduction may include how the CFATS
inspection process measures the reduction of one element of risk—
vulnerability—of high-risk facilities to a terrorist attack. ISCD officials
stated that challenges exist with incorporating vulnerability into the
measure’s methodology, such as how to accurately measure a facility’s
vulnerability to an attack before the facility started the CFATS inspection
process.

We recognize challenges ISCD might face in incorporating vulnerability
into its scoring methodology. In our prior work, we acknowledged that
assessing the benefits of a program—such as reducing a high-risk
facility’s vulnerability to an attack—is inherently challenging because it is
often difficult to isolate the impact of an individual program on behavior
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First Responders and
Emergency Planners
May Not Have
Information Needed
to Respond to
Incidents at High-Risk
Chemical Facilities

that may be affected by multiple other factors.3® However, ISCD could
take steps to evaluate vulnerability reduction resulting from the CFATS
compliance inspection process. For example, because facilities conduct
their own vulnerability assessments when developing their site security
plan for submission to ISCD, ISCD could establish a vulnerability baseline
score when it evaluates a facility’s security measures during its initial
review of the facility’s plan. ISCD could then use this baseline score as
the starting point for assessing any reduction in vulnerability that ISCD
can document that has occurred as a result of security measures
implemented by the facility during the compliance inspection process.*°
As the CFATS program continues to mature and ISCD begins its efforts
to assign scores to facility site security plans, incorporating assessments
of reductions in vulnerability at individual facilities and across the
spectrum of CFATS facilities as a whole would enable ISCD to better
measure the impact of the CFATS compliance inspection process on
reducing risk and increasing security nationwide.

We found over 200 chemicals covered by CFATS that may not be
included in the chemical inventory information that officials told us they
rely on to prepare for and respond to incidents at chemical facilities. ISCD
shares some CFATS information with state and local officials, including
access to CFATS facility-specific data via a secure portal; however, this
portal is not widely used at the local level by first responders and
emergency planners.

393ee, for example GAO, Aviation Security: A National Strategy and Other Actions Would
Strengthen TSA'’s Efforts to Secure Commercial Airport Perimeters and Access Controls,
GAO-09-399 (Washington, D.C.: Sept. 30, 2009).

40ps part of its determination of a facility’s risk tier, ISCD requires that a facility complete
and submit a Security Vulnerability Assessment. ISCD reviews the security vulnerability
assessment provided by the facility to confirm and notify the facility as to whether the
facility remains categorized as high-risk and, if so, about its final placement in one of the
four tiers.
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First Responders and
Emergency Planners May
Not Have Sufficient
Information to Prepare for
and Respond to Incidents
at High-Risk Chemical
Facilities

First responders and emergency planners may not have the necessary
information to prepare for and respond to incidents at high-risk chemical
facilities regulated by the CFATS program. As mentioned earlier, on April
17, 2013, about 30 tons of ammonium nitrate fertilizer—containing a
CFATS chemical of interest—detonated during a fire at a fertilizer storage
and distribution facility in West, Texas killing 15 people, including 12 first
responders, and injuring more than 260 others. This event, among others,
prompted the President to issue Executive Order 13650 to improve
chemical facility safety and security in coordination with owners and
operators.*' The Executive Order established a Chemical Facility Safety
and Security Working Group and included directives for the working group
to, among other things, improve operational coordination with state, local,
and tribal partners. The working group created a federal plan of action
consisting of actions to improve the safety and security of chemical
facilities.

One key element of this plan focused on the Emergency Planning and
Community Right-to-Know Act of 1986 (EPCRA), which was intended to
encourage and support emergency planning efforts at the state and local
levels.*? In accordance with EPCRA, state and local entities, such as
Local Emergency Planning Committees (LEPCs)—consisting of
representatives including local officials and planners, facility owners and
operators, first responders, and health and hospital personnel, among
others—were created.*® These LEPCs were designed to (1) prepare for
and mitigate the effects of a chemical incident and (2) ensure that

41see Exec. Order No. 13650 (Aug. 1, 2013), 78 Fed. Reg. 48,028 (Aug. 7, 2013). See
also Hearing on Oversight of Federal Risk Management and Emergency Programs to
Prevent and Address Chemical Threats, Including the Events Leading up to the
Explosions in West, Texas and Geismar, Louisiana, Before the Senate Comm. on
Environment and Public Works, 113th Cong., 1st Sess., June 27, 2013 (statement of
Rafael Moure-Eraso, Chairman, Chemical Safety and Hazard Investigation Board
(Chemical Safety Board). The Chemical Safety Board is an independent federal safety
board charged with investigating chemical accidents.

423ee Pub. L. No. 99-499, tit. Ill, 100 Stat. 1613, 1728 (1986); 42 U.S.C. §§ 11001-11050.
See also 40 C.F.R. pts. 355, 370.

43see 42 U.S.C. § 11001. In addition to LEPCs, State Emergency Response
Commissions (SERCs), Tribal Emergency Response Commissions (TERCs), and Tribal
Emergency Planning Committees (TEPCs) were established in accordance with EPCRA.
According to the Chemical Facility Safety and Security Working Group, strengthening
SERC, TERC, LEPC, and TEPC capabilities is critical to improving chemical facility safety
and security.
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information on chemical risks in the community is provided to first
responders and the public. The working group acknowledged there was a
need to share data with representatives of these state and local entities to
enable them to identify gaps and inconsistencies in their existing
information that could reveal previously unknown risks in their
communities. For facilities subject to EPCRA requirements, this data is to
include, among other things, information about chemicals stored or used
at the facility for which facilities are required to submit an emergency and
hazardous chemical inventory form to these state and local entities.** The
working group’s federal plan also included a DHS commitment to share
certain CFATS data elements with first responders, state agencies and
LEPCs to help communities identify and prioritize risks and develop a
contingency plan to address those risks while acknowledging that access
to certain sensitive portions of CFATS data will remain restricted to
officials with a “need-to-know” so as to appropriately balance security
risks.

In our interviews with 15 LEPCs—whose jurisdictions include 373 high-
risk chemical facilities regulated by the CFATS program—we found that
officials rely on information reported on EPCRA chemical inventory forms
to prepare for and respond to incidents at CFATS facilities.*® These
officials may not have sufficient information to respond to emergencies at
CFATS facilities because EPCRA reporting requirements may not cover
some of the chemicals covered under the CFATS program.*® Specifically,
we analyzed the chemicals covered by both CFATS and EPCRA’s
reporting requirements and found there are over 200 CFATS chemicals of
interest that, depending upon state reporting guidelines, may not be
covered by EPCRA reporting requirements. Several of these chemicals
may require specific response techniques to minimize the risk of injury or

44Under Section 312 of the Emergency Planning and Community Right-to-Know Act of
1986 (EPCRA), facilities are required to submit an emergency and hazardous chemical
inventory form—referred to as a Tier Il form. See 42 U.S.C. § 11022. The purpose of this
form is to provide state and local officials and the public with specific information on
potential hazards. This includes the locations and amount of hazardous chemicals present
at a facility during the previous calendar year.

e interviewed officials representing 15 LEPCs out of more than 3,000 known LEPCs.
We selected LEPCs from different states to include counties from among those with the
highest number of facilities in each state. The number of high-risk CFATS facilities located
in each LEPC ranges from a low of 11 to a high of 88 across our sample.

4630me states have lower reporting thresholds for chemicals subject to EPCRA reporting
requirements or expanded lists of chemicals that must be reported.
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death to first responders and the surrounding community. For example, in
the event of fire, aluminum powder, a chemical not subject to EPCRA
reporting requirements but regulated under CFATS, produces flammable
gases when in contact with water and requires responders to instead use
a dry chemical or sand to extinguish the fire. Based on our analysis of
tiered CFATS facilities, we estimate that about 32 percent of these high-
risk facilities possess at least one chemical that may not be covered by
EPCRA reporting requirements.*

In addition, we found these LEPCs may lack information on the CFATS
facilities in their jurisdictions. Specifically, officials representing 11 of the
15 LEPCS we interviewed said they were not aware of which facilities in
their jurisdiction were regulated by the CFATS program. Of these 11
LEPCs, officials from 8 LEPCs stated it would be very helpful or critical to
know this information and officials from 2 LEPCs stated it would be
somewhat helpful.*® According to these officials, this information would
assist LEPCs, some of which have hundreds of facilities in their
jurisdiction, to prioritize the most significant facilities for additional
planning or scheduling of drills and exercises. Additionally, officials
representing 5 LEPCs stated they were not aware of the differences
between CFATS chemicals of interest and those chemicals subject to
EPCRA reporting requirements. These LEPC officials stated that, among
other things, it is critical to have a comprehensive understanding of all
chemicals at a facility and that this information is very important for
emergency responders to be aware of when responding to an incident.

4TWe selected a generalizable random sample of all 3,539 tiered CFATS facilities as of
January 8, 2018. Based on this sample, we estimated that 31.7 percent of the facilities
possessed at least one chemical that may not be covered by EPCRA,; this estimate has a
margin of error at the 95 percent confidence level of plus or minus 5 percentage points.

480fficials from 1 LEPC stated they did not know how helpful this information would be.
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ISCD Could Take
Additional Action to Share
Information about High-
Risk Facilities with First
Responders and
Emergency Planners

Consistent with the CFATS Act of 2014, ISCD is to play a role in ensuring
that first responders and emergency planners are properly prepared for
and provided with the situational awareness needed to respond to
security incidents at high-risk chemical facilities.*® While the CFATS Act
of 2014 does not specifically require that information be shared directly
with first responders, ISCD has taken steps to share CFATS information
with state and local officials to help ensure that first responders are
prepared to respond to such security incidents.*® These steps include,
among other things, ensuring that facilities are developing and exercising
an emergency plan to respond to security incidents internally and with
assistance of local law enforcement and first responders. Planning and
training are important to ensure that facility personnel, onsite security, law
enforcement, and first responders are ready to respond to external and
internal security incidents. Additionally, these planning activities and
relationships with first responders can assist in reducing the impact of
these incidents. According to ISCD officials, to verify compliance with this
requirement, ISCD inspectors validate facility outreach to first responders,
such as local law enforcement and fire departments, through review of
facility documentation, including emails with first responders, records of
drills, and logs of meetings and tours, or through direct contact with the
local first responders by the inspection team.

In addition, the Executive Order 13650 working group sought to, among
other things, strengthen community planning and preparedness and
ensure that first responders and emergency planners are aware of the
risks associated with hazardous chemicals in their communities. Included
was a goal to increase information-sharing with communities that are near
chemical facilities. In a May 2014 report, this working group identified
certain information, including the name and quantity of chemicals at a

49See 6 U.S.C. § 623.

50Specifically, the statute provides that the Secretary shall provide to state, local, and
regional fusion centers and state and local government officials, as the Secretary
determines appropriate, such information as is necessary to help ensure that first
responders are properly prepared and provided with the situational awareness needed to
respond to security incidents at covered chemical facilities. See 6 U.S.C. § 623(c)(1); see
also 6 U.S.C. 124h(j)(1) (defining “fusion center”). The statute further provides that the
Secretary shall disseminate such information through a medium or system determined by
the Secretary to be appropriate to ensure the secure and expeditious dissemination of
such information to necessary selected individuals. See § 623(c)(2).
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facility, as the most helpful to first responders and emergency planners.®’
This information is intended to enable emergency planners to conduct an
analysis to identify gaps and inconsistencies in their existing information
that could reveal previously unknown risks in their communities.

ISCD has taken action to ensure first responders and emergency
planners have access to CFATS data. For example, in response to
Executive Order 13650, ISCD shares CFATS data through the
Infrastructure Protection (IP) Gateway.? This online portal contains
critical infrastructure data and analytic tools, including data on covered
CFATS facilities, for use by federal officials, state, local, tribal, and
territorial officials, and emergency response personnel.>® CFATS data
available in the IP Gateway includes, among other things, facility name,
location, risk tier, and chemicals on-site and is accessible to authorized
federal and other state, local, tribal, and territorial officials and responders
with an established need-to-know.5%* The IP Gateway provides these
officials and responders access to CFATS facility-specific information that
may be unreported on EPCRA chemical inventory forms. This CFATS
facility-specific information can help ensure these groups are properly
prepared to respond to incidents at high-risk chemical facilities in their
jurisdictions.

5TActions to Improve Chemical Facility Safety and Security—A Shared Commitment,
Report for the President (May 2014). See Exec. Order No. 13650, 78 Fed. Reg. at 48,029,
§ 2(c) (directing the submission of a status report within 270 days of the date of the
Executive Order).

52|n addition to the IP Gateway, as a result of work by the Executive Order 13650 working
group, some CFATS information was added to the Computer-Aided Management of
Emergency Operations (CAMEOQ) database. CAMEO, developed by the Environmental
Protection Agency and the National Oceanic and Atmospheric Administration, is a system
of software applications used to plan for and respond to chemical emergencies. The
CAMEO database is not a complete source of information for first responders to use in an
emergency situation because, as a publicly available database, it does not contain specific
facility data or other sensitive security information such as which facilities in their
jurisdictions hold these chemicals or in what quantities.

53The IP Gateway, hosts DHS’s Office of Infrastructure Protection’s facility database,
which records, among other things, IP’s assessments and other interactions with facilities.
The IP Gateway portal is restricted and allows authorized users to obtain, post, and
exchange information and access common resources, particularly critical infrastructure
information, including security survey data.

54Need-to-know as determined by ISCD.
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While the IP Gateway is a mechanism for sharing names and quantities
of chemicals at CFATS high-risk facilities with first responders and
emergency planners, we found it is not widely used by officials at the local
level. ISCD told us that in May 2018 they published three revised fact
sheets and included information on the IP Gateway in presentation
materials that officials told us was intended to increase promotion and
use of the IP Gateway. However, according to DHS, there are 14
accounts categorized at the local level whose access to the IP Gateway
layer includes the names and quantities of chemicals at CFATS facilities.
A local account indicates the individual with access is a county- or city-
level employee or contractor.>® Additionally, while not generalizable to all
LEPCs, officials representing 7 of the 15 LEPCs we interviewed were not
aware of the IP Gateway and officials representing 13 of the 15 LEPCs
stated that they do not have access to CFATS information within the IP
Gateway. Of the 13 officials that reported they did not have access, 11
said that it would be helpful or critical to have access for several reasons.
Specifically, officials representing these LEPCs stated that this
information would assist them to better prepare and respond to incidents
and help emergency planners prioritize the most critical sites among the
thousands of facilities that they oversee.

According to DHS officials, their outreach plan, developed in March 2015,
specifically addresses regular engagement with LEPCs, among other
groups.® However, these officials acknowledged that information may not
be reaching some state and local officials due to a number of factors,
including the large number of LEPCs and first responders across the
country, and changes in the level of LEPC activity and personnel over
time. While we recognize these challenges, providing first responders and
emergency planners access to CFATS facility-specific information,
including the name and quantity of chemicals at a facility, can help ensure
these groups are properly prepared to respond to incidents at high-risk
chemical facilities in their jurisdictions. The NIPP states that agencies

SSAccount requests for access to the IP Gateway are made via a web-based registration
form that asks the individual requesting access to identify the type of employee they are.
Options include: Federal, State, Local (City/County), and Tribal/Territory.

S6pHS officials stated that by the end of fiscal year 2017, DHS had conducted nationwide
outreach with more than 1,000 state and local offices and 1,400 LEPCs across the
country. They further stated that they plan to conduct outreach with state officials once per
year and with LEPCs and TEPCs at least once every three years, as applicable. DHS
officials also stated that they have developed relationships with national, local, and first
responder organizations to further leverage their networks and outreach activities.
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Conclusions

should share actionable and relevant information across the critical
infrastructure community—including first responders and emergency
planners—to build awareness and enable risk-informed decision making
as these stakeholders are crucial consumers of risk information.>’
Additionally, the 2015 Emergency Services Sector-Specific Plan, an
Annex to the 2013 NIPP, further calls for engaging with local emergency
planning organizations, such as LEPCs, to enhance information-sharing
and analytical capabilities for incident planning, management, and
mitigation between stakeholders. The IP Gateway is one way through
which ISCD can share CFATS facility-specific information, including the
name and quantity of chemicals at high-risk facilities with first responders
and emergency planners. As discussed earlier, although ISCD is not
required to share CFATS facility-specific information directly with first
responders, this information is critical to prepare for and respond to
incidents at high-risk chemical facilities and to protect them and their
communities from injury or death. By exploring ways to improve
information-sharing of CFATS facility-specific data, such as promoting
wider use of the IP Gateway among first responders and emergency
planners, DHS will have greater assurances that the emergency response
community has access to timely information about high-risk chemical
facilities.

DHS, through ISCD, has made improvements to the CFATS program.
ISCD has taken action to strengthen its processes for verifying the
accuracy of data it uses to identify high-risk chemical facilities, revised its
risk assessment methodology to more accurately identify and assign
high-risk chemical facilities to tiers, and has nearly completed its efforts to
apply this new methodology to facilities covered by CFATS. Furthermore,
ISCD has conducted an increased number of compliance inspections and
continues to make changes to improve the efficiency of the inspection
process. While ISCD has developed a new methodology and
performance measure for the CFATS program in order to evaluate

5’See DHS, National Infrastructure Protection Plan (Washington, D.C.: June 2006). DHS
issued the NIPP in response to the Homeland Security Act of 2002, as amended, and
other authorities and directives. See, e.g., Pub. L. No. 107-296, § 201(d)(5), 116 Stat.
2135, 2146 (2002); 6 U.S.C. § 121(d)(5). DHS updated the NIPP in January 2009 to
include a greater emphasis on resiliency. See DHS, National Infrastructure Protection
Plan, Partnering to Enhance Protection and Resiliency (Washington, D.C.: January 2009).
DHS further updated the NIPP, which is now called the National Plan, in December 2013.
See DHS, NIPP 2013, Partnering for Critical Infrastructure Security and Resilience
(Washington, D.C.: December 2013).
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Recommendations for
Executive Action

security changes made by high-risk chemical facilities, we found that the
methodology and metric do not reflect the program’s impact on reducing a
facility’s vulnerability to an attack. ISCD may have an opportunity to
explore how reductions in vulnerability at individual facilities resulting from
the CFATS compliance inspection process could be used to develop an
overall measure of the performance of the CFATS program in reducing
risk and increasing security nationwide. Such a measure would be
consistent with the NIPP, which calls for evaluating the effectiveness of
risk management efforts by collecting performance data to assess
progress in achieving identified outputs and outcomes. Moving forward,
ISCD could also take additional actions to ensure information about high-
risk chemical facilities is shared with first responders and emergency
planners. During our review, we found that local emergency responders
may not have the information they need to adequately respond to
incidents at CFATS facilities; a situation that could expose them and their
communities to potentially life-threatening situations. While the IP
Gateway is a mechanism for sharing names and quantities of chemicals
at high-risk facilities with first responders and emergency planners, we
found it is not widely used by officials at the local level. The NIPP states
that agencies should share actionable and relevant information across the
critical infrastructure community—including first responders and
emergency planners—to build awareness and enable risk-informed
decision making, as these stakeholders are crucial consumers of risk
information. By improving information-sharing with first responders and
emergency planners, such as promoting access to and wider use of the
IP Gateway, DHS will have greater assurances that the emergency
response community has access to timely information about high-risk
chemical facilities that could help protect them from serious injury or
death.

We are making the following two recommendations to DHS:

The Director of ISCD should incorporate vulnerability into the CFATS site
security scoring methodology to help measure the reduction in the
vulnerability of high-risk facilities to a terrorist attack, and use that data in
assessing the CFATS program’s performance in lowering risk and
enhancing national security. (Recommendation 1)

The Assistant Secretary for Infrastructure Protection, in coordination with

the Director of ISCD, should take actions to encourage access to and
wider use of the IP Gateway and explore other opportunities to improve
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Agency Comments
and Our Evaluation

information-sharing with first responders and emergency planners.
(Recommendation 2)

We provided a draft of this report to DHS for review and comment. DHS
provided written comments, which are reproduced in full in appendix I,
and technical comments, which we incorporated as appropriate. In its
comments, DHS concurred with both recommendations and outlined
efforts underway or planned to address them.

Regarding the first recommendation that ISCD should incorporate
vulnerability into the CFATS site security scoring methodology to help
measure the reduction in the vulnerability of high-risk facilities and use
that data to further assess the CFATS program’s performance in lowering
risk and enhancing national security, DHS concurred but noted that
developing a system that could numerically evaluate vulnerabilities will be
challenging. DHS stated that implementing the recommendation would
likely require, among other things, revising the regulatory language
describing CFATS vulnerability assessments and updating tools used to
gather them, potentially creating a significant burden on both industry and
government. DHS added that its new proposed performance metric,
described earlier in this report, demonstrates the enhancement to national
security resulting from the CFATS program and, by extension, the
program’s impact on vulnerability and overall risk.

As stated earlier, we recognize challenges ISCD might face in
incorporating vulnerability into its scoring methodology. In our prior work,
we acknowledged that assessing the benefits of a program—such as
reducing a high-risk facility’s vulnerability to an attack—is inherently
challenging because it is often difficult to isolate the impact of an
individual program on behavior that may be affected by multiple other
factors. However, in order to fully implement this recommendation, ISCD
needs to consider steps it can take to evaluate vulnerability reduction
resulting from the CFATS compliance inspection process without
revisions to the regulation or by creating a significant burden on both
industry and government. We noted, for example, that ISCD could
establish a vulnerability baseline score when it evaluates a facility’s
security measures during its initial review of the facility’s site security
plan. ISCD could then use this baseline score as the starting point for
assessing any reduction in vulnerability that ISCD can document that has
occurred as a result of security measures implemented by the facility
during the compliance inspection process. As the CFATS program
continues to mature and ISCD begins its efforts to assign scores to facility
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site security plans, incorporating assessments of reductions in
vulnerability at individual facilities and across the spectrum of CFATS
facilities as a whole would enable ISCD to better measure the impact of
the CFATS compliance inspection process on reducing risk and
increasing security nationwide.

Regarding the second recommendation that the Office of Infrastructure
Protection and ISCD take actions to encourage access to and wider use
of the IP Gateway and explore other opportunities to improve information-
sharing with first responders and emergency planners, DHS stated that it
has various outreach activities underway, among other information-
sharing efforts, to either directly share or ensure that high-risk chemical
facilities are sharing CFATS information with first responders and
emergency planners. DHS added that, to continue these efforts and to
encourage better utilization of the IP Gateway, it will ensure contact is
made with LEPCs representing the top 25 percent of CFATS high-risk
chemical facilities no later than the end of the second quarter of fiscal
year 2019. While the outreach and information-sharing efforts DHS
described are a step in the right direction, in order to fully implement this
recommendation it is critical that the intent of any actions taken is to
ensure that all first responders and emergency planners with a need-to-
know are provided with timely access to CFATS facility-specific
information in their jurisdictions. This information should include the name
and quantity of chemicals at a facility so as to help these groups be
properly prepared to respond to incidents at high-risk chemical facilities
and to minimize the risk of injury or death to first responders and the
surrounding community. Furthermore, it is important that these actions
are focused on ensuring that this CFATS facility-specific information is
shared with first responders and emergency planners representing the
entirety of CFATS facilities determined to be high-risk, not just those that
represent the top 25 percent of CFATS high-risk facilities.

We are sending copies of this report to the Secretary of Homeland
Security, the Under Secretary for the National Protection Programs
Directorate, and other interested parties. In addition, the report is
available at no charge on the GAO website at http://www.gao.gov.
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If you or your staff have questions about this report, please contact me at
(404) 679-1875 or CurrieC@gao.gov. Contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last page
of this report. Key contributors to this report are listed in appendix Il

%F&@

Chris P. Currie
Director
Homeland Security and Justice
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Appendix |: Comments from the Department
of Homeland Security

U.S. Department of Homeland Security
Washington, DC 20528
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July 27,2018

Chris P. Currie

Director, Homeland Security and Justice
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Re: Management’s Response to Draft Report GAO-18-538, “CRITICAL
INFRASTRUCTURE PROTECTION: DHS Should Take Actions to Measure
Reduction in Chemical Facility Vulnerability and Share Information with First
Responders”

Dear Mr. Currie:

Thank you for the opportunity to review and comment on this draft report. The U.S.
Department of Homeland Security (DHS) appreciates the U.S. Government
Accountability Office’s (GAO) work in planning and conducting its review and issuing
this report.

The Department is pleased to note GAO’s positive recognition of the substantial progress
DHS has made in developing and implementing the revised risk tiering methodology
used for the Chemical Facility Anti-Terrorism Standards (CFATS) regulation as well as
the progress made in conducting CFATS compliance inspections. For example, the
report acknowledges progress made (1) completing security plan approvals and
compliance inspections, effectively eliminating the backlog of security plan approvals in
2016, approximately six years ahead of previous GAO estimates, and (2) significantly
increasing the number of compliance inspections, with more than 3,500 compliance
inspections completed as of May 2018. DHS remains committed to ensuring not only
that high-risk chemical facilities are identified and implementing appropriate security
measures, but also that the CFATS program is being administered in a fair, efficient, and
effective manner.

The draft report contained two recommendations with which the Department concurs.
Attached find our detailed response to the recommendations. Technical comments were
previously provided under separate cover.
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Homeland Security

Again, thank you for the opportunity to review and comment on this draft report. Please
feel free to contact me if you have any questions. We look forward to working with you
in the future.

Sincerely,

A

H. CRUMPACKER, CIA, CFE
Director
Departmental GAO-OIG Liaison Office

Attachment
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Appendix I: Comments from the Department of
Homeland Security

Attachment: Management Response to Recommendations
Contained in GAO 18-538

GAO recommended that:

Recommendation 1: The Director of National Protection & Programs Directorate’s
(NPPD) Office of Infrastructure Protection, specifically the Infrastructure Security
Compliance Division (ISCD) incorporate vulnerability into the Chemical Facility Anti-
Terrorism Standards Compliance (CFATS) site security scoring methodology to help
measure the reduction in the vulnerability of high-risk facilities to a terrorist attack, and
use that data in assessing the CFATS program's performance in lowering risk and
enhancing national security.

Response: Concur. NPPD’s Office of Infrastructure Protection (IP) previously
identified that the Department’s current CFATS performance metric, reported in
accordance with the Government Performance and Results Act, does not adequately
demonstrate the security impact of the CFATS program. To address this deficiency,
NPPD/IP has begun drafting and testing a proposed metric that program officials and
leadership believes better reflects the program’s effectiveness in enhancing national
security and reducing national risk. The new metric is intended to (1) evaluate the
progress individual facilities have made in enhancing their security while part of the
CFATS program, and (2) will be based on a comparison of the security measures
employed by CFATS-covered chemical facilities upon first entering the program with the
improved and enhanced security measures contained in their approved CFATS security
plans. Moreover, the information obtained by this new metric will then be aggregated to
determine the average percent increase in the security score of facilities’ security plans,
resulting in a representation of the increase in the security posture across the facility
population.

It is important to point out, however, that implementing this specific recommendation
will be challenging. This is largely due to the fact that the information currently collected
by the CFATS tools on facility vulnerabilities is gathered from facilities, and does not
include an assessment conducted by the Department. Therefore, the information is not in
a format that would support such a numerical calculation. More specifically, much of the
vulnerability information submitted by facilities through the current suite of CFATS tools
is written text which the Department uses to identify potential security gaps that need to
be addressed by the security plan rather than provision of a vulnerability score. To
develop a system that could numerically evaluate vulnerabilities likely would require
revising the regulatory language describing CFATS vulnerability assessments, modifying
CFATS process, and updating tools used to gather vulnerability assessments. This would

3
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be a significant burden on both industry and government and NPPD does not believe this
would result in a better measure for evaluating the security enhancing effectiveness of the
CFATS program, compared to the new performance measure the Department intends to
implement.

NPPD/IP believes this new metric will meet the spirit and intent of GAO’s
recommendation by directly demonstrating the enhancement to national security resulting
from the CFATS program, and, by extension, demonstrating the program’s impact on
vulnerability and overall risk. The Department intends to begin reporting this measure
shortly after the end of the first quarter of FY 2019.

Estimated Completion Date (ECD): January 31, 2019.

Recommendation 2: The Assistant Secretary for Infrastructure Protection, in
coordination with the Director of ISCD, take action to encourage access to and wider use
of the IP Gateway and explore other opportunities to improve information-sharing with
first responders and emergency planners.

Response: Concur. DHS agrees that first responders and emergency planners should be
aware of the potentially dangerous chemicals located in their community and the facilities
that possess them. As such, IP has undertaken numerous efforts to share CFATS
information with emergency planners and first responders with a “need-to-know.” For
example, IP regularly engages with the Emergency Services Sector Government and
Sector Coordinating Councils to learn about opportunities for coordination and to provide
updates on the CFATS program. DHS also engages with State, local, tribal, and
territorial agencies and departments, including first responders, State Emergency
Response Commissions, Tribal Emergency Response Commissions, Local Emergency
Planning Committees (LEPCs), and Tribal Emergency Planning Committees (TEPCs).
Moreover, during FY 2017, DHS conducted nationwide outreach to more than 1,200
State and local offices and over 1,400 LEPCs/TEPCs across the 50 U.S. states, District of
Columbia, and 9 U.S. territories, and, as described in the CFATS Outreach
Implementation Plan, and intends to continue to conduct outreach with State officials
once a year and with LEPCs/TEPCs at least once every three years, as applicable.

The Department also makes CFATS data available to first responders via the
Infrastructure Protection (IP) Gateway Executive Order 13650 Portal. First responders
and Federal, State, local, tribal, and territorial, governments who have a “need-to-know”
are now able to view facilities in their area of responsibility, which improves data-sharing
and emergency planning efforts. Instances where first responders have been reluctant to
request an IP Gateway account or prefer access to the information via other means,
NPPD/IP has provided electronic or hard copy lists of facilities and their chemical
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information to authorized individuals with a need to know. Additionally, CFATS
information was added to the Computer-Aided Management of Emergency Operations
Chemicals database, the National Oceanic and Atmospheric Administration’s online tool
which emergency responders and planners can use to get response recommendations and
predict hazards such as explosions or toxic fumes. Recently, IP also revised three fact
sheets and an outreach presentation to include information on the IP Gateway and how to
request access to it.

In addition to the outreach activities described above, NPPD/IP, through the CFATS
Risk-Based Performance Standard 9-Response, ensures that high-risk chemical facilities
have regular and recurring contact with their local first responders to ensure they are
properly prepared to respond to incidents at their facilities. IP believes that this effort is
the most effective way to get information to first responders as it involves direct
communication between the high-risk chemical facilities and their local responders.
While DHS cannot require first responders access the IP Gateway or respond to facility
requests for visits, DHS does believe that we are effectively implementing information
sharing as part of the CFATS program. To continue these efforts and to encourage better
utilization of the IP Gateway, DHS will ensure contact is made with LEPCs representing
the top 25 percent of CFATS high-risk chemical facilities no later than the end of the
second quarter of FY 2019. ECD: March 31, 2019.
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