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DOD MAJOR AUTOMATED INFORMATION
SYSTEMS

Adherence to Best Practices Is Needed to Better
Manage and Oversee Business Programs

What GAO Found

The strength of Department of Defense’s (DOD) policies for managing and
overseeing major automated information system (MAIS) programs varies.
Specifically, the policy for managing 24 non-business MAIS programs adheres to
leading information technology (IT) management practices, but the policy for
managing 10 MAIS business programs does not always do so (see table).

Analysis of Department of Defense (DOD) Policies for Managing Major Automated Information
System (MAIS) Programs

Adherence to  Adherence to

policy for non- policy for

business MAIS

MAIS business
Leading information technology management practice programs programs

Instituting an investment board as a process for creating and
defining the membership, guiding principles, operations, roles, Yes Yes
responsibilities, and authorities

Identifying decision authorities for making important executive-

e - Yes Yes
level acquisition decisions
Providing oversight whereby the organization monitors
programs on their performance progress; such information Yes No

includes (1) baseline estimates on cost and schedule goals and

(2) thresholds to identify high risk on cost and schedule

Capturing and providing performance information about a

particular investment (program) to decision makers at regular Yes No
intervals (e.g., quarterly and annually)

Source: GAO analysis of agency documentation. | GAO-18-326

When DOD categorized 10 of the 34 MAIS programs as MAIS business
programs, it also directed these programs to adhere to DOD’s business systems
policy (DOD Instruction 5000.75). However, the department directed those
programs to use a policy for the management and oversight of MAIS business
programs that was not fully comprehensive. Until DOD updates its business
systems policy to address gaps in establishing performance information such as
baseline estimates on program cost and schedule goals, identifying thresholds to
identify high risk, and requiring periodic reports to be provided to stakeholders at
regular intervals, stakeholders will likely not have all the information they need to
manage and oversee MAIS business programs.

While all 15 business and non-business MAIS programs had either increased or
decreased their planned cost estimates and the majority had delays in their
planned schedule estimates, the majority of the 9 programs that had
performance targets met those performance goals. Specifically, the decreases
and increases in cost estimates ranged from a decrease of $1.6 billion (-41
percent) to an increase of $1.5 billion (163 percent). The decreases in planned
cost were largely due to scope reduction, while cost increases were due to
underestimating levels of effort and contracting issues. The slippages in
schedule estimates ranged from a delay of 5 years to 5 months; these delays
were caused by unrealistic expectations or unplanned changes. Six of the 9
programs that had performance targets met all of them, while the other 3 met
several but not all of their performance targets. The other 6 programs were in the
early stages of system development and had not begun performance testing.
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The Department of Defense (DOD) is one of the largest and most
complex organizations in the world. To meet its mission to protect the
security of our nation and to deter war, it relies heavily on the use of
information technology (IT) and information systems to support
warfighters. In this regard, according to DOD’s IT investment portfolio for
fiscal year 2017, the department spent approximately $33.4 billion for IT
investments." Of this amount, approximately $2.5 billion was spent on
major automated information system (MAIS) programs,? which include
business and non-business information systems that help the department
sustain its key operations in communications and command and control,
and provide it with access to information to organize, plan, and monitor
mission operations.

A DOD IT investment that falls within one of the following categories is
designated as a MAIS program when: (1) program costs in any single
year exceed $40 million, (2) total program acquisition costs exceed $165
million, or (3) total life-cycle costs exceed $520 million. The Secretary of
Defense could also use discretion to designate a program as a MAIS
program if it did not meet these cost thresholds.

The National Defense Authorization Act for Fiscal Year 2012 includes a
provision that we select, assess, and report on DOD MAIS programs
annually through March 2018.% GAO satisfied the statutory mandate by
submitting a draft of the report to congressional committees on March 29,
2018. This final version of the report is the sixth and last report in the

'DOD’s IT investment portfolio identifies all of its IT investments and associated costs
within the department and its components.

2As of September 30, 2017, the National Defense Authorization Act for Fiscal Year 2017
repealed the statutory definitions and requirements for MAIS programs. Pub. L. No. 114-
328, § 846, 130 Stat. 2000, 2292 (2016). According to DOD, the dollar amount that DOD
reported spending on MAIS programs for fiscal year 2017 excluded 10 classified and
unbaselined programs; the amounts spent on these programs was not reported because
the information was either restricted from the public or the acquisition program baseline
had not been established.

3Pub. L. No. 112-81, § 1078, 125 Stat. 1298, 1596 (2011).
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series of annual mandated assessments.* Our specific objectives for this
review were to (1) assess DOD’s policy for the management and
oversight of MAIS programs; (2) describe the extent to which selected
MAIS programs have changed their planned cost and schedule estimates
and met performance targets; and (3) assess the extent to which selected
MAIS programs have used leading IT acquisition practices, including
requirements and risk management.

To address the first objective, we assessed DOD’s memorandums and
policies for managing MAIS programs. To evaluate DOD’s approach in
managing and overseeing MAIS programs, we identified leading IT
management practices in GAO’s Information Technology Investment
Management guide and compared DOD’s policies to those practices.® We
also interviewed an acquisition official responsible for the department’s
plan to update its policies for administering how MAIS programs are to be
managed and monitored.

To address the second objective, we used DOD’s official list of 34 MAIS
programs, as of April 18, 2017, to establish a basis for selecting
programs. From this list, we identified those MAIS programs based on our
criteria that programs must be unclassified and have a first acquisition
program baseline that could be used as a reference point for evaluating
cost, schedule, and technical performance characteristics. Based on
these criteria, we selected 15 of the 34 MAIS programs for our review.

We then compared each program’s cost (in then-year dollars) and
schedule estimates established in the first acquisition baseline to the

4GAO, DOD Major Automated Information Systems: Improvements Can Be Made in
Applying Leading Practices for Managing Risk and Testing, GAO17-322 (Washington,
D.C.: Mar. 30, 2017); DOD Major Automated Information Systems: Improvements Can Be
Made in Reporting Critical Changes and Clarifying Leadership Responsibility,
GAO-16-336 (Washington, D.C.: Mar. 30, 2016); Defense Major Automated Information
Systems: Cost and Schedule Commitments Need to Be Established Earlier, GAO-15-282
(Washington, D.C.: Feb. 26, 2015); Major Automated Information Systems: Selected
Defense Programs Need to Implement Key Acquisition Practices, GAO-14-309
(Washington, D.C.: Mar. 27, 2014); and Major Automated Information Systems: Selected
Defense Programs Need to Implement Key Acquisition Practices, GAO-13-311
(Washington, D.C.: Mar. 28, 2013).

SGAO, Information Technology Investment Management: A Framework for Assessing and
Improving Process Maturity, GAO04-394G. Version 1.1 (Washington, D.C.: March 2004).
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latest total life-cycle cost and schedule estimates.® In addition, to
determine whether system performance targets were met, we identified
nine MAIS programs that had conducted performance tests. We then
compared each program’s initial and most recent baseline performance
targets.”

To address the third objective, we selected three programs that had not
been included in our last assessment, while seeking to ensure that we
had representation from at least one military service and at least one
defense agency. Using these criteria, we selected the Navy’s
Consolidated Afloat Networks and Enterprise Services; Defense Logistics
Agency’s Defense Agencies Initiative, Increment 2; and Defense Health
Agency’s Department of Defense Healthcare Management System
Modernization.

We then identified requirements and risk management practices in the
Software Engineering Institute’s Capability Maturity Model® Integration
for Acquisition (CMMI®-ACQ) and assessed each of the three programs
against these criteria. Specifically, regarding risk management practices,
we analyzed each program’s key documents, such as the risk register
logs, risk management plans, and other artifacts, and compared them to
the leading practices. Regarding requirements management, we
compared requirements documents, such as the requirements
management plan, traceability matrix, and procedural tools to the leading

5The first acquisition program baseline is established after the program has assessed the
viability of various technologies and refined user requirements to identify the most
appropriate technology solution that demonstrates that it can meet users’ needs. The
Defense Acquisition Guidebook (which complements and further explains DOD’s
acquisition policies and process) refers to a program’s best cost and schedule estimates
as objective estimates.

"We obtained the status of 9 of 15 MAIS programs that had conducted technical
performance tests; the remaining 6 programs had not begun performance tests. The initial
and baseline estimates were derived from the MAIS annual reports that include the status
of each technical performance target, among other information. Specific information about
each target includes a description of the performance characteristics, the objective and
threshold value for each target and, importantly, whether the target has demonstrated the
expected performance.

Page 3 GAO-18-326 DOD Major Automated Information Systems



practices.® We also conducted follow-up interviews with project officials
regarding the management practices of each program.

To assess the reliability of the data we used to support the findings in this
report, we corroborated program office responses with relevant program
documentation and interviews with agency officials. We determined that
the data were sufficiently reliable for our reporting purposes. Since we
selected a nonprobability sample of MAIS programs, the results of our
analysis are not generalizable to all MAIS programs. See appendix | for a
more detailed discussion of our objectives, scope, and methodology.

We conducted this performance audit from April 2017 to May 2018 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

DOD'’s organizational structure includes the Office of the Secretary of
Defense, the Joint Chiefs of Staff, the military departments, numerous
defense agencies and field activities, and various unified combatant
commands that contribute to the oversight of DOD’s acquisition
programs. Prior to February 2018, the former Under Secretary of Defense
for Acquisition, Technology, and Logistics also served as the principal
acquisition official of the department and was the acquisition advisor to
the Secretary of Defense.

The former Under Secretary also served as the Defense Acquisition
Executive and was the official responsible for supervising the acquisition
of MAIS programs. The former Under Secretary’s authority included
directing the military services and defense agencies on acquisition
matters and making milestone decisions for MAIS and other programs.
This official also had policy and procedural authority for the defense

8CMMI®-ACQ; and GAO, GAO Cost Estimating and Assessment Guide: Best Practices
for Developing and Managing Capital Program Costs, GAO-09-3SP (Washington, D.C.:
March 2009); Information Technology: DHS Needs to Improve Its Independent Acquisition
Reviews, GAO-11-581 (Washington, D.C.: July 28, 2011); Information Technology: Critical
Factors Underlying Successful Major Acquisitions, GAO-12-7 (Washington, D.C.: Oct. 21,
2011); and Schedule Assessment Guide: Best Practices for Project Schedules,
GAO-16-89G (Washington, D.C.: December 2015).
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acquisition system, which establishes the steps that DOD programs
generally take to plan, design, acquire, deploy, operate, and maintain the
department’s information systems.

However, as of February 2018, the department changed the way it
conducts business and operations with the statutory elimination of the
Office of the Under Secretary of Defense for Acquisition, Technology, and
Logistics.® The statute contains a provision that required DOD to establish
a new Office of the Under Secretary of Defense for Research and
Engineering to be responsible for driving innovation and acceleration of
the advancement of warfighting capability. In addition, a new Office of the
Under Secretary of Defense for Acquisition and Sustainment was created
to focus on delivering proven technology more quickly. The creation of
these offices within the department is intended to shift the principal focus
of the Office of the Secretary of Defense from a role of program oversight
to that of directing major department investments. Further, the statutory
creation of a Chief Management Officer to replace the former Deputy
Chief Management Officer is intended to improve the quality and
productivity of the department’s business operations.°

DOD’s Acquisition
Guidance and Framework
for Managing MAIS
Acquisitions

In January 2015, DOD updated its guidelines that outline the framework
for MAIS programs. This framework consists of six models for acquiring
and deploying a program, including two hybrid models that each describe
how a program may be structured based on the type of product being
acquired (e.g., software-intensive programs and hardware-intensive
programs). A generic acquisition model that shows all of the program life-
cycle phases and key decision points is depicted in figure 1 and
described below.

%The National Defense Authorization Act for Fiscal Year 2017, Pub. L. No. 114-328, §
901, 130 Stat. 2000, 2339 (2016) amends chapter 4 of title 10, United States Code, to
eliminate the position of Under Secretary of Defense for Acquisition, Technology, and
Logistics and establish an Under Secretary of Defense for Research and Engineering, an
Under Secretary of Defense for Acquisition and Sustainment, and a Chief Management
Officer within DOD, effective on February 1, 2018.

°pob Report to Congress on Restructuring the Department of Defense Acquisition,
Technology and Logistics Organization and Chief Management Officer Organization in
response to Section 901 of the National Defense Authorization Act for Fiscal Year 2017
(Public Law 114-328), August 2017.
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Figure 1: Generic Acquisition Model from the Defense Acquisition System
Framework
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Source: GAO analysis based on Department of Defense data. | GAO-18-326

Materiel solution analysis: Refine the initial system solution (concept)
and create a strategy for acquiring the solution. A decision—referred to as
Milestone A—is made at the end of this phase to authorize entry into the
technology maturation and risk reduction phase.

Technology maturation and risk: Determine the preferred technology
solution and validate that it is affordable, satisfies program requirements,
and has acceptable technical risk. A decision—referred to as Milestone
B—is made at the end of this phase to authorize entry of the program into
the engineering and manufacturing development phase and award
development contracts. An acquisition program baseline is first
established at the Milestone B decision point. A program’s first acquisition
program baseline contains the original life-cycle cost estimate (which
includes acquisition and operations and maintenance costs), the schedule
estimate (which consists of major milestones and decision points), and
performance parameters that were approved for that program by the
milestone decision authority. The first baseline is established after the
program has refined user requirements and identified the most
appropriate technology solution that demonstrates that it can meet users’
needs.

Engineering and manufacturing development: Develop a system and
demonstrate through testing that the system meets all program
requirements. A decision—referred to as Milestone C—is made during
this phase to authorize entry of the system into the production and
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deployment phase or into limited deployment in support of operational
testing.

Production and deployment: Achieve an operational capability that
meets program requirements, as verified through independent operational
tests and evaluation, and implement the system at all applicable
locations.

Operations and support: Operationally sustain the system in the most
cost-effective manner over its life cycle.

Leading Practices for
Managing IT Investments
and Acquisition Programs

We have developed and identified leading practices for governing IT
investments to help guide organizations to better manage and oversee
their projects. GAO’s Information Technology Investment Management
guide states that good performance data and stakeholder oversight are
elements that can lead to positive outcomes, such as helping to ensure a
project is keeping to its initial cost, schedule, and performance goals. The
guide also states that projects should be reviewed at regular intervals to
monitor performance so that stakeholders can be aware of and review
any differences between actual outcomes and goals.

In addition, we and other entities, such as the Software Engineering
Institute at Carnegie Mellon University, have identified leading practices
to help guide organizations to effectively plan and manage their
acquisitions of major IT systems. Our prior reviews have shown that
proper implementation of such practices can significantly increase the
likelihood of delivering promised system capabilities on time and within
budget. These practices include, but are not limited to:

Requirements management: Requirements establish what the system is
to do, how well it is to do it, and how it is to interact with other systems.
Appropriate requirements management involves eliciting and developing
customer and stakeholder requirements, and analyzing them to ensure
that they will meet users’ needs and expectations. It also consists of
validating requirements as the system is being developed to ensure that
the final systems to be deployed will perform as intended in an
operational environment.

"GA0-04-394G.
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DOD’s Policies for
Managing MAIS
Programs Do Not
Always Adhere to
Leading IT
Management
Practices

Risk management: Risk management is a process for anticipating
problems and developing plans to take appropriate steps to mitigate risks
and minimize their impact on program commitments. It involves
identifying and documenting risks, categorizing them based on their
estimated impact, prioritizing them, developing risk mitigation strategies,
and tracking progress in executing the strategies.

According to GAO’s Information Technology Investment Management
guide, leading practices for managing IT projects include:

« instituting the investment board, which is the process for creating and
defining the membership, guiding policies, operations, roles,
responsibilities, and authorities within the organization;

« identifying decision authorities for making important acquisition
decisions;

« providing oversight whereby the organization monitors each project on
its performance progress (e.g., establishing and tracking baseline
estimates on cost and schedule goals, and thresholds to identify high
risk on cost and schedule); and

« capturing and providing performance information about a particular
investment (project) to decision makers at regular intervals (e.g.,
quarterly and annually).

To align MAIS programs with the functions they perform, DOD recently
made changes in how it characterizes its MAIS programs and, as a result,
different programs must follow different management policies.
Specifically, in April 2017, DOD identified 10 of 34 total MAIS programs
as business programs and the Director, Acquisition Resources and
Analysis announced that these programs would adhere to DOD’s
Instruction 5000.75 policy for management and oversight.'? Further, in

12MAIS business programs are information systems which perform specific business
productivity and IT infrastructure functions, including software-as-a-service. The 10
selected MAIS business systems include the Defense Enterprise Accounting and
Management System; Integrated Personnel and Pay System-Army; Department of
Defense Healthcare Management System Modernization; Joint Operational Medicine
Information Systems; Defense Agencies Initiative; Air Force Integrated Personnel and Pay
System; Maintenance, Repair and Overhaul Initiative; Army Contract Writing System;
Global Combat Support System-Army; and, Navy Enterprise Procurement System. As of
February 2, 2017, DOD Instruction 5000.75 supersedes DOD Instruction 5000.02 for
these MAIS business systems.
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November 2017, the former Under Secretary of Defense for Acquisition,
Technology, and Logistics announced that non-business MAIS
programs'® would adhere to DOD’s Instruction 5000.02 policy for
management and oversight.™

However, the policies used for MAIS business programs are not
consistent in their adherence to leading IT management practices. For
example, while the policy for non-business MAIS programs is consistent
in its adherence to all four of the leading IT management practices, the
policy for MAIS business programs is consistent in its adherence to only
two of the four practices. Table 1 shows our analysis of DOD’s policies for
non-business MAIS programs and MAIS business program and their
adherence to the leading IT management practices.

3Non-business MAIS programs are automated information systems that support military
operations and applications such as logistics, operations, cyber security, networks, and
electronic healthcare systems. These systems are made up of computer hardware,
computer software, data, or telecommunications that collects, processes, stores,
transmits, and displays information.

4 Effective September 30, 2017, the National Defense Authorization Act for Fiscal Year
2017 repealed the statutory definitions and requirements for MAIS programs. To ensure
the continued management and oversight of non-business system MAIS programs, the
former Under Secretary for Acquisition, Technology, and Logistics reinstated the definition
and some requirements as specified in DOD’s Instruction 5000.02 policy.
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Table 1: Analysis of Policies That the Department of Defense (DOD) Uses to Manage and Oversee Non-Business Major
Automated Information System (MAIS) Programs and MAIS Business Programs, and Their Adherence to Leading Information

Technology (IT) Management Practices

Leading IT management practice

Adherence to Adherence to
DOD'’s policy for DOD’s policy for
Non-business MAIS business

MAIS programs programs (DOD
(DOD Instruction Instruction

5000.02) 5000.75)
instituting the investment board, which is the process for creating and defining the Yes Yes
membership, guiding policies, operations, roles, responsibilities, and authorities within the
organization;

Identifying decision authorities for making important executive-level acquisition decisions Yes Yes
Providing oversight whereby the organization monitors programs on their performance Yes No
progress (e.g., baseline estimates on cost and schedule goals, and thresholds to identify

high risk on cost and schedule)

Capturing and providing performance information about a particular investment (program)  Yes No

to decision makers at regular intervals (e.g., quarterly and annually)

Source: GAO analysis of DOD information. | GAO-18-326

As shown in the table, DOD’s policy for non-business MAIS programs
adheres to all four leading IT management practices. For example, the
policy requires non-business MAIS programs to report the status of each
program’s cost, schedule, and technical performance information
quarterly and annually. The policy also designates specific decision
makers who are responsible for monitoring and overseeing the progress
of non-business system MAIS programs. Further, the policy requires each
program to establish and report their initial baseline estimates and current
estimates on cost and schedule so their performance can be tracked and
monitored. In addition, to identify when programs may be at risk of
significant cost or schedule increases, the policy requires programs to
predetermine cost and schedule threshold estimates as an early warning
indicator on when programs reach the point where they are at increased
risk.

In contrast, DOD'’s policy for MAIS business programs policy only
adheres to two of the four practices. Specifically, the policy adheres to the
practice of instituting an investment board with processes for creating and
defining the membership, policies, operations, roles, responsibilities, and
authorities within the organization. In addition, the policy identifies
decision authorities for making important executive-level acquisition
decisions. However, the policy does not specify the establishment of
initial and current baseline estimates on cost and schedule, and does not
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specify the reporting of threshold cost and schedule estimates to identify
the point when programs may be at high risk. In addition, the policy does
not adhere to leading practices requiring the periodic (quarterly and
annual) reporting of performance information to stakeholders.

To help address the need for improved guidance, the former Under
Secretary of Defense for Acquisition, Technology and Logistics
established a cross-functional team that is to examine the future of non-
business MAIS programs and MAIS business programs from a policy,
organization, management, and reporting perspective. The team was
expected to provide its recommendations to the Under Secretary of
Defense for Acquisition and Sustainment by March 15, 2018. However,
because no final decisions had been made by the Under Secretary as of
that date, it is unclear what specific actions the department will take
regarding its policy recommendations, among other recommendations, to
improve the management of non-business MAIS programs and MAIS
business programs.

Until DOD updates its policy for MAIS business programs to adhere to
leading practices on the establishment of baseline estimates on cost and
schedule to include threshold estimates on cost and schedule to identify
when programs may be at high risk, stakeholders may not have the
information they need to manage and oversee MAIS business programs.
Further, unless the department updates its policy for MAIS business
programs to adhere to the leading practice for periodically (quarterly and
annually) reporting essential performance information, stakeholders may
not have the information they need to make informed decisions for
managing and overseeing MAIS business programs.
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All of the 15 selected MAIS programs had either increased or decreased

All Selected MAIS their planned cost estimates, and 10 of them had delays in their planned
Prog rams Had schedule estimates when comparing the first acquisition program

; baseline to the most recent acquisition program baseline estimates. The

Changes In C_OSt and changes in the cost estimates ranged from a decrease of $1.6 billion (-41

Schedule Estlmates, percent) to an increase of $1.5 billion (163 percent), and slippages in the

and Most Programs schedule estimates ranged from a delay of 5 years to a delay of 5

months.
Had Met Performance

Targ ets Further, 9 of the 15 selected programs had conducted testing in which we
could report on the number of performance targets met for each

program.'® Of those 9, 6 programs reported that they had met all of their
performance targets. The remaining 3 programs reported that they met
several but not all performance targets. The following table shows the
extent of changes in planned cost and schedule estimates for the
selected MAIS programs since the first baseline estimate, as well as the
number of performance targets met.

5The remaining 6 programs had not yet conducted testing activities specifically for
determining whether performance targets had been met and, therefore, reporting on the
status of performance targets was not applicable.
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Table 2: Summary of Changes in Cost and Schedule Estimates and the Status of Performance Targets for the 15 Selected
Major Automated Information System (MAIS) Programs (from the first acquisition baseline estimate)

Program Name Estimated change in Estimated schedule Number of
cost (dollars in change (delay) performance
millions) targets met
Army
Tactical Mission Command $1,453.9 (163%) 6 months 6 of 6
Integrated Personnel and Pay System-Army Increment 2* $15.7 (1%) no change  Performance tests
not yet conducted
Logistics Modernization Program Increment 2 $2.9 (less than 1%) 5 months 7of7
Global Combat Support System-Army? -$79.4 (-2%) 10 months 6 of 6
Air Force
Defense Enterprise Accounting and Management System $860.1 (60%) 5 years 3o0f4
Increment 12
Integrated Strategic Planning and Analysis Network Increment 4 -$7.2 (-4%) No change  Performance tests

not yet conducted

Joint Space Operations Center Mission System Increment 2

-$134.6 (-12%)

2 years 11 months

Performance tests
not yet conducted

Base Information Transport Infrastructure Wired -$1,559.2 (-41%) No change  Performance tests
not yet conducted

Navy

Common Aviation Command and Control System Increment 1 -$463.9 (-19%) 6 months 20f2

Consolidated Afloat Networks and Enterprise Services -$349.9 (-3%) 2 years 6 months 80of9

Defense Information Systems Agency

Teleport Generation 3 -$122.2 (-22%) 3 years 2 months 8 of 12

Global Combat Support System-Joint Increment 8 -$33.4 (-20%) no change 6 of 6

Defense Health Agency

Department of Defense Healthcare Management System? -$44.4 (less than -1%) 5 months  Performance tests
not yet conducted

Defense Logistics Agency

Defense Agencies Initiative, Increment 2° -$1.2 (less than -1%) No change  Performance tests
not yet conducted

National Security Agency

Key Management Infrastructure Increment 2 $95.9 (14%) 11 months 7of7

Source: GAO analysis of agency data. | GAO-18-326

®MAIS business systems identified as priority programs that follow the DOD Instruction 5000.75,
Business Systems Requirements and Acquisition, for management and oversight.
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All Selected MAIS
Programs Had Either
Increases or Decreases in
Their Planned Cost

All 15 selected MAIS programs had experienced increases or decreases
in their planned cost estimates when comparing the initial, or first,
baseline estimate to the current estimate.'® Specifically, 10 programs had
decreases in their cost estimates that ranged from $1.2 million (less than
-1 percent) for the Defense Agencies Initiative, Increment 2 program to
$1.6 billion (-41 percent) for the Air Force’s Base Information Transport
Infrastructure Wired program.

Program officials reported that reductions in planned cost estimates were
due to changes in program scope. Specifically, the reasons for reduction
in cost include:

« Program scope changes. Officials for the Air Force’s Joint Space
Operations Center Mission System Increment 2 program reported that
its 12 percent cost decrease was due to a reduction in its estimate for
operations and support that was changed from 20 years to 10 years.
Officials for the Defense Information Systems Agency’s Global
Combat Support System—Joint Increment 8 program reported that its
20 percent cost decrease was due to a reduction in the program’s
scope for the number of development hours required to meet the
logistics and operational needs. In addition, officials for the Defense
Information Systems Agency’s Teleport Generation 3 program
reported that its 22 percent cost decrease was due to a revised scope
in terms of what is needed at the Milestone C decision point for low
rate production.

« Design reconfiguration. Officials for the Air Force’s Base Information
Transport Infrastructure Wired program reported that its 41 percent
cost decrease was due to a reduction in the program’s scope when
they changed from a base network system to a critical core
configuration.

In addition, 5 of the programs had experienced cost increases. These
cost increases ranged from $2.9 million (less than 1 percent) for the
Army’s Logistics Modernization Program Increment 2 to $1.5 billion (163
percent) for the Army’s Tactical Mission Command program. Program
officials reported a variety of reasons for the increases in planned cost
estimates. These reasons included the following:

"®The baseline estimates for each program evaluated varied, but all current estimates for
each program were drawn from the most recent MAIS annual reports.
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« Underestimating schedule. Officials for the Air Force’s Defense
Enterprise Accounting and Management System Increment 1 program
attributed its 60 percent cost increase to underestimating the level of
effort that was needed to develop the system within the estimated
schedule. For example, the program did not account for software
upgrades and, when this effort was added to the schedule to account
for the work, the cost increased.

« Contractor issues. Officials from the National Security Agency’s Key
Management Infrastructure Increment 2 program attributed its cost
increase of 14 percent to schedule delays caused by the contractor
and, as a result, increased funding at the Milestone C decision point.

« Underestimating development and test efforts. Officials from the
Army’s Tactical Mission Command program attributed the cost
increase of 163 percent to higher than expected costs to conduct
research and developmental tests.

Ten Selected MAIS
Programs Had Delays in
Their Planned Schedule
Estimates

Ten of the 15 selected MAIS programs had experienced changes in their
planned schedule estimates, and 5 programs had no changes to their
schedule estimates. The changes consisted of schedule slippages that
ranged from 5 months for both the Army’s Logistics Modernization
Program Increment 2 and the Defense Health Agency’s Department of
Defense Healthcare Management System program, to 5 years for the
Defense Enterprise Accounting and Management System Increment 1
program.

Program officials reported that delays in the planned schedule estimates
were due to unplanned budget reductions or unrealistic expectations
regarding project milestones. Specifically, the reasons for these schedule
slippages included:

« Aggressive schedule, funding reduction, and contract issues.
Officials for the Air Force’s Joint Space Operations Center Mission
System Increment 2 program attributed its schedule slippage of 2
years and 11 months to funding reductions of $18.9 million in fiscal
years 2013 and 2014. In addition, the officials noted that an
aggressive schedule for a Milestone B decision, contracting issues in
the earlier acquisition phase, and longer than expected time to obtain
personnel had contributed to the slippage.

« Longer than expected time to reach deployment. Officials for the
Air Force’s Defense Enterprise Accounting and Management System
Increment 1 program reported that its schedule slippage of 5 years
occurred because of a change in the approach to deliver the system
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in multiple increments, thereby increasing the amount of time it would
take to reach the deployment decision milestone. Also, officials for the
Defense Information Systems Agency’s Teleport Generation 3
program reported a 3-year and 2-month slip. This schedule delay was
due to the program’s inability to develop the mobile user and system
interface capability by the estimated deployment milestone. Further,
program officials for the Navy’s Consolidated Afloat Networks and
Enterprise Services program attributed its schedule slip of 2 years and
6 months to a longer than expected maintenance period for the test
platform and to a lengthy budget approval process, resulting in a
slippage in the deployment date.

« Unplanned procurement fund reduction. Officials for the Army’s
Global Combat Support System-Army program reported that its
schedule delay of 11 months was due, in part, to a $16 million dollar
decrease to the fiscal year 2016 budget. This unplanned reduction in
procurement fund affected their ability to field the system as originally
planned.

« Contractor staffing issues. Officials for the National Security
Agency’s Key Management Infrastructure Increment 2 program
reported significant schedule delays due to the contractor’s inability to
staff the program with software developers that had the required
security clearances. As a result, a critical change was reported in
January 2012 that led to a new independent cost estimate, which
extended program development by 10 months. The new estimate
included additional time to improve the governance structure, such as
increasing discipline across the oversight process, adding more
stakeholder interaction, and improving the use of metrics.

Six of Nine MAIS
Programs Had Met Al
Performance Targets

Among other information, DOD uses key performance parameters as a
metric to report on programs’ progress toward meeting system
performance targets. This information includes a description of the
performance characteristics, the objective and threshold value for each
target and, importantly, whether the target has been met in demonstrating
performance.

Of the nine programs we evaluated, six programs reported that they met
all of their performance targets. For example, the Navy’s Common
Aviation Command and Control System, Increment 1 program reported in
May 2017 that both of its technical performance targets had been met.
According to the program, these targets were related to the readiness of
the system to fully support all operational activities and satisfy all
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technical requirements for military operations and the fusion of all kinds of
data onto any workstation.

In another example, the Army’s Logistics Modernization Program
Increment 2 program reported in June 2017 that all seven of its
performance targets had been met. According to the program, these
targets were related to the system’s ability to support military operations,
exchange information in the network, provide system and information
assurance in a disaster recovery scenario, and be operationally available.

Further, three programs reported that they met several, but not all, of their
performance targets. For example, the Navy’s Consolidated Afloat
Networks and Enterprise Services program reported that it met eight of
nine performance targets. According to program officials, the remaining
target (i.e., network shall fully support joint critical operational activities)
had not been met because the program lacked an operational platform
that was required to demonstrate its performance.

The Defense Information Systems Agency’s Teleport Generation 3
program reported that it met 8 of 12 performance targets. According to
programs officials, the remaining 4 targets (i.e., coverage to allow
warfighter communications, capacity to provide 100 percent of the
required services, and interoperability with military and commercial
frequencies and wave forms) had not been met because the program
needed to field multiple systems and perform solution testing, which they
expect to be completed in fiscal year 2018. Further, the Air Force’s
Defense Enterprise Accounting and Management System Increment 1
program officials reported that it met 3 of 4 targets (i.e., compliance with
requirements, network ready, and sustainment to ensure materiel
availability). The officials reported that the program did not meet the
remaining target because it was waiting for an evaluation of cyber test
results before proceeding.
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Selected Programs
Fully Implemented
Most, but Not All, of
the Leading Practices
for Managing
Requirements and
Risk

According to the Software Engineering Institute’s Capability Maturity
Model Integration® for Acquisition (CMMI®-ACQ), an appropriate
requirements management process involves establishing an agreed-upon
set of requirements, ensuring traceability between requirements and work
products, and managing any changes to the requirements in collaboration
with stakeholders. Likewise, an effective risk management process
identifies potential problems before they occur, so that risk-handling
activities may be planned and invoked, as needed, across the life of the
project in order to mitigate the potential for adverse impacts.

Leading requirements management practices help organizations to better
manage the design, development, and delivery of systems within
established cost and schedule time frames. These practices include

« developing an understanding with the requirements providers of the
meaning of the requirements,

« obtaining commitment to requirements from project participants,

« managing changes to requirements as they evolve during the project,

« maintaining bidirectional traceability among requirements and work,
and

« ensuring that project plans and work products remain aligned with
requirements.

An effective risk management process includes the following leading
practices
« determining risk sources and categories;

« defining parameters used to analyze and categorize risks and to
control the risk management effort;

« establishing and maintaining the strategy to be used for risk
management;

« identifying and documenting risks;

« evaluating and categorizing each identified risk using defined risk
categories and parameters, and determining its relative priority;

« developing a risk mitigation plan in accordance with the risk
management strategy; and

« monitoring the status of each risk periodically and implementing the
risk mitigation plan as appropriate.
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The three selected MAIS programs that we evaluated had fully
implemented most, but not all, of the five leading practices for managing
requirements and the seven leading practices for managing risks.
Specifically, two of three programs implemented all of the requirements
management practices, while one program implemented most, but not all,
of the practices.

Further, one of three programs implemented all of the risk management
practices, while two programs implemented most, but not all of the
practices. Table 3 shows the extent to which practices were implemented
by the three selected programs.
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|
Table 3: Extent to Which Selected Major Automated Information Systems Programs Applied Leading Practices for
Requirements and Risk Management

Leading practice Navy Defense Logistics Defense Health
Consolidated Afloat Agency Agency
Networks and Defense Agencies Defense Healthcare

Enterprise Services Initiative, Increment 2 Management System
Modernization

Requirements management

1. Develop an understanding with the requirements ) ° o
providers on the meaning of the requirements.

2. Obtain commitment to requirements from project ° ° °
participants.

3. Manage changes to requirements as they evolve ° ° °

during the project.

4. Maintain bidirectional traceability among ) ° °
requirements and work products.

5. Ensure that project plans and work products remain ° ° o
aligned with requirements.

Risk management

1. Determine risk sources and categories used to . ° °
examine and oversee changes that impact the
project.

2. Define parameters used to analyze and categorize . ° °
risks and to control the risk management effort.

3. Establish and maintain the strategy to be used for risk . ° °
management.

4. Identify and document risks that could negatively » ° °

affect work efforts.

5. Evaluate and categorize each identified risk using . ° °
defined risk categories and parameters, and
determine its relative priority.

6. Develop a risk mitigation plan in accordance with the . ° )
risk management strategy.

7. Monitor the status of each risk periodically and [ ° °
implement the risk mitigation plan as appropriate.

Legend: e — Fully implemented. We assessed the program as having fully implemented a practice category if the agency demonstrated that it addressed
all sub-practices in a category

o - Partially implemented. We assessed the program as having partially implemented a practice category if the agency demonstrated that it addressed at
least one, but not all, sub-practices in a category
Source: GAO analysis of agency data. | GAO-18-326

Page 20 GAO-18-326 DOD Major Automated Information Systems



Two Programs Fully and
One Program Partially
Implemented Leading
Practices for Managing
Requirements

Two of the three programs had fully implemented the requirements
management practices. The other program had partially implemented two
practices and fully implemented three practices.

Navy — Navy Consolidated Afloat Networks and Enterprise Services

The Navy had fully implemented the five requirements management
practices for the Consolidated Afloat Networks and Enterprise Services
program. For example, the program developed an understanding with
requirements providers of the meaning of the requirements. Specifically,
there was a plan for documenting, managing, and controlling changes to
requirements throughout the system lifecycle. This plan served as the
primary guidance for integrating the management of all specified and
derived requirements for the Consolidated Afloat Networks and Enterprise
Services system program.

In addition, the program had established criteria for determining
requirements providers. Specifically, roles and responsibilities for
requirements management had been identified. Further, the program
managed changes to requirements as they evolved during the project.
For example, the program provided evidence that it maintains a
requirements change history, including the rationale for changes.

Defense Logistics Agency — Defense Agencies Initiative, Increment
2

The Defense Logistics Agency had fully implemented the five
requirements management practices for the Defense Agencies Initiative,
Increment 2. For example, the program had established objective criteria
for the evaluation and acceptance of requirements. Specifically, there was
a process in place to develop and finalize deliverables in support of the
business requirements identified by the stakeholders, ensure that
requirements management activities were performed in a timely manner
throughout the life of the project, and review and approve requirements
deliverables. Further, throughout the process, the requirements manager
tracked requirements changes and maintained traceability of end user
needs to the system performance specification.
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Defense Health Agency — Defense Healthcare Management System
Modernization

The Defense Health Agency had fully implemented three and partially
implemented two of the five requirements management practices for the
Defense Healthcare Management System Modernization program. For
example, the program had established objective criteria for the evaluation
and acceptance of requirements. Specifically, any new or updated
requirements were presented to a Configuration Steering Board for
review and approval prior to any changes being made. Further,
throughout the process, the requirements manager tracked requirements
changes and maintained traceability to ensure they were documented.

The program has not developed an understanding with the requirements
providers on the specific meaning of the requirements. For example,
although the program had developed a requirements management plan
which provided guidance in this area, according to program officials, the
plan was not signed and approved based on the recent shift of the
program from a non-business MAIS program to a MAIS business program
operating under DOD Instruction 5000.75. Program officials stated that
the requirements management plan is not expected to be complete until
final guidance is provided by the Office of the Secretary.

Regardless of this recent shift, the program should have already had an
approved requirements management plan in place since program
initiation. In the absence of an approved plan, the program lacks
assurance that it can effectively communicate and manage requirements
practices.

Further, the program had not demonstrated that it identified any changes
that should be made to plans and work products resulting from changes
to the requirements baseline. Programs officials stated that efforts to
review modifications to the plan due to requirements changes had not
been conducted, but they expected the review and approval to be done at
some future date. However, they could not provide a specific time frame.
According to CMMI®-ACQ, until project plans and work products are
updated to coincide with changes in requirements, the program will not be
able to effectively identify inconsistencies between requirement changes
and project plans and work products, and initiate corrective actions to
resolve them.
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One Program Fully and
Two Programs Partially
Implemented Applicable
Risk Management Leading
Practices

One program had fully implemented the risk management practices, while
two had fully implemented all but one practice.

Navy — Navy Consolidated Afloat Networks and Enterprise Services

The Navy had fully implemented six and partially implemented one risk
management practice for the Consolidated Afloat Networks and
Enterprise Services system program. For example, the program’s risks
defined consistent criteria for evaluating and quantifying risk likelihood
and severity levels. Specifically, the program provided a risk exposure
(e.g., arisk source used to examine and oversee changes that impact the
project), which is the value that is given to a risk event, a product, or the
overall program based on the analysis of the probability and
consequences of the event. Further, the program’s Risk Management
Guide outlined risk performance, cost, and schedule criteria. In addition,
the program demonstrated that it included the cost and benefits of
implementing risk mitigation plans. Specifically, a risk’s description
provided the cost impacts associated with the risk, which in turn provided
evidence that cost and benefits were considered during risk evaluation.

However, the Navy partially implemented one practice. Specifically,
although the program provided its failover/recovery plan that is intended
to return the program to a state of readiness after a failure, the plan did
not explicitly identify environmental elements. A program official stated
that environmental factors, such as risks that could negatively affect their
work, is understood, but these factors had not been documented in the
plan. Further, the official stated that the program should update the plan
accordingly, but did not provide a time frame to complete this effort. Until
all potential issues, hazards, threats, and vulnerabilities that could
negatively affect work efforts have been identified in the plan, successful
risk management cannot be ensured.

Defense Logistics Agency—Defense Agencies Initiative, Increment 2

The Defense Logistics Agency had fully implemented all seven risk
management practices for the Defense Agencies Initiative, Increment 2.
For example, the program identified program risks, including risk sources,
categories, and stakeholders. In addition, Defense Agencies Initiative,
Increment 2 risks followed consistent criteria for evaluating and
quantifying risk likelihood and severity levels. Specifically, risk level was
based on a combination of factors to include both likelihood and
consequence. In all instances, consensus on the risk levels was required
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Conclusions

between the risk owner and the customer counterpart. Further, the
program’s contingency plan provided guidance when outages fell into one
of three disaster categories including natural disasters, man-made
disasters, and technological disasters.

Defense Health Agency—Defense Healthcare Management System
Modernization

The Defense Health Agency had fully implemented six and partially
implemented one of the seven risk management practices for the
Defense Healthcare Management System Modernization program. For
example, the program'’s risks followed consistent criteria for evaluating
and quantifying risk likelihood and severity levels. Specifically, the
program’s Risk and Issue Management Plan described how to assess the
impact level in each risk area (performance, project and program
schedules, and cost). Further, the program prioritized risks for mitigation.
For example, risks were categorized and charted as low, medium, or
high, and grouped accordingly in the program’s risk register. Further, the
program’s Disaster Recovery Plan provides processes that allowed rapid
support recovery for critical operations during a disaster, including
environmental disasters such as tornadoes.

Regarding the partially implemented practice, the program provided an
example of a risk mitigation plan. However, the program indicated that
costs and benefits were not quantified within the program-level risk
mitigation plans. According to CMMI®-ACQ, risk mitigation activities
should be examined for benefits they provide versus resources they will
expend. Just like any other design activity, alternative plans may need to
be developed and costs and benefits of each alternative assessed.

However, the program does not require that costs and benefits be
included as part of its risk mitigation planning efforts. As a result, the
information for making an informed decision on cost and benefits of risk
mitigation solutions is limited. Program officials did not indicate whether
they have plans to implement this practice, and did not provide an
explanation as to why they are unable to provide this information. Until
the program quantifies costs and benefits, it will not be able to effectively
select the most appropriate risk mitigation plan to address each risk.

While DOD’s policy for non-business MAIS programs adheres to all four
leading IT management practices, the department’s policy for MAIS
business programs does not adhere to two leading practices on
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Recommendations for
Executive Action

establishing initial and current baseline estimates on cost and schedule
and predetermining threshold estimates, as well as reporting periodically
on performance information to stakeholders. Until DOD adheres to these
practices in its policies that govern MAIS business programs, it cannot
ensure that stakeholders will have the information they need to manage
and oversee their investments.

Following leading IT acquisition practices on requirements and risk
management is essential to help programs effectively plan and direct their
development and acquisition efforts. All of the leading IT acquisition
practices for requirements and risk management had been fully or
partially implemented by three programs that we reviewed. However, the
Defense Health Agency’s Defense Healthcare Management System
Modernization has not finalized its requirements management plan nor
has it identified changes that should be made to plans and work products
resulting from changes to the requirements baseline. Until the program
addresses these practices, it will lack a comprehensive plan for managing
its requirements and it may not be able to effectively identify
inconsistencies and initiate corrective actions.

Further, the Navy Consolidated Afloat Networks and Enterprise Services
program did not fully identify and document risks that could negatively
affect work efforts. In addition, the Defense Health Agency’s Defense
Healthcare Management System Modernization did not quantify costs
and benefits of risk mitigation within its program-level risk mitigation
plans. As a result, successful risk management for avoiding, reducing,
and controlling the probability of risk occurrence cannot be ensured.

We are making the following three recommendations to the Secretary of
Defense to direct:

o The Under Secretary of Defense for Acquisition and Sustainment to
update the policy or guidance for MAIS business programs.
Specifically, the update should include the following elements:

« establishment of initial and current baseline cost and schedule
estimates,

« predetermined threshold cost and schedule estimates to identify
the point when programs may be at high risk, and

« quarterly and annual reports on the performance of programs to
stakeholders. (Recommendation 1)
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Agency Comments
and Our Evaluation

« The Director of the Defense Health Agency to direct the program
manager for the Defense Healthcare Management System
Modernization program to:

« finalize and approve its requirements management plan,

« identify and document changes that should be made to plans and
work products resulting from changes to the requirements
baseline, and

« quantify costs and benefits of risk mitigation within its program-
level risk mitigation plans. (Recommendation 2)

o The Secretary of the Navy to direct the program manager for the Navy
Consolidated Afloat Networks and Enterprise Services program to:

« identify and document, in the failover/recovery plan, all potential
external environmental issues, such as hazards, threats, and
vulnerabilities that could negatively affect work efforts.
(Recommendation 3)

DOD provided written comments on a draft of this report, which are
reproduced in appendix Il. In its comments, the department partially
concurred with our first recommendation and concurred with the two other
recommendations.

DOD partially concurred with the first recommendation on updating the
policy or guidance for MAIS business programs. Specifically, the Under
Secretary of Defense for Acquisition and Sustainment stated that
regarding establishing baselines, the DOD Instruction 5000.75 requires
establishment of cost, schedule, and performance parameters for each
release before development or delivery. The 5000.75 also requires
consideration of program progress against baselined cost, schedule, and
performance as a criterion at the limited deployment and full deployment
decision points. A baseline requirement thus exists in DOD Instruction
5000.75 but it is not described as an acquisition program baseline, which
may be familiar to readers of DOD Instruction 5000.02. However, the
Under Secretary added that the Army’s implementation guidance includes
guidance that states each increment must have an acquisition program
baseline with its own set of threshold and objective values set by the
user.

While we agree that the existing policy requires such parameters to be

captured and included in the department’s decision making process, we
found the policy to be vague in its discussion of these parameters and to
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not clearly define what a baseline is, or which baselines are to be used or
reported for comparison purposes. For example, the policy does not
make a distinction between the initial acquisition program baseline,
current baseline, and baseline deviations. Yet, such information is
important because it provides a basis for decision makers to identify the
extent to which a program may have deviated from its initial cost,
schedule, or technical performance baseline. By making these
distinctions in the policy, the department’s policy for its MAIS business
programs will be more consistent with its other policy for non-business
MAIS programs with regard to the way an acquisition program baseline is
defined and the elements that should be captured and reported to its
decision makers. In turn, the program managers who prepare these
reports and the decision makers who rely on them will have information
that is consistently and succinctly prepared for making credible decisions.

Regarding adding provisions in its policy for the establishment of
predetermined thresholds, the Under Secretary stated that the 5000.75
states that the milestone decision authority is responsible for delivery
within cost, schedule, and performance parameters, and the milestone
decision authority is to do this by establishing oversight controls for
programs, including procedures to report and address variances. The
Under Secretary added that the 5000.75 does not suggest the practice of
establishing a predetermined threshold for the variance, and DOD wiill
consider the addition of this feature to the 5000.75 update.

Finally, regarding providing periodic annual and quarterly reports to the
department’s leadership, the Under Secretary stated that such a periodic
report would add value only if there had been no recent communication of
program status from the program office to the leadership or stakeholders
communities. While such communication is expected to occur frequently,
its regularity is not specified in current policy or guidance. The Under
Secretary stated that DOD will consider adding a provision for a report to
leadership and functional stakeholder if such communication has not
occurred within the past 3 or 4 months.

DOD concurred with the second and third recommendations related to the
department’s implementation of selected IT management practices.
Regarding the second recommendation, the Under Secretary of Defense
for Acquisition and Sustainment agreed to direct the Defense Healthcare
Management System Modernization program manager to update and
approve the requirements management plan, identify and document
changes to the requirements baseline, and quantify the costs and benefits
in the risk mitigation plans. Further, regarding the third recommendation,
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the Secretary of the Navy agreed to direct the program manager to
identify and document all potential external environmental issues that
could negatively affect work efforts for the Navy’s Consolidated Afloat
Networks and Enterprise Services program. By taking these steps, these
programs should be better positioned to effectively identify
inconsistencies in managing changes to their requirements, and be more
responsive to the potential for environmental issues.

We are sending copies of this report to the appropriate congressional
committees; the Secretary of Defense; the Secretaries of the Army, Navy,
and Air Force; the Under Secretary of Defense for Acquisition and
Sustainment; the Director of the Defense Health Agency; and other
interested parties. This report also is available at no charge on the GAO
website at http://www.gao.gov.

Should you or your staffs have any questions on information discussed in
this report, please contact me at (202) 512-4456 or harriscc@gao.gov.
Contact points for our Offices of Congressional Relations and Public
Affairs may be found on the last page of this report. GAO staff who made
major contributions to this report are listed in appendix IlI.

Carol C. Harris
Director
Information Technology Acquisition Management Issues
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Appendix |: Objectives, Scope, and
Methodology

The National Defense Authorization Act for Fiscal Year 2012 mandated
that we select, assess, and report on selected major automated
information systems (MAIS) programs annually through March 2018."
GAO satisfied the statutory mandate by submitting a draft of this report to
the congressional committees on March 29, 2018. This final version of the
report is the sixth and last report in the series of annual mandated
assessments.

Our objectives were to: (1) assess the Department of Defense’s (DOD)
policy for the management and oversight of MAIS programs; (2) describe
the extent to which selected MAIS programs have changed their planned
cost and schedule estimates and met performance targets; and (3)
assess the extent to which selected MAIS programs have used leading
information technology (IT) acquisition practices, including requirements
and risk management.

To address the first objective, we identified four leading IT management
practices in GAO’s Information Technology Investment Management
guide and compared DOD’s policy adherence to those practices.? These
leading practices are:

« instituting the investment board, which is the process for creating and
defining the membership, guiding policies, operations, roles,
responsibilities, and authorities within the organization;

« identifying decision authorities for making important acquisition
decisions;

« providing oversight whereby the organization monitors each project on
its performance progress (e.g., establishing and tracking baseline
estimates on cost and schedule goals, and thresholds to identify high
risk on cost and schedule); and

« capturing and providing performance information about a particular
investment (project) to decision makers at regular intervals (e.g.,
quarterly and annually).

We then compared DOD'’s policies used to manage and oversee the
department’s non-business MAIS programs and MAIS business programs

"Pub. L. No. 112-81, § 1078, 125 Stat. 1298, 1596 (2011).

2GAO, Information Technology Investment Management: A Framework for Assessing and
Improving Process Maturity, GAO04-394G. Version 1.1 (Washington, D.C.: March 2004).
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Appendix I: Objectives, Scope, and
Methodology

against these leading IT management practices. The department’s policy
documents for managing and overseeing non-business MAIS programs
and MAIS business programs include the:

« Memorandum by the Under Secretary of Defense for Acquisition,
Technology, and Logistics, dated November 17, 2017, regarding the
regulatory response to the repeal of title 10, United States Code,
Chapter 144A, Major Automated Information System Programs.

« Memorandum by the Under Secretary of Defense for Acquisition,
Technology, and Logistics, dated April 24, 2017, regarding the
transition of programs to business system categories.

o DOD Instruction 5000.75, Business Systems Requirements and
Acquisition, effective February 2, 2017.

« DOD Instruction 5000.02, Operation of the Defense Acquisition
System, effective February 2, 2017.

We also interviewed an official from the former Office of the Under
Secretary of Defense for Acquisition, Technology, and Logistics, who was
responsible for the development of plans and policy for the administration
regarding the management and monitoring of non-business MAIS
programs and MAIS business programs

To address the second objective, we used DOD’s official list of 34
business and non-business MAIS programs, as of April 18, 2017, to
establish a basis for selecting programs. Of the 34 programs, we selected
the 15 business and non-business MAIS programs that met our criteria:
programs must be unclassified and have an initial acquisition program
baseline that could be used as a reference point for evaluating cost,
schedule, and technical performance characteristics.

We then collected and analyzed key documents, reports, and artifacts for
each program and summarized the information on estimated cost,
schedule, and technical performance goals, including their latest program
status in meeting those estimated goals. Next, we analyzed and
compared each selected program’s first acquisition program baseline cost
estimate to the latest estimate to determine the extent to which planned
program costs had changed. Specifically, we used the total life-cycle cost
estimate and analyzed and compared them to the latest estimate to
determine the extent to which planned program costs had changed.
Similarly, to determine the extent to which these programs changed their
planned schedule estimates, we compared each program’s first
acquisition program baseline schedule to the latest schedule.
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To determine whether the selected programs met their performance
targets, we analyzed each program’s self-identified system performance
targets and compared them against actual system performance metrics
and latest test reports. We also reviewed additional information on each
program’s cost, schedule, and performance, including program
documentation, such as DOD’s MAIS annual and quarterly reports,
acquisition program baselines, system test reports, and our prior reports.®
We then aggregated and summarized the results of these analyses
across the programs.

To address the third objective, we started with the list of the 15 programs
from the second objective as a basis for selecting three MAIS programs
as case studies. We used a combination of the following criteria to select
the MAIS programs to review.

e Programs used in a most recent MAIS review were eliminated from
consideration.*

o The program was not designated as classified.

e The program had a baseline.

Based on these criteria, we chose the following systems:

« Navy Consolidated Afloat Networks and Enterprise Services;

« Defense Logistics Agency’s Defense Agencies Initiative, Increment 2;
and

« Defense Health Agency’s Defense Healthcare Management System
Modernization.

We then analyzed each selected program’s IT acquisition documentation
and compared it to key requirements and risk management and leading

3GAO, DOD Major Automated Information Systems: Improvements Can Be Made in
Applying Leading Practices for Managing Risk and Testing, GAO17-322 (Washington,
D.C.: Mar. 30, 2017); DOD Major Automated Information Systems: Improvements Can Be
Made in Reporting Critical Changes and Clarifying Leadership Responsibility,
GAO-16-336 (Washington, D.C.: Mar. 30, 2016); Defense Major Automated Information
Systems: Cost and Schedule Commitments Need to Be Established Earlier, GAO-15-282
(Washington, D.C.: Feb. 26, 2015); Major Automated Information Systems: Selected
Defense Programs Need to Implement Key Acquisition Practices, GAO-14-309
(Washington, D.C.: Mar. 27, 2014); and Major Automated Information Systems: Selected
Defense Programs Need to Implement Key Acquisition Practices, GAO-13-311
(Washington, D.C.: Mar. 28, 2013).

4GAO-16-336.
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practices—including Software Engineering Institute’s Capability Maturity
Model® Integration for Acquisition (CMMI- ACQ)?® practices—to determine
the extent to which the programs were implementing these practices. In
particular, the requirements management practices we reviewed were:

« develop an understanding with the requirements providers on the
meaning of the requirements,

« obtain commitment to requirements from project participants,

« manage changes to requirements as they evolve during the project,

« maintain bidirectional traceability among requirements and work, and

« ensure that project plans and work products remain aligned with
requirements.

Specifically, we analyzed program requirements documentation, including
requirements management plans, requirements traceability matrices,
requirements change forms, technical performance assessments, and
requirements board meeting minutes. Additionally, we interviewed
program officials to obtain additional information about their requirements
management practices. The conclusions reached for this objective are not
generalizable to the larger population of 34 business and non-business
MAIS programs.

We also reviewed the following risk management practices:

« determine risk sources and categories;

« define parameters used to analyze and categorize risks and to control
the risk management effort;

« establish and maintain the strategy to be used for risk management;
« identify and document risks;

« evaluate and categorize each identified risk using defined risk
categories and parameters, and determine its relative priority;

« develop a risk mitigation plan in accordance with the risk management
strategy; and

SSoftware Engineering Institute, Capability Maturity Model® Integration for Acquisition
(CMMI-ACQ), Version 1.3 (November 2010).
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« monitor the status of each risk periodically and implement the risk
mitigation plan as appropriate.

Specifically, we analyzed program risk documentation, including risk
reports, risk-level assignments, risk management plans, risk mitigation
plans, and risk board meeting minutes. Additionally, we interviewed
program officials to obtain additional information about their risks and risk
management practices.

To assess the reliability of the data of these programs we used to support
the findings in this report, we corroborated program office responses with
relevant program documentation and interviews with agency officials. We
found no data reliability issues and determined that the data used in this
report were sufficiently reliable for our reporting purposes. We have also
made appropriate attribution indicating the sources of the data.

We conducted this performance audit from April 2017 to May 2018 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

3000 DEFENSE PENTAGON
WASHINGTON, DC 20301-3000

ACQUISITION

AND SUSTAINMENT HAY 0 2 2019

Ms. Carol C. Harris
Director, Information Technology Acquisition Management Issues
U.S. Government Accountability Office
441 G Street, NW
Washington DC 20548
Dear Ms. Harris,
This is the Department of Defense (DoD) response to the GAO Draft Report,
GAO-18-326, ‘DOD MAJOR AUTOMATED INFORMATION SYSTEMS: Adherence

to Best Practices Is Needed to Better Manage and Oversee Business Programs,” dated

March 29, 2018 (GAO Code 101999). Responses to the report recommendations are

attached.
Sincerely,
o, oG-S
Kevin M. Fahey
Assistant Secretary of Defense
for Acquisition
Enclosure:
As stated
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GAO DRAFT REPORT DATED MARCH 29, 2018
GAO-18-326 (GAO CODE 101999)

“DOD MAJOR AUTOMATED INFORMATION SYSTEMS: Adherence to Best Practices
Is Needed to Better Manage and Oversee Business Programs”

DEPARTMENT OF DEFENSE COMMENTS
TO THE GAO RECOMMENDATIONS

RECOMMENDATION 1: The Under Secretary of Defense for Acquisition and Sustainment
should update the policy or guidance for business MAIS programs. Specifically, the update
should include the following elements:
e Establishment of initial and current baseline cost and schedule estimates,
e Predetermined threshold cost and scheduled estimates to identify the point when
programs may be at high risk, and
e Quarterly and annual reports on the performance of programs to stakeholders.

DoD RESPONSE: Partially Concur. The DoDI 5000.75 provides the general departmental
policy, with further implementing guidance being published by the Department and the military
services. Among the services, the Army has just published its “Implementation Guidance for the
DoDI 5000.75.” Air Force and Navy guidance should soon follow. The Department this month
will also initiate the writing of an update to DoDI 5000.75. In this era of overarching oversight
by OSD and maximum delegation of decision authority to the components, however,
decentralized publication of policy must align.

Regarding the first recommendation to establish baselines: the DoDI 5000.75 requires
establishment of cost, schedule and performance parameters for each release before development
or delivery. The .75 also requires consideration of “program progress against baselined cost,
schedule and performance” as a criterion at the limited deployment and full deployment decision
points. The .75 also describes "acquisition objectives" in terms of cost and benefits, return on
investment, affordability, and overall business case analysis. Acquisition objectives are expected
to be baselined prior to development. A baseline requirement thus exists in DoDI 5000.75, but it
is not described or memorialized as an “Acquisition Program Baseline”, which may be familiar
to readers of DoDI 5000.02. The Army’s Implementation Guidance, however, includes the
following: “Each increment must have an Acquisition Program Baseline (APB) with its own set
of threshold and objective values set by the user.”

With respect to establishing predetermined breach thresholds: the .75 states that the Milestone
Decision Authority (MDA) is responsible for delivery within cost, schedule and performance
parameters, and the MDA is to do this by establishing oversight controls for programs, including
procedures to report and address variances. The .75 does not suggest the practice of establishing
a predetermined threshold for the variances, and we will consider the addition of this feature to
the .75 update. In addition, the components may establish such a provision in their subordinate
implementing guidance. (Note that the Army has already accommodated this suggestion in the
previously quoted sentence from their new Implementing Guidance.)
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Regarding the recommendation to require quarterly or annual reports: such a periodic report
would add value only if there had been no recent communication of program status from the
program office to the leadership or stakeholder communities. While such communication is
expected to occur frequently, its regularity is not specified in current policy or guidance. We
will consider adding a provision for a report to leadership and functional stakeholders if such
communication has not been occasioned within the past three or four months.

RECOMMENDATION 2: The Secretary of the Defense Health Agency should direct the
program manager for the Defense Healthcare Management system Modernization program to:
e Finalize and approve its Requirements Management Plan, and
e Identify and document changes that should be made to plans and work products
resulting from changes to the requirements baseline.
e Quantify costs and benefits of risk mitigation within its program-level risk mitigation
plans

DoD RESPONSE: Concur. The Under Secretary of Defense for Acquisition and Sustainment
will direct the DHMSM program manager to finalize and approve its Requirements Management
Plan, update plans and work products based on changes to the requirements baseline, and revise
program-level risk mitigation plans to quantify cost and benefits of risk mitigation activities.

RECOMMENDATION 3: The Secretary of the Navy should direct the program manager for
the Navy Consolidated Afloat Networks and Enterprise Services program to:
e Identify and document, in the failover/recovery plan, all potential external environmental
issues, such as hazards, threats, and vulnerabilities that could negatively affect work
efforts.

DoD RESPONSE: Concur. The Consolidated Afloat Network Enterprise Services (CANES)
program is installed and designed to operate within the hulls of Navy Ships and Submarines,
thereby benefiting from the structural protections against most external environmental issues.
Within the CANES Interactive Electronic Technical Manual (IETM), the CANES system has a
disaster recovery plan. The program office will provide a clarification to the IETM to state that
CANES inherits environmental effects risk and mitigation from the platform. The estimated
completion date for this CANES IETM update is October 2018.
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