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What GAO Found 
In GAO’s opinion, the Bureau of the Fiscal Service’s (Fiscal Service) Schedules 
of Federal Debt for fiscal years 2017 and 2016 were fairly presented in all 
material respects, and although internal controls could be improved, Fiscal 
Service maintained, in all material respects, effective internal control over 
financial reporting relevant to the Schedule of Federal Debt as of September 30, 
2017. GAO’s tests disclosed no instances of reportable noncompliance for fiscal 
year 2017 with selected provisions of applicable laws, regulations, contracts, and 
grant agreements related to the Schedule of Federal Debt. GAO identified a 
significant deficiency in Fiscal Service’s internal control over financial reporting 
related to information system controls, which although not a material weakness, 
is important enough to merit the attention of those charged with governance of 
Fiscal Service. 

From fiscal year 1997, the first year of audit, through September 30, 2017, total 
federal debt managed by Fiscal Service has increased by 275 percent and the 
debt limit has been raised 17 times.  

Total Federal Debt Outstanding, September 30, 1997, through September 30, 2017 

 
Because of delays in raising the debt limit, the Department of the Treasury 
(Treasury) deviated from its normal debt management operations and took a 
number of extraordinary actions—consistent with relevant laws—from March 16, 
2017, through September 7, 2017, to avoid exceeding the debt limit. Legislation 
temporarily suspending the debt limit was enacted on September 8, 2017, and 
Treasury restored the uninvested principal to the affected federal government 
accounts on that same day, thereby increasing the federal debt. The suspension 
of the debt limit is in effect through December 8, 2017. If an increase in the debt 
limit is not enacted by this date, then the debt limit will be increased by the 
change in qualifying federal debt securities outstanding on December 9, 2017, 
compared to those outstanding on September 8, 2017.  

As GAO has previously reported, delays in raising the debt limit have created 
uncertainty and disruptions in the Treasury market and increased borrowing 
costs in both 2011 and 2013. GAO has suggested that the Congress should 
consider alternative approaches that better link decisions about the debt limit with 
decisions about spending and revenue at the time those decisions are made. 

View GAO-18-134. For more information, 
contact Dawn B. Simpson at (202) 512-3406 
or simpsondb@gao.gov. 

Why GAO Did This Study 
GAO audits the consolidated financial 
statements of the U.S. government. 
Because of the significance of the 
federal debt to the government-wide 
financial statements, GAO audits 
Fiscal Service’s Schedules of Federal 
Debt annually to determine whether, in 
all material respects, (1) the schedules 
are reliable and (2) Fiscal Service 
management maintained effective 
internal control over financial reporting 
relevant to the Schedule of Federal 
Debt. Further, GAO tests compliance 
with selected provisions of applicable 
laws, regulations, contracts, and grant 
agreements related to the Schedule of 
Federal Debt. 

Federal debt managed by Fiscal 
Service consists of Treasury securities 
held by the public and by certain 
federal government accounts, referred 
to as intragovernmental debt holdings. 
Debt held by the public primarily 
represents the amount the federal 
government has borrowed to finance 
cumulative cash deficits. 
Intragovernmental debt holdings 
represent balances of Treasury 
securities held by federal government 
accounts—primarily federal trust funds 
such as Social Security and 
Medicare—that typically have an 
obligation to invest their excess annual 
receipts (including interest earnings) 
over disbursements in federal 
securities. 

In commenting on a draft of this report, 
Fiscal Service concurred with GAO’s 
conclusions. 
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441 G St. N.W. 
Washington, DC 20548 

November 9, 2017 

The Honorable Steven T. Mnuchin 
Secretary of the Treasury 

Dear Mr. Secretary: 

The accompanying independent auditor’s report presents the results of 
our audits of the fiscal years 2017 and 2016 Schedules of Federal Debt 
Managed by the Bureau of the Fiscal Service (Schedule of Federal Debt). 
The independent auditor’s report contains (1) our opinion that the 
Schedules of Federal Debt for the fiscal years ended September 30, 
2017, and 2016, are presented fairly, in all material respects, in 
accordance with U.S. generally accepted accounting principles; (2) our 
opinion that, although internal controls could be improved, the Bureau of 
the Fiscal Service (Fiscal Service) maintained, in all material respects, 
effective internal control over financial reporting relevant to the Schedule 
of Federal Debt as of September 30, 2017; and (3) the results of our tests 
of Fiscal Service’s compliance with selected provisions of applicable laws, 
regulations, contracts, and grant agreements related to the Schedule of 
Federal Debt, which identified no instances of reportable noncompliance. 
The report also discusses deficiencies that we identified in information 
system controls that collectively represent a significant deficiency in 
internal control over financial reporting relevant to the Schedule of 
Federal Debt.1 

The Schedules of Federal Debt present the beginning balances, 
increases and decreases, and ending balances for (1) Federal Debt Held 
by the Public and Intragovernmental Debt Holdings, (2) the related 
Accrued Interest Payables, and (3) the related Net Unamortized 
Premiums and Discounts managed by the Department of the Treasury’s 
(Treasury) Fiscal Service, and include accompanying notes. As of 

                                                                                                                       
1A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
over financial reporting that is less severe than a material weakness, yet important enough 
to merit attention by those charged with governance. A material weakness is a deficiency, 
or combination of deficiencies, in internal control over financial reporting, such that there is 
a reasonable possibility that a material misstatement of the entity’s financial statements 
will not be prevented, or detected and corrected, on a timely basis. A deficiency in internal 
control exists when the design or operation of a control does not allow management or 
employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct, misstatements on a timely basis. 
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September 30, 2017, and 2016, federal debt managed by Fiscal Service 
totaled $20,233 billion and $19,560 billion, respectively, primarily for 
borrowings to fund the federal government’s operations. As shown on the 
Schedules of Federal Debt, these balances consisted of approximately 
(1) $14,673 billion as of September 30, 2017, and $14,173 billion as of 
September 30, 2016, of debt held by the public and (2) $5,560 billion as 
of September 30, 2017, and $5,387 billion as of September 30, 2016, of 
intragovernmental debt holdings. 

Debt held by the public primarily represents the amount the federal 
government has borrowed from the public to finance cumulative cash 
deficits. When a cash surplus occurs, the annual excess funds can be 
used to reduce debt held by the public. In other words, annual cash 
deficits or surpluses generally represent the annual net change in the 
amount of federal government borrowing from the public. Debt held by the 
public represents federal debt issued by Treasury and held by investors 
outside of the federal government, including individuals, corporations, 
state or local governments, the Federal Reserve, and foreign 
governments. The majority of debt held by the public consists of 
marketable Treasury securities, such as bills, notes, bonds, floating rate 
notes, and Treasury Inflation-Protected Securities that are sold through 
auctions and can be resold by whoever owns them. Treasury also issues 
a smaller amount of nonmarketable securities, such as savings securities 
and State and Local Government Series securities. 

As we have noted in previous years, Treasury reporting shows that 
foreign ownership of Treasury securities represents a significant portion 
of debt held by the public.2 As of June 30, 2017, the reported amount of 
Treasury securities held by foreign and international investors 
represented an estimated 43 percent of debt held by the public. This 
percentage is close to the 45 percent of debt held by the public as of  
June 30, 2016, but considerably higher than the estimated 30 percent of 
debt held by the public as of June 30, 2001. Treasury estimated that the 
amount of Treasury securities held by foreign and international investors 
has increased from $983 billion as of June 30, 2001, to $6,171 billion as 
of June 30, 2017—an increase of $5,188 billion.3 Estimates of foreign 
                                                                                                                       
2GAO, Financial Audit: Bureau of the Fiscal Service’s Fiscal Years 2016 and 2015 
Schedules of Federal Debt, GAO-17-104 (Washington, D.C.: Nov. 10, 2016).  
3Department of the Treasury, Major Foreign Holders of Treasury Securities, accessed 
November 2, 2017, 
http://www.treasury.gov/resource-center/data-chart-center/tic/Documents/mfh.txt. 

http://www.gao.gov/products/GAO-17-104
http://www.treasury.gov/resource-center/data-chart-center/tic/Documents/mfh.txt
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ownership of Treasury securities are derived from information reported 
under the Treasury International Capital reporting system, not from the 
financial system used to prepare the Schedule of Federal Debt.4 These 
estimates are not reported on the Schedules of Federal Debt, and as 
such, we do not audit these amounts. 

Intragovernmental debt holdings represent federal debt owed by Treasury 
to federal government accounts—primarily federal trust funds such as 
Social Security and Medicare—that typically have an obligation to invest 
their excess annual receipts (including interest earnings) over 
disbursements in federal securities. Most federal government accounts 
invest in special nonmarketable Treasury securities that represent legal 
obligations of the Treasury and are guaranteed for principal and interest 
by the full faith and credit of the U.S. government. The federal 
government uses the federal government accounts’ invested cash 
surpluses to assist in funding other federal government operations. Unlike 
debt held by the public, intragovernmental debt holdings are not shown as 
balances on the federal government’s consolidated financial statements 
because they represent loans from one part of the federal government to 
another. Under U.S. generally accepted accounting principles, when the 
federal government’s financial statements are consolidated, those 
offsetting balances are eliminated. 

Debt held by the public and intragovernmental debt holdings are very 
different. Debt held by the public represents a claim on today’s taxpayers 
and absorbs resources from today’s economy. In addition, the interest 
paid on this debt may reduce budget flexibility because, unlike most of the 
budget, it cannot be controlled directly. In contrast, intragovernmental 
debt holdings reflect a claim on taxpayers and the economy in the future. 
Specifically, when federal government accounts redeem Treasury 
securities to obtain cash to fund expenditures, Treasury usually borrows 
from the public to finance these redemptions.5 

                                                                                                                       
4The data reported under the Treasury International Capital reporting system are collected 
primarily from U.S.-based custodians. According to Treasury, since U.S. securities held in 
overseas custody accounts may not be attributed to the actual owners, the data may not 
provide a precise accounting of individual country ownership of Treasury securities.  
5For more information regarding the federal debt, see GAO, Fiscal Outlook: 
Understanding the Federal Debt, accessed November 2, 2017, 
http://www.gao.gov/fiscal_outlook/understanding_federal_debt/overview. 

http://www.gao.gov/fiscal_outlook/understanding_federal_debt/overview
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We have audited the Schedule of Federal Debt since fiscal year 1997. 
Over this period, total federal debt has increased by 275 percent. Also 
during this period, the statutory debt limit has been raised 17 times, from 
$5,950 billion to $19,809 billion.6 Notably, delays in raising the debt limit 
have occurred in each of the last 7 fiscal years, resulting in Treasury 
deviating from its normal debt management operations and taking 
extraordinary actions consistent with relevant laws to avoid exceeding the 
debt limit.7 During the last 4 fiscal years, as noted in the Overview on 
Federal Debt Managed by the Bureau of the Fiscal Service (Overview), 
total federal debt has increased by $3,501 billion, or 21 percent, from 
$16,732 billion as of September 30, 2013, to $20,233 billion as of 
September 30, 2017. Of the total increase, $2,697 billion was from an 
increase in debt held by the public and $804 billion was from an increase 
in intragovernmental debt holdings. 

During fiscal year 2017, total federal debt increased by $673 billion, 
consisting of a (1) $500 billion increase in debt held by the public and  
(2) $173 billion increase in intragovernmental debt holdings. For fiscal 
year 2017, the debt limit was temporarily suspended during two separate 
periods. First, the debt limit suspension that began in fiscal year 2016 
continued through March 15, 2017, in accordance with the Bipartisan 
Budget Act of 2015.8 Pursuant to this act, the statutory debt limit 
established in 31 U.S.C. § 3101(b), as amended, did not apply for the 
suspension period. 

An increase in the debt limit was not enacted before the expiration of this 
suspension period; therefore, on March 16, 2017, Treasury began taking 
certain extraordinary actions to avoid exceeding the debt limit. Many 
extraordinary actions taken by Treasury during the period of March 16, 
2017, through September 7, 2017, resulted in federal debt securities not 
being issued to certain federal government accounts. The Overview 

                                                                                                                       
6A small amount of total federal debt reported on the Schedule of Federal Debt is not 
subject to the debt limit. This amount is primarily composed of unamortized discounts on 
Treasury bills and Zero Coupon Treasury bonds.  
7Actions that are not part of Treasury’s normal cash and debt management operations are 
considered “extraordinary actions” by Treasury. 
8The Bipartisan Budget Act of 2015 suspended the debt limit from November 2, 2015, 
through March 15, 2017, and effective March 16, 2017, increased the debt limit by the 
change in qualifying federal debt securities outstanding on March 16, 2017, compared to 
those outstanding on November 2, 2015. Pub. L. No. 114-74, § 901, 129 Stat. 584, 620 
(Nov. 2, 2015). 
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provides details on the extraordinary actions taken by Treasury from 
March 16, 2017, through September 7, 2017. On September 8, 2017, the 
Continuing Appropriations Act, 2018 and Supplemental Appropriations for 
Disaster Relief Requirements Act, 2017 was enacted, temporarily 
suspending the debt limit from September 8, 2017, through December 8, 
2017.9 

On that same day, September 8, 2017, Treasury restored the uninvested 
principal resulting from its use of extraordinary actions to the affected 
federal government accounts in accordance with relevant laws, thereby 
increasing the federal debt. Treasury, in accordance with relevant laws, 
restored interest for one of the affected federal government accounts on 
September 11, 2017, and will restore interest for the remaining affected 
federal government accounts at the next semiannual interest payment 
date of December 31, 2017. The Overview provides details on Treasury’s 
restoration of uninvested principal and related interest subsequent to the 
start of the current temporary debt limit suspension period. The fiscal year 
2017 increase in debt held by the public of $500 billion was less than the 
reported fiscal year 2017 federal deficit of $666 billion primarily because 
of a decrease in the government’s cash balance that was partially offset 
by an increase in federal direct student loans. If an increase in the debt 
limit is not enacted by the end of the current suspension period, then the 
debt limit will be increased on December 9, 2017, by the change in 
qualifying federal debt securities outstanding on this date, compared to 
those outstanding on September 8, 2017, in accordance with the 
Continuing Appropriations Act, 2018 and Supplemental Appropriations for 
Disaster Relief Requirements Act, 2017. 

As we have previously reported, the debt limit does not restrict the 
Congress’s ability to enact spending and revenue legislation that affects 
the level of federal debt or otherwise constrains fiscal policy, but it does 
restrict Treasury’s authority to borrow to finance the decisions already 

                                                                                                                       
9Section 101 of Division C, “Temporary Extension of Public Debt Limit,” of the Continuing 
Appropriations Act, 2018 and Supplemental Appropriations for Disaster Relief 
Requirements Act, 2017, Pub. L. No. 115-56, div. C, § 101, 131 Stat. 1129 (Sept. 8, 
2017), temporarily suspended the statutory debt limit. Pursuant to this act, 31 U.S.C. § 
3101(b) does not apply for the period of September 8, 2017, through December 8, 2017. 
The act established a process that may result in an increase of the statutory debt limit on 
December 9, 2017. 
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enacted by the Congress and the President.10 The United States benefits 
from the confidence investors have that debt backed by the full faith and 
credit of the United States will be honored. However, as we have also 
previously reported, delays in raising the debt limit have created 
uncertainty and disruptions in the Treasury market and increased 
borrowing costs in both 2011 and 2013. GAO has suggested that the 
Congress should consider alternative approaches that better link 
decisions about the debt limit with decisions about spending and revenue 
at the time those decisions are made.11 

After declining deficits from fiscal years 2012 to 2015, the reported federal 
deficit increased for the second consecutive year to $666 billion for fiscal 
year 2017—up from $586 billion for fiscal year 2016. The growing deficit 
and the need to refinance maturing debt mean that federal financing 
needs continued to grow over the last year. Debt held by the public as a 
share of gross domestic product (GDP) was roughly 76 percent at the end 
of fiscal year 2017, down slightly from roughly 77 percent at the end of 
fiscal year 2016. Over the longer term, debt held by the public as a share 
of GDP is expected to grow as a result of the structural imbalance 
between revenue and spending. Federal spending on health care 
programs—driven by an aging population—and interest on the debt held 
by the public are the key drivers of growing spending in the long term. 
Over the next decade, as many members of the baby-boom generation 
age and as life expectancy continues to generally increase, the number of 
people eligible for Social Security retirement benefits and for Medicare 
will continue to rise. In addition, health care spending has historically 
grown faster than the overall economy and is expected to continue to 
grow at an increased rate. While today’s relatively lower interest rates 
have kept interest costs down, interest rates are expected to rise in the 
long term, resulting in increasing interest costs on the debt. The key 
drivers of spending will continue to put upward pressure on the budget. 
Absent action to address the growing imbalance between spending and 
revenue, the federal government faces an unsustainable growth in debt. 

                                                                                                                       
10GAO, Debt Limit: Market Response to Recent Impasses Underscores Need to Consider 
Alternative Approaches, GAO-15-476 (Washington, D.C.: July 9, 2015); Debt Limit: 
Analysis of 2011-2012 Actions Taken and Effect of Delayed Increase on Borrowing Costs, 
GAO-12-701 (Washington, D.C.: July 23, 2012); and Debt Limit: Delays Create Debt 
Management Challenges and Increase Uncertainty in the Treasury Market, GAO-11-203 
(Washington, D.C.: Feb. 22, 2011).  
11GAO-15-476, and GAO, The Nation’s Fiscal Health: Action is Needed to Address the 
Federal Government’s Fiscal Future, GAO-17-237SP (Washington, D.C.: Jan. 17, 2017).  

http://www.gao.gov/products/GAO-15-476
http://www.gao.gov/products/GAO-12-701
http://www.gao.gov/products/GAO-11-203
http://www.gao.gov/products/GAO-11-203
http://www.gao.gov/products/GAO-15-476
http://www.gao.gov/products/GAO-17-237SP
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We are sending copies of this report to interested congressional 
committees, the Fiscal Assistant Secretary of the Treasury, the 
Commissioner of the Bureau of the Fiscal Service, the Inspector General 
of the Department of the Treasury, the Director of the Office of 
Management and Budget, and other interested parties. In addition, this 
report is available at no charge on the GAO website at 
http://www.gao.gov. 

If you or your staff have any questions concerning this report, please 
contact me at (202) 512-3406 or simpsondb@gao.gov. Contact points for 
our Offices of Congressional Relations and Public Affairs may be found 
on the last page of this report. 

Sincerely yours, 

 
Dawn B. Simpson 
Director 
Financial Management 
   and Assurance 

http://www.gao.gov/
mailto:simpsondb@gao.gov
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Letter 
 

441 G St. N.W. 
Washington, DC 20548 

Independent Auditor’s Report 

To the Commissioner of the Bureau of the Fiscal Service 

In our audits of the fiscal years 2017 and 2016 Schedules of Federal Debt 
Managed by the Bureau of the Fiscal Service (Schedule of Federal Debt), 
we found 

• the Schedules of Federal Debt for the fiscal years ended  
September 30, 2017, and 2016, are presented fairly, in all material 
respects, in accordance with U.S. generally accepted accounting 
principles; 

• although internal controls could be improved, the Bureau of the Fiscal 
Service (Fiscal Service) maintained, in all material respects, effective 
internal control over financial reporting relevant to the Schedule of 
Federal Debt as of September 30, 2017; and 

• no reportable noncompliance for fiscal year 2017 with provisions of 
applicable laws, regulations, contracts, and grant agreements we 
tested related to the Schedule of Federal Debt. 

The following sections discuss in more detail (1) our report on the 
Schedules of Federal Debt and on internal control over financial reporting, 
which includes other information included with the Schedules of Federal 
Debt;1 (2) our report on compliance with laws, regulations, contracts, and 
grant agreements; and (3) agency comments. 

                                                                                                                       
1Other information consists of the Overview on Federal Debt Managed by the Bureau of 
the Fiscal Service.  
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In connection with fulfilling our requirement to audit the consolidated 
financial statements of the U.S. government, we have audited the 
Schedules of Federal Debt because of the significance of the federal debt 
to the federal government’s consolidated financial statements.2 The 
Schedules of Federal Debt present the beginning balances, increases 
and decreases, and ending balances for (1) Federal Debt Held by the 
Public and Intragovernmental Debt Holdings, (2) the related Accrued 
Interest Payables, and (3) the related Net Unamortized Premiums and 
Discounts managed by the Department of the Treasury’s (Treasury) 
Fiscal Service, and include accompanying notes.3 We also have audited 
Fiscal Service’s internal control over financial reporting relevant to the 
Schedule of Federal Debt as of September 30, 2017, based on criteria 
established under 31 U.S.C. § 3512(c), (d), commonly known as the 
Federal Managers’ Financial Integrity Act (FMFIA). 

We conducted our audits in accordance with U.S. generally accepted 
government auditing standards. We believe that the audit evidence we 
obtained is sufficient and appropriate to provide a basis for our audit 
opinions. 

 
Fiscal Service management is responsible for (1) the preparation and fair 
presentation of the Schedules of Federal Debt in accordance with U.S. 
generally accepted accounting principles; (2) preparing and presenting 
other information included in documents containing the audited 
Schedules of Federal Debt and auditor’s report, and ensuring the 
consistency of that information with the audited Schedules of Federal 
Debt; (3) maintaining effective internal control over financial reporting, 
including the design, implementation, and maintenance of internal control 
relevant to the preparation and fair presentation of Schedules of Federal 
Debt that are free from material misstatement, whether due to fraud or 
error; (4) evaluating the effectiveness of internal control over financial 

                                                                                                                       
231 U.S.C. § 331(e)(2). Because Fiscal Service is a bureau within the Department of the 
Treasury, federal debt and related activity and balances managed by it are also significant 
to the consolidated financial statements of the Department of the Treasury (see 31 U.S.C. 
§ 3515(b)).  
3Debt held by the public represents federal debt issued by Treasury and held by investors 
outside of the federal government, including individuals, corporations, state or local 
governments, the Federal Reserve, and foreign governments. Intragovernmental debt 
holdings represent federal debt owed by Treasury to federal government accounts, 
primarily federal trust funds such as Social Security and Medicare.  

Report on the 
Schedules of Federal 
Debt and on Internal 
Control over Financial 
Reporting 

Management’s 
Responsibility 
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reporting based on the criteria established under FMFIA; and (5) its 
assessment about the effectiveness of internal control over financial 
reporting as of September 30, 2017, included in the accompanying 
Management’s Report on Internal Control over Financial Reporting 
Relevant to the Schedule of Federal Debt in appendix I. 

 
Our responsibility is to express an opinion on the Schedules of Federal 
Debt and an opinion on Fiscal Service’s internal control over financial 
reporting relevant to the Schedule of Federal Debt based on our audits. 
U.S. generally accepted government auditing standards require that we 
plan and perform the audits to obtain reasonable assurance about 
whether the Schedules of Federal Debt are free from material 
misstatement, and whether effective internal control over financial 
reporting was maintained in all material respects. We are also responsible 
for applying certain limited procedures to the other information included 
with the Schedules of Federal Debt. 

An audit of the Schedule of Federal Debt involves performing procedures 
to obtain audit evidence about the amounts and disclosures in the 
Schedule of Federal Debt. The procedures selected depend on the 
auditor’s judgment, including the auditor’s assessment of the risks of 
material misstatement of the Schedule of Federal Debt, whether due to 
fraud or error. In making those risk assessments, the auditor considers 
internal control relevant to the entity’s preparation and fair presentation of 
the Schedule of Federal Debt in order to design audit procedures that are 
appropriate in the circumstances. An audit of the Schedule of Federal 
Debt also involves evaluating the appropriateness of the accounting 
policies used and the reasonableness of significant accounting estimates 
made by management, as well as evaluating the overall presentation of 
the Schedule of Federal Debt. 

An audit of internal control over financial reporting involves performing 
procedures to obtain evidence about whether a material weakness 
exists.4 The procedures selected depend on the auditor’s judgment, 
                                                                                                                       
4A material weakness is a deficiency, or combination of deficiencies, in internal control 
over financial reporting, such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and 
corrected, on a timely basis. A deficiency in internal control exists when the design or 
operation of a control does not allow management or employees, in the normal course of 
performing their assigned functions, to prevent, or detect and correct, misstatements on a 
timely basis.  

Auditor’s Responsibility 
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including the assessment of the risk that a material weakness exists. An 
audit of internal control over financial reporting also includes obtaining an 
understanding of internal control over financial reporting, and evaluating 
and testing the design and operating effectiveness of internal control over 
financial reporting based on the assessed risk. Our audit of internal 
control also considered Fiscal Service’s process for evaluating and 
reporting on internal control over financial reporting relevant to the 
Schedule of Federal Debt based on criteria established under FMFIA. Our 
audits also included performing such other procedures as we considered 
necessary in the circumstances. 

We did not evaluate all internal controls relevant to operating objectives 
as broadly established under FMFIA, such as those controls relevant to 
preparing performance information and ensuring efficient operations. We 
limited our internal control testing to testing controls over financial 
reporting. Our internal control testing was for the purpose of expressing 
an opinion on whether effective internal control over financial reporting 
relevant to the Schedule of Federal Debt was maintained, in all material 
respects. Consequently, our audit may not identify all deficiencies in 
internal control over financial reporting relevant to the Schedule of 
Federal Debt that are less severe than a material weakness. 

 
Internal control over financial reporting relevant to the Schedule of 
Federal Debt is a process effected by those charged with governance, 
management, and other personnel, the objectives of which are to provide 
reasonable assurance that (1) transactions are properly recorded, 
processed, and summarized to permit the preparation of the Schedule of 
Federal Debt in accordance with U.S. generally accepted accounting 
principles and (2) transactions related to the Schedule of Federal Debt 
are executed in accordance with provisions of applicable laws, including 
those governing the use of budget authority, regulations, contracts, and 
grant agreements, noncompliance with which could have a material effect 
on the Schedule of Federal Debt. 

Because of its inherent limitations, internal control over financial reporting 
may not prevent, or detect and correct, misstatements due to fraud or 
error. We also caution that projecting any evaluation of effectiveness to 
future periods is subject to the risk that controls may become inadequate 
because of changes in conditions, or that the degree of compliance with 
the policies or procedures may deteriorate. 

 

Definition and Inherent 
Limitations of Internal 
Control over Financial 
Reporting 
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In our opinion, the Schedules of Federal Debt present fairly, in all material 
respects, Federal Debt Managed by Fiscal Service and the related 
Accrued Interest Payables and Net Unamortized Premiums and 
Discounts as of September 30, 2017, and 2016, and the related increases 
and decreases for the fiscal years then ended in accordance with U.S. 
generally accepted accounting principles. 

 
In our opinion, although certain internal controls could be improved, Fiscal 
Service maintained, in all material respects, effective internal control over 
financial reporting relevant to the Schedule of Federal Debt as of 
September 30, 2017, based on criteria established under FMFIA. 

We identified a significant deficiency in Fiscal Service’s internal control 
over financial reporting, which although not a material weakness, is 
important enough to merit the attention of those charged with governance 
of Fiscal Service.5 This deficiency, described in more detail below, 
concerns Fiscal Service’s information system controls. We considered 
this significant deficiency in determining the nature, timing, and extent of 
our audit procedures on Fiscal Service’s fiscal year 2017 Schedule of 
Federal Debt. 

Although the significant deficiency in internal control did not affect our 
opinion on Fiscal Service’s fiscal year 2017 Schedule of Federal Debt, 
misstatements may occur in other financial information reported by Fiscal 
Service and not be prevented, or detected and corrected, on a timely 
basis because of this significant deficiency. 

We will be reporting additional details concerning this significant 
deficiency separately to Fiscal Service management, along with 
recommendations for corrective actions. We also identified other 
deficiencies in Fiscal Service’s internal control over financial reporting 
relevant to the Schedule of Federal Debt that we do not consider to be 
material weaknesses or significant deficiencies. Nonetheless, these 
deficiencies warrant Fiscal Service management’s attention. We have 
communicated these matters to Fiscal Service management and, where 
appropriate, will report on them separately. 

                                                                                                                       
5A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
over financial reporting that is less severe than a material weakness, yet important enough 
to merit attention by those charged with governance. 
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During our fiscal year 2017 audit, we identified new deficiencies in 
information system controls that along with unresolved control 
deficiencies from prior audits collectively represent a significant deficiency 
in Fiscal Service’s internal control over financial reporting. Specifically, we 
identified deficiencies related to information system general controls in 
the areas of security management, access controls, and configuration 
management.6 

For most of these deficiencies, Fiscal Service either had not developed 
and implemented adequate policies and procedures or was not 
consistently following its policies and procedures. For example, within the 
distributed environment, we identified instances in which (1) known 
vulnerabilities for servers were not being remediated on a timely basis 
and some vulnerabilities remained unresolved for more than a year,  
(2) servers could be accessed through generic local administrator 
accounts, and (3) servers were being scanned against outdated 
benchmarks resulting in ineffective monitoring of implemented 
configuration settings against baseline security requirements. Within the 
mainframe environment, we also identified a number of instances in 
which mainframe security controls were not employed in accordance with 
the concept of least privilege—some of which represent potentially 
significant security exposures. Additionally, within both the distributed and 
mainframe environments, we identified instances in which Fiscal Service 
was utilizing information system components that are no longer supported 
by the vendor. 

Fiscal Service relies on a number of information systems to manage the 
federal debt. Ongoing reorganization within Fiscal Service—particularly 
within Information and Security Services (ISS), which is the organizational 
unit responsible for many of the information system general controls—
continued to occur in fiscal year 2017, and a number of key ISS positions 
were vacant during portions of the fiscal year. Ongoing change can 
introduce risks, such as the risk that controls will not be performed as 
designed because of unclear assignment of responsibilities for certain 
                                                                                                                       
6Security management provides a framework and continuing cycle of activity for managing 
risk, developing security policies, assigning responsibilities, and monitoring the adequacy 
of the entity’s computer-related controls. Access controls limit or detect access to 
computer resources such as data, programs, equipment, and facilities, thereby protecting 
them against unauthorized modification, loss, and disclosure. Configuration management 
prevents unauthorized changes to information system resources, such as software 
programs and hardware configurations, and provides reasonable assurance that systems 
are configured and operating securely and as intended. 
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processes, which may have contributed to some of the new control 
deficiencies we identified. Also, continued change could hamper Fiscal 
Service’s ability to effectively and timely resolve the identified control 
deficiencies and may result in additional control deficiencies. 

Many of the information system general control deficiencies we identified 
had not been detected by Fiscal Service. Additionally, certain previously 
reported general control deficiencies that Fiscal Service informed us it 
had addressed continued to be present. The potential effect of these new 
and continuing deficiencies on the Schedule of Federal Debt financial 
reporting for fiscal year 2017 was mitigated primarily by Fiscal Service’s 
compensating management and reconciliation controls designed to detect 
potential misstatements on the Schedule of Federal Debt. Nevertheless, 
these general control deficiencies increase the risk of unauthorized 
access to, modification of, or disclosure of sensitive data and programs 
and disruption of critical operations and collectively represent a significant 
deficiency in Fiscal Service’s information system controls. Addressing this 
significant deficiency will require increased focus on assessing risks 
associated with continued change, designing and implementing effective 
controls to address such risks, and monitoring the effectiveness of 
controls. Continued and consistent management commitment and 
attention will be essential to addressing existing deficiencies and 
improving Fiscal Service’s information system general controls. 

 
 

Fiscal Service’s other information contains a wide range of information, 
some of which is not directly related to the Schedules of Federal Debt. 
This information is presented for purposes of additional analysis and is 
not a required part of the Schedules of Federal Debt. We read the other 
information included with the Schedules of Federal Debt in order to 
identify material inconsistencies, if any, with the audited Schedules of 
Federal Debt. Our audit was conducted for the purpose of forming an 
opinion on the Schedules of Federal Debt. We did not audit and do not 
express an opinion or provide any assurance on the other information. 
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In connection with our audits of the Schedules of Federal Debt, we tested 
compliance with selected provisions of applicable laws, regulations, 
contracts, and grant agreements consistent with our auditor’s 
responsibility discussed below. We caution that noncompliance may 
occur and not be detected by these tests. We performed our tests of 
compliance in accordance with U.S. generally accepted government 
auditing standards. 

 

Fiscal Service management is responsible for complying with laws, 
regulations, contracts, and grant agreements applicable to Fiscal Service. 

 
Our responsibility is to test compliance with selected provisions of laws, 
regulations, contracts, and grant agreements applicable to Fiscal Service 
that have a direct effect on the determination of material amounts and 
disclosures in the Schedules of Federal Debt, and perform certain other 
limited procedures. Accordingly, we did not test compliance with all laws, 
regulations, contracts, and grant agreements applicable to Fiscal Service. 

 
Our tests for compliance with selected provisions of applicable laws, 
regulations, contracts, and grant agreements disclosed no instances of 
noncompliance for fiscal year 2017 that would be reportable under U.S. 
generally accepted government auditing standards. However, the 
objective of our tests was not to provide an opinion on compliance with 
laws, regulations, contracts, and grant agreements applicable to Fiscal 
Service. Accordingly, we do not express such an opinion. 

 
The purpose of this report is solely to describe the scope of our testing of 
compliance with selected provisions of applicable laws, regulations, 
contracts, and grant agreements, and the results of that testing, and not 
to provide an opinion on compliance. This report is an integral part of an 
audit performed in accordance with U.S. generally accepted government 
auditing standards in considering compliance. Accordingly, this report on 
compliance with laws, regulations, contracts, and grant agreements is not 
suitable for any other purpose. 
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In commenting on a draft of this report, Fiscal Service concurred with our 
conclusions. The complete text of Fiscal Service’s response is reprinted 
in appendix II. 

 
Dawn B. Simpson 
Director 
Financial Management 
 and Assurance 

November 2, 2017 
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Overview on Federal Debt Managed by the Bureau of the Fiscal Service 
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Notes to the Schedules of Federal Debt Managed by the Bureau of the Fiscal 
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