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INFORMATION TECHNOLOGY

Federal Motor Carrier Safety Administration Needs to
Strengthen Its Strategic Planning and Oversight to
Modernize Legacy Systems

What GAO Found

The Federal Motor Carrier Safety Administration (FMCSA) initiated a
modernization effort in 2011 and developed an information technology (IT)
strategic plan that describes the technical strategy, vision, mission, direction, and
goals and objectives to support the agency’s mission; however, the plan lacks
timelines to guide FMCSA'’s goals and strategies. In addition, the agency has not
completed a modernization plan for its existing IT systems that includes scope,
an implementation strategy, schedule, results-oriented goals, and measures,
although it has recently awarded a contract to develop such a plan. The Acting
Chief Information Officer (CIO) said that updating FMCSA’s IT strategic plan had
not been a priority for the agency. However, without a complete IT strategic plan,
FMCSA will be less likely to move toward its ultimate goal of modernizing its
aging legacy systems.

FMCSA has begun to address leading practices of IT governance, but its
investment governance framework does not adequately establish an investment
board, select and reselect investments, and provide investment oversight.
Specifically, regarding the practice of establishing an IT investment review board,
FMCSA has not yet clearly defined roles and responsibilities for key working
groups and individuals, including the Office of the CIO. Regarding selecting and
reselecting IT investments, FMCSA requires participation and collaboration
during the select phases for all IT investments; however, it lacks procedures for
selecting new investments and reselecting investments that are already
operational for continued funding. According to the Acting CIO, the agency is
currently drafting these procedures and intends to finalize them by the end of
May 2017. Regarding the practice of IT investment oversight, the agency has
policies and procedures to ensure that corrective actions and related efforts are
executed and tracked, but they have not yet been fully implemented by the three
boards. These weaknesses are due to the agency not adhering to its IT orders
that establish its governance structure. As a result, FMCSA lacks adequate
visibility into and oversight of IT investment decisions and activities, which could
ultimately hinder its modernization efforts.

FMCSA had not fully ensured that the four systems GAO selected to review are
effectively meeting the needs of the agency because none of the program offices
completed operational analyses as required by the Office of Management and
Budget (OMB). However, as part of its capital planning and investment control
process, FMCSA assessed the four key factors of an operational analysis—
costs, schedules, investment performance, and customer and business needs.
One of the selected programs had partially implemented all four of these factors;
two programs had partially implemented one factor, and one program had not
addressed any of these factors. This was due to FMCSA not having guidance for
conducting operational analyses for investments in operations and maintenance.
Until FMCSA fully reviews its operational investments, the agency will lack
assurance that these systems meet mission needs.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

July 13, 2017

The Honorable John Thune

Chairman

The Honorable Bill Nelson

Ranking Member

Committee on Commerce, Science, and Transportation
United States Senate

The Honorable Bill Shuster

Chairman

The Honorable Peter DeFazio

Ranking Member

Committee on Transportation and Infrastructure
House of Representatives

The mission of the Department of Transportation’s (DOT) Federal Motor
Carrier Safety Administration (FMCSA) is to reduce crashes, injuries, and
fatalities involving the more than 500,000 commercial motor carriers (i.e.,
large trucks and buses) operating in the United States. Information
technology (IT) systems and infrastructure serve as a key enabler for
FMCSA to achieve its mission of preventing crashes and saving lives.
The agency reported spending about $46 million for its IT investments in
fiscal year 2016.

The Fixing America’s Surface Transportation Act, which was enacted in
December 2015, included a provision calling for us to review FMCSA’s IT,
data collection, and management systems." Our specific objectives were
to (1) assess the extent to which the agency has plans to modernize its
existing systems, (2) assess the extent to which FMCSA has
implemented an IT governance structure, and (3) determine the extent to
which FMCSA has ensured selected IT systems are effective.

To address the first objective, we obtained and evaluated FMCSA
documentation on modernizing its systems, including its IT strategic plan
and IT modernization plans. We analyzed whether these plans complied
with best practices for IT strategic planning that we have previously

"Pub. L. No. 114-94, 129 Stat. 1312, 1552-53 § 5504 (Dec. 4, 2015).
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identified.? These practices include developing a strategic plan that
defines the agency'’s vision and provides a road map to help align
information resources with business strategies and investment decisions.
We also interviewed agency officials in the Office of Information
Technology; and the Enforcement and Compliance, Information Security,
and Privacy divisions, among others, to discuss the agency’s plans to
modernize existing systems.

To address the second objective, we evaluated agency documentation,
including executive board meeting minutes and briefings, charters, and
governance orders, against critical processes found in GAO’s IT
investment management framework that provides a method for evaluating
and assessing how well an agency is selecting and managing its IT
resources.® We specifically focused on key processes identified in the
framework for instituting an investment board to manage its investments,
selecting and reselecting investments that meet business needs, and
providing investment oversight. We also interviewed agency officials in
the Office of Information Technology; and the Enforcement and
Compliance, Information Security, and Privacy divisions to better
understand FMCSA'’s governance structure.

To address the third objective, we selected existing IT systems to
determine the extent that FMCSA has ensured they are effectively
meeting the needs of the agency. In selecting these systems, we
identified the systems in FMCSA'’s fiscal year 2016 IT portfolio summary
submitted to the Office of Management and Budget (OMB) that had
planned operations and maintenance (O&M) spending funds for fiscal
year 2017.4 Our criteria focused on selecting at least one major system,

2GAO, Library of Congress: Strong Leadership Needed to Address Serious Information
Technology Management Weaknesses, GAO-15-315 (Washington, D.C.: Mar. 31, 2015).
We derived criteria for effective IT strategic planning based on requirements of OMB
Circular A-130, Management of Federal Information Resources. The Office of
Management and Budget required that agencies develop such a plan to support the
agency’s overall enterprise-wide strategic plan and provide a description of how IT-related
activities are expected to help accomplish the agency-wide mission, goals, and objectives.

3GAO, Information Technology Investment Management: A Framework for Assessing and
Improving Process Maturity (Supersedes AIMD-10.1.23), GAO-04-394G (Washington,
D.C.: March 2004).

40&M investments consist of existing legacy systems (i.e., steady state) and systems that
are in both development and O&M (known as mixed life cycle).
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as defined by OMB;® and at least one mission critical system, as defined
by FMCSA. Further, we aimed to select systems that were not included in
a recent GAO or inspector general review that examined program
effectiveness. Based on these criteria, we selected four investments for
our review:

« Aspen is a non-major investment® that is a desktop application which
collects commercial driver/vehicle inspection details and creates and
prints a vehicle inspection report. In fiscal year 2016, the agency
reported that O&M costs for Aspen was $138,000.

e Motor Carrier Management Information System (MCMIS) is a non-
major information system that captures data from field offices and is
the authoritative source for inspection, crash, compliance review,
safety audit, and registration data. In fiscal year 2016, the agency
reported that the O&M cost for MCMIS was $221,000.

« Safety Enforcement Tracking and Investigation System (Sentri) is a
non-major investment that is currently used to facilitate safety audits
conducted by FMCSA and state users. FMCSA program officials told
us that Sentri involves two primary components: the New Entrant
Program component that has been operational since May 2010 and
the Compliance, Safety, and Accountability component that is
currently under development (also known as Sentri 2.0 and Sentri 2.1,
respectively). In fiscal year 2016, FMCSA reported spending about
$3.1 million on Sentri, of which about $138,000 was spent on O&M for
the existing component.

« Unified Registration System (URS) is a major system that, when fully
deployed, is intended to replace existing registration systems with a
single comprehensive, online system and provide FMCSA-regulated
entities a more efficient means of submission and manipulation of
data pertaining to registration applications. The system is expected to
be delivered in three phases: the first phase was delivered in March
2014, the second phase was delivered in December 2015, and the
delivery of the final phase is to be determined. In fiscal year 2016,

SOMB defines a major IT investment as a system or an acquisition requiring special
management attention because it has significant importance to the mission or function of
the agency, a component of the agency, or another organization; has significant program
or policy implications; has high executive visibility; has high development, operating, or
maintenance costs; is funded through other than direct appropriations; or is defined as
major by the agency’s capital planning and investment control process.

50MB defines a non-major IT investment as any initiative or investment not meeting the
definition of a major investment, but is part of an agency’s IT portfolio.
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FMCSA reported spending about $3.8 million on URS, of which about
$332,000 was for O&M of the capabilities already delivered.

We compared FMCSA’s IT documentation on the performance of the
selected systems (i.e., business cases and performance management
reviews) to OMB criteria on operational analysis that provides guidance to
help agencies ensure their existing investments are effective.’

We also conducted interviews with selected users to obtain their insight
into whether the identified systems were meeting their needs and whether
they had faced any challenges in using these systems. Specifically,
based on recommendations from agency officials in the Office of
Information Technology; the Enforcement and Compliance, Information
Security, and Privacy divisions; and industry stakeholder
representatives,® we selected 22 system users from the following groups:
FMCSA users, state agencies, law enforcement officials, and private
sector individuals involved in the motor carrier industry. Our selection
included at least one representative from each of these user groups.
Additional details on our objectives, scope, and methodology are
contained in appendix |.

We conducted this performance audit from April 2016 to July 2017 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

FMCSA was established within DOT in January 2000 and was tasked
with promoting safe commercial motor vehicle operations and preventing
large truck and bus crashes, injuries, and fatalities. The commercial motor
carrier industry is a vital part of the U.S. economy and, as of December
2015, FMCSA estimated that there were 551,150 active carriers and

7OMB, Preparation, Submission, and Execution of the Budget, Circular No. A-11 (July
2016); OMB Memorandum M-10-27 (June 2010), requires agencies to establish a policy
for performing operational analyses on existing investments as a part of managing and
monitoring investment baselines.

8The Commercial Vehicles Safety Alliance is an industry stakeholder that works with
FMCSA to address motor carrier safety issues.
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approximately 6 million commercial drivers operating in the United
States.® The domestic commercial motor carrier industry covers a range
of businesses, including private and for-hire freight transportation,
passenger carriers, and specialized transporters of hazardous
materials.'® These carriers also range from small carriers with only one
vehicle that is owned and operated by a single individual, to large
corporations that own thousands of vehicles.

In carrying out its mission, FMCSA is responsible for four key safety
service areas.

« Registration Services: Motor carriers are required to register with
FMCSA;"" have insurance; and attest that they are fit, willing, and
able to follow safety standards. Vehicles must be properly registered
and insured with the state of domicile and are subject to random and
scheduled inspections by both state and FMCSA agents. Drivers must
have a valid commercial driver’s license issued by their state of
residence and pass a physical examination as evidenced by a current
valid medical card every 2 years. In calendar year 2015, there were
57,358 active interstate new entrant carriers that registered with
FMCSA.

« Inspection Services: Conducting roadside inspections is central to
FMCSA'’s mission. States and, to a lesser extent, FMCSA staff,
perform roadside inspections of vehicles to check for driver and
maintenance violations and then provide the data from those
inspections to the agency for analysis and determinations about a
carrier’s safety performance. FMCSA also obtains data from the
reports filed by state and local law enforcement officers when
investigating commercial motor vehicle accidents or regulatory
violations. The agency provides grants to states that may be used to

9According to FMCSA officials, this estimate of drivers includes intrastate non-hazardous
materials carriers, but the number of carriers does not.

"Private carriers run an internal trucking operation to support a primary business in
another industry, such as a retail store chain, while for-hire carriers sell their trucking
services on the open market.

11Companies that operate commercial vehicles transporting passengers or hauling cargo
in interstate commerce must be registered with the FMCSA and must have a DOT number
(a unique identifier) when collecting and monitoring a company’s safety information
acquired during audits, compliance reviews, crash investigations, and inspections. Also,
commercial intrastate hazardous materials carriers who haul types and quantities
requiring a safety permit must register for a DOT number.
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offset the costs of conducting roadside inspections and improve the
quality of the crash data the states report to it. In addition, the field
offices in each state, known as divisions, have investigators who
conduct compliance reviews of carriers identified by state inspection
and other data as unsafe or at risk of being unsafe. FMCSA and its
state partners conduct about 3.4 million inspections a year.

o Compliance Services: FMCSA monitors and ensures compliance
with regulations governing both safety and commerce. The
compliance review process is performed by safety auditors and
investigators who collect safety compliance data by visiting a motor
carrier’s location to review safety and personnel records. In the
instances of new carriers entering the commercial market, FMCSA
audits these carriers within 12 months of service. In 2015, FMCSA
conducted 14,656 investigations and 30,000 new entrant safety
audits, and sent about 21,000 warning letters. FMCSA uses data
collected from motor carriers, federal and state agencies, and other
sources to monitor motor carrier compliance with the Federal Motor
Carrier Safety Regulations and Hazardous Materials Regulations.
These data are also used to evaluate the safety performance of motor
carriers, drivers, and vehicle fleets. The agency uses the data to
characterize and evaluate the safety experience of motor carrier
operations to help federal safety investigators focus their enforcement
resources by identifying the highest-risk carriers, drivers, and
vehicles.

« Enforcement Services: FMCSA is responsible for bringing legal
action against companies that are not in compliance with motor carrier
safety policies. In fiscal year 2015, FMCSA closed 4,766 enforcement
cases.?

FMCSA's estimated budget for fiscal year 2017 is approximately $794.2
million. The agency employs more than 1,000 staff members who are
located in its Washington, D.C., headquarters, 4 regional service centers,
and 52 division offices.

Overview of FMCSA's IT
Environment

FMCSA'’s Chief Information Officer (CIO)"® oversees the development,
implementation, and maintenance of the IT systems and infrastructure

2These cases included civil penalties or fines, and out of service orders which shut down
motor carriers until certain deficiencies were corrected.

13as of June 30, 2017, the current FMCSA'’s CIO was in an acting position.
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that serve as the key enabler in executing FMCSA’s mission. The CIO
reports directly to the Chief Safety Officer within FMCSA’s Office of
Information Technology. This office supports a highly mobile workforce by
operating the agency’s field IT network of regional and state service
centers, and ensuring that inspectors have the tools and mobile
infrastructure necessary to perform their roadside duties. In addition, the
office supports FMCSA headquarters, regional, and state service centers,
which depend on the agency’s IT infrastructure including servers, laptops,
desktops, printers, and mobile devices. Currently, the Office of
Information Technology is undergoing a reorganization to establish an
Office of the CIO. While a revised structure has been proposed, it has not
yet been approved.

Of its total budget, in fiscal year 2017, FMCSA’s expected IT budget is
$58 million, of which approximately 60 percent ($34.4 million) is to be
spent on the O&M of existing systems.' In fiscal year 2013, the Office of
Information Technology led an effort to establish a new IT portfolio that
was intended to provide FMCSA with the ability to look across the
investments in these portfolios and identify the linkages of business
processes and strategic improvement opportunities to enhance mission
effectiveness. To do so, the office implemented a product development
team to integrate activities within and across the portfolio, interacting with
business and program stakeholders. Specifically, it established four key
safety process areas—registration, inspection, compliance, and
enforcement—and two operations process areas—mission support
systems and infrastructure.

« The registration portfolio includes systems that process and review
applications for operating authority.

« The inspection portfolio includes systems that aid inspectors in
conducting roadside inspections of large trucks and buses and ensure
inspection data are available and useable.

“EMCSA'S IT budget covers two categories of spending: (1) O&M of existing systems and
(2) new investments for modernization (often referred to as development, modernization,
and enhancement). O&M investments consist of existing legacy systems (also known as
steady state) and systems that are in both development and O&M (known as mixed life
cycle). O&M funds refer to the expenses required for general upkeep of the agency’s
existing systems. Funds for modernization support projects and activities that lead to new
systems, or changes and modifications to existing systems that substantively improve
capability or performance to better support FMCSA'’s mission and business functions.
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« The compliance portfolio includes systems that help investigators to
identify and investigate carriers for safe operations and maintain high
safety standards to remain in the industry.

« The enforcement portfolio includes systems to assist the agency in
ensuring that carriers and drivers are operating in compliance with
regulations.

« The mission support portfolio includes systems and services that
crosscut multiple portfolios.

« The infrastructure portfolio includes those systems that provide
support services, hardware, software, licenses, and tools.

As of August 2016, FMCSA had identified and categorized 40
investments in its IT portfolio, as described in table 1.

_______________________________________________________________________________________________________________|
Table 1: Federal Motor Carrier Safety Administration’s (FMCSA) Information Technology (IT) Portfolio, as of August 2016

Portfolio name

Investment name

Description of investment

Registration

Unified Registration System
(URS)

Single comprehensive, online system that is intended to replace the existing
registration systems and provide FMCSA regulated entities a more efficient
means of submission and manipulation of data pertaining to registration
applications.

Operating Authority
Management

Information system that allows authorized federal and state users to retrieve
license and insurance information, as well as access information
referencing the status of commercial motor carriers and hazardous material
shippers.

Licensing & Insurance

Database that is the current authoritative source for licensing and insurance
data of for-hire commercial motor carriers.

Motor Carrier Management
Information System (MCMIS)
(registration function only)

Information system that captures data from field offices. FMCSA'’s
authoritative source for inspection, crash, compliance review, safety audit,
and registration data.

Inspection

Integrated Inspection
Management System (lIMS)

A single system for multiple platforms that will enable the inspector to
perform checks and ensure proper selection of high—risk carriers for
roadside inspections and is intended to provide states with access to real
time inspection data.

Query Central

Web-based application that retrieves safety compliance and enforcement
data on commercial motor vehicle drivers, vehicles, and carriers from
multiple sources using a single input. The response data is analyzed and
summarized before being presented in the user’s browser.

Safety and Fitness Electronic
Records

Website that displays carrier information available to the public, a store and
forward mailbox system, secondary databases, and communication links. It
handles user queries, database refreshes, and inbound data transfers.

SAFETYNET

Database management system that allows entry, access, analysis, and
reporting of data from driver/vehicle inspections, crashes, compliance
reviews, assignments, and complaints.
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Portfolio name

Investment name

Description of investment

Aspen

Desktop application that collects commercial driver/vehicle inspection
details.

Inspection Selection System

Tool used on the roadside to screen motor carrier vehicles and determine
the usefulness of conducting an inspection.

Commercial Driver’s License
Information System Access

Software used to retrieve driver status and conviction history reports.

Electronic Logging Device

Tool used to reduce the paperwork burden associated with the hours-of-
service recordkeeping.

Compliance Safety Enforcement Tracking Mobile application used for safety audits and interventions.

and Investigation System

(Sentri)

Automated Commercial System to support the new risk-based prioritization approach. Web-based

Environment application, which houses online data analysis tools that help managers
continually assess carrier risk, based on current roadside performance.

Safety Measurement System System used to identify and prioritize motor carriers for interventions,
including automated warning letters and investigations.

National Registry of Certified Registry that transfers the medical examiner’s driver medical certification

Medical Examiners information electronically from the national registry system to a state driver
licensing agency for commercial motor vehicle drivers.

Drug and Alcohol Clearinghouse Clearinghouse that is intended to improve safety by ensuring the
effectiveness of employer testing programs, capture positive test results for
querying, and provide status to help with future hazard programs.

ProVu Viewer which allows federal, state, and private industry users to
electronically analyze standard motor carrier safety profile reports available
from FMCSA. This application displays nearly every data element found on
the hard-copy version of the carrier profile in an easy-to-understand format
that can be sorted, filtered, and optimized by users.

Compliance Analysis and Information system used for preparing compliance reviews and safety

Performance Review Information audits, as well as specialized cargo tank facility reviews, and hazardous
material shipper reviews. It includes worksheets for collecting (1) hours of
service data, (2) driver qualification data, and (3) drug and alcohol
compliance data. It also creates the preliminary carrier safety fitness rating
and various reports for motor carriers.

Automated Compliance Review Web based system to track state implementation of regulations as part of

System state compliance reviews.

Enforcements CaseRite Case management system that assists in the creation of legal enforcement

cases for federal prosecution of violations of the Federal Motor Carrier
Safety Regulations and the Federal Hazardous Material Regulations
violations. It allows FMCSA to produce a uniform, binding, legal case
document against a carrier or driver.

Enforcement Management
System

Case management system that is FMCSA’s authoritative source for all
enforcement actions brought against commercial motor vehicles and their
subjects.

Uniform Fine Assessment

Tool that performs the calculation of a uniform and reasonable fine amount
based on the nature of the violations and the various criteria set forth in the
Federal Motor Carrier Safety Regulations.
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Portfolio name Investment name

Description of investment

Violation Update Utility

Database that stores violation information and captures information that
allows for the calculation of safety ratings and penalty assessments.

Electronic Document
Management System

Repository for storage and retrieval of FMCSA documents including
compliance review, enforcement case, and safety audit documents.

Mission Support Portal
Systems

Website that manages various web services to transfer data between
internal and external systems and users to provides users single sign on to
users to access applications.

Enterprise Data Management

Tool that defines, integrates, and retrieves data from both internal
applications and external communications.

Business Intelligence — Analysis
and Information (A&l) Online

Tool that analyzes and transforms motor carrier raw data into useful and
actionable information.

MCMIS

Information system that captures data from field offices. FMCSA’s
authoritative source for inspection, crash, compliance review, safety audit,
and registration data. This is a legacy enterprise mission support system.

Guard/Electronic Field
Operations Training Manual

Online training manual for field users.

Performance and Registration
Information Systems
Management

Program that includes the commercial vehicle registration process and the
motor carrier safety improvement process to identify motor carriers and hold
them responsible for the safety of their operation. It ties vehicle registration
to the safety of the commercial vehicle company responsible for the vehicle.
This is a legacy enterprise mission support system.

DataQs and Other Mission
Support Systems

System that allows the public to request a review of the quality of
information provided by FMCSA.

Analysis and Information Online

Web-based tool designed to provide access to descriptive statistics and
analyses regarding commercial vehicle, driver, and carrier safety
information.

Infrastructure IT Security

Tools that provide protection of information and assets.

Telecommunications

Tools that provide telecommunication and network services.

Help and Service Desk

Systems for help and service centers.

Hosting Data Center

Data centers that provide host centers and servers for all IT related
systems.

Workplace Computing

System that operates and maintains field computing and mobile devices.

Communication and Productivity
Tools

Tools that provide maintenance and enhancements for internal and external
websites.

Information Technology Services

Support services for development, implementation, and maintenance of IT
functional areas.

Source: GAO analysis of FMCSA data. | GAO-17-488

According to the Acting CIO, by creating the IT portfolio, the agency
determined that the functionality of these investments was not redundant,
but that the aging legacy systems were in need of modernization. Further,
the Acting CIO stated that the agency is planning to consolidate many of
the systems that are in O&M, which, as of fiscal year 2016, had a
combined cost of $2.9 million.

Page 10

GAO-17-488 Information Technology



FMCSA Modernization
Efforts

FMCSA has acknowledged the need to upgrade its aging systems to
improve data processing and data quality, and reduce system
maintenance costs. Accordingly, in 2013, it began a modernization effort
that includes both developing new systems and retiring legacy systems
for each of its four key safety process areas—registration, inspection,
compliance, and enforcement.

To modernize its registration systems, in 2013, the agency began
developing the URS system to streamline and strengthen the
registration process. When fully implemented, URS is intended to
replace the current registration systems with a single, online federal
system. Program officials stated that the Licensing and Insurance
system, Operations Authority Management system, and the
registration function in MCMIS are to be retired upon URS’s
deployment. The Acting CIO stated that the agency has not
determined when URS will be fully deployed.

To modernize its inspection systems, FMCSA began planning efforts
in 2014 to develop Integrated Inspection Management System (IIMS),
which is intended to provide inspectors with a single system to
perform checks. As of May 2017, the agency was still in the planning
stage of this effort, as it was assessing the current state of its
inspection processes and data management systems, and planning to
issue a report detailing actions the agency needs to take. According to
officials from the Office of Information Technology, subsequent to this
report, a detailed analysis will be conducted, including development of
acquisition and development plans. According to agency officials, its
six operational inspection systems—Query Central, Safety and
Fitness Electronic Records, SAFETYNET, Aspen, Inspection
Selection System, and Commercial Driver’s License Information
System Access—are intended to be retired upon deployment of 1IMS.

To modernize its compliance systems, FMCSA began developing
Sentri 2.1. According to the Acting CIO, the agency’s three legacy
compliance systems—ProVu, National Registry of Certified Medical
Examiners, and Compliance Analysis and Performance Review
Information—are to be retired upon deployment of Sentri 2.1. As of
May 2017, agency officials from the Office of Information Technology
stated they have stopped the development of Sentri 2.1.

To modernize its enforcement systems, FMCSA intends to migrate
the functionality of its current enforcement systems into an existing
mission support system. Specifically, the functionality of FMCSA'’s
three operational enforcement systems—CaseRite, Electronic
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FMCSA's Plans to
Modernize Existing
Systems Are Not
Complete

Management Information System, and Uniform Fine Assessment—is
to be migrated into its Portal system, which is a website that provides
users a single sign-on to access applications. The agency did not
provide a date for when this effort is expected to be completed.

A federal agency'’s ability to effectively and efficiently maintain and
modernize its existing IT environment depends, in large part, on how well
it employs certain IT management controls, including strategic planning.
Strategic planning is essential for an agency to define what it seeks to
accomplish, identify strategies to efficiently achieve the desired results,
and effectively guide modernization efforts. Key elements of IT strategic
planning include establishing a plan with well-defined goals, strategies,
measures, and timelines to guide these efforts.'® Our prior work stressed
that an IT strategic plan should define the agency’s vision and provide a
road map to help align information resources with business strategies and
investment decisions.'®

Additionally, as we have previously reported, effective modernization
planning is essential. Such planning includes defining the scope of the
modernization effort, an implementation strategy, and a schedule, as well
as establishing results-oriented goals and measures."’

However, FMCSA lacks complete plans to guide its systems
modernization efforts. Specifically, the agency’s IT strategic plan lacks
key elements. While the agency has an IT strategic plan that describes
the technical strategy, vision, mission, and direction for managing its IT
modernization programs, and defines the strategic goals and objectives to
support its mission, the plan lacks timelines to guide its goals and
strategies related to integrated project planning and execution, IT
security, and innovative IT business solutions, among others. For
example, there were no identified milestones for achieving efficient,

SGAO, Information Resources Management: Comprehensive Strategic Plan Needed to
Address Mounting Challenges, GAO-02-292 (Washington, D.C.: Feb. 22, 2002).

8GAO, Library of Congress: Strong Leadership Needed to Address Serious Information
Technology Management Weaknesses, GAO-15-315 (Washington, D.C.: Mar. 31, 2015)
and Social Security Administration: Improved Planning and Performance Measures Are
Needed to Help Ensure Successful Technology Modernization, GAO-12-495 (Washington,
D.C.: Apr. 26, 2012).

YGAO, Information Technology: HUD’s Expenditure Plan Satisfied Statutory Conditions;

Sustained Controls and Modernization Approach Needed, GAO-14-283 (Washington,
D.C.: Feb. 12, 2014).
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consolidated, and reliable IT solutions for IT modernization that meet the
changing business needs of users and improve safety.

The Acting CIO acknowledged that the strategic plan is not complete and
that a date by which a revised plan will be completed has not been
established. The official further acknowledged that updating the current
strategic plan has not been a priority. However, until the agency
establishes a complete strategic plan, it is likely to face challenges in
aligning its information resources with its business strategies and
investment decisions.

In addition, FMCSA has not yet developed an effective modernization
plan that defines the overall scope, implementation strategy, and
schedule for its efforts. According to the Acting CIO, the agency has
recognized the need for such a plan and has recently awarded a contract
to develop one by June 2017. If FMSCA develops an effective
modernization plan and uses it to guide its efforts, it should be better
positioned to successfully modernize its aging legacy systems.

GAO'’s IT investment management framework is comprised of five
progressive stages of maturity that mark an agency’s level of
sophistication with regard to its IT investment management capabilities.
Such capabilities are essential to the governance of an agency’s IT
investments. At the Stage 2 level of maturity,'® an agency lays the
foundation for sound IT investment management to help it attain
successful, predictable, and repeatable investment governance
processes at the project level. These processes focus on the agency’s
ability to select, oversee, and review IT projects by defining and
developing its IT governance board(s) and documented processes for
directing the governance boards operations. According to the framework,
Stage 2 includes the following three processes:

« Instituting the investment board: As part of this process, an agency
is to establish an investment review board comprised of senior
executives, including the agency’s head or a designee, the CIO or

8The framework consists of five progressive stages of maturity, with Stage 1 representing
immature and undisciplined investment management structures and processes, and Stage
5 representing optimized maturity focused on continuous improvement. Stage 2—our
focus in this report—is where an agency builds the investment foundation and establishes
basic selection capabilities.
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other senior executive representing the CIO’s interests, and heads of
business units that are responsible for defining and implementing the
department’s IT investment governance process. The agency’s IT
investment process guidance should lay out the roles of investment
review boards, working groups, and individuals involved in the
agency’s IT investment processes.

« Selecting investments that meet business needs: As part of the
process for selecting and reselecting investments, an agency is to
establish and implement policies and procedures made by senior
executives that meet the agency’s needs. This includes selecting
projects by identifying and analyzing projects’ risks and returns before
committing any significant funds to them and selecting those that will
best support the agency’s mission needs.

« Providing investment oversight: This process includes establishing
and implementing policies and procedures for overseeing IT projects
by reviewing the performance of projects against expectations and
taking corrective action when these expectations are not being met.

FMCSA has partially addressed the three processes associated with
having a sound governance structure to manage its modernization efforts.
Table 2 provides a summary of the extent to which the agency’s IT
investment management structure implemented the key processes.

Table 2: Analysis of the Extent to Which the Federal Motor Carrier Safety
Administration’s Governance Structure Implemented Key Processes

Key process GAO assessment
Instituting an investment board ©
Selecting and reselecting investments ©
Providing investment oversight ©

e The agency provided evidence that it implemented all of this key process.
© The agency provided evidence that it implemented some, but not all, portions of this key process.

2 The agency did not provide any evidence that it implemented this key process.
Source: GAO analysis of agency data. | GAO-17-488.

With regard to establishing an IT investment review board, FMCSA
recently restructured its governance boards. Specifically, in January
2017, FMCSA finalized its IT governance order to have three major
governance boards that are to serve as the decision-making structure for
how IT investment decisions are made and escalated—the Executive
Management Team, the Technical Review Board, and the Change
Control Board.
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At the highest level, the Executive Management Team is to provide
strategic direction and decision making for major IT investments. The
team, which is to meet at least quarterly, is chaired by the FMCSA Deputy
Administrator. Below this team, the Technical Review Board is to provide
oversight for all IT investments and is chaired by the Director of the Office
of Information Technology Policy, Plans, and Oversight. According to the
governance order, this team is to meet monthly. Further, underneath the
Technical Review Board is the Change Control Board that has
responsibility for reviewing and approving system change requests
associated with a new system, a major release or modification to an
existing system, a change in contract funding, or a change in contract
scope. This board, which also is to meet monthly, is chaired by the
Enterprise Architect of the Office of Information Technology Policy, Plans,
and Oversight. Figure 1 depicts the agency’s governance structure.

Figure 1: Federal Motor Carrier Safety Administration (FMCSA) Governance Structure

» provides strategic direction and decision making for major information technology
(IT) investments

« chaired by the FMCSA Deputy Administrator and made up of senior leadership,
including the Chief Information Officer and Associate Administrators from each of
the major program areas and support organizations

) meets at least quarterly
Executive

Management
Team « provides oversight for IT investments
» chaired by the Director of Office of IT Policy, Plans, and Oversight
and is made up of senior leadership, including the directors of IT
operations and field support, IT security, and privacy

meets monthly
Technical

Review Board _

» review and approval of system change requests
associated with a new system, a major release or
modification to an existing system, a change in contract
funding, or a change in contract scope

» chaired by the Enterprise Architect of the Office of IT
Policy, Plans, and Oversight and includes representatives
from major program areas and support organizations

* meets monthly

Change
Control Board

Source: GAO analysis of agency data. | GAO-17-488

Nevertheless, FMCSA has not yet clearly defined roles and
responsibilities of all working groups and individuals involved in the
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agency’s IT governance process. For example, FMCSA’s governance
order calls for the Office of Information Technology Policy, Plans, and
Oversight to adopt specific IT performance measures, but does not define
the manner in which these measures should be tracked.

Moreover, in August 2016, the agency finalized an order that established
10 integrated functional areas of IT management and the development of
an Office of the CIO." However, FMCSA has not yet finalized a new
structure for the Office of the CIO or clearly defined how this office and
the CIO will manage, direct, and oversee the implementation of these
areas as it relates to the agency’s IT governance process. Further,
FMCSA officials have not identified time frames for doing so. Without
clearly defined roles and responsibilities for the agency’s working groups
and individuals involved in the governance process, FMCSA has less
assurance that its modernization investments will be reviewed by those
with the appropriate authority and aligned with agency goals.

With regard to selecting and reselecting IT investments, FMCSA'’s
January 2017 governance order requires participation and collaboration
of the IT system owner, business owner, IT planning staff, and
governance boards during the select phases for all investments.
However, the agency lacks procedures for selecting new modernization
investments and for reselecting investments that are already operational
(which makes up the majority of the agency’s IT portfolio) for continued
funding. For example, the order calls for the Executive Management
Team, comprised of senior executives, to make decisions regarding the
funding of the IT portfolio, among other things, and for the Technical
Review Board to provide recommendations to the team on the
prioritization of IT investments including the allocation of funds. However,
the order does not specify the procedures for approving the movement of
funds within the IT and capital planning and investment control portfolio.

According to the Acting CIO, FMCSA is currently drafting procedures for
selecting new investments and reselecting investments that are already
operational and intends to finalize the procedures by the end of May
2017. Upon establishing and implementing such procedures, FMCSA'’s
decision makers should have a common understanding of the process

The 10 integrated functional areas include IT oversight and strategy, technology
modernization, IT operations and field support, security and privacy, systems
development, web administration, capital planning and investment control, enterprise
architecture, records management, and e-government strategy.
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and the cost, benefit, schedule, and risk criteria that will be used to
reselect IT projects.

With regard to IT investment oversight, the agency’s order established
policies and procedures to ensure that governance bodies review
investments and track corrective actions to closure. However, the policies
and procedures for reviewing and tracking actions have not yet been fully
implemented by the three governance bodies. For example,

« The boards have not met regularly to review the performance of IT
investments, including those investments that are part of its
modernization efforts, against expectations. In particular, in calendar
year 2016, the Executive Management Team met once and the
Technical Review Board met four times. The Change Control Board
was not formally approved until January 2017 and, thus, has held no
meetings.

Also, while the Technical Review Board met four times in calendar
year 2016, none of the meetings discussed the cost, schedule,
performance, and risks for FMCSA’s major IT modernization
investment, systems in development, or existing systems. For
example, in February 2016, the IT Director presented to the board
members an overview of the statutory provisions commonly referred
to as the Federal Information Technology Acquisition Reform Act®
and their implications for FMCSA. In April 2016, the board members
were provided with an overview of OMB’s regulatory guidance for the
budget process. In addition, in August 2016, the Technical Review
Board met to discuss the planned fiscal year 2017 budget for its IT
investments and, in November 2016, the Director of the Office of
Information Technology discussed with board members the status of
the planning efforts for the IIMS project. The Acting CIO did not attend
any of the four meetings.

Further, neither the Executive Management Team nor the Technical
Review Board discussed with its members the transition of FMCSA’s
investments into the cloud environment, to include identifying any key

20pypb. L. No. 113-291, div. A, title VIII, subtitie D ,128 Stat. 3292, 3438-50 (Dec. 19,
2014). Among other things, this law requires OMB in consultation with agency CIOs to
develop standardized performance metrics, including cost savings, and to submit quarterly
reports to Congress on cost savings and reductions in duplicative information.
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risks.?' For example, in November 2016, over 70 issues regarding the
migration effort were identified by the contractor and a FMCSA official,
but none were discussed at the Technical Review Board or Executive
Management Team board meetings. As a result, program officials
stated that there were delays to program’s transition to the cloud
environment because additional time was needed to securely migrate
data from multiple legacy platforms into a new central database and
conduct further testing.

« Action items have been noted in meeting minutes, but have not been
fully addressed or updated to closure. For example, in August 2016,
the Capital Planning and Investment Control Coordinator, within the
Office of Information Technology, provided an overview of the fiscal
year 2017 budget to the Technical Review board members. As part of
this discussion, the Director of the Office of Information Technology
stated that, during the next board meeting, additional details would be
provided on the planned budget for fiscal year 2018. However, the
meeting minutes from November 2016 did not include any evidence
that this subject was discussed at the next meeting.

These weaknesses were due, in part, to the agency not adhering to its IT
orders and governance board charters, which establish FMCSA'’s
governance structure, as described above. As a result, the agency lacks
adequate visibility into and oversight of IT investment decisions and
activities, and cannot ensure that its investments are meeting cost and
schedule expectations and that appropriate actions are taken if these
expectations are not being met.

According to OMB guidance, the O&M phase is often the longest phase
of an investment and can consume more than 80 percent of the total
lifecycle costs. Thus, it is essential that agencies effectively manage this
phase to ensure that the investments continue to meet agency needs. As
such, OMB and DOT direct agencies to monitor all O&M investments
through operational analyses, which should be performed annually.
These analyses should include assessments of four key factors: costs,
schedules, investment performance (i.e., structured assessments of
performance goals), and customer and business needs (i.e., whether the

2"Cloud computing is a means for enabling on-demand access to shared and scalable
pools of computing resources with the goal of minimizing management effort or service
provider interaction. In 2015, FMCSA began transitioning its IT systems to the cloud
environment to improve access to systems, establish stronger system and data security,
and improve system response time.
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investment is still meeting customer and business needs, and identifies
any areas for innovation in the area of customer satisfaction).

FMCSA had not fully ensured that the selected systems—Aspen, MCMIS,
Sentri 2.0, and URS—uwere effectively meeting the needs of the agency.
Specifically, none of the program offices conducted the required
operational analyses for the four systems. The program offices stated
that, in lieu of conducting these analyses, they assessed the key factors
of costs, schedules, investment performance, and customer and business
needs as part of the capital planning and investment control process.
Nonetheless, only one program office (URS) partially met the four key
factors. Table 3 provides a summary of the extent to which the four
selected systems implemented the key operational analysis factors.

Table 3: Analysis of Extent to Which Selected Federal Motor Carrier Safety
Administration Systems’ Implemented Key Operational Analysis Factors

Key factor Aspen MCMIS Sentri 2.0 URS
Assess costs < < < [}
Assess schedules o < o ©
Assess investment

performance

Assess customer and P) o P) ©

business needs

e The agency provided evidence that it implemented all of this key factor.

© The agency provided evidence that it implemented some, but not all, portions of this key factor.
= The agency did not provide any evidence that it implemented this key factor.

Key: MCMIS= Motor Carrier Management Information System

Sentri = Safety Enforcement Tracking and Investigation System

URS = Unified Registration System

Note: Our review focused on the existing components of Sentri and URS and not the components
currently under development as part of the agency’s modernization efforts.

Source: GAO analysis of agency data. | GAO-17-488

« Aspen: The Aspen program office had partially implemented one of
the required operational analysis factors and had not implemented the
three other factors. Specifically, as part of its plans to modernize this
system, FMCSA had taken steps to assess customer and business
needs. For example, it reached out to users and found that 33 states
use Aspen and the remaining states use their own in-house
developed programs or third-party vendor-based systems. However,
while the agency collected feedback from users via phone calls and
meetings, it had not yet assessed this feedback, including identifying
any opportunities for innovation in the areas of customer satisfaction,
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strategic and business results, and financial performance. In addition,
the program office did not assess current costs against life-cycle
costs, perform a structured schedule assessment, or compare current
performance against cost baseline and estimates developed when the
investment was being planned.

e« MCMIS: The MCMIS program office had not implemented any of the
required operational analysis factors. Specifically, program officials
did not assess current costs against life-cycle costs, perform
structured assessments of schedule and performance goals, or
identify whether the investment supports business and customer
needs and is delivering the services it was designed to, including
identifying whether the system overlaps with other systems. This is
particularly concerning given that all seven users we interviewed
stated that the system does not interact well with other systems and
users have to access other systems to gather information that they
cannot obtain in MCMIS.

« Sentri 2.0: Sentri’'s program office partially implemented one of the
required operational analysis factors and did not implement the three
other factors for the component that has been operational since May
2010, also known as Sentri 2.0. Specifically, the program had partially
implemented assessments of customer and business needs by
reviewing Sentri 2.0 user needs as it develops the business and user
requirements for development of Sentri 2.1. However, while all five
users we interviewed stated that their feedback regarding Sentri was
provided to FMCSA, they were not sure whether the feedback was
being implemented. Moreover, the program office had not identified
whether the investment supports customer processes, as designed,
and is delivering the goods and services it was intended to deliver. In
addition, the program did not assess current costs against life-cycle
costs or perform structured schedule and performance goal
assessments.

« URS: The URS program office partially implemented four of the
required operational analysis factors for functionality of the system
that was delivered in December 2015. Specifically, the program office
developed a business case that outlines costs, schedules, investment
performance goals, and customer and business needs. Additionally,
the program office communicated with stakeholders through
meetings, conferences, webinars, and call centers. For example, it
has hosted over 30 webinars to better understand how the system is
working for the users. Nevertheless, the program office had not yet
conducted an analysis to assess current costs against life-cycle costs,
performed a structured assessment of the schedule or performance
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goals, or ensured the functionality delivered is operating as intended
and is meeting user needs. The need for conducting an analysis is
particularly pressing for this program since all four system users we
interviewed stated that URS is difficult to use and does not work as
intended: they stated that they are unable to complete filings, carrier
registration, and request changes to DOT numbers.

With regard to the deficiencies we identified, the Acting CIO stated that
the agency does not yet have FMCSA-specific guidance to assist
programs to conduct operational analyses on an annual basis. The Acting
CIlO stated that FMCSA has drafted guidance, including templates, to
assist programs in conducting these analyses and officials in the Office of
Information Technology stated that the agency planned to have the
guidance finalized by end of June 2017. While finalizing this guidance is a
positive step to assist programs in conducting operational analyses,
FMCSA does not adequately ensure its systems are effective at meeting
user needs. Until FMCSA fully reviews its O&M investments as part of its
annual operational analyses, the agency will lack assurance that these
systems meet mission needs, and the associated spending could be
wasteful.

While FMCSA has recognized the need to develop an effective
modernization plan and has awarded a contract to do so, it has not
completed an IT strategic plan needed for modernizing its existing legacy
systems. In addition, while the agency has established governance
boards for overseeing IT systems, these boards do not exhibit key
processes of a sound governance approach, such as ensuring corrective
actions are executed and tracked to closure. Further, FMCSA does not
have the processes in place for ensuring that systems currently in use are
meeting agency needs or for overseeing its IT portfolio. The four systems
we reviewed did not have completed operational analyses that show if a
system is, among other things, effective at meeting users’ needs. Until the
agency addresses shortcomings in strategic planning, IT governance, and
oversight, its progress in modernizing its systems will likely be limited and
the agency will be unable to ensure that the systems are working
effectively.

To help improve the modernization of FMCSA’s IT systems, we are
recommending that the Secretary of Transportation direct the FMCSA
Administrator to take the following five actions:
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o Update FMCSA’s IT strategic plan to include well-defined goals,
strategies, measures, and timelines for modernizing its systems.

« Ensure that the IT investment process guidance lays out the roles and
responsibilities of all working groups and individuals involved in the
agency’s governance process.

« Finalize the restructure of the Office of Information Technology,
including fully defining the roles and responsibilities of the CIO.

« Ensure that appropriate governance bodies review all IT investments
and track corrective actions to closure.

« Ensure that required operational analyses are performed for Aspen,
MCMIS, Sentri 2.0, and URS on an annual basis.

We provided a draft of this report to the Department of Transportation for
Agency Comments review and comment. In its written comments, reproduced in appendix Il,
and Our Evaluation the department concurred with our five recommendations.

The department also described actions that FMCSA has completed or is
finalizing to improve its IT strategic planning and investment governance
processes. These actions include updating the FMCSA IT strategic plan
and finalizing investment review board charters to better define all
stakeholders roles and responsibilities. Effective implementation of these
actions should help FMCSA improve the modernization of its IT systems.
In addition to the written comments, the department provided technical
comments on the draft report, which we incorporated as appropriate.
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We are sending copies of this report to the appropriate congressional
committees, the Secretary of Transportation, the Administrator of
FMCSA, and other interested parties. This report also is available at no
charge on the GAO website at http://www.gao.gov.

Should you or your staff have any questions on information discussed in
this report, please contact me at (202) 512-4456 or Harriscc@gao.gov.
Contact points for our Offices of Congressional Relations and Public
Affairs may be found on the last page of this report. GAO staff who made
major contributions to this report are listed in appendix IlI.

Carol C. Harris
Director
Information Technology Acquisition Management Issues
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Appendix I: Objectives, Scope, and
Methodology

The Fixing America’s Surface Transportation Act included a provision for
us to conduct a comprehensive analysis of the information technology (IT)
and data collection management systems of the Federal Motor Carrier
Safety Administration (FMCSA) by June 4, 2017." Our objectives were to
(1) assess the extent to which the agency has plans to modernize its
existing systems, (2) assess the extent to which FMCSA has
implemented an IT governance structure, and (3) determine the extent to
which FMCSA has ensured selected IT systems are effective.

To address the first objective, we obtained and evaluated FMCSA IT
systems modernization documentation that discuss future changes to
ensure user needs are met, including its IT strategic plan for fiscal years
2014 to 2016 and systems modernization plans. We analyzed whether
these plans complied with best practices that we have previously
identified.? These practices call for developing a strategic plan that
includes defining the agency’s vision and providing a road map to help
align information resources with business strategies and investment
decisions. We also interviewed agency officials including those from the
Office of Information Technology; Enforcement and Compliance,
Information Security, and Privacy divisions to discuss the agency’s plans
to modernize existing systems, including any actions the agency is taking
to identify redundancies among the systems and explore the feasibility of
consolidating data collection and processing systems.

To corroborate this information, we reviewed the FMCSA'’s budgetary
data (i.e., its fiscal year 2016 IT portfolio summary) submitted to the
Office of Management and Budget (OMB) that identifies all of the
agency’s IT investments to identify whether it included any potentially
redundant systems. Specifically, we reviewed the name and narrative
description of each investment’s purpose to identify any similarities
among related investments and discussed any potential redundancies
with the Acting Chief Information Officer (CIO).

"Pub. L. No. 114-94, 129 Stat 1312, 1552-53, § 5504 (Dec. 4, 2015). The comprehensive
analysis was provided to the cognizant congressional committees in a draft report on June
1, 2017.

2GAO, Library of Congress: Strong Leadership Needed to Address Serious Information
Technology Management Weaknesses, GAO-15-315 (Washington, D.C.: Mar. 31, 2015).
We derived criteria for effective IT strategic planning based on requirements of OMB
Circular A-130, Management of Federal Information Resources.
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For the second objective, we compared agency documentation, including
executive board meeting minutes and briefings from fiscal years 2015 and
2016, FMCSA IT governance orders, and charters, against critical
processes associated with Stage 2 of GAO’s IT investment management
framework.? In particular, Stage 2 of the framework includes the following
key processes for effective governance:

« instituting the investment board;
« selecting and reselecting investments that meet business needs; and
« providing investment oversight.

We also interviewed agency officials to better understand FMCSA’s
governance structure, which included identifying whether the agency is
taking appropriate steps with respect to IT governance.

To address the third objective, we selected four existing IT systems to
review. In selecting these investments, we analyzed FMCSA'’s fiscal year
2016 IT portfolio summary submitted to OMB which included the agency’s
existing IT, data collection, processing systems, data correction
procedures, and data management systems and programs. To assess
the reliability of the OMB budget data, we reviewed related
documentation, such as OMB guidance on budget preparation and capital
planning. In addition, we corroborated with FMCSA that the data was
accurate and reflected the data it had reported to OMB. We determined
that the budget data was reliable for our purposes of selecting these
systems. Specifically, we used the following criteria to select four systems
to review:

« At least one investment must have been identified as a major IT
investment, as defined by OMB.# FMCSA had only identified one
major IT investment in fiscal year 2016.

3GAO, Information Technology Investment Management: A Framework for Assessing and
Improving Process Maturity (Supersedes AIMD-10.1.23), GAO-04-394G (Washington,
D.C.: March 2004).

4OMB defines a major IT investment as a system or an acquisition requiring special
management attention because it has significant importance to the mission or function of
the agency, a component of the agency, or another organization; has significant program
or policy implications; has high executive visibility; has high development, operating, or
maintenance costs; is funded through other than direct appropriations; or is defined as
major by the agency’s capital planning and investment control process.
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« The remaining non-major systems must have had planned operations
and maintenance (O&M) spending in fiscal year 2017.

o The system is mission critical.

e The program must not have been included in a recent GAO or
inspector general review that examined the program’s effectiveness.

Using the above criteria, we selected the following four systems:

1. Aspen: A non-major desktop application that collects commercial
driver/vehicle inspection details, performs some immediate data
analysis, creates and prints a vehicle inspection report, and transfers
inspection data into the FMCSA information systems.

2. Motor Carrier Management Information System (MCMIS): A non-
major information system that captures FMCSA inspection, crash,
compliance review, safety audit, and registration data. It is FMCSA'’s
authoritative source for the safety performance records for all
commercial motor carriers and hazardous materials shippers.

3. Safety Enforcement Tracking and Investigation System (Sentri): A
non-major application used to facilitate safety audits and interventions
by FMCSA and state users. It is intended to combine roadside
inspection, investigative, and enforcement functions into a single
interface.

4. Unified Registration System (URS): A major system that is intended to
replace the existing registration systems with a single comprehensive,
online system and provide FMCSA-regulated entities a more efficient
means of submission and management of data pertaining to
registration applications.

We then assessed the agency’s efforts to determine the effectiveness of
these systems in meeting the needs of the agency by reviewing
documentation from the four selected systems and compared it to key
factors identified in OMB’s guidance on conducting annual operational
analysis, which are a key method for examining the performance of
investments with O&M funding.® More specifically, we assessed whether
FMCSA had conducted an operational analysis on each of the systems.
For those systems that did not have an analysis performed, we reviewed

5OMB, Preparation, Submission, and Execution of the Budget, Circular No. A-11 (June 30,
2015); OMB, Information Technology Investment Baseline Management Policy,
Memorandum M-10-27 (June 2010), requires agencies to establish a policy for performing
operational analyses on steady-state investments as a part of managing and monitoring
investment baselines.
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FMCSA'’s IT documentation on the performance of these systems (i.e.,
business cases and performance management reviews) to determine
whether key factors of an operational analysis were conducted. For
example, we assessed whether the agency assessed cost, schedule, and
investment performance, including its interaction with other systems; and
customer and business needs, including adaptability of the system in
order to make necessary future changes to ensure user needs are met
and areas for innovation in the areas of customer satisfaction.

We also conducted interviews with 22 selected system users to obtain
insight into whether the identified systems are meeting their needs and
any challenges users face in using these systems, including whether the
systems are adaptable to future needs and methods to improve user
interface. We selected these users based on recommendations from
FMCSA program officials and industry stakeholder representatives.®
Based on these recommendations, we then selected users based on the
type of users, including FMCSA users, state agencies, law enforcement
officials, and private sector individuals involved in the motor carrier
industry. While these user interviews are illustrative, they cannot be used
to make generalizable statements about users’ experience as a whole.

Based on our work to determine selected programs’ effectiveness, we
made recommendations regarding deficiencies identified in the report. We
did not make recommendations regarding methods to improve user
interfaces since two of the selected systems (Aspen and MCMIS) are
planned to be modernized and the remaining two systems (Sentri and
URS) have components still under development, as discussed in our
report.

We conducted this performance audit from April 2016 to July 2017 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

5The Commercial Vehicles Safety Alliance is an industry stakeholder that works with
FMCSA to address motor carrier safety issues.
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Appendix |I: Comments from the Department
of Transportation

R

U.S. Department of Assistant Secretary 1200 New Jersey Ave., SE
Transportation for Administration Washington, DC 20590
Office of the Secretary

of Transportation

Carol C. Harris
Director, Information Technology Acquisition Management Issues
U.S. Government Accountability Office
441 G Street NW
Washington, DC 20548
# JUN 29207

Dear Ms. Harris:

The Federal Motor Carrier Safety Administration (FMCSA) Office of the Chief Information
Officer develops, implements, and maintains the Information Technology (IT) systems and
critical infrastructure that serve as the key enablers behind achieving FMCSA’s mission of
preventing crashes and saving lives. We are committed to establishing the necessary IT strategic
planning process to better ensure the effective maintenance and modernization of our IT
environment. Further, we strive to continually advance our investment governance practices to
systematically increase the visibility into, and oversight of, IT investment decisions and
activities.

FMCSA has completed or is finalizing the following actions to improve our IT strategic planning
and investment governance processes:

e Finalized IT governance review board charters that better define all stakeholder roles and
responsibilities and the investment decision making process.

e Introduced a tailored version of the Department of Transportation’s Enterprise Program
Management Review (EPMR) framework that details IT project activity and
documentation requirements; the last of the three phases within the framework is in the
final stages of implementation, which includes operational analysis guidance.

e Updating the FY 2018-2022 FMCSA IT Strategic Plan to better define IT priorities and
goals for the agency that will direct modernization efforts and help move FMCSA into

the future.

e Expanding our Federal Acquisition Certified project management staff to ensure that
project/system level analysis is performed more frequently and allows for well-informed
investment decisions.

Upon review of the draft report, we concur with the recommendations. We will provide a
detailed response to each recommendation within 60 days of the final report’s issuance.
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of Transportation

We appreciate the opportunity to respond to the GAO draft report. Please contact Madeline M.
Chulumovich, Director, Audit Relations and Program Improvement, at (202) 366-6512 with any
questions or if you would like to obtain additional details.

Assistant§fecretary for Administration
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Appendix Ill: GAO Contact and Staff

GAO Contact Carol C. Harris at (202) 512-4456 or Harriscc@gao.gov

Staff In addition to the contact name above, the following staff also made key
contributions to this report: Eric Winter (Assistant Director), Niti Tandon

ACknowledgments (Analyst in Charge), Rebecca Eyler, Lisa Maine, and Tyler Mountjoy.
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