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Why GAO Did This Study

Thousands of facilities have hazardous
chemicals that could be targeted or
used to inflict mass casualties or harm
surrounding populations in the United
States. DHS established the CFATS
program to, among other things,
identify and assess the security risk
posed by chemical facilities. Within
DHS, ISCD oversees this program.

GAO was asked to assess the CFATS
program. This report addresses,
among other things, the extent to
which DHS has (1) categorized
facilities as subject to the CFATS
regulation, and (2) approved site
security plans and conducted
compliance inspections. GAO reviewed
laws, regulations, and program
documents; randomly selected data
submitted to ISCD by facilities from
2007 to 2015, tested the data’s
reliability; and generated estimates for
the entire population of facilities, and
interviewed officials responsible for
overseeing, identifying, categorizing,
and inspecting chemical facilities from
DHS headquarters and in California,
Maryland, Oregon, and Texas
(selected based on geographic location
and other factors).

What GAO Recommends

GAO recommends, among other
things, that DHS (1) verify the Distance
of Concern reported by facilities is
accurate and (2) document processes
and procedures for managing
compliance with site security plans.
DHS concurred with GAO’s
recommendations and outlined steps
to address them.

View GAO-15-614. For more information,
contact Chris Currie at (404) 679-1875 or
curriec@gao.gov.

CRITICAL INFRASTRUCTURE PROTECTION

DHS Action Needed to Verify Some Chemical Facility
Information and Manage Compliance Process

What GAO Found

Since 2007, the Office of Infrastructure Protection’s Infrastructure Security
Compliance Division (ISCD), within the Department of Homeland Security (DHS),
has identified and collected data from approximately 37,000 chemical facilities
under its Chemical Facility Anti-Terrorism Standards (CFATS) program and
categorized approximately 2,900 as high-risk based on the collected data.
However, ISCD used unverified and self-reported data to categorize the risk level
for facilities evaluated for a toxic release threat. A toxic release threat exists
where chemicals, if released, could harm surrounding populations. One key input
for determining a facility’s toxic release threat is the Distance of Concern
(distance) that facilities report—an area in which exposure to a toxic chemical
cloud could cause serious injury or fatalities from short-term exposure. ISCD
requires facilities to calculate the distance using a web-based tool and following
DHS guidance. ISCD does not verify facility-reported data for facilities it does not
categorize as high-risk for a toxic release threat. However, following DHS
guidance and using a generalizable sample of facility-reported data in a DHS
database, GAO estimated that more than 2,700 facilities (44 percent) of an
estimated 6,400 facilities with a toxic release threat misreported the distance. By
verifying that the data ISCD used in its risk assessment are accurate, ISCD could
better ensure it has identified the nation’s high-risk chemical facilities.

ISCD has made substantial progress approving site security plans but does not
have documented processes and procedures for managing facilities that are
noncompliant with their approved site security plans. Site security plans outline,
among other things, the planned measures that facilities agree to implement to
address security vulnerabilities. As of April 2015, GAO estimates that it could
take between 9 and 12 months for ISCD to review and approve security plans for
approximately 900 remaining facilities—a substantial improvement over the
previous estimate of 7 to 9 years GAO reported in April 2013. ISCD officials
attributed the increased approval rate to efficiencies in ISCD’s security plan
review process, updated guidance, and a new case management system.
Further, ISCD began conducting compliance inspections in September 2013, but
does not have documented processes and procedures for managing the
compliance of facilities that have not implemented planned measures outlined in
their site security plans. According to the nature of violations thus far, ISCD has
addressed noncompliance on a case-by-case basis. Almost half (34 of 69) of
facilities ISCD inspected as of February 2015 had not implemented one or more
planned measures by deadlines specified in their approved site security plans
and therefore were not fully compliant with their plans. GAO found variations in
how ISCD addressed these 34 facilities, such as how much additional time the
facilities had to come into compliance and whether or not a follow-on inspection
was scheduled. Such variations may or may not be appropriate given ISCD’s
case-by-case approach, but having documented processes and procedures
would ensure that ISCD has guidelines by which to manage noncompliant
facilities and ensure they close security gaps in a timely manner. Additionally,
given that ISCD will need to inspect about 2,900 facilities in the future, having
documented processes and procedures could provide ISCD more reasonable
assurance that facilities implement planned measures and address security
gaps.

United States Government Accountability Office



http://www.gao.gov/products/GAO-15-614�
http://www.gao.gov/products/GAO-15-614�
mailto:curriec@gao.gov�

	CRITICAL INFRASTRUCTURE PROTECTION
	DHS Action Needed to Verify Some Chemical Facility Information and Manage Compliance Process
	Why GAO Did This Study
	What GAO Recommends
	What GAO Found


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 220

  /ColorImageMinResolutionPolicy /Warning

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 220

  /GrayImageMinResolutionPolicy /Warning

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 900

  /MonoImageMinResolutionPolicy /Warning

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



