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INSIDER THREATS 
DOD Should Strengthen Management and Guidance 
to Protect Classified Information and Systems 

Why GAO Did This Study 
Since 2010, the United States has 
suffered grave damage to national 
security and an increased risk to the 
lives of U.S. personnel due to 
unauthorized disclosures of classified 
information by individuals with 
authorized access to defense 
information systems. Congress and the 
President have issued requirements for 
structural reforms and a new program 
to address insider threats. 

A 2014 House Committee on Armed 
Services report included a provision 
that GAO assess DOD’s efforts to 
protect its information and systems. 
This report evaluates the extent to 
which (1) DOD has implemented an 
insider-threat program that 
incorporates minimum standards and 
key elements, (2) DOD and others 
have assessed DOD’s insider-threat 
program, and (3) DOD has identified 
any technical and policy changes 
needed to protect against future insider 
threats. GAO reviewed studies, 
guidance, and other documents; and 
interviewed officials regarding actions 
that DOD and a nonprobability sample 
of six DOD components have taken to 
address insider threats. 

What GAO Recommends 
GAO recommends that DOD issue 
guidance to incorporate key elements 
into insider-threat programs, evaluate 
the extent to which programs address 
capability gaps, issue risk-assessment 
guidance, and identify a program office 
to manage and oversee insider-threat 
programs. DOD agreed or partially 
agreed with all of the 
recommendations, and described 
actions it plans to take. However, 
DOD’s actions may not fully address 
the issues as discussed in the report. 

What GAO Found 
The Department of Defense (DOD) components GAO selected for review have 
begun implementing insider-threat programs that incorporate the six minimum 
standards called for in Executive Order 13587 to protect classified information 
and systems. For example, the components have begun to provide insider-threat 
awareness training to all personnel with security clearances. In addition, the 
components have incorporated some of the actions associated with a framework 
of key elements that GAO developed from a White House report, an executive 
order, DOD guidance and reports, national security systems guidance, and 
leading practices recommended by the National Insider Threat Task Force. 
However, the components have not consistently incorporated all recommended 
key elements. For example, three of the six components have developed a 
baseline of normal activity—a key element that could mitigate insider threats. 
DOD components have not consistently incorporated these key elements 
because DOD has not issued guidance that identifies recommended actions 
beyond the minimum standards that components should take to enhance their 
insider-threat programs. Such guidance would assist DOD and its components in 
developing and strengthening insider-threat programs and better position the 
department to safeguard classified information and systems. 

DOD and others, such as the National Insider Threat Task Force, have assessed 
the department’s insider-threat program, but DOD has not analyzed gaps or 
incorporated risk assessments into the program. DOD officials believe that 
current assessments meet the intent of the statute that requires DOD to 
implement a continuing gap analysis. However, DOD has not evaluated and 
documented the extent to which the current assessments describe existing 
insider-threat program capabilities, as is required by the law. Without such a 
documented evaluation, the department will not know whether its capabilities to 
address insider threats are adequate and address statutory requirements. 
Further, national-level security guidance states that agencies, including DOD, 
should assess risk posture as part of insider-threat programs. GAO found that 
DOD components had not incorporated risk assessments because DOD had not 
provided guidance on how to incorporate risk assessments into components’ 
programs. Until DOD issues guidance on incorporating risk assessments, DOD 
components may not conduct such assessments and thus not be able to 
determine whether security measures are adequate. 

DOD components have identified technical and policy changes to help protect 
classified information and systems from insider threats in the future, but DOD is 
not consistently collecting this information to support management and oversight 
responsibilities. According to Office of the Under Secretary of Defense for 
Intelligence officials, they do not consistently collect this information because 
DOD has not identified a program office that is focused on overseeing the 
insider-threat program. Without an identified program office dedicated to 
oversight of insider-threat programs, DOD may not be able to ensure the 
collection of all needed information and could face challenges in establishing 
goals and in recommending resources and improvements to address insider 
threats. 

This is an unclassified version of a classified report GAO issued in April 2015. 

View GAO-15-544. For more information, 
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wilshuseng@gao.gov. 

http://www.gao.gov/products/GAO-15-544�
http://www.gao.gov/products/GAO-15-544�
mailto:kirschbaumj@gao.gov�
mailto:wilshuseng@gao.gov�

	INSIDER THREATS
	DOD Should Strengthen Management and Guidance to Protect Classified Information and Systems
	Why GAO Did This Study
	What GAO Recommends
	What GAO Found


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 220

  /ColorImageMinResolutionPolicy /Warning

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 220

  /GrayImageMinResolutionPolicy /Warning

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 900

  /MonoImageMinResolutionPolicy /Warning

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



