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Why GAO Did This Study 
The term “data breach” generally refers 
to the unauthorized or unintentional 
exposure, disclosure, or loss of 
sensitive information. A data breach 
can leave individuals vulnerable to 
identity theft or other fraudulent 
activity. Although federal agencies 
have taken steps to protect PII, 
breaches continue to occur on a 
regular basis. In fiscal year 2012, 
agencies reported 22,156 data 
breaches—an increase of 111 percent 
from incidents reported in 2009 (see 
figure).  

GAO was asked to review issues 
related to PII data breaches. The 
report’s objectives are to (1) determine 
the extent to which selected agencies 
have developed and implemented 
policies and procedures for responding 
to breaches involving PII and (2) 
assess the role of DHS in collecting 
information on breaches involving PII 
and providing assistance to agencies. 

To do this, GAO analyzed data breach 
response plans and procedures at 
eight various-sized agencies and 
compared them to requirements in 
relevant laws and federal guidance and 
interviewed officials from those 
agencies and from DHS. 

What GAO Recommends 
GAO is making 23 recommendations 
to OMB to update its guidance on 
federal agencies’ response to a data 
breach and to specific agencies to 
improve their response to data 
breaches involving PII. In response to 
OMB and agency comments on a draft 
of the report, GAO clarified or deleted 
three draft recommendations but 
retained the rest, as discussed in the 
report.  

What GAO Found 
The eight federal agencies GAO reviewed generally developed, but 
inconsistently implemented, policies and procedures for responding to a data 
breach involving personally identifiable information (PII) that addressed key 
practices specified by the Office of Management and Budget (OMB) and the 
National Institute of Standards and Technology. The agencies reviewed generally 
addressed key management and operational practices in their policies and 
procedures, although three agencies had not fully addressed all key practices. 
For example, the Department of the Army (Army) had not specified the 
parameters for offering assistance to affected individuals. In addition, the 
implementation of key operational practices was inconsistent across the 
agencies. The Army, VA, and the Federal Deposit Insurance Corporation had not 
documented how risk levels had been determined and the Army had not offered 
credit monitoring consistently. Further, none of the agencies we reviewed 
consistently documented the evaluation of incidents and resulting lessons 
learned. Incomplete guidance from OMB contributed to this inconsistent 
implementation. As a result, these agencies may not be taking corrective actions 
consistently to limit the risk to individuals from PII-related data breach incidents. 

According to agency officials, the Department of Homeland Security’s (DHS) role 
of collecting information and providing assistance on PII breaches, as currently 
defined by federal law and policy, has provided few benefits. OMB’s guidance to 
agencies requires them to report each PII-related breach to DHS’s U.S. 
Computer Emergency Readiness Team (US-CERT) within 1 hour of discovery. 
However, complete information from most incidents can take days or months to 
compile; therefore preparing a meaningful report within 1 hour can be infeasible. 
US-CERT officials stated they can generally do little with the information typically 
available within 1 hour and that receiving the information at a later time would be 
just as useful. Likewise, US-CERT officials said they have little use for case-by-
case reports of certain kinds of data breaches, such as those involving paper-
based PII, because they considered such incidents to pose very limited risk. 
Also, the agencies GAO reviewed have not asked for assistance in responding to 
PII-related incidents from US-CERT, which has expertise focusing more on 
cyber-related topics. As a result, these agencies may be expending resources to 
meet reporting requirements that provide little value and divert time and attention 
from responding to breaches. 

Governmentwide Data Breach Incidents Involving PII Reported to US-CERT, 2009-2012  
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441 G St. N.W. 
Washington, DC 20548 

December 9, 2013 

The Honorable Thomas R. Carper 
Chairman 
The Honorable Tom Coburn, M.D. 
Ranking Member 
Committee on Homeland Security and Governmental Affairs 
United States Senate 

The Honorable Susan M. Collins 
United States Senate 

The term “data breach” generally refers to the unauthorized or 
unintentional exposure, disclosure, or loss of sensitive information, 
including personally identifiable information (PII).1 Having procedures in 
place to respond to a data breach is important in minimizing the risk of 
serious consequences such as identity theft2 or other fraudulent activity 
that could result from such losses. Despite steps taken to protect PII at 
federal agencies, breaches continue to occur on a regular basis. During 
fiscal year 2012, federal agencies reported a record number of data 
breaches to the U.S. Computer Emergency Readiness Team (US-
CERT).3

You asked us to review issues related to agency responses to data 
breaches involving PII. Our objectives were to (1) determine the extent to 
which selected agencies have developed and implemented policies and 
procedures for responding to breaches involving PII and (2) assess the 
role of the Department of Homeland Security (DHS) in collecting 

 Specifically, 22,156 incidents involving PII were reported—a 
substantial increase over the 15,584 incidents reported in fiscal year 
2011. 

                                                                                                                       
1PII is any information that can be used to distinguish or trace an individual’s identity, such 
as name, date, and place of birth, Social Security number, or other types of personal 
information that can be linked to an individual, such as medical, educational, financial, and 
employment information. 
2Identity theft is the acquisition and use of another person’s PII in a way that involves 
fraud or deception, typically for economic gain. 
3US-CERT hosts the federal government’s central information security incident center. 
When an incident occurs, agencies are required to notify US-CERT. 
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information on breaches involving PII and providing assistance to 
agencies. 

We selected the following eight agencies to be included in our review: the 
Centers for Medicare & Medicaid Services (CMS), Departments of Army 
(Army) and Veterans Affairs (VA), Federal Deposit Insurance Corporation 
(FDIC), Federal Reserve Board (FRB), Federal Retirement Thrift 
Investment Board (FRTIB), Internal Revenue Service (IRS), and 
Securities and Exchange Commission (SEC). To select these agencies, 
we determined the top three large and top three independent agencies 
based on the number of systems containing PII they maintained. We also 
selected two other agencies because one experienced the largest 
number of data breaches involving PII in fiscal year 2011, and the other 
because it experienced a significant breach in 2012. We reviewed and 
analyzed documents from the selected agencies, including their data 
breach response plans and procedures, to determine whether they 
adhered to the requirements set forth in guidance from the Office of 
Management and Budget (OMB) and the National Institute for Standards 
and Technology (NIST) related to data breach response. In addition, we 
reviewed and analyzed documentation associated with a random sample 
of incidents from each agency’s total set of reported incidents for fiscal 
year 2012 to determine if the selected agencies were complying with 
federal requirements and their respective data breach policies. Further, 
we reviewed relevant federal laws and OMB guidance on the involvement 
of DHS in the data breach response process. We also interviewed DHS 
officials regarding their actions in overseeing and assisting agencies in 
responding to a data breach involving PII. In addition, we interviewed 
officials from the selected agencies regarding their data breach response 
policies and procedures and their interactions with DHS to obtain their 
views on these subjects. 

We conducted this performance audit from November 2012 to November 
2013 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. See appendix I for 
additional details on our objectives, scope, and methodology. 

A data breach can occur under many circumstances and for many 
reasons. A breach can be inadvertent, such as from the loss of paper 
documents or a portable electronic device, or deliberate, such as from a 
successful cyber-based attack by a hacker, criminal, foreign nation, 

Background 
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terrorist, or other adversaries. Data breaches have been reported at a 
wide range of public and private institutions, including federal, state, and 
local government agencies; educational institutions; hospitals and other 
medical facilities; financial institutions; information resellers; and other 
businesses. 

Protecting PII and responding to a data breach are critical because the 
loss or unauthorized disclosure of sensitive information can lead to 
serious consequences such as identity theft or other fraudulent activity 
and can result in substantial harm. While some identity theft victims can 
resolve their problems quickly, others face substantial costs and 
inconvenience in repairing damage to their credit records. According to 
the Bureau of Justice Statistics, millions of American households have 
reported cases of identity theft.4

Further, responding to a data breach can be costly. According to a 
judgmentally selected survey conducted by the Ponemon Institute, the 
average per capita cost of a data breach for U.S. companies was $188 
per compromised record in fiscal year 2012.

 

5 On average, of the 277 
companies in nine countries surveyed by Ponemon, the U.S. 
organizations incurred $5.4 million per breach for costs related to 
detecting and reporting it and for notifying affected individuals and 
providing credit monitoring6

 

 or other services. 

Data breaches at federal agencies have received considerable publicity 
and have raised concerns about the protection of PII at those agencies. 
Most notably, in May 2006, VA reported that computer equipment 
containing PII on about 26.5 million veterans and active duty members of 
the military was stolen from the home of a VA employee. The following 
month VA sent notices to the affected individuals that explained the 

                                                                                                                       
4U.S. Department of Justice, Office of Justice Programs, Bureau of Justice Statistics, 
Identity Theft Reported by Households, 2005 – 2010 (Washington D.C.: November 2011).  
5Ponemon Institute, 2013 Cost of Data Breach Study: Global Analysis, (Traverse City, 
Mich.: May 2013). This study was commissioned by Symantec, a computer security 
software firm. 
6Credit monitoring is a commercial service that can assist individuals in early detection of 
instances of identity theft, thereby allowing them to take steps to minimize the harm. A 
credit monitoring service typically notifies individuals of changes that appear in their credit 
report, such as creation of a new account or new inquiries to the file. 

Data Breaches at Federal 
Agencies 
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breach and offered advice on steps to take to reduce the risk of identity 
theft. The equipment was eventually recovered, and forensic analysts 
concluded that it was unlikely that the personal information contained 
therein was compromised; however, affected individuals did not know 
whether their information had been misused.7

Numerous data breaches have occurred at agencies since the VA 
incident, including the following examples: 

 This incident heightened 
awareness of the need for agencies to be prepared to effectively respond 
to a breach that poses security and privacy risks. 

• In February 2009, the Federal Aviation Administration notified 
employees that an agency computer had been illegally accessed and 
that employee PII had been stolen electronically. Two of the 48 files 
on the breached computer server contained personal information 
about more than 45,000 agency employees and retirees. 

• In March 2012, a laptop computer containing sensitive PII was stolen 
from a National Aeronautics and Space Administration employee at 
the Kennedy Space Center. As a result, 2,300 employees’ names, 
Social Security numbers, dates of birth, and other personal 
information were exposed. 

• In May 2012, the FRTIB reported a sophisticated cyber attack on the 
computer of a contractor that provided services to the Thrift Savings 
Plan. As a result of the attack, PII associated with approximately 
123,000 plan participants was accessed. According to FRTIB, the 
information included 43,587 individuals’ names, addresses, and 
Social Security numbers; and 79,614 individuals’ Social Security 
numbers and other PII-related information. 

According to US-CERT, the number of security incidents involving PII 
reported by federal agencies has increased from 10,481 incidents in fiscal 
year 2009 to 22,156 incidents in fiscal year 2012, an increase of 111 
percent. Figure 1 shows the number of incidents at federal agencies that 
were reported to US-CERT from 2009 through 2012. 

                                                                                                                       
7For more information about the facts and circumstances surrounding the VA data breach 
incident, see GAO, Privacy: Lessons Learned about Data Breach Notification, 
GAO-07-657 (Washington, D.C.: Apr. 30, 2007). 

http://www.gao.gov/products/GAO-07-657�
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Figure 1: Governmentwide Data Breach Incidents Involving Personally Identifiable 
Information Reported to US-CERT, 2009-2012 

 
 

 
The Federal Information Security Management Act of 2002 (FISMA),8

FISMA also requires the operation of a central federal information security 
incident center that compiles and analyzes information about incidents 

 the 
primary law governing information security in the federal government, 
addresses the protection of PII in the context of securing agency 
information and information systems. FISMA establishes a risk-based 
approach to security management and sets requirements for securing 
information and information systems that support agency operations and 
assets. Under the act, agencies are required to develop procedures for 
detecting, reporting, and responding to security incidents, consistent with 
federal standards and guidelines, including mitigating risks associated 
with such incidents before substantial damage is done. Agencies are also 
required to notify and consult with other appropriate entities, such as US-
CERT, law enforcement agencies, and others. 

                                                                                                                       
8Pub. L. No. 107-347, Title III (Dec. 17, 2002). 

Federal Laws and 
Guidance Seek to Protect 
PII 
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that threaten information security. DHS was given the role of operating 
this center, which became US-CERT, by the Homeland Security Act.9 The 
DHS role is further defined by OMB guidance, which requires that 
incidents involving PII be reported to US-CERT10

In addition to collecting information about data breaches, US-CERT is 
responsible for providing timely technical assistance to operators of 
agency information systems regarding security incidents, including 
offering guidance on detecting and handling incidents. Agency officials 
can request technical assistance from US-CERT in responding to a PII 
breach if they wish to do so. 

 within 1 hour of 
discovery. All incidents involving PII, whether suspected or confirmed, in 
either electronic or physical (paper) form, are required to be reported. 

Following the VA data breach in May 2006, additional actions were taken 
to strengthen controls over PII at agencies and develop more robust 
capabilities for responding to breaches. First, the President issued 
Executive Order 13402,11 establishing the Identity Theft Task Force to 
make recommendations to strengthen agencies’ efforts to protect against 
identity theft. The task force was also charged with developing a strategic 
plan to combat identity theft through increased awareness, better 
prevention and detection, and vigorous prosecution. In September 2006, 
the task force issued guidance for federal agencies on responding to a 
data breach that involved agency data, including factors to consider in 
determining whether to notify individuals who might be affected by the 
breach.12

                                                                                                                       
9 Sec. 201(g)(5), Pub. L. No. 107-296 (Nov. 25, 2002). 

 In April 2007, the task force released a strategic plan for 
combating identity theft, which included recommendations for establishing 
a national breach notification requirement and developing guidance 

10 US-CERT was established by DHS to aggregate and disseminate cybersecurity 
information to improve warning and response to incidents, increase coordination of 
response information, reduce vulnerabilities, and enhance prevention and protection.  
11Executive Order 13402, Strengthening Federal Efforts to Protect Against Identity Theft 
(May 10, 2006). 
12President’s Identity Theft Task Force, Summary of Interim Recommendations: Improving 
Government Handling of Sensitive Personal Data (Washington, D.C.: Sep. 19, 2006). 



 
  
 
 
 

Page 7 GAO-14-34  Information Security 

regarding responding to a data breach.13 An update was issued in 
September 2008.14

In addition, in December 2006, Congress enacted a law setting forth 
specific requirements for protecting PII at VA. The Veterans Benefits, 
Health Care, and Information Technology Act,

 

15

Finally, OMB issued two guidance documents specifically addressing how 
to respond to PII-related data breaches. OMB’s guidance reiterated 
agency responsibilities under FISMA and technical guidance developed 
by NIST, drawing particular attention to requirements for protecting PII.

 mandated, among other 
things, that VA develop procedures for detecting, immediately reporting, 
and responding to security incidents; notify Congress of any significant 
data breaches involving PII; and, if necessary, provide credit protection 
services to those individuals whose PII had been compromised. 

16

OMB Memorandum M-06-19, Reporting Incidents Involving Personally 
Identifiable Information and Incorporating the Cost for Security in Agency 
Information Technology Investments, issued in 2006, requires agencies to 
report incidents involving PII to US-CERT within 1 hour of discovering the 
incident.

 

17

OMB Memorandum M-07-16, Safeguarding Against and Responding to 
the Breach of Personally Identifiable Information, was issued in 2007 in 

 It instructs agencies to report all incidents involving PII, 
regardless of electronic or physical form, and not to distinguish between 
suspected and confirmed breaches. 

                                                                                                                       
13President’s Identity Theft Task Force, Combating Identity Theft: A Strategic Plan 
(Washington, D.C.: Apr. 11, 2007). 
14The President’s Identity Theft Task Force Report, Combating Identity Theft: A Strategic 
Plan (Washington, D.C.: September 2008). 
15Pub. L. No. 109-461 (Dec. 22, 2006).  
16NIST Special Publication 800-53 (Rev. 4) provides a framework for categorizing 
information and information systems, and establishes minimum security requirements and 
baseline security controls for incident handling and reporting. (Gaithersburg, Md.: April 
2013). Procedures for implementing FISMA incident-handling requirements are found in 
NIST Special Publication 800-61, Computer Security Incident Handling Guide 
(Gaithersburg, Md.: August 2012). 
17OMB, Reporting Incidents Involving Personally Identifiable Information and Incorporating 
the Cost for Security in Agency Information Technology Investments, M-06-19 (July 12, 
2006). 
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response to recommendations from the President’s Identity Theft Task 
Force.18

• adhering to FISMA requirements for detecting, reporting, and 
responding to security incidents; 

 The memorandum requires agencies to develop and implement 
breach response policies and procedures within 120 days from its 
issuance. Key requirements include: 

• reporting all incidents involving PII in electronic or physical form to 
US-CERT within 1 hour of discovery or detection of the incident; and 

• developing and implementing a breach notification policy and plan, 
including a policy for notifying the public. The policy is to include the 
following elements: 
• establish an agency response team to oversee the handling of a 

breach; 
• assess the likely risk of harm caused by the breach and the level 

of risk in order to determine whether notification to affected 
individuals is required; 

• determine who should be notified: affected individuals, the public, 
and/or other third parties affected by the breach or the notification; 

• identify who should be responsible for notifying affected 
individuals (generally the agency head or a senior-level individual 
he/she may designate in writing); 

• provide notification without unreasonable delay (with allowances 
for law enforcement, national security purposes, or agency 
needs); and 

• ensure that notification includes, among other things, a brief 
description of the incident, steps individuals should take to protect 
themselves from potential harm, if any, and what the agency is 
doing to investigate or protect against further breaches. 

The memorandum also reiterated existing security requirements, 
including (1) assigning an impact level to all information and information 
systems, (2) implementing the minimum security requirements and 
controls specified in Federal Information Processing Standards 200 
(FIPS)19 and NIST Special Publication 800-5320

                                                                                                                       
18OMB, Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information, M-07-16 (May 22, 2007). 

 respectively, (3) certifying 

19NIST, Minimum Security Requirements for Federal Information and Information 
Systems, FIPS 200 (Washington, D.C.: March 2006). 
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and accrediting information systems, and (4) training employees. With 
regard to the first of these, OMB stressed that agencies should generally 
consider categorizing sensitive PII (and information systems within which 
such information resides) as moderate or high impact. 

In addition, OMB issued three memoranda that more generally discussed 
protecting PII and affected individuals from potential harm. First, OMB 
Memorandum M-06-15, Safeguarding Personally Identifiable Information, 
delineated agency responsibilities to safeguard PII and to appropriately 
train employees in how to do so. It also required agencies to perform a 
review of their policies and procedures for the protection of PII, including 
an examination of physical security, and corrective actions to take.21

The second memo, Recommendations for Identity Theft Related Data 
Breach Notification,

 

22

The third memo, OMB Memorandum M-07-04, Use of Commercial Credit 
Monitoring Services Blanket Purchase Agreements, directed agencies 
choosing to offer credit monitoring services to use blanket purchase 
agreements managed by the General Services Administration.

 listed steps that agencies should take to help 
affected individuals when a breach occurs. The memo stated that 
agencies should consider the seriousness of the risk of identity theft 
arising from a breach when deciding whether to offer credit monitoring 
services and in determining the type and length of the services. 

23

NIST has also developed related guidance on protecting PII, including: 

 

• NIST Special Publication 800-61, Computer Security Incident 
Handling Guide,24

                                                                                                                       
20NIST, Information Security: Recommended Security Controls for Federal Information 
Systems and Organizations, NIST Special Publication 800-53 Rev. 4, (Gaithersburg, Md.: 
April 2013). 

 which provides guidance on incident handling and 
reporting, including guidelines on establishing an effective incident 

21OMB, Safeguarding Personally Identifiable Information, M-06-15 (Washington, D.C.: 
May 22, 2006). 
22OMB, Recommendations for Identity Theft Related Data Breach Notification 
(Washington, D.C.: Sept. 20, 2006). 
23OMB, Use of Commercial Credit Monitoring Services Blanket Purchase Agreements, M-
07-04 (Washington, D.C.: Dec. 22, 2006). 
24NIST, Computer Security Incident Handling Guide, NIST Special Publication 800-61, 
Revision 2 (Gaithersburg, Md.: August 2012). 



 
  
 
 
 

Page 10 GAO-14-34  Information Security 

response program and detecting, analyzing, prioritizing, and handling 
incidents. 

• NIST Special Publication 800-83, Guide to Malware Incident 
Prevention and Handling,25 which includes guidelines on preventing 
malware26

• NIST Special Publication 800-122, Guide to Protecting the 
Confidentiality of PII,

 incidents and responding to such incidents in an effective 
and efficient manner. 

27

 

 which provides guidance on how to develop an 
incident response plan to handle a breach involving PII. 

Since the VA data breach occurred in 2006, we have issued several 
reports on data breaches and the protection of PII. For example, in an 
April 2007 report,28

Also, in June 2007,

 we identified lessons learned from the VA data breach 
and other similar federal data breaches regarding effectively notifying 
government officials and affected individuals when a data breach occurs. 
We recommended the Director of OMB develop guidance for agencies on 
when to offer credit monitoring and when to contract for an alternative 
form of monitoring, such as data breach monitoring, to assist individuals 
at risk of identity theft. While OMB concurred with our recommendation, 
as of August 2013, it had not revised its PII breach guidance or issued 
new guidance to address when to offer credit monitoring or other services 
to individuals. 

29

                                                                                                                       
25NIST, Guide to Malware Incident Prevention and Handling, NIST Special Publication 
800-83 (Gaithersburg, Md.: November 2005). 

 we reported that breaches of PII had occurred 
frequently across a wide range of entities and under widely varying 
circumstances; that most breaches had not resulted in identity theft; and 

26Malware refers to a program that is inserted into a system, usually covertly, with the 
intent of compromising the confidentiality, integrity, or availability of the victim’s data, 
applications, or operating system or of otherwise annoying or disrupting the victim’s 
system. 
27NIST, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII), 
NIST Special Publication 800-122 (Gaithersburg, Md.: April 2010). 
28GAO, Privacy: Lessons Learned about Data Breach Notification, GAO-07-657 
(Washington, D.C.: Apr. 30, 2007). 
29GAO, Personal Information: Data Breaches are Frequent, but Evidence of Resulting 
Identity Theft Is Limited; However, the Full Extent Is Unknown, GAO-07-737 (Washington, 
D.C.: June 4, 2007). 

GAO Has Previously 
Issued Reports on Data 
Breaches 

http://www.gao.gov/products/GAO-07-657�
http://www.gao.gov/products/GAO-07-657�
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that there were potential benefits, costs, and challenges associated with 
breach notification requirements. 

In a January 2008 report,30

In June 2009,

 we found that not all agencies had developed 
the range of policies and procedures to implement OMB guidance on 
protecting PII that is either accessed remotely or physically transported 
outside an agency’s secure physical perimeter. OMB responded that it 
would continue working with agencies to help them strengthen their 
information security and privacy programs, especially as they relate to the 
protection of PII. 

31

 

 we testified that the loss of PII contributes to identity theft. 
Specifically, we found that identity theft was a serious problem because, 
among other things, it might take a long time before a victim would 
become aware that the crime had taken place and thus cause substantial 
harm to the victim’s credit rating. Additionally, some individuals had lost 
job opportunities, been refused loans, or even been arrested for crimes 
they did not commit as a result of identity theft. Even though steps had 
been taken at the federal, state, and local levels to prevent identity theft, 
vulnerabilities remained in both the public and private sectors. 

Overall, the agencies we reviewed have developed policies and 
procedures for responding to a data breach involving PII. All eight 
agencies had policies for the two key management practices of 
establishing a data breach response team and having training 
requirements for employees. However, only five of the agencies fully 
addressed each of the four key operational practices. All eight agencies 
had policies for reporting a suspected data breach to appropriate external 
entities, but the Army, FRTIB, and IRS did not fully address the other 
three key operational practices in their policies. Specifically, the Army did 
not specify parameters for offering assistance to affected individuals 
when appropriate in its policy or for analyzing breach response and 
identifying lessons learned. Further, IRS and FRTIB did not include the 
number of individuals affected as a factor to assess the likely risk of harm 
and level of impact of each incident. 

                                                                                                                       
30GAO, Information Security: Protecting Personally Identifiable Information, GAO-08-343 
(Washington, D.C.: Jan. 25, 2008). 
31GAO, Identity Theft: Governments Have Acted to Protect Personally Identifiable 
Information, but Vulnerabilities Remain, GAO-09-759T (Washington, D.C.: June 17, 2009). 

Agencies Generally 
Developed Policies 
and Procedures for 
Responding to PII-
related Breaches, but 
Implementation Was 
Inconsistent 
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Further, a review of sample incident cases at seven of the eight agencies 
indicated that implementation of operational policies and procedures was 
not always consistent. While the agencies consistently implemented one 
of the key operational practices, implementation was inconsistent for the 
other three. Incomplete guidance from OMB contributed to this 
inconsistent implementation. 

 
In 2007, OMB directed agencies to develop policies that specify PII data 
breach reporting and handling procedures, including procedures for 
external breach notification.32 In its guidance, OMB identified questions 
and factors each agency should consider in determining when affected 
individuals should be notified and the nature of such notification. 
Additionally, NIST has published guidelines for handling computer 
security incidents, including PII data breaches, that provides guidance on 
analyzing incident-related data and determining the appropriate response 
to each incident.33 Based on our analysis of these guidance documents, 
the two key management and four key operational practices that agency 
data breach response policies should include are summarized in table 
1.34

 

 

 

 

 

                                                                                                                       
32OMB, Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information, M-07-16 (Washington, D.C.: May 22, 2007). 
33NIST, Computer Security Incident Handling Guide: Recommendations of the National 
Institute of Standards and Technology, Special Publication 800-61 Revision 2 
(Gaithersburg, Md.: August 2012). 
34The key practices listed here are those specific to the protection of PII. Information 
security incidents such as cyber incidents may also require technical remediation. 
Agencies are required to adhere to OMB and NIST guidance when responding to cyber 
incidents; however, we did not include cyber response activities in our review. 

Agency Policies and 
Procedures Generally 
Address OMB and NIST 
Guidance on Breach 
Response 
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Table 1: Key Management and Operational Practices to Be Included in Policies for Responding to Data Breaches Involving 
Personally Identifiable Information (PII) 

Key Management Practice Description 
Establish a data breach response team While technical remediation is usually handled by IT security staff, agencies should 

create a team to oversee responses to a suspected or confirmed data breach, including 
the program manager of the program experiencing the breach, chief information officer, 
chief privacy officer or senior agency official for privacy, communications office, 
legislative affairs office, general counsel, and the management office which includes 
budget and procurement functions.  

Train employees on roles and responsibilities 
for breach response 

Agencies should train employees on their data breach response plan and their roles 
and responsibilities should a breach occur. Specifically, OMB requires agencies to 
initially train employees on their privacy and security responsibilities before permitting 
access to agency information and information systems and thereafter provide at least 
annual refresher training to ensure employees continue to understand their 
responsibilities. 

Key Operational Practice  
Prepare reports on suspected data breaches 
and submit them to appropriate internal and 
external entities 

Agencies should establish procedures for promptly reporting a suspected or confirmed 
breach to the appropriate internal management entities and external oversight entities. 
For example, the breach response team should be notified about all suspected or 
confirmed breaches. Further, agencies must report all incidents involving PII to US-
CERT within 1 hour of discovering the suspected or confirmed incident. 

Assess the likely risk of harm and level of 
impact of a suspected data breach in order 
to determine whether notification to affected 
individuals is needed 

In addition to any immediate remedial actions they may take, agencies should assess a 
suspected or confirmed breach to determine if there is a likely risk of harm and the level 
of impact, if applicable. OMB outlined five factors that should be considered in 
assessing the likely risk of harm: (1) nature of the data elements breached (2) number 
of individuals affected (3) likelihood the information is accessible and usable (4) 
likelihood the breach may lead to harm and (5) ability of the agency to mitigate the risk 
of harm. Once a risk level is determined, agencies should use this information to 
determine whether notification to affected individuals is needed and, if so, what 
methods should be used. OMB instructed agencies to be mindful that notification when 
there is little or no risk of harm might create unnecessary concern and confusion. It also 
stated that while the magnitude of the number of affected individuals may dictate the 
method chosen for providing notification, it should not be the determining factor for 
whether an agency should provide notification. 

Offer assistance to affected individuals (if 
appropriate) 

Agencies should have procedures in place to determine whether services such as 
credit monitoring should be offered to affected individuals to mitigate the likely risk of 
harm. OMB instructed agencies that, while assessing the level of risk in a given 
situation, they should simultaneously consider options for attenuating that risk. 

Analyze breach response and identify 
lessons learned 

Agencies should review and evaluate their responses to a data breach, including any 
remedial actions that were taken, and identify lessons learned, which should be 
incorporated into agency security and privacy policies and practices as necessary. 
NIST recommended holding a “lessons learned” meeting with all involved parties after 
a major incident and periodically after lesser incidents, as resources permit, to assist in 
handling similar incidents and improving security measures. 

Source: GAO analysis of OMB and NIST guidance. 
 

With few exceptions, the eight selected agencies generally addressed 
these key practices in their policies and procedures for responding to a 
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data breach involving PII. Agency policies and procedures for the six key 
practices were as follows: 

• Establish a data breach response team: Each of the eight agencies 
we reviewed had developed and documented a data breach response 
team and designated its staff in their policies. For example, the FDIC 
had established a team that consisted of the FDIC Chief Information 
Officer/Chief Privacy Officer, the Chief Information Security Officer, 
the Privacy Program Manager, Information Security Managers, and 
representatives from the Legal Division, Office of Inspector General, 
Office of Legislative Affairs, Office of Communications, and authorized 
representatives from other divisions. The team was tasked with, 
among other things, providing policy, guidance, initial analysis, and 
direction for the potential loss of PII within the custody of the FDIC 
that may result in misuse or identity theft. 

• Train employees on roles and responsibilities for breach response: 
Each of the eight agencies had developed and documented employee 
training requirements for safeguarding PII and handling incidents. For 
example, IRS required an annual mandatory briefing for all employees 
that included modules on information protection and identity theft 
awareness. IRS also engaged in targeted e-mail awareness 
campaigns focused on clarifying what PII is and how it should be 
protected. Similarly, FRTIB required that members of its incident 
response team be trained on roles and responsibilities as well as 
subjects such as risk and threat analysis, forensic analysis, and 
evidence gathering. 

• Prepare reports on suspected data breaches and submit them to 
appropriate entities: All eight agencies had documented policies for 
preparing summary reports of suspected and confirmed data 
breaches. Further, all of the eight agencies we reviewed had 
documented policies that identified both internal and external entities 
that should be notified upon the discovery of an incident involving PII. 
For example, VA outlined reporting procedures specific to US-CERT 
in their incident response plan. 

• Assess the likely risk of harm and level of impact of a suspected data 
breach in order to determine whether notification to affected 
individuals is needed: Each of the eight selected agencies had 
documented breach response policies that included a requirement to 
assess the likely risk of harm and level of impact of each incident and 
make a determination on whether notification to affected individuals 
was needed. The Army, CMS, FDIC, FRB, SEC, and VA used the five 
factors outlined by OMB guidance for making a risk determination. In 
contrast, IRS and FRTIB used only four of the five factors and did not 

Management Practices 

Operational Practices 
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include the number of individuals affected as a factor. Without 
considering the number of affected individuals, IRS and FRTIB may 
not be appropriately determining the likely risk of harm to their 
agencies and level of impact of a suspected data breach. 

• Offer assistance to affected individuals (if appropriate): All but one of 
the eight agencies (the Army) had documented policies for offering 
services to affected individuals—specifically, credit monitoring—to 
help reduce the risk of identity theft. The Director for Privacy of the 
Defense Privacy & Civil Liberties Office stated that due to the Army’s 
decentralized nature, the decision to offer assistance to affected 
individuals was the responsibility of the unit where the breach 
occurred. However, without documented policies for services to be 
offered to affected individuals, the Army runs the risk of not being able 
to provide consistent and reasonable protections to individuals who 
may have their PII compromised as a result of a breach. 

• Analyze breach response and identify lessons learned: Seven of the 
eight agencies—CMS, FDIC, FRB, FRTIB, IRS, SEC, and VA—had 
documented policies on reviewing and evaluating incidents and 
responses to identify lessons learned, while one—Army—did not. For 
example, FRTIB’s policy required its breach response team to prepare 
an after-action report that described lessons learned from the incident. 
FDIC’s policy was for its response team to perform a lessons-learned 
assessment to consider whether modifications to incident handling 
procedures were needed as a final step in incident response activities, 
upon closure of the incident. In contrast, the Army did not include any 
requirements for analysis of lessons learned in their breach response 
policies, but officials from each agency said they have procedures that 
address lessons learned. For example, the Director for Privacy of the 
Defense Privacy & Civil Liberties Office stated that Army officials 
attend Department of Defense meetings where statistics and trends 
on departmentwide breaches are discussed and use information from 
these meetings to educate staff and help prevent future breaches. 
These reported activities are in keeping with OMB and NIST 
guidance. However, without having documented requirements for 
lessons learned from data breaches, it remains unclear whether all 
significant breaches will be assessed and lessons learned 
incorporated into the Army’s practices. Thus, the Army runs the risk of 
not always incorporating practices and remedial actions that could 
decrease the likelihood of the same type of breaches recurring in the 
future. 
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While agency policies and procedures generally adhered to OMB and 
NIST guidance, implementation of key operational practices was not 
consistent at the eight agencies we selected to review. Of these eight 
agencies, we evaluated seven for compliance with the four key 
operational practices.35

Figure 2: Operational Steps in Data Breach Response Process 

 Figure 2 summarizes the four key operational 
practices outlined in table 1 that agencies should take in response to a 
breach involving PII. 

 
 

Although all seven agencies consistently implemented one of the four key 
operational practices, implementation was inconsistent for the other three 
practices. Specifically, all seven agencies prepared breach reports when 
suspected or confirmed incidents were identified and submitted the 
reports to appropriate entities. For example, incidents at IRS were 
documented in a form that captured information on the date the incident 
occurred, the incident type, the contact information of the person who 
reported the incident, details of the incident, and the number of affected 
individuals. IRS also documented the date when an incident was reported 
to the Department of Treasury, if required. Likewise, the Army 
consistently reported incidents to the Department of Defense Privacy 
Office, and CMS consistently reported incidents to the Department of 

                                                                                                                       
35We did not include FRTIB in our analysis of agency implementation of key operational 
practices because it reported experiencing only one incident involving PII in fiscal year 
2012. Officials provided information on actions taken subsequent to that incident but did 
not provide us with documentation of the incident. The agency did not have a data breach 
response policy in place at the time of the incident. In a July 2012 statement to the Senate 
Committee on Homeland Security and Governmental Affairs, Subcommittee on Oversight 
of Government Management, the Federal Workforce and the District of Columbia, the 
FRTIB Executive Director stated that a breach notification plan had been put into place 
outlining steps that the agency would take in response to an actual or suspected data 
breach resulting in the loss of PII.  

Implementation of Key 
Operational Practices Was 
Not Always Consistent 
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Health and Human Services Computer Security Incident Response 
Center. 

However, not all seven agencies had consistently implemented the other 
three key operational practices. Specifically: 

• Assess the likely risk of harm and level of impact of a suspected data 
breach in order to determine whether notification to affected 
individuals is needed: Of the seven agencies we reviewed, only IRS 
consistently documented both an assigned risk level and how it was 
determined for PII-related data breach incidents. For each of the 60 
IRS incidents we reviewed, numeric scores were assigned (for the 
sensitivity of the data involved, the likelihood of compromise, the 
likelihood of harm, and the ability to mitigate the risk of harm), and a 
final risk determination was then recorded based on those scores. 

The Army, FDIC, and VA consistently performed a risk assessment 
for each of the 155 incidents we reviewed but did not document the 
rationale for these risk determinations. Officials from these agencies 
told us that they determined risk levels on a case-by-case basis and 
relied on staff experience and best judgment for the determination and 
that there was no formal requirement to document the reasons behind 
a risk determination. However, unless these agencies document the 
reasoning behind their risk determinations, they may not be able to 
ensure they are assessing data breaches accurately and consistently. 

CMS, FRB, and SEC generally documented neither the risk levels for 
the incidents we reviewed nor the rationale for their risk 
determinations. CMS did not document a risk level for 56 of the 58 
incidents we reviewed. Officials stated that risk assessments are 
made in accordance with factors that are included in OMB M-07-16 
and the elements present for each incident. In addition, FRB and SEC 
did not document risk assessments for incidents involving lost pieces 
of equipment containing encrypted data, such as mobile smart phones 
and thumb drives, which accounted for 37 out of 40 incidents at FRB 
and 48 out of 50 incidents at SEC. Officials from SEC stated they did 
not perform a separate risk assessment for each incident involving a 
lost agency-issued mobile device because they considered all such 
incidents to be of low risk, due to the implementation of encryption 
technology on the devices. FRB officials likewise stated that they did 
not consider such incidents to represent a breach of PII because the 
encrypted information on the devices could not be readily accessed. 
Since agency officials from both agencies stated they do not consider 
these types of incidents to be a breach, they did not perform individual 
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risk assessments. Nevertheless, without documenting why a risk 
assessment was not performed in these cases, it is difficult to 
determine if these agencies’ policies were implemented consistently 
or whether all incidents involving a breach of PII were appropriately 
assessed. 

Additionally, the seven agencies inconsistently documented the 
number of individuals affected by each incident. Only the Army and 
IRS documented the number of affected individuals for each incident 
we reviewed. FRB and SEC did not document the number of affected 
individuals for incidents involving lost pieces of equipment containing 
encrypted data, which was 36 and 48 incidents, respectively. Agency 
officials from both agencies stated they do not consider these types of 
incidents to be a breach, and thus they did not document the number 
of affected individuals for these incidents. At CMS, VA, FDIC, and 
FRB we found that the agencies did not always document the number 
of affected individuals for each case. While it may not be possible for 
an agency to determine the exact number of affected individuals in 
every case, an estimate of the number of affected individuals is 
important in determining the overall impact of a data breach. Until 
CMS, VA, FDIC, and FRB document the number of affected 
individuals for each incident involving PII, they run the risk of 
improperly assessing the likely risk of harm associated with each 
incident. Table 2 shows the number of data breach case files we 
reviewed at each agency and how many identified the number of 
affected individuals. 

Table 2: Data Breaches Involving Personally Identifiable Information (PII) Where 
Numbers of Affected Individuals Were Identified 

 Number of incidents reviewed 

Agency Total 

Where affected 
individuals were 

documented 

Where affected 
individuals were not 

documented 
Army 60 60 0 
CMS  58 31 27 
FDIC 35 14 21 
FRBa  40 1 39 
IRS 60 60 0 
SECb 50 2 48 
VA 60 0 60 
Total 363 168 195 

Source: GAO analysis of agency documentation. 
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Note: We did not include FRTIB in this analysis because it reported having experienced only one 
incident involving PII in fiscal year 2012. Officials provided information on actions taken subsequent 
to that incident but did not provide us with documentation of the incident.  
aFRB only experienced four incidents that did not involve lost pieces of equipment containing 
encrypted data. 
bSEC only experienced two incidents that did not involve lost pieces of equipment containing 
encrypted data. 
 

The seven agencies inconsistently notified individuals affected by 
high-risk data breaches. While the Army and SEC notified affected 
individuals for all of their high-risk breaches, the other five agencies 
did not always notify affected individuals in cases where a high-risk 
determination was made. For example, for the majority of high-risk 
incidents at FDIC, affected individuals were not notified. Similarly, 
almost as many high-risk incidents at VA did not involve notification as 
those that did have notification. Officials from the two agencies stated 
that they based their determinations about notification on the type of 
PII that was breached rather than the level of risk assigned to the 
incident. However, while OMB’s 2007 memorandum does not give 
guidance to agencies on how to use risk levels in making a 
determination about notification to affected individuals, it indicates that 
the sensitivity of the data should be an element in determining the risk 
of an incident. Thus it is unclear how incidents could be considered to 
be high risk and yet not pose a significant risk to affected individuals. 
Table 3 shows the number of high-risk incidents we reviewed and how 
many resulted in notification to the affected individuals. 

Table 3: Number of Reported High-Risk Data Breaches Involving Personally 
Identifiable Information (PII) and Associated Notification Decisions 

Agency 
Number of high-

risk incidents 

Number of incidents 
where affected 

individuals were 
notified 

Number of incidents 
where affected 

individuals were not 
notified 

Army 12 12a 0 
CMSb 
FDIC 6 2 4 
FRBc 0 0 0 
IRS 23 21 2 
SEC 1 1 0 
VA 16 9 7 
Total 58 45 13 

Source: GAO analysis of agency documentation. 
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Note: We did not include FRTIB in this analysis because it reported having experienced only one 
incident involving PII in fiscal year 2012. Officials provided information on actions taken subsequent 
to that incident but did not provide us with documentation of the incident.  
aFor three of these incidents, Army records indicated an intention to notify affected individuals but did 
not document whether such notification was sent. 
bCMS did not document the risk levels for 56 out of the 58 incidents we reviewed. 
cThere was one incident that did not have an assessed risk level, but individuals were notified. 
 

FISMA directs OMB to require that agencies identify security 
protections commensurate with the risk and magnitude of harm 
resulting from unauthorized access, such as when a breach occurs. 
OMB’s guidance states that the risk levels should help determine 
when and how notification should be provided, but it does not set 
specific requirements for notification based on agency risk 
determinations. For the incidents we reviewed, the seven agencies 
did not make notification decisions consistently. Without better 
correlation between the assigned risk level and the decision to notify 
affected individuals, these agencies may not be consistently notifying 
affected individuals when they are at greatest risk of identity theft. 

• Offer assistance to affected individuals (if appropriate): Credit 
monitoring was not offered to affected individuals in a consistent 
manner across the seven agencies we reviewed. For example, the 
Army did not offer credit monitoring for any of the 60 incidents we 
reviewed regardless of the level of risk assigned or the number of 
individuals affected. Army officials told us the decision to offer credit 
monitoring was determined by the unit or contractor responsible for 
safeguarding the PII at the time the incident occurred. VA offered 
credit monitoring in 17 of the 60 incidents we reviewed. VA officials 
stated that they only offer credit monitoring when names and either 
Social Security numbers or dates of birth have been breached. 
Conversely, officials from FDIC stated that they routinely offered credit 
monitoring to all affected individuals. OMB guidance does not clearly 
state when credit monitoring should be offered to affected individuals 
or what factors to consider in making this determination. We 
previously recommended that OMB develop guidance for agencies on 
when to offer credit monitoring and when to contract for an alternative 
form of monitoring, such as data breach monitoring, to assist 
individuals at risk of identity theft. Without guidance from OMB 
specifying when to offer credit monitoring, the seven agencies made 
those determinations in varying ways. Lack of consistency in offering 
credit monitoring across these agencies could leave some affected 
individuals more exposed to identity theft than others. 
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• Analyze breach response and identify lessons learned: Lastly, none of 
the seven agencies we reviewed consistently documented lessons 
learned from PII breaches, including corrective actions to prevent 
similar incidents in the future or whether better security controls could 
help detect, analyze, and mitigate future incidents. For example, IRS 
and SEC did not document lessons learned for any of the 110 
incidents we reviewed. IRS officials stated that they perform a 
quarterly and annual trend analysis that includes recommendations 
resulting from individual incidents. However, these recommendations 
were not documented. FDIC documented lessons learned for only 2 of 
the 35 incidents we reviewed, and FRB documented lessons learned 
for 3 of the 40 incidents we reviewed. FDIC officials indicated that 
they did not routinely perform lessons learned exercises for data 
breaches and did not document the results of such exercises when 
they were conducted because there was no requirement in the OMB 
guidance to do so. Three agencies—the Army, CMS, and VA—
documented remedial actions, such as training and technical 
measures, that were to be taken to address specific incidents, but did 
not include an analysis of lessons learned. While OMB’s 2007 
guidance did not specify requirements for identifying lessons learned 
to help prevent future data breaches and improve incident response 
procedures, NIST guidance36

 

 states that it is important to document 
the major points and action items from lessons learned exercises. 
According to NIST, reports from such exercises could be useful in 
training new team members, updating incident response policies and 
procedures, and identifying missing steps or inaccuracies in breach 
response policies. Without more specific guidance on addressing and 
documenting lessons learned, these agencies are at risk of 
experiencing similar data breaches in the future and possibly suffering 
adverse effects that might have been prevented. 

                                                                                                                       
36NIST, Computer Security Incident Handling Guide: Recommendations of the National 
Institute of Standards and Technology, Special Publication 800-61 Revision 2 
(Gaithersburg, Md.: August 2012). 
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The primary role of DHS in assisting agencies with PII-related data 
breaches— that of collecting information about breaches within 1 hour, as 
required by OMB guidance—may be difficult to fulfill and of limited value, 
based on the views of officials from the eight agencies we selected to 
review and DHS. In addition to questions about the utility of reporting 
incidents within 1 hour, officials also questioned the value of individually 
reporting paper-based incidents involving PII or incidents involving the 
loss of hardware containing encrypted PII. DHS uses such information 
primarily to compile statistical data about the prevalence of PII-related 
breaches, not for helping agencies to resolve or remediate such 
breaches. Further, the agencies we reviewed generally have not sought 
technical assistance from US-CERT when non-cyber PII data breaches 
have occurred. 

 
Officials at agencies and US-CERT generally agreed that the current 
requirement that PII-related incidents be reported within 1 hour may be 
difficult to meet and may not provide US-CERT with the best information. 
Specifically, officials at the Army, FDIC, FRB, FRTIB, and SEC indicated 
that it was difficult to prepare a meaningful report on a PII incident to US-
CERT within the 1-hour time frame required by OMB. The officials stated 
that meaningful information on an incident is often not available in that 
time frame, and reporting an incident to US-CERT without all relevant 
details would likely be of limited value. While VA officials stated that most 
of their incidents are reported in less than an hour, they do not believe the 
time frame is consistent with other US-CERT reporting guidelines and 
that the majority of the incidents would more appropriately be reported on 
a weekly basis. Officials from CMS and IRS stated they did not have 
concerns about reporting within the given time frame but did not regard 
the 1-hour time frame as critically important. 

FRTIB officials provided an example of a case in which 1-hour reporting 
was not practical. In 2012, FRTIB was notified by a contractor that the 
Federal Bureau of Investigation had discovered a potential breach of a 
computer on the contractor’s system that could contain FRTIB PII. One 
hour after confirming that the breach contained PII, agency officials were 
still in the process of determining how much PII was affected and the 
extent of the risk. FRTIB did not have a breach response policy in place 
at the time of the incident. It took FRTIB approximately 5 weeks to fully 
understand all of the details of the breach. While they reported to US-
CERT within 1 hour of confirming that the contractor breach contained 
FRTIB PII, it was 3 days after the contractor notified them of the 
suspected breach. Officials stated they would not have been able to 
report meaningful information if they had complied with the OMB directive 

The Role of DHS in 
Collecting PII Breach 
Information Within 1 
Hour and Providing 
Assistance Offers 
Few Benefits to 
Agencies 

Preparing A Meaningful 
Incident Report Within 1 
Hour Can Be Difficult 



 
  
 
 
 

Page 23 GAO-14-34  Information Security 

to report within an hour of when they first learned about the suspected 
breach. 

SEC officials stated that in several instances they experienced a potential 
PII breach when private shipping companies lost track of boxes 
containing PII on paper or other media that were in transit from one SEC 
location to another. In such cases, the extent of PII affected or whether 
the package was actually lost (as opposed to an error in the shipper’s 
tracking system) was not always clear. According to SEC officials, it can 
take days or weeks to fully investigate a potential loss and develop a 
clear assessment of its significance. 

US-CERT officials also agreed that the 1-hour time frame often is not 
adequate for an agency to provide important information regarding an 
incident and does not give US-CERT a clear picture of the reported 
incident. Further, OMB staff said that they were unaware of the rationale 
for the 1-hour time frame, other than a general concern that agencies 
report PII incidents promptly. The staff stated that OMB previously 
considered revising the PII reporting guidelines but that no action had 
been taken. Until a more reasonable time frame is established that 
facilitates full reporting of meaningful information, much of the PII data 
breach information that US-CERT collects may be of limited value in 
understanding PII data breaches in government agencies. 

 
In addition to raising concerns about the reporting time frame, officials 
from the Army, FRB, SEC, and VA told us it was unclear to them what 
value was gained from individually reporting to US-CERT paper-based 
incidents involving PII or incidents involving the loss of hardware 
containing encrypted PII, because they considered such incidents to pose 
very limited risk. For example, in many paper-based incidents, only a few 
individuals are affected, thus limiting the overall risk. In cases where lost 
or stolen devices are protected with data encryption, officials at these 
agencies believe that it is very unlikely that the affected PII will be 
compromised. In addition, because these types of breaches generally do 
not involve compromises to the security of agency systems or networks, 
US-CERT has seldom been asked by agencies to provide assistance on 
remediation. 

According to officials from CMS, FDIC, SEC and VA, the vast majority of 
incidents at these four agencies were paper incidents or involved the loss 
of hardware containing encrypted PII. For example, CMS officials stated 
that 71 percent of approximately 1,400 incidents that were reported in 
2013 were paper incidents. These officials stated that most of these 

Agency Officials 
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cases involved PII being sent to the wrong patient or provider. In addition, 
VA officials stated that 76 percent of the approximately 5,000 incidents 
reported in fiscal year 2012 were paper incidents, which also involved PII 
being sent to the wrong veteran or provider. The VA officials stated that 
they do not see the value in reporting paper incidents individually to US-
CERT as they do not have any impact on the security of their systems. 

Similarly, a large number of SEC and FRB incidents involved the loss of 
hardware containing encrypted PII. For example, SEC reported that 98 
percent of approximately 130 incidents involved the loss of hardware 
containing encrypted PII. SEC officials stated that they are unsure of the 
value of individually reporting incidents involving hardware containing 
encrypted PII because the risk of anyone accessing the information on 
the devices is very low. Likewise, the FRB’s Chief Information Security 
Officer told us that the FRB has not reported lost hardware containing 
encrypted PII to US-CERT because FRB’s position is that such incidents 
do not represent an actual loss of PII. In those cases, even though an 
unauthorized individual may gain access to the device, FRB’s view is that 
it is very unlikely that the PII on it can be accessed. According to the 
FRB’s rationale, a data breach does not occur in these cases because 
the data is inaccessible and thus reporting is not required. The agency’s 
standard procedure is to issue commands to disable lost devices, 
rendering them inoperable and ensuring that any data they contain 
remains protected. 

US-CERT officials agreed that their office should not be receiving all PII-
related incident reports individually as they occur. For example, these 
officials stated that there is no reason for them to receive reports on 
paper-based PII breaches other than for statistical purposes in 
compliance with FISMA. 

Current requirements to report all incidents individually can have an 
adverse impact by causing agencies to expend resources on activities 
that contribute little to protecting security and privacy. Without revisions to 
the reporting requirements, agencies and US-CERT will be required to 
continue to devote extra attention to these activities, which do not 
contribute to resolving or remediating data breach incidents. 

 
According to the National Cybersecurity & Communications Integration 
Center’s Chief of Compliance & Oversight and Chief of Information 
Management, and US-CERT’s Chief of Performance Metrics, the PII-
related incident data they collect are not generally used to help remediate 
incidents or provide technical assistance to an agency. Rather, the 
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information is simply compiled in accordance with the FISMA mandate of 
compiling and analyzing information about incidents threatening 
information security and reported to OMB. Given this limited use, US-
CERT officials agreed that the requirement that this information be 
reported within 1 hour of discovery of a real or suspected breach did not 
add value, either for the reporting agencies or the government as a 
whole. US-CERT could receive the information in aggregate form at a 
later time, such as on a weekly or monthly basis, with no adverse impact 
on the quality of the statistical information, according to these officials. 

Further, US-CERT’s Chief of Performance Metrics confirmed that the vast 
majority of PII-related data breaches are not cybersecurity-related. 
Specifically, the official estimated that seven of every eight reported 
breaches do not involve attacks on or threats to government systems or 
networks. The Chief said that receiving information on such incidents on 
an individual basis is not useful to the office in pursuing its mission and 
that the office can take little action on the information collected about 
these incidents, other than to report it in aggregate form to OMB. 

 
According to officials from the eight agencies we reviewed, all but one 
has not requested technical assistance from US-CERT when PII data 
breaches have occurred. According to DHS officials, US-CERT is not 
equipped to provide assistance in remediating paper-based incidents and 
has never been asked to do so. 

Agency officials we spoke with agreed that the issues they encounter in 
dealing with PII breaches—such as what risk level to assign to an incident 
and whether to notify affected individuals—are not the type of issues that 
US-CERT can provide useful assistance to help resolve. Rather, these 
issues are generally best addressed by agency general counsel staff or 
privacy officers. These agencies’ policies generally include privacy 
officers and general counsel staff in their incident response teams, thus 
providing a full complement of relevant expertise to address PII breach 
response. 

In some cases, the DHS Privacy Office may be able to provide guidance 
on PII breach response. For example, the Privacy Office has developed a 
guide that addresses obligations of its components, employees, senior 
officials, and contractors to protect PII and establishes procedures they 
must follow upon the detection of a suspected or confirmed incident 
involving PII. The guidance is available to other agencies through the 
Privacy Office’s website. In addition, Privacy Office officials stated that 
their office has been asked to offer guidance to other agencies on how to 
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best respond to incidents involving PII. However, the assistance available 
from the DHS Privacy Office is geared more toward developing agency 
response capabilities in general rather than supporting decision-making 
activities associated with specific incidents. 

 
The eight agencies we reviewed have taken steps to develop PII data 
breach response policies and procedures. Of this group, both the large 
and small agencies generally had policies and procedures in place that 
reflected the major elements of an effective data breach response 
program, as defined by OMB and NIST guidance. While several of these 
agencies had shortcomings in specific aspects of the documentation for 
their programs, none lacked all of the major elements. However, 
implementation of breach response policies and procedures was not 
consistent. Incomplete guidance from OMB allowed these agencies to 
implement data breach response policies and procedures inconsistently. 
Ensuring that agency data breach response programs are consistent and 
fully documented is an important means of ensuring that PII is fully 
protected. 

While US-CERT plays an important role in responding to cyber incidents, 
including coordinating governmentwide responses and providing technical 
assistance to agencies, the utility of its role in responding to PII incidents 
is more limited, particularly when system or network issues are not 
involved. Given this limited role, the requirement to report all PII-related 
incidents within 1 hour provides little value. Likewise, immediate reporting 
of individual incidents involving the loss of hardware containing encrypted 
PII or paper-based PII to US-CERT adds little value beyond what could 
be achieved by periodic consolidated reporting. As a result, agencies may 
be making efforts to meet the reporting requirements that could be 
diverting attention and limited resources from other breach response 
activities. 

 
To improve the consistency and effectiveness of governmentwide data 
breach response programs, we recommend that the Director of OMB 
update its guidance on federal agencies’ responses to a PII-related data 
breach to include: 

• guidance on notifying affected individuals based on a determination of 
the level of risk; 

• criteria for determining whether to offer assistance, such as credit 
monitoring to affected individuals; and 
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• revised reporting requirements for PII-related breaches to US-CERT, 
including time frames that better reflect the needs of individual 
agencies and the government as a whole and consolidated reporting 
of incidents that pose limited risk. 

We are also making 22 recommendations to specific agencies to improve 
their response to data breaches involving PII. 

• We recommend that the Secretary of Defense direct the Secretary of 
the Army to: 

• document procedures for offering assistance to affected 
individuals in the department’s data breach response policy; 

• document procedures for evaluating data breach responses and 
identifying lessons learned; 

• require documentation of the reasoning behind risk determinations 
for breaches involving PII; and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices. 
 

• We recommend that the Secretary of Health and Human Services 
direct the Administrator for the Centers for Medicare & Medicaid 
Services to: 
• require documentation of the risk assessment performed for 

breaches involving PII, including the reasoning behind risk 
determinations; 

• document the number of affected individuals associated with each 
incident involving PII; and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices. 

• We recommend that the Chairman of the Federal Deposit Insurance 
Corporation: 

• require documentation of the reasoning behind risk determinations 
for breaches involving PII; 

• document the number of affected individuals associated with each 
incident involving PII; and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices. 

• We recommend that the Chairman of the Federal Reserve Board: 
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• require documentation of the risk assessment performed for 
breaches involving PII, including the reasoning behind risk 
determinations; 

• document the number of affected individuals associated with each 
incident involving PII; and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices. 

• We recommend that the Executive Director of the Federal Retirement 
Thrift Investment Board update procedures to include the number of 
individuals affected as a factor that should be considered in assessing 
the likely risk of harm. 
 

• We recommend that the Commissioner of the Internal Revenue 
Service: 

• update procedures to include the number of individuals affected 
as a factor that should be considered in assessing the likely risk of 
harm, and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices.   

• We recommend that the Chairman of the Securities and Exchange 
Commission: 

• require documentation of the risk assessment performed for 
breaches involving PII, including the reasoning behind risk 
determinations; 

• document the number of affected individuals associated with each 
incident involving PII; and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices. 

• We recommend that the Secretary of Veterans Affairs: 

• require documentation of the reasoning behind risk determinations 
for breaches involving PII; 

• document the number of affected individuals associated with each 
incident involving PII; and 

• require an evaluation of the agency’s response to data breaches 
involving PII to identify lessons learned that could be incorporated 
into agency security and privacy policies and practices. 

 



 
  
 
 
 

Page 29 GAO-14-34  Information Security 

We sent draft copies of this report to the eight agencies covered by our 
review, as well as to DHS, GSA, and OMB. We received written 
responses from the Departments of Defense (Defense), Health & Human 
Services (HHS), and Homeland Security, and from FDIC, FRB, FRTIB, 
IRS, SEC and VA. These comments are reprinted in appendices II 
through X. In comments provided orally, staff from OMB’s Office of 
Information and Regulatory Affairs stated that our draft recommendation 
to OMB did not sufficiently specify what supplemental guidance was 
needed, and we have revised our recommendation to provide greater 
specificity. The OMB staff also provided technical comments, which have 
been incorporated into the final report as appropriate. An official from 
GSA’s IT Policy and Compliance Division indicated via e-mail that GSA 
had no comments. 

Of the nine agencies to which we made recommendations, four (Defense, 
FDIC, FRTIB, and HHS) concurred with all of our recommendations. IRS 
agreed with one of three draft recommendations, VA agreed with one of 
four draft recommendations; and FRB, OMB, and SEC neither agreed nor 
disagreed with our recommendations. In cases where these agencies 
also provided technical comments, we have addressed them in the final 
report as appropriate. Defense, FDIC, FRB, FRTIB, HHS, and IRS also 
provided information regarding specific actions they have taken or plan on 
taking that address portions of our recommendations. Further, FDIC, 
FRTIB, and IRS provided estimated timelines for completion of actions 
that would address our recommendations. 

IRS agreed with our recommendation to identify lessons learned that 
could be incorporated into agency security and privacy policies and 
practices. However, IRS did not agree with the other two draft 
recommendations addressed to them and provided information pertaining 
to those recommendations. Specifically, in response to our 
recommendation to update procedures to include the number of 
individuals affected as a factor that should be considered in assessing the 
likely risk of harm, IRS stated that it was following OMB guidance. IRS 
noted that its breach response policy contains instructions to use the 
number of individuals impacted to dictate the communication vehicles 
used for notification, and that that the number of affected individuals does 
not impact the potential risk to a specific individual. IRS stated that there 
is a higher potential risk to the agency and public for incidents involving a 
significant number of affected individuals and said that it has procedures 
for addressing incidents that affect more than 100 individuals. However, 
the OMB guidance cited by IRS states only that the number of individuals 
affected should not be the determining factor for whether an agency 
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should provide notification. The guidance does not say that agencies 
should not consider the number of individuals affected in determining the 
risk of harm; instead, it includes this as one of five factors that agencies 
should consider. IRS policy does not include the number of affected 
individuals as a factor in determining the likely risk of harm. We continue 
to believe that consideration of the number of affected individuals should 
be a factor in determining the likely risk of harm to the agency and level of 
impact of a suspected data breach, in accordance with OMB guidance 
and because, as IRS noted, there is a higher potential risk to the agency 
and public for incidents involving a significant number of affected 
individuals. In response to our draft recommendation to document 
procedures for evaluating data breach responses and identify lessons 
learned in the agency's data breach response policy, IRS provided 
additional information showing that it has such a policy in place. 
Accordingly, we have withdrawn this recommendation.  

VA concurred in principle with our recommendation to identify lessons 
learned that could be incorporated into agency security and privacy 
policies and practices. However, VA did not concur with the other three 
draft recommendations addressed to the agency and provided 
information pertaining to those recommendations. Regarding our draft 
recommendation to document procedures for reporting data breaches to 
external entities, VA provided a recent policy update that addresses 
reporting to external entities such as US-CERT. Accordingly, we have 
withdrawn this recommendation. Regarding our recommendation to 
require documentation of the reasoning behind risk determinations for 
breaches involving PII, VA stated that the agency currently documents 
the reasoning behind a risk determination for each individual incident in 
its Privacy and Security Event Tracking System. Further, VA stated that it 
has developed a new tool that will be used to determine if a particular 
incident meets specific breach criteria that will be incorporated into a 
revision of VA’s current breach response policies. However, our review of 
a sample of VA breach reports indicated that the reasoning behind risk 
determinations was not documented for each incident. While the new tool 
described by VA could serve this purpose, until it becomes part of agency 
policy, VA runs the risk that risk determinations may not be performed 
consistently. Finally, in regard to our recommendation to document the 
number of affected individuals associated with each incident involving PII, 
VA stated that it records how many individuals require notification or 
credit monitoring associated with an incident. Although VA’s system 
documents information about notifications, sample breach reports we 
reviewed did not always include the total number of affected individuals, 
such as for cases in which individuals were not notified. We continue to 
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believe that it is important to document the number of affected individuals 
for all incidents involving PII. 

FRB neither agreed nor disagreed with our three recommendations. In 
response to all of our recommendations, FRB stated that the board 
documents incidents in which a potential breach does not involve lost 
encrypted equipment, distinguishing such incidents from losses of 
encrypted equipment, which the agency generally did not consider to be 
potential breaches of PII. However, FRB stated that it will review its 
practices to ensure that it more comprehensively documents potential PII 
breaches, including, as appropriate, incidents involving lost encrypted 
equipment. 

SEC neither agreed nor disagreed with our three recommendations but 
provided information concerning each of them. Specifically, in response to 
our recommendation to require documentation of risk assessments, SEC 
stated that the Commission considers incidents involving encrypted 
equipment to be covered by a previously reported incident where the SEC 
assessed a low level of risk and set forth its rationale for this risk 
determination. Further, SEC stated that such devices can be remotely 
erased in the event of loss. According to SEC, it believes that preparing a 
separate risk assessment for each incident involving encrypted, remotely 
managed devices does not provide meaningful value to the data breach 
process. We believe it is important to document risk determinations for 
every incident, including the reasons why a risk assessment was not 
performed in cases such as the ones cited by the SEC, to ensure that all 
incidents involving a breach of PII are appropriately assessed. Ensuring 
that all incidents are properly documented would not require extra, 
unnecessary effort (because a reference to a previous determination, if 
appropriate, could be used). However it would help ensure that the 
agency has not overlooked incidents that may have greater risks. In 
response to our recommendation to document the number of affected 
individuals associated with each incident involving PII, SEC stated that for 
incidents involving lost encrypted devices, the risk of compromise is low 
to non-existent and as a result, the number of potentially affected 
individuals is immediately mitigated to a negligible number. While OMB 
guidance states that the use of encryption ensures that the risk of 
compromise is low, it does not conclude that “the number of potentially 
affected individuals is immediately mitigated to a negligible number.” We 
continue to believe that it is important to document the number of affected 
individuals for each incident involving PII so that the likely risk of harm is 
properly assessed for each incident and so that an accounting of the total 
number of affected individuals for all data breach incidents is possible. 
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Lastly, in response to our recommendation to require an evaluation of the 
agency's response to data breaches involving PII to identify lessons 
learned, SEC stated that as a part of its privacy incident reporting 
process, it assesses mitigation measures and identifies security controls 
that could help detect, analyze, and mitigate future incidents and makes 
recommendations when applicable. However, the SEC’s periodic 
recommendations for new or revised security controls does not 
specifically include a review of past incidents to determine whether 
proposed changes to security controls address vulnerabilities identified in 
past incidents. We continue to believe that it is important to document 
these lessons learned from prior incidents involving PII to help ensure the 
agency does not overlook additional actions that could be taken to 
prevent future incidents. 

DHS provided information regarding actions it plans on taking to help 
address our recommendations to OMB on revising its incident reporting 
requirements. Specifically, DHS stated it has interacted with OMB 
regarding requirements specific to these recommendations and is 
preparing new incident reporting guidance for agencies to be presented to 
members of the Federal Chief Information Officers Council Security 
Program Management Subcommittee. We also received technical 
comments from DHS, which have been incorporated into the final report 
as appropriate. 

 
As agreed with your offices, unless you publicly announce the contents of 
this report earlier, we plan no further distribution until 30 days from the 
report date. At that time, we will send copies to the Departments of 
Defense, Health and Human Services, Homeland Security, Treasury, and 
Veterans Affairs, as well as the Federal Deposit Insurance Corporation, 
Federal Reserve Board, Federal Retirement Thrift Investment Board, 
General Services Administration, Office of Management and Budget, and 
Securities and Exchange Commission. In addition, the report is available 
at no charge on the GAO Web site at http://www.gao.gov. 

If you or your staff have any questions about this report, please contact 
Gregory C. Wilshusen at (202) 512-6244 or wilshuseng@gao.gov. 
Contact points for our Offices of Congressional Relations and Public  
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Affairs may be found on the last page of this report. GAO staff who made 
key contributions to this report are listed in appendix II. 

 
Gregory C. Wilshusen 
Director, Information Security Issues 
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Our objectives were to (1) determine the extent to which selected 
agencies have developed and implemented data breach response 
policies and procedures for breaches involving PII and (2) assess the role 
of DHS in collecting information on breaches involving PII and providing 
assistance to agencies. 

We selected four large agencies and four independent agencies to be 
included in our review. To select these agencies, we first determined the 
top three agencies in each category that had the largest number of 
systems containing PII they maintained, according to fiscal year 2011 
agency reports submitted in compliance with requirements of FISMA. We 
also selected VA as one of the large agencies for review because it 
experienced the largest number of data breaches involving PII in fiscal 
year 2011, and we chose FRTIB as an additional independent agency 
because it experienced a significant breach in 2012. For three of the large 
agencies, we limited our review to the component within the agency that 
had the greatest number of systems containing PII. Table 4 lists the 
agencies we selected. 

Table 4: Agencies Selected 

Agency Category 
Department of the Army Large 
Centers for Medicare & Medicaid Services Large  
Internal Revenue Service Large 
Department of Veterans Affairs Large 
Federal Deposit Insurance Corporation Independent 
Federal Reserve Board Independent 
Federal Retirement Thrift Investment Board Independent 
Securities and Exchange Commission Independent 

Source: GAO. 
 

To address our first objective, we reviewed OMB memorandum M-07-16 
and NIST Special Publication 800-61 Revision 2 to determine the key 
elements that should be present in data breach response programs at 
federal agencies. We then reviewed and analyzed documents from the 
selected agencies, including data breach response plans and procedures, 
to determine whether they adhered to the requirements set forth in OMB 
and NIST guidance. In addition, we interviewed agency officials from the 
selected agencies regarding their data breach response policies and 
procedures. 

Appendix I: Objectives, Scope, and 
Methodology 



 
Appendix I: Objectives, Scope, and 
Methodology 
 
 
 

Page 35 GAO-14-34  Information Security 

To address implementation of data breach response policies and 
procedures for breaches involving PII, we reviewed and analyzed 
documentation associated with a random sample of incidents from all but 
one agency’s total set of reported incidents for fiscal year 2012 to 
determine if the agencies were complying with federal requirements and 
their respective data breach policies. In the analysis, we determined 
whether the agencies had prepared reports on suspected or confirmed 
breaches and submitted them to the appropriate internal and external 
entities, assessed the likely risk of harm and level of impact of a 
suspected data breach in order to determine whether notification to 
affected individuals was needed, offered assistance to affected 
individuals, and analyzed breach response and identified lessons learned. 
We did not include FRTIB in this analysis because it reported having 
experienced only one incident involving PII in fiscal year 2012. While 
information was provided on actions taken subsequent to that incident, 
officials did not provide us with documentation resulting from that incident. 
We selected a simple random sample of incidents within each of the 
remaining seven agencies. In order to support estimation for the 
population of incidents across the seven agencies, the seven simple 
random samples were grouped and treated as a stratified random sample 
for purposes of producing estimates. Table 5 lists the number of incidents 
we examined at each agency. 

Table 5: Number of Incidents Reviewed at Each Agency 

Agency 
Number of reported 
incidents in FY2012  

Number 
selected for 

review 
Margin of 

error 
Department of the Army 399 60 +/- 12.5 
Centers for Medicare & 
Medicaid Services 

4172 58a +/- 13.1 

Internal Revenue Service 3696 60 +/-13.0 
Department of Veterans Affairs 6627 60 +/- 13.1 
Federal Deposit Insurance 
Corporation 

51 35 +/- 12.2 

Federal Reserve Board 59 40 +/- 11.0 
Securities and Exchange 
Commission 

136 50 +/- 11.8 

Total 15,140 363  

Source: GAO. 

Note: We did not include FRTIB in this analysis because it reported having experienced only one 
incident involving PII in fiscal year 2012 and officials did not provide us with documentation resulting 
from that incident. Officials provided information only on the actions that were taken in response to 
that incident. 
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aCMS stated that two of the incidents we selected for review were duplicate records and did not 
provide documentation for those incidents. 
 

Because we followed a probability procedure based on random 
selections, our sample is only one of a large number of samples that we 
might have drawn. Since each sample could have provided different 
estimates, we express our confidence in the precision of our particular 
sample’s results as a 95 percent confidence interval. This is the interval 
that would contain the actual population value for 95 percent of the 
samples we could have drawn. All agency-specific percentage estimates 
from the file review have margins of error at the 95 percent confidence 
level that are no greater than the amounts shown in table 4. For 
population estimates derived from combining the seven samples, 
percentage estimates have a margin of error at the 95 percent level of 
confidence that is no greater than plus or minus 7.2 percentage points 
unless otherwise noted. 

To determine the reliability and accuracy of the data, we obtained and 
analyzed answers to 20 data reliability questions from each agency that 
addressed the internal controls of the system used to collect the data. 
Specifically, we asked questions regarding systems that had current data, 
procedures in place to consistently and accurately capture data, controls 
that check for errors in data, reviews of the data, system failures, and the 
overall opinion of the agency on the quality of its data. In addition, we 
performed electronic testing on the data to check for missing values and 
out-of-range incident dates. We believe the data used to draw our sample 
are sufficiently reliable for the purpose of this report. 

To address the second objective, we reviewed relevant federal laws and 
guidance on the involvement of DHS in the data breach response 
process. We also performed an analysis to determine whether the sample 
cases we reviewed reported the incidents to US-CERT within the required 
1-hour time frame. In addition, we interviewed DHS officials regarding 
their actions in overseeing and assisting agencies in responding to a data 
breach involving PII. Further, we interviewed agency officials from the 
selected agencies regarding their interactions with DHS and their views 
on this interaction. 

We conducted this performance audit from November 2012 to November 
2013 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
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that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 
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