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Why GAO Did This Study 
In accordance with the authority 
granted by the Chief Financial Officers 
Act of 1990, GAO annually audits 
IRS’s financial statements to determine 
whether (1) the financial statements 
are fairly presented and (2) IRS 
management maintained effective 
internal control over financial reporting. 
GAO also tests IRS’s compliance with 
selected provisions of applicable laws, 
regulations, contracts, and grant 
agreements.  

IRS’s tax collection activities are 
significant to overall federal receipts, 
and the effectiveness of its financial 
management is of substantial interest 
to Congress and the nation’s 
taxpayers. 

What GAO Recommends 
Based on prior financial statement 
audits, GAO made numerous 
recommendations to IRS to address 
internal control deficiencies. GAO will 
continue to monitor and will report 
separately on IRS’s progress in 
implementing prior recommendations 
that remain open. Consistent with past 
practice, GAO will also be separately 
reporting on the new internal control 
deficiencies identified in this year’s 
audit, and providing IRS 
recommendations for corrective 
actions to address them. 

In commenting on a draft of this report, 
IRS stated that it would continue to 
increase its focus on information 
security and internal controls while 
improving financial reporting. 

What GAO Found 
In GAO’s opinion, the Internal Revenue Service’s (IRS) fiscal years 2013 and 
2012 financial statements are fairly presented in all material respects. However, 
in GAO’s opinion, IRS did not maintain effective internal control over financial 
reporting as of September 30, 2013, because of a continuing material weakness 
in internal control over unpaid tax assessments. GAO’s tests of IRS’s compliance 
with selected provisions of applicable laws, regulations, contracts, and grant 
agreements detected no reportable instances of noncompliance in fiscal year 
2013.  

The material weakness in internal control over unpaid tax assessments was 
primarily caused by financial system limitations and data entry errors that 
rendered IRS’s system unable to readily distinguish between taxes receivable, 
compliance assessments, and write-offs in order to properly classify these 
components for financial reporting purposes. These deficiencies necessitated the 
use of a compensating estimation process to determine the amount of taxes 
receivable, the most material asset on IRS’s balance sheet. 

During fiscal year 2013, IRS continued to make important progress in addressing 
deficiencies in internal control over its financial reporting systems. However, new 
and continuing deficiencies in internal control that GAO identified over 
information security, including missing security updates, insufficient monitoring of 
financial reporting systems, and weak encryption for authentication, constituted a 
significant deficiency in IRS’s internal control. Until IRS fully addresses existing 
control deficiencies over its financial reporting systems, there is an increased risk 
that its financial and taxpayer data will remain vulnerable to inappropriate and 
undetected use, modification, or disclosure.  

Serious control 
deficiencies related to unpaid tax assessments are likely to continue to exist until 
IRS significantly enhances the capabilities of the systems it uses to account for 
unpaid tax assessments, and improves controls over the recording of information 
in taxpayer accounts so that reliable transaction-based balances for taxes 
receivable can be ultimately recorded in the general ledger. 

In addition to its internal control deficiencies, IRS faces significant ongoing 
financial management challenges associated with (1) safeguarding the large 
volume of sensitive hard copy taxpayer receipts and related information, and  
(2) its exposure to significant improper refunds from identity theft.  
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441 G St. N.W. 
Washington, DC 20548 

December 12, 2013 

The Honorable Jacob J. Lew 
Secretary of the Treasury 

Dear Mr. Secretary: 

The accompanying report presents the results of our audits of the fiscal 
years 2013 and 2012 financial statements of the Internal Revenue 
Service (IRS). Specifically, we found 

• the financial statements are presented fairly, in all material respects, 
in accordance with U.S. generally accepted accounting principles; 

• IRS’s internal control over financial reporting was not effective as of 
September 30, 2013, because of a continuing material weakness1 in 
internal control over unpaid tax assessments; and 

• no reportable noncompliance in fiscal year 2013 with the laws, 
regulations, contracts, and grant agreements we tested. 

This report also provides a discussion of a continuing significant 
deficiency2 in IRS’s internal control over financial reporting systems that 
we believe merits the attention of those charged with governance of IRS. 
We will be separately reporting more detailed information to IRS 
concerning the material weakness and significant deficiency along with 
any new recommended corrective actions. In addition, this report 
discusses ongoing financial management challenges that IRS faces 
associated with its (1) continued responsibility to safeguard hard copy 
taxpayer receipts and information, and (2) exposure to significant 
improper refunds from identity theft. 

                                                                                                                     
1A material weakness is a deficiency, or combination of deficiencies, in internal control 
over financial reporting, such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and 
corrected, on a timely basis. A deficiency in internal control exists when the design or 
operation of a control does not allow management or employees, in the normal course of 
performing their assigned functions, to prevent, or detect and correct, misstatements on a 
timely basis.  
2A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
that is less severe than a material weakness, yet important enough to merit the attention 
of those charged with governance. 
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We performed our audit in accordance with authority granted by the Chief 
Financial Officers Act of 1990, as expanded by the Government 
Management Reform Act of 1994. 

We are sending copies of this report to the Chairman and Vice Chairman 
of the Joint Committee on Taxation, the Chairmen and Ranking Members 
of the Senate Committee on Finance and the House Committee on Ways 
and Means, and other interested congressional committees and 
subcommittees. We are also sending copies of this report to the Acting 
Commissioner of Internal Revenue, the Director of the Office of 
Management and Budget, the Chairman of the IRS Oversight Board, and 
other interested parties. In addition, the report is available at no charge on 
the GAO website at http://www.gao.gov. 

If you or your staff have any questions concerning this report, please 
contact me at (202) 512-3406 or clarkce@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs may be found on 
the last page of this report. 

Sincerely yours, 

 
Cheryl E. Clark 
Director 
Financial Management and Assurance 

 

 

http://www.gao.gov/�
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441 G St. N.W. 
Washington, DC 20548 

Independent Auditor’s Report 

To the Acting Commissioner of Internal Revenue 

In our audits of the 2013 and 2012 financial statements of the Internal 
Revenue Service (IRS), we found 

• the financial statements as of and for the fiscal years ended 
September 30, 2013, and 2012, are presented fairly, in all material 
respects, in accordance with U.S. generally accepted accounting 
principles; 

• IRS’s internal control over financial reporting was not effective as of 
September 30, 2013; and 

• no reportable noncompliance for fiscal year 2013 with the provisions 
of applicable laws, regulations, contracts, and grant agreements we 
tested. 

The following sections discuss in more detail (1) our report on the 
financial statements and internal control over financial reporting, which 
includes a matter of emphasis related to the tax gap and tax 
expenditures, other matters related to the required supplementary 
information (RSI)1 and other information2 included with the financial 
statements, and two significant financial management challenges 
confronting IRS related to safeguarding hard copy taxpayer receipts and 
information and its exposure to significant improper refunds from identity 
theft; (2) our report on compliance with laws, regulations, contracts, and 
grant agreements; and (3) IRS’s comments on our evaluation. 

 

                                                                                                                     
1RSI is comprised of “Management’s Discussion and Analysis,” “Schedule of Budgetary 
Resources by Major Budget Accounts,” and other RSI that is included with the financial 
statements. 
2Other information is comprised of information included with the financial statements, 
other than the RSI and the auditor’s report. 
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In accordance with our authority granted by the Chief Financial Officers 
(CFO) Act of 1990, as expanded by the Government Management 
Reform Act of 1994,3 we have audited the IRS’s financial statements. 
IRS’s financial statements comprise the balance sheets as of September 
30, 2013, and 2012; the related statements of net cost, changes in net 
position, budgetary resources, and custodial activity for the fiscal years 
then ended; and the related notes to the financial statements. We have 
also audited IRS’s internal control over financial reporting as of 
September 30, 2013, based on criteria established under 31 U.S.C.  
§ 3512(c), (d), commonly known as the Federal Managers’ Financial 
Integrity Act (FMFIA). 

We conducted our audits in accordance with U.S. generally accepted 
government auditing standards. We believe that the audit evidence we 
obtained is sufficient and appropriate to provide a basis for our audit 
opinions. 

 
IRS management is responsible for (1) the preparation and fair 
presentation of these financial statements in accordance with U.S. 
generally accepted accounting principles; (2) preparing, measuring, and 
presenting the RSI in accordance with the prescribed guidelines in U.S. 
generally accepted accounting principles; (3) preparing and presenting 
other information included in documents containing the audited financial 
statements and auditor’s report, and ensuring the consistency of that 
information with the audited financial statements and the RSI;  
(4) maintaining effective internal control over financial reporting, including 
the design, implementation, and maintenance of internal control relevant 
to the preparation and fair presentation of financial statements that are 
free from material misstatement, whether due to fraud or error;  

                                                                                                                     
3See the CFO Act of 1990, Pub. L. No. 101-576, 104 Stat. 2838 (Nov. 15, 1990), codified, 
in relevant part, as amended, at 31 U.S.C. § 3521(g); see also the Government 
Management Reform Act of 1994, Pub. L. No. 103-356, 108 Stat. 3410 (Oct. 13, 1994), 
codified, in relevant part, as amended, at 31 U.S.C. § 3515(c). Under the authority of  
31 U.S.C. § 3515, the Office of Management and Budget requires IRS to issue annual 
audited financial statements that are separate from those of the Department of the 
Treasury. Although the CFO Act designates the agency’s inspector general, or where 
applicable, an independent external auditor, as the responsible auditor of an agency’s 
financial statements, the act also gives GAO the authority to perform such audits at its 
discretion. Based on that authority, we audit IRS’s financial statements because of the 
significance of IRS’s tax collections to the consolidated financial statements of the U.S. 
government, which GAO is required to audit. See 31 U.S.C. § 331(e)(2). 

Report on the 
Financial Statements 
and on Internal 
Control over Financial 
Reporting 

Management’s 
Responsibility 
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(5) evaluating the effectiveness of internal control over financial reporting 
based on the criteria established under FMFIA; and (6) providing its 
assertion about the effectiveness of internal control over financial 
reporting as of September 30, 2013, based on its evaluation, included in 
the accompanying Management’s Report on Internal Control over 
Financial Reporting in appendix I. 

 
Our responsibility is to express an opinion on these financial statements 
and an opinion on IRS’s internal control over financial reporting based on 
our audits. U.S. generally accepted government auditing standards 
require that we plan and perform the audits to obtain reasonable 
assurance about whether the financial statements are free from material 
misstatement, and whether effective internal control over financial 
reporting was maintained in all material respects. We are also responsible 
for applying certain limited procedures to the RSI and other information 
included with the financial statements. 

An audit of financial statements involves performing procedures to obtain 
audit evidence about the amounts and disclosures in the financial 
statements. The procedures selected depend on the auditor’s judgment, 
including the auditor’s assessment of the risks of material misstatement of 
the financial statements, whether due to fraud or error. In making those 
risk assessments, the auditor considers internal control relevant to the 
entity’s preparation and fair presentation of the financial statements in 
order to design audit procedures that are appropriate in the 
circumstances. An audit of financial statements also involves evaluating 
the appropriateness of the accounting policies used and the 
reasonableness of significant accounting estimates made by 
management, as well as evaluating the overall presentation of the 
financial statements. An audit of internal control over financial reporting 
includes obtaining an understanding of internal control over financial 
reporting, assessing the risk that a material weakness exists, evaluating 
the design and operating effectiveness of internal control over financial 
reporting based on the assessed risk, and testing relevant internal control 
over financial reporting. Our audit of internal control also considered the 
entity’s process for evaluating and reporting on internal control over 
financial reporting based on criteria established under FMFIA. Our audits 
also included performing such other procedures as we considered 
necessary in the circumstances. 

We did not evaluate all internal controls relevant to operating objectives 
as broadly established under FMFIA, such as those controls relevant to 

Auditor’s Responsibility 
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preparing performance information and ensuring efficient operations. We 
limited our internal control testing to testing controls over financial 
reporting. Our internal control testing was for the purpose of expressing 
an opinion on whether effective internal control over financial reporting 
was maintained, in all material respects. Consequently, our audit may not 
identify all deficiencies in internal control over financial reporting that are 
less severe than a material weakness.4 

 
An entity’s internal control over financial reporting is a process effected by 
those charged with governance, management, and other personnel, the 
objectives of which are to provide reasonable assurance that  
(1) transactions are properly recorded, processed, and summarized to 
permit the preparation of financial statements in accordance with U.S. 
generally accepted accounting principles, and assets are safeguarded 
against loss from unauthorized acquisition, use, or disposition, and  
(2) transactions are executed in accordance with laws governing the use 
of budget authority and with other applicable laws, regulations, contracts, 
and grant agreements that could have a direct and material effect on the 
financial statements. 

Because of its inherent limitations, internal control over financial reporting 
may not prevent, or detect and correct, misstatements due to fraud or 
error. We also caution that projecting any evaluation of effectiveness to 
future periods is subject to the risk that controls may become inadequate 
because of changes in conditions, or that the degree of compliance with 
the policies or procedures may deteriorate. 

 
In our opinion, IRS’s financial statements present fairly, in all material 
respects, its financial position as of September 30, 2013, and 2012, and 
its net cost of operations, changes in net position, budgetary resources, 
and custodial activity for the fiscal years then ended in accordance with 
U.S. generally accepted accounting principles. 

                                                                                                                     
4A material weakness is a deficiency, or combination of deficiencies, in internal control 
over financial reporting, such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and 
corrected, on a timely basis. A deficiency in internal control exists when the design or 
operation of a control does not allow management or employees, in the normal course of 
performing their assigned functions, to prevent, or detect and correct, misstatements on a 
timely basis.  

Definitions and Inherent 
Limitations of Internal 
Control over Financial 
Reporting 

Opinion on Financial 
Statements 
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However, misstatements may nevertheless occur in other financial 
information reported by IRS and not be detected as a result of the internal 
control deficiencies described in this report. 

 
In accordance with federal accounting standards, the financial statements 
do not include an estimate of the dollar amount of taxes that are owed to 
the federal government but have not been reported by taxpayers or 
identified through IRS’s enforcement programs, often referred to as the 
tax gap, nor do they include information on tax expenditures.5 Further 
details discussing the tax gap and tax expenditures, as well as the 
associated dollar amounts, are discussed in the other information 
included with the financial statements. 

 
In our opinion, because of a material weakness in internal control over 
unpaid tax assessments,6 IRS did not maintain, in all material respects, 
effective internal control over financial reporting as of September 30, 
2013, and thus did not provide reasonable assurance that losses and 
misstatements that were material in relation to the financial statements 
would be prevented, or detected and corrected, on a timely basis. Our 
opinion is based on criteria established under FMFIA. 

Despite the material weakness in IRS’s internal control over unpaid tax 
assessments, IRS made necessary and appropriate adjustments to its 
records and was therefore able to prepare financial statements that were 
fairly presented in all material respects for fiscal years 2013 and 2012. 
However, the material weakness may adversely affect any decisions by 
IRS’s management that are based, in whole or in part, on information that 
is inaccurate because of this weakness. The issues constituting this 
material weakness, which are discussed in more detail below, were also 

                                                                                                                     
5The estimated magnitude of the tax gap is based on a study conducted to measure the 
compliance rate of taxpayers based on an examination of a statistical sample of tax 
returns filed for tax year 2006. Tax expenditures represent the amount of revenue that the 
government forgoes resulting from federal tax law provisions that (1) allow a special 
exclusion, exemption, or deduction from gross income or (2) provide a special credit, 
preferential rate, or deferred tax liability. 
6An unpaid tax assessment is a legally enforceable claim against a taxpayer and consists 
of taxes, penalties, and interest that have not been collected or abated (i.e., the tax 
assessment reduced by IRS). 

Emphasis of Matter 

Opinion on Internal 
Control over Financial 
Reporting 
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disclosed by IRS in its fiscal year 2013 (1) FMFIA assurance statement to 
the Department of the Treasury and (2) Management’s Report on Internal 
Control over Financial Reporting. We considered this material weakness 
in determining the nature, timing, and extent of our audit procedures on 
IRS’s fiscal years 2013 and 2012 financial statements. 

In addition, our fiscal year 2013 audit identified continuing and new 
deficiencies concerning IRS’s financial reporting systems that, while not 
considered a material weakness, are important enough to merit the 
attention of those charged with governance of IRS. Therefore, we 
considered these remaining and new issues affecting IRS’s internal 
control over financial reporting systems collectively to be a significant 
deficiency7 in internal control in fiscal year 2013. This significant 
deficiency is discussed in more detail later in this report. 

In addition to the material weakness and significant deficiency in internal 
control, we also identified other deficiencies in IRS’s internal control over 
financial reporting that we do not consider to be material weaknesses or 
significant deficiencies. Nonetheless, these deficiencies warrant IRS 
management’s attention. We have communicated these matters to IRS 
management and, where appropriate, will report on them separately. 

 
During fiscal year 2013, we continued to find serious deficiencies that 
affected IRS’s management and reporting of unpaid tax assessments. 
Specifically, we continued to find (1) IRS’s reported balances for taxes 
receivable and other unpaid assessments were not supported by its core 
general ledger system for tax transactions; (2) IRS’s subsidiary ledger for 
unpaid tax assessments did not allow it to produce reliable, useful, and 
timely information with which to manage and report externally; and  
(3) IRS experienced errors in recording taxpayer information. 

As we have reported in prior audits,8 IRS’s systems are not designed to 
provide the accurate, complete, and timely transaction-level financial 

                                                                                                                     
7A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
that is less severe than a material weakness, yet important enough to merit the attention 
of those charged with governance. 
8GAO, Financial Audit: IRS’s Fiscal Years 2012 and 2011 Financial Statements, 
GAO-13-120 (Washington, D.C.: Nov. 9, 2012).  

Material Weakness in 
Internal Control over 
Unpaid Tax Assessments 

http://www.gao.gov/products/GAO-13-120�
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information necessary to enable IRS to reliably classify and report unpaid 
tax assessment balances in accordance with federal accounting 
standards.9 As a result, IRS’s balance for federal taxes receivable,10 
which comprised over 80 percent of total assets reported on its fiscal year 
2013 balance sheet, was not produced from its general ledger but rather 
is a product of a labor-intensive manual compensating estimation 
process. This compensating process involves a statistical sampling of 
data extracted from its master files11 to estimate the year-end balances of 
(1) taxes receivable reported in its financial statements and the RSI and 
(2) compliance assessments and write-offs reported in the RSI. While IRS 
adjusted the gross taxes receivable balance in its general ledger based 
on the results of this estimation process, IRS could not trace adjusted 
account balances to its detailed supporting records. Specifically, because 
the adjusted tax receivable balance is the product of a statistical 
estimation process, IRS is not able to (1) identify which taxpayers owe the 
unpaid tax assessments summarized in the gross taxes receivable 
balance or how much each one owes or (2) trace transactions from the 
taxes receivable amount, through its general ledger system, and back to 
underlying transaction-level source documents. Such traceability is 
necessary to enable IRS to ensure that recorded transactions are 
complete, accurate, and supported by underlying records. 

IRS has an automated system that functions as a subsidiary ledger for its 
unpaid tax assessment accounts by analyzing and recording unpaid tax 
assessments balances from its master files on a weekly basis to its 

                                                                                                                     
9Federal accounting standards classify unpaid tax assessments into one of the following 
three categories for reporting purposes: federal taxes receivable, compliance 
assessments, and write-offs. Federal taxes receivable are taxes due from taxpayers for 
which IRS can support the existence of a receivable through, for example, taxpayer 
agreement or a court ruling determining an assessment. Compliance assessments are 
proposed tax assessments where neither the taxpayer (when the right to disagree or 
object exists) nor the court has affirmed that the amounts are owed. Write-offs represent 
unpaid tax assessments for which IRS does not expect further collections because of 
factors such as the taxpayer’s death, bankruptcy, or insolvency. Federal accounting 
standards only require federal taxes receivable, net of an allowance for uncollectible 
amounts, to be reported on the financial statements. See Statement of Federal Financial 
Accounting Standards No. 7, Accounting for Revenue and Other Financing Sources and 
Concepts for Reconciling Budgetary and Financial Accounting, May 10, 1996. 
10IRS reports federal taxes receivable on its balance sheet, net of an allowance for 
amounts considered uncollectible. 
11IRS’s master files contain detailed records of taxpayer accounts. 
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general ledger by the various financial reporting categories (taxes 
receivable, compliance assessments, and write-offs).12 However, because 
of systemic deficiencies, IRS cannot use its subsidiary ledger for 
recording transaction-based unpaid tax assessment information to its 
general ledger in a manner that ensures reliable internal and external 
reporting. Specifically, while the subsidiary ledger analyzes and classifies 
unpaid tax assessment balances from its master files into the various 
financial reporting categories, the analysis and classification continues to 
contain material inaccuracies because IRS’s classification program was 
unable to sort through, identify, and analyze all the relevant transaction-
level information required for proper classification, recording, and 
reporting. For example, when IRS records multiple tax assessments 
against a taxpayer, its system is currently unable to accurately distinguish 
among and separately classify the various assessments among the three 
financial reporting categories. In all but the simplest of taxpayer accounts, 
the subsidiary ledger is not designed to distinguish between tax 
assessments that have been agreed to by the taxpayer and therefore 
represent a tax receivable, and those that have not been agreed to by the 
taxpayer, which generally represent a compliance assessment. For more 
complex accounts, which included assessments in both categories, IRS’s 
systems generally classify the entire account balance as either a taxes 
receivable or compliance assessment, depending on which assessment 
was larger. 

In addition to limitations with its automated systems, IRS’s management 
and reporting for unpaid tax assessments also continued to be hindered 
by inaccurate tax records. During our fiscal year 2013 audit, we found 
errors in taxpayer records resulting from IRS not recording information 
accurately. Such errors directly affect the accuracy of the unpaid tax 
assessment information being classified by its subsidiary ledger. For 
example, in one case we reviewed, IRS wrongly assessed a taxpayer a 
$3 million penalty for not including an additional form along with the 

                                                                                                                     
12IRS’s Custodial Detailed Data Base functions as its subsidiary ledger for unpaid tax 
assessments by linking and classifying taxpayer account information from IRS’s master 
files to its general ledger for tax-related transactions by the various financial reporting 
categories (taxes receivable, compliance assessments, and write-offs). IRS’s general 
ledger, which maintains the taxes receivable-related balance in accordance with the U.S. 
Government Standard General Ledger, produces the taxes receivable information in its 
financial statements. While the master files contain detailed records of taxpayer accounts, 
the master files do not contain all the details necessary to properly classify or estimate 
collectability for unpaid tax assessment accounts. 
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taxpayer’s tax return. IRS subsequently determined that the taxpayer was 
actually not required to file this additional form. However, this error 
resulted in IRS recording an erroneous taxes receivable amount of  
$3 million because the penalty was associated with the self-reported tax. 
In another example, IRS erroneously recorded an entry in a taxpayer’s 
account indicating that the taxpayer was involved in litigation. In 
accordance with federal tax law and implementing IRS procedures, 
recording this litigation activity in the taxpayer’s account suspended the 
statutory time period that IRS had to collect the outstanding tax debt on 
the account.13 In this instance, the account balance should not have been 
included in IRS’s records because the taxpayer was not involved in 
litigation so the statutory collection period for this taxpayer’s account had 
already expired. Such errors that result in inaccurate tax records can 
cause frustration to taxpayers when they are erroneously billed for 
amounts that are not valid, thus placing an undue burden on taxpayers 
who were then compelled to prove that IRS was in error. 

Current systemic limitations and errors that caused inaccurate tax records 
resulted in IRS having to make numerous adjustments as part of its 
process for estimating the balance of net taxes receivable and other 
unpaid tax assessments. When IRS identified misclassified unpaid tax 
assessments resulting from systemic limitations and errors similar to 
those described above when reviewing its sample of unpaid tax 
assessments, it recorded adjustments to the affected taxpayer account to 
reflect the correct value of that taxpayer account at the point in time that 
IRS sampled the account information. On the basis of a statistical 
projection of these individual adjustments, IRS had to make multibillion-
dollar adjustments to the year-end balances of all three categories of 
unpaid assessments generated by its subsidiary ledger in order to 
produce reliable amounts for external reporting on its balance sheet and 
the RSI. Specifically, through its use of its statistical sampling and 
estimation process, IRS identified errors necessitating almost $11 billion 
in adjustments to the 2013 fiscal year-end gross taxes receivable balance 
produced by its subsidiary ledger. Therefore, absent the use of this 
statistical estimation process, the various unpaid assessment balances 

                                                                                                                     
13IRS has a statutory limitation on the length of time it can pursue unpaid taxes, generally 
10 years from the date of the tax assessment. If, however, IRS timely commences 
litigation for the collection of the tax, then the statutory collection period shall be extended 
and shall not expire until the tax liability (or the judgment against the taxpayer arising from 
such liability) is satisfied or becomes unenforceable. See 26 U.S.C. § 6502. 
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produced by its subsidiary ledger would have been significantly 
inaccurate. 

The cumulative impact of these continuing control deficiencies is such 
that a reasonable possibility exists that a material misstatement of IRS’s 
financial statements would not be prevented, or detected and corrected, 
on a timely basis. Consequently, these control deficiencies collectively 
represent a material weakness in IRS’s internal control over unpaid tax 
assessments. Because of this material weakness and the associated 
system deficiencies that existed during fiscal year 2013, IRS’s financial 
management systems were unable to report financial information in 
accordance with federal accounting standards, and did not comply with 
federal financial management systems requirements as embodied in 
Treasury Financial Manual Bulletin No. 2013-11, Revised Federal 
Financial Management System Requirements for Fiscal 2013 Reporting.14 

Based on our recommendations from prior audits, IRS has taken actions 
over the years to improve its management and reporting of unpaid tax 
assessments, including the phased-in implementation of its subsidiary 
ledger for unpaid taxes to enable it to analyze and classify unpaid tax 
assessments account balances from the master file into the various 
financial reporting categories. However, IRS’s actions to date have not 
been effective at fully addressing all the issues that continue to cause a 
lack of transaction traceability and material inaccuracies produced by this 
subsidiary ledger. IRS has developed an action plan intended to address 
the systemic deficiencies involving unpaid assessments; however, the 
plan does not discuss all of the system enhancements that are needed to 
enable its subsidiary ledger to more accurately distinguish between the 
three categories of unpaid tax assessments so that reliable transaction-
based balances for each are ultimately recorded in the general ledger. 
Therefore, it is unclear if IRS’s proposed actions will fully address the 
system issues that cause significant inaccuracies in the unpaid tax 
assessments information IRS uses for financial reporting. In addition, IRS 
has not communicated to us any specific plans to address data entry 

                                                                                                                     
14Treasury Financial Manual Bulletin No. 2013-11, Revised Federal Financial 
Management System Requirements for Fiscal 2013 Reporting (Sept. 25, 2013). IRS’s 
financial management systems (1) did not substantially comply with Federal Financial 
Management Systems Requirements or federal accounting standards, and (2) 
substantially complied with the U.S. Government Standard General Ledger at the 
transaction level. 
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errors that also affect the accuracy and proper classification of unpaid tax 
assessment amounts. Based on IRS’s most recent response to our open 
recommendation concerning data entry errors, IRS has yet to identify the 
underlying control deficiencies that have impaired its ability to prevent, or 
detect and correct, inaccuracies or errors in taxpayer accounts on a 
timely basis.15 These serious deficiencies in internal control over unpaid 
tax assessments are likely to continue to exist until IRS (1) significantly 
enhances the capabilities of the systems it uses for recording, classifying, 
and reporting unpaid tax assessments to more accurately distinguish the 
balances among the three categories of unpaid tax assessments and  
(2) improves controls over the recording of information in taxpayer 
accounts, so that reliable transaction-based balances for taxes receivable 
can be ultimately recorded in the general ledger. 

 
During fiscal year 2013, IRS continued to devote significant attention and 
resources to securing its information systems and protecting sensitive 
taxpayer and financial information. Key among its significant actions 
during fiscal year 2013 was to address a large number of system control 
deficiencies that we previously reported. IRS also implemented a new 
procurement system and upgraded software for its administrative 
accounting system. These actions are important steps toward improving 
the overall effectiveness of its information system controls and therefore 
the reliability of its financial data. However, the remaining deficiencies in 
information security, along with new deficiencies we identified during this 
year’s audit and discuss further below, are important enough to merit the 
attention of those charged with governance of IRS and therefore 
represent a significant deficiency in IRS’s internal control over financial 
reporting systems as of September 30, 2013. 

One of the more serious deficiencies that remained throughout fiscal year 
2013 was that IRS did not install appropriate security updates on certain 
databases and servers, which increased the risk that known information 
security vulnerabilities could be exploited. Another serious deficiency that 
continued to exist during fiscal year 2013 concerned IRS’s lack of 
sufficient monitoring of internal and external system control activities 
supporting its financial reporting. This increased the risk that any 

                                                                                                                     
15GAO, Management Report: Improvements Are Needed to Enhance the Internal 
Revenue Service’s Internal Controls, GAO-13-420R (Washington, D.C.: May 13, 2013). 
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deficiencies in internal control over these systems may not be timely 
detected, or that any resultant misstatements may not be timely detected 
or corrected, thereby hindering IRS’s ability to effectively assess and 
respond to security risks.16 

We previously reported that IRS had not established and implemented 
procedures to monitor internal control over externally controlled 
automated systems that were material to its financial reporting.17 We 
recommended that IRS, among other actions, establish an agreement 
with each service provider to allow IRS personnel the access to 
information needed to evaluate the effectiveness of IRS’s internal control. 
However, in fiscal year 2013 we found that while progress has been 
made, deficiencies in IRS’s monitoring of internal control over these 
service organizations continued to exist. According to guidance to federal 
agencies concerning management’s responsibility for internal control, 
user entities such as IRS have two options available to them to assess 
internal control over financial reporting at these entities: (1) obtain the 
results of an independent assessment of the service provider’s internal 
control, or (2) perform tests of the service provider’s controls.18 However, 
only one of IRS’s service provider’s independent auditors produced a 

                                                                                                                     
16In addition to numerous in-house automated systems, IRS relies on external service 
organizations for significant aspects of its financial management activities. Services 
provided by an external service organization are considered to be part of a user entity’s 
information system relevant to the user entity’s financial reporting if the services affect 
classes of transactions that are significant to the user entity’s financial statements. 
Accordingly, user entities should monitor the effectiveness of the internal control over the 
systems and services provided by the service organizations.  
17GAO, Management Report: Improvements Are Needed to Enhance the Internal 
Revenue Service’s Internal Controls and Operating Effectiveness, GAO-12-683R 
(Washington, D.C.: June 25, 2012). We would generally consider a system to be 
quantitatively material to financial reporting if it processes and/or reports a material dollar 
amount of the transactions that are included in agency internal and/or external financial 
reports during a reporting period. The assessment of the significance of a deficiency in the 
internal control over such a system may be elevated if it also exhibits qualitative 
characteristics, such as processing (1) an inordinately large volume of financial 
transactions, and/or (2) related sensitive information, the safeguarding of which is a matter 
of substantial concern to financial statement users. 
18Office of Management and Budget, Implementation Guide for OMB Circular A-123 
Management’s Responsibility for Internal Control, Appendix A, Internal Control Over 
Financial Reporting (Washington, D.C.: July 2005).  

http://www.gao.gov/products/GAO-12-683R�
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report on its internal controls during fiscal year 2013.19 For the remaining 
service providers, IRS relied upon its review of system documentation 
which was provided by service provider management. The 
preponderance of this documentation predated fiscal year 2013. In some 
cases, requests by IRS for current control information were denied mainly 
because of non-disclosure requirements claimed by the owners of the 
external systems. The guidance also specifies that in addition to these 
procedures, user entities should obtain an annual assurance statement 
from their service providers’ management that highlights the key controls 
and the results of annual testing, the objectives of which should be 
aligned with the user entity’s annual assessment. However, IRS did not 
obtain assurance statements from its service providers but rather relied 
on them to inform it if there were any significant changes or security 
issues affecting the system. Consequently, for many of the external 
systems that support its financial reporting, IRS did not have sufficient, 
appropriate evidence that internal control was effective as of September 
30, 2013. IRS has implemented internal controls over the transactions 
affected by these external systems that help to reduce the risk of 
undetected misstatements. However, the lack of sufficient, appropriate 
evidence that internal control at these service providers was effective 
hinders IRS’s ability to ensure that its financial data is secure. 

During this year’s audit, we also found new deficiencies in internal control 
over IRS’s financial reporting systems. For example, IRS (1) allowed 
individuals to make changes to mainframe processing without following its 
established change control procedures to ensure changes were 
authorized; (2) did not include sufficient detail in its authorization process 
to ensure that access to systems was appropriate; and (3) did not 
configure certain applications to use strong encryption for authentication, 
increasing the potential for unauthorized access. 

                                                                                                                     
19According to IRS, of the nine financial systems it identified as external, the U.S. 
Department of Agriculture’s National Finance Center (NFC) is the service provider for two 
of the financial systems, the Department of the Treasury is the service provider for five of 
the financial systems, and the General Services Administration and the U.S. Postal 
Service each acted as the service provider for one financial system. NFC is IRS’s only 
service provider that obtains an annual report on the effectiveness of its internal control 
upon which other entities, such as IRS, can rely to support significant aspects of their 
operations. This report on NFC’s internal control is conducted by a service auditor 
pursuant to Statement on Standards for Attestation Engagements No. 16, Reporting on 
Controls at a Service Organization. 
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Although IRS has a comprehensive framework for its information security 
program, some aspects of it have not yet been effectively implemented. 
For example, IRS’s testing methodology did not always determine 
whether required controls were operating effectively; consequently, we 
continued to identify control weaknesses that had not been detected by 
IRS. Further, IRS had not updated key mainframe policies and 
procedures to address issues such as users accessing files used by one 
processing environment from a different environment, thereby increasing 
the risk of unauthorized or erroneous changes to tax processing systems. 

In light of the control risks created by IRS’s ongoing information security 
deficiencies, continued and consistent management commitment and 
attention to an effective information security program will be essential to 
the maintenance of, and continued improvements in, its information 
system controls. Until IRS takes additional steps to (1) more effectively 
implement its testing and monitoring capabilities, (2) ensure that policies 
and procedures are updated, and (3) address unresolved and newly 
identified control deficiencies, its financial and taxpayer data will remain 
vulnerable to inappropriate and undetected use, modification, or 
disclosure. 

 
 

U.S. generally accepted accounting principles issued by the Federal 
Accounting Standards Advisory Board (FASAB) require that the RSI be 
presented to supplement the financial statements. Although not a part of 
the financial statements, FASAB considers this information to be an 
essential part of financial reporting for placing the financial statements in 
appropriate operational, economic, or historical context. We have applied 
certain limited procedures to the RSI in accordance with U.S. generally 
accepted government auditing standards, which consisted of inquiries of 
management about the methods of preparing the RSI and comparing the 
information for consistency with management’s responses to the auditor’s 
inquiries, the financial statements, and other knowledge we obtained 
during the audit of the financial statements, in order to report omissions or 
material departures from FASAB guidelines, if any, identified by these 
limited procedures. We did not audit and we do not express an opinion or 
provide any assurance on the RSI because the limited procedures we 
applied do not provide sufficient evidence to express an opinion or 
provide any assurance. 
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IRS’s other information contains a wide range of information, some of 
which is not directly related to the financial statements. This information is 
presented for purposes of additional analysis and is not a required part of 
the financial statements or the RSI. We read the other information 
included with the financial statements in order to identify material 
inconsistencies, if any, with the audited financial statements. Our audit 
was conducted for the purpose of forming an opinion on IRS’s financial 
statements. We did not audit and do not express an opinion or provide 
any assurance on the other information. 

In addition to the challenge of addressing its internal control deficiencies, 
IRS also faces other significant financial management challenges related 
to (1) the safeguarding of taxpayer receipts and associated information 
and (2) significant improper refunds from identity theft. 

Safeguarding Taxpayer Receipts and Associated Information 

IRS faces an ongoing management challenge because of the millions of 
hard copy tax returns along with hundreds of billions of dollars in 
associated taxpayer payments it receives and processes each year. As 
long as IRS continues to receive large volumes of hard copy taxpayer 
payments and supporting data, there will continue to be a significant risk 
to the government and taxpayers alike that loss of receipts or 
inappropriate disclosure or compromise of taxpayer information may 
occur during this process. Safeguarding these taxpayer receipts and 
associated taxpayer information to prevent such events is among IRS’s 
most important and demanding responsibilities. Congressional and 
taxpayer expectations in this regard are justifiably high. During our 
financial audits of IRS, including this year’s audit, we continued to identify 
deficiencies in IRS’s internal control intended to safeguard taxpayer 
receipts and information that while not individually or in the aggregate 
constituting a significant deficiency or material weakness, are 
nonetheless sensitive matters requiring IRS management’s attention. We 
have made numerous recommendations to address these issues, to 
which IRS has been responsive.20 Nonetheless, it is critical that IRS 
continue to maintain effective internal control necessary to appropriately 

                                                                                                                     
20We have reported these deficiencies and recommendations to address them, as well as 
IRS’s associated corrective actions, in various management and status of 
recommendations reports to IRS. See, for example, GAO-13-420R. 
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mitigate this risk, including ongoing monitoring of key internal controls to 
ensure that they do not deteriorate over time. 

Preventing and Detecting Improper Refunds from Identity Theft 

Identity theft-related tax fraud is a hardship for its victims and a growing 
problem for tax administration. IRS management continues to face a 
significant challenge arising from the large numbers of identity theft-based 
refund claims it receives. This form of identity theft occurs when an 
individual uses a stolen taxpayer’s name and taxpayer identification 
number21 (generally a Social Security number) to file fraudulent tax 
returns claiming tax refunds. Fraudulent refund claims are often submitted 
to IRS early in the filing season, before the victims, whose identities have 
been stolen, file their tax returns. In many such cases, the fraudulent 
refund claim is only discovered after the legitimate taxpayer files his or 
her tax return and IRS realizes that a refund has already been paid on the 
taxpayer’s account. The legitimate taxpayer’s refund is delayed while IRS 
spends time determining which claim is legitimate, thus causing an undue 
burden for the victim of the identity theft. 

IRS is aware of the growing magnitude of identity theft-based fraudulent 
refund claims and has devoted significant resources to addressing the 
problem. According to IRS, it identified and prevented the payment of 
over 1.8 million identity theft-based refund claims totaling over  
$12.1 billion in calendar year 2012, and over 1.4 million such claims 
totaling over $8.4 billion in the first 9 months of calendar year 2013. 
However, the number of identity theft-based refund claims IRS did not 
identify or stop during this period and their associated cost to the federal 
government is unknown. IRS has developed a strategy to address identity 
theft, including efforts to prevent and detect identity theft-based refund 
claims.22 According to IRS, this strategy serves as the foundation of its 
efforts to reduce the effects of identity theft. For example, IRS has  
(1) continually enhanced its various internal tools designed to screen 
refund claims and stop those with characteristics of identity theft for 

                                                                                                                     
21A taxpayer identification number is a number assigned to taxpayers for identification 
purposes. Depending on the type of the taxpayer, this can be a Social Security number, 
an Employer Identification Number, or an Individual Taxpayer Identification Number 
assigned to individuals who are not eligible to obtain Social Security numbers.  
22GAO, Taxes and Identity Theft: Status of IRS Initiatives to Help Victimized Taxpayers, 
GAO-11-721T (Washington, D.C.: June 2, 2011). 
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further investigation, (2) provided taxpayers with targeted information to 
increase their awareness of the threat, and (3) offered personal 
identification numbers to past victims to help them prevent a recurrence. 

However, the options available to IRS in attempting to minimize identity 
theft-related refund claims are affected by a number of constraints.23 For 
example, (1) the personal information contained in tax returns and related 
information submitted to IRS is confidential and is protected from 
disclosure except as specifically authorized by statute, which places 
limitations on IRS’s ability to share it with other entities affected by identity 
theft, including law enforcement agencies;24 (2) IRS cannot match third-
party information returns with tax returns before refunds are issued; and 
(3) the benefits to be derived by more rigorous screening for potentially 
fraudulent tax returns must be weighed against the adverse effects of 
increased taxpayer burden as the increased scrutiny inevitably delays 
payment of valid refunds to legitimate taxpayers. Moreover, because the 
full magnitude of identity theft-related refund fraud continues to be 
unknown, the effectiveness of IRS’s efforts is unclear. 

If IRS is to minimize the effects of identity theft-based refund claims on 
taxpayers and the federal government, it is critical for IRS to continue to 
explore all options available in order to effectively identify, design, and 
implement the most appropriate measures to prevent and detect identity 
theft-related refund fraud. 

 
In connection with our audits of IRS’s financial statements, we have 
tested compliance with selected provisions of applicable laws, 
regulations, contracts, and grant agreements consistent with our auditor’s 
responsibility discussed below. We caution that noncompliance may 
occur and not be detected by these tests. We performed our tests of 
compliance in accordance with U.S. generally accepted government 
auditing standards. 

 

                                                                                                                     
23GAO-11-721T. 
2426 U.S.C. § 6103. 
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IRS management is responsible for complying with laws, regulations, 
contracts, and grant agreements applicable to IRS. 

 
Our responsibility is to test compliance with selected provisions of laws, 
regulations, contracts, and grant agreements applicable to IRS that have 
a direct effect on the determination of material amounts and disclosures 
in the IRS financial statements, and perform certain other limited 
procedures. Accordingly, we did not test compliance with all laws, 
regulations, contracts, and grant agreements applicable to IRS. 

 
Our tests for compliance with selected provisions of applicable laws, 
regulations, contracts, and grant agreements disclosed no instances of 
noncompliance for fiscal year 2013 that would be reportable under U.S. 
generally accepted government auditing standards. However, the 
objective of our tests was not to provide an opinion on overall compliance 
with laws, regulations, contracts, and grant agreements applicable to IRS. 
Accordingly, we do not express such an opinion. 

 
The purpose of this report is solely to describe the scope of our testing of 
compliance with selected provisions of applicable laws, regulations, 
contracts, and grant agreements and the results of that testing, and not to 
provide an opinion on compliance. This report is an integral part of an 
audit performed in accordance with U.S. generally accepted government 
auditing standards in considering compliance. Accordingly, this report on 
compliance with laws, regulations, contracts, and grant agreements is not 
suitable for any other purpose. 

 
In commenting on a draft of this report, IRS stated that it was pleased that 
we recognized its progress in strengthening controls over information 
security. IRS also stated that while challenges remain, it has a solid 
management team dedicated to promoting the highest standard of 
financial management, and would continue to increase the focus on 
information security and internal controls while improving financial 
reporting. 
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We will evaluate the effectiveness of IRS’s corrective actions during our 
audit of IRS’s fiscal year 2014 financial statements. The complete text of 
IRS’s response is reprinted in appendix II. 

 
Cheryl E. Clark 
Director 
Financial Management and Assurance 

December 11, 2013 
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