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CRITICAL INFRASTRUCTURE PROTECTION

DHS Efforts to Assess Chemical Security Risk and
Gather Feedback on Facility Outreach Can Be
Strengthened

What GAO Found

Since 2007, the Department of Homeland Security’s (DHS) Infrastructure
Security Compliance Division (ISCD) has assigned about 3,500 high-risk
chemical facilities to risk-based tiers under its Chemical Facility Anti-Terrorism
Standards (CFATS) program, but it has not fully assessed its approach for doing
so. The approach ISCD used to assess risk and make decisions to place facilities
in final tiers does not consider all of the elements of consequence, threat, and
vulnerability associated with a terrorist attack involving certain chemicals. For
example, the risk assessment approach is based primarily on consequences
arising from human casualties, but does not consider economic consequences,
as called for by the National Infrastructure Protection Plan (NIPP) and the
CFATS regulation, nor does it consider vulnerability, consistent with the NIPP.
ISCD has begun to take some actions to examine how its risk assessment
approach can be enhanced, including commissioning a panel of experts to
assess the current approach, identify strengths and weaknesses, and
recommend improvements. ISCD will need to incorporate the various results of
these efforts to help them ensure that the revised risk assessment approach
includes all elements of risk. After ISCD has incorporated all elements of risk into
its assessment approach, an independent peer review would provide better
assurance that ISCD can appropriately identify and tier chemical facilities, better
inform CFATS planning and resource decisions, and provide the greatest return
on investment consistent with the NIPP.

DHS’s ISCD has revised its process for reviewing facilities’ site security plans—
which are to be approved by ISCD before it performs compliance inspections—
but it did not track data on the prior process to measure differences. The past
process was considered by ISCD to be difficult to implement and caused
bottlenecks in approving plans. ISCD views its revised process to be a significant
improvement because, among other things, teams of experts review parts of the
plans simultaneously rather than sequentially, as occurred in the past. Moving
forward ISCD intends to measure the time it takes to complete reviews, but will
not be able to do so until the process matures. GAO estimated that it could take
another 7 to 9 years before ISCD is able to complete reviews on the
approximately 3,120 plans in its queue which means that the CFATS regulatory
regime, including compliance inspections, would likely be implemented in 8 to 10
years. ISCD officials said that they are exploring ways to expedite the process
such as reprioritizing resources and streamlining inspection requirements.

DHS’s ISCD has also taken various actions to work with owners and operators,
including increasing the number of visits to facilities to discuss enhancing
security plans, but trade associations that responded to GAO’s query had mixed
views on the effectiveness of ISCD’s outreach. ISCD solicits informal feedback
from facility owners and operators on its efforts to communicate and work with
them, but it does not have an approach for obtaining systematic feedback on its
outreach activities. ISCD’s ongoing efforts to develop a strategic communication
plan may provide opportunities to explore how ISCD can obtain systematic
feedback on these activities. A systematic approach for gathering feedback and
measuring the results of its outreach efforts could help ISCD focus greater
attention on targeting potential problems and areas needing improvement.
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Facilities that produce, use, or store hazardous chemicals could be of
particular interest to terrorists who are intent on using toxic chemicals to
inflict mass casualties in the United States. These chemicals could be
released from a facility to cause harm to surrounding populations, could
be stolen and used as chemical weapons or as their precursors (the
ingredients for making chemical weapons), or stolen and used to build an
improvised explosive device. The Department of Homeland Security
(DHS) appropriations act for fiscal year 2007 required DHS to issue
regulations to establish risk-based performance standards for securing
high-risk chemical facilities.? In 2007, DHS established the Chemical
Facility Anti-Terrorism Standards (CFATS) program to assess the risk
posed by chemical facilities, place high-risk facilities in one of four risk-
based tiers, require high-risk facilities to develop security plans, review
these plans, and inspect the facilities to ensure compliance with
regulatory requirements. DHS’s National Protection and Programs
Directorate (NPPD) is responsible for these chemical facility security
regulations. Within NPPD, the Office of Infrastructure Protection (IP),
through its Infrastructure Security Compliance Division (ISCD), oversees
the CFATS program.

In 2011, a leaked internal memorandum prompted some Members of
Congress and chemical facility owners and operators to become
concerned about ISCD’s ability to implement and manage a regulatory
regime under the CFATS program. In December 2011, this
memorandum, prepared by the then ISCD Director, was leaked to the
national media, raising concerns about the management of the program.

TPub. L. No. 109-295, § 550, 120 Stat. 1355, 1388 (2006).

2According to DHS, a high-risk chemical facility is one that, in the discretion of the
Secretary of Homeland Security, presents a high risk of significant adverse consequences
for human life or health, national security, or critical economic assets if subjected to a
terrorist attack, compromise, infiltration, or exploitation. 6 C.F.R. § 27.105. In this report,
we use the term “chemical facilities” to cover different types of facilities regulated under
CFATS. This can include facilities that manufacture chemicals; those that use certain
chemicals to manufacture products, such as microchips; or education facilities that use
chemicals for research purposes, among others.
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The memorandum cited an array of challenges that ISCD had
experienced implementing the CFATS program, including an inability to
hire staff with the needed skills, an overly complicated security plan
review process, and a compliance inspection process that had yet to be
developed. In July 2012, we reported that ISCD had efforts under way to
address the problems highlighted in the internal memorandum and had
developed an action plan to track its progress on various human capital,
mission, and administrative issues.® We found that ISCD appeared to be
heading in the right direction, but it was too early to tell if individual action
items were having their desired effect because ISCD was in the early
stages of implementing them and had not yet established performance
measures to assess results. We recommended that ISCD explore
opportunities to develop such measures, where practical. ISCD agreed
with our recommendation and in response, developed an operating plan
that includes information on how ISCD plans to measure performance.
We also noted that some of the action items such as developing an
appropriate information technology platform to support inspection
activities would require a longer-term effort by ISCD. You asked us to
follow up on ISCD’s efforts to address various mission issues such as a
security plan review process that, according to ISCD, was overly
complicated and difficult to implement. Specifically, this report discusses
the extent to which DHS has

« assigned chemical facilities to risk-based tiers and assessed its
approach for doing so,

« revised the process used to review security plans, and
« communicated and worked with facilities to help improve security.
To meet our objectives, we reviewed the CFATS statute and regulation

(or rule),* as well as ISCD policies, processes, and procedures that were
in place from CFATS program inception to date. Regarding assigning

3GAO, Critical Infrastructure Protection: DHS Is Taking Action to Better Manage lIts
Chemical Security Program, but It Is Too Early to Assess Results, GAO-12-515T
(Washington, D.C.: July 26, 2012). This report was summarized in Critical Infrastructure
Protection: Summary of DHS Actions to Better Manage Its Chemical Security Program,
GAO-12-1044T (Washington D.C. Sept. 20, 2012).

4Throughout this report, we used the terms “regulation” or “rule” interchangeably when
referring to the CFATS regulation.
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chemical facilities to risk-based tiers, we reviewed and analyzed ISCD
documents including the web-based tools used to collect security
information from facilities; the ISCD risk assessment approach used to
determine a facility’s risk, policies and procedures on risk-based tiering,
among others; and data ISCD collects from facilities to make tiering
determinations. We assessed the reliability of the data collected and
found that the data were sufficiently reliable for the purposes of this
report. We compared our analysis against various criteria such as the
CFATS statute and rule; the National Infrastructure Protection Plan
(NIPP), which sets forth the risk management framework for the
protection and resilience of the nation’s critical infrastructure;® and risk
modeling best practices as outlined by the National Academy of Sciences
to determine if ISCD’s risk assessment approach comports with these
criteria® and if not, where gaps exist. We also reviewed documents
related to ISCD’s ongoing efforts to review its risk assessment approach
including the statement of objectives, task execution plan, and terms of
reference and compared these documents to the criteria for peer review
as laid out by the National Academy of Sciences as well as our prior work
on peer reviews. ’

Regarding ISCD’s revisions to the security plan review process, we
reviewed documents such as the November 2011 internal memorandum,
DHS’s Risk-Based Performance Standards Guidance, and ISCD security
plan review policies and procedures, among others. To confirm our
understanding of the security plan review process, we also gathered and
analyzed statistics pertinent to the process to determine how many
security plans had been reviewed, authorized, and approved from

SDHS, National Infrastructure Protection Plan (Washington, D.C.: June 2006). DHS
updated the NIPP in January 2009 to include resiliency. See DHS, National Infrastructure
Protection Plan, Partnering to Enhance Protection and Resiliency (Washington, D.C.:
January 2009). Broadly defined, risk management is a process that helps policymakers
assess risk, strategically allocate finite resources, and take actions under conditions of
uncertainty.

6National Research Council of the National Academies, Review of the Department of
Homeland Security’s Approach to Risk Analysis (Washington, D.C., 2010).

"GAO, Aviation Security: Efforts to Validate TSA’s Passenger Screening Behavior
Detection Program Underway, but Opportunities Exist to Strengthen Validation and
Address Operational Challenges, GAO-10-763 (Washington, D.C.: May 20, 2010) and
GAO, Coast Guard: Security Risk Model Meets DHS Criteria, but More Training Could
Enhance Its Use for Managing Programs and Operations, GAO-12-14 (Washington, D.C.:
November 17, 2011).
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Background

program inception to date. We did not include the facility compliance
inspection process (which is based on the results of the approved security
plans) because ISCD began notifying facilities that their security plans
were approved in December 2012.

Regarding communicating and working with facilities to improve security,
we contacted officials representing 15 trade associations with members
regulated by CFATS and who participated in the Chemical Sector
Coordinating Council to get their perspectives on DHS efforts to work with
facility owners and operators.® Out of the 15 trade associations we
contacted, 11 responded and the information we obtained from them is
not generalizable to the universe of chemical facilities covered by CFATS.
However, the information we obtained from them provides insights into
DHS efforts to perform outreach and seek feedback on the
implementation of the CFATS rule. For all our objectives, we interviewed
ISCD officials responsible for overseeing the CFATS program to confirm
our understanding of the documents and data provided. Appendix |
discusses our scope and methodology in greater detail.

We conducted this performance audit from October 2012 through April
2013 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

The CFATS program is intended to secure the nation’s chemical
infrastructure by identifying and protecting high-risk chemical facilities.
Section 550 of the DHS appropriations act for fiscal year 2007 requires

8\We selected these 15 trade associations because they are listed in the NIPP as those
with which DHS works on a regular basis on chemical security matters. According to the
NIPP, working with these trade associations is a more manageable number of contact
points through which DHS can coordinate activities with a large number of the asset
owners and operators in the chemical sector. According to the NIPP, a Sector
Coordinating Council is the principal entity under which owners and operators of critical
infrastructure can coordinate with the government on a wide range of protection activities
and issues. The Chemical Sector Coordinating Council represents owners and operators
of chemical facilities.
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DHS to issue regulations establishing risk-based performance standards®
for the security of facilities that the Secretary determines to present high
levels of security risk.’® The CFATS rule was published in April 2007
and Appendix A to the rule, published in November 2007, listed 322
chemicals of interest and the screening threshold quantities amount for
each.?

ISCD has direct responsibility for implementing DHS’s CFATS rule,
including assessing risks and identifying high-risk chemical facilities,
promoting effective security planning, and ensuring that high-risk facilities
meet the applicable risk-based performance standards through site
security plans approved by DHS. ISCD is managed by a Director and
operates five branches that are, among other things, responsible for (1)
information technology operations; (2) policy and planning; (3) providing
compliance and technical support; (4) inspecting facilities and enforcing
CFATS regulatory standards; and (5) managing logistics, administration,
and chemical security training.'® From fiscal years 2007 through 2012,
DHS dedicated about $442 million to the CFATS program. In fiscal year
2012, DHS was authorized 242 full-time equivalent positions.

The CFATS Rule and
Process

DHS’s CFATS rule outlines a specific process for administering the
program. Any chemical facility that possesses any of the 322 chemicals in
the quantities that meet or exceed the threshold quantity outlined in
Appendix A of the rule is required to use DHS’s Chemical Security

9The CFATS rule establishes 18 risk-based performance standards that identify the areas
for which a facility’s security posture are to be examined, such as perimeter security,
access control, and cyber security. To meet these standards, facilities are free to choose
whatever security programs or processes they deem appropriate so long as DHS
determines that the facilities achieve the requisite level of performance in each of the
applicable areas.

%Pub. L. No. 109-295, § 550, 120 Stat. 1355, 1388 (2006).
172 Fed. Reg. 17,688 (Apr. 9, 2007) (codified at 6 C.F.R. pt. 27).

1272 Fed. Reg. 65,396 (Nov. 20, 2007). According to DHS, CFATS covers facilities that
manufacture chemicals as well as facilities that store or use certain chemicals as part of
their daily operations. This can include food-manufacturing facilities that use chemicals of
interest in the manufacturing process, universities that use chemicals to do experiments,
or warehouses that store ammonium nitrate, among others.

131SCD receives business support from NPPD and IP for services related to human capital
management and training, budget and finance, and acquisitions and procurement.
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Assessment Tool (CSAT)—a web-based application through which
owners and operators of chemical facilities provide information about the
facility.' Once a facility is registered in CSAT, owners and operators are
to complete the CSAT Top Screen—which is the initial screening tool or
document whereby the facility is to provide DHS various data, including
the name and location of the facility and the chemicals and their
quantities at the site.' DHS is to analyze this information using its risk
assessment approach, which is discussed in more detail below, to initially
determine whether the facility is high risk.'® If so, DHS is to notify the
facility of its preliminary placement in one of four risk-based tiers—tier 1,
2, 3, or 4.7 Facilities preliminarily placed in any one of these tiers are
considered to be high risk, with tier 1 facilities considered to be the
highest risk. Facilities that DHS initially determines to be high risk are
required to then complete the CSAT security vulnerability assessment,
which includes the identification of potential critical assets at the facility
and a related vulnerability analysis.'® DHS is to review the security
vulnerability assessment and notify the facility of DHS’s final
determination as to whether or not the facility is considered high risk, and
if the facility is determined to be a high-risk facility, about its final
placement in one of the four tiers.'®

Once assigned a final tier, the facility is required to use CSAT to submit a
site security plan or participate in an alternative security program in lieu of

46 C.F.R. § 27.200(b).

SFor example, under the CFATS rule, a facility that possesses butane at a quantity equal
to or exceeding 10,000 pounds must submit information to DHS because the substance is
considered flammable if subject to release. A facility possessing another chemical, oxygen
difluoride, would have to submit information to DHS if it possessed a quantity equal to or
exceeding 15 pounds of the substance, which, according to the rule, is considered
vulnerable to theft for use as a weapon of mass effect.

186 C.F.R. § 27.205(a).
76 C.F.R. § 27.220(a), (c).

86 C.F.R. § 27.215. Preliminary tier 4 facilities also have the option of submitting an
alternate security program in lieu of a security vulnerability assessment. 6 C.F.R. §
27.235(a)(1).

19 C.F.R. § 27.220(b), (c).
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a site security plan.? The security plan is to describe the security
measures to be taken to address the vulnerabilities identified in the
vulnerability assessment, and identify and describe how security
measures selected by the facility are to address the applicable risk-based
performance standards.?' DHS then is to conduct a preliminary review of
the security plan to determine whether it meets the regulatory
requirements. If these requirements appear to be satisfied, DHS is to
issue a letter of authorization for the facility’s plan. DHS then is to conduct
an authorization inspection of the facility and subsequently determine
whether to approve the security plan. If DHS determines that the plan
does not satisfy CFATS requirements, DHS then notifies the facility of any
deficiencies and the facility must submit a revised plan correcting them.??
If the facility fails to correct the deficiencies, DHS may disapprove the
plan.? Following approval, DHS may conduct further inspections to
determine if the facility is in compliance with its approved security plan.?*
Figure 1 illustrates the CFATS regulatory process.

20An Alternative Security Program (ASP) is a third-party, facility, or industry organization’s
security program that has been determined to meet the requirements of, and provides for
an equivalent level of security to that established by the CFATS regulation. CFATS allows
regulated chemical facilities to submit an ASP in lieu of a Site Security Plan. 6 C.F.R. §
27.235.

216 C.F.R. § 27.225.

22Acc:ording to ISCD officials, site security plans can also be sent back to facilities to be
revised for any number of reasons. For example, during the preliminary review, if ISCD
finds that a plan does not contain all the requisite data needed to meet regulatory
requirements, ISCD can return the plan to the facility for more information.

236 C.F.R. § 27.245.
246 C.F.R. § 27.250.
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Figure 1: Department of Homeland Security’s (DHS) Chemical Facility Anti-
Terrorism Standards (CFATS) Process

Regulated facility

Complete initial °°v”.f|ﬁ§:§§f$‘y"‘” Develop site Implement
i > ; :
screening tool SreEsy security plan security plan
Determine Finalize tier Determine Inspect and
preliminary and identify preliminary —p determine
facility tier security issues® approval® final approval

Source: GAO analysis of DHS CFATS regulatory process.

®Facilities are to submit an initial screening tool that provides basic information about the facilities and
the chemicals they possess.

®This step includes determining if a facility is high-risk, and if so, DHS assigns a tier and identifies
security issues.

°At this stage, if requirements are satisfied, DHS issues a letter of authorization for the facility’s plan.

ISCD’s Approach to Risk
Assessment

ISCD uses a risk assessment approach during the early stages of the
regulatory process to develop risk scores to assign chemical facilities to a
final tier. According to an ISCD document that describes how ISCD
develops its CFATS risk score, the risk score is intended to be derived
from estimates of consequence (the adverse effects of a successful
attack), threat (the likelihood of an attack), and vulnerability (the likelihood
of a successful attack, given an attempt). The ISCD risk assessment
approach is composed of three models, each based on a particular
security issue: (1) release, (2) theft or diversion, and (3) sabotage,
depending on the type of risk associated with the 322 chemicals of
interest listed in Appendix A of the CFATS rule. For release, the model
assumes that a terrorist will release the chemical of interest at the facility
and then estimates the risk to the surrounding population. For theft or
diversion, the model assumes that a terrorist will steal or have the
chemical of interest diverted to him or herself and then estimates the risk
of a terrorist attack using the chemical of interest in a way that causes the
most harm at an unspecified off-site location. For sabotage, the model
assumes that a terrorist will remove the chemical of interest from the
facility and mix it with water, creating a toxic release at an unspecified off-
site location, and then estimates the risk to a medium-sized U.S. city.
Once ISCD estimates a risk score based on these models, it assigns the
facility to a final tier.
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ISCD Has Assigned
Thousands of
Facilities to Tiers, but
ISCD’s Approach to
Risk Assessment
Does Not Reflect All
Risk Elements

Since 2007, ISCD has assigned about 3,500 high-risk chemical facilities
to final tiers and has taken action to identify and address problems with its
risk-tiering approach. However, ISCD’s risk-tiering approach does not
reflect all elements of risk. Specifically, ISCD is to assess risk using
estimates of the consequences, threat, and vulnerability associated with a
terrorist attack, but ISCD does not consider key elements of risk, such as
economic consequences or facility vulnerability consistent with the NIPP
and the CFATS rule. ISCD recognizes that its tiering approach is not
complete and continues to mature and has begun to take actions to
assess its approach, including commissioning an expert panel.

ISCD Has Tiered
Thousands of High-Risk
Chemical Facilities and
Resolved Some Problems
Using Its Risk Assessment
Approach to Assign Tiers

In July 2007, ISCD began reviewing information submitted by the owners
and operators of approximately 40,000 facilities. By January 2013, ISCD
had designated about 4,400 of the 40,000 facilities as high risk and
thereby covered by the CFATS rule.?® ISCD had assigned about 3,500 of
those facilities to a final tier, of which about 90 percent were tiered
because of the risk of theft or diversion. The remaining 10 percent were
tiered because of the risk of release or the risk of sabotage. In addition,
about 900 of the 4,400 facilities had been assigned to preliminary tiers
and were to be assigned a final tier once ISCD processed data from the
facility using ISCD’s risk assessment approach. ISCD officials noted that
the number of tiered facilities and their individual tiers is likely to be fluid
over time as changes in chemical holdings, production, processes,
storage methods, or use occur. Table 1 shows the number and
percentage of facilities assigned a final tier as of January 2013. 28

25According to ISCD officials, approximately 35,600 facilities were not considered high risk
because after preliminary evaluation using the Top Screen, DHS concluded that they were
considered not to be high-enough risk to be covered by the program, thus they were no
longer covered by the rule.

26According to ISCD officials, depending on the chemicals on-site, a facility can be final
tiered for more than one security issue.
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_______________________________________________________________________________________|]
Table 1: Number and Percent of Facilities Assigned a Final Tier as of January 2013

Number Percent
Tier 1 117 3.4
Tier 2 406 11.6
Tier 3 1,040 29.8
Tier 4 1,932 55.3
Total 3,495 100.0

Source: GAO analysis of Infrastructure Security Compliance Division data.

Note: Percentages do not add to 100 because of rounding.

Over the last 2 years, ISCD has identified problems with the way the
release chemicals model assigns chemical facilities to tiers and has taken
or begun to take action to address those problems. In February 2011,
ISCD managers were notified by contracting officials responsible for
running the model that some chemical facilities had been placed in an
incorrect final tier because this model included incorrect data about the
release of high-risk chemicals of interest. In June 2011, ISCD officials
adjusted the model, lowering the tier for about 250 facilities, about 100 of
which were subsequently removed from the CFATS program. In
September 2012, ISCD officials stated that they were confident that the
adjustment helped make this model more accurate.

However, in October 2012, ISCD officials stated that they had discovered
another anomaly that they were working to correct. Specifically, ISCD
officials said that they had uncovered a defect that led the model to
exclude population density calculations for about 150 facilities in states or
U.S. territories outside the continental United States, including Alaska,
Hawaii, Puerto Rico, and Guam. In December 2012, ISCD officials said
that they had made adjustments to the model to resolve this issue. They
added that they expected that once data from the approximately 150
facilities were assessed, no more than 11 of the approximately 150
facilities would be affected by a change to their tier. ISCD officials said
that as of February 2013, upon further examination, they expect that
about 2 facilities will be affected. However, those two facilities were
already tiered for other chemicals covered by CFATS, and ISCD officials
did not expect those facilities’ respective tiers to change.
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ISCD’s Risk Assessment
Approach Does Not
Consider All Elements of
Risk

Consequence

ISCD has tiered thousands of facilities using its current risk assessment
approach, but ISCD’s risk assessment approach is not mature because it
does not consider key elements of risk from the NIPP and the CFATS
rule. According to the NIPP, which, among other things, establishes the
framework for managing risk among the nation’s critical infrastructure, risk
is a function of three components—consequence, threat, and
vulnerability—and a risk assessment approach must assess each
component for every defined risk scenario. Furthermore, the CFATS rule
calls for ISCD to review consequence, threat, and vulnerability
information in determining a facility’s final tier. However, ISCD’s risk
assessment approach does not fully consider all of the core criteria or
components of a risk assessment, as specified by the NIPP, nor does it
comport with parts of the CFATS rule.

ISCD’s risk assessment approach does not currently conform to the NIPP
and is not consistent with the CFATS rule because it does not yet fully
consider consequence criteria when assessing risk associated with a
terrorist attack. The NIPP states that at a minimum, consequences should
focus on the two most fundamental components—human consequences
and the most relevant direct economic consequences. Like the NIPP, the
CFATS rule states that chemical facilities covered by the rule are those
that present a high risk of significant adverse consequences for human
life or health, or critical economic assets, among other things, if subjected
to terrorist attack, compromise, infiltration, or exploitation.?”

Our review of ISCD'’s risk assessment approach and discussions with
ISCD officials showed that the approach is currently limited to focusing on
one component of consequences—human casualties associated with a
terrorist attack involving a chemical of interest—and does not consider
consequences associated with economic criticality. ISCD officials told us
that, at the inception of the CFATS program, they did not have the
capability to collect or process all of the economic data needed to
calculate the associated risks and they were not positioned to gather all of
the data needed. They said that they collect basic economic data as part
of the initial screening process in the CSAT; however, they would need to
modify the current tool to collect more sufficient data. This contrasts with
other DHS components, like the U.S. Coast Guard and the Transportation

276 C.F.R. §§ 27.105, .205.
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Threat

Security Administration, which have gathered and assessed economic
data as part of some critical infrastructure risk assessment efforts.

ISCD officials stated that they have begun to have discussions with other
DHS components, like the U.S Coast Guard, about their approach to risk
assessment. They also said that they recognize that the economic
consequences part of their risk-tiering approach will require additional
work before it is ready to be introduced. They noted that the preamble to
the November 2007 CFATS rule stated that they would defer
incorporating economic criticality until a later date. In September 2012,
ISCD officials told us that they had engaged Sandia National Laboratories
to examine how ISCD could gather needed information and determine the
risk associated with economic impact, but this effort is in the initial stages,
with an expected completion date of June 2014.28 ISCD officials added
they are uncertain about how Sandia National Laboratories’ efforts will
affect their risk assessment approach.

ISCD’s risk assessment approach is also not consistent with the NIPP
because it does not consider threat for the majority of regulated facilities.
According to the NIPP, risk assessments should estimate threat as the
likelihood that the adversary would attempt a given attack method against
the target. Like the NIPP, the CFATS rule requires that, as part of site
vulnerability assessment process, facilities conduct a threat assessment,
which is to include a description of the internal, external, and internally-
assisted threats facing the facility and that ISCD review the site
vulnerability assessment as part of the final determination of a facility’s
tier.2° Our review of the models and discussions with ISCD officials
showed that (1) ISCD is inconsistent in how it assesses threat using the
different models because while it considers threat for the 10 percent of
facilities tiered because of the risk of release or sabotage, it does not
consider threat for the approximately 90 percent of facilities that are tiered
because of the risk of theft or diversion; and (2) ISCD does not use
current threat data for the 10 percent of facilities tiered because of the risk
of release or sabotage.

283andia National Laboratories is a Federally Funded Research and Development Center
of the Department of Energy that provides independent consulting services to DHS with
regard to modeling, simulation, and analysis of risk-based assessments among other
things.

296 C.F.R. §§ 27.215, .220.
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Vulnerability

ISCD did not have documentation to show why threat had not been
factored into the formula for approximately 90 percent of facilities tiered
because of the risk of theft or diversion. However, they pointed out that
the cost of adding a threat analysis for these facilities might outweigh the
benefits of doing so because it may not provide the increased specificity
and level of details to justify the cost. Officials further explained that the
model assumes that a terrorist would remove the chemical of interest and
use it offsite and ISCD cannot predict where a chemical of interest would
be used as a result of theft or diversion. Nonetheless, it is inconsistent for
ISCD to not consider threat for the theft or diversion risk model, given that
the assumptions about an attack are similar to those considered under
the sabotage model—that is, both models assume that a terrorist would
use a chemical of interest at an offsite, undisclosed location. This extra
level of specificity would be useful for ISCD’s overall risk assessment
efforts given that about 90 percent of facilities are regulated because of
the theft or diversion security issue. ISCD officials said that given the
complexity of assessing threat for theft or diversion, they are considering
reexamining their approach.

Regarding the other 10 percent—facilities tiered because of the risk of
release or sabotage—ISCD documents showed that both models
consider threat data based primarily on the location of the facility.
Nonetheless, ISCD could use more current data to estimate threat among
these facilities. Our review showed that ISCD is using 5-year-old threat
data based on metropolitan statistical areas (MSA) to estimate threat for
those facilities even though these data are updated annually by DHS for
purposes of the Urban Areas Security Initiative program.3® ISCD officials
said that they were unaware that threat data they were using were out of
date and said they would explore the feasibility of using updated threat
scores. Current threat data would provide a more complete and accurate
threat profile for release or sabotage and might aid in ISCD’s overall risk
assessment efforts.

ISCD’s risk assessment approach is also not consistent with the NIPP
because it does not consider vulnerability when developing risk scores.

30The Urban Areas Security Initiative program is a Homeland Security Grant Program
which is intended to provide funding to address the unique planning, organization,
equipment, training, and exercise needs of high-threat, high-density urban areas, and
assist them in building an enhanced and sustainable capacity to prevent, protect against,
mitigate, respond to, and recover from acts of terrorism.
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According to the NIPP, risk assessments should identify vulnerabilities,
describe all protective measures, and estimate the likelihood of an
adversary’s success for each attack scenario. Similar to the NIPP, the
CFATS rule calls for ISCD to review facilities security vulnerability
assessments as part of its risk-based tiering process.3! This assessment
is to include the identification of potential security vulnerabilities and the
identification of existing countermeasures and their level of effectiveness
in both reducing identified vulnerabilities and meeting the aforementioned
risk-based performances standards.

Our review of the risk assessment approach and discussions with ISCD
officials showed that the security vulnerability assessment—the primary
CSAT application ISCD uses to assess risk—contains numerous
guestions aimed at assessing vulnerability and security measures in
place. These include questions about the accessibility of the facility to an
attacker, the capability of the security force to respond to an attack, and
security controls related to potential cyber attacks. However, although
facilities are required to respond to these questions, ISCD officials told us
that they have opted not to use the data facilities provide because it is
“self-reported” data—data that are not validated by ISCD—and ISCD
officials have observed that facility owners and operators tend to either
overstate or understate some of the vulnerability information provided;
thus making it not useful for tiering purposes. ISCD officials agreed that
the risk assessment approach does not assess differences in vulnerability
from facility to facility and location to location because it does not use any
vulnerability data. Thus, ISCD'’s risk assessment approach treats every
facility as equally vulnerable to a terrorist attack regardless of location
and on-site security.

ISCD officials told us that they consider facility vulnerability, but primarily
at the latter stages of the CFATS regulatory process particularly with
regard to the development and approval of the facility site security plan
and the inspection process. With regard to site security plans, ISCD
officials stated that even though facility data are not currently used to tier
facilities based on their response in the security vulnerability assessment,
they view the responses as valuable because they prompt facilities’
thinking about vulnerability before they prepare their site security plan or
alternative security program. Regarding inspections, ISCD officials stated

316 C.F.R. § 27.220.

Page 14 GAO-13-353 Critical Infrastructure Protection



that they believe that once security plans are authorized and approved,
the inspection process could enable ISCD to assess facilities’
vulnerabilities and gauge their progress mitigating those vulnerabilities.
Because ISCD has completed a limited number of authorization
inspections (56 as of December 2012), it is too early to tell how they plan
to use this self-reported vulnerability information. However, ISCD officials
indicated that it might be used to help make decisions about the use of
inspection resources, especially since they do not anticipate retiering
facilities based on their efforts to mitigate risk.

ISCD Has Begun to Take
Actions to Examine How
its Approach Could be
Enhanced and Could Take
Additional Steps to Help
Ensure That it is Complete
and Validated

ISCD has begun to take some actions to examine how its risk
assessment approach can be enhanced. For example, in addition to
engaging Sandia National Laboratories to develop the framework for
assessing economic consequences discussed earlier, ISCD has
commissioned a panel of subject matter experts to examine the strengths
and weaknesses, if any, of its current risk assessment approach. ISCD
officials stated that the panel’s work is intended to focus on whether ISCD
is heading in the right direction and they view it as a preliminary
assessment. According to ISCD’s task execution plan, the objectives of
this assessment are to (1) convene a panel of subject matter experts
involved in chemical safety and security, (2) hold one or more working
group meetings focused on assessing and providing feedback on the
current models and (3) provide a report on the strengths, weaknesses,
and issues on the current models. The plan calls for the panel to provide
actionable recommendations on potential improvements to the CFATS
models, but the panel is not to develop alternative CFATS models nor
formally validate or verify the current CFATS risk assessment approach—
steps that would analyze the structure of the models and determine
whether they calculate values correctly. ISCD officials stated that they
believe that the review process would include some steps to assess
whether the models are methodologically sound and reliable. In February
2013, after the panel was convened, ISCD officials also stated that they
provided information to the panel about various issues that they might
want to consider, among them (1) how to address vulnerability in the
models given ISCD concerns about data quality and (2) what the
appropriate variables to use, if any, are for threats associated with theft or
diversion, as discussed earlier.

ISCD is moving in the right direction by commissioning the panel to
identify the strengths and weaknesses of its risk assessment approach
and the results of the panel’s work could help ISCD identify issues for
further review and recommendations for improvement. The results of the
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panel’s efforts represent one piece of information ISCD will have to
consider, moving forward, to ensure that the risk assessment approach is
complete within the context of the NIPP risk management framework and
the CFATS rule. For instance, in addition to any recommendations
coming out of the panel’s work, the development of a mature risk
assessment approach would require that ISCD consider and act upon the
results of Sandia National Laboratories work on economic consequences.
Likewise, ISCD would need to consider the issues we identified, such as
not using up-to-date threat data, or how vulnerability could be used in the
final tiering process.

ISCD will need to develop an overall plan designed to incorporate the
results of these various efforts to revise and enhance its risk assessment
approach to fully address each of the components of risk—
consequences, threat, and vulnerability—to better align them with the
NIPP and the CFATS rule. A plan, complete with milestones and time
frames, is consistent with standard practices for project management,
which state that managing a project involves, among other things,
developing a timeline with milestone dates to identify points throughout
the project to reassess efforts under way to determine whether project
changes are necessary.®? ISCD would then be better situated to provide a
more complete picture of its approach for developing and completing its
review of steps needed to address each component of ISCD’s risk
assessment approach and actions needed to make it fully conform to the
NIPP and the CFATS rule. It also would provide ISCD managers and
other decision makers with insights into (1) ISCD’s overall progress and
(2) a basis for determining what, if any, additional actions need to be
taken.

In addition, given the significant consequences of a terrorist attack on a
chemical facility, after ISCD completes these actions, commissioning an
independent peer review to assess its revised risk assessment approach,
including a complete verification and validation of the models would help
ensure that the revised model is sound and facilities are appropriately
tiered. In our past work, we reported that peer reviews are a best practice

32Project Management Institute, The Standard for Program Management®©,
(Pennsylvania, 2013).
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in risk management?? and that independent expert review panels can
provide objective reviews of complex issues.** We reported that peer
reviews should, among other things, address the structure of the model,
the types and certainty of the data, and how the model is intended to be
used. Furthermore, the National Research Council of the National
Academies has recommended that DHS improve its risk analyses for
infrastructure protection by validating the models and submitting them to
external peer review.® According to the National Research Council of the
National Academies, peer reviews should include validation and
verification to ensure that the structure of the models is both accurate and
reliable.

As we have previously reported, independent peer reviews cannot ensure
the success of a risk assessment approach, but they can increase the
probability of success by improving the technical quality of projects and
the credibility of the decision-making process.*® Thus, a peer review that
is commissioned after ISCD revises its approach and incorporates all of
the elements of risk would enable peer reviewers to consider a more
complete risk assessment approach and provide the opportunity to fully
verify and validate it. After ISCD has developed a more mature risk
assessment approach, a subsequent peer review would provide better
assurance that ISCD can appropriately identify and tier chemical facilities,
better inform CFATS planning and resource decisions; and provide the
greatest return on investment consistent with the NIPP.

333ee GAO, Coast Guard: Security Risk Model Meets DHS Criteria, but More Training
Could Enhance Its Use for Managing Programs and Operations, GAO-12-14 (Washington,
D.C.: Nov. 17, 2011). Peer reviews can identify areas for improvement and can facilitate
sharing best practices.

34see GAO, Aviation Security: Efforts to Validate TSA’s Passenger Screening Behavior
Detection Program Underway, but Opportunities Exist to Strengthen Validation and
Address Operational Challenges, GAO-10-763 (Washington, D.C.: May 20, 2011).

35National Research Council of the National Academies, Review of the Department of
Homeland Security’s Approach to Risk Analysis. (Washington, D.C. 2010).

365ee GAO-12-14 and GAO, Homeland Security: Summary of Challenges Faced in
Targeting Oceangoing Cargo Containers for Inspection, GAO-04-557T (Washington D.C.:
Mar. 31, 2004).
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ISCD Revised Its
Security Plan Review
Process, but Plan
Approvals Could Take
Years

ISCD has revised its site security plan review process to address
concerns expressed by ISCD managers that the original process was
overly complicated and included bottlenecks that slowed the review time.
ISCD officials said that they believe the current security plan review
process, implemented in July 2012, is an improvement over the prior
versions. However, they did not collect or track data on the prior review
processes, so the improvement between the previous review processes
and the current process cannot be measured. Going forward, ISCD has
recently implemented a plan to measure various aspects of the process,
but it will take time before ISCD can establish baseline measures.
Nonetheless, given the rate at which ISCD intends to review and approve
security plans, we estimate that it could take about 7 to 9 years to
complete reviews of plans for approximately 3,120 facilities that, as of
January 2013, had been assigned a final tier but had not yet had their
security plans reviewed and approved.

ISCD Revised Its Security
Plan Review Process
because of ISCD Managers’
Concerns

ISCD has made various revisions to its security plan review process.
Under the CFATS rule, once a facility is assigned a final tier, it is to
submit a site security plan to describe security measures to be taken and
how they will address applicable risk-based performance standards.?’
The November 2011 internal memorandum that discussed various
challenges facing the program noted that ISCD had not approved any
security plans and stated that the process was overly complicated, did not
leverage ISCD’s resources, and created bottlenecks. In addition, the
memorandum stated that revising the process was a top program priority
because the initial security plan reviews were conducted in a manner
inconsistent with the spirit and intent of the CFATS authorizing
legislation—that is, plan reviewers used the risk-based standards as
prescriptive criteria rather than as standards for developing an overall
facility security strategy.® According to ISCD, the initial reviews were

376 C.F.R. § 27.210(a)(3), .225.

38The specific security measures and practices discussed in DHS'’s guidelines state that
they are neither mandatory nor necessarily the “preferred solution” for complying with the
risk-based performance standards. Rather, according to DHS, they are examples of
measures and practices that a facility may choose to consider as part of its overall
strategy to address the standards. Facility owners and operators have the ability to
choose and implement other measures to meet the risk-based performance standards
based on circumstances, security issues and risks, and other factors, so long as DHS
determines that the suite of measures implemented achieves the levels of performance
established by the standards.
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conducted using the 18 risk-based standards as prescriptive criteria
because ISCD had not developed guidance for reviewers of facility plans
to use when considering the merits of those plans. ISCD officials told us
that they had been working on a solution prior to the internal
memorandum being finalized in November 2011. They also pointed out
that the action plan that was intended to address the challenges outlined
in the memorandum, developed in early 2012, included an action item
devoted to improving the security plan review process.

ISCD has implemented two revisions to the security plan review process
since October 2011. According the ISCD officials, the first revision was
called the interim review process, which was intended to be a “holistic”
review whereby individual reviewers were to consider how layers of
security measures met the intent of each of the 18 standards. This was a
departure from the original review process which generally used the
performance standards as specific criteria. Under the interim process,
ISCD assigned portions of each facility’s plan to security specialists (e.g.,
cyber, chemical, and physical, among others) who reviewed plans in a
sequential, linear fashion. Using this approach, plans were reviewed by
different specialists at different times culminating in a quality review. ISCD
officials told us that the interim process was unsustainable, labor-
intensive, and time-consuming, particularly when individual reviewers
were looking at pieces of thousands of plans that funneled to one quality
reviewer.%®

In July 2012, ISCD stopped using the interim process and began using
the revised review process. The current process entails using contractors,
teams of ISCD employees (physical, cyber, chemical, and policy
specialists), and ISCD field office inspectors who are to review plans
simultaneously using the holistic approach developed earlier. Figure 2
shows the revised security plan review process as of July 2012.

39Using the interim process, ISCD officials estimated that they authorized about 60
security plans and notified the facilities that inspectors would schedule visits to determine
if the security measures described in the plan were in place.
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Figure 2: Infrastructure Security Compliance Division (ISCD) Site Security Plan Review Process as of July 2012
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Notes: When the review of a plan results in an unfavorable determination, the plan is to be returned to
the facility and ISCD is to schedule a compliance assistance visit to discuss the reasons for the
unfavorable determination with representatives at the facility and present options for the facility’s
consideration on how to appropriately revise the security plan. The facility is to make changes to the
plan at its discretion and resubmit it to ISCD at the point in the process where the unfavorable
determination was made.

aContractors conduct the technical review and provide input to ISCD staff who make the decision
whether or not the security plan receives a favorable or unfavorable review.

®The team that reviews the security plans includes various types of security specialists including
physical security, cyber, chemical, policy, and compliance specialists, as well as field offices
inspectors.

°During an authorization inspection, inspectors can determine that the security measures in place at
the facility are not what was presented in the plan and recommend that changes be made to the plan
before it is approved. If this occurs, the facility is to edit the plan. Any changes to the plan made at
this point in the process are to be reviewed by ISCD officials before the plan is approved.

ISCD Did Not Measure
Improvements, but Plans
to Measure the Revised
Review Process Moving
Forward

ISCD officials said that they believe the revised security plan review
process is a “quantum leap” forward, but did not capture data that would
enable them to measure how, if at all, the new process is more efficient
(i.e., less time-consuming) than the former processes. ISCD officials
explained that one of the more time-saving beneficial aspects of the new
process involves field inspectors interacting with the facilities when the
review of the security plan results in an unfavorable outcome. Now, when
ISCD identifies a security plan that contains deficiencies, such as missing
or unclear information about a security measure, the plan is to be
immediately returned to the facility and ISCD is to schedule a compliance
assistance visit whereby field inspectors work with the facility to resolve
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any issues identified. According to ISCD officials, this approach contrasts
with the past practices whereby ISCD would continue to review the entire
plan even when problems were identified early and not return the plan to
the facility until the review was complete, resulting in longer reviews.

Officials also noted that by using the revised process, ISCD has realized
the value of (1) moving from a single person reviewing every plan
sequentially to a team approach, and (2) understanding that security
plans do not have to be perfect in order to issue authorization letters and
conduct authorization inspections. Regarding the latter, ISCD officials
noted that ISCD has begun issuing authorization letters with conditions to
inform facilities that their plans provide sufficient information to schedule
an inspection. For example, one authorization letter noted that ISCD had
not yet determined whether or not the plan satisfied the cyber security
risk-based performance standard, and stated that additional information
would be gathered during the authorization inspection.

Also, when the revised process was implemented in July 2012, all
authorization letters include a condition noting that ISCD has not fully
approved the personnel surety risk-based performance standard of plans
because ISCD has not yet determined what the facilities are to do to meet
all aspects of personnel surety.*° ISCD believes issuing authorization
letters with conditions, rather than waiting until all conditions are met,
enables inspectors to visit facilities sooner so that ISCD can approve
plans more quickly.

Moving forward, ISCD intends to measure the time it takes to complete
parts of the new process and has recently implemented a plan to
measure various aspects of the process. Specifically, ISCD’s Annual
Operating Plan, published in December 2012, lists 63 performance
measures designed to look at various aspects of the site security plan

4Opersonnel surety is one of the CFATS performance standards. Accordingly, DHS plans
to require facilities to perform background checks on and ensure appropriate credentials
for facility personnel and as appropriate, visitors with unescorted access to restricted
areas or critical assets. DHS plans to check for terrorist ties by comparing certain
employee information with its terrorist screening database. DHS’s plans to require facilities
to collect these data had been submitted to the Office of Management and Budget (OMB)
for review in connection with the Paperwork Reduction Act. However, DHS had withdrawn
its Paperwork Reduction Act request and stated that OMB is not considering the request
at this time. As of January 2013, ISCD has not refiled its Personnel Surety Information
Collections Request with OMB.
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review process—from the point the plans are received by ISCD to the
point where plans are reviewed and approved. For example, ISCD plans
to collect data on (1) the percentage of facilities with authorization
inspections completed within 90 days of security plan authorization for tier
1 and 2 facilities and within 120 days of security plan authorization for tier
3 and 4 facilities, and (2) the number of high-risk facilities in total and by
tier that have approved security plans. Collecting data to measure
performance about various aspects of the security plan review process is
a step in the right direction, but it may take time before the process has
matured to the point where ISCD is able to establish baselines and
assess its progress. As of February 2013, ISCD is beginning to gather
data at points in the process to establish baselines and measure
performance and has a goal of reviewing some of the measures and data
associated with them monthly, quarterly, or annually, depending on the
measure.

Security Plan Reviews
Could Take Years to
Complete, but ISCD is
Examining How it Can
Accelerate the Review
Process

ISCD actions to revise its security plan reviews may result in
improvements over the prior processes, but it could take years to review
plans for thousands of facilities that have been assigned a final tier—a
factor which ISCD hopes to address by examining how it can accelerate
the review process. According to ISCD officials, between July 2012 and
December 2012, ISCD had approved 18 security plans, with conditions
such as the aforementioned personnel surety qualification. ISCD officials
told us that, moving forward, they anticipate that the revised security plan
review process could enable ISCD to approve security plans at a rate of
about 30 to 40 a month. Furthermore, ISCD officials noted that the
approval rate could reach 50 plans a month in the third quarter of fiscal
year 2013 as the review process becomes more efficient. However, ISCD
estimates that under a best case scenario the revised review process
could take about 6 months to approve a plan—assuming the plan would
not have to be sent back to the facility for revision. ISCD estimates further
show that under a worst case scenario the revised process could take as
long as 20 months to approve a plan—assuming the plan would have to
be sent back to the facility for revisions. Regardless, ISCD officials told us
that they would likely be able to increase production because staff are
overcoming the learning curve associated with the revised process.

Using ISCD’s estimated approval rate of 30 to 40 plans a month, we
calculated that it could take anywhere from 7 to 9 years to complete
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reviews and approvals for the approximately 3,120 plans submitted by
facilities that have been final-tiered that ISCD has not yet begun to
review.*' Figure 3 shows the estimated number of years it could take to
approve all of the security plans for the approximately 3,120 facilities that,
as of January 2013, had been final-tiered assuming an approval rate of
30 to 40 plans a month.

|
Figure 3: Estimate of Number of Years to Approve Security Plans
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Source: GAO.

It is important to note that our 7 to 9 year estimate does not include other
activities central to the CFATS mission, either related to or aside from the
security plan review process. Specifically, our estimate does not include
time required to:

« review security plans for about 900 facilities that have yet to be
assigned a final tier; and

« review approved security plans to resolve issues relating to personnel
surety, which cannot be fully accomplished until after ISCD decides
how to conduct the terrorist ties portion of personnel surety.

Finally, our estimate does not include developing and implementing the
compliance inspection process, which is intended to ensure that facilities
that are covered by the CFATS rule are compliant with the rule, within the
context of the 18 performance standards. ISCD officials estimate that the

411SCD data show that 380 security plans have started the review process and are at
different phases of review. We did not calculate the time to complete reviews of the
approximately 3,120 plans that had been final tiered using ISCD’s estimate of 50 per
month because of uncertainty over when and if ISCD would reach this goal during the 3¢
quarter of fiscal year 2013.
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ISCD Has Increased
its Efforts to
Communicate and
Work with Facilities
and May Have an
Opportunity to
Systematically Gather
Feedback on Its
Outreach Efforts

first compliance inspections would commence in September 2013, which
means that the CFATS regulatory regime would likely be fully
implemented for currently tiered facilities (to include compliance
inspections) in 8 to 10 years. According to ISCD officials, they are actively
exploring ways to expedite the speed with which the backlog of security
plans will be cleared such as potentially leveraging alternative security
programs, re-prioritizing resources, and streamlining the inspection and
review requirements. ISCD officials added that they plan to complete
authorizations inspections and approve security plans for tier 1 facilities
by the first quarter of fiscal year 2014 and for tier 2 facilities by the third
quarter of fiscal year 2014.

ISCD’s efforts to communicate and work with owners and operators to
help them enhance security at their facilities have increased since the
CFATS program’s inception in 2007, particularly in recent years. The
various trade associations representing facility owners and operators who
responded to our query on ISCD’s outreach had mixed views about the
effectiveness of ISCD’s efforts to communicate with them over various
aspects of the program. Most of the trade associations that responded
stated that ISCD seeks and receives informal feedback on its
communication efforts, but ISCD stated that it has not developed a
systematic approach to solicit feedback to assess the effectiveness of its
outreach activities. ISCD is currently developing a strategic
communication plan which may create an opportunity for ISCD to explore
how it can obtain systematic feedback on its outreach.

Page 24 GAO-13-353 Critical Infrastructure Protection



ISCD’s External
Communication Efforts
with Facilities have
Increased Since 2007

Since 2007, ISCD has taken various actions to communicate with facility
owners and operators and various stakeholders—including officials
representing state and local governments, private industry, and trade
associations—to increase awareness about CFATS and these efforts
have increased as the program has matured.*? From fiscal years 2007
through 2009, most of ISCD’s communication efforts entailed outreach
with owners and operators and stakeholders through presentations to
familiarize them with CFATS; field visits with federal, state, and local
government and private industry officials; and compliance assistance
visits at facilities that are intended to assist them with compliance or
technical issues. By 2010 and in subsequent years, ISCD revised its
outreach efforts to focus on authorization inspections*® during which
inspectors visited facilities to verify that the information in their security
plans was accurate and complete and other outreach activities including
stakeholder outreach.** Table 2 shows the number of outreach activities
performed by ISCD from fiscal year 2007 through the first quarter of fiscal
year 2013.

2ps part of the outreach program, ISCD consults with external stakeholders such as
private industry and state and local government officials who participate in Sector
Coordinating Councils and Government Coordinating Councils, to discuss issues that
affect the program and facility owners and operators. Under the NIPP, the sector
partnership model encourages critical infrastructure owners and operators to create or
identify Sector Coordinating Councils as the principal entities for coordinating with the
government. The Government Coordination Council is the government counterpart for
each Sector Coordinating Council and comprises representatives from across various
levels of government (federal, state, local, or tribal), as appropriate to the operating
landscape of each individual sector.

I fiscal years 2010 and 2011, ISCD also performed pre-authorization inspections at
regulated facilities, an activity that is now included with the compliance assistance visits.

44Among other outreach activities, ISCD manages the Chemical Security website, which
includes a searchable database to answer questions about the CFATS program. ISCD
also manages the CSAT Help Desk (call service center), which it operates on a contract
basis by the Oak Ridge National Laboratory (ORNL). The call service center’s standard
operating procedures state service center representatives answer inbound calls and e-
mails from users of the CSAT data collection tools. ISCD reported that from April 2007
through July 2012, the CSAT Help Desk responded to nearly 80,000 user inquires,
submitted via telephone, e-mail and fax. We did not review the quality of the responses
provided through the help desk function or assess the qualifications of the staff responding
to user inquires because it was outside of the scope of this review.
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Table 2: Number of Outreach Activities Performed by DHS’s Infrastructure Security Compliance Division from Fiscal Year
2007 through the First Quarter Fiscal Year 2013

Compliance Authorization Stakeholder Field
Fiscal year assistance visits® inspectionsb outreach®  Presentations® meetings®
2007 N/A N/A N/A 53 N/A
2008 99 N/A N/A 244 95
2009 63 N/A N/A 147 136
2010 226 3 N/A 102 385
2011 595 6 2,644 131 1,124
2012 288 18 1,721 117 2,697
First Quarter 2013 68 35 139 41 485
Total 1,339 62 4,504 835 4,922

Source: DHS.

Note: N/A represents not available for those fiscal years where ISCD had not collected outreach data.

dCompliance assistance visits are visits to regulated or potentially regulated chemical facilities with
the goal of providing compliance and technical assistance in the completion of the CSAT registration,
Top Screen, security vulnerability assessment, or site security plan. ISCD conducted preliminary
authorization inspections in fiscal years 2010 and 2011, which are now included with compliance
assistance visits. The latter were visits performed at regulated chemical facilities with the goal to
educate the facility on the level of detail that is required within the site security plan in order for the
department to adequately review and assess the facility’s security posture for compliance with
CFATS. For purposes of this analysis, we included ISCD data on preliminary authorization
inspections with data on compliance assistance visits.

®Authorization inspection are visits to regulated chemical facilities in order to verify that the
descriptions listed in the facility’s authorized site security plan (or alternative security program) are
accurate and complete, and that the equipment, processes, and procedures described are
appropriate and function as intended.

“Stakeholder outreach refers to meetings at CFATS regulated facilities at which inspectors introduce
themselves, meet key facility representatives, provide basic outreach materials, and familiarize
themselves with their local regulated community.

Presentations are provided at federal, state, local, or private industry events in which an ISCD
representative is asked to provide a presentation or participate on a panel in order to provide CFATS
subject matter expertise.

°Field meetings are meetings with federal, state, local, or private industry partners in which the
inspectors participate to better familiarize themselves with other programs, activities and harmonize
with key stakeholders.

According to ISCD officials, the increase in outreach was intended to
facilitate the development of site security plans and occurred for various
reasons. First, according to ISCD officials, during the early years of the
program, regulated facilities did not require as much assistance because
they were generally engaged in the development of their Top Screens
and security vulnerability assessments. Second, officials said that, as
ISCD matured, its ability to track outreach activities improved when
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ISCD’s tracking system was automated in June 2010—during the early
years of the program, outreach reporting was manual. Third, ISCD
officials stated that ISCD staffing increases made it possible to perform
more outreach to regulated stakeholders. They said that, prior to fiscal
year 2009, field staff consisted of about 30 staff detailed from DHS’s
Federal Protective Service and in subsequent years ISCD increased the
size of its field staff to more than 100.

Selected Trade
Associations Had Mixed
Views about ISCD Efforts
to Communicate with
Owners and Operators

Our analysis of industry trade associations’ responses to questions we
sent them about the program showed mixed views about ISCD’s efforts to
communicate with owners and operators through ISCD outreach efforts.
Whereas 3 of the 11 trade associations that responded to our questions
indicated that ISCD’s outreach program was effective in general, 3
reported that the effectiveness of ISCD’s outreach was mixed, 4 reported
that ISCD’s outreach was not effective, and 1 respondent reported that he
did not know.*® Our analysis also showed that trade associations that
responded, in general, viewed specific types of ISCD outreach to be
either effective or of mixed effectiveness (fig. 4 shows our analysis of
trade association responses to questions about specific types of ISCD’s
outreach activities).

e originally sent questions to 15 trade associations representing various members of
the chemical industry and received responses from 11 of the 15. The trade associations
that responded provided responses that represent, to their knowledge, the general view of
their members. In some instances the associations provided responses directly from
member companies.
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Figure 4: Summary of Trade Association Responses Indicating the Effectiveness of Infrastructure Security Compliance
Division (ISCD) Outreach Activities by Type of Outreach
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CAV Compliance Assistance Visit

PAI Preliminary Authorization Inspection

Source: GAO analysis of trade association narrative responses to questions.

Note: Respondents that did not respond (either reported they did not know the answer, did not
answer the question, or for whom the question was not applicable) are not represented in the chart.

We also analyzed trade association responses with regard to the
usefulness of ISCD outreach activity in terms of their members’
understanding of performance standards, tiering approach, and data
collection requirements, as shown in figure 5.
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|
Figure 5: Summary of Trade Association Responses on the Usefulness of Outreach Activities in Increasing Understanding of
Infrastructure Security Compliance Division (ISCD) Performance Standards, Tiering Approach, and Data Collection

Requirements
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Source: GAQ analysis of trade association narrative responses to questions.

Note: Respondents that did not respond (either reported they did not know the answer, did not
answer the question, or for whom the question was not applicable) are not represented in the chart.

Our analysis of trade association responses to our questions showed that
opinions were mixed regarding the usefulness of outreach activities
related to helping regulated facilities understand the Risk-Based
Performance Standards. Specifically, trade association responses
showed that 5 of the 11 associations that responded indicated that
outreach was useful or had mixed usefulness and 4 associations reported
that it was not useful.*® For example, among those trade associations that
indicated that outreach on the performance standards was useful, one
reported that outreach activities have helped members better understand
the standards and another reported that performance standards guidance
and early presentations were also helpful. Conversely, among those that
indicated they did not believe outreach on the Risk-Based Performance
Standards was useful, one cited a lack of ISCD training on the standards

460ne respondent said he had not heard feedback from members of his association
regarding outreach activities, and another respondent did not answer our question.
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Outreach on Facility Risk-
Tiering Approach Not Viewed
as Useful

and another reported that ISCD needed to provide more assistance to
explain what would or would not be compliant using the standards.*’

Nearly all (9 of 11) trade association respondents indicated that ISCD’s
outreach to members was not useful in helping them understand the
tiering approach used to determine the risk levels of regulated facilities,
which they viewed as not being transparent.*® Three trade association
respondents reported that the lack of transparency can hinder facility
owners and operators’ ability to properly make risk reduction decisions;
and 6 respondents reported that there are instances where tiering results
contradict the facility’s perception of what is “high risk” or conflict with
results at similar facilities with similar chemical holdings and population
densities in surrounding communities.*® One member company of 1 trade
association reported that industry has repeatedly asked for information on
the tiering process without success. ISCD officials told us that they do not
currently provide regulated facilities with details about the CFATS risk-
tiering approach but noted that one of the tasks of the aforementioned
expert panel review is to make recommendations regarding what
additional tiering-related information should be provided to facilities. DHS
has designated some parts of the risk models as Chemical-terrorism
Vulnerability Information—which warrants special treatment for handling
and sharing, including assessing whether or not there is a need to
know—and other parts of the models as Secret.%° ISCD officials also
stated that they have not received a formal request by facilities asking
ISCD to recheck assigned tiering levels or to re-evaluate the output of the
risk models because facilities believe the methodology used is faulty.

47ISCD officials said that the CFATS statute and regulation specify that they cannot be
prescriptive when providing suggestions for increasing security, which they noted has
been a challenge. However, officials said that when they have sufficient information
(based on facilities that have had their security plans approved), they likely will draft “best
practices” that are centered on notional facilities to give industry a point of reference.

480ne respondent said that he was not well positioned to comment on the usefulness of
ISCD’s tiering-related outreach activities because of a lack of information from owners and
operators the association represented. Another respondent indicated that that the
association was not aware that ISCD had conducted outreach in this area.

4950me of the specific observations made by trade associations were not necessarily
related to particular questions we asked, but rather were common themes mentioned by
respondents throughout their responses to our open-ended questions.

50Chemical-terrorism Vulnerability Information includes information listed in 6 C.F.R. §
27.400(b).
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Mixed Views about Data
Collection Outreach

According to these officials, the primary request from facilities is to know
how their facilities were tiered, and industry requests for information
mainly come from facilities that either believe they should not be tiered or
tiered facilities that are questioning why a neighboring facility has not
been tiered.

Our query of selected trade associations also showed that they generally
had mixed views about ISCD’s outreach on data collection requirements.
Specifically, 4 of the 11 association officials that provided responses to
our query reported that ISCD’s outreach efforts had either been useful or
had been of mixed usefulness in enabling them to better understand and
comply with the ISCD’s data collection requirements; 3 reported that
outreach on data collection requirements had not been useful; and 4 did
not answer the question. Among the 4 respondents that found outreach
on data collection requirements to be useful or of mixed usefulness, 1
noted that ISCD had done more outreach specifically on elements of the
site security plan, which has broadened stakeholders understanding of
the type of information DHS is looking for and options they may not have
previously considered. Of the 3 that reported ISCD’s outreach on data
collection requirements had not been useful, 1 trade association
respondent reported that, in 2009, industry representatives had
suggested that ISCD produce a document providing tips and suggestions
for completing site security plans and reported that it took 3 years for
ISCD to produce such a document; similarly, 2 member companies of
another trade association reported that ISCD’s outreach had not been
useful in increasing understanding of data collection requirements, and 1
cited the experience of an individual that seemed confused on much of
the information being requested.

Trade Associations We
Contacted Expressed
Concern about the Burden
of Responding to Data
Collection Requirements
which ISCD Has Plans to
Address

Most of the trade associations that responded to our questions also
expressed concern about CSAT data collection requirements specifically
with regard to various applications such as the Top Screen, vulnerability
assessment, and site security plan. Specifically, our analysis of
responses by the 11 trade associations indicated that nearly all (9 of 11
respondents) believed that the CSAT data collection effort was
burdensome for regulated owners and operators; the other 2 trade
associations provided mixed responses. Nine industry trade associations
reported that the CSAT data submission requirements take significant
resources (such as time and personnel) to prepare, and 10 questioned
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the value of the tools in reducing risk or increasing security.®' One trade
association official reported that completing the Top Screen, vulnerability
assessment, and security plan data collection effort required over 200
person hours. Another association official reported that the vulnerability
assessment data collection requirements were very burdensome and
noted that one member’s security plan covered 1,400 questions and was
nearly 300 pages long.

ISCD officials acknowledged that CSAT can be burdensome and they
intend to introduce improvements to CSAT to assist facilities in
developing and submitting their Top Screens, security vulnerability
assessments, and site security plans. In ISCD’s December 2012 Annual
Operating Plan, one action item calls for the revision of the CSAT based
on engagement with industry in order to create a more efficient and
effective tool. ISCD officials stated that they estimate that revisions to
CSAT will be in place sometime in 2014. According to these officials,
improvements being considered for CSAT applications include a
reduction in the number of text-based responses and narrative
information required in the vulnerability assessment and the site security
plan; the inclusion of more drop-down menu options, which is also
expected to improve data analysis; and a reduction of the number of
repetitive questions, for example, in the site security plan. ISCD officials
noted that CSAT can be burdensome when facilities have to reenter data
from one document to the next and stated that they are looking to revise
CSAT so that information already entered on one document automatically
populates data fields covering the same question in the next. ISCD
officials also told us that one of the actions ISCD plans to take is to hold
three meetings, or roundtable discussions, with industry officials at
various locations beginning at the end of February 2013. They said that
these discussions are intended to obtain input from industry officials on
how CSAT can be improved. ISCD officials said that in making revisions
to the CSAT they will consider eliminating unnecessary data
requirements, but stated that they may decide to continue to request the
data—even if they are not used for risk tiering—because doing so may be
helpful to facilities as they prepare their security plans.

51Specific observations made by trade associations were not necessarily related to
particular questions we asked, but rather were common themes mentioned by
respondents throughout their responses to our open-ended questions.
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ISCD Does Not Seek
Systematic Feedback on
the Effectiveness of Its
Outreach Efforts

ISCD seeks informal feedback on its outreach efforts but does not
systematically solicit feedback to assess the effectiveness of outreach
activities,®? and it does not have a mechanism to measure the
effectiveness of ISCD’s outreach activities. Trade association officials
reported that in general ISCD seeks informal feedback on its outreach
efforts and that members provide feedback to ISCD. Association officials
further reported that ISCD has encouraged association members to
contact local ISCD inspectors and has hosted roundtable discussions and
meetings where members of the regulated community provide feedback,
suggest improvements, or make proposals regarding aspects of the
CFATS program such as site security plans, alternative security
programs, gasoline storage site risks, and the personnel surety program.
Furthermore, according to ISCD officials, while feedback is solicited from
the regulated community generally on an informal basis, inspectors and
other staff involved in ISCD’s outreach activities are not required to solicit
feedback during meetings, presentations and assistance visits, and
inspectors are also not required to follow-up with the facilities after
assistance visits to obtain their views on the effectiveness of the
outreach.

ISCD, as part of its annual operating plan, has a priority for fiscal year
2013 to develop a strategic communications plan intended to address
both internal and external communication needs including industry
outreach. One goal in the plan is to maintain robust communication and
outreach. In addition, the annual operating plan contains 27 monitoring
and performance measures that address outreach program activities, but
only one of these calls for ISCD to solicit feedback to assess and
measure the effectiveness of the program. The NIPP states that when the
government is provided with an understanding of private sector
information needs, it can adjust its information collection, analysis,
synthesis, and dissemination activities accordingly. We have previously
reported on the benefits of soliciting systematic feedback. Specifically our
prior work on customer service efforts in the government, systematic
feedback from regulated facility owners and operators to among other
things, determine the kind and quality of services they want and also

521SCD solicits voluntary feedback via a three question survey provided to CSAT Help

Desk users on their experience with call center representatives. The survey asks three
questions, did service meet expectations, were questions answered in a timely manner
and was call service representative (CSR) friendly and knowledgeable.

Page 33 GAO-13-353 Critical Infrastructure Protection



Conclusions

determine their level of satisfaction with existing services including
outreach may benefit to organizations like ISCD that service the public.%?

As ISCD develops its strategic communication plan, options for gathering
feedback on outreach possibly could include using formal surveys
reviewed and approved by the Office of Management and Budget (OMB)
under the Paperwork Reduction Act;** soliciting feedback from regulated
owners and operators as a part of after-action reviews conducted at
assistance visits, meeting and presentations; working with trade
associations or other representatives of the regulated community to
design and conduct member surveys; or working with members of various
critical infrastructure sectors, such as the chemical or energy sectors, to
develop and conduct surveys of sector owners and operators. Given the
mixed perspectives of the trade associations we queried, systematic
feedback about outreach activities might better position ISCD to identify
problems and target changes to its outreach efforts, if necessary, or
improve CFATS program outcomes in general. Doing so would also be
consistent with Standards for Internal Control in the Federal Government,
which call for top level reviews of actual performance and the
establishment and review of performance measures and indicators.

ISCD has taken action to assign facilities to risk based tiers, revise its
process to review site security plans, and work with facilities to improve
security. However, three factors could affect program operations as ISCD
moves forward:

« The first factor is a risk assessment approach that is not yet complete
because it does not consider all of the elements of risk called for by
the NIPP and the CFATS rule. ISCD has begun to take some actions
to develop a more robust risk assessment approach, but ISCD would
be better positioned to assess risk if it developed an overall plan, with
milestones and time frames, incorporating the results of the various
efforts to more fully address each of the three components of risk—
consequence, threat, and vulnerability—and take actions to enhance
the current risk assessment approach. ISCD has commissioned an

53GA0, Managing for Results: Opportunities to Strengthen Agencies’ Customer Service
Efforts, GAO-11-44, (Washington, D.C.: October 27, 2010).

5444 U.S.C. §§ 3501-3522.
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expert panel to identify the strengths and weaknesses of the current
risk assessment approach and the results of the panel’s work could
help ISCD identify issues for further review and recommendations for
improvements. This effort and the results from it represent one
component of the various efforts ISCD will have to consider moving
forward to ensure that the risk assessment approach is complete per
the NIPP and the CFATS rule. After ISCD has developed and
completed its efforts to enhance its risk assessment approach by
using the results of the current expert panel’s efforts as well as
incorporating the issues we identified along with the Sandia National
Laboratories’ work on economic consequences, an independent peer
review would provide better assurance that ISCD can appropriately
identify and tier chemical facilities, better inform CFATS planning and
resource decisions; and provide the greatest return on investment
consistent with the NIPP and CFATS rule.

« The second factor is ISCD’s ability to measure its progress reviewing
site security plans under its revised review process. ISCD has
developed measures to assess its progress reviewing site security
plans and has recently implemented a plan to measure various
aspects of the process. ISCD’s efforts appear to be a step in the right
direction, but, it will take time for ISCD to collect enough data to
develop baselines and begin measuring its performance. While it
could take years before ISCD can review and approve the site
security plans currently in its queue, ISCD intends to explore ways
that it can accelerate the process. Thus, we are not making
recommendations at this time.

« The third factor is exploring opportunities to establish a mechanism to
systematically gather feedback to measure the effectiveness of ISCD
outreach efforts with facility owners and operators. This includes ISCD
efforts to communicate with owners and operators on various aspects
of the program, such as the development of site security plans, and
work with them to better understand how and whether data collection
requirements are burdensome and can be reduced. Doing so would
be consistent with (1) the NIPP which states that once the
government understands private sector information needs, it can
adjust its information collection, analysis, synthesis, and
dissemination activities accordingly, and (2) our past work on the
benefits of soliciting feedback to determine customer level of
satisfaction with existing services, including outreach. In addition, by
obtaining systematic feedback on its outreach efforts, ISCD might be
better positioned to (1) identify problems and target program changes,
if necessary, and generally improve ISCD efforts to communicate and
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Recommendations for
Executive Action

Agency Comments
and Our Evaluation

work with facility owners and operators, and (2) measure its
performance consistent with our Standards for Internal Control in the
Federal Government.

To better assess risk associated with facilities that use, process, or store
chemicals of interest consistent with the NIPP and the CFATS rule, we
recommend the Secretary of Homeland Security direct the Under
Secretary for NPPD, the Assistant Secretary for IP, and Director of ISCD
to take the following two actions:

« develop a plan, with timeframes and milestones, that incorporates the
results of the various efforts to fully address each of the components
of risk and take associated actions where appropriate to enhance
ISCD’s risk assessment approach consistent with the NIPP and the
CFATS rule, and

e conduct an independent peer review, after ISCD completes
enhancements to its risk assessment approach, that fully validates
and verifies ISCD’s risk assessment approach consistent with the
recommendations of the National Research Council of the National
Academies.

To enhance ISCD efforts to communicate and work with facilities, we
recommend that the Secretary of Homeland Security direct the Under
Secretary for NPPD, the Assistant Secretary for IP, and the Director of
ISCD to explore opportunities and take action to systematically solicit and
document feedback on facility outreach consistent with ISCD efforts to
develop a strategic communication plan.

We provided a draft of this report to the Secretary of Homeland Security
for review and comment, which are reprinted in appendix Il. In its written
comments, DHS agreed with our recommendations and stated that it has
efforts underway that will address them. Regarding our first
recommendation that ISCD develop a plan, with timeframes and
milestones, to fully address each of the components of risk and take
associated actions where appropriate to enhance ISCD'’s risk assessment
approach consistent with the NIPP and the CFATS rule, DHS plans to
document all processes and procedures related to the risk assessment
approach and conduct an internal DHS review of the complete risk
assessment process, among others things, to ensure that all elements of
risk are included in the risk assessment approach. Regarding our second
recommendation that ISCD conduct an independent peer review, after it
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completes enhancements to its risk assessment approach, that fully
validates and verifies ISCD’s risk assessment approach consistent with
the recommendations of the National Research Council of the National
Academies, DHS agreed that a peer review that includes validation and
verification steps would be a worthwhile endeavor, once any changes that
result from the aforementioned review of the risk assessment approach
are implemented. Regarding our third recommendation that ISCD explore
opportunities and take action to systematically solicit and document
feedback on facility outreach consistent with ISCD efforts to develop a
strategic communication plan, DHS plans to explore such opportunities to
make CFATS-related outreach efforts more effective for all stakeholders.
DHS also provided technical comments, which we incorporated as
appropriate.

We are sending copies of this report to interested congressional
committees and to the Secretary of the Department of Homeland
Security. In addition, the report will be available at no charge on GAO’s
website at http://www.gao.gov. If you or your staff members have any
questions about this report, please contact me at (202) 512-9610 or
caldwells@gao.gov. Contact points for our Offices of Congressional
Relations and Public Affairs may be found on the last page of this report.
GAO staff who made major contributions to this report are listed in
appendix Ill.

Stephen L. Caldwell
Director
Homeland Security and Justice
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Appendix I: Objectives, Scope, and
Methodology

This report is a follow-on engagement of work we completed in July 2012
about the actions the Department of Homeland Security’s (DHS)
Infrastructure Security Compliance Division (ISCD) took related to an
internal memorandum that cited an array of challenges—including human
capital and administrative issues—that hindered the implementation of
the Chemical Facility Anti-Terrorism Standards (CFATS) program.’ This
report discusses the extent to which DHS has

« assigned chemical facilities to risk-based tiers and assessed its
approach for doing so,

« revised the process to review security plans, and
« communicated and worked with facilities to help improve security.

To determine the extent to which DHS has assigned chemical facilities to
risk-based tiers and assessed its approach for doing so, we reviewed
ISCD applications and documents including web-based Chemical
Security Assessment Tools (CSAT) applications—such as the Top-
Screen and security vulnerability assessment—used to collect security
information from facilities, the ISCD risk assessment approach used to
determine a facility’s risk tier, policies and procedures on tiering, as well
as a sample copy of a facility’s Top Screen and security vulnerability
assessment. In addition, we outlined the risk tiering models associated
with different security issues—release, theft or diversion, and sabotage.
We also reviewed DHS memoranda detailing the challenges with the
release security issue model and ISCD’s work to improve it. We
compared our review to various criteria including the risk framework
outlined in the CFATS statute and rule,? the National Infrastructure
Protection Plan (NIPP),? and risk modeling best practices as outlined by

'GAO, Critical Infrastructure Protection: DHS Is Taking Action to Better Manage lIts
Chemical Security Program, but It Is Too Early to Assess Results, GAO-12-515T
(Washington, D.C.: July 26, 2012).

2pyb. L. No. 109-295, § 550, 120 Stat. 1355, 1388 (2006); 6 C.F.R. pt. § 27.105.

SDHS, National Infrastructure Protection Plan (Washington, D.C.: June 2006). The NIPP
sets forth the risk management framework for the protection and resilience of the nation’s
critical infrastructure. DHS updated the NIPP in January 2009 to include resiliency. See
DHS, National Infrastructure Protection Plan, Partnering to Enhance Protection and
Resiliency (Washington, D.C.: January 2009). Broadly defined, risk management is a
process that helps policymakers assess risk, strategically allocate finite resources, and
take actions under conditions of uncertainty.
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Appendix I: Objectives, Scope, and
Methodology

the National Research Council of the National Academy of Sciences* to
determine if ISCD’s risk assessment approach comports with these
criteria and if not, where gaps or deficiencies exist. We also obtained data
from ISCD’s CSAT system that showed how many of the roughly 3,500
facilities, which ISCD has determined to be regulated by CFATS, were
placed in each of the 4 risk-based tiers and what their related security
issue(s) was. Because data in the system change regularly, these data
represent a snapshot of finally tiered facilities as of January 24, 2013. To
assess the reliability of the data we obtained from CSAT, we reviewed
system documentation, compared similar datasets for consistency, and
interviewed knowledgeable ISCD officials about system controls and
determined that the CSAT data were sufficiently reliable for the purposes
of this report. We also reviewed documents related to ISCD’s ongoing
review of the risk assessment approach including the statement of
objectives, task execution plan, and terms of reference and compared
these documents with the criteria for peer review as laid out by the
National Research Council of the National Academy of Sciences as well
as past GAO work on peer review.® To corroborate and confirm our
understanding of the risk assessment approach, we interviewed DHS and
contracting officials knowledgeable about the methodology behind the
models and their strengths and weaknesses. We also interviewed DHS
and contracting officials responsible for the review about the review’s
scope and progress, and to corroborate and confirm our understanding of
the review.

To determine the extent to which DHS has revised its process to review
security plans, we reviewed and analyzed documents, where available,
including the CFATS statute and rule, the November 2011 internal
memorandum, DHS’s Risk-Based Performance Standards Guidance,
ISCD security plan review policies and procedures, security plan review
memoranda, and the instructions used by facilities to prepare and submit
security plans. As a part of our review of security plan documents, we

“National Research Council of the National Academies, Review of the Department of
Homeland Security’s Approach to Risk Analysis, (2010).

SGAO, Aviation Security: Efforts to Validate TSA’s Passenger Screening Behavior
Detection Program Underway, but Opportunities Exist to Strengthen Validation and
Address Operational Challenges, GAO-10-763 (Washington, D.C.: May 20, 2010), and
Coast Guard: Security Risk Model Meets DHS Criteria, but More Training Could Enhance
Its Use for Managing Programs and Operations, GAO-12-14 (Washington, D.C.: Nov. 17,
2011).
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identified progress made and challenges encountered by ISCD as the
security plan review process evolved. To confirm our understanding of the
security plan review process and how it has evolved, we gathered and
analyzed statistics pertinent to the process to determine how many site
security plans had been reviewed, authorized, and approved as a percent
of the total number of security plans submitted. We then used the number
of plans approved, along with ISCD officials’ estimates of how many plans
they intend to approve per month beginning in calendar year 2013 to
estimate how long it might take ISCD to review and approve site security
plans for the approximately 3,500 currently regulated facilities. We also
interviewed ISCD officials about the security plan review process to
corroborate the information obtained from ISCD documents and the
results of our analyses.

To determine the extent to which DHS has communicated and worked
with facilities to help improve security, we reviewed documents (e.qg.,
ISCD’s standard operating procedures for conducting compliance
assistance visits, inspections, and help desk support). We also reviewed
ISCD data on outreach activities—such as the type and number of field
visits to facilities and presentations to industry—for fiscal year 2007
through November 30, 2012 that we obtained from CHEMS. As noted
above, we determined that data from the CHEMS system were sufficiently
reliable for the purposes of this report. In addition, we contacted officials
representing 15 trade associations whose members are facilities
regulated by CFATS to obtain their perspectives on DHS’s efforts to
communicate and work with facility owners and operators to help improve
security. We selected these 15 trade associations because they are listed
in an annex to the NIPP as those with which DHS works on a regular
basis on chemical security matters. According to this annex, working with
these industry associations is a more manageable number of contact
points through which DHS can coordinate activities with a large number of
the asset owners and operators in the chemical sector. According to the
NIPP, a Sector Coordinating Council is the principal entity under which
owners and operators of critical infrastructure can coordinate with the
government on a wide range of protection activities and issues. The
Chemical Sector Coordinating Council represents a significant majority of
the owners and operators in the chemical sector. We sent a list of open-
ended questions to representatives at each of the 15 trade associations
and received responses from 11 trade association representatives. We
analyzed, categorized, and summarized these responses by using a
systematic content analysis of the open-ended responses to determine
the trade association views. As a part of our analysis, two analysts
reviewed the responses, developed categories to be used for the content
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analysis, and worked together to categorize each open-ended answer. A
third analyst reviewed this categorization and verified that the answers
were placed in the appropriate categories. Any disagreements regarding
the categorization of the answers were subsequently reconciled. The
information we obtained from the 11 trade associations that responded is
not generalizable to the universe of chemical facilities covered by CFATS;
however, it does provide insights into DHS efforts to perform outreach
and seek feedback on the implementation of the CFATS rule. We
compared the results of our analysis of the responses received from the
trade associations and other audit work related to ISCD’s outreach efforts
to various criteria, including CFATS statute and rule, the NIPP, past GAO
work on industry outreach,® and internal control standards’ to determine if
DHS’s outreach efforts comport with these criteria, and if not, determined
where gaps exist. We also interviewed knowledgeable ISCD officials
regarding their outreach efforts.

We identified three limitations that should be considered when using our
results. First, as noted in our previous work, documentary evidence about
the development of the CFATS program is, for the most part, not
available. Program officials did not maintain records of key decisions
made in the early years of the program and the basis for these decisions.
This applies particularly to the risk tiering methodology and the security
plan review process. Furthermore, ISCD officials told us many of the
individuals involved in these decisions are no longer at ISCD. During
discussions, the current management team qualified that much of what
they told us about these decisions is their best guess of what happened
and why. This limits our ability to fully assess the risk model and compare
the original site security plan review process with the process currently in
place. Second, with regard to our work with facility owners and operators,
we limited our review to industry associations primarily due to time
constraints and the large number of owners and operators in the chemical
sector. As a result, we could not generalize our findings to the universe of
CFATS-regulated facility owners and operators. We mitigated this
limitation by contacting 15 industry associations that represented a wide
range of CFATS regulated chemical facilities. Third, given that ISCD had

5GAO, Managing for Results: Opportunities to Strengthen Agencies’ Customer Service
Efforts, GAO-11-44, (Washington D.C.: Oct. 27, 2010).

"GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1
(Washington, D.C.: November 1999).
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only recently begun to approve security plans, our scope did not include
the facility compliance inspection process (which is based on the results
of the approved security plans).

We conducted this performance audit from October 2012 through April
2013 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.
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U.S. Department of Homeland Security
Washington, DC 20528

Q Homeland
= Security

March 25, 2013

Mr. Stephen L. Caldwell

Director, Homeland Security and Justice
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Re: GAO Draft Report 13-353, “CRITICAL INFRASTRUCTURE PROTECTION: DHS
Efforts to Assess Chemical Security Risk and Gather Feedback on Facility Outreach Can Be
Strengthened”

Dear Mr. Caldwell:

Thank you for the opportunity to review and comment on this draft report. The U.S. Department
of Homeland Security (DHS) appreciates the U.S. Government Accountability Office’s (GAO’s)
work in planning and conducting its review and issuing this report.

While recognizing that more can be done to strengthen the Chemical Facility Anti-Terrorism
Standards (CFATS) Program, DHS has significantly advanced the program during the past 12
months including:

e Implementing a revised site security plan (SSP) review process, which has increased the
pace of SSP reviews;

e Retraining chemical security inspectors on updated inspection protocols, which has
allowed for a significant increase in the pace of authorization inspections (Als); and

e Documenting nine critical processes through standard operating procedures.

As of March 1, 2013, these efforts have enabled the Department to authorize 263 SSPs, conduct
131 Als, and approve 35 SSPs and three alternative security programs (ASPs) submitted in lieu
of the SSP. DHS is on pace to authorize, inspect, and approve between 30 and 50 SSPs per
month and is continuing to explore ways to further increase the pace of performance as it moves
into Tier 3 and Tier 4 SSP reviews.

This increased SSP review and inspection pace follows the progress made in other CFATS
activities since the program’s inception. These successes include the processing of more than
43,000 top-screens submitted by chemical facilities, the notification of more than 7,800 facilities
of initial high-risk tier determinations, the receipt and review of more than 7,000 security
vulnerability assessments, the assignment of nearly 4,000 final tier determinations, and the
collection of nearly 4,000 SSPs or ASPs submitted in lieu of SSPs.
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During this time, DHS has also been proactively engaged in outreach and communication efforts
with the regulated community and other stakeholders. As noted in the report, DHS has
conducted thousands of outreach activities, to include more than 1,300 compliance assistance
visits and 4,500 outreach engagements to chemical facilities, and nearly 5,000 meetings with
federal, state, local, and private industry stakeholders. Finally, since the inception of CFATS,
nearly 3,000 facilities have removed, reduced, or otherwise modified their chemical holdings so
that they are no longer considered high-risk. All of these activities have helped make our
communities more secure.

While DHS has seen many recent successes in implementing CFATS, there remains room for
improvement in aspects of the program. Three of these areas are the subject of the report: the
manner in which the Department assigns chemical facilities to risk-based tiers, the method the
Department uses to review security plans, and the way the Department has communicated and
worked with facilities to help improve security. As the report notes, the Department continues to
take steps to improve in these areas.

As part of its overall risk management approach, the current CFATS process considers all three
traditional risk elements—consequences, vulnerability, and threat—at various junctures
throughout the process. However, DHS is also working to identify ways to further improve its
tiering methodology, including seeking recommendations from the external peer review and
working with Sandia National Laboratories to help the Department add an economic criticality
component to its risk tiering methodology. First, as GAO notes, the Department currently
considers only health and human-impact consequences and does not assess economic
consequences as part of its risk tiering model. Incorporating economic consequences has always
been part of the long-term vision for the CFATS model. Second, the Department agrees with
GAO’s observation that more up-to-date threat information could be used within the tiering
methodology, and the Department is committed to regularly updating the threat information.
Finally, the Department has contracted to oversee an external peer review of the entire CFATS
risk tiering methodology. As part of its efforts, the Department has asked the peer review
members to examine some specific concerns GAO raised that DHS previously identified as
potential areas for improvement, to include how threat is applied to theft-and-diversion
chemicals of interest and how vulnerability is considered throughout the risk model. All of these
efforts demonstrate the Department’s commitment to enhancing the CFATS overall risk
methodology.

DHS has also made great strides in the second area reviewed by GAO—the method the
Department uses to review security plans—and continues to seek ways to improve this critical
element of the CFATS program. Within the past 12 months the Department has modified its
SSP review and inspection processes, which has turned the previous trickle of SSP authorizations
and facility inspections into a steady stream of approvals of SSPs and ASPs. As noted above and
within the report, the updated SSP review and inspection processes have helped the Department
progress to being able to authorize, inspect, and approve between 30 and 50 security plans per
month. Nevertheless, DHS is continuing to address the backlog and explore ways to make the
process even more efficient and effective as we move into reviews and inspections at Tier 3 and
Tier 4 facilities. Options currently being explored include the increased use of ASPs and a
review of the current processes to identify further opportunities for streamlining.

Page 46 GAO-13-353 Critical Infrastructure Protection




Appendix II: Comments from the Department
of Homeland Security

The Department appreciates GAQ’s recognition of our efforts regarding communication with
and outreach to members of the regulated community and other stakeholders. Although DHS
has received primarily positive feedback on our outreach and communications efforts from the
regulated community, we acknowledge there is room for improvement. For example,
recognizing that regulated facilities best understand their risk drivers and in support of increased
transparency, the Department is analyzing which aspects of the risk methodology it can and
should share with members of the regulated community. Similarly, the Department is aware of
the regulated community’s concern with the significant burden the CFATS data collection
processes can impose on more complex facilities. To address this concern and other needed
information technology (IT) improvements, the Department is undertaking an effort to modify its
IT systems to make them more user friendly for the regulated community. As part of this effort,
the Department is holding a series of roundtables with members of the regulated community to
solicit input on how to make the tools less burdensome and more useful.

The draft report contained three recommendations, with which the Department concurs.
Specifically, GAO recommended that the Secretary of Homeland Security direct the Under
Secretary for the National Protection and Programs Directorate, the Assistant Secretary for the
Office of Infrastructure Protection, and the Director of the Infrastructure Security Compliance
Division (ISCD) to:

Recommendation 1: Develop a plan with time frames and milestones that incorporate the

results of the various efforts to fully address each component of risk, and to take associated

actions, where appropriate, to enhance ISCD’s risk assessment approach consistent with the
National Infrastructure Protection Plan and the CFATS rule.

Response: Concur. As discussed above and as GAO noted in its report, the Department is
taking a number of steps to review its current risk methodology and ensure that all three
traditional security risk factors (i.e., consequences, vulnerability, and threat) are appropriately
considered in the overall CFATS risk-based process. These steps include documenting all
processes and procedures related to the tiering methodology, conducting an internal DHS review
of the complete tiering process, conducting an external peer review of the risk-based tiering
methodology, and engaging Sandia National Laboratories to assist the Department in developing
a model for identifying and tiering high-risk chemical facilities on the basis of economic
consequences. The Department will use the results of these efforts to improve the CFATS
tiering model, as appropriate, by developing an integrated plan with time frames and milestones.
Following implementation of any changes, a second peer review, including formal verification
and validation, may be appropriate. It is worth noting, however, there are varying approaches for
prioritizing at-risk infrastructure, as mentioned in other GAO work products. Estimated
Completion Date (ECD): To Be Determined (TBD).

Recommendation 2: Conduct an independent peer review after ISCD completes enhancements
to its risk assessment approach that fully validate and verify ISCD’s risk management approach
consistent with the recommendations of the National Research Council of the National
Academies.
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Response: Concur. Although the Department believes that the current external peer review will
accomplish much of what GAO is recommending, the Department agrees that a second peer
review is a worthwhile endeavor, following implementation of any changes based on the
activities covered by Recommendation 1, including formal verification and validation. ECD:
TBD

Recommendation 3: Explore opportunities and take action to systematically solicit and
document feedback on facility outreach consistent with ISCD efforts to develop a strategic
communication plan.

Response: Concur. More efforts to systematically solicit and document feedback on CFATS-
related outreach activities will enable the Department to identify those outreach efforts having
the greatest impact and to make improvements across the board on all outreach and engagement
efforts. The Department is committed to exploring different opportunities to solicit and
document feedback on outreach activities for the purpose of making CFATS-related outreach
efforts more effective for all stakeholders. ECD: TBD

Again, thank you for the opportunity to review and provide comments on this draft report.
Technical comments were previously provided under separate cover. Please feel free to contact
me if you have any questions. We look forward to working with you in future.

Sincerely,

Jim H. Crumpacker
Director

Departmental GAO-OIG Liaison Office
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