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VISA SECURITY 
Additional Actions Needed to Strengthen Overstay 
Enforcement and Address Risks in the Visa Process 

Why GAO Did This Study 

The attempted bombing of an airline on 
December 25, 2009, by a Nigerian 
citizen with a valid U.S. visa renewed 
concerns about the security of the visa 
process. Further, unauthorized 
immigrants who entered the country 
legally on a temporary basis but then 
overstayed their authorized periods of 
admission—overstays—could pose 
homeland security risks. The 
Department of Homeland Security 
(DHS) has certain responsibilities for 
security in the visa process and for 
addressing overstays. DHS staff 
review visa applications at certain 
Department of State overseas posts 
under the Visa Security Program. DHS 
also manages the Visa Waiver 
Program through which eligible 
nationals from certain countries can 
travel to the United States without a 
visa. This testimony is based on GAO 
products issued in November 2009, 
August 2010, and from March to May 
2011. As requested, this testimony 
addresses the following issues: (1) 
overstay enforcement efforts, (2) 
efforts to implement a biometric exit 
system and challenges with the 
reliability of overstay data, and (3) 
challenges in the Visa Security and 
Visa Waiver programs.  

What GAO Recommends 

GAO has made recommendations in 
prior reports that, among other things, 
call for DHS to strengthen 
management of overstay enforcement 
efforts, mechanisms for collecting data 
from foreign nationals departing the 
United States, and planning for 
addressing certain Visa Security and 
Visa Waiver programs’ risks. DHS 
generally concurred with these 
recommendations and has actions 
planned or underway to address them.

What GAO Found 

Federal agencies take actions against a small portion of the estimated overstay 
population, but strengthening planning and assessment of overstay efforts could 
improve enforcement. Within DHS, U.S. Immigration and Customs Enforcement’s 
(ICE) Counterterrorism and Criminal Exploitation Unit (CTCEU) is the lead 
agency responsible for overstay enforcement. CTCEU arrests a small portion of 
the estimated overstay population in the United States because of, among other 
things, ICE’s competing priorities, but ICE expressed an intention to augment its 
overstay enforcement resources. From fiscal years 2006 through 2010, ICE 
reported devoting about 3 percent of its total field office investigative hours to 
CTCEU overstay investigations. ICE was considering assigning some 
responsibility for noncriminal overstay enforcement to its Enforcement and 
Removal Operations directorate, which apprehends and removes aliens subject 
to removal from the United States. In April 2011, GAO reported that by 
developing a time frame for assessing needed resources and using the 
assessment findings, as appropriate, ICE could strengthen its planning efforts. 
Moreover, in April 2011, GAO reported that CTCEU tracked various performance 
measures, but did not have a mechanism to assess the outcomes of its efforts. 
GAO reported that by establishing such a mechanism, CTCEU could better 
ensure that managers have information to assist in making decisions.  

DHS has not yet implemented a comprehensive biometric system to match 
available information (e.g., fingerprints) provided by foreign nationals upon their 
arrival and departure from the United States and faces reliability issues with data 
used to identify overstays. GAO reported that while the United States Visitor and 
Immigrant Status Indicator Technology Program’s biometric entry capabilities 
were operating at ports of entry, exit capabilities were not, and DHS did not have 
a comprehensive plan for biometric exit implementation. DHS conducted pilots to 
test two scenarios for an air exit solution in 2009, and in August 2010, GAO 
concluded that the pilots’ limitations, such as limitations not defined in the pilot 
evaluation plan like suspending exit screening at departure gates to avoid flight 
delays, curtailed DHS’s ability to inform a decision for a long-term exit solution. 
Further, in April 2011, GAO reported that there is not a standard mechanism for 
nonimmigrants departing the United States through land ports of entry to remit 
their arrival and departure forms. Such a mechanism could help DHS obtain 
more complete departure data for identifying overstays. 

GAO identified various challenges in the Visa Security and Visa Waiver programs 
related to planning and assessment efforts. For example, in March 2011, GAO 
found that ICE developed a plan to expand the Visa Security Program to 
additional high-risk posts, but ICE had not fully adhered to the plan or kept it up 
to date. Further, ICE had not identified possible alternatives that would provide 
the additional security of Visa Security Program review at those high-risk posts 
that do not have a program presence. In addition, DHS implemented the 
Electronic System for Travel Authorization (ESTA) to meet a statutory 
requirement intended to enhance Visa Waiver Program security and took steps 
to minimize the burden on travelers to the United States added by the new 
requirement. However, DHS had not fully evaluated security risks related to the 
small percentage of Visa Waiver Program travelers without verified ESTA 
approval. 

View GAO-11-910T. For more information, 
contact Richard M. Stana at (202) 512-8777 or 
stanar@gao.gov. 

http://www.gao.gov/products/GAO-11-910T
http://www.gao.gov/products/GAO-11-910T


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


