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Why GAO Did This Study

Computer networks and
infrastructures, on which the
United States and much of the
world rely to communicate and
conduct business, contain
vulnerabilities that can leave them
susceptible to unauthorized access,
disruption, or attack. Investing in
research and development (R&D)
is essential to protect critical
systems and to enhance the
cybersecurity of both the
government and the private sector.
Federal law has called for
improvements in cybersecurity
R&D, and, recently, President
Obama has stated that advancing
R&D is one of his administration’s
top priorities for improving
cybersecurity.

GAO was asked to determine the
key challenges in enhancing
national-level cybersecurity R&D
efforts among the federal
government and private companies.
To do this, GAO consulted with
officials from relevant federal
agencies and experts from private
sector companies and academic
institutions as well as analyzed key
documents, such as agencies’
research plans.

What GAO Recommends

GAO is recommending that the
Director of OSTP direct NITRD to
exercise its leadership
responsibilities by taking several
actions, including developing a
national agenda, and establishing
and utilizing a mechanism to keep
track of federal cybersecurity R&D
funding. OSTP agreed with GAO’s
recommendation and provided
details on planned actions.

View GAO-10-466 or key components.

For more information, contact David A.
Powner at (202) 512-9286 or

pownerd @gao.gov, or Gregory C. Wilshusen
at (202) 512-6244 or wilshuseng@gao.gov.
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Key Challenges Need to Be Addressed to Improve
Research and Development

What GAO Found

Several major challenges impede efforts to improve cybersecurity R&D.
Among the most critical challenges are the following:

Establishing a prioritized national R&D agenda. While R&D that is in
support of specific agencies’ missions is important, it is also essential that
national research efforts be strategically guided by an ordered set of national-
level R&D goals. Additionally, it is critical that cyberspace security research
efforts are prioritized across all sectors to ensure that national goals are
addressed. Accordingly, the National Strategy to Secure Cyberspace
recommended that the Office of Science and Technology Policy (OSTP)
coordinate the development of an annual cybersecurity research agenda that
includes near-term (1-3 years), mid-term (3-5 years), and long-term (5 years or
longer) goals. Although OSTP has taken initial steps toward developing such
an agenda, one does not currently exist. OSTP and Office of Management and
Budget officials stated that they believe an agenda is contained in existing
documents; however, these documents are either outdated or lack appropriate
detail. Without a current national cybersecurity R&D agenda, the nation is at
risk that agencies and private sector companies may focus on their individual
priorities, which may not be the most important national research priorities.

Strengthening leadership. While officials within OSTP’s Subcommittee on
Networking and Information Technology Research and Development
(NITRD)—a multiagency coordination body that is primarily responsible for
providing leadership in coordinating cybersecurity R&D—have played a
facilitator role in coordinating cybersecurity R&D efforts within the federal
government, they have not led agencies in a strategic direction. NITRD’s lack
of leadership has been noted by many experts as well as by a presidential
advisory committee that reported that federal cybersecurity R&D efforts
should be focused, coordinated, and overseen by a central body. Until NITRD
exercises its leadership responsibilities, federal agencies will lack overall
direction for cybersecurity R&D.

Tracking R&D funding and establishing processes for the public and private
sectors to share key R&D information. Despite a congressional mandate to
develop a governmentwide repository that tracks federally funded R&D,
including R&D related to cybersecurity, such a repository is not currently in
place. Additionally, the government does not have a process to foster the
kinds of relationships necessary for coordination between the public and
private sectors. While NITRD hosted a major conference last year that brought
together public, private, and academic experts, this was a one-time event, and,
according to experts, next steps remain unclear. Without a mechanism to
track all active and completed cybersecurity R&D initiatives, federal
researchers and developers as well as private companies lack essential
information about ongoing and completed R&D. Moreover, without a process
for industry and government to share cybersecurity R&D information, the
nation is at risk of having unforeseen gaps.

United States Government Accountability Office



http://www.gao.gov/products/GAO-10-466
mailto:pownerd@gao.gov
http://www.gao.gov/cgi-bin/getrpt?GAO-10-466


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting true
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 1200
        /PresetName ([High Resolution])
        /PresetSelector /HighResolution
        /RasterVectorBalance 1
      >>
      /FormElements true
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


