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DHS Needs to Address Significant Risks in Delivering 
Key Technology Investment 

Highlights of GAO-08-1086, a report to 
congressional requesters 

The Department of Homeland 
Security’s (DHS) Secure Border 
Initiative (SBI) is a multiyear, 
multibillion-dollar program to 
secure the nation’s borders 
through, among other things, new 
technology, increased staffing, and 
new fencing and barriers. The 
technology component of SBI, 
which is known as SBInet, involves 
the acquisition, development, 
integration, and deployment of 
surveillance systems and 
command, control, 
communications, and intelligence 
technologies. GAO was asked to 
determine whether DHS (1) has 
defined the scope and timing of 
SBInet capabilities and how these 
capabilities will be developed and 
deployed, (2) is effectively defining 
and managing SBInet requirements, 
and (3) is effectively managing 
SBInet testing. To do so, GAO 
reviewed key program 
documentation and interviewed 
program officials, analyzed a 
random sample of requirements, 
and observed operations of a pilot 
project.  

What GAO Recommends  

GAO is recommending that DHS 
assess and disclose the risks 
associated with its planned SBInet 
development, testing, and 
deployment activities, and address 
the system deployment, 
requirements management, and 
testing weaknesses that GAO 
identified. DHS agreed with all but 
one of GAO’s eight 
recommendations and described 
actions completed, underway, and 
planned to address them.
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To view the full product, including the scope 
and methodology, click on GAO-08-1086. 
For more information, contact Randolph C. 
Hite at (202) 512-3439 or hiter@gao.gov. 
mportant aspects of SBInet remain ambiguous and in a continued state of 
lux, making it unclear and uncertain what technology capabilities will be 
elivered, when and where they will be delivered, and how they will be 
elivered. For example, the scope and timing of planned SBInet deployments 
nd capabilities have continued to change since the program began and, even 
ow, are unclear. Further, the program office does not have an approved 

ntegrated master schedule to guide the execution of the program, and GAO’s 
ssimilation of available information indicates that the schedule has 
ontinued to change. This schedule-related risk is exacerbated by the 
ontinuous change in and the absence of a clear definition of the approach 
hat is being used to define, develop, acquire, test, and deploy SBInet. The 
bsence of clarity and stability in these key aspects of SBInet impairs the 
bility of the Congress to oversee the program and hold DHS accountable for 
rogram results, and it hampers DHS’s ability to measure program progress. 

BInet requirements have not been effectively defined and managed. While 
he program office recently issued guidance that defines key practices 
ssociated with effectively developing and managing requirements, such as 
liciting user needs and ensuring that different levels of requirements and 
ssociated verification methods are properly aligned with one another, the 
uidance was developed after several key activities had been completed. In 
he absence of this guidance, the program has not effectively performed key 
equirements definition and management practices. For example, it has not 
nsured that different levels of requirements are properly aligned, as 
videnced by GAO’s analysis of a random probability sample of component 
equirements showing that a large percentage of them could not be traced to 
igher-level system and operational requirements. Also, some of SBInet’s 
perational requirements, which are the basis for all lower-level requirements, 
ere found by an independent DHS review to be unaffordable and 
nverifiable, thus casting doubt on the quality of lower-level requirements that 
re derived from them. As a result, the risk of SBInet not meeting mission 
eeds and performing as intended is increased, as are the chances of 
xpensive and time-consuming system rework. 

BInet testing has not been effectively managed. For example, the program 
ffice has not tested the individual system components to be deployed to the 

nitial deployment locations, even though the contractor initiated integration 
esting of these components with other system components and subsystems in 
une 2008. Further, while a test management strategy was drafted in May 
008, it has not been finalized and approved, and it does not contain, among 
ther things, a clear definition of testing roles and responsibilities; a high-level 
aster schedule of SBInet test activities; or sufficient detail to effectively 

uide project-specific test planning, such as milestones and metrics for 
pecific project testing. Without a structured and disciplined approach to 
esting, the risk that SBInet will not satisfy user needs and operational 
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equirements, thus requiring system rework, is increased. 

http://www.gao.gov/cgi-bin/getrpt?GAO-08-1086
http://www.gao.gov/cgi-bin/getrpt?GAO-08-1086
mailto:hiter@gao.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




