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Why GAO Did This Study

Since September 11, 2001, the
United States has established tools
to address the threat to the U.S.
financial system of money
laundering and terrorist financing.
One such tool is Section 311 of the
USA PATRIOT Act of 2001, which
authorizes the Secretary of the
Treasury (Treasury) to prohibit
U.S. financial institutions from
maintaining certain accounts for
foreign banks if they involve
foreign jurisdictions or institutions
found to be of primary money
laundering concern. To make this
finding, Treasury examines several
factors and generally issues a
proposed rule announcing its intent
to apply Section 311 restrictions.

GAO was asked to examine (1) the
process used to implement Section
311 restrictions, (2) the process
Treasury follows to finalize or
withdraw a proposed rule, and

(3) how Treasury assesses the
impact of Section 311.

GAO reviewed financial and
investigative U.S. government
documents and met with
government officials and
representatives of affected banks

What GAO Recommends

GAO recommends that Treasury
establish guidance to clarify
responsibility to implement and
finalize Section 311 actions.

Treasury said it will act in response
to this recommendation, although
the process has been improved.
Justice and State did not comment.

To view the full product, including the scope
and methodology, click on GAO-08-1058.
For more information, contact Loren Yager at
(202) 512-4347 or yagerl@gao.gov.

USA PATRIOT ACT

Better Interagency Coordination and Implementing
Guidance for Section 311 Could Improve U.S. Anti-
Money Laundering Efforts

What GAO Found

Treasury’s informal process to implement Section 311 was consistent with
requirements in U.S. law. From 2002 to 2005, Treasury identified 11 cases--3
Jjurisdictions and 8 institutions--as being of primary money laundering concern
and issued proposed rules for 10 of these cases. As required, Treasury
consulted with the Departments of Justice and State prior to issuing the
proposed rules. However, Justice and State officials said that it was difficult
for them to effectively assess the evidence on some Section 311 cases because
Treasury provided them limited time. In 2006, Treasury changed its process by
forming an interagency working group to discuss potential threats to the U.S.
financial system. But it is unclear if the new process addressed the agencies’
concerns since Treasury has issued no Section 311 findings since 2005.

Treasury determines whether to finalize or withdraw a proposed Section 311
rule by reviewing written comments and sometimes meeting with interested
parties. The duration of a proposed rule is significant because U.S. financial
institutions act immediately in response to its announcement. However,
Treasury has taken years to complete this process in some cases. In April
2008, Treasury withdrew two of three notices--all open for between 3 and 5
years--after GAO discussed the cases with Treasury officials. Contributing to
this lag was the absence of required timeframes for completing the action and
of written guidance specifying a Treasury office to finalize the actions.

Duration of Section 311 Proposed Rules
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Source: GAO analysis of Department of Treasury data.

Treasury views Section 311 as effective because it isolates target institutions
from the U.S. financial system and encourages some foreign governments to
strengthen their anti-money laundering authorities. However, some foreign
government officials said that Section 311’s implementation precluded their
own enforcement or regulatory actions against targeted institutions as U.S.
action was unilateral or provided too little information for them to act. Justice
officials said that if Section 311’s application is viewed as unsubstantiated,
some countries may be less likely to cooperate with the U.S. government on
other law enforcement matters or sanctions. Treasury officials recognized the
concerns, but did not believe they diminished Section 311’s effectiveness.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-08-1058
http://www.gao.gov/cgi-bin/getrpt?GAO-08-1058
mailto:yagerl@gao.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




