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What GAO Found 
The Department of Defense (DOD) made progress toward implementing its new 
electronic health record system, MHS GENESIS. DOD deployed the new system 
to sites in six of 24 planned deployment phases (i.e., waves), which included 
about 41,600 users (see figure). DOD also improved system performance and 
addressed issues experienced at the initial sites. Even with this progress, 
incidents identified during testing—such as system defects—remain unresolved. 
DOD has not developed plans to conduct additional testing at future sites to 
ensure the remaining incidents are fully resolved. As a result, unaddressed 
incidents could lead to challenges at future sites.  

Actual and Planned MHS GENESIS Deployments, 2017-2023, as of June 2021 

 
Additionally, implementation of MHS GENESIS faced training and 
communication challenges. Test results and selected system users indicated that 
training for MHS GENESIS and the dissemination of system change information 
were ineffective. For example, the users stated that training was not consistent 
with the “live” system. Further, users reported that there were too many system 
changes to keep up with and that they were not adequately informed as changes 
were implemented. As a result, users were unaware of important changes to their 
roles or business processes, or to system revisions and improvements. These 
challenges could hinder users’ ability to effectively use the system, impede their 
knowledge of new workflows, and limit the utility of system improvements. 
Regarding key program risks, DOD identified and was tracking risks and their 
associated mitigation plans. View GAO-21-571. For more information, 

contact Carol Harris at (202) 512-4456 or 
HarrisCC@gao.gov. 

Why GAO Did This Study 
DOD relies on multiple legacy 
electronic health record systems to 
create, maintain, and manage patient 
health information. DOD has 
determined that these systems, 
implemented over the past 3 decades, 
require modernization and 
replacement. The department has 
sought to replace these legacy 
systems with a comprehensive, real-
time electronic health record.  

The conference report accompanying 
the Department of Defense and Labor, 
Health and Human Services, and 
Education Appropriations Act, 2019 
and Continuing Appropriations Act, 
2019 included a provision for GAO to 
review DOD’s electronic health record 
deployment. GAO’s objectives were to 
(1) determine what progress DOD has 
made toward implementing a new 
electronic health record system, and 
(2) identify the challenges and key 
risks to MHS GENESIS 
implementation and what steps DOD is 
taking to address them.  

To do so, GAO analyzed test reports, 
briefing materials, and incident report 
tracking documents. GAO also held 
discussion groups with 356 users at 
selected sites and interviewed relevant 
officials. 

What GAO Recommends 
GAO is making three 
recommendations, including that DOD 
develop an approach to retesting 
incidents, improve training, and 
develop a plan to ensure MHS 
GENESIS users are aware of system 
changes. DOD concurred with the 
recommendations.  
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441 G St. N.W. 
Washington, DC 20548 

September 20, 2021 

The Honorable Jon Tester 
Chair 
The Honorable Richard Shelby 
Ranking Member 
Subcommittee on Defense 
Committee on Appropriations 
United States Senate 

The Honorable Betty McCollum 
Chair 
The Honorable Ken Calvert 
Ranking Member 
Subcommittee on Defense 
Committee on Appropriations 
House of Representatives 

The Department of Defense (DOD) operates the Military Health System 
(MHS), one of the nation’s largest health care systems. In fiscal year 
2019, MHS provided health care to about 9.6 million beneficiaries, 
including service members, retirees, and their family members, at a cost 
of approximately $49.2 billion.1 MHS provides care to beneficiaries at 
more than 700 military hospitals and clinics (i.e., military treatment 
facilities (MTFs)) around the world. 

DOD relies on multiple legacy electronic health record systems to create, 
maintain, and manage patient health information.2 However, the 
department has determined that these systems, implemented over the 
past three decades, require modernization; and it has sought to replace 
them with a comprehensive, real-time electronic health record system. 

In 2013, in response to the need to replace the department’s legacy 
systems, the Secretary of Defense chartered the Program Executive 
Office of the Defense Healthcare Management Systems (the Program 

                                                                                                                       
1Fiscal year 2019 is the most recent year for which these data were available.  

2An electronic health record is a collection of information about the health of an individual 
and the care provided to that individual, such as patient demographics, progress notes, 
problems, medications, vital signs, past medical history, immunizations, laboratory data, 
and radiology reports. 
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Executive Office) to improve the health care of DOD’s beneficiaries by 
modernizing the electronic health record and establishing medical data 
sharing among DOD, the Department of Veterans Affairs (VA), and the 
private sector. Toward this end, in 2017 DOD began deploying MHS 
GENESIS—a commercial electronic health record system intended to 
integrate inpatient and outpatient medical and dental information. 

The conference report accompanying the Department of Defense and 
Labor, Health and Human Services, and Education Appropriations Act, 
2019 and Continuing Appropriations Act, 2019 included a provision for 
GAO to review DOD’s electronic health record deployment.3 Our 
objectives for this review were to: (1) determine what progress DOD has 
made toward implementing a new electronic health record system, and 
(2) identify the challenges and key risks to MHS GENESIS 
implementation and what steps DOD is taking to address them. 

On April 20, 2021, we provided a briefing to congressional staff on the 
results of our review. The purpose of this report is to deliver the published 
briefing slides to you and officially transmit our recommendations to the 
department. The briefing slides, which detail our audit scope and 
methodology, are reprinted in appendix I. 

To determine what progress DOD has made toward implementing a new 
electronic health record system, we, among other steps: 

• analyzed Joint Interoperability Test Command (JITC) operational test 
reports.4 

• analyzed test and incident report tracking documents. 
• interviewed testing officials to get updates on incident status, system 

improvements, and future test plans. 
• interviewed officials from the Program Executive Office, Defense 

Health Agency (DHA) Information Operations organization, and DHA 
Health Informatics organization. 

                                                                                                                       
3H. Rpt. 115-952 at 450 (Sep. 13, 2018) accompanying Department of Defense and 
Labor, Health and Human Services, and Education Appropriations Act, 2019 and 
Continuing Appropriations Act, 2019, Pub. L. No. 115-245, 132 Stat. 2981 (Sep. 28, 
2018). 

4JITC provides risk-based test, evaluation, and certification services to ensure IT 
capabilities are interoperable and support mission needs. 
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To identify the challenges and key risks to MHS GENESIS 
implementation and what steps DOD is taking to address them, we 
conducted 36 discussion groups at five MHS GENESIS deployment sites 
and documented the results. Twenty-four discussion groups were held 
during our December 2018 and January 2019 visits to the first four (i.e., 
initial) sites and 12 were held during our January 2020 visits to 
subsequent deployment sites. We spoke with a total of 356 participants, 
which included MHS GENESIS users who were administrative staff, 
clinical support staff, doctors, and nurses. 

To identify the key risks for the MHS GENESIS implementation and what 
steps DOD is taking to address them, we: 

• reviewed the program’s risk management plan and risk register; 
• met with the MHS GENESIS program manager to discuss the risks to 

the program; and 
• observed monthly program management meetings where top program 

risks were discussed. 

Further, subsequent to providing the briefing, we obtained and reviewed 
information from DOD regarding the status of incident resolution and 
system deployments that occurred after our briefing, which we 
incorporated in this report, as appropriate. 

We conducted this performance audit from August 2018 to September 
2021 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 
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As we reported in our April 2021 briefing to the congressional 
subcommittees’ staffs, DOD had made progress in implementing MHS 
GENESIS by deploying it to sites in five of 24 planned deployment 
phases (called waves).5 The department also made progress by 
improving system performance and addressing issues experienced during 
deployments to the initial sites. 

Subsequent to our briefing, in late April 2021, the department deployed 
MHS GENESIS to sites in an additional wave. Specifically, it deployed the 
system to the Carson wave, which included sites in 11 states. As a result, 
six of 24 deployment waves were completed and the system was 
deployed to approximately 41,600 of about 201,400 planned users. 

The program office plans to deploy the system to users at the remaining 
sites at a pace that is more than five times faster than the pace of 
deployments that have previously been undertaken. Specifically, 
according to its deployment schedule, the program office plans to 
complete the additional 18 waves and, thus, fully deploy the system to the 
approximately 159,800 remaining users, by the end of December 2023. 

Figure 1 shows the updated actual and planned MHS GENESIS 
deployments to the waves and the cumulative users over time. 

                                                                                                                       
5Each wave contains between 3,400 and 15,000 users at multiple MTFs and is generally 
named for the largest MTF in the wave. 

DOD Made Progress 
in Deploying the 
System and 
Improving Its 
Performance, but Test 
Results Have Not 
Been Fully Addressed 
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Figure 1: Actual and Planned MHS GENESIS Deployments to Waves and Cumulative Users, 2017–2023, as of June 2021 

 
As we also noted in our briefing, DOD had made progress by addressing 
incidents (i.e., system defects or adverse test findings) identified during 
MHS GENESIS operational testing. However, some identified incidents 
remained unresolved. Specifically, during initial and follow-on operational 
testing of MHS GENESIS, JITC identified 710 incidents, of which 409 had 
been closed, and 301 remained unresolved as of February 2021. 

Subsequent to our briefing, DOD took steps to further improve system 
performance by closing an additional 13 identified test incidents.6 
Accordingly, as of May 2021, 288 unresolved incidents remained. 

                                                                                                                       
6DOD reported that it closed eight incidents as a result of an assessment that the 
department completed in March 2021 of system training and change management 
improvements. 
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DOD classified the 288 incidents according to five priority levels: critical, 
major, moderate, minor, and insignificant. According to the program’s test 
plan, critical incidents can result in mission failure, major incidents could 
cause partial failure, moderate incidents could result in the degradation of 
mission-related capabilities, minor incidents are noticeable but do not 
interfere with mission accomplishment, and insignificant incidents are 
informational. Table 1 shows the number of unresolved MHS GENESIS 
incidents for each priority level. 

Table 1: Priority Levels of Unresolved MHS GENESIS Testing Incidents (as of May 
2021) 

Incident Priority Level Unresolved Incidents 
Critical 61 
Major 81 
Moderate 107 
Minor 38 
Insignificant 1 
Total 288 

Source: GAO analysis of Department of Defense data. | GAO 21-571 

Note: Critical incidents can result in mission failure, major incidents could cause partial failure, 
moderate incidents could result in the degradation of mission related capabilities, minor incidents are 
noticeable but do not interfere with mission accomplishment, and insignificant incidents are 
informational. 
 

Nevertheless, although DOD had made progress toward addressing MHS 
GENESIS incidents, the department did not develop plans to conduct 
additional testing at future sites. Without additional testing, the 
department lacks assurance that unresolved incidents will be fully 
addressed. As a result, known incidents that have not been addressed 
could lead to system deployment challenges at future wave sites. 
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DOD faced training and communication challenges in implementing MHS 
GENESIS. Discussion groups, which were generally comprised of MHS 
GENESIS users, and test results indicated that training on the use of the 
new system and the dissemination of information about changes to the 
system were ineffective. Specifically, users said, and test reports 
demonstrated, among other things, that training was not targeted to 
users’ specific roles at the facilities and information on system changes 
was not effectively communicated to users. As a result, users were 
unaware of important changes to their roles or business processes, or to 
system changes and improvements. These limitations could hinder users’ 
ability to effectively use the system. 

On the other hand, DOD had identified key program risks and plans to 
address them. Specifically, the department’s risk and issue management 
plan described the detailed processes, responsibilities, tools, and 
techniques for identifying, analyzing, and responding to risks, 
opportunities, and issues as part of overall program management. The 
plan also outlined response strategies for program leadership, so that the 
program leadership can prioritize and act to resolve risks. 

According to the plan, once a risk is identified, the risk is to be assessed 
to determine the probability of its occurrence and its impact. The plan 
identifies five categories of risk likelihood: near certainty, highly probable, 
likely, unlikely, and highly unlikely. The plan also identifies five categories 
of impact: severe, significant, moderate, minor, and negligible. 

The MHS GENESIS program was following its risk management process 
and was maintaining a register of the program’s risks. This register 
included information such as the title and description of each risk, and 
steps planned to address them. For example, one risk was that limited 
resources could lead to the program management office not being able to 
provide adequate oversight of contractors during concurrent waves while 
continuing to engage with staff at the deployment sites. The risk was 
determined to be highly probable with a significant potential impact. To 
mitigate this risk, DHA planned to develop and implement an internal 
program management office requirements development and approval 
process, among other things. 

DOD made progress in deploying MHS GENESIS to military health care 
facilities by, for example, completing six of 24 deployment waves. 
However, the projected deployment schedule going forward is far more 
aggressive than the pace of previous deployments. 

MHS GENESIS 
Implementation 
Faced Training and 
Communication 
Challenges; DOD 
Identified Key 
Program Risks and 
Plans to Address 
Them 

Conclusions 
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Additionally, DOD has made progress by addressing incidents identified 
during MHS GENESIS operational testing. However, some identified 
incidents remain unresolved and the department did not develop plans to 
conduct additional testing at future sites. Without additional testing, the 
department lacks assurance that these unresolved incidents will be fully 
addressed. As a result, the program may encounter deployment 
challenges during future waves. Such issues could impede DOD’s ability 
to deploy the system on schedule. 

Further, even with the progress made in addressing test incidents and 
improving system performance, training and communication challenges 
remain. Specifically, users said, and test reports demonstrated, that 
training was not targeted to users’ specific roles at the facilities, among 
other things, and information on system changes was not effectively 
communicated to users. These challenges could hinder users’ ability to 
effectively use the system, impede their knowledge of new workflows, and 
limit the utility of system improvements. 

As of June 2021, DOD had identified key risks that could negatively affect 
the program, in accordance with its risk management plan, and was 
maintaining registers to track risks and their associated mitigation plans. 

We are making three recommendations to the Secretary of Defense: 

• The Secretary of Defense should direct the Program Executive Officer 
of Defense Health Management Systems to develop an approach for 
retesting the incidents identified by testers to ensure that the incidents 
have been resolved. (Recommendation 1) 

• The Secretary of Defense should direct the Program Executive Officer 
of Defense Health Management Systems to improve the effectiveness 
of MHS GENESIS training by ensuring it is relevant to user roles. 
(Recommendation 2) 

• The Secretary of Defense should direct the Defense Health Agency 
Chief Health Informatics Officer to ensure users are aware of system 
changes and to monitor users’ awareness of changes. 
(Recommendation 3) 

DOD provided comments on a draft of this report. In its comments, which 
are reproduced in appendix II, the department concurred with our 
recommendations. The department also provided technical comments, 
which we incorporated as appropriate. 

Recommendations for 
Executive Action 

Agency Comments 
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We are sending copies of this report to interested congressional 
committees and the Secretary of Defense. In addition, the report will be 
available at no charge on the GAO website at http://www.gao.gov. 

If you or your staffs have any questions on the matters discussed in this 
report, please contact me at (202) 512-4456 or at harriscc@gao.gov. 
Contact points for our Offices of Congressional Relations and Public 
Affairs may be found on the last page of this report. GAO staff who made 
major contributions to this report are listed in appendix III. 

 
Carol C. Harris 
Director, Information Technology Management Issues 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.gao.gov/
mailto:harriscc@gao.gov
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