United States Government Accountability Office

GA@ Report to Congressional Requesters

o EMERGENCY
ALERTING

Agencies Need to
Address Pending
Applications and
Monitor Industry
Progress on System
Improvements

GAO-20-294



GAO
Highlights

Highlights of GAO-20-294, a report to
congressional requesters

Why GAO Did This Study

Public alerts and warnings are critical to
protect lives and provide information
during emergencies, such as wildfires
and floods. The IPAWS Modernization
Act, enacted in 2016, required FEMA, in
consultation and coordination with FCC,
to enhance and test the capabilities of
IPAWS and increase its adoption among
state and local public safety agencies.

GAO was asked to review the federal
response to recent natural disasters.
This report examines, among other
things: (1) trends in the use of IPAWS
and (2) actions that FEMA and FCC
have taken to modernize IPAWS and
increase its adoption.

GAO analyzed relevant data and
documentation and assessed FCC'’s
efforts against leading government
performance management practices and
FEMA and FCC'’s efforts against internal
control standards. GAO interviewed
federal officials involved in emergency
alerting. GAO also interviewed a non-
generalizable selection of IPAWS
alerting authorities and applicants, local
governments, public safety and industry
associations, and communications
companies. GAO selected alerting
authorities that experienced different
types of disasters and threats to public
safety from 2017 to 2019.

What GAO Recommends

GAO is making three recommendations,
including that FEMA establish
procedures to prioritize and address
pending IPAWS applications and that
FCC develop goals and performance
measures to monitor the WEA
improvements. FEMA concurred with
GAO'’s recommendations. FCC stated it
was taking steps to gather data to
inform the development of metrics as
GAO recommended.

View GAO-20-294. For more information,
contact Andrew Von Ah at (202) 512-2834 or
vonaha@gao.gov.

EMERGENCY ALERTING

Agencies Need to Address Pending Applications and
Monitor Industry Progress on System Improvements

What GAO Found

Use of the Integrated Public Alert and Warning System (IPAWS) has increased
since its launch in 2012. IPAWS enables authorized federal, state, territorial,
tribal, and local alerting authorities to send a Wireless Emergency Alert (WEA) to
mobile devices, such as cell phones and an Emergency Alert System (EAS) alert
to media platforms, such as radios and television. The Federal Emergency
Management Agency (FEMA) operates IPAWS and the Federal Communications
Commission (FCC) establishes rules for telecommunications providers to deliver
WEA and EAS alerts. A public safety agency must submit an application and
receive approval from FEMA to become an IPAWS alerting authority. In
September 2019, more than 1,400 alerting authorities had access to IPAWS, up
from fewer than 100 authorities in 2013. All states have at least one state alerting
authority, but gaps in local authority access remain (see figure) that could limit
the timeliness of alerts as emergencies occur at the local level. GAO found 430
pending IPAWS applications as of September 2019, some of which dated back to
2012. FEMA has not established procedures to prioritize and follow up with
applicants and FEMA officials acknowledged that doing so would be beneficial.

Areas Covered by Local and Tribal Authorities That Can Send Wireless Emergency
Alerts and Use the Emergency Alert System, as of September 2019
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FEMA and FCC have taken steps to modernize IPAWS and improve alerting. For
example, FEMA has made system upgrades and FCC has made various WEA
improvements, such as requiring wireless phone carriers to provide more precise
geographic targeting of alerts. Prior to these improvements, officials from many
alerting authorities said the inability to geographically target alerts with accuracy
made the officials reluctant to send WEA messages. FCC intends to partner with
certain localities to test geographic targeting and, according to FCC officials,
plans to use other tests to learn about how the improvements perform during
emergencies. However, FCC has not developed goals and performance
measures for these efforts. Doing so would help FCC more clearly assess
whether the WEA improvements are working as intended. Furthermore, having
specific performance information could increase alerting authorities’ confidence
in and use of IPAWS.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

February 6, 2020
Congressional requesters

Public alerts and warnings can serve to protect lives and provide
information during emergencies. In recent years, the United States has
experienced several major natural disasters such as wildfires, hurricanes,
and floods as well as other threats to public safety and, as we reported in
our 2019 high-risk series, the number of natural disasters is rising."
During such disasters, various authorities such as federal, state, or
county officials can alert the public via the Federal Emergency
Management Agency’'s (FEMA) Integrated Public Alert and Warning
System (IPAWS). These authorities can submit an application and
receive approval from FEMA to become an IPAWS “alerting authority.”
IPAWS is intended to integrate the Emergency Alert System (EAS), which
provides alerts through media such as broadcast television and radio,?
with other public-alerting tools including the Wireless Emergency Alert
(WEA) program, which provides alerts to mobile devices such as cell
phones, to form a comprehensive public-alerting system. Government
agencies that issue alerts through IPAWS can include emergency
management or law enforcement agencies at the state, county, or city
government level. The Integrated Public Alert and Warning System
Modernization Act of 2015 (IPAWS Modernization Act) required FEMA, in
consultation with the Federal Communications Commission (FCC), to
carry out actions to improve and increase adoption of IPAWS.? In
accordance with that Act, and to enhance public safety, the federal
government is attempting to incorporate evolving technology that could
improve emergency alerting and reach more people.

You asked us to review a range of issues related to the federal
government’s disaster preparedness, response, and recovery efforts
following the 2017 hurricanes and other disasters. This report examines
(1) trends in the use and testing of IPAWS and selected alerting
authorities’ experiences using IPAWS, and (2) actions that FEMA and

'GAO, High-Risk Series: Sub stantial Efforts Needed to Achieve Greater Progress on
High-Risk Areas, GAO-19-157SP (Washington,D.C.: Mar. 6, 2019).

2Other media platforms that provide EAS alerts include satellite and cable television,
wireline video systems, and satellite radio.

3Pub. L. No. 114-143,130 Stat. 327 (2016). Previouslyin 2006, Exec. Order No.13407,71
Fed. Reg. 36975 (2006) directed FEMA to modernize the nation’s public alerting system.
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FCC have taken to modernize IPAWS and increase its adoption, and the
challenges they face.

To address these objectives, we analyzed FEMA data on IPAWS access
and usage throughout the country from 2012 to 2019. We focused on
identifying the authorities that used IPAWS from 2017 to 2019, following
enactment of the IPAWS Modernization Act. We reviewed FEMA’s
processes for ensuring the completeness and reliability of these data and
determined that they were sufficiently reliable for the purposes of
examining trends in the use of emergency alerts. We conducted seven
case studies of emergency events selected by analyzing alerts that local
authorities issued through IPAWS, FEMA's list of federally declared
disasters from 2017 to 2019, the National Oceanic and Atmospheric
Administration’s (NOAA) list of billion dollar disasters from 2017 to 2019,
and other sources. We selected the case studies to include various areas
of the country that experienced different types of disasters and threats to
public safety during this time. These included natural disasters (wildfires
and an earthquake), weather events (a hurricane and a flood), manmade
disasters (a chemical fire and a power shortage), and a law enforcement
event (a suspicious package). We then interviewed local alerting
authorities in each of these areas.

We reviewed FEMA documents, such as IPAWS strategic plans and a
performance report, and FCC regulations, notices, and comments on new
WEA capabilities. We then assessed this information against statutory
requirements contained in the Act and federal internal control standards.*
We focused on four areas of the Act that were key in the implementation
of the program. These areas required FEMA, in consultation and
coordination with FCC, to:

« ensure that IPAWS is capable of distributing alerts on the basis of
geographic location, risks, and technologies;

« educate state, tribal, and local governments to understand how
IPAWS works, and how and when to use IPAWS;

« establish training opportunities for alerting authorities; and
« conduct nationwide tests of IPAWS alerts.

4GAO, Standards for Internal Control in the Federal Government, GAO-14-704G
(Washington, D.C.: September2014).
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We also compared FCC'’s actions to leading practices based on the
Government Performance and Results Act of 1993 (GPRA) as enhanced
by GPRA Modernization Act of 2010 (GPRAMA), which create a
framework of goal setting and performance management for federal
agencies.® While GPRA and GPRAMA apply to the department or agency
level, we have previously reported that their provisions can serve as
leading practices at other organizational levels, such as component
agencies, offices, programs, and projects.®

For both objectives, we interviewed officials from FEMA, FCC, NOAA,
and the U.S. Geological Survey (USGS); state, local and territorial
alerting authorities; IPAWS applicants, representatives from industry
associations, advocacy groups, and companies such as wireless carriers,
internet service providers, internet content providers, IPAWS software
providers, and mobile device manufacturers; and academics.” To obtain a
variety of perspectives, we selected industry associations and companies
that represented different telecommunications industry sectors and that
have different roles in emergency alerting (broadcasting, cable, wireless,
internet service, and application developers) and academics with different
areas of expertise (public health, engineering, natural hazards, disaster
preparedness, rural emergency management, and communication). The
results of these interviews are not generalizable to all stakeholders, but
provide insight on the use of IPAWS and related emergency alerting
issues. Appendix | describes our scope and methodology in greater
detail.

We conducted this performance audit from January 2019 to February
2020 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

5Pub. L. No. 103-62, 107 Stat. 285 (1993) as enhanced by Pub. L. No. 111-352, 124 Stat.
3866 (2011).

6See, for exam ple, GAO, ElderdJustice: Goals and Outcome Measures Would Provide
DOJ with ClearDirection and a Means to Assess Its Efforts, GAO-19-365 (Washington,
D.C.: June 7,2019)and Environmental Justice: EPA Needsto Take Additional Actions to
Help Ensure Effective Implementation, GAO-12-77 (Washington,D.C.: Oct. 6, 2011).

"We were unsuccessful in our attempts to contact two tribal organizations forinterviews.
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Background

In 2004, FEMA initiated the IPAWS program to integrate EAS and other
public-alerting systems into a larger, more comprehensive public-alerting
system.® As shown in figure 1, IPAWS serves as a centralized gateway to
deliver alerts to the public. After an alerting authority creates and sends
an alert to IPAWS, the system then routes the alert to the public using
one or more of the following pathways:

« Emergency Alert System. Allows authorized federal, state, territorial,
tribal, and local government agencies to use EAS media platforms—
including radio and television—to send alerts. IPAWS also allows the
U.S. President to activate EAS to communicate to the public through
all EAS media platforms during a national emergency.

o Wireless Emergency Alerts. Allows authorized federal, state,
territorial, tribal, and local government agencies to send text-like
messages to mobile devices in geographically selected areas® as
one-way cellular broadcasts. Various factors '° affect whether a WEA
message will be received on a mobile device, such as whether the
device is WEA-capable and within range of a cell tower where a
participating wireless carrier provides WEA services to its
customers.' According to CTIA, a wireless industry association, more
than 100 nationwide and regional wireless carriers participate and
have the capability to provide WEA messages to 99 percent of
American wireless subscribers. 12

« IPAWS alertfeed forinternet services.' Allows internet companies
authorized by FEMA—such as Google, Facebook, and The Weather

8EAS was first developed during the 1950s when over-the-air broadcasting was the best-
available technologyfor broad dissemination ofemergencyinformation.

%In this report, the practice of selecting geographical areas to send alerts is referred to as
“geo-targeting.”

"OFor more information on the types of WEA messages a person mayreceive and the
various factors that could affect whethera WEA will be received on a mobile device, see
appendixll.

"Fce published alistof participating carriers on its website. See
https ://www .fcc.gov/public-safety-and-homeland-security/policy-and-licensing-division/alert
ing/general/wireless, Master WEA Registry.

2Wireless carriers are not required to participate in the WEA program.

3The internetfeed is a listing of IPAWS alerts that can be accessed overan internet
connection. According to FEMA, more than 40 internetcompanies are approved to
monitor the IPAWS internet feed.

Page 4 GAO-20-294 Emergency Alerting


https://www.fcc.gov/public-safety-and-homeland-security/policy-and-licensing-division/alerting/general/wireless
https://www.fcc.gov/public-safety-and-homeland-security/policy-and-licensing-division/alerting/general/wireless

Channel—to retrieve IPAWS alerts and distribute them to social
media, websites, applications, and subscription services.

Figure 1: Alerting Capabilities through the Integrated Public Alert and Warning System (IPAWS)

Integrated Public Alert and Warning System (IPAWS)

Alerting authority
(Sends message to

IPAWS via internet . .
via internet) Alert delivered via
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Local authority Alert pathway providers All radio and television:
) [ Emergency Alert System AM/FM digital, analog,
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Source: GAO analysis of Federal Emergency Management Agency information. | GAO-20-294

Note: In 2012, alerting authorities could begin sending EAS and WEA messages to IPAWS using the
Common Alerting Protocol, a digital alerting format that w e describe later in the report. Therefore,we

use 2012 as the year IPAWS launched for alerting authorities.

Government agencies and industry organizations play different roles in
providing, protecting, and leveraging the nation’s emergency alerting
capability.

« FEMA FEMA is responsible for operating, maintaining, and
administering access to IPAWS, including managing the application
process.' As discussed earlier, public safety agencies that wish to
use IPAWS must apply to FEMA to become approved alerting
authorities.’™ FEMA, in consultation and coordination with FCC, must
carry out various actions to modernize and implement IPAWS."® For
example, FEMA must ensure IPAWS can send alerts to a specific
geographic location and to multiple communications systems and

YFEMA's IPAWS program office managed these responsibilities with 21 staffmembersin

2020.

>Because moststate and local public safetyorganizations discussed in this reportare
governmental, we are referring to them as agencies. Some ofthem may be non-
governmental organizations.

8pub. L. No. 114-143 § 2. 130 Stat. 327 (2016).
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technologies, educate government users of IPAWS and provide
training opportunities to them, and conduct nationwide tests of
IPAWS, among other things. Legislation was enacted that expands
FEMA’s responsibilities for IPAWS. "7

« FCC.FCC creates the rules for EAS and WEA, the two primary
alerting pathways authorities use to send public alerts through
IPAWS. FCC establishes the technical standards, procedures, and
testing protocols for EAS participants.' FCC also manages an online
system used to collect and analyze results of nationwide EAS tests.
FCC establishes technical requirements participating wireless carriers
must follow for delivering WEA messages to WEA-capable mobile
devices.

« Federal alerting authorities. Authorized federal alerting authorities
may create alerts and use IPAWS to send alerts to the public. For
example, the National Weather Service (NWS), within NOAA, uses
software NWS developed to issue WEAs for severe weather risks
such as flash floods and tornadoes. USGS intends to send
earthquake-related alerts through IPAWS but as of September 2019,
had yet to send such an alert through IPAWS. USGS has partnered
with Washington, Oregon, and California to test and implement a
West Coast earthquake early warning system called “ShakeAlert” that
is intended to send WEA messages to mobile devices several
seconds after the initiation of an earthquake.

« State, territorial, tribal, and local alerting authorities. According to
FEMA policy, state, territorial, tribal, and local government agencies
first complete FEMA’'s application process to gain access to IPAWS
and obtain the proper authorization to issue alerts for specific

Pub. L. No. 116-92 § 1756, 133 Stat. 1198 (2019). The enacted legislation requires,
among otherthings, that FEMA provide additional guidance to alerting authorities on
appropriate use ofIPAWS and develop procedures toissue testalerts and false alert
corrections. It also requires annual training and recertification of alerting authority
personnel on the requirements for originating and transmitting an alertthrough IPAWS.

1847 C.F.R Part 11. EAS participants mustdeliver Presidential alerts, nationwide tests,
and required monthlyand weekly tests. While FCC regulations require all radio, television,
and cable stations to maintain equipmentcapable of monitoring the IPAWS EAS feed and
other radio and television stations, deliveryof other EAS alerts such as weatherorlaw
enforcementis voluntary.

1947 C.F.R. Part 10. The Warning, Alert, and Response Network Act of 2006, Pub. L. No.
109-347,120 Stat. 1884 (2006) required,among other things, FCC to adoptrelevant
technical standards, protocols, procedures, and other technical requirements to enable
mobile service providers toissue emergencyalerts. Pub.L. No. 109-347,120 Stat. 1884
(2006).
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geographic jurisdictions. As discussed earlier, government agencies
that issue alerts through IPAWS can include emergency management
or law enforcement agencies at the state, county, or city government
level. Non-governmental organizations such as a local emergency
management association may be granted an authority to issue alerts
through IPAWS with approval from FEMA or an alerting authority. For
information on FEMA’'s IPAWS application process, see figure 2
below.

___________________________________________________________________________________|]
Figure 2: Integrated Public Alert and Warning System (IPAWS) Application Process

e A
Once the authority completes these steps, it will be able to

exchange messages with other IPAWS authorities

Application process

Complete required Procure IPAWS- Apply to obtain a Obtain public alerting
Integrated Public Alert compatible software memorandum of permission approval
and Warning System capable of sending agreement with the from a state or tribal
(IPAWS) web-based alerts to IPAWS Federal Emergency official that defines the

training Management Agency types of alerts the
(FEMA) that governs authority intends to send
the terms and conditions and the extent of its
of IPAWS use geographic warning area

Once the authority completes these steps, it will be able to send the
permitted alerts in the geographic areas that were approved by FEMA
and applicable state or local officials.

Source: GAO analysis of Federal Emergency Management Agency information. | GAO-20-294

Note: FEMA officials said that an applicant may complete these steps in the applicant’s preferred
sequence but have encouraged applicants to first complete the training.

e Industry. Industry develops and owns the infrastructure that enables
alerts to be created, authenticated, and delivered to the public.
Alerting software companies provide software tools that allow alerting
authorities to create and send alert messages via the internet to
IPAWS.2° Alerting software companies also provide “opt-in” or
subscription-based alerting services to public safety agencies that
allow the public to sign up to receive alerts. EAS participants that

2These alertmessages follow the Common Alerting Protocol, a digital formatfor
exchanging emergencyalerts that allows a consistentalert message to be disseminated
over manydifferent communications systems. FEMA worked with the Organization for the
Advancement of Structure Information Standards to develop the IPAWS message
standard. Software companies providing tools to alerting authorities mustdemonstrate to
FEMA that their products are IPAWS-compatible.
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transmit EAS messages include radio and television broadcasters,
cable operators, wireline video service providers, satellite radio
providers, and direct broadcast satellite providers. Wireless carriers
operate wireless networks that allow alerting authorities to send one-
way geographically targeted WEA messages to WEA-capable mobile
devices. Manufacturers develop, test, and provide WEA-capable
mobile devices, in coordination with participating wireless carriers, to
consumers. Internet and web services companies may also distribute
alert information from an IPAWS alert feed to internet applications,
websites, or social media.

We have previously reviewed FEMA’s progress in implementing IPAWS.
In 2013, we found that FEMA had taken actions to improve the
capabilities for IPAWS and to increase federal, state, and local
capabilities to alert the public, but barriers remained to fully implement an
integrated system.?' We made six recommendations, including that FEMA
work with FCC to establish guidance for states to fully implement and test
IPAWS components and implement a strategy for regular nationwide
testing. The agencies implemented all of the report’s recommendations.

IPAWS Usage and
Testing Have
Increased but Parts of
the Country Lack
IPAWS Access at the
Local Level

21GAO, Em ergency Alerting: Capabilities Have Improved, b ut Additional Guidance and
Testing Are Needed, GAO-13-375 (Washington, D.C.: Apr. 24, 2013).
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Substantially More Local
Authorities Have Accessto
IPAWS since 2013, but
Gaps Remain at the Local
Level

Our analysis of FEMA data found 1,401 alerting authorities at the federal,
state, local, territorial, and tribal levels had access to IPAWS to send
alerts as of September 2019, a substantial increase from 2013 (soon after
it became operational) when fewer than 100 authorities had access.?
According to FEMA officials, nearly 70 percent of the nation’s population
is covered by a local alerting authority that can use IPAWS to send alerts.
Further, according to FEMA documentation, from a state authority
perspective, all 50 states, the District of Columbia, Puerto Rico, and the
U.S. Virgin Islands have at least one state-level authority that can use
IPAWS to send alerts to any locality within that state or territory.

Local authority access to IPAWS to send alerts varies, however, as
FEMA officials stated that about two-thirds of the nation’s 3,000 counties
do not have access to IPAWS to send alerts. Although access to IPAWS
at the state level enables alerts to be sent, for example, to jurisdictions
that may have lost their capability during an emergency, gaps in access
to IPAWS for local officials could limit the timeliness of alerts as
emergencies occur. For example, officials from an alerting authority told
us that with the exception of alerts issued by NWS, all emergencies start
locally. If a locality does not have access to issue an alert through
IPAWS, information must be communicated from the locality to an
authorized state official to issue the alert, which could result in delays in
getting critical information to the public.

Reasons for this gap at the local level could be related to a variety of
factors. For example, some counties may still be in the process of
applying for access. Other counties may not be able to gain access to
IPAWS due to state or local laws, or a state’s EAS communications plan
may specify that only certain types of agencies can issue alerts. For
example, state EAS communications plans may authorize the governor of
the state, an emergency management office, state law enforcement
agency, or a non-governmental organization as the authorized agencies
for sending alerts. In addition, an academic who specializes in rural
emergency management told us that unfunded staff positions in
emergency management are commonplace in rural areas and the areas
may lack funding to apply for IPAWS access. Figure 3 highlights areas of
the country that were covered by a local or tribal alerting authority as of
September 2019.

22\\e found 1 ,296 local authorities, 73 state level authorities, 3 territorial authorities, 5
tribal authorities, 3 federal or national authorities, and 21 militaryauthorities had access to
IPAWS to send alerts.
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Figure 3: Areas Covered by a Local or Tribal Authority That Can Send Wireless Emergency Alerts and Use the Emergency
Alert System, as of September 2019

Puerto Rico
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Source: GAO analysis of Federal Emergency Management Agency data. | GAO-20-294

Notes: According to FEMA documentation, all 50 states, the District of Columbia, Puerto Rico, and
the U.S. Virginlslands have at least one state-level authority that can use IPAWS to send alerts to
any locality w ithin that state or territory. State EAS communications plans, may authorize the
governor of the state, an emergency management office, or state law enforcement agency, or a non-
governmental organization as the authorized agencies for sending alerts. In addition, some local
alerting authorities may also be authorized to send alerts for other localities w ithin the same state.
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Wireless Emergency
Alerts Have Becomethe
Primary Alerting Method
and Usage Has Increased

Alerting authorities at the state, territorial, and local levels have
increasingly used WEA messages since 2012 (see fig. 4).2® In addition,
these authorities used more WEA messages than EAS alerts each year,
with a large difference occurring between 2017 to 2018, when WEA
messages increased by 89 percent while EAS alerts increased by 35
percent.

Figure 4: WEA and EAS Usage by State, Territorial, and Local Authorities, April 1,
2012 to October 1,2019
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Year

I:I Wireless Emergency Alert (WEA) - Emergency Alert System (EAS)

Source: GAO analysis of Federal Emergency Management Agency data. | GAO-20-294

Note: Our analysis excluded certain types of alerts such as test alerts and alerts related to missing
persons.

While usage of WEA and EAS by state, territorial, and local authorities
has generally increased since 2012, our analysis of FEMA data found that

2\We selected April 1, 2012 as a starting pointfor this analysis because WEA capabilities
became available during thattime. Our analysis of WEA messages excludes certain types
of alerts such as testalerts. Since this report primarilyfocuses on alerting during disasters
and threats to public safety, this analysis also excludes 155 alerts thatwere sentto inform
the publicaboutmissing children and 90 alerts to inform the public aboutother at-risk or
missing persons. In addition, our analysis found no alerts have been issued bytribal
authorities.
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this increase was driven by a small group of alerting authorities in certain
parts of the country. Some locations may be more prone to experience
certain types of emergencies, particularly weather related emergencies
such as hurricanes. However, the potential exists in any location for an
alert to be sent to the public if an alerting authority determines an
imminent threat to public safety exists. Specifically, our analysis of WEA
alert data from April 1, 2012 to October 1, 2019 found:

» A total of 236 of the 1,372 state, territorial, and local alerting
authorities sent a WEA message.

« Atotal of 69 of the 1,372 state, territorial, and local alerting authorities
accounted for nearly 80 percent of WEA messages sent at those
levels.

« Most of the country has received a low number (fewer than 10) or no
alerts sent by state, territorial, and local authorities, while limited parts
of the country have received higher numbers of alerts (see fig. 5).
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Figure 5: Areas of the Country That Were Sent Alerts from State, Territorial, or Local Alerting Authorities through the
Integrated Public Alert and Warning System, April 1,2012 to October 1,2019

Puerto Rico

Number of Wireless
- - - +
Emergency Alerts: I:I 1-10 - 11-25 - 26-50 - 51
Source: GAO analysis of Federal Emergency Management Agency data. | GAO-20-294

Note: Our analysis excluded certain types of alerts including test alerts and alerts related to missing
persons.
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National Weather Service (NWS) Alerts
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NWS uses multiple alerting mechanisms to
send alert messages to people around the
country. As one of its mechanisms, NWS uses
the Integrated Public Alertand Warning
System to send Wireless Emergency Alert
messages to mobile devices in areas facing
w eather risks, such as this geographically
targeted message to a cell phone in
Washington D.C. in July 2019.

At the federal level, our analysis of FEMA data found that NWS sends the
vast majority of WEA messages sent through IPAWS, a number that from
April 1, 2012 to October 1, 2019 totaled more than 46,000. The most
common WEA messages sent by NWS were related to flash flooding
(28,640), tornadoes (15,985), hurricanes (571), and dust storms (386).24
An academic we interviewed said it is important to note that local alerting
authorities use the NWS warnings to issue alerts instructing the public to
take specific protective actions, for example, to evacuate using certain
roads. For more information on when a person may receive a WEA
message on a WEA-capable mobile device through IPAWS, see
appendix |l.

2ANWS may send alerts to differentlocalities related to the same event. NWS officials said
sending multiple alerts to differentlocations allows NWS to geo-targeteach alert with
more precision.
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Federal and Local
Authorities Have Tested
IPAWS

To test the capability and effectiveness of IPAWS, FEMA, FCC, NWS,
and state and local public safety agencies have carried out nationwide
and localized alert tests since 2016.

Nationwide EAS Tests: FEMA, in coordination with FCC, conducted four
annual nationwide EAS tests from 2016 to 2019.2° The tests assessed
how well EAS alerts were received and retransmitted using the two ways
an EAS alert can be delivered: (1) over the internet via IPAWS and (2)
through the legacy “over the air” radio and television broadcast stations.2®
According to FCC'’s analysis, about 76 percent of an estimated 26,000
EAS participants took part in the 2018 test, with about 96 percent of
participants reporting they received the test alert. While the vast majority
of EAS participants reported no complications, FCC’s analysis identified
some problems with the 2018 test, including EAS participants reporting
audio quality issues (less than 2 percent), EAS equipment issues, out-of-
date software, user error, and complications accessing IPAWS (less than
1 percent each).?” To help address suchissues, FCC provided advisories
in advance of the next nationwide EAS test.? In addition, FEMA has
publicly identified how FCC could improve future nationwide tests,
including improving the accuracy of reporting and other audio and visual
technical issues. FEMA officials said they are working with FCC to
resolve technical issues found in recent tests.

25FEMA conducts the tests by issuing a National Periodic TestEAS alerton its internet-
based IPAWS feed or through the legacy EAS alert, broadcast-based distribution system.
For the tests conducted in 2016—2018, FEMA conducted the tests in coordination with
NWS.

26The 2019 test onlyusedthe legacy EAS alert, broadcast-based distribution system. EAS
alerts can be formatted in the Common Alerting Protocol and distributed over the internet
through IPAWS. As described above,the Common Alerting Protocol is a standard digital
formatfor exchanging emergencyalerts over differentcommunications systems. EAS
alerts can also use the broadcast-based “legacy’ structure through a variety of broadcast,
cable, and satellite systems using EAS protocol, a simple digital messaging protocol that
delivers basicalertelements over the air.

27According to FCC’s analysis, mostofthe EAS participants thathad complications
accessing IPAWS cited the expiration of their IPAWS digital securitycertificate and many
of the participants had renewed the necessarysecuritycertificates.

2pyblic Safety and Homeland Security Bureau Announces Nationwide Test of the
Emergency Alert System on August 7, 2019 and Opensthe EAS Test Reporting System
for 2019 Filings, Public Notice, PS Docket No. 15-94,34 FCC Rcd 4347 (2019); Public
Safety and Homeland Security Bureau Reminds EAS Participants of Upcoming Dates and
Deadlines for 2019 Nationwide EAS Test, Public Notice, PS Docket No. 15-94,34 FCC
Recd 5210 (2019).
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Nationwide WEA Tests: FEMA, in coordination with FCC, carried out the
first nationwide WEAtest in October 2018. FEMA sent a test alert through
IPAWS to participating wireless carriers, which then transmitted the alert
to their subscribers’ WEA-capable devices across the country. FEMA
officials viewed the first nationwide WEA test as a success with regard to
the technical execution of delivering a nationwide WEA message via
IPAWS. However, officials acknowledged a main lesson from the test was
a need to collect data on how effectively WEA messages are being
received.

While FCC collects EAS test data to assess how well the EAS test was
received and retransmitted, a similar mechanism does not exist for the
WEA pathway. According to wireless industry representatives we
interviewed, the WEA system was designed to use a one-way broadcast
cellular technology that prevents the wireless network from collecting data
from mobile devices. Instead, FCC has used voluntary public responses,
media reports, and informal surveys conducted by state and local public
safety agencies to assess results. For example, FCC'’s report on the 2018
WEA test found that media sources reported inconsistent WEA delivery in
different parts of the country and that informal surveys conducted by state
and local agencies showed variability in WEA delivery.?® FCC also
reported that issues were found during the WEA test related to duplicate
messages and audio and vibration cadence that could have affected
individuals with disabilities.° At the time of our review, FEMA officials
said they were preparing to conduct the next nationwide WEA testin late
2020 and developing a survey to accompany the test to collect data on
WEA message delivery.

2)New York City's EmergencyManagement Departmentconducted an informal surveyof
the nationwide testand found that about81 percentof 2,351 surveyrespondents said they
received the testWEA message. FCC alsoreported thatan Alaska public safety agency
found about 53 percent of over 5,000 respondents said theyreceived the test WEA
message. We did not analyze or verify the accuracy or reliability of these surveys.

30Audio and vibration cadence refers to a pattern of sound orvibration.
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Alerting Authorities Conduct Wireless
Emergency Alert (WEA) Tests

r 7)

X
/\ EMERGENCY ALERTS now
Emergency Alert
This is a test of the District of Columbia |
Emergency Alert Systems. No action is required.
S —

..
——

home to u

L

Source: GAO. | GAO-20-294

The District of Columbia Homeland Security
and Emergency Management Agency used
the Integrated Public Alertand Warning
System to send a geographically targeted
WEA test to mobile devices in Washington,
D.C. in June 2019.

State and Local Authority WEA Tests. With FCC approval, state and
local authorities have also used IPAWS to conduct WEAtests to assess
their alerting capabilities and improve proficiency in sending alerts.®' As of
November 2019, FCC has granted approval to 39 alerting authorities to
send WEA tests to the public, according to FCC officials.®? For example,
the District of Columbia Homeland Security and Emergency Management
Agency conducted a live WEA testin June 2019.3 For that test, 58 of 82
survey respondents (approximately 71 percent) said they received the
test. A similar WEA test conducted by the agency in 2017—as well as
WEA tests conducted by Sonoma and Napa counties in California in
2018—found issues involving inconsistent alert delivery and varying
accuracy of geographic targeting by participating wireless carriers. In
addition, the California Governor’s Office of Emergency Services, in
coordination with USGS, conducted two live WEA tests in 2019 involving
USGS’s ShakeAlert system.* For one WEA test, USGS conducted a
public survey and 827 of 991 survey respondents (approximately 83
percent) said they received the test, with less than 5 percent reporting
they received the test outside the targeted geographic area. In addition,
USGS used a group of USGS-owned mobile devices to measure if and
when the devices received the alert.®> USGS officials said 18 of 35
devices received the test within a range of 4 and 10 seconds from alert
issuance.® In the other WEA test, USGS officials said 48 of 70 USGS-

3'Federal regulations prohibitthe use of EAS or WEA codes or signals exceptin actual
emergencies ortests authorized by FCC. 47 C.F.R. § 11.45and 47 C.F.R. § 10.520(d).

3250me alerting authorities requested to conductmore than one WEA test for each
approval.

33According to FCC’s order granting the approval for the 2019 test, the District of
Columbia alerting authority (the Homeland Securityand Emergency Management Agency,
HSEMA) stated to FCC that it was importantto conducta live WEA test in order for the
agency “to gather the data necessaryto allow HSEMA to make an accurate assessment
aboutwhetherthere have been improvements to WEA performance in the area.”

34As described above, ShakeAlert is an earthquake early warning system implemented by
USGS, states, and universities thatis intended to send WEA messages to mobile devices
several seconds afterthe initiation of an earthquake.

35According to USGS, the group of mobile devices included cell phones, smartwatches,
laptops, and tablets.

38USGS officials said itis possible thatsome ofthe devices did not receive the testdue to
the year of the model and some devices lacked a subscriberidentitymodule (SIM) card. A
SIM card is a portable memorychip that holds,among other data, the device’s telephone

number.
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owned cell phones received the test alert within a range of 6 seconds and
several minutes.

In May 2019, FCC rules initially went into effect that will allow alerting
authorities to send WEA tests to the public without FCC approval—called
State/Local WEA Test.?” Participating wireless carriers are required to
provide the capability, but subscribers must manually opt-in to receive
these alerts on their mobile devices. In November 2019, a major wireless
carrier obtained a waiver from FCC to conduct two WEA tests under
these rules to assess the carriers’ ability to perform enhanced geo-
targeting for WEA messages.

Alerting Authorities Cited
Benefits and Limitations of
Using IPAW S during
RecentEmergencies

Officials from alerting authorities we contacted for seven case studies on
the use of IPAWS cited benefits and limitations of using the system during
recent disasters such as wildfires, a hurricane, a flood, an earthquake, a
chemical fire, a power shortage, and a law enforcement event.

Benefits. Officials from authorities we interviewed said that IPAWS has a
wide reach because most people have mobile devices to receive WEA
messages, and WEA can also reach visitors to their area. Compared with
opt-in alerting systems that can have a low percentage of subscribers,
officials from alerting authorities we interviewed said that IPAWS provides
an opportunity to reach more people during emergencies.3® In addition,
they said that states can act as back-ups for local authorities that have
lost their alerting capabilities to help ensure that alerts can be sent. Our
analysis found that state and local alerting authorities used IPAWS to
send alerts regarding a variety of emergencies, examples of which are
shownin table 1. Alerting authority officials also said they plan to use
IPAWS in a variety of ways in the future, including for mudslides, rip
currents, hazardous materials incidents, and law enforcement
emergencies such as terrorism or active shootings.

3747 CFR §10.350(c). FCC extended the compliance deadline for this capability,as well
as others we describe laterin the report, to December 19,2019. Public Safety and
Homeland Security Bureau Announces that FEMA’s Integrated Public Alertand Warning
System is Readyto SupportCertain Improvements to Wireless Emergency Alerts, Public
Notice, DA 19-1297 (Dec. 19, 2019).

38some alerting authority officials told us that they use opt-in subscription-based alerting
services butthat the extent to which the public opted-in to those services was generally
low. For example, authorities in two cities said their opt-in rates were 9 percentand 17
percent, and authorities in two counties said theiropt-in rates were 16 percentand 17
percent.
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|
Table 1: Examples of How State, Territorial, and Local Alerting Authorities Use the Integrated Public Alert and Warning
System

Type of emergency Topic of alert
Severe weather « Severe storms,wind, tornadoes, and heatadvisories

- Dangers ofusing back up power generators indoors
Evacuations o  Order to evacuate mobile manufactured homes and low lying areas

o  Order to evacuate due to a levee break
Hazardous materials . Dangers ofa chemicalfire, a gas leak, an ammonia leak, and a sulfurfire
Fire warnings - Imminentforestfires, evacuations, and locations for shelter

« Caution againstpublicburning (e.g.,campfires)during a red flag warning
Law enforcement « Active shootings

« Order to shelterin place during a police investigation
- Information abouta suspectin a police investigation
« Requestforpublic help identifying two escaped fugitives

Communications and power - Phoneoutages, 911 service outages, and power outages
Transportation « A*notravel” advisoryfor a county's roads

« Interstate highway closure with recommendation to seek alternate routes
Miscellaneous « Nuclearpowerplantsirens malfunction and plans to testsirens

« Boilwater advisoryand a limitwater usage order

«  Fireworks ban

« Fallingrock riskand an area’s limited rescue teams for recreational climbing
« Mountain lion sighting

« Dangers oflooking directly into a solareclipse

Source: GAO analysis of Federal Emergency Management Agency data | GAO-20-294

Limitations. Officials from alerting authorities we contacted cited three
main limitations. First, they said it was difficult to write effective WEAs
within the 90 character limit. For example, officials from an authority said
that within the character limit it is difficult to explain the risk, who the alert
is from, and what the public should do. As we discuss later, FCC has
expanded the character limit. Second, officials expressed concerns about
the ability to target WEAs to specific geographic areas, which caused
some to lack confidence in the system or not useit at all. Third, officials
from alerting authorities said that because WEA s a one-way
communication system, they do not know if the alerts reached the
intended public. For example, officials from one authority described
sending an evacuation order but not knowing whether people in the
intended area received it. In another example, while an alert was helpful
in alerting the public about a suspicious package, officials from one
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FEMA and FCC Have
Taken Steps to
Improve Alerting but
Face Challenges
Monitoring New
Capabilities and
Managing Pending
Applications

authority said the alert was received 4 miles beyond its intended target,
which led them to speculate about the number of people who received the
alert.

More information about the use of IPAWS during events we selected as
case studies is provided in appendix |ll.

FEMA and FCC Have
Taken Actions to Improve
Alerting Capabilities

FEMA has taken recent steps to modernize IPAWS by implementing
various improvements and exploring new technologies. For example,
FEMA is moving IPAWS to a cloud-based data center to enhance the
system’s availability and is modernizing the stations that serve as the
main broadcast source for national emergency alerts, according to
FEMA’'s 2018 performance report for IPAWS.?° In addition, officials
described how FEMA has assisted with developing technical standards
for new IPAWS capabilities and engaged the private sector to explore
possibilities for integrating alerts into technologies such as digital
billboards, Braille reader devices, and internet-connected devices in
homes and vehicles.

39pepartmentofHomeland Security, Federal Emergency ManagementAgency, FEMA
Integrated Public Alertand Warning System (IPAWS) 2018 Performance Report,
(Washington,D.C.: May 31, 2019).
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FCC has published rules that require participating carriers to implement
new or improved capabilities for wireless alerts sent through IPAWS.4°

« Improved alert message content and capabilities. FCC required
wireless carriers to support several capabilities to help alerting
authorities communicate clearly and effectively, including the ability to
send longer messages (expanding the limit from 90 to 360 characters)
and the ability to send alerts in Spanish.*! Initially, FCC set a May 1,
2019, deadline for carriers to support all of these capabilities but later
extended it to December 19, 2019, to allow time for carriers to
complete testing with IPAWS.42 FEMA completed the necessary
updates to support formal testing with the IPAWS gateway in mid-
November 2019. Two academics we interviewed who have
researched emergency alerting told us that alerts with expanded
character length are more effective in prompting people to take
protective actions, compared with shorter ones. Other new capabilities
required include “alert prioritization,” meaning that alerts must be
displayed as soon as they are received and a new “public safety
message” category for advisories that prescribe one or more actions
likely to save lives or safeguard property during an emergency (e.g.,
boil water notices, emergency shelter locations).** As discussed
earlier, a state/local WEA test option was also required to allow
alerting authorities to send test messages to a subset of the public
without prior approval from FCC.

« More precise geographic targeting. FCC required carriers to deliver
alerts to areas that match the targeted geographic area, to within one-
tenth of a mile, a capability that FCC calls enhanced geo-targeting.**

40As noted above, participation by wireless providers is voluntary. Each participating
carriermustfile electronicallya letter with the FCC stating that it will offer WEA service
and adhere to the technical and operational requirements established by FCC.

“Wireless Emergency Alerts; Amendments to Part 11 of the Commission’s Rules
Regarding the Emergency Alert System, Reportand Order and Further Notice of
Proposed Rulemaking, 31 FCC Rcd 11112 (20186).

“2pyplic Safety and Homeland Security Bureau Announcesthat FEMA’s Integrated Public
Alert and Warning System is Ready to Support Certain Improvements to Wireless
Emergency Alerts, Public Notice, DA 19-1297 (Dec. 19, 2019).

43These advisories mayonlybe issued in connection with other alerttypes. See appendix
Il for more information aboutotheralert types.

“Wireless Emergency Alerts, Amendments to Part 11 of the Commission’s Rules
Regarding the Emergency Alert System, Second Reportand Order and Second Order on
Reconsideration 33 FCC Red 1320, 1324-25 & 1327-29 (2018).
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FCC initially required carriers to implement enhanced geo-targeting by
November 30, 2019, but later extended it to December 19, 2019, to
allow time for carriers to complete testing with IPAWS, as with the
capabilities discussed above. FEMA completed the necessary
updates to support formal testing with the IPAWS gateway in mid-
November 2019. Previously carriers have been required to transmit
alerts to the geographic area that best approximates the emergency
area identified by the alerting authority.*> As FCC’s chairman has
explained, these less precise geographic targeting capabilities can
result in overbroad alerting, where people may receive the alert even
though they are located well outside of the target area.*® Several local
WEA tests in 2018 found overbroad alerting when targeting specific
geographic locations. Officials from many alerting authorities we
interviewed told us they are concerned about the inability to
geographically target alerts with accuracy, which can make some
reluctant to send WEA messages. According to several wireless and
device industry representatives we interviewed and letters that
wireless carriers have sent FCC, enhanced geo-targeting is a
particularly challenging capability to implement because changes
must also be made by different sectors of industry—such as
manufacturers of cell phone handsets and chipsets. Some industry
representatives also told us that only some, mostly newer model cell
phones will be able to receive the more precise geo-targeted alerts
and that many older devices currently in the population will not
support this new capability because it requires a new chipset.4’

o Otherrecentimprovements. FCC has also required implementation
of new alert content and categories, such as:

o “Clickable” links—Embedded links in alerts so people receiving
them can click on the link to see a photo of a suspect, for
example. This capability has been implemented.

4SWhen WEA launched, participating wireless providers were generallyrequired to send
the alerts to a geographicarea no largerthan the county or counties affected by the
emergencysituation. An update in 2017 required all participating wireless providers to
transmitalerts to a geographic area that bestapproximates the area affected by the
emergencysituation, even if it was smallerthan a county.

46Statementfrom Chairman Ajit Pai, see Wireless Emergency Alerts, Amendments to Part

11 of the Commaission’s Rules Regarding the Emergency Alert System, Second Report
and Order and Second Order on Reconsideration 33 FCC Red 1320, 1372-73 (2018).

4TIn addition, some ofthese officials said thata small portion of older cell phones will not
be able to supportlonger WEA messages or certain other new capabilities.

Page 22 GAO-20-294 Emergency Alerting



o Blue Alert—A new type of alert to notify the public of threats to law
enforcement and to request help apprehending dangerous
suspects. This capability has been implemented.

e 24-hour alert retrieval—Alerts must remain available on devices
for 24 hours after receipt, or until the consumer chooses to delete
them. FCC required carriers to implement this capability by
November 30, 2019, and FEMA officials told us this capability did
not require technical changes to the IPAWS gateway.

Although FEMA and FCC are taking actions to improve alerting
capabilities, developments in technology are changing the alerting
landscape. Our analysis of agency documents and interviews with public-
safety stakeholders indicated two emerging and unresolved areas.

e Multimedia. In 2018, an FCC advisory committee recommended that
alerting systems should carry graphics and other multimedia.*® For
example, four public-safety stakeholders told us it would be helpful to
include multimedia (e.g., photos and maps) directly within WEA
messages. Doing so would allow the public to see the information
without clicking an embedded link. In 2015 and 2016, FCC sought
comment on the technical feasibility of including multimedia and in
2018 issued another public notice on the topic to refresh the record.*
The proceeding remains open and FCC has not taken additional
action.

« Internet streaming. The public may not receive broadcast EAS alerts
when watching television that is streamed through an internet
connection. A 2017 Pew Research Center survey found that 28
percent of American adults and 61 percent of adults age 18 to 29 said
that streaming is their primary way of watching television.
Representatives from two internet service providers told us they have

48FCC, Communications Security, Reliabilityand Interoperability Council, Final Report—
Comprehensive Re-imagining of Emergency Alerting—Amended (Washington, D.C.:
December2018).

“Improving Wireless Emergency Alerts and Community-initiated Alerting, Notice of
Proposed Rulemaking, 30 FCC Rcd 13781 (2015); Wireless Emergency Alerts;
Amendmentsto Part 11 of the Commaission’s Rules Regarding the Emergency Alert
System, Reportand Order and Further Notice of Proposed Rulemaking, 31 FCC Rcd
11112 (2016); Parties Asked to Refresh the Record on Facilitating Multimedia Contentin
Wireless Emergency Alerts, Public Notice DA-302 (Mar. 28, 2018).

50pew Research Center, About 6 in 10 young adults in U.S. primarily use online streaming
to watch TV (Washington,D.C.: Sept. 13,2017).
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developed solutions that enable customers to receive EAS alerts
when the customers are using their applications to stream content.
However, EAS alerts may not override other streaming services such
as video and gaming because of technical limitations and the limited
information that content service providers maintain about a user’s
location, according to industry representatives. For example,
representatives from an association representing internet companies
told us that providing emergency alerts through internet streaming
services presents technological challenges and that its members
would have concerns about collecting locational information about
their customers. The effect of potentially not receiving an EAS alert
while streamingis unclear. While more Americans are streaming their
television and multimedia, many use a second screen such as a cell
phone while watching television and could receive any relevant alert
as a WEAmessage. A 2018 Nielsen survey found that 45 percent of
respondents very often or always use a second screensuch as a
smartphone while watching television.®" FCC has sought comment
about this issue in general.5? FCC officials told us that extending EAS
to new technologies for viewing video content raises legal and
technical considerations and that they continue to evaluate the
efficacy, costs, and benefits of doing so.%

FCC Lacks Goals and
Measures for Monitoring
Performance of Required
Capabilities

Pursuant to statute, FCC is responsible for establishing technical
standards and requirements for WEA, as discussed earlier.>* Further,
FCC’s 2018-2022 strategic plan identified a performance goal to facilitate
the effectiveness and reliability of EAS and WEA, and following a
nationwide test in 2018 FCC’s Public Safety and Homeland Security
Bureau recommended that additional measures be taken to improve the
reliability and effectiveness of WEA. Developing goals and performance
measures is consistent with leading practices for performance

5'The Nielsen Company, The Nielsen Total Audience Report Second Quarter 2018 (New
York, NY: 2018).

S2rce soughtto “initiate a conversation regarding how the EAS may remain durable as
the ways in which consumers view content evolves.” AmendmentofPart 11 of the
Commission’s Rules Regarding the Emergency Alert System, Wireless Emergency Alerts,
Notice of Proposed Rulemaking, 31 FCC Rcd 594 (1) (2016).

53House and Senate bills have been introduced that would direct FCC to examine the
feasibilityof updating EAS to enable or improve alerts provided through the internet,
including through streamin%services. Reliable EmergencyAlert Distribution Improvement
Act of 2019 H.R. 4856, 116™ Cong.and S.2693,116™ Cong. (2019).

54Pub. L. No. 109-347, 120 Stat. 1884 (2006) codified at 47 U.S.C. § 1201.
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management. GPRA, as amended and expanded by GPRAMA, creates a
framework for articulating goals and measures that can provide federal
agencies with a clear direction for successful implementation of activities
and improve the efficiency and accountability of agencies’ efforts.

« Goals explain the purpose and intended results that a program seeks
to achieve in its work.

« Performance measures that are linked to goals allow a program to
track the progress it is making toward achieving its goals.

While GPRA and GPRAMA apply to the department or agency level, we
have previously reported that their provisions can serve as leading
practices at other organizational levels, such as component agencies,
offices, programs, and projects.® Additionally, federal internal control
standards discuss the importance of goals, stating that management
should define objectives clearly.*® This involves defining objectives in
specific and measurable terms so that they can be easily understood and
performance toward achieving those objectives can be assessed. Federal
internal control standards also state that measurable objectives should be
specific and stated in quantitative or qualitative form.

FCC has required carriers to implement new WEA capabilities and taken
steps to understand more about WEA performance, but FCC has not
developed goals and performance measures to help monitor how well the
new capabilities perform during emergencies.®’ Instead, we found FCC
has taken an ad-hoc approach to monitoring WEA performance. In
particular, when we asked whether FCC planned to develop standards or

553ee, for exam ple, GAO, ElderdJustice: Goals and Outcome Measures Would Provide
DOJ with ClearDirection and a Means to Assess Its Efforts, GAO-19-365 (Washington,
D.C.: June 7, 2019, and GAO, Environmental Justice: EPA Needsto Take Additional
Actions to Help Ensure Effective Implementation, GAO-12-77 (Washington, D.C.: Oct. 6,
2011).

56GAO, Standards for Internal Control in the Federal Government, GAO-14-704G
(Washington,D.C.: Sep. 10, 2014).

5In 2016 and 2018,FCC soughtcommenton ways to assess WEAperformance and
whetherto require that carriers report annual performance data, butaccordingto FCC
officials, respondents were divided over the benefits, costs, and feasibilityof WEA
performance reporting bycarriers. The proceeding remains open. See, Wireless
Emergency Alerts; Amendments to Part 11 of the Commission’s Rules Regarding the
Emergency Alert System, Reportand Order and Further Notice of Proposed Rulemaking,
31 FCC Rcd 11112 (2016); Amendmentof Part 11 of the Commission’s Rules Regarding
the Emergency Alert System; Wireless Emergency Alerts, Reportand Order and Further
Notice of Proposed Rulemaking, 33 FCC Rcd 7086 (2018).
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benchmarks to measure WEA performance, FCC officials said they intend
to use certain test results, as discussed below, to understand more about
WEA performance.

Partnered geo-targeting tests. FCC intends to partner with localities
to test the accuracy of participating wireless providers’ enhanced geo-
targeting capabilities starting in early 2020.%¢ Four localities have
applied to participate as of November 2019, according to FCC
officials. To perform each test, FCC and its partner at each given
location intend to use online surveys to collect information on which
individuals receive the test alert and under what circumstances.
However, at the time of our review we found that while FCC has
broadly identified the purpose of the tests as testing the accuracy of
enhanced geo-targeting, it has not defined specific, measurable goals
that are specific to this testing effort. For example, FCC has not stated
what would be an appropriate success rate for enhanced geo-
targeting accuracy. We also found that FCC has not connected its
survey questions to specific performance measures that could be
compared across test locations. According to FCC officials, FCC has
not announced whether it will compare results across localities or use
specific performance measures to assess geo-targeting performance.
FCC officials said they have no plans to test other new WEA
capabilities, including the expanded message length, and that at the
time of our review it was too early to say how results from the
partnered tests would be analyzed and shared more broadly with
public-safety stakeholders.%®

State and local tests. As discussed earlier, FCC officials told us that
39 alerting authorities at the state and local level received approval
from FCC to conduct their own WEA tests as of November 2019. FCC
officials also told us that that they encourage alerting authorities that
seek approval for WEA tests to share performance data with FCC.
According to FCC officials, FCC has received data from nine localities
as of November 2019 and will use the test results internally to develop
a broader understanding of WEA performance. When we asked what

58FCC issued a public notice in June 2019 seeking to partner with alerting authorities to
test the accuracy of enhanced geo-targeting.

59In November2019, FCC officials said that FCC cannottest the capabilityto expand
WEA messages to 360 characters because the capabilityhad not yet been implemented.
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FCC has learned from the data, FCC officials said they have received
some results but are still in the process of analyzing them.®°

By developing goals and performance measures for its efforts to monitor
the new WEA capabilities, FCC would have clearer direction for what it
plans to achieve and more specific means to assess the performance of
the capabilities. For example, performance measures related to FCC’s
planned survey questions for geo-targeting could include the percentage
of participants who received the alert and the percentage who received
the alert within the target geographic area. Another performance measure
for the new capabilities could include the extent to which messages of up
to 360 characters are fully or partially displayed on a mobile device, or not
at all, for example.®' Without specific goals and performance measures,
FCC will have difficulty knowing if it is making progress toward its stated
strategic goal of ensuring the effectiveness of WEA. The results of data
collected on performance measures could provide assurance that new
WEA capabilities are working as intended during emergencies, or could
point to areas where performance is lacking and where FCC might need
to take other actions such as working with industry to resolve issues,
updating WEA requirements, or conducting additional analysis.

Monitoring performance is all the more important because of uncertainty
about the extent to which all cell phones will be able to receive WEA
messages with the new capabilities.

In addition, new capabilities have the potential to make WEAa more
powerful tool and possibly further increase its use. Our analysis shows
that WEA has outpaced the use of EAS as an alerting method, and
according to the Pew Research Center, Americans are increasingly
connected to digital devices, with 96 percent of American adults owning
cell phones in 2019 and 81 percent owning smartphones.®? However, as
discussed earlier, officials from many alerting authorities we interviewed
had concerns with WEA performance. Many officials from alerting

®FCC officials said the methodologyand sample sizes ofthese state and local tests may

vary, which limits their comparability. FCC officials did not know the extent to which state
and local testing data could be shared publicly.

67As discussed earlier, FEMA is planning to conducta survey in conjunction with a
nationwide WEAtestin 2020. This survey will collectdata on message delivery, according
to FEMA officials, which is a different focus than FCC'’s efforts to monitorthe performance
of new capabilities. Forexample, by definition, a nationwide WEA test will not be geo-
targeted to a certain location.

62pew Research Center, Mobile Fact Sheet(Washington, D.C.: June 12, 2019).
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authorities told us that they were looking forward to the new capabilities—
including enhanced geo-targeting and expanded message length—which
will improve their ability to alert the public. Having specific performance
information about the effectiveness of these capabilities could increase
alerting authorities’ confidence in the system and help make these
authorities more informed users of IPAWS.

FEMA Provides Training
and Resources but Lacks
Documented Next Steps
to Address Authorities’
Challenges

The IPAWS Modernization Act requires FEMA to instruct and educate
federal, state, tribal, and local government officials in the use of IPAWS.
FEMA has multiple efforts underway to educate and train alerting
authorities about IPAWS.53

o Training. Through FEMA's Emergency Management Institute, FEMA
offers training courses on IPAWS, including a mandatory course that
IPAWS applicants must take before they can become authorized
users of the system. FEMA is revising its training, accordingto FEMA
officials, and they estimated that the new courses will be available
midway through 2020.

o Online resources. On a regular basis, FEMA emails tips and
conducts webinars, which are recorded and made available online.
FEMA has developed a library of IPAWS resources, including a toolkit
and fact sheets. FEMA also created an online collaboration group for
IPAWS users to share information and best practices and plans to
expand the capabilities of this group, according to FEMA.

« Testing environment. FEMA created a controlled testing
environment called the IPAWS lab that alerting authorities can use to
send test alerts and receive hands-on or remote assistance from
FEMA staff. According to FEMA, demand for IPAWS lab support has
increased, and FEMA hosted more than 200 sessions with IPAWS
users in calendar year 2018. FEMA implemented a new requirement
in October 2019 for all alerting authorities to send a monthly test alert
using the IPAWS lab and upgraded the IPAWS lab environment to
support the increased testing.

« In-person presentations. FEMA officials regularly present at public
safety conferences and other events and use these opportunities to
share information about IPAWS and encourage potential new users.

83FCC has also provided various resources such as informational webinars and
roundtables to educate alerting authorities and other stakeholders. FCC and FEMA have
hosted a joint webinaron emergencyalerting.

Page 28 GAO-20-294 Emergency Alerting



FEMA has also assessed alerting authorities’ educational needs, but it
has not fully addressed the recommendations it identified to support these
needs or developed plans for ongoing assessments. In 2017 FEMA
conducted an analysis—interviewing a sample of alerting authorities and
assessing their responses to identify common challenges in using
IPAWS.%* FEMA found that alerting authorities need more training and
practice in using IPAWS and experience challenges with using their
alerting software, among other things. Our interviews with selected
alerting authorities and software providers revealed similar concerns,
including that for some a lack of confidence is a potential barrier in using
IPAWS. For example, representatives from two of the three alerting
software providers we interviewed told us they have issued alerts through
IPAWS at the request of their customers. According to these
representatives, alerting authorities turn to their software providers as
experienced users of the system because authorities have limited local
staff, or if they cannot send an alert because of a technical reason.®® Four
academics we interviewed said that FEMA should provide additional
training for alerting authorities that is focused on drafting effective
messages. Less than 20 percent of state, territorial, and local alerting
authorities have sent WEA messages as of October 1, 2019. The limited
use of IPAWS could lead to decreased proficiency or confidence. For
example, an official from one alerting authority told us the jurisdiction did
not use IPAWS at first because officials were not confident about using it.

Our analysis of available information found that FEMA has addressed 4 of
the 31 recommendations in its 2017 analysis. For example, FEMA revised
its IPAWS training and added software requirements to its memorandum
of agreement with alerting authorities. However, the extent to which
FEMA has addressed other potentially useful recommendations is not
clear because FEMA has not developed a plan to address the
recommended actions. For example, one priority recommendation was to
create skills checklists that provide a complete inventory of the types of
skills alerting authorities need to use IPAWS. FEMA officials told us they
had addressed many of the challenges identified in the 2017 analysis,
including developing some timelines. However, FEMA did not provide
documentation about how all the recommendations would be addressed.

84FEMA also periodicallyreviews IPAWS alert errors and conducts after-action reports on
the use of IPAWS during some major natural disasters.

65Representatives from athird software provider told us sometimes customers request
help in sending alerts, and while the companywill provide technical assistance, itdoes not
issue alerts on its customers’ behalf.
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FEMA officials also told us they intend to periodically obtain information
from alerting authorities about their needs and have begun another round
of interviews with alerting authorities. However, these plans have not
been documented. FEMA officials said they also use other methods to
keep abreast of educational needs and challenges, such as attending
conferences and reaching out to their contacts at emergency
management associations that represent alerting authorities. In addition,
alerting authorities send comments and feedback via email, according to
FEMA officials. However, FEMA did not provide documentation about
how it uses information obtained from these methods.

As discussed earlier, FEMA is required by statute to educate federal,
state, tribal, and local government officials. FEMA’s IPAWS strategic plan
also includes a goal to make emergency alerting more effective, which as
the plan explains, requires FEMA to engage non-federal alerting
authorities to build competence and promote hands-on familiarity with
IPAWS. The FEMA National Advisory Council has emphasized these
points, recommending that FEMA improve alerting authorities’ ability to
transmit effective alerts by developing and providing education, guidance,
and best practices on how to use IPAWS as effective emergency
messaging.® Federal standards for internal control state that
management should externally communicate necessary quality
information.®” Open two-way external reporting lines allow for this
communication. For example, management obtains quality information
from external stakeholders—whichin FEMA's case would be information
from alerting authorities—using established reporting lines. Additionally,
federal internal control standards state that documentation provides a
means to retain organizational knowledge and mitigate the risk of having
that knowledge limited to a few personnel.

Documenting how FEMA plans to address key recommendations from its
2017 analysis could help guide its efforts to educate alerting authorities
and hold it accountable for addressing identified needs. Without a
documented plan, FEMA may not systematically implement each
recommendation, which could result in alerting authorities continuing to
struggle with known challenges. In addition, by continuing its analytical
efforts and implementing a mechanism to regularly obtain and analyze

66FEMA, National Advisory Council, Modernizing the Nation’s Public Alertand Warning
System (Feb. 15, 2019).

67GAO-14-704G.
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alerting authorities’ needs, FEMA could learn if these needs are changing
and develop educational efforts to address them. Taking such actions will
help FEMA enhance alerting authorities’ proficiency with, and confidence
in, using IPAWS.

FEMA Has Taken Stepsto
Increase IPAWS Adoption
but Faces Challenges
Addressing Pending
Applications

FEMA has identified increasing adoption of the system and assisting
authorities in gaining access to IPAWS as strategic goals. In addition, in
June 2019 the FEMA Administrator issued a “call to action” policy
memorandum to FEMA'’s regional offices to help improve IPAWS
adoption at the local level. As described earlier, FEMA has taken various
steps in recent years to increase the adoption of IPAWS, for example, by
informing local public safety agencies about IPAWS at conferences and
encouraging them to apply for access to the system. In addition, FEMA
has developed resources that are available on the IPAWS website that
describe the expectations and steps for how a public safety agency may
apply to become an IPAWS alerting authority.®® The number of authorities
completing an initial step in the application process to obtain access to
IPAWS has increased in recent years from 52 applicants in 2017 to 104
applicants in 2018 and to 122 applicants from January 2019 to
September 2019.

However, while more agencies are starting the application process, our
analysis of FEMA data found that 430 IPAWS applications were pending
as of September 2019, some of which dated back to 2012. Our analysis
found that 152 applicants, or about one-third of the 430 applications,
began the process (initiated the memorandum of agreement process)
from 2012 to 2016. In addition, some applicants had yet to complete the
key initial steps in the process. For example, after completing the required
IPAWS web-based training and procuring IPAWS compatible software,
public safety agencies must return a signed memorandum of agreement
to FEMA before the application can move forward.

We found that FEMA sent a draft memorandum of agreement to 108
applicants between 2014 and 2017 that had not yet returned the
agreement to the agency as of September 2019. This could indicate that
several applicants may be stalled in the early stages of the process and
may benefit from FEMA's assistance in completing the application or
answering questions. FEMA officials said that once a completed

68Figure 2 in the background shows the steps in the IPAWS application process.
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application is received, approving it should take about 30 days but that
factors outside FEMA’s control can contribute to processing delays and
thereby increase the number of pending applications. For example, FEMA
officials said it is out of their control when applicants do not return signed
memorandums of agreement because that step of the process is handled
at the state and local level. Representatives from an IPAWS applicant we
interviewed said the amount of time it took to receive approval from the
state authority was one of the reasons that their application was delayed.

Although delays involving certain applications may be out of FEMA’s
control, FEMA may be able to help other applicants. However, FEMA
provided no evidence that it had followed up with applicants, when it had
last contacted them, or how follow up should be prioritized. FEMA officials
said one employee serves as a primary lead for managing the entire
application process, which would require a labor-intensive process of
following up with hundreds of applicants. FEMA officials said that
managing pending applications is a challenge for the IPAWS office due to
resource constraints.

To help address these constraints, in 2019, FEMA awarded a contract to
begin developing a new tool with the goal of streamlining FEMA’s
management of applications. Officials said they anticipate the tool,
estimated to be available in early 2020, will help them better manage the
pending applications and conduct outreach as well as move new
applications through the process.® In 2016 FEMA conducted a study of
the IPAWS application process and highlighted certain factors that
contributed to an increasing backlog and response time, including FEMA
officials not knowing that a follow up task for an applicant was waiting to
be addressed. The study further indicated that determining the next step
was manual and often reactive. Officials also said that staff will be able to
run an aging report on applications to help them prioritize follow-up
efforts. However, the agency has not established procedures to prioritize
and follow up with applicants. FEMA officials acknowledged that
establishing procedures to prioritize and follow up on the in-process
applications would be beneficial. While these applications are pending,
people in areas that are not covered by IPAWS authorities may not
receive critical alerts and warnings from local authorities through IPAWS.

89FEMA awarded a contractin 2017 to create a technical solution to assist FEMA in
managing applications. FEMA cancelled the contract at the end of 2018 due to the
contractor not meeting their requirements, according to officials.
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Conclusions

Recommendations for
Executive Action

Agency Comments

Effective emergency alerting is vital to helping save lives and property
during natural disasters and other threats to public safety, highlighting the
importance of IPAWS as a way to disseminate critical information.
However, FCC lacks specific goals and performance measures and
FEMA lacks plans and processes, which may contribute to decreased
confidence in and use of IPAWS by alerting authorities. In particular,
because FCC does not have specific goals and performance measures to
monitor WEA improvements, FCC will have difficulty assuring that these
improvements are working as intended during emergencies and
identifying areas where performance is lacking, which could undermine
authorities’ confidence in using IPAWS. In addition, because FEMA has
not documented next steps or plans for educating alerting authorities and
establishing a process to regularly assess their educational needs, some
authorities may continue to lack proficiency and confidence in using
IPAWS. Furthermore, absent a strategy to address the substantial
number of pending IPAWS applications, FEMA’s efforts to increase
IPAWS adoption and expand alerting coverage are hindered.

We are making a total of three recommendations, including one to FCC
and twoto FEMA. Specifically:

The Chairman of FCC should develop specific, measurable goals and
performance measures for its efforts to monitor the performance of new
WEA capabilities, such as enhanced geo-targeting and expanded alert
message length. (Recommendation 1)

The Director of the IPAWS program should document how it plans to
address key actions needed to educate alerting authorities in their use of
IPAWS and implement a mechanism that will allow FEMA to regularly and
systematically obtain and analyze feedback on alerting authorities’
educational needs. (Recommendation 2)

The Director of the IPAWS program should establish procedures to
prioritize pending IPAWS applications and to follow up with applicants to
address these applications. (Recommendation 3)

We provided a draft of this report to FCC, the Departments of Homeland
Security (FEMA), Commerce (NOAA), and the Interior (USGS) for review
and comment. FCC and the Department of Homeland Security provided
written comments, reprinted in appendixes IV and V respectively. FCC,
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FEMA, and NOAA provided technical comments, which we incorporated
as appropriate.

In its written comments, FCC stated that it agreed with us on the
importance of gathering and assessing specific performance information
about the effectiveness of WEA capabilities. Separately, FCC officials
noted that FCC was taking steps to gather this data, which will help
inform the development of metrics, as we recommended. In its written
comments, DHS concurred with our two recommendations to FEMA and
provided information about activities that FEMA would undertake to
implement them.

We are sending copies of this report to the appropriate congressional
committees, Chairman of FCC, Secretaries of Homeland Security,
Commerce, and the Interior, and other interested parties. In addition, the
report is available at no charge on the GAO website at
http://www.gao.gov.

If you or your staff have any questions about this report, please contact
me at (202) 512-2834 or Vonaha@gao.gov. Contact points for our Offices
of Congressional Relations and Public Affairs may be found on the last
page of this report. GAO staff who made key contributions to this report
are listed in appendix VI.

[ WSo—

Andrew Von Ah
Director, Physical Infrastructure Issues
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Appendix |: Objectives, Scope, and

Methodology

This report examines (1) the trends in how alerting authorities use and
test IPAWS and their experiences using IPAWS, and (2) actions that
FEMA and FCC have taken to modernize IPAWS and increase its
adoption, and the challenges they face.

For background information on emergency alerting, we identified key
issues and federal roles and responsibilities by reviewing applicable laws
and regulations, our prior work, and reports prepared by FEMA, FCC, the
Department of Homeland Security’s (DHS) Office of Inspector General,
the Congressional Research Service, and academics. We also identified
recent trends regarding natural disasters and the use of digital devices
and the internet that could affect the use and frequency of emergency
alerting. To identify natural disaster trends, we reviewed our prior work, a
2018 report prepared by the U.S. Global Change Research Program, and
information on wildfires prepared by the California Department of Forestry
and Fire Protection. We identified trends about the use of digital devices
and the internet by reviewing surveys conducted from 2017 to 2019 by
the Pew Research Center and The Nielsen Company, which regularly
conduct national surveys on those topics. We also reviewed proposed
federal legislation on emergency alerting.

To examine the use of IPAWS and selected alerting authorities’
experiences using IPAWS, we analyzed IPAWS access and usage
throughout the country from 2012 to 2019. We focused on identifying the
authorities that used IPAWS from 2017 to 2019 following the passage of
the IPAWS Modernization Act of 2015 (enacted in 2016). We analyzed
IPAWS testing by judgmentally selecting samples of authorities
conducting tests. In our calculations of the number of alerts issued by
state, territorial, tribal, and local authorities, we focused on alerts for
disasters and threats to public safety and excluded test alerts and alerts
for missing persons and child abductions. We reviewed FEMA's
processes for ensuring the completeness and reliability of these alerting
data and determined that they were sufficiently reliable for the purposes
of examining trends in the use of emergency alerts. We also reviewed
reports by FCC and local authorities on EAS and WEA test results. To
obtain information on alerting authorities’ experiences using IPAWS, we
conducted seven case studies of emergency events. To select them, we
analyzed alerts that local authorities issued through IPAWS, FEMA’s list
of federally declared disasters from 2017 to 2019, NOAA’s list of billion
dollar disasters from 2017 to 2019, and our prior work on natural disaster
preparedness and recovery from 2017 to 2019; considered
recommendations from stakeholders; conducted internet searches; and
reviewed news reports. We selected these case studies to include various
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Appendix|: Objectives, Scope, and
Methodology

areas of the country that experienced different types of disasters and
threats to public safety during this time. These included natural disasters
(wildfires and an earthquake), weather events (a hurricane and a flood),
manmade disasters (a chemical fire and a power shortage), and a law
enforcement event (a suspicious package). We then interviewed local
alerting authorities in those areas. As a test case study, we interviewed
District of Columbia emergency management officials. We conducted site
visits with state and local emergency management officials in Los
Angeles and Ventura, California; Bristol, Panama City, and Tallahassee,
Florida; and Washington, D.C.

To examine the actions that FEMA and FCC have taken to modernize
IPAWS and increase its adoption, and the challenges they face, we
reviewed FEMA documents such as IPAWS strategic plans and a
performance report; FCC regulations, notices, and comments on FCC
proposed rulemakings regarding EAS and WEA; and assessed the
information against statutory requirements contained in the IPAWS
Modernization Act and federal internal control standards.” We focused on
four areas of the Act that were key in the implementation of the

program. These areas required FEMA, in consultation and coordination
with FCC, to:

« ensure that IPAWS is capable of distributing alerts on the basis of
geographic location, risks, and technologies;

« educate state, tribal, and local governments to understand how
IPAWS works, and how and when to use IPAWS;

« establish training opportunities for alerting authorities; and
» conduct nationwide tests of IPAWS alerts.

We compared FCC'’s actions to leading practices based on the
Government Performance and Results Act of 1993 (GPRA) as enhanced
by the GPRA Modernization Act of 2010 (GPRAMA), which create a
framework of goal setting and performance management for federal
agencies.? While GPRA and GPRAMA apply to the department or agency
level, we have previously reported that their provisions can serve as
leading practices at other organizational levels, such as component

1GAO-14-704G.

2Pub. L. No. 103-62, 107 Stat. 285 (1993) as enhanced by Pub. L. No. 111-352, 124 Stat.
3866 (2011).
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agencies, offices, programs, and projects.® We also reviewed
recommendations in reports prepared by the FEMA National Advisory
Council IPAWS Subcommittee and FCC’s Communications Security,
Reliability, and Interoperability Council, and disaster after-action reports
prepared by FEMA and state and local governments.

As an additional step in assessing the challenges that FEMA faces in
increasing IPAWS adoption, we analyzed FEMA’'s pending IPAWS
applications as of September 2019 to determine which steps in the
application and approval process had been completed and how long the
applications were in process. We also interviewed four selected IPAWS
applicants to obtain their views on the application process. To obtain a
variety of perspectives, we selected applicants that were different types of
organizations (an airport, a university, a local government, and a federal
agency) in different areas of the country. In addition, for both objectives,
we interviewed officials from FEMA, FCC, NOAA, USGS, and 18 state,
local and territorial alerting authorities; representatives from 4 industry
associations, 2 advocacy groups, and 15 companies, including wireless
carriers, internet service providers, internet content providers, IPAWS
software providers, and mobile device manufacturers; and 7 academics.*
To obtain a variety of perspectives, we selected industry associations and
companies that represented different telecommunications industry sectors
and have different roles in emergency alerting (broadcasting, cable,
wireless, internet service, and application developers) and academics
with different areas of expertise (public health, engineering, natural
hazards, disaster preparedness, rural emergency management, and
communication). We also interviewed staff from a county board that
oversees emergency management activities in that jurisdiction and
officials from a city that is planning to apply for IPAWS access. The
results of these interviews are not generalizable to all stakeholders, but
provide insight on the use of IPAWS and related emergency alerting
issues. Our interviewees are listed in table 2 below.

3See for example GAO-19-365 and GAO-12-77.

“We attempted to contact two tribal organizations forinterviews but did not receive
responses.
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|
Table 2: Interviewees

Interviewee type Interviewee

Federal Agencies Congressional Research Service
Departmentof Commerce, National Oceanic and Atmospheric Administration, National Weather
Service

DHS Federal EmergencyManagementAgency
DHS Office of Inspector General

Federal Communications Commission
Departmentofthe Interior, U.S. Geological Survey

IPAWS Alerting Authorities Bay County EmergencyManagementDivision, Florida
California Governor’s Office of Emergency Services
Districtof Columbia Homeland Securityand EmergencyManagement Agency
Douglas CountyEmergencyManagementAgency, Nebraska
Florida Division of Emergency Management
Houston Office of EmergencyManagement, Texas
Kenai Peninsula Borough Office of EmergencyManagement, Alaska
Liberty County EmergencyManagement Office, Florida
Los Angeles City EmergencyManagementDepartment, California
Los Angeles County Office of EmergencyManagement, California®
Matanuska-Susitna Borough Departmentof Emergency Services, Alaska
Michigan State Police EmergencyManagementand Homeland Security Division
New York City EmergencyManagementDepartment, New York
Platte County EmergencyManagementOffice, Nebraska
Santa Barbara County Office of EmergencyManagement, California
Thornton Office of EmergencyManagement, Colorado®
U.S. Virgin Islands Territorial Emergency Management Agency
Ventura County Sheriff's Office, California

IPAWS Applicants DepartmentofEnergy, Idaho National Laboratory
Indianapolis Airport Authority, Indiana
Jackson County EmergencyManagement Administration, Florida
Texas A&M University Office of Safety and Security

Local Governments Anchorage Office of Emergency Management, Alaska
Office of Los Angeles County Supervisor Sheila Kuehl

Public Safety and Government Association of Public-Safety Communications Officials International
Associations International Association of EmergencyManagers USA®
International Association of Fire Chiefs
National Association of Counties
National EmergencyManagementAssociation
National Governors Association
National Sheriffs’ Association
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Companies

Apple
AT&T

Charter Communications
Comcast

Everbridge

Facebook

Google

Konexus (AlertSense)
Microsoft

Nefflix

OnSolve (CodeRED)
Samsung

Spotify

Twitter

Verizon

Industry Associations

CTIA

Internet Association

National Association of Broadcasters
NCTA-The Internet & Television Association

Advocacy Groups

American Association of People With Disabilities
PublicKnowledge

Academics

Philip Bedient, Professor of Civil Engineering and Director, Severe Storm Prediction, Education, &
Evacuation from Disasters Center, Rice University

Dianna Bryant, Associate ProfessorofDisasterand Crisis Managementand Director, Institute for
Rural EmergencyManagement, University of Central Missouri

Brooke Fisher Liu, Associate Professor and Director, Risk Communication and Resilience
Research Program, University of Maryland

Dennis Mileti, Past Director, Natural Hazards Center, University of Colorado Boulder

Irwin Redlener, Clinical Professor of Health Policy and Managementand Pediatrics and Director,
National Centerfor Disaster Preparedness, the Earth Institute, Columbia University

Jeannette Sutton, Associate Professor, Departmentof Communication, Risk and Disaster
Communication Center, University of Kentucky

Michele Wood, Professorand Chair, Departmentof Public Health, California State University
Fullerton

Source: GAO | GAO-20-294

a0fficials fromseveral communities w ithin Los Angeles County participated in a meeting about
IPAWS that w as organized forus by the Los Angeles County Office of Emergency Management,
including Duarte, B Segundo, San Marino, and Torrance, w hich are IPAWS authorities; and Arcadia,
El Monte, Inglew ood, Palos Verdes Estates, Rolling Hills Estates, San Fernando, Monrovia, and
Pasadena, w hich were not IPAWS authorities as of September 2019.

®We contacted the City of Thornton because FEMA'’s information as of March 2019 indicated that it
w as an IPAWS applicant but the city had become an IPAWS authority w hen we held our interview .

“We interview ed the immediate past president of this association.
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Appendix Il: Types of Wireless Emergency

Alerts

Table 3: Types of Wireless Emergency Alerts (WEA) a Person May Receive from the Integrated Public Alert and Warning

System (IPAWS)

Sender of wireless
alert

Type of alert

Can you

Alerting area Requirements to receive® the alert opt out?

Presidentofthe
United States or
designee,and
activated by FEMA

Presidential Alertduringa Nationwide
national emergencyortest

be subscribed to a wireless carrier’that No
participates in the WEA program

a WEA-capable mobile device thatis
(1) switched on, (2) in an area where a
person’s wireless carrier provides WEA
service, and (3) withinrange of an

active cell tower

Alerting authority
governmentofficial
(federal, state, local,
tribal, and territorial)
or other approved
organizations

Imminent Threat®

America’s Missing:
BroadcastEmergency

Target geographicareaof be subscribedto awireless carrierthat Yes
Public Safety Message®  thejurisdictions affected by ~participates in the WEA program

the emergency(e.g. a WEA-capable mobile device that is

multiple counties,county (1) switched on, (2) in an area where a

Response (AVBER)® level or smaller) person’s wireless carrier provides WEA

State/Local WEA Test

service, (3) within range of an active
cell tower, and (4) located within the

geo-targeted area of the alert

Source: 47 C.F.R. Part 10. Federal Emergency Management Agency (FEMA) and Federal Communications Commission (FCC) information. | GAO-20-294

“FEMA officials have stated that there may be multiple reasons why a WEA-capable mobile device

may not receive an alert.

PFCC published a list of participating carriers on its w ebsite. See https://www.fcc.gov/public-safety-
and-homeland-security/policy-and-licensing-division/alerting/generaliwvireless, Master WEA Registry.

°AnImminent Threat alert is used to alert the public about an imminent threatto life or property and

describe the severity of the riskand protective information.

A Public Safety Message is an advisory that prescribes one or more actions likely to save lives or
safeguard property during an emergency. A Public Safety Message may only be issued in connection

w ith a Presidential, Imminent Threat, or AMBER alert.

°The National Center for Missing and Exploited Children w orks with state and local law enforcement
to release AMBER Alerts through IPAWS. The AMBER Alert programis a voluntary partnership
betw een law -enforcement agencies, broadcasters, transportation agencies, and the w ireless industry,

to activate an urgent bulletin in child-abduction cases.

People may receive State/Local WEA tests if they manually opt-in to receive the tests on their mobile

devices.
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Appendix lll: Case Studies Regarding the

Use of IPAWS

Selected AlertSentby the Florida
Division of Emergency Managementfor
Bay County during Hurricane Michael:
October 10, 2018: GOVERNOR EVAC
ALERT 6 to 13 FT STORM SURGE
EXPECTED IN BAY COUNTY Zones A,B,C
EVACUATE NOW

Selected alerts sentby Bay County
Emergency Services during Hurricane
Michael:

October 10, 2018: Dangerous w inds are
beginning to occur in Bay County Shelter in
place now ®

October 15, 2018: Bay County remains
under a boil w ater notice. Please boil or use
bottled w ater for consumption.

October 15, 2018: FOOD AND OR WATER
ARE AVAILABLENORTH OF 15th AND CR
386 AT1011 CR 386 SOUTH

#Bay County officials said the county lostits
ability to issue alerts at this point.

Source: FEMA. | GAO-20-294

Hurricane Michael, October 2018: Hurricane Michael was a category 5
storm ' that NWS reported made a catastrophic landfall near Mexico
Beach and Tyndall Air Force Base, Florida, producing devastating winds
and storm surge near the coast, and rain and wind inland (see fig. 6).
According to a State of Florida report, Hurricane Michael was the most
powerful storm to hit the Panhandle region and the third mostintense
storm to make landfall in the mainland United States in recorded history.?
During the storm, several counties could not send alerts because of
power outages and inoperable cellular towers.

Figure 6: Hurricane Michael over Florida

i
Source: National Weather Service. | GAO-20-294

Officials from an alerting authority we interviewed in Florida commended
the state’s ability to send IPAWS alerts on behalf of the county, which had
lost its communications capabilities during the storm. Authorities also said
IPAWS provides an ability to warn the public about approaching
hurricanes and share critical lifesaving information such as the location of
food, water, and shelter. However, authorities expressed frustration about

"NOAA measures hurricanes on ascale from 1to 5 witha category 1 being the least
intense and a category 5 being the mostintense. NOAA defines a category 4 hurricane as
having winds between 130 and 156 miles perhour,and a category 5 hurricane as having
winds thatare 157 miles perhourand higher.

2The United States experienced two category 4 hurricanes in 2017 and one category 5
hurricane in 2018. Prior to these years, the lastcategory 4 hurricane in the United States
was in 2004 and the lastcategory 5 hurricane was in 1992.
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the inability to accurately geo-target WEA messages to evacuation zones
and about how the WEAtext character limit forced them to issue multiple
WEA messages regarding the same alert. Some officials said they were
frustrated when certain local EAS alerts were not delivered by
broadcasters, which could prevent some people from receiving them.?

347 C.F.R Part 11. EAS participants mustdeliver Presidential alerts, nationwide tests, and
required monthlyand weekly tests. While FCC regulations require all radio, television and
cable stations to maintain equipmentcapable of monitoring the IPAWS EAS feed and
other radio and television stations, deliveryof other EAS alerts such as weatherorlaw
enforcementis voluntary.
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Alert issuedby the California Governor’s
Office of Emergency Services:*

Dec. 6, 2017: Strong w inds over night creating
extreme fire danger. Stay alert. Listen to
authorities.

Alertissuedby the Ventura County
Sheriff’s Office — Office of Emergency
Services:

Dec. 7, 2017: VENTURA COUNTY-FAST
MOVING BRUSH FIRE NORTH OF OJAL.GO
TO READYVENTURACOUNTY.ORG FOR
INFO

Selected alerts issued by the City of Los
Angeles:

Dec. 6, 2017: For information regarding the
Skirball Fire in Los Angeles please go to
Tw itter.com/LAFD

Nov. 9, 2018: MANDATORY EVACUATION in
West Hills: W of Valley Circle, N to Roscoe
Blvd, S to Vanowen.

Selected alertissuedby Santa Barbara
County:

Dec. 16, 2017: EVAC ORDER: SB City: east
of Hwy 154 to Mission Canyon Rd and north
of 192. Leave now .

#Sent to seven counties, including Los
Angeles, Santa Barbara, and Ventura
Counties.

Source: FEMA. | GAO-20-294

Southern California Wildfires, December 2017 and November 2018:
The southern California area experienced large wildfires in recent years,
including the Thomas fire in December 2017 and the Woolsey fire in
November 2018 (see fig. 7).# The California Department of Forestry and
Fire Protection reported in August 2019 that the Thomas fire, which
affected Santa Barbara and Ventura Counties, was the second-largest
wildfire in the state’s history and destroyed more than 1,000 structures.
The Woolsey fire, which affected Los Angeles and Ventura Counties, had
a footprint over 150 square miles and resulted in the evacuation of about
a quarter-million people. According to Los Angeles County, the Woolsey
fire was the most destructive fire in the county’s history.®

Figure 7: Photos of the November 2018 Woolsey Fire in California and Map of the
December 2017 Thomas Fire

{
ThoTas Fire
°

Ventura

Wildfire area

Miles

Sources: GAO and Los Angeles County Fire Department. | GAO-20-294

California officials we interviewed said IPAWS is an effective tool for
wildfire evacuations and that because most people have cell phones, they
do not have to subscribe to receive WEA messages. Officials also praised
the capability of IPAWS to allow a state alerting authority to send alerts to
at-risk counties ahead of potential wildfires. However, officials said it is a
challenge to know when and where other alerting authorities in the area

“In October 2019, we found that recent assessments of wildfire managementstrategies
and climate factors in wildfires indicate thatfire seasons are increasing in length and that
the number oflarge fires in the western United States and Alaska is increasing. See GAO,
Wildfire Disasters: FEMA Could Take Additional Actions to Address Unique Response and
Recovery Challenges, GAO-20-5 (Washington, D.C.: Oct. 9, 2019).

5The risk of wildfires is high in California which experienced 4 of the 20 largestwildfires in
the state’s historyin 2017 and 2018, resulting in a total of 95 fatalities.
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Alerts issued by the New York City
Emergency Management De partment on
Oct. 24, 2018:

Police Activity: Residents on W 58th St btw
Columbus & 8th Av shelter in place
immediately

The suspicious device on W 58 St & 8th Ave
w as safely removed by NYPD Bomb Squad.
Source: FEMA. | GAO-20-2%4

are sending alerts and that there may be little time.® For example, an
official told us that the Thomas fire moved at 60 miles per hour. Officials
also said that even though WEA messages were targeted to an area
during the fires, they did not know whether people received them because
geo-targeting was not precise and because cell towers may have been
damaged.

Suspicious Package in New York City, October 24, 2018: On October
24, 2018, the New York City Emergency Management Department issued
a WEA shelter-in-place order regarding a suspicious package at the Time
Warner Center in Manhattan that was found to contain an improvised
explosive device (see fig. 8). According to officials, police removed the
device and determined it was no longer a threat. About an hour after the
initial alert was issued, the city issued another WEA canceling the shelter-
in-place alert.

6as of September2019, there were 21 IPAWS authorities in Los Angeles County,
including the County of Los Angeles. Of those 21 authorities, onlythe City of Los Angeles
issued WEA messages aboutwildfires in December 2017 and November2018.
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Figure 8: Alerting Area Regarding a Suspicious Package in New York City on
October 24,2018
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Source: New York City Emergency Management Department. | GAO-20-294

New York City officials said IPAWS is the city’s most effective alert and
warning tool, compared with its own alerting system to which about 9
percent of the population has subscribed. Regarding the suspicious
package, authorities were able to draw an alerting area covering a 3 to 4
block radius. The officials also said that WEA messages were
instrumental in helping to capture a suspectin a bombing incident in the
city’s Chelsea neighborhood in 2016.” However, officials said the October
2018 alert was received as far as 4 miles from the targeted area, which
led them to speculate about the number of people who received the alert.
Officials also said they would like IPAWS to incorporate more languages

’In the 2016 Chelsea bom bing alert, officials said theytargeted the alert to the Chelsea
neighborhood within New York City but received reports that the alert was received miles
away and insome cases as faras New Jersey.
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Alerts issued by the Douglas County
Emergency Management Agency:

March 14,2019: From Douglas County
Sheriffs Office. Record flooding on Elkhorn
River. Evacuate Now .

March 15, 2019: From Douglas County
Sheriff: Evacuate City of Valley NOW. Use Q
Street. Hw y 275 closed.

Alert Issued by Platte County Emergency
Management:

March 14,2019: Travel is not advised in and
around Columbus and Platte County due to
extensive flooding.

Source: FEMA. | GAO-20-294

for use in alerts and provide them with the ability to use photographs or
maps in future alerts.

Flood in Nebraska, March 2019: In March 2019, Nebraska experienced
one of the most devastating floods in recent history, according to the state
government (see fig. 9).8 We interviewed officials in Douglas County and
Platte County, areas that experienced torrential rain and flooding. One
county sent a geo-targeted WEA evacuation alert to people living near a
river while the other county sent a WEA advising the public to not travel
within the county.

___________________________________________________________________________________|]
Figure 9: Flood in Nebraska during March 2019 and Douglas County’s Alerting Area
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Sources: Nebraska Emergency Management Agency and Douglas County Emergency Management Agency. | GAO-20-294

A county official in Nebraska said that if the planned future enhancements
to WEA take place and are found to be successful, WEAwill ultimately be
of greater value than other means of notification such as the county’s
previous subscription system, which had a low participation rate. The
official stressed the difficulty in explaining the threat, the source of the
alert, and a protective action within the 90 character WEA limit. The
official also noted that some local broadcasters were not equipped to
recognize an EAS law enforcement alert for further transmission. An
official in another county said that some people did not receive the WEA
messages.

8In June 2019, we found that based on the recent findings ofthe U.S. Global Change
Research Program’s Fourth National Climate Assessment, the continued increase in the
frequency and extent of high-tide flooding due to sea level rise threatens the nation’s
trillion-dollar coastal infrastructure. See GAO, Climate Change: Opportunities to Reduce
Federal Fiscal Exposure, GAO-19-625T (Washington,D.C.: June 11, 2019).
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Alertissuedby Michigan State Police
Emergency Management on Jan. 30, 2019:

Due to extreme temps Consumers asks
everyone to low er their heat to 65 or less
through Fri

Source: FEMA | GAO-20-294

Power shortage in Michigan, January 2019: On January 30, 2019,
Consumers Energy, a primary energy supplier in Michigan, experienced a
fire at a natural gas storage facility at a time when there was high energy
demand because of extreme cold temperatures (see fig. 10). According to
NWS, Michigan’s Lower Peninsula experienced the lowest temperatures
in decades—down to minus 20 degrees with wind chills of down to minus
40 degrees. As a result, the state’s Emergency Operations Center asked
the Michigan State Police, an IPAWS alerting authority, to issue WEAand
EAS alerts asking people to lower their thermostats to conserve natural
gas.

Source: The Detroit News. Reprinted with permission. | GAO-20-294

Michigan State Police officials said that IPAWS allowed the alerting
authority to send a WEA message to 68 counties, which was an effective
and quick way to reach many people. However, officials said they
attempted to send an EAS alert to all 68 counties in Michigan’s Lower
Peninsula but were limited to a total of 31 counties per alert, per FCC
regulations.® They said that after the EAS alert was sent, the actual EAS
broadcast message was not displayed on television because the entire

9C.F.R. § 11.31limits EAS alerts to a total of 31 location codes thatan alerting authority
may choose fortransmission. According to an official from the alerting authority, the
authority did not send a follow up EAS alert to the other remaining counties because
broadcastareas likelyoverlapped and the authority did not want to risk sending duplicate
messages.
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Alerts issuedby the City of Houston on
Sept. 20,2017:

Shelter in Place in northw est Spring Branch
due to hazardous fire. Check local media.
Shelter in place is CANCELLED for Northw est
Spring Branch after hazardous fire.

Source: FEMA | GAO-20-294

list of the 31 county names, which must be read first accordingto FCC
regulations, took up the allowable 2-minute time span for an EAS
broadcast.

Chemical Fire in Houston, Texas, September 20, 2017: The Houston
Fire Department requested that the Houston Office of Emergency
Management issue a WEA shelter-in-place order following a chemical fire
at a bearing supply company that resulted in the release of potentially
hazardous smoke (see fig. 11).

Figure 11: Alerting Area Regarding a Chemical Fire in Houston, Texas on
September 20, 2017
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Sources: GAO and Houston Office of Emergency Management. | GAO-20-294

Houston officials said they believe that IPAWS allowed the alerting
authority to reach a broad area at risk using the WEA message. However,
officials said it is possible that a lack of training on behalf of the alerting
authority, among other things, limited their ability to issue the alert in a
timely fashion. They said it took the alerting authority 43 minutes and
multiple attempts to properly prepare and send the message using its
IPAW S-compatible software before the message was successfully sent to
the public.

Earthquake in Alaska, November 30, 2018: A magnitude 7.0
earthquake struck north of Anchorage, Alaska, on November 30, 2018
(see fig. 12). We interviewed officials from three local governments that
were affected by the earthquake. Officials at one borough said they did
not issue an IPAWS alert because the earthquake had a short intensity
and they did not receive reports of fatalities or widespread damage.
However, the officials said that if the earthquake’s intensity had been
greater, they would have issued used IPAWS to alert people about
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shelter locations. NWS used IPAWS to issue a tsunami warning but local
officials did not issue any alerts through IPAWS.

|
Figure 12: November 30, 2018 Earthquake in Alaska
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Source: U.S. Geological Survey. | GAO-20-294

Officials in Alaska said that it is helpful that another government agency
can be a backup alerting authority and provide alerts through IPAWS on
behalf of the local government. However, an official said the inability to
precisely geo-target alerts about tsunamirisks to coastal areas prevented
the official from sending out an alert due to concerns that people who
were not affected by the earthquake would receive the alert. Another
official said the cost of procuring alerting software that is compatible with
IPAWS may be a challenge for some local governments.
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Federal Communications Commission
Washington, D.C. 20554

January 21, 2020

Andrew Von Ah

Director, Physical Infrastructure Issues
Government Accountability Office
441 G Street, NW

‘Washington, DC 20548

Dear Director Von Ah:

Thank you for the opportunity to review the GAO’s draft report, ‘EMERGENCY
ALERTING, Agencies Need to Address Pending Applications and Monitor Industry Progress on
System Improvements.” This letter responds to GAO’s recommendation that the Federal
Communications Commission (FCC) “develop specific, measurable goals and performance
measures for its efforts to monitor the performance of new WEA capabilities, such as enhanced
geo-targeting and expanded alert message length.”"!

As you know, the Commission has worked diligently to maintain, keep current, and
improve the Wireless Emergency Alerts (WEA) system and Emergency Alert System (EAS),
both in its capacity as the administrator of the rules governing these systems, and in its
collaborations with the Federal Emergency Management Agency, the National Weather Service,
and the various state and local emergency management authorities that use these systems to
distribute alerts to the public. As the report describes, the Commission adopted various
requirements to improve the utility of WEA messaging, such as “geo-targeting” rules, which
require that alerts be tailored more precisely to those geographic areas where the alert is most
relevant. The implementation of such requirements typically requires substantial equipment and
software upgrades, and thus entails a significant amount of government and private sector
resources and time to effectuate.

We agree with GAO on the importance of gathering and assessing specific performance
information about the effectiveness of these systems’ enhanced capabilities—many of which
have only recently become available—and we are in the process of assessing how this might be
accomplished. That is why the Commission’s pending rulemaking proceeding is of particular
importance. It explores whether the Commission should adopt performance metrics, such as
benchmarks regarding the extent to which these alerts have been received.? The Commission has
specifically sought public comment on factors impacting WEA alert delivery, how WEA
performance should be measured, and whether the Commission should adopt technical standards
(or benchmarks) for WEA performance and delivery. There is substantial debate in the record on
how to establish effective metrics and measures, however, and we have therefore focused our
efforts on getting WEA, and its recently enhanced geo-targeting and other functionalities, up and

! Government Accountability Office, Emergency Alerting; Agencies Need to Address Pending Applications and
Monitor Industry Progress on System Improvements, GAO 20-294 (2020).

2 See EAS Reliability R&O and FNPRM, 33 FCC Red at 7105-06, paras. 46-49.
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running, and gathering raw data on system performance, before we take any further action in the
pending rulemaking.

We anticipate that input gathered in that proceeding will help the Commission to
understand how alerting systems perform and whether additional steps would help to measure
and improve its effectiveness.

We have also been working to tailor the test parameters of our state-partnered WEA tests
to address feedback raised by alert originators and to gather data to inform the Commission’s
understanding of WEA’s effectiveness. For example, the Commission’s Public Safety and
Homeland Security Bureau plans to conduct end-to-end WEA tests in partnership with local
emergency management officials. The Commission’s goals for testing geo-targeting in its
upcoming WEA tests are (i) to ensure that its testing methodology achieves statistically
significant results and (ii) if achieved, to determine the current baseline performance of
participating CMS Providers’ enhanced geo-targeting capabilities by tabulating WEA delivery
rates inside and outside of a prescribed geo-targeted area. To ensure statistically significant
results, the Commission has developed a detailed testing methodology, including content for its
preliminary and live tests, and identified alert originating partners that are capable of marshaling
large and sophisticated control groups. To assess baseline performance, the Commission will
empirically tabulate, for each Provider, the number of WEA alerts successfully delivered to the
control group within the prescribed geo-targeted area, the number of alerts not successfully
delivered to the control group in the area, and the number of alerts delivered to the control group
outside the geo-targeted area.

Once the Commission better understands baseline performance, it can make informed
decisions on how to improve geo-targeting implementations, consider specific numerical targets
for improvement in subsequent rounds of enhanced geo-targeting testing, and potentially inform
possible future efforts, including additional system tests authorized by or conducted by the
Commission, as well as resolution of the Commission’s pending rulemaking.

Thank you for the opportunity to review GAO’s recommendations. We look forward to
working with GAO in the future.

Sincerely,

(e

David L. Furth
Acting Chief
Public Safety and Homeland Security Bureau
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U.S. Department of Homeland Security
Washington, DC 20528

Us

W

3

"N Security

)

C)? Homeland

January 16, 2020

Andrew Von Ah

Director, Physical Infrastructure Issues
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Re:  Management’s Response to Draft Report GAO-20-294, “EMERGENCY
ALERTING: Agencies Need to Address Pending Applications and Monitor
Industry Progress on System Improvements”™

Dear Mr. Von Ah:

Thank you for the opportunity to review and comment on the draft report. The

U.S. Department of Homeland Security (DHS) appreciates the U.S. Government
Accountability Office’s (GAQO) work in planning and conducting its review and issuing
this report.

The Department is pleased to note GAO’s positive recognition of the Federal Emergency
Management Agency’s (FEMA) efforts and progress to increase the use of the Integrated
Public Alert and Warning System (IPAWS), as well as steps taken to modernize the
system with critical upgrades. DHS remains committed ensuring that local police and
fire departments, emergency managers, the National Wearther Service, FEMA, and
private industry are working together to make sure the American public can receive alerts
and warnings quickly through several different technologies no matter where they are—at
home, at school, at work, or even on vacation.

The draft report contained three recommendations, including two to FEMA with which
the Department concurs. Attached find our detailed response to each of these
recommendations. DHS previously submitted technical comments under a separate
cover.
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Again, thank you for the opportunity to review and comment on this draft report. Please
feel free to contact me if you have any questions. We look forward to working with you
again in the future.

Sincerely,

d&c

JIM H. CRUMPACKER, CIA, CFE
Director
Departmental GAO-OIG Liaison Office

Attachment
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Attachment: Management Response to Recommendations
Contained in GAO-20-294

GAO recommended that the Director of the IPAWS program:

Recommendation 2: Document how it plans to address key actions needed to educate
alerting authorities in their use of IPAWS and implement a mechanism that will allow
FEMA to regularly and systematically obtain and analyze feedback on alerting authorities’
educational needs.

Response: Concur. On September 4, 2018, FEMA’s IPAWS Program Management
Office (PMO) staff initiated a restructuring of IPAWS training courses offered as online
independent study in the Emergency Management Institute (EMI) curriculum. EMI-
hosted training courses offer participants the opportunity to provide feedback on the
content of each course, and to solicit additional offerings. Utilizing this feedback, FEMA
will issue an updated IPAWS Strategic Outreach Plan during the first quarter of calendar
year 2020. FEMA will also utilize yearly professional conferences, such as the National
Emergency Management Association, International Association of Emergency Managers,
and National Association of Counties, to engage and obtain feedback from alerting
authorities.

Interim Milestones Estimated Completion Date (ECD):
Issue Outreach Plan March 31, 2020
Begin Receiving Feedback from Community March 31, 2020
Analyze Feedback Received August 31, 2020
Determine Course of Action September 30, 2020
Update Courses, as required December 31, 2020

Overall ECD: January 29, 2021.

Recommendation 3: Establish procedures to priotorize and follow up with applicants to
address the pending IPAWS applications.

Response: Concur. FEMA’s IPAWS PMO staff are currently streamlining the
application submission process and will establish automated workflows to monitor the
status of individual applications. The creation of automated workflows will allow state,
local, tribal and territorial governments, and developers to submit IPAWS applications,
electronically sign, and track progress toward completion. This process will allow
FEMA to accurately track the status of applications and follow-up with relevant entities
to ensure their timely adjudication, as appropriate.
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Interim Milestones

ECD:

Complete Automated Workflow

May 29, 2020

Communicate Process to the Community

June 30, 2020

Begin Moving Application to the
Automated Process

August 31, 2020

Begin Regular Review of New Process
and Update Status, as appropriate

October 30, 2020

Provide 2020 Completion Status

December 31, 2020

Overall ECD: January 29, 2021.
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