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Why GAO Did This Study

Federal agencies are dependent on
information systems to carry out
operations. The risks to these systems
are increasing as security threats
evolve and become more
sophisticated. To reduce the risk of a
successful cyberattack, agencies can
deploy intrusion detection and
prevention capabilities on their
networks and systems.

GAO first designated federal
information security as a government-
wide high-risk area in 1997. In 2015,
GAO expanded this area to include
protecting the privacy of personally
identifiable information. Most recently,
in September 2018, GAO updated the
area to identify 10 critical actions that
the federal government and other
entities need to take to address major
cybersecurity challenges.

The federal approach and strategy for
securing information systems is
grounded in the provisions of the
Federal Information Security
Modernization Act of 2014 and
Executive Order 13800. The act
requires agencies to develop,
document, and implement an agency-
wide program to secure their
information systems. The Executive
Order, issued in May 2017, directs
agencies to use the National Institute
of Standards and Technology’s
cybersecurity framework to manage
cybersecurity risks.

The Federal Cybersecurity
Enhancement Act of 2015 contained a
provision for GAO to report on the
effectiveness of the government’s
approach and strategy for securing its
systems. GAO determined (1) the
reported effectiveness of agencies’
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What GAO Found

The 23 civilian agencies covered by the Chief Financial Officers Act of 1990
(CFO Act) have often not effectively implemented the federal government’s
approach and strategy for securing information systems (see figure below). Until
agencies more effectively implement the government’s approach and strategy,
federal systems will remain at risk. To illustrate:

e As required by Office of Management and Budget (OMB), inspectors general
(IGs) evaluated the maturity of their agencies’ information security programs
using performance measures associated with the five core security
functions—identify, protect, detect, respond, and recover. The IGs at 17 of
the 23 agencies reported that their agencies’ programs were not effectively
implemented.

e |Gs also evaluated information security controls as part of the annual audit of
their agencies’ financial statements, identifying material weaknesses or
significant deficiencies in internal controls for financial reporting at 17 of the
23 civilian CFO Act agencies.

¢ Chief information officers (ClOs) for 17 of the 23 agencies reported not
meeting all elements of the government’s cybersecurity cross-agency priority
goal. The goal was intended to improve cybersecurity performance through,
among other things, maintaining ongoing awareness of information security,
vulnerabilities, and threats; and implementing technologies and processes
that reduce malware risk.

e Executive Order 13800 directed OMB, in coordination with the Department of
Homeland Security (DHS), to assess and report on the sufficiency and
appropriateness of federal agencies’ processes for managing cybersecurity
risks. Using performance measures for each of the five core security
functions, OMB determined that 13 of the 23 agencies were managing
overall enterprise risks, while the other 10 agencies were at risk. In
assessing agency risk by core security function, OMB identified a few
agencies to be at high risk (see figure at the top of next page).

Fiscal Year 2017 Indicators of the 23 Selected Civilian Agencies’ Effectiveness in
Implementing the Federal Approach and Strategy for Securing Information Systems

Chief Information Officer
Cybersecurity
Cross-Agency Priority
Goal Targets

Inspector General
Information Security
Program Rating

Information Security
Deficiencies Associated
with Financial
Reporting

Office of Management
and Budget Risk
Management
Assessment Ratings

6 - material weakness 17 - did not meet
11 - significant deficiency all nine targets
6 - no identified significant deficiencies 6 - met all nine targets

10 - at risk
13 - managing risk

17 - not effective
6 - effective

Source: GAO analysis of agency fiscal year 2017 Federal Information Security Modernization Act of 2014 and agency financial
reports for fiscal year 2017. | GAO-19-105
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Why GAO Did This Study (cont.)

implementation of the government’s
approach and strategy; (2) the extent
to which DHS and OMB have taken
steps to facilitate the use of intrusion
detection and prevention capabilities
to secure federal systems; and (3) the
extent to which agencies reported
implementing capabilities to detect and
prevent intrusions.

To address these objectives, GAO
analyzed OMB reports related to
agencies’ information security
practices including OMB’s annual
report to Congress for fiscal year
2017. GAO also analyzed and
summarized agency-reported security
performance metrics and 1G-reported
information for the 23 civilian CFO Act
agencies. In addition, GAO evaluated
plans, reports, and other documents
related to DHS intrusion detection and
prevention programs, and interviewed
OMB, DHS, and agency officials.

What GAO Recommends

GAO is making two recommendations
to DHS, to among other things,
coordinate with agencies to identify
additional needs for training and
guidance. GAO is also making seven
recommendations to OMB to, among
other things, direct the Federal CIO to
update the mandated report with
required information, such as detecting
advanced persistent threats. DHS
concurred with GAO’s
recommendations. OMB did not
indicate whether it concurred with the
recommendations or not.

What GAO Found (cont.)

Risk Management Assessment Ratings by Core Security Function for the 23 Civilian Chief
Financial Officers Act of 1990 Agencies, Fiscal Year 2017

Number of agencies rated

2
23 4 v 8
:
8
0
Identify Protect Detect Respond Recover

Core security functions

- Managing risk D At risk - High risk

Source: GAO analysis of Office of Management and Budget Fiscal Year 2017 Federal Information Security Modernization Act
of 2014 Annual Report To Congress. | GAO-19-105

DHS and OMB facilitated the use of intrusion detection and prevention
capabilities to secure federal agency systems, but further efforts remain. For
example, in response to prior GAO recommendations, DHS had improved the
capabilities of the National Cybersecurity Protection System (NCPS), which is
intended to detect and prevent malicious traffic from entering agencies’ computer
networks. However, the system still had limitations, such as not having the
capability to scan encrypted traffic. The department was also in the process of
enhancing the capabilities of federal agencies to automate network monitoring for
malicious activity through its Continuous Diagnostics and Mitigation (CDM)
program. However, the program was running behind schedule and officials at
most agencies indicated the need for additional training and guidance. Further,
the Federal CIO issued a mandated report assessing agencies’ intrusion
detection and prevention capabilities, but the report did not address required
information, such as the capability of NCPS to detect advanced persistent
threats, and a cost/benefit comparison of capabilities to commercial technologies
and tools.

Selected agencies had not consistently implemented capabilities to detect and
prevent intrusions into their computer networks. Specifically, the agencies told
GAO that they had not fully implemented required actions for protecting email,
cloud services, host-based systems, and network traffic from malicious activity.
For example, 21 of 23 agencies had not, as of September 2018, sufficiently
enhanced email protection through implementation of DHS’ directive on
enhanced email security. In addition, less than half of the agencies that use cloud
services reported monitoring these services. Further, most of the selected 23
agencies had not fully implemented the tools and services available through the
first two phases of DHS’s CDM program. Until agencies more thoroughly
implement capabilities to detect and prevent intrusions, federal systems and the
information they process will be vulnerable to malicious threats.

United States Government Accountability Office
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Federal agencies are dependent on computerized (cyber) information
systems and electronic data to carry out operations and to process,
maintain, and report essential information. Virtually all federal operations
are supported by computer systems and electronic data, and agencies
would find it difficult, if not impossible, to carry out their missions and
account for their resources without these information assets. Hence, the
security of these systems and data is vital to public confidence and the
nation’s safety, prosperity, and well-being. Further, many of these
systems contain vast amounts of personally identifiable information,’
thus, making it imperative to protect the confidentiality, integrity, and
availability of this information and effectively respond to data breaches
and security incidents when they occur.

The risks to information systems supporting the federal government are
increasing as security threats continue to evolve and become more
sophisticated. These risks include escalating and emerging threats from
around the globe, steady advances in the sophistication of attack
technology, and the emergence of new and more destructive attacks.

1Personally identifiable information is any information that can be used to distinguish or
trace an individual’s identity, such as name, date and place of birth, or Social Security
number, and other types of personal information that can be linked to an individual, such
as medical, educational, financial, and employment information.

Page 1 GAO-19-105 Federal Information Security



Compounding these risks, computer networks and systems used by
federal agencies are often riddled with security vulnerabilities—both
known and unknown. These systems are often interconnected with other
internal and external systems and networks, including the Internet,
thereby increasing the number of avenues of attack and expanding their
attack surface.

Our previous reports, and those by federal inspectors general, describe
persistent information security weaknesses that place federal agencies at
risk of disruption or inappropriate disclosure of sensitive information.
Accordingly, GAO made more than 3,000 recommendations to agencies
since 2010 aimed at addressing cybersecurity shortcomings. Although
many of these recommendations have been addressed, approximately
700 had not been implemented as of November 2018.

The federal approach and strategy for securing information systems is
grounded in the provisions of the Federal Information Security
Modernization Act of 2014 (FISMA)? and Executive Order 13800.3 FISMA
requires agencies to develop, document, and implement an agency-wide
information security program to secure federal information systems, and
assigns oversight responsibilities to the Department of Homeland Security
(DHS) and the Office of Management and Budget (OMB). The executive
order establishes a policy for managing cybersecurity risk and directs
agencies to use the National Institute of Standards and Technology
(NIST) cybersecurity framework* to manage these risks.

°The Federal Information Security Modernization Act of 2014 (FISMA 2014), enacted as
Pub. L. No. 113-283, 128 Stat. 3073 (Dec. 18, 2014), largely superseded the Federal
Information Security Management Act of 2002 (FISMA 2002), enacted as Title Ill, E-
Government Act of 2002, Pub. L. No. 107-347, 116 Stat. 2899, 2946 (Dec. 17, 2002). As
used in this report, FISMA refers both to FISMA 2014 and to those provisions of FISMA
2002 that were either incorporated into FISMA 2014 or were unchanged and continue in
full force and effect.

3The White House, Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure, Executive Order 13800 (Washington, D.C.: May 11, 2017), 82 Fed. Reg.
22391 (May 16, 2017).

“4National Institute of Standards and Technology, Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.1 (Gaithersburg, MD: Apr. 16, 2018).
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GAO first designated federal information security as a government-wide
high-risk area almost 22 years ago in 1997.° In 2003,° we expanded this
area to include computerized systems supporting the nation’s critical
infrastructure and, in 2015,” we further expanded this area to include
protecting the privacy of personally identifiable information. We continued
to identify federal information security as a government-wide high-risk
area in our February 2017 high-risk update report.®

Most recently, in September 2018,° we provided an update to the
information security high-risk area by identifying four major cybersecurity
challenges facing the nation and 10 critical actions that the federal
government and other entities needed to take to address them. These
actions included developing and executing a more comprehensive federal
strategy for national cybersecurity and global cyberspace. In this update,
we noted that establishing a comprehensive cybersecurity strategy and
performing effective oversight were a major challenge.

The Federal Cybersecurity Enhancement Act of 2015,'° which was
enacted December 18, 2015, included a provision for GAO to report on
the effectiveness of the federal government’s approach and strategy for
securing agency information systems, including intrusion detection and
prevention capabilities. Our specific objectives were to assess: (1) the
reported effectiveness of selected agencies’ implementation of the federal
government’s approach and strategy to securing agency information
systems; (2) the extent to which OMB and DHS have facilitated the use of
intrusion detection and prevention capabilities to secure federal agency

5GAO, High-Risk Series: An Overview, GAO-HR-97-1 (Washington, D.C.: February 1997)
and GAO, High-Risk Series: Information Management and Technology, GAO-HR-97-9
(Washington, D.C.: February 1997).

6GAO, High Risk Series: An Update, GAO-03-119 (Washington, D.C.: January 2003).
'GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015).

8GAO, High-Risk Series: Progress on Many High-Risk Areas, While Substantial Efforts
Needed on Others, GAO-17-317 (Washington, D.C.: Feb. 15, 2017).

%GAO, High-Risk Series: Urgent Actions Are Needed to Address Cybersecurity
Challenges Facing the Nation, GAO-18-622, (Washington, D.C.: Sep. 6, 2018).

""The actis a part of the Consolidated Appropriations Act, 2016, Pub. L. No. 114-113, div.
N, title II, subtitle B, 129 Stat. 2242, 2963-2975 (Dec. 18, 2015).

11Acc:ording to NIST, intrusions are defined as attempts to bypass the security
mechanisms of a computer or network or to compromise the confidentiality, integrity and
availability of the information they contain.
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information systems; and (3) the extent to which selected agencies
reported implementing capabilities to detect and prevent intrusions.

To address the first objective, we reviewed annual reports from OMB and
the 23 civilian agencies covered by the Chief Financial Officers Act of
1990 (CFO Act)." These reports were related to the implementation of
FISMA for fiscal year 2017, which was the most recent fiscal year for
which the reports were available. In addition, we examined performance
metrics related to the cybersecurity cross-agency priority (CAP) goal for
fiscal years 2016 and 2017 for the 23 agencies. We also reviewed the
financial statement audit reports for the 23 civilian agencies for fiscal
years 2016 and 2017. Because we focused our work on the 23 civilian
agencies, results from these reviews are not generalizable to the entire
federal government.

For the second objective, we collected and reviewed information security-
related documents from OMB and DHS and compared them to
requirements of the Federal Cybersecurity Enhancement Act of 2015. We
also interviewed knowledgeable officials from OMB and DHS regarding
their agencies’ efforts to fulfill requirements of the act.

In addition, we assessed the extent to which DHS had improved the
capabilities of the National Cybersecurity Protection System (NCPS).™ To
do this, we assessed the department’s actions to implement nine
recommendations GAO previously made to, among other things, enhance

2The 23 civilian Chief Financial Officers Act of 1990 agencies are the Departments of
Agriculture, Commerce, Education, Energy, Health and Human Services, Homeland
Security, Housing and Urban Development, the Interior, Justice, Labor, State,
Transportation, the Treasury, and Veterans Affairs; the Environmental Protection Agency;
General Services Administration; National Aeronautics and Space Administration; National
Science Foundation; Nuclear Regulatory Commission; Office of Personnel Management;
Small Business Administration; Social Security Administration; and the U.S. Agency for
International Development. We did not include the Department of Defense in the scope of
our audit because the Federal Cybersecurity Enhancement Act of 2015 only applies to
civilian agencies.

BThe cybersecurity CAP goal was established by the prior administration as part of
implementing the requirement in the GPRA Modernization Act of 2010, Pub. L. No. 111-
352, § 5, 124 Stat. 3866, 3873 (Jan. 4, 2011) codified at 31 U.S.C. § 1120(a)(1)(B).

4NCPS, designed and operated by DHS, was developed to be one of the tools to aid
federal agencies in mitigating information security threats. The system is to provide DHS
with the capability to provide four cyber-related services to federal agencies: intrusion
detection, intrusion prevention, analytics, and information sharing.
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the system and better define requirements for future capabilities. ™ We
also reviewed documents and interviewed DHS officials to determine
other actions, beyond those related to our recommendations, that the
department had taken to improve the system. Further, we held semi-
structured interviews'® with knowledgeable officials from the 23 civilian
CFO Act agencies to obtain their views on the intrusion detection and
prevention capabilities made available by DHS. The results of these
interviews are not generalizable to all federal agencies.

To address the third objective, we summarized information from our semi-
structured interviews about reported capabilities implemented at the 23
civilian CFO Act agencies to detect and prevent intrusions. We also
analyzed security status reports from DHS. See appendix | for additional
details on our objectives, scope, and methodology.

We conducted this performance audit from December 2017 to December
2018 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Background

Cybersecurity incidents continue to impact federal entities and the
information they maintain. According to OMB’s 2018 annual FISMA report
to Congress, agencies reported 35,277 information security incidents to
DHS’s U.S. Computer Emergency Readiness Team (US-CERT)" in fiscal
year 2017. As shown in figure 1, these incidents involved threat vectors,

15GAO, Information Security: DHS Needs to Enhance Capabilities, Improve Planning, and
Support Greater Adoption of Its National Cybersecurity Protection System, GAO-16-294
(Washington, D.C.: Jan. 28, 2016).

16A semi-structured interview methodology generally involves asking a similar subset of
questions of multiple interviewees. We used a semi-structured interview format with both
closed- and open-ended questions. The intent of our open-ended questions was to
engage the agency officials in a conversation about the topics being discussed.

"Within DHS, US-CERT is a component of the National Cybersecurity and
Communications Integration Center. It serves as the central federal information security
incident center specified by FISMA.
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such as web-based attacks, phishing attacks,'® and the loss or theft of
computer equipment, among others.®

Figure 1: Federal Information Security Incidents by Threat Vector Category, Fiscal Year 2017

35,277 total information security incidents

<1% Attrition

An attack that employs brute force
Multiple attack vectors methods to compromise, degrade, or
An attack that uses two or more of the destroy systems, networks, or services

attack types in combination i
— External/removable media

o
2% An attack executed from removable media
or a peripheral device

Web

An attack executed from a website
or web-based application

L— Physical cause
An attack or accident initiated in the
physical realm

Other

An attack method does not fit into any

Loss or theft of equipment ST
other type or is unidentified

The loss or theft of a computing device or media
used by the organization

Email/phishing
An attack executed via an email
message or attachment

Improper usage

Any incident resulting from violation of an
organization’s acceptable usage policies by
an authorized user that is not reported as
part of another threat vector category

Source: GAO analysis of United States Computer Emergency Readiness Team and Office of Management and Budget data for fiscal year 2017. | GAO-19-105

18Phishing is a digital form of social engineering that uses authentic-looking, but fake,
emails to request information from users or direct them to a fake website that requests
information.

"9A threat vector (or avenue of attack) specifies the conduit or means used by the source
or attacker to initiate a cyberattack.
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These incidents and others like them can pose a serious challenge to
economic, national, and personal privacy and security. The following
examples highlight the impact of such incidents:

« In March 2018, the Department of Justice reported that it had indicted
nine lranians for conducting a massive cybersecurity theft campaign
on behalf of the Islamic Revolutionary Guard Corps. According to the
department, the Iranians allegedly stole more than 31 terabytes of
documents and data from more than 140 American universities, 30
U.S. companies, and 5 federal government agencies, among other
entities.

e In March 2018, a joint alert from DHS and the Federal Bureau of
Investigation stated that, since at least March 2016, Russian
government actors had targeted U.S. government entities and critical
infrastructure sectors, including the energy, nuclear, water, aviation,
and critical manufacturing sectors.

« InJune 2015, the Office of Personnel Management reported that an
intrusion into its systems had affected the personnel records of about
4.2 million current and former federal employees. Then, in July 2015,
the agency reported that a separate but related incident had
compromised its systems and the files related to background
investigations for at least 21.5 million individuals.

Federal Law and Policy
Prescribe the Federal
Approach and Strategy for
Securing Information
Systems

The federal approach and strategy for securing information systems is
prescribed by federal law and policy. FISMA sets requirements for
effectively securing federal systems and information. In addition, the
Federal Cybersecurity Enhancement Act of 2015 requires protecting
federal networks through the use of federal intrusion prevention and
detection capabilities. Further, Executive Order 13800, Strengthening the
Cybersecurity of Federal Networks and Critical Infrastructure,?® directs
agencies to manage cybersecurity risks to the federal enterprise by,
among other things, using the NIST Framework for Improving Critical
Infrastructure Cybersecurity?' (cybersecurity framework).

20The White House, Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure, Executive Order 13800 (Washington, D.C.: May 11, 2017), 82 Fed. Reg.
22391 (May 16, 2017).

2"National Institute of Standards and Technology, Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.1 (Gaithersburg, MD: Apr. 16, 2018).
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The Federal Information
Security Modernization Act of
2014 Sets Requirements for
Securing Federal Systems and
Information

FISMA was enacted to improve federal cybersecurity and clarify
government-wide responsibilities. The law is intended to provide for
improved oversight of federal agencies’ information security programs.
Specifically, the law provides a comprehensive framework for ensuring
the effectiveness of information security controls over information
resources that support federal operations and assets. The law is also
intended to ensure the effective oversight of information security risks,
including those throughout civilian, national security, and law enforcement
agencies.

FISMA assigns OMB and DHS oversight roles in ensuring federal
agencies’ compliance with the law. Among other things, FISMA requires
OMB to develop and oversee the implementation of policies, principles,
standards, and guidelines on information security in federal agencies,
except with regard to national security systems. The law also assigns
OMB the responsibility of requiring agencies to identify and provide
information security protections commensurate with assessments of risk
to their information and information systems. The law further requires
DHS to administer the implementation of agency information security
policies and practices for non-national security information systems, in
consultation with OMB, by developing, issuing, and overseeing
implementation of binding operational directives;??> monitoring agency
implementation of information security policies and practices; and
convening meetings with senior agency officials to help ensure their
effective implementation of information security policies and practices,
among other things.

FISMA assigned to NIST the responsibility for developing standards and
guidelines that include minimum information security requirements. To
this end, NIST has issued several publications to provide guidance for
agencies in implementing an information security program. For example,
NIST Special Publication (SP) 800-5323 provides guidance to agencies on

22Binding operational directives are compulsory directions to agencies in order to
safeguard federal information and information systems, are in accordance with OMB
guidelines, and may be revised or repealed by the OMB Director. FISMA authorizes DHS
to develop and issue binding operational directives to federal agencies and oversee their
implementation by agencies. DHS has developed and issued seven binding operational
directives, instructing agencies to, among other things, enhance e-mail security by
removing certain insecure protocols.

ZNational Institute of Standards and Technology, Security and Privacy Controls for
Federal Information Systems and Organizations, Special Publication 800-53, Revision 4
(Gaithersburg, MD: April 2013).
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The Federal Cybersecurity
Enhancement Act of 2015
Articulates Requirements for
Protecting Federal Networks
through the Use of Federal
Intrusion Prevention and
Detection Capabilities

the selection and implementation of information security and privacy
controls for systems.

FISMA also assigns to the head of each executive branch agency,
responsibility for providing information security protections commensurate
with the risk and magnitude of harm resulting from unauthorized access,
use, disclosure, disruption, modification, or destruction of information
systems used or operated by an agency or by a contractor of an agency
or other organization on behalf of an agency. The law also delegates to
the agency chief information officer (ClO), or comparable official, the
authority to ensure compliance with FISMA requirements. The CIO is
responsible for designating a senior agency information security officer
whose primary duty is information security.

In addition, the law requires agencies to develop, document, and
implement an agency-wide information security program to secure federal
information systems. Specifically, these information security programs are
to provide risk-based protections for the information and information
systems that support the operations and assets of the agency. Further,
FISMA requires agencies to comply with DHS binding operational
directives, OMB policies and procedures, and NIST federal information
processing standards.

FISMA also has reporting requirements for OMB and federal agencies.
Specifically, OMB is to report annually, in consultation with DHS, on the
effectiveness of agency information security policies and practices,
including a summary of major agency information security incidents and
an assessment of agency compliance with NIST standards. Further, the
law requires agencies to report annually to OMB, DHS, certain
congressional committees, and the Comptroller General of the United
States on the adequacy and effectiveness of their information security
policies, procedures, and practices, as well as their compliance with
FISMA.

The Federal Cybersecurity Enhancement Act of 2015, among other
things, sets forth authority for enhancing federal intrusion prevention and
detection capabilities among federal entities. The act contains several
provisions for DHS and OMB. Specifically, the act requires that DHS
deploy, operate, and maintain capabilities to prevent and detect
cybersecurity risks in network traffic traveling to or from an agency’s
information system. DHS is to make these capabilities available for use
by any agency.
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The Executive Order on
Strengthening the
Cybersecurity of Federal
Networks and Critical
Infrastructure Directs Agencies
to Use the Cybersecurity
Framework for Managing Risks

In addition, the act requires DHS to improve intrusion detection and
prevention capabilities, as appropriate, by regularly deploying new
technologies and modifying existing technologies. The act also requires
OMB and DHS, in consultation with appropriate agencies, to review and
update government-wide policies and programs to ensure appropriate
prioritization and use of network security monitoring tools within agency
networks, and to brief appropriate congressional committees.

In May 2017, the President signed Executive Order 13800, which sets
policy for managing cybersecurity risk as an executive branch enterprise.
Specifically, it outlines actions to enhance cybersecurity across federal
agencies and critical infrastructure to improve the nation’s cyber posture
and capabilities against cybersecurity threats. To this end, the order
states that the President will hold executive agency heads accountable
for managing agency-wide cybersecurity risk and directs each executive
agency to use the NIST cybersecurity framework to manage those risks.

The cybersecurity framework, which provides guidance for cybersecurity
activities, is based on five core security functions:

« Identify: Develop an organizational understanding to manage
cybersecurity risk to systems, people, assets, data, and capabilities.

« Protect: Develop and implement appropriate safeguards to ensure
delivery of critical services.

« Detect: Develop and implement appropriate activities to identify the
occurrence of a cybersecurity event.?*

« Respond: Develop and implement appropriate activities to take action
regarding a detected cybersecurity incident.

« Recover: Develop and implement appropriate activities to maintain
plans for resilience and to restore capabilities or services that were
impaired due to a cybersecurity incident.

According to NIST, these five functions should be performed concurrently
and continuously to address cybersecurity risk. In addition, when
considered together, they provide a high-level, strategic view of the life
cycle of an organization’s management of cybersecurity risk. Within the
five functions are 23 categories and 108 subcategories that include

24Cybersecurity events are cybersecurity changes that may have an impact on the
organizational operations (including mission, capabilities, or reputation).
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controls for achieving the intent of each function.?® Appendix Il provides a
description of the cybersecurity framework categories and subcategories
of controls.

GAO Has Reported on
Challenges Related to
Establishing a
Comprehensive
Cybersecurity Strategy

In February 2013, we reported that the government had issued a variety
of strategy-related documents that addressed priorities for enhancing
cybersecurity within the federal government, as well as for encouraging
improvements in the cybersecurity of critical infrastructure within the
private sector. However, we noted that no overarching cybersecurity
strategy had been developed that articulated priority actions, assigned
responsibilities for performing them, and set time frames for their
completion.?® Accordingly, we recommended that the White House
Cybersecurity Coordinator?’ in the Executive Office of the President
develop an overarching federal cybersecurity strategy that included all
key elements of the desirable characteristics of a national strategy.?
These characteristics would include, among other things, milestones and
performance measures for major activities to address stated priorities;
cost and resources needed to accomplish stated priorities; and specific
roles and responsibilities of federal organizations related to the strategy’s
stated priorities.

2SFor example, “risk assessment” is one of five categories that comprise the “identify”
function. The risk assessment category is divided into six subcategories that involve
activities such as identifying and documenting internal and external threats; identifying
potential business impacts and likelihoods; and determining risk based on threats,
vulnerabilities, likelihoods, and impacts. Each subcategory activity cross-references
information system controls from various information security publications, including NIST
Special Publication 800-53.

28GAOQ, Cybersecurity: National Strategy, Roles, and Responsibilities Need to Be Better
Defined and More Effectively Implemented, GAO-13-187 (Washington, D.C.: Feb. 14,
2013).

2In December 2009, a Special Assistant to the President was appointed as Cybersecurity
Coordinator to address the recommendations made in the Cyberspace Policy Review,
including coordinating interagency cybersecurity policies and strategies and developing a
comprehensive national strategy to secure the nation’s digital infrastructure.

281 2004, we developed a set of desirable characteristics that can enhance the
usefulness of national strategies in allocating resources, defining policies, and helping to
ensure accountability. See GAO, Combating Terrorism: Evaluation of Selected
Characteristics in National Strategies Related to Terrorism, GAO-04-408T (Washington,
D.C.: Feb. 3, 2004).
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Since that time, the executive branch has made progress toward outlining
a federal strategy for confronting cyber threats. For example, in
September 2018,%° we reported that recent executive branch initiatives
that identify cybersecurity priorities for the federal government provide a
good foundation toward establishing a more comprehensive strategy.
Nevertheless, we pointed out that additional efforts were needed to
address all of the desirable characteristics of a national strategy that we
recommended.

Specifically, recently issued executive branch strategy documents® did
not include key elements of desirable characteristics that can enhance
the usefulness of a national strategy as guidance for decision makers in
allocating resources, defining policies, and helping to ensure
accountability. For example, these strategy documents did not generally
include:

« milestones and performance measures to gauge results;
« resources needed to carry out the goals and objectives; and

« clearly defined roles and responsibilities for key agencies, such as
DHS, the Department of Defense, and OMB.

Ultimately, we determined that a more clearly defined, coordinated, and
comprehensive approach to planning and executing an overall strategy
would likely lead to significant progress in furthering strategic goals and
lessening persistent weaknesses.

Subsequent to our September 2018 report, the President issued the
National Cyber Strategy on September 20, 2018.%" The strategy builds
upon Executive Order 13800 and describes actions that federal agencies
and the administration are to take to, among other things, secure federal
information systems. For example, the strategy states that the
administration is expected to further enable DHS to secure federal
department and agency networks, to include ensuring that DHS has
appropriate access to agency information systems for cybersecurity
purposes and can take and direct action to safeguard systems. In

2GA0-18-622.

30These initiatives include Executive Order 13800, the National Security Strategy, and
DHS Cybersecurity Strategy.

31The White House, National Cyber Strategy (Washington, D.C.: Sept. 20, 2018).
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addition, the strategy states that the administration plans to continue with
its existing efforts underway to transition agencies to shared services and
infrastructure and that DHS is to have appropriate visibility into those
services and infrastructure to improve cybersecurity posture.®?

DHS Offers Federal
Agencies Capabilities
Intended to Detect and
Prevent Intrusions to
Federal Information
Systems

DHS’s National Cybersecurity
Protection System Is Intended
to Detect and Prevent Cyber
Intrusions

DHS’s Network Security Deployment (NSD) division manages
cybersecurity programs that are intended to improve the cybersecurity
posture of the federal government. Among these programs, NCPS
provides a capability to detect and prevent potentially malicious network
traffic from entering agencies’ networks. In addition, the Continuous
Diagnostics and Mitigation (CDM) program provides tools to agencies
intended to identify and resolve cyber vulnerabilities on an ongoing basis.

Operated by DHS’s US-CERT, NCPS is intended to detect and prevent
cyber intrusions into agency networks, analyze network data for trends
and anomalous data, and share information with agencies on cyber
threats and incidents. Deployed in stages, this system, operationally
known as EINSTEIN, has provided increasing capabilities to detect and
prevent potential cyberattacks involving the network traffic entering or
exiting the networks of participating federal agencies. Table 1 provides an
overview of the EINSTEIN deployment stages to date.

32Evaluating the National Cyber Strategy to determine if it included the key elements of
desirable characteristics discussed in GAO-18-622 was not within the scope of this
review.
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Table 1: Overview of the National Cybersecurity Protection System (NCPS) Deployment, 2003-2013

Operational name Deployment year NCPS objective Description

EINSTEIN 1 2003 Intrusion detection Provides an automated process for collecting,
correlating, and analyzing agencies’ computer network
traffic information from sensors installed at their
Internet connections.?

EINSTEIN 2 2009 Intrusion detection Monitors federal agency Internet connections for
specific predefined signatures of known malicious
activity and alerts DHS’s U.S. Computer Emergency
Readiness Team (US-CERT) when specific network
activity matching the predetermined signatures is

detected.”
EINSTEIN 3 Accelerated 2013 Intrusion detection Automatically blocks malicious traffic from entering or
Intrusion prevention leaving federal civilian agency networks. This

capability is managed by Internet service providers,
who administer intrusion prevention and threat-based
decision making using DHS-developed indicators of
malicious cyber activity to develop signatures.®

Source: GAO analysis of Department of Homeland Security (DHS) data. | GAO-19-105

*The network traffic information includes source and destination Internet Protocol addresses used in
the communication, source and destination ports, the time the communication occurred, and the
protocol used to communicate.

PSignatures are recognizable, distinguishing patterns associated with cyberattacks, such as a binary
string associated with a computer virus or a particular set of keystrokes used to gain unauthorized
access to a system.

°An indicator is defined by DHS as human-readable cyber data used to identify some form of
malicious cyber activity. These data may be related to Internet Protocol addresses, domains, e-mail
headers, files, and character strings. Indicators can be either classified or unclassified.

In January 2016, we reported the projected total life-cycle cost of the
program was approximately $5.7 billion through fiscal year 2018.%3 In
addition, according to the Federal CIO, Congress appropriated $468
million in fiscal year 2017 and $402 million in fiscal year 2018 for NCPS.

In that report, we also noted that NCPS was partially, but not fully,
meeting most of its stated system objectives.®** Although the system’s
intrusion detection capabilities provided the ability to detect known
patterns of malicious activity on agency networks, it was limited in its
capabilities to identify potential threats using anomaly-based detection.
We also reported that although DHS had developed metrics for
measuring the performance of NCPS, the metrics did not gauge the

33GA0-16-294.
34GA0-16-294.
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DHS’s Continuous Diagnostics
and Mitigation Program
Provides Agencies with Tools
and Services Intended to
Secure Agency Systems

quality, accuracy, or effectiveness of the system’s intrusion detection and
prevention capabilities.

The department had also identified needs for future capabilities, but had
not defined requirements for the capability to detect threats entering and
exiting cloud service providers. Further, DHS had not considered specific
vulnerability information for agency information systems in making risk-
based decisions about future intrusion prevention capabilities.

Accordingly, we made nine recommendations to DHS to, among other
things, enhance the NCPS capabilities for meeting its objectives and
better define requirements for future capabilities. DHS agreed with each
of our nine recommendations and indicated that it would take steps to
address them.

DHS’s CDM program provides federal agencies with tools and services
that have the intended capability to automate network monitoring,
correlate and analyze security-related information, and enhance risk-
based decision making at agency and government-wide levels. These
tools include sensors that perform automated scans or searches for
known cyber vulnerabilities, the results of which can feed into a
dashboard that, at an agency level, is intended to alert network managers
and enable the agency to allocate resources based on the risk. Summary
data from each participating agency’s dashboard is expected to be
transmitted to the Federal Dashboard where the data can be used to
inform decisions about cybersecurity risks across the federal government.

There are four phases of CDM implementation:

« Phase 1—involves deploying products to automate hardware and
software asset management, configuration settings, and common
vulnerability management capabilities. According to the Cybersecurity
Strategy and Implementation Plan,* DHS purchased phase 1 tools
and integration services for all participating agencies in fiscal year
2015. DHS plans to have all phase 1 tools deployed at participating
agencies by the end of the second quarter of fiscal year 2019.

350ffice of Management and Budget, Cybersecurity Strategy and Implementation Plan
(CSIP) for the Federal Civilian Government, Memorandum M-16-04 (Washington, D.C.:
Oct. 30, 2015). CSIP identified objectives, key actions, responsibilities, and timeframes for
completing actions that were intended to strengthen cybersecurity at federal civilian
agencies.
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« Phase 2—intends to address privilege management and
infrastructure integrity by allowing agencies to monitor users on their
networks and to detect whether users are engaging in unauthorized
activity. According to the Cybersecurity Strategy and Implementation
Plan, DHS was to provide agencies with additional phase 2
capabilities throughout fiscal year 2016, with the full suite of CDM
phase 2 capabilities delivered by the end of that fiscal year. However,
according to the OMB FISMA Annual Report to Congress for Fiscal
Year 2017, the CDM program began deploying Phase 2 tools and
sensors during fiscal year 2017.%6 DHS plans to have all phase 2 tools
deployed at participating agencies by the end of fiscal year 2019.

« Phase 3—includes detection capabilities that are intended to assess
agency network activity and identify any anomalies that may indicate
a cybersecurity compromise.®’ Full operating capability®® for phases 1,
2, and 3 is planned to be achieved by the end of fiscal year 2022.%°

« Phase 4—intends to provide tools to (1) protect data at rest, in transit,
and in use; (2) prevent loss of data; and (3) manage and mitigate data
breaches. According to CDM program officials, phase 4 has not been
approved and no tools have been selected.

NIST Recommends That
Federal Agencies Deploy
Intrusion Detection and
Prevention Capabilities

An approach for protecting systems against cybersecurity compromise is
for federal agencies to build successive layers of defense mechanisms at
strategic points in their information technology infrastructures. This
approach, commonly referred to as defense in depth, entails
implementing a series of protective mechanisms so that if one
mechanism fails to detect and prevent an attack, another will provide a
backup defense. By utilizing defense in depth, federal agencies can
reduce the risk of a successful cyberattack by implementing intrusion
detection and prevention capabilities.

380ffice of Management and Budget, Federal Information Security Modernization Act of
2014, Annual Report to Congress Fiscal Year 2017 (Washington, D.C.: Mar. 2018).

3’cbm phase 3 also includes, among other things, completing remaining required phase 1
activities and integrating all deployed phase 2 tools into agency and federal dashboards.

38pHs’s NSD division considers an agency to have reached full operating capability for a
given CDM phase when the full set of capabilities for the phase has been fully deployed
across the agency (i.e., the capabilities have been installed, configured, integrated, and
data is feeding into the agency’s dashboard).

39According to CDM program officials, initial operational capability—a project milestone
attained when the capabilities for a phase have been fully deployed to at least five
agencies—for phase 3 is planned by the end of fourth quarter fiscal year 2019.
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NIST has developed guidelines for protecting agency information systems
using intrusion detection and prevention capabilities. For example, NIST
SP 800-53 recommends that agencies strategically deploy capabilities
and perform monitoring of their systems to include observation of events
occurring on their network and at the external boundary of their network.
In addition, NIST SP 800-94 provides agencies with guidance in
designing, implementing, configuring, securing, monitoring, and
maintaining such capabilities.*°

As part of their defense-in-depth approach and, as recommended by the
NIST guidelines, agencies can deploy the following list of capabilities,
among others, on their networks to detect and prevent an attack:

« Protecting email from intrusions: According to OMB,*' email, by
way of phishing attacks, remains one of the most common threat
vectors across the government. Methods for protecting email include
encryption, false email alerts, and anti-spear-phishing training.*2

« Monitoring cloud services: Cloud vendors provide services to
agencies, including Software as a Service,*® Platform as a Service,*
and Infrastructure as a Service.*® As agencies increasingly rely on

“ONational Institute of Standards and Technology, Guide to Intrusion Detection and
Prevention Systems, Special Publication 800-94 (Gaithersburg, MD: February 2007).

#10ffice of Management and Budget, Federal Cybersecurity Risk Determination Report
and Action Plan (Washington, D.C.: May 2018).

42Spear phishing represents a digital form of social engineering that uses authentic
looking emails, websites, or instant messages that are closely tailored to their intended
audience to get users to download malware, open malicious attachments, or open links
that direct them to a website that requests information or executes malicious code.

#In Software as a Service, the agency uses the service provider’s applications, which are
accessible from various client devices through an interface such as a web browser (e.g.,
web-based e-mail system). The agency does not manage or control the underlying
infrastructure or the individual application capabilities.

4In Platform as a Service, the agency deploys its own or acquired applications created
using programming languages and tools supported by the provider. The agency does not
manage or control the underlying infrastructure, but controls and configures the deployed
applications.

I Infrastructure as a Service, the agency has the capability to provision processing,
storage, networks, and other fundamental computing resources and run its own software,
including operating systems and applications. The agency does not manage or control the
underlying infrastructure but controls and configures operating systems, storage, deployed
applications, and possibly, selected networking components (e.g., host firewalls).
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Selected Agencies
Were Not Effectively
Implementing the
Federal
Government’s
Approach and
Strategy to Securing
Information Systems

cloud services, monitoring traffic to and from their cloud service
providers helps to ensure that agencies detect malicious traffic.

« Using host-based intrusion prevention: Host-based intrusion
prevention systems provide defense at an individual system or device
level by protecting against malicious activities. Host-based capabilities
include memory-based protection“® and application whitelisting.*’

« Monitoring external and internal traffic: Agencies can monitor
external and internal traffic, including: encrypted traffic, traffic between
workstations and servers on the network, and direct connections to
outside entities such as universities. Monitoring traffic helps to ensure
that agencies detect malicious activity.

« Using security information and event management: A security
information and event management capability produces real-time
alerts and notifications of significant security events. Security alerts
and notifications can provide the agency with better situational
awareness regarding possible intrusion activity.

According to inspectors general, agency ClOs, and OMB reports on
federal information security practices, many agencies were not effectively
implementing the federal government’s approach and strategy to securing
information systems as of fiscal year 2017. Agencies’ inspectors general
determined that most of the 23 civilian CFO Act agencies did not have
effective agency-wide information security programs. They also reported
that agencies did not have effective information security controls in place,
leading to deficiencies in internal control over financial reporting. In
addition, the CIOs demonstrated that, during fiscal years 2016 and 2017,
most agencies had not met all targets for the cybersecurity CAP goal for
improving cybersecurity performance. Further, based on FISMA metrics
reported for fiscal year 2017, OMB determined that 13 of the 23 agencies
were managing risks to their enterprise, while the other 10 agencies were
at risk of ineffectively identifying, protecting, detecting, responding to, and
if necessary, recovering from cyber intrusions. Figure 2 summarizes
agencies’ efforts to implement the government’s approach and strategy
for securing information systems as of fiscal year 2017.

46Memory based protections are safeguards that protect memory from unauthorized code
execution.

4TAn application whitelist is a list of applications and application components that an
agency has authorized for use on its hosts.
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Figure 2: Fiscal Year 2017 Indicators of the 23 Civilian Chief Financial Officers Act of 1990 Agencies’ Effectiveness in
Implementing the Federal Approach and Strategy for Securing Information Systems

Inspector General Information
Security Program Rating

agencies were
effective

agencies were
not effective

Chief Information Officer Cybersecurity
Cross-Agency Priority Goal Targets

agencies met
all nine targets

agencies did
not meet
all nine targets

Information Security Deficiencies
Associated with Financial Reporting
agencies had
no identified
significant
deficiencies

agencies had

significant _

deficiency agencies had
material
weakness

Office of Management and Budget Risk
Management Assessment Ratings

agencies were
at risk

agencies were
managing risk

Source: GAO analysis of agency fiscal year 2017 Federal Information Security Modernization Act of 2014 and agency financial reports for fiscal year 2017. | GAO-19-105

Appendix Il includes a table that provides an additional overview of the
effectiveness of each agency’s implementation of the government’s
approach and strategy to securing information systems.
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Inspectors General
Determined That Most
Selected Agencies Did Not
Have Effective Information
Security Programs or
Controls in Place as of
Fiscal Year 2017

Inspectors General Indicate
That Few Agencies Had
Effective Information Security
Programs

Inspectors general determined that more than half of the 23 civilian CFO
Act agencies did not have effective agency-wide information security
programs as of fiscal year 2017. Further, in agency financial statement
audit reports for fiscal year 2017, inspectors general reported that,
despite improvements being made in information security practices, most
of the civilian CFO Act agencies continued to exhibit deficiencies in
information security controls. As a result of these deficiencies, inspectors
general reported material weaknesses or significant deficiencies in
internal control over financial reporting.

FISMA requires inspectors general to determine the effectiveness of their
respective agencies’ information security programs. To do so, FISMA
reporting instructions*® direct inspectors general to provide a maturity
rating for agency information security policies, procedures, and practices
related to the five core security functions established in the NIST
cybersecurity framework, as well as for the agency-wide information
security program.

The ratings used to evaluate the effectiveness of agencies’ information
security programs are based on a five-level maturity model, as described
in table 2.

48Inspectors general FISMA metrics and reporting instructions were developed as a
collaborative effort amongst OMB, DHS, and the Council of the Inspectors General on
Integrity and Efficiency, in consultation with the Federal CIO Council. The FISMA metrics
and reporting instructions provide reporting requirements across key areas to be
addressed in the independent assessment of agencies information security programs. See
Fiscal Year 2017 Inspector General Federal Information Security Modernization Act of
2014 Reporting Metrics (April 17, 2017).
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Table 2: Inspector General Reporting Metrics Maturity Model

Maturity level Description

Level 1: Ad hoc Policies, procedures, and strategy are not formalized; activities are performed in an
ad hoc, reactive manner.

Level 2: Defined Policies, procedures, and strategy are formalized and documented, but not
consistently implemented.

Level 3: Consistently Implemented Policies, procedures, and strategy are consistently implemented, but quantitative and
qualitative effectiveness measures are lacking.

Level 4: Managed and Measurable Quantitative and qualitative measures on the effectiveness of policies, procedures,
and strategy are collected across the organization and used to assess those policies
procedures, and strategy, and make necessary changes.

Level 5: Optimized Policies, procedures, and strategy are fully institutionalized, repeatable, self-
generating, consistently implemented, and regularly updated based on a changing
threat and technology landscape and business/mission needs.

Source: GAO analysis of Fiscal Year 2017 Inspector General Federal Information Security Modernization Act of 2014 Reporting
Metrics, April 17, 2017. | GAO-19-105

According to this maturity model, Level 4 (managed and measurable)
represents an effective level of security.*® Therefore, if an inspector
general rates the agency’s information security program at Level 4 or
Level 5, then that agency is considered to have an effective information
security program.°

For fiscal year 2017, the inspectors general for 6 of the 23 civilian CFO
Act agencies reported that their agencies had an effective agency-wide
information security program. More specifically, for the 5 core security
functions, most inspectors general reported that their agency was at Level
3 (consistently implemented) for the identify, protect, and recover
functions, and at Level 2 (defined) for the detect and respond functions,
as shown in figure 3.

ONIST defines security control effectiveness as the extent to which security controls are
implemented correctly, operate as intended, and produce the desired outcome with
respect to meeting the security requirements for the information system and are in
compliance with established security policies.

OFjscal Year 2017 Inspector General Federal Information Security Modernization Act of
2014 Reporting Metrics (April 17, 2017).

Page 21 GAO-19-105 Federal Information Security



|
Figure 3: Inspector General Ratings of Agencies’ Information Security Policies, Procedures, and Practices Related to the Five
Core Security Functions, as of Fiscal Year 2017

Number of agencies rated
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DHS (Department of Homeland Security), NSF (National Science Foundation), NRC (Nuclear Regulatory Commission), USAID (United States Agency for International
Development), Commerce (Department of Commerce), Education (Department of Education), Energy (Department of Energy), Interior (Department of the Interior), DOJ
(Department of Justice), DOL (Department of Labor), Treasury (Department of the Treasury), VA (Department of Veterans Affairs), EPA (Environmental Protection Agency),
GSA (General Services Administration), SBA (Small Business Administration), USDA (United States Department of Agriculture), HHS (Department of Health & Human
Services), HUD (Department of Housing and Urban Development), DOT (Department of Transportation), NASA (National Aeronautics and Space Administration), OPM
(Office of Personnel Management), SSA (Social Security Administration), State (Department of State)

Source: GAO analysis of agency fiscal year 2017 Federal Information Security Modernization Act of 2014 reports. | GAO-19-105

‘Only 22 agencies are listed because the NASA inspector general did not provide a rating for the
Protect function.
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Inspectors General Continued
to Identify Significant Security
Control Deficiencies in
Controls over Financial
Reporting at Most Selected
Agencies

Inspectors general report on the effectiveness of agencies’ information
security controls as part of the annual audits of the agencies’ financial
statements. The reports resulting from these audits include a description
of information security control deficiencies related to the five major control
categories defined by the Federal Information System Controls Audit
Manual (FISCAM)—access controls, configuration management,
segregation of duties, contingency planning, and security management.®"
The reports also identify the inspectors general’s designation of
information security as a significant deficiency®? or material weakness in
internal control over financial reporting systems.%?

For fiscal year 2017, inspectors general continued to identify information
security control deficiencies in each of the five major control categories
across the 23 civilian CFO Act agencies. The number of agencies with
deficiencies in the access control and contingency planning information
security control categories decreased between fiscal years 2016 and
2017, according to the inspectors general.

Nevertheless, the inspectors general reported that agencies continued to
exhibit deficiencies in these two control categories. In addition, the

STFISCAM is GAO's audit methodology for performing information system control audits in
accordance with generally acceptable government auditing standards. The five control
categories defined by this manual include: (1) access controls that limit or detect access
to computer resources, thereby protecting them against unauthorized modification, loss,
and disclosure; (2) configuration management controls that prevent unauthorized
changes to information system resources and to assure that software is current and
known vulnerabilities are patched; (3) segregation of duties controls that prevent an
individual from controlling all critical stages of a process by splitting responsibilities
between two or more organizational groups; (4) contingency planning controls that help
avoid significant disruptions in computer-dependent operations; (5) and security
management controls that provide a framework for ensuring that risks are understood
and that effective controls are selected, implemented, and operating as intended. See
GAO, Federal Information System Controls Audit Manual (FISCAM), GAO-09-232G
(Washington, D.C.: February 2009).

52p significant deficiency is a deficiency, or a combination of deficiencies, in internal
control over financial reporting that is less severe than a material weakness, yet important
enough to merit attention by those charged with governance. A deficiency in internal
control exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, misstatements on a timely basis.

53A material weakness is a deficiency, or combination of deficiencies, in internal control
over financial reporting, such that there is a reasonable possibility that a material
misstatement of the entity’s financial statements will not be prevented, or detected and
corrected, on a timely basis.
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number of agencies with deficiencies in the security management and
segregation of duties control categories increased from the prior year.
The number of agencies reported as having deficiencies in the
configuration management control category remained the same. Figure 4
shows the number of agencies that reported deficiencies in each of the
information security control categories for fiscal years 2016 and 2017.

|
Figure 4: Number of Civilian Chief Financial Officers Act of 1990 Agencies

Reporting Deficiencies in Information Security Control Categories for Fiscal Years
2016 and 2017
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Source: GAO analysis of agency financial reports for fiscal years 2016 and 2017. | GAO-19-105

Overall, inspectors general for the 23 civilian CFO Act agencies reported
progress in agencies’ information security practices for fiscal year 2017.
Specifically, during that time, 17 inspectors general designated
information security as either a significant deficiency (11) or material
weakness (6) in internal control over financial reporting systems for their
agencies. This is a decrease from the previous fiscal year when 19
inspectors general designated information security as a significant
deficiency (12) or material weakness (7).
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Most Agencies Reported
Not Meeting All Targets for
the Cybersecurity Cross-
Agency Priority Goal in
Fiscal Years 2016 and
2017

Reporting instructions contained in the fiscal year 2017 FISMA metrics®
directed ClOs to assess their agencies’ progress toward achieving
outcomes that strengthen federal cybersecurity. To do this, ClOs
evaluated their agencies’ performance in reaching targets for specific
FISMA reporting metrics. According to the reporting instructions, certain
metrics were selected to represent the administration’s cybersecurity CAP
goal. These selected metrics allowed ClOs to evaluate their agencies
progress in meeting targets for that goal.

The cybersecurity CAP goal for fiscal years 2015 through 2017°% was to
improve cybersecurity performance by having an ongoing awareness of
information security, vulnerabilities, and threats impacting the operating
information environment; ensuring that only authorized users have access
to resources and information; and implementing technologies and
processes that reduce the risk of malware. The cybersecurity CAP goal
consisted of three priority areas with a total of nine performance
indicators. Each of the nine performance indicators had an expected level
of performance, or target, for implementation. Table 3 shows the three
priority areas and related performance indicators and targets of the
cybersecurity CAP goal for fiscal years 2015 through 2017.

S4Each year, OMB and DHS work with an interagency group to develop the CIO FISMA
metrics. These metrics are organized around the five cybersecurity framework core
security functions and track agencies’ progress in implementing cybersecurity capabilities.

55AIthough the CAP goal was in place for fiscal years 2015 through 2017, the scope of our
review was for fiscal years 2016 and 2017.
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Table 3: Priority Areas, Performance Indicators, and Targets for the Cybersecurity Cross-Agency Priority Goal, Fiscal Years

2015-2017

Priority area

Performance indicator

Target

Information security continuous monitoring is the
provision that covers ongoing observation,
assessment, analysis, and diagnosis of an
organization’s cybersecurity posture, hygiene, and
operational readiness.

Hardware asset management

Implemented at 95 percent for the
agency

Software asset management

Implemented at 95 percent for the
agency

Vulnerability management

Implemented at 95 percent for the
agency

Secure configuration management

Implemented at 95 percent for the
agency

Identity, credential, and access management is the
implementation of a set of capabilities that are
intended to ensure users must authenticate their
identities in order to use information technology
resources and have access to only those resources
that are required for their job function.

Implementation of personal identity
verification for unprivileged users

Implemented at 85 percent for
unprivileged users

Implementation of personal identity
verification for privileged users

Implemented at 100 percent for
privileged users

Anti-phishing and malware defense is the
implementation of technologies, processes, and
training that are intended to reduce the risk of
malware introduced through email and malicious or
compromised web sites.

Anti-phishing defense

Implemented at 90 percent for 5 of
the top 7 anti-phishing defenses

Malware defenses

Implemented at 90 percent for 3 of
the top 5 malware defenses

Other defenses

Implemented at 90 percent for 2 of
the top 4 other defenses

Source: GAO analysis of Office of Management and Budget Fiscal Year 2017 Federal Information Security Modernization Act of 2014 Annual Report to Congress. | GAO-19-105

According to agency CIO assessments for fiscal year 2017, 6 of the 23
agencies met all 9 targets for the cybersecurity CAP goal. More

specifically,

« 8 agencies met all four targets for the information security continuous
monitoring priority area;

« 16 agencies met the two targets for the identity, credential, and

access management priority area; and

« 17 agencies met all three targets for the anti-phishing and malware
defense priority area.

In addition, CIOs reported that agencies were making progress in meeting
the targets for the nine performance indicators for fiscal years 2016 and

2017, with increases in the number of agencies meeting the targets within
each of the three priority areas.
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However, although the number of agencies that met the targets in
individual priority areas showed a net increase, not all agencies
maintained their status. For example, the CIO for one agency reported
meeting all three targets for the anti-phishing and malware defense
priority area in fiscal year 2016, but reported that the agency only met two
of the three targets in fiscal year 2017. Figure 5 shows the number of
agencies that reported meeting each of the targets within the individual
cybersecurity CAP goal priority areas for fiscal years 2016 and 2017.

______________________________________________________________________________|]
Figure 5: Number of the 23 Selected Civilian Agencies That Reported Meeting

Targets for the Cybersecurity Cross-Agency Priority Goal Priority Areas, Fiscal
Years 2016 and 2017

Number of agencies
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Source: GAO analysis of agency reported data. | GAO-19-105

The 23 selected civilian agencies are the Departments of Agriculture, Commerce, Education, Energy,
Health and Human Services, Homeland Security, Housing and Urban Development, the Interior,
Justice, Labor, State, Transportation, the Treasury, and Veterans Affairs; the Environmental
Protection Agency; General Services Administration; National Aeronautics and Space Administration;
National Science Foundation; Nuclear Regulatory Commission; Office of Personnel Management;
Small Business Administration; Social Security Administration; and the U.S. Agency for International
Development.
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Although the CIOs for only six agencies reported meeting each of the
targets associated with all nine performance indicators for the three
cybersecurity CAP goal priority areas, the ClOs at an additional eight
agencies reported meeting each target for two of the three priority areas.
Specifically,

« one CIO reported that its agency met each of the targets for the (1)
information security continuous monitoring and (2) identity, credential,
and access management priority areas;

« another CIO reported that its agency met each of the targets for the
(1) information security continuous monitoring and (2) anti-phishing
and malware defense priority areas; and

« the CIOs at six other agencies met each of the targets for the (1)
identity, credential, and access management and (2) anti-phishing
and malware defense priority areas.

In fiscal year 2018, the President’'s Management Agenda®® replaced the
three cybersecurity-focused CAP goal priority areas with updated
performance indicators, most of which are to be met by 2020:

1. the manage asset security priority area is similar to the information
security continuous monitoring priority area from the previous CAP
goal and has a focus on understanding the assets and users on
agency networks. In addition to hardware asset and software asset
management, this priority area includes performance indicators for
authorization and mobile device management.

2. the limit personnel access priority area focuses on issues of access
management. This area includes performance indicators for using
automated access management and managing access for privileged
network and high-impact system users. The privileged network access
management performance indicator is a continuation of the identity,
credential, and access management priority area of the previous
cybersecurity CAP goal. Therefore, agencies are expected to
complete this metric by the end of the fiscal year 2018 FISMA
reporting year.

56The President's Management Agenda is intended to lay out a long-term vision for
modernizing the federal government in key areas that will improve the ability of agencies
to deliver mission outcomes, provide excellent service, and effectively steward taxpayer
dollars on behalf of the American people.
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3. the protect networks and data priority area, which is similar to the
anti-phishing and malware defense priority area from the previous
cybersecurity CAP goal, has three new performance indicators:
intrusion detection and prevention, exfiltration and enhanced
defenses, and data protection.

Appendix IV describes the updated cybersecurity-focused CAP priority
areas and performance indicators in more detail.

OMB Determined That 13  In Executive Order 13800, the President directed OMB, in coordination
of the 23 Civilian CFO Act  with DHS, to assess and report to the executive branch on the sufficiency

; : and appropriateness of federal agencies’ processes for managing
AgenC|es Were Managmg cybersecurity risks. For these risk management assessments,®” OMB
Cybersecu rity Risk leveraged the FISMA metrics reported by agency ClOs and inspectors
general for fiscal year 2017. The metrics addressed domains that
correspond with the five core security functions identified in the
cybersecurity framework. Table 4 lists these domains and their
relationship to the core functions.

"Office of Management and Budget, Federal Information Security Modernization Act of
2014, Annual Report to Congress Fiscal Year 2017 (Washington, D.C.: Mar. 2018).

Page 29 GAO-19-105 Federal Information Security



|
Table 4: Federal Information Security Modernization Act Reporting Metric Domains
Leveraged by OMB to Assess Agency Risk Management Processes

Core security functions Domains

Identify Asset management and authorization
Comprehensive risk management

Protect Remote access protection
Credentialing and authorization
Network protection

Detect Anti-phishing capabilities
Malware defense capabilities
Exfiltration and other capabilities

Respond Planning and processes
Evaluation and Improvement

Recover Planning and testing
Personal impact process
Back-up capacity

Source: GAO analysis of Office of Management and Budget Fiscal Year 2017 Federal Information Security Modernization Act of 2014
Annual Report to Congress. | GAO-19-105

Based on OMB’s evaluation of these domains, agency risk management
processes related to the five core security functions and overall agency
enterprise fell into one of the following three rating categories:

« managing risk: required cybersecurity policies, procedures, and tools
are in use and the agency actively manages cybersecurity risks;

« at risk: some essential policies, processes, and tools are in place to
mitigate overall cybersecurity risk, but significant gaps remain; and

« high risk: key fundamental cybersecurity policies, processes, and
tools are either not in place or not deployed sufficiently.

For fiscal year 2017, OMB reported that not all agencies were managing
risk. When considering each of the five core security functions, OMB
reported that most of the 23 agencies were at risk or at high risk with
regard to the identify and protect core security functions. Less than half of
the 23 agencies were at risk with regard to the detect, respond, and
recover core security functions. Overall, OMB determined that 13
agencies were managing risk and that the remaining 10 agencies were at
risk of not effectively identifying, protecting, detecting, responding to, and
if necessary, recovering from cyber intrusions. Figure 6 shows OMB’s risk
management assessment ratings by core security function across the 23
agencies for fiscal year 2017.

Page 30 GAO-19-105 Federal Information Security



Figure 6: Risk Management Assessment Ratings by Core Security Function for the
23 Civilian Chief Financial Officers Act of 1990 Agencies, Fiscal Year 2017
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Source: GAO analysis of Office of Management and Budget Fiscal Year 2017 Federal Information Security Modernization Act
of 2014 Annual Report To Congress. | GAO-19-105

The 23 civilian agencies covered by the Chief Financial Officers Act of 1990 are the Departments of
Agriculture, Commerce, Education, Energy, Health and Human Services, Homeland Security,
Housing and Urban Development, the Interior, Justice, Labor, State, Transportation, the Treasury,
and Veterans Affairs; the Environmental Protection Agency; General Services Administration;
National Aeronautics and Space Administration; National Science Foundation; Nuclear Regulatory
Commission; Office of Personnel Management; Small Business Administration; Social Security
Administration; and the U.S. Agency for International Development.
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DHS and OMB
Facilitated the Use of
Intrusion Detection
and Prevention
Capabilities to Secure
Federal Agency
Systems, but Further
Efforts Remain

DHS and OMB, as required by law and policy, have taken various actions
to facilitate the agencies’ use of intrusion detection and prevention
capabilities to secure federal systems. For example, DHS has developed
an intrusion assessment plan, deployed NCPS to offer intrusion detection
and prevention capabilities to agencies, and is providing tools and
services to agencies to monitor their networks through its CDM program.
However, NCPS still had limitations in detecting certain types of traffic
and agencies were not sending all appropriate traffic through the system.
Further, CDM was behind at meeting planned implementation dates, and
agencies have requested additional training and guidance for these
services. OMB has taken steps to improve upon agencies’ capabilities,
but has not completed a policy and strategy to do so, or fully reported on
its assessment of agencies’ capabilities.

DHS Has Taken Actions to
Facilitate the Use of
Intrusion Detection and
Prevention Capabilities
and to Make
Improvements to Those
Capabilities

The Federal Cybersecurity Enhancement Act of 2015 requires DHS, in
coordination with OMB, to develop and implement an intrusion
assessment plan to proactively detect, identify, and remove intruders in
agency information systems on a routine basis. The act also requires that
the plan be updated, as necessary.

In December 2016, DHS documented its Intrusion Assessment Plan.®® In
the plan, DHS outlined tools, platforms, resources, and ongoing work that
the department provides, and that are intended to help agencies detect,
identify, and remove intruders on their networks and systems. The
intrusion assessment plan also outlines a defense-in-depth strategy,
which utilizes multiple layers of cybersecurity and deploys multiple
capabilities in combination, to secure agencies’ networks and information
systems. For example, the plan calls for DHS to implement NCPS to
provide a perimeter defense for the networks of federal civilian executive
branch agencies, while the agencies are to deploy their own intrusion
detection and prevention capabilities inside their networks. DHS
submitted its intrusion assessment plan to OMB in January 2017.

58Department of Homeland Security, Intrusion Assessment Plan: Fiscal Year 2016 Report
to Congress (Washington, D.C.: Dec. 22, 2016).
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DHS Has Worked to
Improve NCPS, but
Agencies Did Not Route
All Traffic through Intrusion
Detection and Prevention
Capabilities Offered by this
System

The Federal Cybersecurity Enhancement Act of 2015 also requires DHS
to deploy, operate, and maintain a capability to detect cybersecurity risks
and prevent network traffic associated with such risks from transiting to or
from an agency information system. In addition, the act requires that DHS
make regular improvements to intrusion detection and prevention
capabilities by 