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WASHINGTON D.C. .20548 . ’

B-132376 R o | R Qooeed:

The Honorable Warren G. Magnusbn . : o
Chairman, Committee on . JUN Y 1978
Appropriations

Unlted States Senate

Dear Mr. Chairman:

Our December 16, 1977, report, "Proposals to Resolve Long-
standing Problems in Investigations of Federal Employees"
(FPCD-77-64) discussed the Federal program for investigating
the suitability of Federal employees, its problems and the
actions needed. The Civil Service Commission is primarily
responsible for conducting the investigations. Our recommenda-
tions in the. report, when implemented, would establish a '
‘sound statutory base for the. investigations; prov1de a means
to identify and adequately investigate persons in positions
with sensitive duties, and greatly reduce the investigation,
potential for invasion of privacy, and collection, use and -
dissemination of information for. the vast majority of
Government employees. ‘ :

We obtained formal‘comments on the report from the
Commission and the Department of Justice.. . Their comments
and our position were discussed -in the original report.® After .
the report was issued, the Department of Defense provided
comments that generally agreed with our position. DOD is
heavily involved in personnel investigations, and it uses the-
Commission's investigations for its civilian employees.

On February 16, 1978, the Commission advised you of their
proposed corrective actions, as required by Section 236 of
the Legislative Reorganization Act of 1970.- .The Commission
agrees with the findings and principles. recommended in our
report, and some of the actions taken by it appear adegquate.
Other proposed actions remain inadequate and will not solve
several of the critical issues we. identified in our report.
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. Our reasons why we believe some of the Commission's

) proposed actions are inadequate are -in enclosure I. The views
of Defense and Justice are also provided in enclosures IT and

III. : :
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This 1nformat10n is also being furnished today to the
Chairmen, House Committee on Appropriations; Senate Committee .
on Governmental Affairs; House Committee on Government
Operatlons, and House Committee on Post Office and Civil
Service. It is also being sent to the Director, Office of
Management and Budget; the Attorney General; and the Chairman,
Civil Service Comm1551on. .

t o Sincerely yours,

R.F.KELLER

S Comptroller General
Ketind of the United States

<&

Enclosures
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EVALUATION OF THE CIVIL SERVICE COMMISSION'S

COMMENTS ON OUR DECEMBER 16, 1977, REPORT

BACKGROUND

Almost everyone entering Federal service is investigated
to make sure he or she is reliable, trustworthy, loyal, and
) of good character. Executive Order ‘10450, dated April 27,
1953, authorizes investigations by the Civil Service Commis-
sion (CSC). The results of these investigations are adjudic-
ated under separate and unrelated Civil Service laws and reg-
ulations. Other authority for investigations and adjudica-
tions is dispersed through various laws, regulations, and

P Executive orders.

Executive Order 10450 united previously separate suit-
ability, security, and loyalty programs under the framework
of a security program. The consolidation of the three pro-
grams under one Executive order has been a source of confu-
"f sion since shortly after it was issued. Also, CSC has had

to modify its investigative process to comply with con-
straints in new laws and court decisions. The cumulative
effect of such constraints has been to

—-redube the authority of employing agencies to remove
employees under the provisions of Executive Order
10450 and

--limit CSC's ability to obtain information bearing on
an applicant's or employee's suitability for employ-
ment.

. Executive Order 10450 authorizes two kinds of investi-
¥ gations=-(1l) full field and (2) national agency check and

i inquiry (NACI). Full field investigations include a check
by CSC of Federal agency arrest and investigative records
and personal interviews and checks of local sources by CSC
investigators. The NACI also includes a check of Federal
agency arrest and investigative records but uses only writ-
L ten inguires to check local sources.

Federal regulations make agency heads responsible for
analyzing and classifying positions according to whether
the positions are.

'T; --critical sensitive,
--noncritical sensitive, or
--nonsensitive,
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The current regulations provide clear criteria as to
how to categorize hlgh-level policymaking positions and posi-
tions with duties reguiring access to classified defense in-
formation. However, they are unclear as to how the agencies
should categorize other positions, and CSC has only three
people to help the agencies in this program. Conseguently,
the agencies have not used the categories consistently.

CSC regulations reqguire agencies to identify positions
as noncritical sensitive if they require access to secret or
confidential defense information. The regulations do not
discuss other sensitive duties which should be classified as
noncritical sensitive. We think this category should in-
clude those positions with potential to adversely affect
agency operations on less than a national scope.

These classifications control whether employees ap-
pointed to the positions must be subjected to a full field
investigation or to a less intense NACI. CSC conducts a
full field investigation for all positions classified cri-
tical sensitive. These positions have duties critical to
national security or require the highest degree of trust.

CSC conducts a NACI for positions ClaSSlfled noncritical sen-
sitive or nonsensitive.

Since agencies rely on the NACI investigation for in-
formation to determine the suitability of occupants of
sensitive positions, CSC needs to establish controls to
make sure that

--responses to requests for information are obtained,

--additional investigations are made when appropriate,
and

~-the investigation is not arbitrarily reduced.

On the other hand, the scope of the present NACI investi-
gation seems excessive for the vast majority of positions
which have no . duties materially affecting agency opera-
tions.

Because agencies have authority to adjudicate the
suitability of nonsensitive employees, CSC disseminates
all the derogatory information collected to the employ-
ing agency, even though much of it is irrelevant to suit-
ability, security, or loyalty determinations. Yet, some
agencies have no way to gather additional information to

ut the:dego%atory information into perspective. CSC
eeps the information for at least 20 years, and many

2
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agencies retain it throughout the employee's career. CSC has
no overview on how the agencies use the information.

RECOMMENDATION TO THE CONGRESS

We recommended that the Congress consolidate into one
law the authority to investigate and judge the suitability
of Federal employees, including the potential of employees
in sensitive positions to impair national security. We said
the Congress should consider:

--Restrictions imposed on personnel investigations by
other laws, such as the Privacy Act of 1974, and
court decisions protecting individuals' constitu-
tional rights.

--Whether CSC should investigate occupants of nonsen-
sitive positions only to determine prior criminal
conduct, leaving to employing agencies the responsi-
bility for assessing applicants' efficiency.

--The need to define, in a manner acceptable to the
courts, disloyal acts which should bar Federal em-

ployment. :

--The scope of investigation needed for the several
levels of security clearances granted Federal employ-

ees.

--Whether there is a need in the legislation for pro-
visions to aid CSC in gathering local law enforce-
ment information; for example, reimbursing local law
enforcement agencies for supplying information, re-
.ceiving assistance from Federal law enforcement
agencies, or clarifying CSC's legal authority to
have local arrest information.

CSC comments

CSC agrees that a consolidation of investigative author-
ity is needed. However, CSC believes the consolidation can
best be accomplished by an Executive order. On the other
hand CSC says it needs help from the Congress regarding
several of the problems we think the Congress should con-
sider in drafting legislation. For example CSC said:

--There is a néed for the Congress or the Attorney Gen-
eral to reconcile any conflicts between the intent

- and application of restrictions imposed on personnel
investigations by other laws, such as the Privacy

3
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Act, and court decisions. There is also a need to
prescribe the extent to which information related to
exercise of first amendment rights may be collected,
maintained, disseminated, and used in the adjudica-
tive process.

--I1t needs definitive guidelines from the Congress or
the Attorney General regarding disloyal acts which
should bar Federal employment.

; --It would welcome assistance from the Congress in ob-
! taining information from local enforcement agencies.

Evaluation of CSC comments

We do not agree that an Executive order would be adequ-
ate for more than an interim period until legislation could
be drafted. Since new authority must consider restrictions
placed on personnel investigations by other laws and court
decisions, we believe it is imperative that Congress define
the basic reguirements for investigating and adjudicating
the suitability and security of Government employees.

One problem facing CSC and other investigative agencies
¢ is the difficulties in balancing the goals of protecting our
[} national security and welfare and the recent legislation and
‘ court decisions protecting the constitutional rights and
privacy of individuals. In this regard, the Supreme Court
has said:

[ "Whenever constitutional limits upon the investi-
. gative power of Congress have to be drawn by this
oo court, it ought only to be done after Congress
has demonstrated its full awareness of what is at
stake by unequivocally authorizing an inquiry of
dubious limits. Experience admonishes us to
tread warily in this domain."

We believe that only the Congress should authorize .in-
vestigations which are designed to protect the welfare and
~ security of the Government. Since investigations almost
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inevitably infringe on the rights and privacy of individuals,
the extent of such infringement should be determined only after
careful consideration by the Congress. It should be ex-
pected, as has happened in the past, that the necessity,

scope, and use of investigations will be tested in the

courts. For these reasons we believe another Executive

order would eventually result in another fragmented ap-

proach to solving the problems.

Department of Justice comments

Justice stated it agrees on the need for legislation to
consolidate the authority for suitability investigations
into one law. This law would not conflict with the Privacy
Act and would define in a manner acceptable to the courts
the kinds of acts which disqualify an individual from Fed-
eral employment. Justice emphasized the need for legisla-
tion to establish goals and limitations of personnel inves-
tigations and the criteria for judging the suitability and
trustworthiness of Federal employees. Justice also agrees
the legislation‘:should contain guidelines for the collec-
tion and dissemination of information by investigative
agencies.

Department of Defense (DOD} comments

DOD agrees there is a need for a new and consolidated
legislative basis for the Federal personnel security pro-
gram. DOD states that if loyalty is to continue as a
standard for Federal employment, as well as access to
classified information, then it must be specifically de-
fined so that Federal investigative agencies will under-
stand their investigative authority and Federal personnel
security adjudicators will know which activities are dis-
gualifying.

RECOMMENDATION TO CSC TO IMPROVE
EMPLOYING AGENCIES' CONSISTENCY
TN CLASSIFYING POSITIONS

To improve employing agencies' consistency in classi-
fying positions so that occupants of those positions are
appropriately investigated, we recommended that CSC es-
tablish criteria which will provide agencies clear in-

- structions on how to classify positions into three cate-
gories based on whether the position duties would enable
an occupant to have (1) a materially adverse effect on
national security and/or a materially adverse effect on
other national interests, (2) a materially adverse ef-
fect on agency operations, or (3) no materially adverse

5
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effect on agency national interest. These classifications
should then be used as the communication tool for designat-
ing the scope of the investigation needed, the responsibility
for adjudication, and the need to disseminate investigative

results.

CsC comments

csc
tive and
gories.

has proposed two classification categories, sensi-
nonsensitive, to replace the three existing cate-
The CSC proposal calls for the following criteria to

368

be applied in designating a position as sensitive, which would
require a full field investigation. BAll other positions

would be
(1)

(2)
(3)

(3)

(6)

(7)

nonsensitive and require. an NACI. -

Access to information classified as Secret or Top
Secret under Executive Order 11652,

Duties involved in the conduct of foreign affairs.

Approval of plans, policies, or programs which af-
fect the overall operations of a department, agency,
or organizational component; that is, policymaking
or policy-determining positions.

Investigative duties, the issuance of personnel
security clearances, or the making of personnel
security determinations.

Duties involved in approving the collection, grant,
loan, payment, or other use of property or funds

of high value, or other duties demanding the high-
est degree of public trust and confidence.

Duties involved in the enforcement of laws, or re-
sponsibilities for the protection of individuals
Or property.

Duties, whether performed by Federal employees or
contractors, involved in the design, operation, or
maintenance of Federal computer systems, or access
to data contained in manual or automated files and
records or Federal computer systems, when such
data relates to national security, personal, pro-
prietary or economically valuable information, or
when the duties or data relate to distribution of
funds, regquisition of supplies, or similar func-
tions,
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(8) Duties involved in or access to areas which have
a critical impact on the national security, econo-
mic well-being of the Nation, or public health or
safety.

CSC also said that regardless of criteria, placing a p051t10n
in' a specific designation is Jjudgmental, and the agency is
in the best position to make that decision. CSC would be
glad to provide assistance to. the extent it is able.

Evaluation of CSC comments

In our original report we disagreed with CSC's proposed
action to use only two classifications, sensitive and nonsen-
sitive, After reviewing the detailed criteria CSC now pro-
poses as corrective action, we still believe that CSC's pro-
posal is inadequate.

It is very important to provide for two levels of posi-

- tions which have sensitive duties, instead of the one recom-

mended by CSC. Recognizing this necessity will require more
definitive guidelines by CSC than proposed in the previous
criteria. These criteria do not provide definitive guidelines
for some duties which CSC believes are sensitive, nor does it
recognize that there are degrees of sensitivity. Duties de-
scribed in criteria 5, 7, and 8 are particularly vague and
could be interpreted to cover vast numbers of Federal em-
ployees or even entire agencies. Although some clasifica-
tions may be subjective, we believe that better criteria

will reduce the number of such judgmental decisions.

Using two sensitive categories instead of one can
greatly reduce the overall cost of investigating Federal em-
ployees while providing the protection the Government needs.
Using our recommendatioh, fewer expensive full field inves-
tigations would be required, with greater use of less ex-
pensive controlled NACI.

We agree with CSC that those positions which have very
sensitive duties having an impact on national welfare or
security should be sensitive and subject to a full field in-
vestigation. Examples are top agency officials and other
positions with access to top-secret defense information.

We agree with CSC that distinct and different reasons are
needed to categorize positions based on access to classified
defense information from those which can affect accomplish-
ment of agency missions.

However, there needs to be a separate classification for
positions which have sensitive duties which can have less

7
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than a national impact on agency operations or DOD security
matters. CSC does not agree, and its proposal does not pre-
scribe specific criteria for these positions. As a result,
we believe agencies will continue to be confused on which
positions to classify as sensitive.. In addition, the pro-
posed criteria will require that a full field investigation
be conducted for all sensitive positions and, as previously
noted, at significantly higher costs over that of an NACI.
The NACI, if improved as we have recommended, would be an
adegquate and cost-effective investigation. The primary dif-
ference between the full field investigation and improved
NACI would be the use of controlled written inquiries for
the NACI instead of investigators. Followups by personal

‘investigation should be made as necessary. Further, we do

not believe that CSC has sufficiently analyzed this situa-
tion to satisfactorily determine the level of investigation
needed for access to secret information.

For the third classification CSC should provide agenc-
ies with adequate criteria to identify positions which are
nonsensitive. A criterion to be used would consider the
nature of the duties of such positions where close supervi-
sion can prevent the compromise or successful achievement
of agency missions. For such positions a check of criminal
misconduct should be adequate. As a result of court deci-
sions, adverse action can rarely be taken against occupants
of these positions except for prior criminal conduct.

Justice comments

Justice states that our recommendations are realistic.
Justice also emphasizes the need to identify in a specific
group those positions which are really sensitive. Justice
agrees with us that three categories are needed to improve
the consistency in classifying positions and to insure that
persons in sensitive positions are appropriately investi-
gated.

DOD comments

“DOD states that CSC's proposal for two categories is
inconsistent with the concept of structuring the scope of
investigations according to the degree of sensitivity.
Further it would be inconsistent with DOD investigative
policy, which has long been applied in the military and
industrial personnel security programs. DOD also cites
the overwhelming cost increases which would result from
reguiring a full field investigation for all occupants
of sensitive positions.
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RECOMMENDATIONS TO CSC TO_INSURE

THAT OCCUPANTS OF SENSITIVE POSITIONS
ARE PROPERLY INVESTIGATED

CSC responded to our original report describing several
actions under way or planned to correct the weaknesses in the
NACI process. We disagree with some of the actions. CsC's
subsequent response regarding corrective action are the same
as those we believe are inadequate.

First recommendation

We recommended that CSC establish controls which ;nsgre
that written inquires are responded to and used for adjudica-
tion. A

CSC comments

CSC commented that although it is now retaining all
vouchers (responses to inguiries) and using them in the
adjudicative process, it cannot insure that all vouchers sent
will produce a response. It believes it cannot require a response
from those reluctant to respond,; nor spend the time and money
to track down addressees who have relocated.

Evaluation of CSC comments

CSC describes a realistic problem, but its response
does not show it has established controls and criteria to
adequately investigate occupants of noncritical sensitive
positions.

Retaining all vouchers received and using them in ad-
judication is a positive .action, but this action alone does
not assure that any responses are received. Criteria based
on studies of relevant and productive sources should be de-
veloped to make sure additional effort is expended to ob-
tain needed information. We believe that if it is necessary
to ask for information, it is necessary to have alternative .
approaches, such as using telephone calls, followup written
inquires, and investigators to obtain the information. An
example of a problem which will not be solved by CSC's ac-
tion is not receiving criminal records from law enforce-
ment agencies because they will not respond to written in-
guiries. Investigators can often obtain this information.

Second recommendation

We recommended that CSC establish controls which in-
sure that classifiable fingerprints for the FBI check are
obtained. '
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CsC cdmments

CSC has requested improvements from agencies. CSC is
currently offering training in this area and stated it will
monitor agency performance to identify those having problems.
However, it stated it must be realized that many agency people
who take prints are less than expert in the field. CSC does
not believe that refusing to process cases until classifiable
prints are obtained is a viable alternative, since several
agencies grant interim clearance on the basis of a name
check only.

Evaluation of CSC comments

We agree that training programs are necessary to reduce
the rate of unreadablé prints submitted by agencies for oc-
cupants of sensitive positions. However, training alone will
not assure that FBI files will be successfully checked for
criminal records. As pointed out in our report, the FBI
locates 93 percent of the arrest records it finds in its
files by name check. The other 7 percent would not have
been found without readable fingerprints. 1In dealing with
occupants of sensitive positions, we do not think that
agencies should judge whether to resubmit prints for classi-
fication. Specific criteria and controls are needed for
resubmission.

RECOMMENDATIONS TO INSURE THAT THE

THAT WHICH 1S NEEDED

_ To eliminate the dual adjudication of NACI investiga-
tions and reduce the gathering and dissemination of invesi-

gative information for occupants of nonsensitive positions,
we recommended that CSC:

--Ass@gp adjudication responsibility for all sensitive
positions to employing agencies.

—~=Assume complete responsibility of adjudicating past
conduct in making suitability determinations for
occupants of nonsensitive positions and retain in-
vestigative results.

--Establish criteria on the completeness, accuracy, and
age of information which can be used by CSC for ad-
judication or be disseminated to an employing agency
for its adjudication. Also, restrict the collection
of information to that which can be used.

10
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CSC comments

CSC agrees agencies should adjudicate the investigative
results for all sensitive positions. But CSC does not agree
it should assume complete adjudication responsibility for oc-
cupants of nonsensitive positions. CSC has approved but not
implemented the delegation to employing agencies of the
responsibility to evaluate suitability information in all
appointee cases. (CSC agrees with us that any delegation
of adjudication authority requires controls on the information
which will be disseminated.

CSC stated its investigators have received instructions
on the collection and reporting of information bearing on
exercise of individual rights. The CSC is reviewing files
established before the Privacy Act prior to release to in--
sure that first amendment information is not disseminated.
In addition CSC stated it was developing guidelines to be
used in determlnlng what information will be used by CSC or
released to agencies.

Evaluation of CSC comments

We believe that if CSC would determine that a person in
a nonsensitive position is suitable for Government employ-
ment, the investigative results could be retained at CSC, and
employing agencies could accept that decision. This would
improve the consistency of adjudications and stop the dis-
semination of information. Our opinion rests on the court
decision which reguires that adverse actions must be based
on a relationship between conduct and an individual's abil-
ity to perform the duties of the position. Also, before an
investigation is initiated the employing agency has already
determined the person's job qualifications, and by the

‘time the investigation is completed, the employing agency

has monitored several weeks of performance.

11
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UNITED STATES CIiVIL SERVICE COMMISSION B LY MM AL TO
WASHINGTON, D.C. 20415 =
_—
.  FEB185 w8 ¢ ~
<
Honorable Elmer B. Staats <
L]

Comptroller General of the United States

General Accounting Office ..

Washington, D. C. 20548 -—
' on

L

Dear Elmer:

This is our response to the General Accounting Office report on Proposals
to Resolve Longstanding Problems in Investigations of Federal Employees,
dated December 16, 1977 (FPCD-77-64 B-132376). The response is forwarded
in accordance with the Legislative Reorganization Act of 1970 (31 U.S.€.

1176).

The Act requires that we state our positionm on each GAO recommendation
and finding of deficiency with an explanation of corrective actions
taken. Our response to the report will address, in order, a recommenda-
tion to the Congress and recommendations to the Chairman, Civil Service

Commission.

Recommendation to the Congress

GAO recommends that the Congress consolidate into one law the authority
to ipvestigate and judge the suitability of Federal employees, including
the potential of employees in sensitive positions to impair national
sscurity. We agree that such consolidarion of investigative authority
is needed.’ Although we have no objection to comsolidation through
legislation, we feel that it can best be accomplished by direction of
the President. We concur with the GAO finding that Executive Order 10450
is out of date. However, we feel that its shortcomings have only become
apparent in retrospect and are more a result of changing times than any
inborn weakness. We believe that a new Presidential directive building
on 10450's strengths and eliminating its weaknesses should be sufficient
foundation upon which to build an investigative program.

The recommendation speaks to the consolidation of adjudicative authority;
we hold that the Comnission should judge applicant suitability, with
agencies making determinations on all applicants for and appointees to

sensitive positions. This division of adjudicative authority is consistent

with the intent of the Civil Sexvice Act and Executive Order 10450. The
Comuission recently approved the assignment of suitability evaluation of

appointees to the employing agemey. This action was taken to accommodate
the responsibility dimplied in E.O. 10450, and because we believe the

THE MERIT SYSTEM—A GOOD INVESTMENT IN GOOD GOVERNMENT
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-

employer is in the best position to weigh the information at issue against
the duties of the position and the mission of the agency. :

As part of its recommendation, GAO suggested several specific program
areas for consideration by Congress:

Congress should consider restrictioﬁs imposed on personnel investigations
by other laws, such as the Privacy Act of 1974, and court decisionms
procac:ingg;ndivxduals constitutional rlgh:s.

There is a need for review in this area, especially with respect to
striking a balance between the constitutional rights of the individual

and the responsibilities and needs of the Govermment as an employer. The
Congress or the Attorney General should attempt to reconcile any conflicts
batween the intent and application of the restrictions, and prescribe the
extent to which information related to exercise of First Amendment rights
may be collected, maintained, disseminated, and used in the adjudicative
process,

Congress should consider whether CSC should investigate occupaats of .
nonsensitive positions only to determine prior criminal conduct, leaving

to employing agencies the responSbelity for assessing applicants
efficiency.

The requirement of employee trustworthiness demands that honesty, in-
tegrity, loyalty, and general fitness receive consideration, even for
nonsensitive positions.®' Experience shows that not all crimimal conduct
lesds to prosecution; e.g., thieving employees are fired or allowed to
resign, drug or alcohol abusers are placed in rehabilitation programs,
etc. A great deal of information bearing on fitness is furnished by
sources other than those charged with enforcing the law.

gresa should consider (the) need to define, in a manner scceptable to
the courts, disioyal acts which should bar Federal emplovment.

There is a need for definitive guidelines in the area of investigating
and adjudicating information with loyalty comnotations. We would
welcome any definitions that could be provided by Congress or the
Department of Justice.

Congress should consider the scope of investigation needed for the

several levels of security clearances pranted Federal employees.

The scope of any personnel security inves:igation is directly related
to positicn sensitivity and job requirements; it should therefore be
set by the investigative and adjudicative ¢ommunity within the Executive

13
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Branch. A proposed Executive Order to replace 10450 provides for sensi-
tivity classification of positions at the department or agency level,
gives criteria to be applied in designating a position as sensitive, and
allows the Civil Service Commission to prescribe scope.

Congress should consider whether there is a need in the legislation for
provisions to aid CSC in gathering local law enforcement information;
e.g., reimbursing local law énforcement agencies for supplying informa=-
tion, receiving assistance from Federal law enforcement agencies, or
_c_;gifyiuLCSC's legal authority to have local arrest information.

We would welcome assistance in obtaining information from local law
enforcement agencies. We have found that local sources provide an
appreciable amount of actionable information not recorded elsewvhere.
However, our access to such information has been reduced or restricted
by overzealous application of related Federal guidelines, or by adoption
of state or local restrictions on dissemination. As a minimum, state
and local agencies should be made aware of CSC's legal authority to
obtain such information. Any financial consideration provided to state
or local agencies should be in the form of grants or other asgistance; .
direct reimbursement would prove too costly.

Recommendations to the Chairman, Civil Service Commission

Recommendations to improve employing,agencies consistency in classifying
positiors.

Establish criteria which will provide agencies clear instructions on how
to classify positions into three categories based on whether the position
duties would enable an occupant to have (1) a materially adverse effect
on national security and/or a materially adverse effect on other national
interests, (2) a materially adverse effect on agency operations, or

(3) no materially adverse effect on agency or national interests. These
classifications should then be used as the communication tool for desig-
nating the scope of the investigation needed, the responsibility for

adjudication, and the need to disseminate investigacive results.

" The term "materially adverse effect’ appeared in the first proposed Executive
Order to replace 10450 but was not included in the rewrite, the feeling being
that it is vague, difficult to define, and would lead to comfusion in classi-~-
fication and designation. The rewrite calls for two classification categories,
sensitive and nonsensitive, with the following criteria to be applied in
designating a position as sensitive:

(1) Access to information classified as Secret 6r Top Secreat
under Executive Order 11652;

14
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12) Duties involved in the conduct of foreign affairs;

(3) Approval of plans, policies or programs which affect the
overall operations of a department, agency, or organizational
component; that is, policy-making or policy-determining
positions;

(4) 1Investigative duties, the issuance of personnel security
clearances, or the making of personnel security determina-
tions;

(5) Duties involved in approving the collection, granmt, loan,
payment or other use of property or funds of high value, or
other duties déemanding the highest degree of public trust and
confidence;

(6) Duties involved in the enforcement of laws, or respon-
sibilities for the protection of individuals or property;

(7) Duties, whether performed by Federal employees or .
contractors, involved in the design, operation or maintenance :
of Federal computer systems, or access to data contained in
manual or automated files and records or Federal computrer
systems, when such data relates to national security,. personal,
proprietary or economically valuable information, or when the
duties or data relate to distribution of funds, requisition

of supplies or similar functions; or

(8) Duties involved in or access to areas which have a critiesl
inpact on the national security, econcmic uell—being of the
netion, or public health or safety.

Regardless of criteria, the placing of a position in a specific designation
is s judgmwent call; the agency is in the best position to make it. The
Civil Service Commission would be glad to provide assistance to the extent
it is able.

Assign more people to the review of agency classifications to bring about
consistent use of the categoties and thus appropriate investigatioms.

We agree that this part of our function needs to be strengthened, and we
anticipate that our Security Appraisal staff will be increased. The proposed
Executive Order would give CSC more authority in this area and would require
that agencies implement corrective action or wodificaction prescribed by the
Commission. This authority is not currently contained in Executive Order
10450.

15
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d

Recommendations to insure that occupants of sensitive positions are properly

investigated,

Establish controls which insure that written inquiries are responded to and
used for adjudication.

Although we are now retaining all vouchers and using them in the adjudicarive
process, we cannot insure that all vouchers sent will produce response. We
cannot require response from those reluctant to respond; nor can we Spend .
the time and money to track dowvn addressees who have relocated.

Establish controls whiéh insure that classifiable fingerprints for the FEI
check are obrained. j

We have requested improvement from agencies, we are currently offering
training in this area, and we anticipate that a 95 percent rate of profi-
ciency will be met. We will monitor agency performance to identify those
having problems, however, it must be realized. that many agency people who
take prints are less-than-expert in the field. We do not feel that
refusing to process cases unti]l classifiable prints are obtained is a
viable alternative, since several agencies grant interim clearance on the
basis of a name check only,

Establish clear criteria for determiming when cases should be further
investigated to obtain complete and accurate information and to ascertain
if a pattern of misconduct is contimuing or if rehabilitation has been

accomplished.

We have developed criteria to be used in making a determination as to
whether additional investigation should be accomplished; they are currently
being evaluated and we anticipate they will be issued in early April.

Establish controls to prevent arbitrary reductions in scope of investiga-
tions. }

We feel that the consolidation of the NAC/NACI operation and the applicarion
of the criteria for initiating addirional investigation will insure that
scope requirements are met.

Recommendations to insure that lovalty investigations protect the interests
of the Govermment and the rights of individuals.

Order loyalty investigations only when the type of information being pursued
will be disqualifying if verified. ) ‘

We agree that there is a need for guidance in this area. The proposed
Executive Order would require the Department of Justice to issue guidelines
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for the referral of cases to the Federal Bureau of Investigation and
establish criteria for the use of the information developed by these
investigations in the adjudication of such cases.

Obtain authorization from the Congress for the files om alleged subversive

and radical organizations or destroy the files.

We have decided to dispose of all our organization files.

Recommendations to insure that the investigative information collected and-
disseminated is limited to only that which is needed.

Assume complete responsibility for adjudicating past conduct in making
suitability determinations for occupants of nonsensitive positions and

retain the investigative results.

The Commigsion has approved delegating to employing agencies the respon-
sibility for evaluating suitability information in all appointee cases,
At present, agencies adjudicate information in critical~sensitive cases,
and share jurisdiction with CSC in noncritical-sensitive and nonsensitive
cases. Given the approved delegation, the question remains as to what
information will be disseminated to agencies; this will be addressed
following the next item.

Assien adjudication respongibility for all sensitive;posi:ions to employing
agencies.

We endorse this recommendation and will issue an implementing directive
should the proposed order be approved with its sensitive/nonsensitive
classification provision. As indicared above, agencies now have adjudi-
cative luthority, by delegation from the Commission, in critical-sensitive
ponitions.

"Establish criteria on the completemess, accuracy, and age of informatiom
vhich can be used by CSC for adjudication or be disseminated to an employing
agency for its adjudicatrion. Also: restrict the collection of information

to that which can be used.

Our investigators have received instructions on the collection and reporting
of information bearing on exercise of individual rights. We are reviewing
files established before the Privacy Act prior to releagse to insure that
First Amendment information is not disseminated. In addition, we are
developing guidelines to be used in making a determination as to what
dnformation will be used by the CSC or released to agencies.
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When needed to determine the qualifications of potential appointees, direct

employing agencies to make appropriate inguiries of prior employmwent and
educational sources.

Agencies already have this authority in the case of applicants, and are .
instructed to refer all investigative information to the Commission when
requesting an NACI. In the case of appointees, qualifications have already
been determined; the making of inquiries is a required part of suirability
screening. Also to be considered is the cost factor; the cost difference
in processing written inquiries from thousands of agency installations and °
£rom one central location (Boyers, Pennsylvania) would be enormous.

In summary, we agree with the principles contained in the GAO study. We
hope that' the recommendations contained therein will provide the impetus
for the establishment of a strong, consistent, and equitable personnel
ipvestigations program.

I will be happy to supply any additionsl information you desire.

. Sigderely youry,

18




3 ¥av g,
vy

ASSISTANT SECRETARY OF DEFENSE
WASHINGTON, D.C. 2030%
S 31MARS® .
&2
en . K
o L%

Honorable Elmer B. Staats

Comptroller General of the United States
U. S. General Accounting Office
Washington, D. C. 20548

Dear Mr. Staats:

On behalf of the Secretary of Defense, I am forwarding Department
comments concerning your report to the Congress entitled '""Proposals
to Resolve Longstanding Problems in Investigations of Federal
Employees, ' dated December L6, 1977, (OSD Case # 4792)(FRCD

‘T77-64).

We find the report to be a very thorough assessment of various long-~
standing problems that have beset the Federal personnel investigative
program. Moreover, we agree that the program's foundation, as
expressed in an Executive Order (E.Q. 10450) promulgated almost

25 years ago, falls short of meeting current personnel security needs
of the Government and is much in need of overhanl. We understand
that the Office of Management and Budget. in recognition of this short-
coming, has under consideration a proposed drait Order to replace

E, O. 10450 which is expected to be coordinated in the near future,

We do support your recommendation for legislation to consolidate the
authority to investigate and adjudicate the suitability of Federal
employees and believe this is a particuiarly important option with
respect to sensitive positions involving national security.

' Pending the development of this legislation, we believe that an up-dated
Order to replace Executive Order 10450 would provide the most practi-
cal and expeditious means of bringing about a revitalization of the Fed-
eral personnel security program.

We must take particular exception with the recommendation that Full
Field Investigations be 2 requirement for all sensitive positions. As

GAO Wote: 1In regard to the last complete sentence on this oage, & >
DOD is taking exception to the C5C proposai that all ; 2
sensitive positions recuire a Full Tield IZavestigation. § §
See page 24 for DOD's discussion of the CSC proposal. & N

~
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pointed out in the attachment, it is an unrealistic requirement which
would necessitate enormous expenditure of investigative resources
which simply are not available,

The attachment sets forth the Department's specific comments con-
cerning individual recommendations contained in your report as well
as other overall observations on this subject. We greatly appreciate
your providing us the opportunity to comment upon your proposals.

Sincerely,

John R. Cuztieh

Acting Azsiztont ©.oorl-ry of Dulnss
AR (5o S s

Attachment { )
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Department of Defense Comments
on the. Report of the .
- Comptroller General of the United States
| entitled
"Proposals to Resclve Longstanding Problems in Investigations

of Federal Empicyees"

GENERAL OBSERVATIONS

The original amalgamation of suitability, loyalty and.security programs
into a single Executive Order (10450), combined with subsequent legis-
lation and court decisions, has had the effect of producing an averall
maze of regulatory requirements that make the Federal personnel investi-
gative program confusing, conflictive and essentially ineffective. As a
result, actions to remove Federal employees on security grounds are
practically nonexistent -- as are denials or revocations of security .
clearance on national security grounds.

Although we recognize that there is no simple panacea in this complex
area of personnel security, we do believe that the approach we have
_outlined below should go a long way toward overcoming the shortcomings
presently existing in the program.

There is a need to develop regulations that establish and separate the
authority to investigate and adjudicate suitability matters from security
matters. In doing so, careful consideration must be given to developing
realistic criteria that may be used in evaluating trustworthiness with
respect to access to classified information or assignment to seasitive .
duties.

Once such criteria are agreed upen, it will become clear what kind of
investigative information is needed by adjudicators to make trustworthi-
ness determinations. Personnel security program investigations can
then be scoped in accordance with actual needs of the adjudicators.
Emphasis can be placed upon the collection of relevant information.
Sources of information most likely to produce relevant informaticn

would be identified, Investigative elements that are unproductive,
redundant or irrelevant would be elirninated. As a result, restructured
investigative requirements would be developed that should be more
efficient, less costly, and would avoid unnecessary intrusions of privacy.
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Finally, clear authority must be given to heads of departments and
agencies to take decisive action after evaluating the investigative
information against established disqualifying criteria.

v

RECOMMENDATIONS TO THE CONGRESS

1. Consolidate into one law the authority to investigate and judge
the suitability of Federal employees, including the potential of employees
in sensitive positions to impair national security.

S~

DoD Comment

We agree that there is a need for a new and consolidated legislative
basis for the Federal personnel security program. The current program
is ineffective largely because of the dichotomy created by using E, O, '
10450, essentially a security Order, as the basis for conducting personnel
investigations while the results of those investigations are adjudicated on
suitability criteria issued under separate and unrelated civil service laws
and regulations. Criteria used in the adjudicative process should logically
relate to the original basis for the investigation.

We feel that an upgraded Executive Order would best insure the
needed program revision on a timely basis,

2. Consider restrictions imposed on personnel security investigations
by other laws, such as the Privacy Act of 1974, and court decisions pro-
tecting individual constitutional rights. - .

DoD Comment _

“This is .a difficult problem and we agree that it should be considered
by Congress. Specific effects of the Privacy Act of 1974 include denial
of needed criminal history record information (at local and state jurisdic-
tions), educational and employment data and an overall tendency to
restrict the ability of Federal investigative agencies to conduct relevant
personnel security interviews with certain sources of information such as
former teachers, employers or co-workers, Signed releases or waivers
by the subject of the investigation are frequently not honored.

3, Consider whether the CSC should investigate occupants of non-
sensitive positions only to determine prior criminal conduct, leaving to
employing agencies the responsibility for assessing efficiency.

DoD Comment

We believe that the CSC investigation for nonsensitive positions should
be limited to a National Agency Check consisting of a FBI-ID (name check

2
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only), FBI-BEQ check, and other national agencies as may be pertinent.
Letters of inquiry, as appropriate, and other traditional personnel
management verification techniques can be utilized by employing agencies
to assess job qualifications. Most agencies currently do this -- thus,

to ask CSC to do more is redundant and not cost-effective.

4, Consider the need to define, in 2 manner acceptable to the
courts, disloyal acts which should bar Federal employment.

DoD Comment

E. O. 10450 requires that all persons privileged to be employed by
the Federal goveroment shall be of ""complete and unswerving loyalty
to the United States." We feel this is a reasonable standard for any

. government to set for its public servants; however, experience in the
personnel security arena has shown that it is an elusive concept when
a specific and legal definition is sought.

Nevertheless, in the day-to-day world, there is continuing evidence
that Federal employees, although few in number, engage in acts which are
inimical to the national security interests of the United States, would deny
others their constitutional rights, and which serve the interest of potential
adveprsaries, It is agreed, however, that when seeking to identify such
conduct, the boundaries may become blurred as to what is constitutionally
protected and what is illegitimate,

If we are to continue to set loyalty as a standard pre-requisite to
Federal employment, as well as . access to classified information, then it
must be specifically defined (or other criteria spelled out to achieve the
intended purpose) so that Federal investigative agencies will understand
their investigative authority and so that Federal personnel security
adjudicators will know exactly which activities are disqualifying.

5. Consider the scope of investigation needed for the several levels
of security clearances granted Federal employees,

.

DoD Comment

We do not believe this is a matter needed to be treated by the Congress
in law. We feel that the 3 levels of position categories are appropriate --
that is, nonsensitive, noncritical sensitive, and critical sensitive. Once
precise and relevant disqualifying eriteria are established, the scope of
the personnel security investigation may be tailored to position seusitivity
as a logical sequence and incorporated into the revised Executive Order.

3
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6. Consider whether there is 2 need in the legislation for provisions
to aid the CSC in gathering local law enforcement information; e, g.
reimbursing local law enforcement agencies for supplying information, .
receiving assistance from Federal law enforcement agencies, or clari- |
{ying the Commission's legal authority to have local arrest information, i

DoD Comment

We concur with the CSC comment that any legislation pertaining to
the personnel investigative program (as well as any revision of E.O.
10450) should contain a provision authorizing the Commission and other
designated Federal personnel security investigative agencies to collect
and disseminate (within the Federal government) criminal justice informa-
tion from local law enforcement agencies, Similarly, we would support
reimbursing such local agencies directly for the information in the form
of grants through the Law Enforcemest Assistance Administration.

RECOMMENDATIONS TO THE.CIVIL SERVICE COMMISSION

1. To improve employing agencies' consistency in classifying
positions as to the scope of investigation needed, establish criteria |
which will provide agencies clear instructions on how to classify posi-
tions into three categories based on sensitivity of duties and assign
more pecple to the review of agency classifications.

DoD Comment

We agree that national criteria for classifying positions at the three
levels of sensitivity must be carefully spelled out. General guidelines
for each level should be incorporated into either legislation or a revised
E. O. 10450, Detailed instructions would more logically fit in a CSC
regulation (such as the Federal Personnel Manual) issued in implementa-
tion of the basic statutory requirement that may be changed as time and
experience dictate. ’

We strongly disagree with the CSC proposal that all sensitive positions

require a Full Field Investigation. This is inconsistent with the basic

idea of levels of sensitivity as well as the proven councept of structuring
scope of investigation according to degree of sensitivity. Further, this
would be incousistent with investigative policy which has long applied ic
the military and industrial personnel security programs where a National
Agency Check is the investigative requirement for access to Secret or
Confidential classified information (identical to the current E. O. 10450
investigative requirement for noncritical sensitive positions). There is

no logic in requiring one standard for Federal employees and another

for military and contractor employees.

4
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The investigative costs of requiring Full Field Investigations of all
persons requiring access to Secret and Confidential information would
be overwhelming and grossly prohibitive, For example, the cost of a
National Agency Check is about $10. The cast of a DoD Background
Investigation (comparable to a Full Field Investigation) is currently
$221. This compares with the cost of approximately $1000 for a Full
Fleld Investigation conducted by the FBI or approximately $700 by the
CSC. In DoD alone this requirement would apply to approximately
500, 000 civilian employees and 1, 200, 000 military. In the industrial
securily area, involving contractor employees of DoD and 16 other
Departments and Agencies of the Executive Branch, the requirement
would impact on approximately éne million contractor employees.

2. To insure that occupants of sensitive poaitions are investigated
properly: '

a. establish controls over written inquiries and see that
classifiable fingerprints are obtained;

" b, establish clear criteria for determining when cases
should be further investigated; and
c. establish controls to prevent arbitrary reductions in
scope of investigations. !

DoD Comment

2a. It was only through the GAQ report that DoD learned of the CSC
unilateral reduction in the scope of NACI investigations. This was done
apparently witiiout notifying the various agencies and resulted in a situation
where even the CSC could not determine whether any part.of the Inquiries
portion of the NACI had been accomplished. We {eel that the requiremen:s
of E. O. 10450 {or any subsequent reissuance) prescribing the scope of
investigations should be strictly implemented.

We recommend that investigative requirements for nonsensitive
positions match those established in DoD for enlisted personnel entering
the Armed Forces. That is: an Entrance National Agency Check con-
sisting of a FBI-ID (name check only), a FBI-EQ check, and checks witk
other national agencies. All checks for sensitive positZbns should
include a technical fingerprint check.

We do not feel that requiring classifiable fingerprints for all non-
critical sensitive positions would be cost-effective, Indeed, experience
bas shown that it is not possible to obtain classifiable fingerprints from
some individuals. If a second effort to obtain classifiable prints fails,

5
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there should be no futher requirement unless there are special factors in
2 particular case which warrant additional effort, The overall security
tisk factor in such cases is negligible.

2b. We agree that clear criteria for determining when cases are to
be further investigated should be established. In DoD, for example, the
Defense Investigative Service has specific guidelines to be followed in
expanding derogatory National Agency Checks. Requiring such procedures
on a national basis would result in more consistent investigations, avoid
unnecessary privacy intrusion, and result in greater cost-efiectiveness,

2c. We agree that controls should be established to prevent arbitrary

reductions in scope of investigations because there is considerable incon-
sistency among the various Federal agencies in investigative scope with
respect to E. O. 10450 "Full Field" Investigation requirerments. This is
particularly true with respect to investigations conducted for Sensitive
Compartmented Information under the requirements of Director of Central
Intelligence Directive 1/14. With respect to any reductions in the scope
of Background Investigations made by DoD, it should be noted they have
been based on comprehensive studies that have demonstrated that the

~ reduced or eliminated elements were either irrelevant, redundaszt or not
productive, :

3, To insure that loyalty investigatidns protect the interests of the
Government and the rights of individuals, order loyalty investigations
only when the type of information being pursued will be disqualifying if
verified.

DoD Comment

We agree with this recommendation because it is a necessary extension
of the development of criteria for determining loyalty.

4, To insure that the investigative information is limited to only
that which is needed to make suitability, security and loyalty information:

a. CSC assume complete responsibility for adjudicating past
conduct in making suitability determinations for occupants of nonsensi-
tive positions and retain the investigative results.

) -

b. CSC assign adjudicative responmsibility for all sensitive

positions to employing agencies.

c. CSC establish criteria on the completeness, accuracy and

age of information which can be collected, used, or disserminated to an
employing agency.
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d. When needed to determine the qualifications of potential
appointees, the CSC direct employing agencies to make appropriate
inquiries of prior appointment and educational sources.

DSD Comment

4a and b. Because the individual agencies would in any event have

adjudicators to make sensitive position determinations, we do not see the
"need to set up a duplicate set of adjudicators within CSC to deterrnine
suitability for nonsensitive positions. We agree with CSC that the emploving
agency should be provided all of the investigative data and make their own
determination, This would be consistent with the recommendation that

CSC assign adjudicative responsibility for all sensitive positions to employing
agencies, a recommendation we agree with.

4c. We do not agree that CSC should establish such criteria, rather
they should be incorporated into the revision of E. O, 10450 and/or any
subsequent consolidated legislation and the criteria should apply to all
Federal agencies conducting personnel security investigations.,

4d, We feel the responsibility for determining the qualifications of

~ potential employees, is against a personnel security determination, may

best be accomplished through traditional persdanel (in contrast to investi-
gative) procedures as indicated in ocur comment on item 3, "RECOMMENDA-~
TIONS TO THE CONGRESS, " above. S
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