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The Federal Managers' Financial Integrity Act of 1982 (31 U.S.C. 
3512(b) and (c) requires department and agency managers to identify 
internal control and accounting systems weaknesses that can lead to 
fraud, waste, and abuse in government operations. The act requires 
federal managers to correct the weaknesses and to reprt annually to 
the President and the Cbnqress on their progress. The legislation 
provides an important impetus to the restoration of the public's 
confidence in the financial management of its goverrxnent. 

Agency reports made pursuant to the act, agency inspector general 
audits, and GAO reviews show that widespread and often long-standing 
w&nesses and breakdowns in agency internal controls continue to 
result in wasteful spending, pxr management, and losses involving 
billions of dollars of federal funds. The weaknesses have also made 
outright fraud m3re feasible. Inadequate agency accounting systems 
and financial reports have contributd to the government's dilm. 

This report, GAO'S second governmentwide report on the act, provides 
an overall perspective on the internal control and accountinq systems 
problems facing the government and highlights problems which have 
hindered agencies' efforts to implement the Federal Managers' 
FinanGial Inteqrity Act. 

We are sending copies of this report to the Director of the Office of 
Management and Budget. Recausc the reprt discusses information that 
should be useful to all agencies, L-E are also sending copies to the 
heads of f&era1 agencies and xe asking them to make a concerted 
effort to strengthen their internal control and accounting systems. 

Charles A. Bowsher 
Cxnptroller enera 
of the United States 



Exeeutive Summary 

Fraud, waste, and abuse in federal activities and programs lead to the 
loss of billions of dollars of government funds, erode public confidence, 
and undermine the federal government’s ability to operate effectively. 
Continuing concern over the poor condition of government internal con- 
trol and accounting systems led the Congress to pass the Federal Mana- 
gers’ Financial Integrity Act of 1982. 

Strengthening internal control and accounting systems and improving 
government financial management is one of GAO'S top priorities. GAO has 
reviewed the act’s implementation at 23 agencies which account for 
over 95 percent of federal expenditures. This second overall report on 
the act summarizes GAO’S views on the internal control and accounting 
systems problems facing the government. 

Background The act requires that agency heads annually report to the President and 
the Congress whether their internal accounting and administrative con- 

( 
/ 

trol systems comply with the Comptroller General’s internal control 
standards and provide reasonable assurance that 

3 

l obligations and costs are in compliance with applicable law; 
t 

l funds, property, and other assets are safeguarded; and 
. revenues and expenditures are properly recorded and accounted for. i 

The act requires that each agency evaluate its internal control systems 
in accordance with guidelines prescribed by the Office of Management 
and Budget (OMB j and report annually any material internal control 
weaknesses together with plans for correction. The annual report must 
also include whether the agency accounting system conforms to the 
Comptroller General’s accounting requirements. 

Results in Brief 
Y 
! 

Agency reports under the Federal Managers’ Financial Integrity Act, j 
inspectors general audits, and GAO reviews continue to show that weak- 
nesses and breakdowns in agency systems of internal control frequently E 
result in wasteful spending, poor management, and losses totaling bil- 
lions of dollars. In some cases, outright fraud has occurred, and, in 
others, the government’s ability to carry out crucial public services has 
been hampered. Serious internal control problems continue in a wide i 

range of areas, such as weapons systems procurement, social security, 
debt collection, property management, and automated data processing 
(ADP). Adding to the government’s dilemma is the overall poor condition 
of agency accounting and financial management systems. Many systems 
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Fxecutive Summary 

neither conform to the Comptroller General’s accounting requirements 
nor provide the financial information needed to manage the government 
efficiently and effectively. (See chapter 2.) 

While agencies generally identified their problems, their annual reports 
to the President and the Congress do not always provide an accurate, 
clear assessment of the overall status of their systems. (See chapter 3.) 
Agencies’ programs to evaluate their internal control and accounting 
systems have improved since 1983 but need further strengthening to 
ensure that existing weaknesses are corrected, and additional weak- 
nesses are identified. (See chapter 4.) 

Principal Findings 
~ ~.. - 

I 

Weaknesses Affect Federal Continuing weaknesses in agency internal control and accounting sys- I 

Programs terns, many of which are long-standing, have a profound effect across ! 
the spectrum of government programs and operations. For example, 
agencies disclosed weaknesses that resulted in I 

I 

. overpricing of spare parts and cost growth in the Defense Department’s 
$100 billion procurement program; 

. increased vulnerability to failure and fraud in systems which processed 
over $174 billion in social security benefit payments; 

. over $17 billion in delinquent debts, or 92 percent of the government’s 
nontax delinquencies baling handled by collection systems which agen- 
cies acknowledge to have serious problems; 

9 inadequate accountability for billions of dollars of government property; i 

9 increased vulnerability to fraud, waste, and abuse in ADP systems which 
make payments to millions of beneficiaries and process billions of dol- 
lars; and 

l individuals using federally insured single-family mortgages to defraud 
the government. 

Although conformity with the Comptroller General’s accounting require- 
ments was mandated by the Congress 35 years ago with the passage of 
the Accounting and Auditing Act of 1950, the agencies reported that 226 
of 427 accounting systems, or 53 percent, were not in conformance or 
not known to be in conformance with the Comptroller General’s require- 
ments. Billions of dollars are not being adequately accounted for, man- 
aged, or financially cornrolled. (See pp. 17-20.) 
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Executive Summary 

Progress Toward 
Strengthening Systems 

Inadequate Basis for 
Reporting 

Problems in Evaluating 
Systems 

Agencies are working to strengthen their internal control and account- 
ing systems and have reported correcting a number of material weak- 
nesses. Across the board, GAO sees a wide range of initiatives to design 
and implement new or enhanced systems and to strengthen financial 
management. Agencies have also reported having corrected thousands 
of less serious weaknesses which, though not individually material from 
an agency perspective, were collectiveIy important and could have led to 
fraud, waste, and abuse. However, while there has been progress, GAO 
believes it will be some time before the government as a whole has ade- 
quate systems. The remaining problems are severe and may take consid- 
erable time to fully correct. Agency improvement efforts must be 
sustained and serious long-standing problems resolved. (See pp, 2530). 

At the end of 1984, twelve agencies, which spent an estimated 55 per- 
cent of the federal budget in fiscal year 1985, stated that they had rea- 
sonable assurance their internal control systems, taken as a whole, met 
the act’s requirements-despite the seriousness of the problems high- 
lighted in their annual reports GAO disagrees with all of these agencies’ 
reports because (1) their programs to evaluate internal control systems 
had not yet evolved to the point that the agencies knew whether con- 
trols over many major programs and operations were adequate, and (2) 
serious uncorrected internal control and accounting system weaknesses 
remain. GAO attributes the reporting problem primarily to OMH'S not hav- 
ing changed its reporting guidance as recommended last year by GAO and 
the House Committee on Government Operations, and to the agencies 
continuing to follow OMB'S lead. (See pp. 34-39.) 

GAO also noted a number of problems in agency programs to evaluate 
their internal cont.rol and accounting systems and made recommenda- 
tions for improvement in individual reports to the agencies. The four 
most important actions to be taken are to (1) increase system testing, (2) 
review ADP controls, (3) reevaluate the approach for assessing internal 
controls, and (4) eliminate the paperwork burden associated with 
agency system evaluation efforts. GAO generally concurs with recom- 
mendations made by the President’s Council on Management Improve- 
ment, which studied ways to streamline the internal control evaluation 
processes and to reduce paperwork. (See pp. 46-56.) 

Recommendations GAO is essentially restating to the Director of the Office of Management 
and Budget, the recommendations GAO made last year regarding the 
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Executive Summary 

need to strengthen annual reporting guidance and to provide additional 
guidance on evaluating ATIP controls. 

Agency Comments OMB believes that it has already provided adequate guidance on annual 
reporting. GAO and OMH continue to disagree on this matter, but are in 
full agreement as to the high priority that must be placed on strengthen- 
ing internal control and accounting systems and the need for sustained 
agency improvement efforts. OMB recognizes the need for more agency 
progress in evaluating ADP controls and stated it would work closely 
with the agencies to develop ADP evaluation methodology. (See pp. 43-44 
and 52.) 
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Chapter 1 

Introduction 

P 

The Congress, in September 1982, enacted the Federal Managers’ Finan- 
cial Integrity Act of 1982 (31 USC. 3512 (b) and (c)). (See appendix I.) 
The goal of this legislation is to reduce fraud, waste, and abuse, and 
improve management of federal operations by strengthening internal 
control and accounting systems. The act was passed in response to con- 
tinuing disclosures of fraud, waste, and abuse across a wide spectrum of 
government operations and to concern over the inadequacy of the gov- 
ernment’s internal control and accounting systems. 

Taxpayers continue to read of overcharges for goods and services, cost 
overruns, overpayments, the purchase of faulty equipment, and a host 
of other problems related directly to inadequate government internal 
control and accounting systems. These problems, which have been the 
subject of numerous GAO and other reports over many years, cost the 
taxpayer billions of dollars, impede federal program operations and the 
delivery of services, and erode the public’s confidence in its government. 
Pressures on the government to operate more efficiently and effectively 
have continued to build as our national debt has risen from $914 billion 
in 1980 to over $1.8 trillion today. 

This report consolidat.es and highlights information on efforts to 
improve government control and accountability, contained in federal s 
agencies’ annual statements under the act and in individual reports we I 
issued to 23 agencies. In this report, we seek to further demonstrate (1) 
the significance of internal controls in efficiently and effectively I 
administering federal programs and operations and (2) the importance 
of federal agency accounting systems in providing a foundation for 
reforming the government’s financial management structure. f , 

Chapter 2 discusses the internal control and accounting systems prob- 
lems facing the government and the corrective actions taken or planned 
to date. Also, it summarizes our views on what future actions are 
needed to successfully strengthen internal control and accounting sys- 
tems. Chapter 3 contains our observations on the adequacy of agency 
annual reporting to the President and the Congress on the status of their 
systems, while Chapter 4 provides our overall view of agencies’ efforts 
to evaluate their syst,cms. 

Requirements of the 
Act 

_-_.-.. . - 
The Federal Managers’ Financial Integrity Act states that primary 
responsibility for adequate systems of internal control and accounting 
rests with management. It requires that agency heads prepare annual 
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statements on the status of their internal control and accounting sys- 
tems. The act also holds managers accountable for the correction of 
identified weaknesses. 

Section 2 of the act requires that agency systems of internal accounting 
and administrative control, which encompasses all facets of manage- 
ment control, be evaluated in accordance with guidelines established by 
the Office of Management and Budget (OMB) in consultation with the 
General Accounting Office (GAO).’ The act specifies that agencies must 
annually state whether their internal control systems comply with inter- 
nal control standards prescribed by the Comptroller GeneraP and pro- 
vide reasonable assurance that 

l obligations and costs are in compliance with applicable law; 
- funds, property, and other assets are safeguarded against waste, loss, 

unauthorized use, or misappropriation; and 
. revenues and expenditures applicable to agency operations are properly 

recorded and accounted for to permit the preparation of accounts and of 
reliable financial and statistical reports and to maintain accountability 
over the assets. 

For those agencies whose systems do not fully comply with these 
requirements, the act provides for the identification of any material 
weaknesses in their internal control systems, together with plans for 
corrective actions. 

Section 4 of the act further requires that the agency heads’ annual state- 
ments include a separate report on whether their agencies’ accounting 
system conforms to the Comptroller General’s accounting principles, 
standards, and related requirements.” 

‘Guidelines for Evaluation and lmprovement of and Repooq on Internal Control Systems in the 
Federal Government, OMB, December 1982. 

“Standards for Internal Controls in the Federal Government, Comptroller General of the llnited 
States, June 1983. 

‘IThe GAO Pm and Procedures Manual for Guidance of Federal Aga contains the principles, 
standards, and related requirements to be observed by federal agencies Specifically, title 2 prescribes 
the overall accounting principles and standards, while titles 4, ,5,6, and 7 specify requirements gov- 
erning claims; transportation; pay, leave, and allowances; and fiscal procedures, respectively. Also, 
agency accounting systems must include internal controls that comply with the Comptroller General’s 
internal control standards and wit,h rrlated requirements such as the Treasury Fiiancial Manual and 
OMB circulars. 
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Chapter 1 
Introduction 

GAO’s First Overall 
Report on the Financial 
Integrity Act 

We issued our first overall report on government internal control and 
accounting systems and on agencies’ efforts to implement the Federal 
Managers’ Financial Integrity Act in August 1984.4 In that report, we 
pointed out that agencies’ first annual statements to the President and 
the Congress disclosed a wide range of material weaknesses which 
impeded the government’s ability to control and account for billions of 
taxpayers’ dollars. The magnitude of the reported weaknesses demon- 
strated the seriousness of the problems facing the government in this 
area. 

We characterized the first-year effort as a learning experience. Agency 
managers were more aware of their internal control and accounting sys- 
tems and had begun establishing a systematic process for evaluating, 
improving, and reporting on their systems. We suggested a number of 
ways to help correct problems with agencies’ efforts to improve internal 
control and accounting systems, including 

l testing of transactions to determine the adequacy of internal controls 
and the conformance of accounting systems with the Comptroller Gen- 
eral’s principles, standards, and related requirements; 

. evaluating ADP cont,rols which are integral to agency operations; 
l instructing and training managers to provide a better understanding of 

what was required of them; and 
l providing better guidance on what is meant by the terms “material 

weakness” and “reasonable assurance” to ensure complete and mean- 
ingful reporting in t ht. future. 

House Government On May 22, 1984, the Legislation and National Security Subcommittee, 

Operations Committee 
House Committee on Government Operations held a hearing on efforts 
to improve internal control and accounting systems and on the act’s 

Hearing and Report implementation. On August, 2, 1984, the committee issued a report 
resulting from this hearing and the committee’s own investigation.” . The 
chairman, in a press release announcing the subcommittee’s hearing, 
emphasized the import,anre of the act in strengthening the federal gov- 
ernment’s management practices: 

- . . ._-.- 
~~lementation of the Federal Manager?’ Financial Inixgr&y Act: The First Year (GAO/OCG-84-3, I-_.. ---- -. 
Aug. 24, 1984). 

“~Ycarementatmn of thu Federal Managers’ Financial Inlegrilv Act House Govwnmcnt --v-1 
Operatinns Committee, H.li Rfzp. 98-937, Aug. 2: 1984. 
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._ -. _ .____ ~--- 

--.-- 
“Continued reports of wasteful spending, sloppy management, and outright. 
fraud in federal programs erode public confidence in the government. The 
American taxpayers expect full accountability in the use of their tax dol- 
lars, and assuring that federal agencies have the sort of sound management 
controls that are part of any well-run business represents a major step 
towards achieving that atrc*ountability. These hearings will provide a clear 
signal to the agencies that the subcommittee cxl~“c’ls full compliance with 
the requirements of thi\ R(.t.” 

Following the hearing, the chairman observed that: 

“.According to the testimotly. a good beginning has been made toward imple- 
menting the Act. It is clear. however, that much more remains to be done.... 
During the coming years we will be monitoring closely the activities of 
agency managers to assure that. they fully implement t,he Act. This yea.1 
agencies began the review process. Now, they must improve on the work 
they did last year and conduc? in-depth internal c*onl.rol reviews. Above all, 
corrective actions must. b(b taken on the deficienc4es found. Improvements 
cannot, be claimed just on the basis of dist*overctl weaknesses. 

“It is particularly important,, during this period of escalating budgetary dcf- 
icits and reduced Government wrvices for Federal agencies to make the 
most of every dollar they rcceivc. I am convinced that this initiative is an 
important. first step toward ai*hicving that goal.” 

The committee report shared many of the views expressed in our first 
overall report on the act’s implementation. The committee also charac- 
terized agencies’ initial c>fforts to implement the act as a learning experi- 
encc, and concluded t,hat agencies did not yet have a sound basis for 
reporting that their internal control and accounting systems comply 
with the act’s requiremrnts. Further, the committee’s report noted scv- 
erai potential problems that c*ould hamper full implementation of the 
act. These problems arc tlisc,nssed in chapter 4. 

-_.--.- .-..- -.- .-~- 

Objectives, Scope, and Strengthening internal c20ntrol and accounting systems and overall gov- 

Methodology 
ernmcnt financial managcmc?nt, remains one 01’ GAO’s top priorities. As a 
result., we cont.inued to monitcjr efforts to implement the Federal Mana- 
gers’ Financial Integrity .Act at the 22 agencies included in our first 
review. WC added thfb En\%-onmental f’rotcction Agency (WA) to our 
current review, bringing t hc total number of agencies reviewed to 23. 
These agencies account. 1’~ 01 er 95 perc*cnt of a11 government 
expenditlu-es. 
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P 

This report consolidates the results of our review at the 23 agencies. We 
issued individual reports to each of these agencies in 1985 and issued 
reports to all but EPA in 1984. Appendix II lists the 23 agencies included 
in our review and the reports issued to them in 1985. 

The objective of this summary report is to provide a perspective on the i 
internal control and accounting systems problems and reIated financial 
management issues which continue to face the government. The report i 
will also highlight problems which we believe may be impeding agencies’ 
efforts to improve these systems. 

1 

Our review was made in accordance with generally accepted govern- j 
ment auditing standards, except that only in selected instances did we Y 
independently evaluate the adequacy of agency internal control and / 

accounting systems. Instead we analyzed the agencies own reports I 
under the act and considered prior reports we and the inspectors general I 
issued which addressed problems reported by the agencies. We obtained 

f 
j 

official comments from OMB on the overall results of our review and 
from the agencies on the individual reports we issued to them. 

The methodology used in our review involved 

. reviewing agency efforts to strengthen their internal control and 1 
accounting systems; 

. examining component and agency-level reports on the status of internal 
control and accounting systems to evaluate whether the reports (1) fully 
identified internal control and accounting system weaknesses, (2) pro- 
vided comprehensive, long-range plans for improving internal control 
and accounting systems, and (3) properly reported on reasonable assur- 
ance for the systems of internal controls, applying the criteria discussed 
on pages 37 through 39, and on the conformance of accounting systems; 
and i s 

l meeting to discuss the act’s implementation with four primary groups: 
(1) agency officials working to implement the act at selected agencies, 
(2) the agency inspectors general and their staffs, (3) a team established 
by the President’s Council on Management Improvement to study the 
paperwork and staffing requirements associated with evaluating inter- 
nal control systems, and (4) representatives from public accounting 
firms assisting managers’ efforts to implement the act. 

The 23 agencies included in our review issued a total of 18 annual state- 
ments to the President and the Congress. (The Secretary of Defense 
issued a single report which consolidated information for all six Defense 
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components included in our review-Office of Secretary of Defense, 
Army, Navy, Air Force, Defense Logistics Agency, and Defense Mapping 
Agency.) 
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Chapter 2 

Internal Control and Accounting Systems 
Problems Continue to Be Serious 

Agencies Report 
Serious Systems 
Weaknesses 

The government continues to face serious, widespread internal control 
and accounting systems weaknesses which impair its ability to meet the 
objectives of good management and accountability. While agencies are 
working to strengthen internal control and accounting systems, the 
major problems so far remain largely unchanged. In reporting to the 
President and the Congress, agencies continue to acknowledge material 
weaknesses across thch spectrum of federal government operations. 

The Federal Managers’ Financial Integrity Act has provided a significant 
impetus to the government’s attempts to improve management control 
and accountability by focusing attention on the systems’ problems. 
Agencies continue to identify and are generally trying to correct their 
material weaknesses. They have a number of major efforts underway to 
improve internal control and accounting systems or have established 
plans for doing so. Many weaknesses may take time to fully correct, as 
the problems are long-standing and solutions are not always easy. 

As a result of the act! agencies have also identified and reported having 
corrected thousands of weaknesses, which individually were not consid- 
ered to be material. However, those weaknesses, which oftentimes 
involve the failure to comply with established agency policies and proce- 
dures, collectively arc’ important and could have led to government 
fraud, waste, and abllse. 

The variety of weaknesses agencies reported at the end of 1984 encom- 
passed the same eight categories as those cited in the agencies’ 1983 
annual statements: ( 1) financial management and accounting systems, 
(2) procurement, (3) property management, (4) cash management, (5) 
grant, loan, and debt c*ollcction management, (6) automated data 
processing (ADP), (T) personnel and organizational management, and (8) 
eligibility and entitlement determinations. 

As in 1983, agencics reported weaknesses that continue to collectively 
demonstrate that poor internal controls and ineffective accounting sys- 
tems, involving billions of dollars, represent a serious problem. Table 2.1 
compares the number of agencies reporting material internal control 
weaknesses in each of’ the eight categories in 1983 and 1984. Appendix 
III provides a further breakout of the categories of material weaknesses 
by agency. 
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Chapter 2 
Lnterml tintml and Accounting Systems 
Problems CXmtinue to Be Serious 

Table 2.1: Comparison of the Number of 
Agencies Reporting Material Number of 
Weaknesses by Category Agencies- 

Category 1983 1984 

Financial management and accounting systems 17 17 
~__.” 
Procurement 14 14 
~-_- ___~~~~ ~~. 
Property management 14 15 

Cash management 12 12 -.. 
Grant, loan, and debt collection management 13 13 

Automated data processing IO 14 

Personnel and organizational management 10 
i 

12 

Eligibility and entitlement determlnatlons 9.~ 10 

aThe 23 agencies reviewed Included SIX Defense agencies (Office of the Secretary of Defense, Army, 1 

Navy, Air Force, Defense Logistics Agency, and Defense MappIng Agency) Because these SIX agencies I 

were included In one report to the Congress and the President, the figures in this table are based on a 
total of 18 agencies 

Serious Long-Standing 
Internal Control 
Weaknesses Remain 

_~~ ~- 
Internal control problems continue to permeate government operations. 
The agencies we reviewed reported 335 material internal control weak- 
nesses in their 1984 statements that were not identified in 1983. The 
1983 statements identified 467 weaknesses. Many of the weaknesses 
identified are long-standing and have been the subject of prior GAO and 
inspector general reports. For instance, the government has historically 
experienced problems in areas such as procurement, debt collection, and 
property control. Following are examples of the variety of material 
internal control weaknesses reported in 1984: 

9 The Department of Defense reported outstanding areas of material 
internal control weaknesses covering a wide range of its operations. 
Among the problems reported were weaknesses in its procurement sys- 
tems, through which a projected $100 billion will be spent this year. 
Defense stated it had material internal control weaknesses resulting in 
overpricing of spare parts, cost growth in weapons systems, and lack of 
competition. These problems have been repeatedly addressed over the 
years in reports by us, the Defense Inspector General, and the military 
service audit agencies. For example, on May 24, 1984, we reported that 
weaknesses in the cost-estimating process for weapons systems resulted 
in the exclusion of hundreds of millions of dollars in initial cost esti- 
mates (GAO/NSLAD-84-70). On October 3,1985, we testified before the 
Legislation and National Security Subcommittee, House Government 
Operations Committee on selected aspects of Defense contracting prac- 
tices. We pointed out, that because Defense awards so many contracts 
without price compet.it.ion ($82 billion in fiscal year 19841, it must rely 
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Internal Control and Accounting Systems 
Problems Continue to EJe Serious 

to a great extent on cost estimates from contractors. We identified a 
number of significant deficiencies in Defense contracting practices and 
noted that improvements were needed to have greater assurance that 
prices were fair and reasonable. Further, in the past year, the Defense 
Inspector General issued reports on spare parts overpricing which have 
received widespread attention. In July 1985, Defense established a new 
assistant secretary for acquisition to address its procurement problems. 
The new assistant secretary has said that, while considering reforms for 
spare parts acquisition, he compared a 1982 GAO report to one issued in 
1961 and found that “one could almost believe they were the same 
report.” He went on to say that “over the years there have been a series 
of very difficult problems. It’s just going to take time to root (them) 
out.” 

l The Department of Health and Human Services (HHS) reported 18 
departmentwide material internal control weaknesses. For example, HHS 
reported weaknesses in a system implemented in January 1984 which 
accounted for and controlled about $44 billion in 1984 disbursements to 
states, local governments, schools, and nonprofit medical resources 
activities. We reported similar weaknesses in 1979 in the predecessor 
system (FGMSD-80-6, Dec. 28, 1979). At the time, we found recipients 
held at least $249 million in federal money in excess to their needs. In 
1984, HHS reported that the current system still does not provide suffi- 
cient control of over-advances to recipients. 

l Material weaknesses reported by the Department of Housing and Urban 
Development (HUD) included long-standing problems in its multibillion 
dollar housing programs. As of September 1984, HITD was insuring over 
5 million housing loans with a reported outstanding balance of $135 bil- 
lion. Internal control problems in these programs have been the subject 
of numerous GAO and inspector general reports. On May 13,1985, we 
reported that stronger internal controls over HI'D'S single-family mort- 
gage insurance programs would discourage fraud (GAO/HCED-85-4). In 
this regard, in July 1985, a federal judge sentenced to prison three indi- 
viduals who had defrauded the government through HUD insured single- 
family mortgages. The mortgages were obtained through inflated 
appraisals and other falsified documents. It was reported that in hand- 
ing down the sentence, the judge noted that, the guilty parties could not 
have perpetrated the fraud if HIJD had better controls and that he 
wished he could also sentence HIJD. 

9 Eleven agencies (Agriculture, Commerce, Defense, Education, HHS, HUD, 

Justice, Labor, Interior, the Small Business Administration, and Trans- 
portation) reported material weaknesses in debt collection. CoIlectively, 
these agencies reported having over $173 billion in accounts and loans 
receivable at the beginning of fiscal year 1985. Over $17 billion of this 
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amount was reported as delinquent, representing about 92 percent of 
the government’s delinquent nontax debts. Debt collection problems con- 
tinue, despite numerous GAO and inspector general reports on this sub- 
ject and the passage of t,he Debt Collection Act of 1982, which 
broadened agencies’ debt collection capabilities. (See GAO/AFMD-83-57, 
Apr. 28, 1983.) At the request of three members of the Congress, we are 
now comprehensively studying agencies’ efforts to strengthen debt 
collection. 

l Among problems reported by the Department of Agriculture were mate- 
rial internal control weaknesses in the Farmers Home Administration’s 
management of its farm and other rural loan programs. These programs 
cover about 1.5 million active borrowers and a loan portfolio of about 
$61.5 billion. Agriculture also reported material internal control weak- 
nesses in the food stamp program, which has recognized losses of about 
$1 billion annually. The program has a history of weak internal controls. 
For instance, in a February 4, 1983, report, we noted that of $2 billion in 
food stamp overissuances in a 2-year period, only $20 million, or 1 cent 
of each overissued dollar, was recovered (GAO/RmD-83-40). 

l The Army and Navy reported material weaknesses in controlling gov- 
ernment property held by Defense contractors. For almost 20 years, GAO 
and the Defense audit. agencies have continually reported problems in 
this area, ranging from the lack of good accounting information to the 
lack of control to preclude unauthorized use of government equipment 
for commercial work. In March 1985, we testified before the House Com- 
mittee on Government Operations on long-standing problems in control- 
ling government property, valued at an estimated $22 billion. In 1983, 
the President’s Council on Integrity and Efficiency identified weak- 
nesses in the government’s control over property held by contractors. 
They found, for example, t,hat contractors held over $30 million in gov- 
ernment property not, needed for contract performance. Further, in 
1984, the Defense audit agencies reviewed the use of government-fur- 
nished material at contractor plants and identified excess material 
worth $24.8 million. 

___~ 
Many Agency Accounting Weaknesses in accounting and financial management systems continue 

Systems Do Not Conform to to be widespread, with 1’7 of 18 agencies reporting problems. Timely and 

Comptroller General’s accurate information from agencies’ accounting and financial manage- 

Requirements 
ment systems is necessary to enable managers to analyze their opera- 
tions and decide how to control, conserve, protect, and use resources. 
Data inaccuracy and incompleteness continue to be a major weakness in 
government accounting systems, and billions of dollars are not being 
adequately accounted for, managed, and controlled. 
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The agencies which we reviewed reported at the end of 1984 that they 
had 427 accounting systems, and that 226, or about 53 percent, were not 
in conformance with (or they did not know if they were in conformance 
with) the Comptroller General’s accounting principles, standards, and 
related requirements. 

Conformity with the Comptroller General’s accounting requirements has 
been required for 35 years, since the passage of the Accounting and 
Auditing Act of 1950 (31 1J.S.C. 66a). That act clearly set forth a con- 
gressional policy that agencies establish and maintain accounting sys- 
tems in conformance with requirements to be prescribed by the 
Comptroller General. Historically, however, agency accounting systems 
have not conformed with the Comptroller General’s requirements. (See 
AFMD-81-58, June 26, 1981.) 

The following examples illustrate some of the serious accounting system 
problems facing the agencies: 

. Defense reported that, 86 of its 150 accounting systems did not conform 
with the Comptroller General’s requirements. One area of nonconform- 
ance, reported by all three military services, was the absence of ade- 
quate general ledger control. A general ledger serves as an essential, 
high-level control over the integrity of financial balances in accounting 
systems and subsystems, as well as over the reliability of the financial 
reports those systems produce. Defense needs a general ledger to pro- 
vide oversight control over assets, liabilities, and capital, totaling hun- 
dreds of billions of dollars. 

9 HHS reported serious problems in three of its major accounting systems, 
which accounted for $2 18 billion in grants and payments in fiscal year 
1984. For two systems, which processed $174 billion in Social Security 
Administration (SSA) benefit payments, or about two-thirds of the HIIS 
fiscal year 1984 budget., the agency reported that (1) accounting con- 
trols were inadequate to ensure that only authorized transactions were 
entered into the system and that those to be entered were processed and 
(2) controls over system operations were not sufficiently documented, 
were inconsistently exticuted, and were so fragmented across agency 
organizational units as to be ineffective. GAO and the inspector general 
have also reported that SSA'S automated accounting systems are vulner- 
able to fraud. In reports issued August 30, 1985, and September 30, 
1985, we noted that WA'S nationwide system, serving the needs of 
approximately 39 million program beneficiaries and about 60 million 
wage earners through a network of field offices, was vulnerable to fail- 
ure and was deficient in its ability to protect funds from fraud (GAO/ 
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IMTEC-85-15 and GAO/IMTEC-85-16). We identified deficiencies in all 
aspects of SSA'S ADP environment. s&I’s computer systems served as a 
model for other users of automated data processing throughout the 
1960’s. By the end of the 1970’s, however, they were close to collapse 
and unable to process much of the work. By 1982, the systems were 
obsolete, difficult to maintain, and vulnerable to failure. The potential 
and/or actual consequences of these system deficiencies include grave 
risk of failing to pay benefits, exposure to the risk of fraud, and inade- 
quate services to the public such as delays in posting earnings for up to 
3 years, slow issuance of Social Security cards, and erroneous benefit 
payments. A 1984 HEIS inspector general report pointed out instances in 
which, because of control weaknesses, employees defrauded SSA'S auto- 
mated systems. For example, an SSA claims representative was convicted 
for filing fictitious claims for more than 20 people, resulting in an esti- 
mated loss of about $300,000; another SSA employee was sentenced to 3 
years in jail for issuing social security checks to himself. (See p. 27 for a 
discussion of SSA'S efforts to modernize its automated systems.) 
About $30 billion, representing 46 percent of Education’s dollar volume 
and 35 percent of its total financial transactions in fiscal year 1984, 
were processed by six accounting systems which the Department 
reported as not conforming to Comptroller General requirements and in 
the need of mdJor upgrade or replacement. Among the problems 
reported for Education’s general ledger system, which accounted for $18 
billion and processed 800,000 financial transactions in fiscal year 1984, 
was that data were unreliable and inadequate to meet internal and 
external management and reporting requirements. Also, about $2.8 bil- 
lion in receivables transactions during fiscal year 1984 were processed 
by an Education accounting system which was known to contain inaccu- 
rate information and to have limited capabilities for aging receivables, 
which amounted to $10.6 billion at the end of the fiscal year. These 
problems have hampered the agency in its attempts to solve its long- 
standing problems in collecting billions of dollars of delinquent debts. 
Although the State Department is making significant improvements in 
its accounting systems, it reported that its existing systems did not pro- 
vide adequate control over billions of dollars invested in real and per- 
sonal property. For example, the Department continued to report long- 
standing internal control weaknesses in managing an estimated $250 
million of personal property. For at least, 16 years, we, and more 
recently State Department auditors, have reported deficiencies in State’s 
management and control of domestic and overseas personal property 
(m-75-66, June 9, 1975). The problems stem mainly from lack of compli- 
ance with departmental regulations and procedures and a lack of a 
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departmentwide personal property accounting system that conforms to 
the Comptroller General’s requirements. 

l The Environmental Protection Agency (EPA) reported three material 
accounting weaknesses: (1) contract costs had not been recorded and 
charged to the proper appropriation account, (2) grant money, which 
remained unspent after the period of availability, had not been deobli- 
gated as required, and (3) documentation and data controls had not been 
established in the payroll system. For example, our testing at EPA'S 
Atlanta regional office showed that $3.8 million in unexpended grants 
for air pollution control were not properly reviewed by the agency to 
ensure the funds were still needed for authorized expenditures, Rather 
than returning these funds to the Treasury as required by law, EPA may 
have improperly obligated the funds after the appropriation availability 
period ended. 

l The Defense Logistics Agency (DLA) noted material internal control 
weaknesses in its disbursing system, through which contractors were 
paid for various items before the material was received. In 1984, the 
agency reported that it had paid over $22.6 million for items that it 
could not verify as being received. At the time of our review, an addi- 
tional $53 million had been paid for material that was over 90 days past 
its delivery date. Also, on August 20, 1985, as a result of work per- 
formed at the request of the chairman of the Legislation and National 
Security Subcommittee, House Committee on Government Operations, 
we reported to the director of DLA that the agency was making duplicate 
payments. At one payment center, we found that private businesses had 
returned 26 duplicate payments totaling $8.5 million during fiscal year 
1984(GAO/AFhtD-85-71). 

Widespread Weaknesses in Agencies also reported a wide range of ADP problems, with 14 reporting 

ADP Operations material weaknesses. The most frequently reported problem pertained 
to system security, including protecting automated information and the 
automated resources that process, maintain, and disseminate this infor- 
mation. Federal agencies are highly dependent on automated systems 
and controls to carry out their missions and administrative functions. 
Further, ADP systems perform a critical role in federal operations involv- 
ing public safety and national defense, such as air traffic control and 
military command, control, and communications. 

Examples of ADP weaknesses reported by the agencies follow: 

l The General Services Administration (GSA) reported that ADP security 
was ineffective. GSA concluded that an inadequate ADP security program 
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could result in critical or sensitive data being altered, improperly dis- 
closed, or destroyed, and in ADP services being disrupted or completely 
shutdown for unacceptable periods. GSA'S major ADP systems are crucial 
to the accomplishment of its missions. For example, GSA'S automated 
federal supply system supports about $3.3 billion of annual purchases 
of supplies and materials, and its automated information system for the 
Public Buildings Service supports about $2.2 billion spent in the leasing 
and owning of federal buildings. 

l The Department of t,he Treasury continued to have a material weakness 
in ADP systems security. Many of its missions and functions would be 
impossible to perform without the aid of computers. The reported prob- 
lems may expose the bureau’s missions and functions to risks of deliber- 
ate or accidental misuse of computers and data. For example, the agency 
noted the continued potential for fraudulent diversion of electronic 
funds transfers totaling billions of dollars. As discussed on pages 23 and 
24, the breakdown of the Internal Revenue Service (IRS) tax processing 
system in 1985, further highlights the importance of controls over the 
design, acquisition, and operation of ADP systems. 

9 The Department of the Interior reported the continuation of long-stand- 
ing material internal control weaknesses in ADP management at the 
Bureau of Indian Affairs. Interior reported weaknesses in acquisition 
and management of ADP equipment and the lack of a long-range ADP plan 
to meet the needs of the Bureau and its clientele. On December 21, 1984, 
we reported that funds were wasted because of poor management of 
ADP equipment and systems development projects by the Bureau (GAO/ 
IMTEC-85-l). In a sample of 1,325 items of Al)P equipment purchased or 
leased by the Bureau, we found that 29 percent of the equipment was 
not being used. We also identified at least nine duplicative or overlap- 
ping information systems in the Bureau. In addition, we reported that 
the Bureau’s new ADP management organization, which it had estab- 
lished to help address its ADP problems, had not been staffed and that its 
charter did not cover some significant. aspects of information resources 
management. 

l The Department of Transportation reported a material weakness in the 
Federal Aviation Administration’s integration of information resource 
management projects which could cause the agency to incur unneces- 
sary costs, acquire incompatible or duplicative systems, and experience 
significant delays in implementing system improvements. We reported 
the possibility of similar problems in the agency’s planned acquisition of 
a new $725 million automated system which is intended to support the 
nation’s air traffic cant rol in the late 1980’s and the 1990’s (GAO/IMTEK- 
85-10, June 6, 1985). 

Page 21 GAO/A.FMD-fH%14 Federal Managers’ Finam5al Integrity Act 



-. ._. _._~. 
Chapter 2 
Internal Control and Accounting Systems 
Problems Continue to Be Serious 

-_ 

On October 29, 1985, we testified before the Subcommittee on Transpor- 
tation, Aviation and Materials, House Committee on Science and Tech- 
nology, on the seriousness of ADP control problems the government 
faces. We surveyed ADP security for 25 automated systems at 17 civil 
agencies. Our survey included systems that (1) make monthly payments 
to millions of beneficiaries of various government programs, (2) process 
electronic funds transfers, and (3) maintain on-line information essential 
to safeguarding human safety. Effective ADP security in these systems is 
needed to prevent undesirable events, such as denial of benefits to citi- 
zens, unauthorized disclosure of sensitive information, loss of govern- 
ment money, waste of federal resources, human injury, and in extreme 
cases, loss of life and endangerment of the national welfare. Generally, 
the results of our survey showed that each of the systems is vulnerable 
to abuse, destruction, error, fraud, and waste because essential controls 
and security safeguards were not in place. 

Also testifying at the hearing was the inspector general of HHS, who had 
chaired a task force for the President’s Council on Integrity and Effi- 
ciency. The task force studied computer-related fraud and abuse in 1 

I 
order to provide a perspective on the nature and scope of the problem. 
Among the findings in the study report, which was issued in May 1985, 
was that controls and system security were weak. Some systems did not, 

? 

have controls, while ot.hers had controls which were poorly imple- 
mented, simplistic, or bypassed as a matter of operating practice. Perpe- 
trators of computer-related crimes, who were interviewed as part of the 
study, perceived that. the systems were vulnerable, 

Additional Material Agencies reported many of the same material internal control weak- 

Weaknesses Identified 
nesses as reported in 1983 and identified 335 additional weaknesses in 
their 1984 annual statements. Examples of material internal control i 
weaknesses reported for the first time in 1984 follow: i 

The Veterans Administration (VA) identified additional material internal I 
l 

control weaknesses involving the administration of its medical care pro- 
grams. In this regard, on August 8, 1985, we reported that, through 
strengthened patient management, controls, VA could save millions of 
dollars by cutting medically-unnecessary admissions and excessive stays 
(GAO/HRD-85-62). VA also reported in 1984 that because of a lack of inter- 
nal controls, pharma(*euticals from the inpatient drug distribution sys- 
tem were susceptible to unauthorized USC and loss. VA found that 
thousands of individuals had access to the system and, with the excep- 
tion of narcot,ics, it, was very difficult to determine whether a particular 
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drug was missing, or in cases where VA could tell what quantity was 
missing, how it disappeared. 

1 
P 9 The National Aeronautics and Space Administration (NASA), which did 

not report any internal control weaknesses in 1983, identified four prob- 
lem areas in its 1984 annual statement. For example, NASA reported that , 
its spare parts procurement program needed improvement to reduce - 
costs, increase efficiency, and strengthen controls. In 1984, NASA’S 

1 

inspector general reported problems with the space shuttle’s spare parts 
procurement program, which is projected to cost as much as $2.3 billion 
through 1994. These problems resulted in NA~A keeping unneeded spare 
parts costing $4.2 million. 

. In 1984, the Army and the Navy reported material internal control 1 
weaknesses over operations of military hospitals and medical facilities. i 
Reports by the Defense inspector general &d the military service audi- 
tors point out a wide range of control problems. Included were deficien- 
cies in record keeping, training, assuring the quality of care, and 
reviewing the credentials of doctors and other health care professionals I 
who work in military hospitals. 

Other Material 
Weaknesses Exist 

As agencies progress further in evaluating their internal control and 
accounting systems, additional material weaknesses will undoubtedly be 
uncovered. We continue to identify material weaknesses that were not 
known and, therefore, not included in agency annual statements at the 
end of 1984. For example, on July 18, 1985, we reported that the gov- 
ernment was overpaying hospitals for Medicare patients by 4.3 percent 
because HHS used unaudited cost reports in computing prospective pay- 
ment rates for inpatient hospital services. Unaudited cost reports fre- 
quently include items that Medicare does not allow, and the law calls for 
setting the prospective rates based on allowable costs. We recommended 
that HHS correct its data base for computing the prospective rates and 
estimated that doing so would reduce Medicare payments by $940 mil- 
lion in fiscal year 1986 md by over $8 billion during fiscal years 
198690(GAO/HRD-85-74). 

Another example is the problems with the IRS tax processing system. IRS 

could not carry out its complex and demanding mission without ADP sup- 
port. In 1984, it collected $680 billion and refunded $86 billion. The 
breakdown of its $102 million computerized tax processing system in 
1985 demonstrated the serious impact of weak ADP systems. The combi- 
nation of insufficient, computer capacity and inefficient computer pro- 
grams to process the vast workload of taxpayer returns caused 
processing errors and large backlogs+ An IRS official confirmed that as of 
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September 27, 1985, the agency had paid $40.2 million in interest on 
overdue refunds to over 2.1 million taxpayers in 1985, compared with 
about $26.2 million to over 1.4 million taxpayers in the same period last 
year. The IRS official also said that through August the agency had to 
pay at least $22 million in overtime in 1985 to employees involved in tax 
processing, about double the amount paid at the same time in 1984. (See 
GAO/GGD-85-89, Sept.30, 1985,and GAO/GGD-86-25FS,Nov. 22, 1985,for 
information on returns processing problems at three IRS’ service 
centers.) 

We also noted four instances where weaknesses known at the end of 
1984, which in our view were material, were not included in the 1984 
annual statements. 

. SSA had several internal control weaknesses in its benefit payment sys- 
tem which it did not report to HHS and were not included in the Secre- 
tary’s 1984 annual statement. These weaknesses were the subject of 
1983 and 1984 GAO reports (GAO/HRD-84-71, Sept. 13, 1984;GAO/HRD-84- 
27, Jan. 20, 1984; and GAo/HRD-83-90, Sept. 30, 1983). For example, over 1 
an extended period, SSA underpaid at least $2 billion because of a delay 1 
in recomputing benefit amounts. Also, SSA did not identify in its 1984 
assurance letter to HHS internal control weaknesses in its ADP systems 
acquisition process (MO/IMTEC-~~-~ 5, July 9, 1984). We found several 
weaknesses, including inadequacies in the agency’s management of two 
contracts. One contract for $115 million, the largest ever awarded by 

1 

WA, was to install over 1!800 data communications terminals in 1,350 
social security offices nationwide. Consequently, SSA acquired a data 
communications system which did not begin to consistently meet con- i 
tractual performance requirements until nearly 2 years after the first 
computer terminals for the system were instalIed. In our 1984 report, t ! 
WC> stated that weaknesses in SSA's systems acquisition process contin- i 
ued to exist and that t,hese weaknesses presented a threat to the integ- I 
rity of upcoming major system procurements by the agency. 

l The Immigration and Naturalization Service, part of the Justice Depart- 
ment, had weak internal controls over the processing of alien.applica- 
tions for United States citizenship. Weaknesses included alien records 
that were vulnerable to alteration, inadequate separation of duties, lack 
of supervisory and quality assurance reviews, and poor document con- I 
trol Over the past 3 years. more than 100 employees have been charged 
with fraudulently altering alien registration records and/or accepting 
bribes, and 17 have been convicted. For example, two Immigration and 
Naturalization Service analysts, capitalizing on weaknesses in ADP con- 
trols, were able to frairdulently authorize a service computer system 
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Progress Toward 
Strengthening Systems 

operated at a contract,or’s data center to issue permanent resident alien 
cards which were sold to aliens who had illegally entered the United 
States (GAO/GGD-86-9, Oct. 31, 1985). Nevertheless, Justice did not 
include this area as a material weakness in its annual statement. 
At DLA, we identified several material weaknesses in management prac- 
tices, policies, and procedures, which in our view should have been 
reported in 1984. For example, we found that the Defense Inactive Item 
Program, established to identify and remove unneeded supply items 
from DLA’S $10 billion inventory, was not operating as intended. Defects 
in this program have caused the agency to delete needed items and keep 
unneeded items (~Acl/~SI~D-85-148, Sept. 27, 1985). In one instance, the 
Navy was erroneously deleted as a potential user of 50,000 line items 
managed by DLA. In another case, thousands of line items, which were 
candidates for deletion from stock because of low demand activity, were 
retained because the user did not have the time or resources to assess 
the need for each item. 
EPA’S report should have cited various ADP operations, acknowledged by 
its components as material weaknesses, because these operations 
iIIVOh!e a substantial part of EPA’S activities. For example, six EPA 
regions reported that the automated hazardous waste data management 
system did not produce reliable and useful data. This system contains 
data on regulated facilit.ies which generate, treat, store, and transport 
hazardous waste material and involves over $3.5 billion in EPA funding. 

Agencies are working to strengthen internal control and accounting sys- 
tems While they have reported progress in correcting problems and 
working toward solutions, it will be some time before the government 
has adequate systems. As mentioned previously, many additional mate- 
rial weaknesses were rchported in the agencies’ 1984 annual statements, 
and more weaknesses will undoubtedly be identified in the future as 
agencies further evaluate their systems. Most importantly, many identi- 
fied weaknesses by their very nature, may take considerable time to 
fully correct. 

.-.. -.- 

Efforts to Correct Material Agencies have extensivch efforts underway to strengthen their systems 

Weaknesses and reported having corrected hundreds of material weaknesses and 
accounting systems problems in 1984. While we did not independently 
assess these measures, across the board we saw a wide range of initia- 
tives to design and implement new or enhanced internal control and 
accounting systems and to strengthen financial management. We do not, 

Page 26 GAO/AFMD8614 Federal Managers’ Financial Integrity Act 



Chapter 2 
Internal Control and Accounting Systems 
Problems Continue to Be Serious 

know the total amount being spent by agencies to improve their sys- 
tems, but hundreds of millions of dollars are involved, demonstrating a 
commitment to strengthened systems. 

. 

The Department of Education illustrates the kind of effort we noted. In 
1984, Education reported that it had corrected 13 accounting system 
problems identified in its 1983 annual statement. But, as the department 
also reported, many of its accounting problems are so serious as to 
require system replacement, redesign, or substantial enhancement. More 
time is necessary for implementing these changes, with the Financial 
Integrity Act providing the impetus for improvement. Education has 
budgeted nearly $14 million for fiscal years 1984 through 1986 for gen- 
eral system enhancements ranging from minor design changes to com- 
plete system replacement. For instance, it plans to spend over $4.5 
million to improve its general ledger system and to replace its current 
payment system with a new automated system at an estimated cost of 
$1.5 million. Education has also budgeted over $1.1 million to replace 
the present automated system for the Guaranteed Student Loan Rein- 
surance Program in order to produce more useful management data and 
reports and account for costs more effectively. 

While agencies are striving to strengthen their internal control and 
accounting systems, the long-term efforts needed will require agency 
managers to closely oversee the projects to ensure that they are success- 
fully implemented. 

The following examples illustrate long-term corrective actions that agen- 
cies have underway: 

All the military services reported material internal control weaknesses 
in the multibillion dollar foreign military sales (FMS) program. Over the 
past decade, GAO and Defense auditors have identified similar weak- 
nesses in over 40 reports on the Department’s failure to recover hun- 
dreds of millions of dollars owed by foreign governments and to provide 
adequate accountability over program costs and foreign customer funds 
(fur example, GAO/AFMI)-84-12, Dec. 12, 1983). Defense, which has had 
problems resolving the weaknesses in the program, has a number of cor- 
rective actions underway. For example, the Air Force was working to 
correct its lack of adequate internal controls to ensure (1) proper billing 
to foreign governments of all applicable costs and surcharges, (2) 
prompt reporting of deliveries to foreign governments, and (3) accurate 
and timely closeout of sales cases. The Air Force, which as of April 1985 
was managing over 4.270 E’MS cases involving about $64 billion in sales, 
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has taken several short-term steps to help diminish these problems. It 
expects substantial improvement by July 1987, with a full solution 
depending on the development and implementation of an FMS manage- 
ment information system scheduled for completion by the end of fiscal 
year 1988. 

l The Minerals Management Service, within the Department of Interior! 
implemented a new oil and gas royalty management accounting system 
in February 1983. This syst,em, through which the Department 
accounted for collections of $7.7 billion in fiscal year 1984, was 
expected to solve serious accounting and internal control problems that 
we and the departmental auditors had identified since 1959 (for exam- 
ple, FGMSD-79-24. Apr. 13, 1979; AFMD-8&j, Oct. 29, 1981; and GAO/ 
~~~~-83-43, Jan. 27, 1983). The reported problems were of such great. 
concern to the Departnient that an independent study commission was 
established and the Congress held a number of hearings on the inability 
of the Department to provide adequate control and accounting. IIow- 
ever, despite implement&on of the new system, many of the same 
weaknesses remain. For example, the Ilouse Committee on Interior and 
Insular Affairs report.ed in December 1984 that there were serious prob- 
lems with the new system, including a lack of controls to identify non- 
payments and to charge interest. due on lab: payments. lnterior is 
proceeding with its &forts to correct the system’s eont.inuing wcak- 
nesses, and reported that it plans to have the problems corrected by fis- 
cal year 1987. 

. As discussed on page 19, by the late 1971)s :SSA'S automated systems had 
degenerated to a point that its ability to perform its mission was 
affected. In 1982, ss!z init.iated a $X)0-million, s-year project to modern- 
ize its computer syswn-IS. KsA now estimates the program will cost, 
$863 million and thtb completion date has slipped to fiscal year 1989. On 
September 30, 198.5, WV reported that we R et-e concerned that SSA'S 
approach to implemc~nt ing the modernizat,ion plan may not achieve 
stated objectives. While KSA has made some progress in modernizing 
these systems, a critic&al part of the plan is behind schedule. Further, ssx 
has not followed the original plan’s approafahes. Althoirgh SSA has taken 
some actions to improv~t~ its management and control over the plan, 
recurring problems sl ill impede progress. ~SCC (;Ao/IMTI~:c-$.~-IC~.) 

l BUD has experienced ac+c+ounting system problems for years. The prob- 
lems have been thfl sul.),jec:l of GAO and HIID Inspector general reports 
Pointing out that th(’ systems had not received the attention or funding 
necessary to keep t hybrid accurate, timely, arid sufficiently automated t.o 
meet the agency’s nt~c~tls. Presently, the Del,artrnc>nt is either replacing 
or upgrading three 4 11‘ Its major accolmting syst,ems. These are multiyear 
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projects. The Secretary of nun stated that he plans to have the account- 
ing systems in conformance with the Comptroller General’s require- 
ments by fiscal year 1988. 

. The Treasury Department’s Bureau of Public Debt has a major account- 
ing system enhancement project underway. The Department is working 
aggressively to strengthen its system which accounts for and provides 
key financial information on several trillion dollars in borrowings. It 
hopes to have the new system fully operational by October 1988. 

While agencies are making progress in implementing corrective actions, 
we identified instances where, in our view, agencies inadequately 
reported on certain corrective actions or where reporting was incom- 
plete. Corrective actions were reported as completed when more action 
was needed and in some cases, the status of corrective actions was 
unclear in the agency’s annual statement. 

For example, in 1984, WA reported that material internal control weak- 
nesses in the multibillion dollar Superfund program had been corrected 
and cited 17 completed corrective actions. However, our March 29, 
1985, report on this program documents several control problems which 
remained uncorrected at the end of 1984 (GAO/RCED-85-69). Also, in 
November 1984, the official primarily responsible for the Superfund 
program reported that. control weaknesses had not been corrected in 
areas such as enforcement, cost control and cost recovery documenta- 
tion, remedial investigations, identification and classification of hazard- 
ous waste sites, and ongoing cleanup actions. 

In another case, while VA reported certain accounting system weak- 
nesses in 1984, its reporting was incomplete. VA’S current financial man- 
agement systems neither (1) effectively support managers’ needs for 
timely information nor ( 2) support effective internal controls over 
financial information. The systems are outdated, slow, and incapable of 
taking advantage of modern data entry, telecommunications, and data- 
base management techniques. VA recognized these problems in preparing 
its 5-year ADP and telecommunications plans for 1985-89, but did not 
address them in its 1984 annual statement. VA plans 52 major automated 
systems development projects and 5 major procurements of ADP equip- 
ment at an estimated cost of more than $244 million The plan includes 
44 financial management systems projects, which represent a virtual 
overhaul of the VA’S financial management structure. (See GAO/AFMD-%I- 
34, Sept. 20, 1985; and GAO/HRD-86-20, Oct. 28, 1985.) 
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Agencies Are Identifying 
and Correcting Many 
Nonmaterial Weaknesses 

While a number of the government’s serious system problems will not be 
resolved for several years, agencies have identified and corrected 
thousands of internal control and accounting system weaknesses which, 
though not individually material from an agency perspective, are impor- 
tant to the operating manager and can lead to fraud, waste, and abuse. 
These weaknesses often result from not following existing policies and 
procedures and usually can be quickly fixed. 

In our past work, WC have often found that established internal controls E 1 
and accounting policies and procedures are adequate, but are not being 
consistently followed. While agency policy may require such fundamen- 
tal controls as periodic physical inventories of property and cash recon- $ 
ciliations, these controls may not always be implemented. For example, 
on November 4, 1985, we reported to the Secretary of the Army that I 
weaknesses in internal controls at the Corps of Engineers, which gener- 
ally occurred because established GAO, Treasury, and Corps of Engi- 
neers’ policies and procedures were not consistently followed, increased 
the risk of waste, loss, and misuse of agency resources (GAO/AFMD-86-d). P 

Also, our 198 1 report summarizing our review of over 77,000 cases of t 
fraud against the government disclosed that basic internal controls were j! 
often not followed (~~%11*81-57, May 7, 1981). 

i 
1 

The number of weaknesses and corrective actions surfaced through 
agency evaluations of internal controls and accounting systems under 
the act was far greater t.han the number of material weaknesses 
reported in their annual statements to the President and the Congress. 
For example, the Treasury Department did not report any additional 
material weaknesses in its 1984 annual statement. However, Treasury’s 
component bureaus identified 89 weaknesses they considered material P 
and reported 127 associated corrective actions. According to Treasury’s 
1984 annual statement, the bureaus had completed 46 (36 percent) of 
these 127 corrective actions. Similarly, the military services identified 
and reported correcting thousands of control weaknesses at lower 1 
levels. Army managers, for example, reported correcting 3,600 internal 
control weaknesses in 1984 that were not considered to be material from 
an agency perspective. 

The solutions may be as simple as putting a lock on a file cabinet, but 
the weaknesses are collectively important and set the climate for con- 
trolling the government. at the operating level. Early detection and cor- 
rection of these problems will prevent them from reaching agencywide 
significance. 
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-- 
A situation a number of years ago at the Department of Transportation 
highlights the importance of basic internal controls and illustrates the 
type of fundamental weaknesses agencies may identify through the act. I 

A clerk was able to embezzle over $856,000 in government funds by 
processing improper payments to himself because there was not ade- 
quate supervisory review or subsequent oversight of his work. This case 

i 

received national publicity and was embarrassing to the government 
1 

(AFMD-81-57). 

Contributing to the loss of public confidence in and the ultimate demise P 
of the Labor Department’s Comprehensive Employment and Training 
Act program, replaced in 1983 by the Job Training Partnership Act, i 
were numerous reported cases of fraud, waste, and abuse. The lack of 
basic internal controls by recipients of the program’s funds, who were 
accountable to the Labor Department, undermined the program. For 
example, the chief financial officer of one recipient organization embez- 
zled about $750,000 in government funds due to a lack of separation of 
duties-a very elementary control which is fundamental to properly 
managed operations (GAO/AFMD-84-62, Sept. 28, 1984). 

3 

Sustained Agency 
Improvement Efforts 
Needed 

-_~~__ 
Our first overall report on the act stressed that agencies need to develop 
viable solutions to the internal control and accounting systems problems 
that have and will be identified, and then follow through with corrective 
actions. Agencies need to move aggressively to correct the wide range of 
weaknesses that have been identified. Strengthening internal control 
and accounting systems is the “bottom line” of the act. 

As we reported last year, agencies need to provide a comprehensive, 
integrated approach to correcting their problems. Many of the weak- 
nesses are long-standing and cannot be treated on a piecemeal or partial 2 

basis, as has often been the case in the past. These concepts apply to all ! 
agencies, not only t,o those covered by our review but also to those we 1 

i 
are issuing individual reports. Accordingly, in addition to this report, we 
are sending a letter to the heads of all departments and agencies, 
stressing the need to use the act as a tool to strengthen their internal 
control and accounting systems. 

In beginning the long and expensive task of correcting the many mate- 
rial interr.al control weaknesses and accounting system problems, as we 
stated in last year’s overall report, agency efforts should be channeled 
toward a common goal of rebuilding the agency’s financial management 
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structure. The effort, which should be guided by an overall agency sys- 1 
tern improvement plan, should stress (1) strengthened accounting, audit- 
ing, and reporting, (2) improved planning and programming, (3) 
streamlined budgeting, and (4) systematic measurement of performance. 
Federal agencies need to develop comprehensive plans of action and 
maintain follow-up systems which track actions taken to correct identi- E 
fied weaknesses. 

Also, to ensure that improvements are sustained, agencies need to stress t 

the link between improving internal control and accounting systems and 
the efficient, effective management of government operations. Estab- 
lishing and maintaining adequate internal control and accounting sys- I 
terns must become part of the normal management process. 

/ 

The size and nature of the weaknesses that remain will require consider- 
able time and effort by agency managers. Agencies need to continue to 
demonstrate more results from their internal control and accounting 
system improvement efforts each year. They must strive to have greater 
assurance, either that their systems have been improved or that existing P 
systems are adequate. OMB needs to continue to play a central role in 
guiding and directing agencies’ efforts to improve their internal control 
and accounting systems 1 

Strengthened internal control and accounting systems and improved 
federal financial management will continue as one of GAO’S top priori- 
ties. We have strongly supported the Federal Managers’ Financial Integ- 
rity Act for several reasons. First,, the act provides a unique opportunity 1 

to highlight the need for effective internal control and accounting sys- 
tems. Second, the act plays an important role in improving overall fed- 
eral financial management. We believe that the commitment and 
resources devoted to improving governmental internal control and 1 

accounting systems today will yield significant future benefits, including 
i 

enhancing management’s ability to do more with less. 
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Agencies generally reported their systems weaknesses, but their annual 
statements did not always provide an accurate, clear assessment of the 
status of their internal control and accounting systems. Most impor- 
tantly, reporting on reasonable assurance for an agency’s internal con- 
trols continues to be a problem. 

We concluded that 12 agencies that reported having reasonable assur- 
ance in 1984 did not have an adequate basis for doing so because (1) the 
programs to evaluate their internal control systems had not yet evolved 
to the point that the agencies knew whether controls over many of their 
major programs and operations were adequate and (2) the agencies had 
a number of uncorrected material internal control and accounting sys- 
tem weaknesses. 

In our first overall report on the act, we recommended that OMB 
strengthen internal control reporting guidance. The House Committee on 
Government Operations expressed similar concerns and suggested alter- 
native reporting language for agencies to use. However, OMB did not 
revise its guidance, and agencies largely continued to follow OMB’S lead. 
Because of continuing uncertainty in this area, this chapter provides the 
criteria we believe agencies should follow in reporting on reasonable 
assurance. 

Annual Statements on The act requires that agency heads prepare annual statements to the 

Internal Controls 
President and the Congress on whether their internal control systems 
fully comply with the act’s requirements. The act requires that the sys- 

Required terns (1) be established in accordance with standards prescribed by the 
Comptroller General and (2) provide reasonable assurance that the 
objectives of the act are attained. To the extent systems do not fully 
comply, the act also provides for the annual statement to include a 
report which identifies any material weaknesses in the agency’s systems 
of internal control and describes plans and schedules for corrective 
action. 

Sample report language issued by OMB provides for agency heads to 
state (when appropriate) that “taken as a whole” the agency system of 
internal control provides reasonable assurance that the act’s objectives 
were achieved. The OMB reporting guidance stressed full disclosure of 
the steps taken to evaluate internal controls, together with information 
on all material weaknesses identified. 
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Our first overall report on the act disclosed a need for additional guid- 
ance on what constitutes a material weakness and for improved report 
ing on what constitutes reasonable assurance. While we found that 
agencies’ 1983 annual statements generally disclosed their internal con- 
trol weaknesses, there was not a clear, consistent understanding of what 
was meant by the terms “material weakness” and “reasonable 
assurance.” 

Of the seventeen 1983 agency annual statements we reviewed at the 
time of our first overall report, three agency heads reported their evalu- 
ation programs had not progressed to a point to justify an affirmative 
statement of reasonable assurance. The other 14 agency heads reported 
they had reasonable assurance for their internal control systems, taken 
as a whole, even though their agencies were no further along in evaluat- 
ing internal controls. 

We reported last year that as agencies gained more experience in evalu- 
ating internal controls and began correcting identified weaknesses, the 
decisions made and opinions expressed would be more meaningful. We 
presented an approach for more clearly disclosing an agency’s basis for 
its overall opinion on reasonable assurance by identifying those func- 
tions and operations where controls were (1) adequate, (2) not ade- 
quate, or (3) not yet sufficiently evaluated to determine their status. We 
stated our belief this would place the results of an agency’s evaluation 
of internal controls in bet,ter perspective and lead to more informative 
reporting. We recommended that OMB strengthen annual reporting as 
discussed above or through a similar approach. We also provided crite- 
ria for determining a material weakness, which OMH has since essentially 
adopted. (See appendix IV.) 

The IIouse Committee on Government Operations also raised concerns 
with the agencies’ 1983 statements on reasonable assurance. In its 
August 2, 1984, report, the committee questioned whether the term had 
been used consistently and whet,her meaningful reporting had been 
achieved. The committee was concerned that even though agencies had 
not yet evaluated their internal control systems, most reported they had 
reasonable assurance that their internal controls were adequate. 

The committee was also concerned whether agencies reporting numer- 
ous material weaknesses could legitimately report that, taken as a 
whole, there was reasonable assurance that internal controls were ade- 
quate. The committee suggested that, rather than providing an opinion 
for the agency’s systems as a whole, it would be more practical for some 
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agencies to report they “have reasonable assurance in all areas 
except. . .” and list those areas where they did not have such assurance. s 

The committee recommended that OMB provide a more practical defini- 
tion of the term “reasonable assurance” and revise its annual reporting i 
guidance, but as discussed further on pages 36 and 37, OMB did not act 

Y 
1 

on the committee’s or GAO'S recommendation. 1 

Agency Reasonable Agency statements on reasonable assurance in 1984 were largely the I 

Assurance Statements 
same as in 1983. Twelve of 18 agency heads again attested in 1984 that 
their agencies’ internal control systems, taken as a whole, provided rea- 

Misleading sonable assurance that the act’s objectives were being achieved. The 
heads of Defense, Education, Energy, EPA, GSA, Justice, Labor, NASA, SBA, 
Transportation, Treasury, and VA, whose agencies collectively expended 1 
an estimated 55 percent of the federal budget in fiscal year 1985, took f 
this position. 

Twelve Agencies Did Not In separate reports to these 12 agencies, we concluded that they did not 

Have an Adequate Basis for have an adequate basis for stating that their systems, taken as a whole, 

Reporting Reasonable provide reasonable assurance. While the specific circumstances support- 

Assurance 
ing our position varied among the agencies, we based our conclusion on 
an agency’s progress in evaluating its internal control and accounting f / 
systems and on the extent of uncorrected material weaknesses. 

Agencies had not yet sufficiently evaluated their internal control sys- 
tems to determine whether, taken as a whole, the systems provide rea- 
sonable assurance that, the act’s objectives were met. Further, as 
highlighted in chapter 2, some agencies reported material internal con- 
trol weaknesses and accounting problems in systems that we considered 
so central to their operations as to also detract from their justifications 
for stating reasonable: assurance. Examples folIow. L 

l At VA we concluded that because of the significance of uncorrected 
material internal control weaknesses, problems with the agency’s 
accounting system, and problems in the internal control evaluation pro- 
gram, the agency did not have an adequate basis to state that it had 
reasonable assurance. We based our conclusion principally on the fol- 
lowing factors: (1) regional offices that administered $15.9 billion, or 62 
percent of the agency’s annual budget, did not provide reasonable assur- 
ance; (2) material weaknesses existed in major programs, including the 
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$3.9 billion pension program and the $10.1 billion compensation pro- 
gram; (3) major programs, including the $8.6 billion medical care pro- 
gram, were not adequately evaluated; (4) there was inadequate 
evaluation of ADP controls critical to VA’S major program operations; and 
(5) testing of the agency’s accounting systems was limited (GAO/HRD-86- 
20, Oct. 28, 1985). 

l We concluded that GSA did not have an adequate basis for determining 
that it had reasonable assurance for several reasons. GSA had not com- 
pleted actions to correct 16 reported material internal control weak- 
nesses. For example, GSA reported weaknesses in controls over its billion 
dollar supply distribution system, which it stated present opportunities 
for pilferage, submission of fictitious orders, filing of false claims, and 
other practices that may result in fraud, waste, and abuse. Moreover, 
GSA’S internal control evaluations could not be relied on to identify 
existing control deficiencies or vulnerabilities to such problems. Simi- 
larly, GSA’S accounting and ADP system evaluations were of insufficient 
depth and scope to det,rrmine the extent, to which those systems con- 
formed to the act’s requirements (GAO/GGD-86-l 1, Oct. 11, 1985). 

l We reported to the Secretary of Defense that the department’s internal 
control evaluation program had not matured to the point it provided an 
adequate basis to determine reasonable assurance. We found that the 
evaluation program was not fully operational throughout the depart- 
ment. For example, the Air Force, which had the largest, ADP budget in 
the federal government, in fiscal year 1984 with over $2 billion obii- 
gated, had not adequately evaluated ADP controls. We also found that 
the Defense Department, was having difficulty identifying systemic 
internal control problems and little testing of accounting systems had 
taken place (GAO/KSIAI)-85147, Sept. 27, 1985). 

l We concluded that EPA did not yet have an adequate basis for reporting 
reasonable assurance because ( 1) material weaknesses cited in the 
Administrator’s 1984 statement involve programs and functions which 
accounted for over 60 percent of the agency’s $4.3 billion fiscal year 
1985 budget, (2) other material internal control weaknesses identified 
by EPA in 1983, but not. included in the 1984 statement, had not been 
corrected, including weaknesses in the Superfund program, for which 
EPA received $620 million in fiscal year 1985 (see page 28), (3) EPA cxpe- 
rienced problems in its efforts to effectively evaluate internal controls, 
and (4) the agency had not yet adequately evaluated its accounting 
systems. 

We reached similar conclusions for the other eight agencies that 
reported having reasonable assurance in 1984. Although these agencies 
were making progress in evaluating and improving internal controls, we 
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reported that their efforts had not yet reached the point where they 
had, in our opinion, an adequate basis for asserting reasonable 
assurance. 

The Remaining Six Agencies 
Did Not Report Having 
Reasonable Assurance 

OMB Did Not Strengthen 
Reporting Guidance 

Five of the remaining six agencies essentially reported they were not yet 
in a position to state that their systems, taken as a whole, provided rea- 
sonable assurance that they had met the act’s objectives. Their reporting 
is in line with the intent of our and the House Committee on Government 
Operations recommendations last year, and we commend the agencies 
forthrightness. 

Two agencies, Interior and State, provided statements somewhat similar 
to the alternative reporting language suggested by the House Committee 
on Government Operations. These agency heads reported that their sys- 
tems, taken as a whole, provided reasonable assurance, except for spe- 
cific areas in which they believed they did not have such assurance 
because of significant internal control weaknesses. 

The heads of Agriculture, Commerce, and HUD continued to report, as 
they had in 1983, that for various reasons they were not in a position to 
provide reasonable assurance. Agriculture based its conclusion on the 
significance of uncorrected internal control weaknesses, while Com- 
merce and HUD concluded that more testing of internal controls was 
needed. 

The sixth agency is HHS. The Secretary of HHS, who reported having rea- 
sonable assurance in 1983, did not provide an opinion as to whether the 
agency had reasonable assurance in 1984. 

In our view, the problems in reporting on reasonable assurance have 
continued primarily because OMB did not change its reporting guidance 
as we and the House Committee on Government Operations recom- 
mended last year. In a September 14, 1984, letter to the committee, OMB 
stated that each matter raised by the committee had been or would be 
addressed in supplemental guidance issued to agencies or in meetings 
with agency officials. However, OMB did not specifically comment on the 
committee’s recommendation concerning annual reporting guidance. 

Subsequently, on November 13, 1984, OMB wrote the committee respond- 
ing to our recommendations. OMB reiterated its earlier statement in 

Page 36 GAO/AFMD-W14 Federal Managers’ FhanciaJ Integrity Act 



Chapter 3 
Improvements Are Needed in 
AmuaI Reporting 

response to the committee report but also specifically discussed guid- 
ance on annual reporting. OMB stated that while there may have been an 
initial misunderstanding of the sample statement language provided in 
its reporting guidance, it did not believe that the language needed to be 
altered, except as conditions required on an agency-by-agency basis. OMB 
said it believed that use of the sample language, to the extent appropri- 
ate, fulfilled the specific requirements and intent of the act. OMB'S letter, 
however, did not explain when the sample language would be appropri- 
ate or, in those cases where it is not appropriate, how it should be 
altered. 

On November 16, 1984, OMH updated its guidance on annual reporting. 
Reference was made to an OMB question and answer booklet, issued in 
August 1984, which essentially restated the reporting guidance issued in 
September 1983. Neither the booklet nor the memorandum provided 
additional guidance addressing reasonable assurance as the committee 
and we recommended. 

GAO’s Guidance on What 
Constitutes Reasonable 
Assurance 

Because of continuing uncertainty over what constitutes reasonable 
assurance, the following guidance is provided for agencies future report- 
ing on reasonable assurance. It represents the criteria GAO will continue 
to apply in assessing an agency’s annual statement. 

The term “reasonable assurance” requires management to exercise judg- 
ment in reaching a conclusion that the internal control systems meet the 
act’s objectives. The size of the organization, diversity of operations, and 
degree of centralization illustrate the numerous conditions that agency 
management must consider in determining the overall status of its inter- 
nal control systems. Reasonable assurance recognizes that the cost of 
internal controls should not exceed the benefits received. Internal con- 
trol systems are not foolproof insurance against any and all problems. 
The concept of cost/benefit is important and needs to be considered. 
Because benefits and cvsts are often not precisely quantifiable, decisions 
on reasonable assurant*ch will necessarily depend on management’s esti- 
mates and judgments. 

In evaluating whether agencies, in exercising this judgment, properly 
reached a conclusion as to reasonable assurance, four factors need to be 
considered: (1) the comprehensiveness and quality of the evaluation 
work performed, (2) the significance of the weaknesses disclosed, (3) 
the status of corrective> actions, and (4) the extent to which accounting 
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-~___ - 
systems conform to the Comptroller General’s requirements. These fac- 
tors, collectively, should serve as the foundation for the agency’s assess- 
ment as to whether its internal control systems provide reasonable 
assurance. 

Before expressing an opinion on its internal control systems, taken as a 
whole, the agency should first consider whether it has sufficient knowl- 
edge for stating an overall opinion. The comprehensiveness and quality 
of system evaluations are the primary criteria for determining if an 
agency has the information necessary to determine the overall status of 
the internal control systems central to its operations+ The systems’ eval- 
uations can take a number of forms, including reviews of operating 
internal control and accounting systems, audit reports, management 
reviews, and consultant studies. However, as discussed further on page 
48, we believe that testing of the controls in operation is important. We 
have often found that breakdowns in internal control systems are the 
result of individuals not following prescribed policies and procedures, 
rather than a lack of policies and procedures. 

The 1984 annual statements of Commerce and HUD illustrate this con- 
cept. The Secretary of Commerce reported that although he believed 
Commerce’s systems of internal control were in place and functioning as 
intended, the department had not sufficiently tested the controls to sup- 
port a full assurance statement. The Secretary of HIJD stated, as he did in 
1983, that HUD'S evaluation of its internal controls had not progressed to 
the point where HUD had reasonable assurance that the act’s objectives 
have been met. The Secretary also concluded that because of the decen- 
tralization and complex nature of HUD programs, HIJD must conduct 
many more in-depth reviews of its major activities in headquarters and 
the field and must further strengthen the ot*erall evaluation process 
before it will have such assurance. 

Agencies need to keep this point in mind when determining reasonable 
assurance. The act requires an evaluation of internal controls and 
directs agency heads t,o base their annual statements on this work, To 
have an adequate basis for reporting that their systems provide reason- 
able assurance that the act’s objectives are being met, we believe suffi- 
cient evaluation and testing of key internal controls in operation are 
necessary. 

In making the determination on reasonable assurance, an agency also 
needs to consider the magnitude and importance of the internal control 
weaknesses and the instances of accounting system nonconformance 
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identified, as well as whether corrective actions have substantially rem- 
edied those problems. If systems central to its operation have material 
weaknesses, in our view, the agency should not state it has reasonable 
assurance for its systems, taken as a whole. Agriculture cited this as its 
reason for being unable to provide reasonable assurance. 

It must be recognizrd that there is a distinction between the extent of 
progress made by an agency in implementing the act and the ability t.o 
provide reasonable assurance. The needed evaluations and corrective 
actions may take several years to complete. An agency may be making 
good progress toward that goal, but not yet at a point where reasonable 
assurance can be provided. While full disclosure of material weaknesses 
and planned correct ivc: actions are important, they do not by themselves 
provide the justification for an agency to conclude that its internal con- 
trol systems, t,aken as a whole, meet the act’s objectives. 

Both the reporting aplrrnach WC recommended last year and the “except 
for” reporting format suggest.ed by the House Government Operations 
Committee, which we support, are in effect an opinion on individual 
internal control systt’ms rather than on the systems “t,aken as a whole.” 

The “taken as a whole” oprnion requires a weighing of the relative 
importance of those individual systems that, fully comply with the act’s 
requirements and cant ribute to reasonable assurance, against those that 
do not and those that have not yet been evaluated. As discussed previ- 
ously, we concluded t,hat 12 agencies that used the “taken as a whole” 
language in 1984 did not have an adequate basis for doing so. As addi- 
tional systems are <~ViIlllat,~~d and brought, into compliance with the act’s 
requirements, reporting on the systems as a whole would become more 
creditable. 

The “except for” form;lt c*ertainly would have been more appropriate in 
1983 and 1984 as agrbn(. ies were just beginning to implement the act. We 
anticipate that this will bc t,he cast for some time to come as agencies 
face the difficult and often long-term job of correcting their material 
internal control weaknc~sscs and still must evaluate and test, many of 
their systems. A reporting format that clearly discloses the significance 
of individual systems n:hic:h do not provide reasonable assurance and 
those systems which have not yet beon adequately evaluated and tested! 
best informs the Prt+tic~ni and the Congress of the status of an agency’s 
internal controls and. IV our view, provides credibility to the annual 
statement. 
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Reporting on We identified problems in reporting on the adequacy of agency account- 

Accounting System 
ing systems similar to the reporting problems for interna controls. We 
concluded that 11 agencies reported, without an adequate basis, all or 

Conformance Is Also a some of their accounting systems as being in conformance with the 

Problem Comptroller General’s principles, standards, and related requirements. 

The act requires that each agency head’s annual statement include a 
separate report on whether the agency’s accounting systems conform to 
the accounting principles, standards, and related requirements pre- 
scribed by the Comptroller General. In September 1983, OMB issued draft 
guidelines for evaluating and reporting on accounting system conform- 
ance. These guidelines were available for agencies to use in evaluating 
and reporting on their accounting systems during 1984. The draft guide- 
lines suggested that agencies report that their accounting systems, taken 
as a whole, conform in all material respects, except for any known mate- 
rial instances of nonconformance, which should be listed in the report. 
However, the guidelines did not indicate how the extent of nonconform- 
ance, or the lack of system testing, should be considered in a.rriving at 
an agency’s overall opinion on the status of its accounting systems. 

As with its internal control systems, to have an adequate basis for 
reporting conformance, we believe an agency must review and test its 
accounting systems in operation. We found, however, that for the most 
part, agencies have not yet evaluated many of their systems or suffi- 
ciently tested the systems that were evaluated. The lack of adequate 
scope and depth in agency evaluation coverage was the prime reason we 
are reporting to the secretaries of Commerce, Defense, Energy, Interior, 
Labor, Transportation, and Treasury, and to the administrators of EPA, 
KASA, SBA, and VA that their agencies did not yet have an adequate basis 
to state that certain of their accounting systems conformed to the Comp- 
troller General’s requirements. For example: 

. SBA reported in 1984 that the results of its evaluations indicated that the 
accounting systems reviewed, taken as a whole, conformed. We reported 
to SBA that in our view this statement was misleading because it did not 
adequately disclose the extent of assurance given. An attachment sup- 
porting SBA’S statement showed that the agency bad reviewed two of its 
six accounting systems and that the statement covered only those sys- 
tems. SRA did not disclose, however, that the two systems reviewed 
accounted for less than 5 percent of SRA’S total funds. 

l Energy reported that its accounting systems generally conformed with 
the Comptroller General’s requirements. The department, however, 
noted that testing was not conducted for most of its existing accounting 
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systems because they were to be replaced by the end of 1985. We agree / 
with Energy’s decision not to review and test systems that are about to E 
be replaced. But we told the department that it should not state that its 
systems are in general conformance until the new systems have been 

j 

substantially implemented, tested, and found to be in conformance. i 
l Commerce reported that its accounting systems conformed to the Comp- F 

troller General’s requirements. However, the agency had not tested i 
transactions for five of its accounting systems which account for about * 

87 percent of its approximately $2 billion annual budget. Also, the tests 
conducted on the three remaining systems were limited and did not 
cover key aspects of those systems such as accounts receivable, grants, 
and reimbursable costs, which for one of the systems accounted for 
almost $148 million in fiscal year 1984. 

1 
I 

We reached similar conclusions for the other eight agency heads who 
generally reported their accounting systems conformed to the Comptrol- 
ler General’s requirements. While progress was made in 1984, these 
agencies had not reached the point, in our view, where they yet had an 
adequate basis for reporting that their accounting systems conformed. 

On May 20, 1985, OMB finalized its accounting system evaluation guide- 
lines. The guidelines revised the suggested reporting format included in 
OMB'S earlier draft by providing alternative language to be used if an 
agency determines that some of its accounting systems conform and 
others do not. Under this alternative, an agency’s report would identify 
the number of systems that generally conformed and the number that 
did not conform and would list the material instances of nonconform- 
ance. The guidelines also suggest that agencies plan, evaluate, and test 
each accounting system on a 3-year cycle. 

While we do not expect an agency to review each system yearly, in a 
May 20,1985, letter commenting on the guidelines, we cautioned @MB 
that an agency is not in a position to treat a system as in conformance 
until the system has been sufficiently evaluated. OMB'S alternative lan- 
guage does not provide for identifying those accounting systems which 
have not yet been evaluated, nor does it provide for disclosing the sig- 
nificance of systems not. in conformance or not yet evaluated. 

Conclusions 
-~~ --. 

This report provides the criteria which we used in determining the 
appropriateness of the 1984 agency annual statements we reviewed. We 
made recommendat,ions, where appropriate, in reports issued to these 
agencies. i 

Page 41 GAO/AFMlNX-14 Federal Managers’ F’inancial Integrity Act 
I 



Chapter 3 
Improvements Are Needed in 
Annual Reporting 

OMB should use the criteria in this report as a basis for providing neces- 
sary guidance to agencies in preparing their annual statements on inter- 
nal controls and on accounting system conformance, and agencies should 
follow the approach we discuss in their future reporting under the act. 
The “except for” format suggested by the House Committee on Govern- 
ment Operations provides agencies the option of reporting on the status 
of their individual systems, rather than on the agency as a whole. This 
would alleviate the annual reporting problems we have noted. 

Recommendations 
~-~~ -_ -__ 

We recommend that the Director, OMR, implement our prior recommen- 
dation to strengthen annual internal control reporting guidance to agen- 
cies. OMB must ensure tliat agencies disclose more clearly the basis for 
their position on reasonable assurance, considering the weaknesses iden- 
tified and the scope of (valuations. Specifically, we recommend that 
OMR: 

9 Revise internal control reporting guidance as discussed in this chapter to 
incorporate the “except for” reporting format of the House Committee 
on Government Operations whereby agencies would clearly disclose the 
significance of 

1. those systems which do not meet the act’s requirements, and 

2. those systems which have not yet been evaluated and for which the 
agency does not know whether or not they comply with the act’s 
requirements. a 

. Require that for agency heads to elect the “taken as a whole” reporting 
format, they must clearly demonstrzite that those systems that do not 
comply or have not beeri adequately evaluated are not of such signifi- 
cance as to detract from the credibility of an opinion on the agency as a 
whole. 

Similarly, we recommend that OMR strengthen its guidance for reporting 
on accounting system conformance so that the annual report will clearly 
disclose the condition of an agency’s accounting systems, applying the 
same criteria we outlint>d for reporting on internal control systems. It 
should be clear which systems conform, which ones do not, and which 
ones have not been evaluated so that a conformance statement can be 
provided. 
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Agency Comments and In commenting on a draft of this report, OMB continued to take the posi- 

Our Evaluation 
tion that its reporting guidance does not need to be revised and indi- 
cated it believes that we are looking for a far higher level of assurance 
than the reasonable assurance called for in the act. (OMB'S comments are 
included in appendix VII.) OMB expressed concern that action on our rec- 
ommendations would impose an audit-oriented approach requiring much 
more detailed testing, and result in cumbersome reporting and an inordi- 
nate increase in the paperwork burden required to assemble supporting 
materials. OMB continues to believe that its current guidance, which calls 
for an overall “taken as a whole” conclusion, adapted to individual cir- 
cumstances, fairly portrays an agency’s status. 

As discussed in this chapter, we are not calling for absolute assurance as 
OMB indicates in its comments. However, an agency must have a credita- 
ble basis for reporting on the adequacy of its internal control and 
accounting systems. The “taken as a whole” statement prescribed by 
OMB represents one overall opinion on the totality of the agency’s sys- 
tems. It necessarily requires a weighing of the relative importance of 
those systems that fully comply against those that do not and those that 
have not yet been evaluated. The number and significance of the sys- 
tems that do not comply and have not been evaluated undermine the 
credibility of a “taken as a whole” opinion. IJnder this approach, agen- 
cies have reported they have reasonable assurance even though, in our 
view, the status of internal controls and accounting systems, as well as 
the evaluation work performed, did not support such statements. 
Agency reports which provide reasonable assurance for an agency’s sys- 
tems “taken as a whoIt),” particularly those that subsequently disclose 
material weaknesses, ;ire subject to varying interpretation. 

We continue to belicvc that most agencies should use an “except for” 
reporting format as suggested last year by the House Committee on Gov- 
ernment Operations. I’nder this approach, an agency would express an 
opinion that all its systems comply “except for” those systems that do 
not and those that havtr not yet been adequately evaluated. We agree 
with OMB that the %I5 new ma,terial weaknesses agencies disclosed in 
their 1984 annual reports represent an important step in effectively 
implementing the ac*t and that the agencies essentially reported all their 
known weaknesses. WV fully agree that correction of the problems is the 
bottom line of the a(? IIowever, this does not negate the riced to provide 
a creditable statement 1.o the Congress and the President, on the status of 
their systems. By clearly disclosing the number and significance of indi- 
vidual systems which do not comply and have not been adequately eval- 
uated, the “except for” statement best informs the President and the 
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Congress of the status of an agency’s internal control and accounting 
systems, and thereby enhances the credibility of an annual statement. 

As stated in this chapter, as additional systems are evaluated and 
brought into compliance with the act and as material weaknesses which 
detract from reasonable assurance are corrected, reporting on the sys- 
tems taken as a whole, as OMB now prescribes, will become more credita- 
ble. However, under the present circumstances, we believe that the 
“except for” format continues to be the more appropriate statement of 
reasonable assurance. We expect this will be the case for some time to 
come as agencies face the long-term job of evaluating their systems and 
bringing them into compliance. 

We share OMB'S concern with the need to focus managers’ efforts on 
strengthening their internal control and accounting systems while mini- 
mizing the amount of associated paperwork. However, we do not agree 
with OMB’S inference that testing agency systems in operation as a basis 
for annual reporting imposes an audit-oriented approach that will 
undermine management’s stewardship. As discussed further in chapter 
4, adequate system evaluations provide managers information on the 
operations of their internal control and accounting systems. Otherwise, 
agencies will not know if the systems are operating properly and if their 
desired goals and objectives are being achieved efficiently and 
effectively.’ 
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Evalluatims Need to Be F’urther Strengthened 

Agencies have continued to build on initial efforts to evaluate the ade- 
quacy of their internal control and accounting systems, and managers 
are more aware of their responsibilities to ensure adequate control and 
accountability. Howev(lr, in our individual reports to agencies, we are 
noting a number of problems in agency evaluation programs and making 
recommendations to improve future system evaluations. 

This chapter highlights four problem areas that we believe are the most 
pervasive and important for agencies to address in evaluating their 
internal control and accounting systems: the need to (1) test systems in 
operation, (2) evaluatfi ADP controls which are integral to adequate 
internal control and ac*counting systems, (3) reexamine the vulnerability 
assessment approach for internal controls prescribed by OMB, and (4) 
address the growing c’onccrn that the evaluations have resulted in a 
paperwork burden. 

Effective System 
Evaluations Are 
Needed 

- 
In our first overall report on the act and in our individual reports to 
agencies last year, ~vt’ reported that agencies needed to more effectively 
evaluate their internal control and accounting systems in order to more 
fully identify and f’atrdilitatc the correction of system weaknesses. WC 
identified a numb(ar of’ areas in which agencies’ evaluation programs 
needed improvement , including the need to test operating systems and 
to cvaluat,e the adtq~wy of ADP internal controls. 

The House Committ,trb on Government Operations raised similar con- 
cerns. In its August 2. 1984, report on the act’s first-year implementa- 
tion, the committee (*oncluded that agency managers must improve the 
systematic evaluarion of their internal control and accounting systems. 
The committee obsc>rved that agencies had yet to conduct the detailed 
reviews necessary 1 o ident,ify internal control and accounting system 
weaknesses and thtXroby facilitate their correction. The committee also 
concluded, as we (lid. t,hat OMB should provide agencies with additional 
guidance to ensurcl I hat their evaluations of ADI’ controls are comprehen- 
sive and consistent 

C)MR's internal c’ontrol evaluation guidelines provide a framework for 
agencies to use in clvaluating, improving, and reporting on their internal 
control systems. ‘I’hc~ 0~1) approach is comprised of seven steps: (1 j 
organizing to implement the act, (2) segmenting agency functions into 
assessable units. ( :3 ) asstlssing vulnerability, (4) planning for subsequent 
reviews, (5) review i I ~g internal controls, ( 6 j taking corrective actions, 
and (-7) reporting 
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OMB'S guidelines call for agency managers to evaluate their internal con- 
trols in the most efficient and effective manner. While a specific 
approach is suggested for conducting vulnerability assessments and 
internal control reviews, t,he guidelines allow agencies to tailor the 
approach to their unique operations. The vulnerability assessment step 
is intended to provide a mechanism to help agencies determine where 
best to allocate their resources for making in-depth reviews of internal 
controls. The internal control review step is to provide a means, through 
the evaluation of an agency’s operating systems, to determine the ade- 
quacy of internal controls. A key element called for in this step is testing 
of internal controls to determine if an agency’s systems are working as 
intended. 

In May 1985, OMB issued “Guidelines for Evaluating Financial Manage- 
ment/Accounting Systems.” Draft guidelines were previously provided 
to the agencies by OMH in September 1983. The guidelines outline an 
approach for agencies to use in evaluating and reporting whether their 
accounting systems conform to the Comptroller General’s requirements. 
The OMB approach reqrlircs testing of an agency’s accounting systems in 
operation not less than once every 3 years. 

Agencies Continue to 
Build on Their Initial 
Evaluations 

. ~~~ 
Agencies have continued to build on their initial efforts to evaluate their : 

/ internal control and at*counting systems. They have generally been 
responsive to the proposals we made last year to help them strengthen 
their evaluation programs. Hut as discussed later in this chapter, certain 1 
problems remain and additional agency work is required to evaluate [ 
their internal control and accounting systems. 

Managers’ involvement in implementing the act and their awareness of 
the importance of internal control and accounting systems have 
increased. In 1984, thousands of agency managers and staff were I 
involved in evaluating in some way, thousands of agencies’ programs 
and functions. For cxxample, Treasury substantially increased the 
involvement of its marlagers, especially those in the field who were not 
involved in 1983. 

A number of agencrcs Issued or revised policies and procedures underly- 
ing their evaluation programs. These actions were generally responsive 
to the proposals WP made to the individual agencies last year on how 
they could strengthen their evaluation efforts. For example, the Depart- 
ment of Energy revised it,s internal control review guidelines to improve 
and streamline its t’c‘;k luation process. The revised guidance clarified 
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managers’ assessment responsibilities and the inspector general’s role 
and established specific: requirements for evaluations and reporting to 
the Secretary. 

In another instance, the Department of Interior revised its policies and 
procedures based on lessons learned in 1983 and on evaluations by OMB, 
Interior’s inspector general, and us. Interior either revised or established 
policies in the areas of segmentation, vulnerability assessments, ADP 
internal control evaluations, quality assurance, and corrective action 
tracking and follow-up. 

An additional example is the Army which, as discussed further on page 
54, completely revamped its internal control evaluation approach in an 
attempt to make its evaluations more efficient and effective. 

Testing of Internal 
Control and 
Accounting Systems 
Needed 

While agencies reviewed more of their internal control and accounting 
systems in 1984, none had yet progressed to the point where they had 
adequately tested their systems. As we reported last year, testing is 
essential to determine whether internal control and accounting systems 
are operating as designed and in accordance with established policies 
and procedures. 

Testing can show whether internal controls are in place and operating 
properly to minimize the risk of fraud, waste, and abuse, and whether 
accounting systems arc’ producing accurate, timely, and useful informa- 
tion Testing requires an initial investment of agency resources. How- 
ever, once a system has been adequately tested and the results ’ 
documented, fewer resources should be required to reevaluate the sys- 
tem in the future. Through adequate testing, agency managers will know 
whether their internal control and accounting systems are in place and 
operating as intended and will be able to identify and subsequently cor- 
rect weaknesses. 

Many agencies continued to rely heavily on vulnerability assessments, 
checklists, and questionnaires to evaluate their internal control and 
accounting systems. These approaches can be helpful in measuring man- 
agers’ perceptions of the adequacy of their systems and in identifying 
potential weaknesses. However, a system must be tested in operation to 
determine if it is operat.ing as intended. As discussed on page 38, the 
Secretary of Commerce reported that, while believing the systems were 
operating properly, his agency had not yet adequately tested its internal 
control systems to know whether they were in place and functioning as 
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intended. The factors which we believe need to be considered in testing 1 
internal control and accounting systems are addressed in our individual 
reports to the agencies and are summarized in appendix V. F 

While agencies for the most part still needed to test their internal con- 
trol and accounting systems, we identified instances where, through 
testing, agencies identified weaknesses and developed corrective 
actions. For example, although the Department of the Navy tested only 
2 of 201 accounting systems in operation and under design, these two 
evaluations identified major system weaknesses. For instance, the Navy 
tested the permanent. change of station segment of its military financial 
system, which accourlt.s for about $550 million annually. The Navy 
interviewed personnel. observed operations involved in the processing 
of transactions at various commands, and traced the flow of transac- 
tions through the accounting system and among commands. By testing 
this system, the Navy identified two overall system weaknesses: (1) 
inadequate control over obligations, outlays, and liabilities and (2) the 
failure to adequately meet user needs for financial information. In addi- 
tion to pinpointing system problems, testing facilitated the development 
of corrective action plans and the Navy has initiated action to correct 
the weaknesses identified. 

In another case, the Department of Educat,ion tested 10 accounting sys- 
tems in 1984, which t,ogether processed $34.1 billion in transactions or 
about 52 percent of t,he $65.1 billion handled by the Department’s 
accounting systems in fiscal year 1984. Through testing, Education iden- 
tified a number of systems’ weaknesses. For example, the agency identi- 
fied approximately $5 million in personal property that was not shown 
on its accounting records. 

SHA used an existing computerized internal control review system to 1 
evaluate internal controls at all of its 66 district offices and at 10 branch 
offices. These reviews encompassed major programs and administrative 
functions at those offices which serviced 13 1,000 business loans totaling I 
about $10.7 billion, or approximately 97 percent of the agency’s busi- 

I 

nesslOan pOI%fOliO in fiSCd year 1984. SBA'Sintek-nal COntrOlRVieWS at I 
these locations included an evaluation of an estimated 116,000 internal i 
control techniques. While SBA found that 90 percent were operating as 
intended, for the LO percent where weaknesses were noted about 1,200 
corrective actions were identified for improving operating procedures 
and internal controls 
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Automated Controls ADP is critical to government operations. Agencies’ dependence on auto- 

Need to Be Evaluated 
mated systems to control and account for their activities is ever grow- 
ing. Fourteen of the 18 agencies’ 1984 annual statements to the 
President and the Congress disclosed material ADP weaknesses involving 
programs and operations totaling billions of dollars. Nevertheless, as we 
reported last year, none of the agencies we reviewed had adequately 
evaluated their ADP controls and operations. 

Limited Progress in 
Reviewing ADP Controls 

While progress varied, we continued to find that ADP controls were gen- 
erally not evaluated. When they were, the evaluations did not fully 
address either general controls, which apply to the overall management 
of the agency’s ADP function and affect the quality of services rendered 
to ADP users, or application controls, which affect the quality of data 
origination, input, processing, and output. For example, 

. VA had made little progress in evaluating ADP internal controls. VA oper- 
ated over 700 computers located at its 5 data processing centers and 169 
computer centers at its 172 hospitals. In fiscal year 1985, the agency’s 
automated systems disbursed about $15.9 billion in veterans benefits 
and supported the $8.6 billion nationwide medical care program. We 
found that VA had not evaluated ADP internal controls at its hospitals, 
and its review of its $3.9 billion pension program did not evaluate ADP 
controls essential to the reliability and integrity of the program. 

9 SBA continued to give lit.tle attention to ADP controls crucial to its opera- 
tions. SBA'S automated systems maintain records for $18.5 billion in 
loans. The agency processes daily collections averaging 12,000 transac- 
tions and totaling’over $6 million, which represent most of the agency 
budget and resources. In December 1983, SBA stated that the entire ADP 
function was highly vulnerable but did not follow through with a thor- 
ough review of the function. For example, SBA conducted its review of 
computer operations on a verbal basis and did not include testing of ADP 
internal controls. 

l The Department of Education had not evaluated its ADP internal con- 
trols ADP internal controls are particularly important in light of (1) the 
$6.7 billion student financial assistance program, which relies on ADP 
support to process about 10 million loan and grant applications annu- 
ally, and (2) the $6.9 billion grant and other assistance programs to 
states and localities which rely on ADP for formula grant distribution, 
eligibility and entitlement data control, and funds disbursement. In this 
regard, the department has developed criteria for evaluating ADP which 
it plans to test in 1986 
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. HHS, which relies heavily on automated systems to disburse over 
$270 billion annually, continued to rely on its ADP security program to 
evaluate its ADP controls, even though we criticized this method in our 
report last year.” The ADP security program focused on physical security 
over ADP equipment and did not address ADP application controls which 
are critical to determining whether the HIIS internal control systems 
fully meet the act’s requirements. 

- 

Guidance on ADP The lack of central guidance has hampered progress in evaluating ADP 

Evaluations Still Needed internal controls. Although OMB has provided some guidance to agencies 
on evaluating ADP controls, we believe, as we did last year, that guid- 
ance is still needed. 

Because of the limited coverage of ADP and agency uncertainty of what 
to do in this area, our first overall report on t,he act recommended that 
OMB provide additional guidance for evaluating ADP internal controls. We 
also provided our observations on what was needed to evaluate ADP 
internal controls in a .June 2 1, 1984, letter7 to the Director of OMB. In 
addition, the House Committee on Government Operations recommended 
in its August 2, 1984, report on the first-year implementation of the act 
that OMB provide guidanc:e for the review of ADP controls. The committee 
believed this guidanccb was necessary to help ensure comprehensive and 
consistent evaluations of this critical function. 

Subsequently, in a quest ion-and-answer booklet issued in August 1984, 
OMB defined ~DP internal controls and described the relationship 
between the evaluation requirements under the Financial Integrity Act 
and OMB Circular A-7 1, which covers ADP security. Also, OMB emphasized 
the need to evaluate ADI’ controls during meetings with agency officials. 
Nevertheless, we found that significant problems remained in terms of 
what and how ADP controls should be tlvaluated and, as mentioned pre- 
viously, that for the rncrsl. par-t, ADP internal controls have not been 
evaluated. 

A few agencies-for cxmple the Departments of Defense and Energy- 
developed their own M)I’ evaluation approaches, which are generally in 
consonance with the MI’ evaluation approach in our -June 1984 letter to 
OMK These evaluation approaches were not available when the agencies 

~ ____-- 
“The tipartment of Health ;u~d 111m~an Services’ First-Year Impjrmentation of the Federal Managers’ -._ 
Financial Integrity Act (GAO; lIRIHW47, May 9. 1984). - -’ 

‘This letter is cont,aint*d in our pw! ic)uh repofl, GAO/oCG-84-3, as appmdix IV. 
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performed the evaluations supporting their 1984 annual statements to 
the President and the Congress but are to be used in the future. Also, 
Treasury has developed ADP guidance, which it is enhancing based on 1 

our comments, Finally, the Department of Agriculture developed ADP 
evaluation guidance. IIowever, it did not require that the guidance be 
used, resulting in some managers evaluating their ADP internal controls # j 
while many others did not. 

Recommendation To help ensure adequate consideration of ADP internal controls, OMB 
must provide leadership and direction. The act requires OMB to establish 
internal control evaluation guidelines. OMH needs to build on the initia- 9 i 
t.ives, as described previously, that some agencies have taken in devel- 
oping ADP review guidance and incorporate these into OMB-issued 
guidance for use by other agencies. The sharing of lessons learned and 
best practices is important since agencies must better incorporate ADP 
into their system evaluation programs, 

Accordingly, we recommend that the Director, OMB, act on our prior rec- 
ommendation to develop guidelines for evaluating ADP internal controls, 
drawing upon guidance proven useful by agencies in conducting ADP 1 
evaluations. j 

._.__~ 

Agency Comments and While not stating agreement with our recommendation, OMB recognized 

Our Evaluation 
the need for more progress in agency evaluation of ALP controls. OMB 
stated that it has already issued, or plans to issue, supplemental guid- 
ance in the ADP area. OMR said it continues to work closely with agencies 
to develop evaluation methodology and plans to make exemplary evalu- 
ation methods available as they are developed. Given the central role of 
ADP in supporting crllcial government programs and services and our 
report findings that the lack of guidance as to what and how ADP con- 
trols should be evaluated, we st.rongly agree with the actions OMR out- 
lined, which if carried out should be responsive to our 
recommendations 

The Vulnerability Agencies have devot cd considerable resources to making vulnerability 

Assessment Approach 
assessments, and the vulnerability of thousands of operations and func- 
tions have been assessed. However, these efforts have often not resulted 

Reexamined in reliable and useful information t,o agency managers, and the vulnera- 
bility assessment, process has been widely criticized as a paper exercise. z 
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Vulnerability assessments are to be a preliminary analysis by agency 
managers on where internal control strengths and weaknesses may exist 
in their programs and on the susceptibility of their programs to fraud, 
waste, and abuse. They c&an provide a basis for planning detailed 
reviews of internal control systems and a road map on where to go next 
in evaluating internal controls. The OMB guidelines caution that vulnera- 
bility assessments should not involve an in-depth review of controls, but 
rather should use managers’ existing knowledge of their operations. 
This should include the results of internal audits, consultant studies, 
management reviews, our reviews, and other improvement initiatives. 

The agencies we reviewed generally followed OMB’S suggested vulnera- 
bility assessment approach. This included using OMB’S suggested evalua- 
tion forms which contain 16 general factors for assessing vulnerability 
of areas such as the budget level. The OMB guidelines do not provide 
detailed criteria for a manager to use in judging the conditions that 
would warrant a given factor being rated low, medium, or high vulnera- 
bility. To result in reliable and useful vulnerabiIity assessments, mana- 
gers need to translate the relevance of OMH’S general factors to the 
specific risk inherent in their agency’s programs and functions, and to 
preliminarily assess the controls in place to lessen or to eliminate the 
risk. In this regard, a thorough understanding of the elements necessary 
for an effective internal control system is needed. We reported to most 
of the agencies in our review that increased training is important to 
achieving this understanding. 

To evaluate the effectiveness of the OMB vulnerability assessment 
approach, we conducted a pilot study of the reliability of vulnerability 
assessment results at Treasury with emphasis on the U.S. Customs Ser- 
vice’s assessments. WC reported to Treasury that the vulnerability 
assessments were unrtlliablc and not useful to managers.H Our review of 
818 assessments identified inconsistencies in how managers arrived at 
vulnerabihty ratings and disclosed that managers frequently omitted 
major operations from the> assessments. The vulnerability assessments 
were not tailored to each unit’s specific internal control risks and to the 
controls in place, but used OMB’S suggested forms and general assess- 
ment factors. Customs similarly concluded that its assessment results 
were not meaningful and relia.blc..As a result, Customs is formulating a 

HIJnrcliable Evaluations Detract Fnxn ‘I’nxsury’s Progress to Implement the Financial Integrity Act -- 
(GRO/GGD-86-10. Oct. 10, 198~~. 
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revised approach which focuses a manager’s attention on the fundamen- 
tal internal control concepts that pertain to the program or function 
being assessed. 

We also found that Commerce’s vulnerability assessments were not reli- 
able. Officials responsible for implementing the act stated they lacked 
confidence in the reliability of the vulnerability assessments because the 
assessment approach. which was adopted from the OMB guidelines, did 
not always lead managers to identify and describe the significance of 
risks specific to their activities. The agency is considering altering its 
approach in order t,o address this problem. 

Some agencies have drveloped or were developing alternative evalua- 
tion approaches which build on OMR'S guidance. For example, rather 
than have its operating managers continue to perform vulnerability 
assessments, the Army is assessing vulnerability at the headquarters 
level, and then having its field offices focus future assessments on spe- 
cific internal controls. The Army has identified over 1,300 functions and 
is developing standard evaluation programs for each one which will 
identify the applicable internal control risks and the control objectives 
and techniques necessary to prevent those risks from occurring. The 
evaluation guidance for travel pay activities, for instance, which was 
issued in September 1985, tells managers specifically what is important 
to controlling this activity and what questions they need to ask them- 
selves. The Army estimates that this approach will save 800 to 1,000 
staff years in evaluation time annually, while resulting in a more effec- 
tive, consistent effort 

The Paperwork Burden A common concern surrounding the act has centered on documentation 
and the view that the evaluation program has become a paper exercise. 
The problem with the reliability and usefulness of vulnerability assess- 
ment results discussed previously contributes to this view. 

Strengthening internal control and accounting systems requires the 
involvement of a wide range of managers with widely differing back- 
grounds-from scientists to economists. This can lead to differing views 
of the act’s requircmtnts and how these requirements should be carried 
out through OMrts evaluation guidelines. 

The House Committee! on Government Operations, in its August 2, 1984, 
report, expressed concern that some agency officials believed that 
implementation of’ the act had accomplished little beyond adding to the 
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paperwork burden. The committee concluded if managers adopt the 
view that the implementation process is merely a meaningless paper 
exercise, this attitude will hamper efforts to achieve substantial 
improvement in the management of the federal government. 

Earlier this year, we held a series of meetings with agency program offi- 
cials and financial managers responsible for implementing the act, the 
inspectors general and their staffs, and representatives of major public 
accounting firms who have been working with agencies in implementing 
the act, Our purpose was to share experiences and explore what the 
government needs to do to make sure the act succeeds on a long-term 
basis. 

The committee report, our review work, and the series of meetings we 
held show that there is a general consensus that managers believe that 
the evaluation process is requiring them to spend scarce resources docu- 
menting information that is not useful. The Administrator of GSA 

acknowledged in his 1984 annual statement to the President and the 
Congress that many of GSA’S managers consider implementation of the 
act t.o be a paper exercis+k. He said this view may have skewed the 
results of the managers’ evaluations, making it appear that GSA had 
greater assurance of proyrr operations than it really had. Concerns 
about the usefulness of the evaluation process must be addressed for the 
act to gain the full support, and commit,ment of managers who have to 
implement its provisions 

Because of the perception that the act’s merits were being diluted by a 
paper-intensive implementation process, the President’s Council on Man- 
agement Improvement formed an interagency team to study this issue 
and to propose solutions Six agencies and GAO were represented on the 
st,udy team. The study rrhport, issued in October 1985, confirmed that 
paperwork, both with respect t.o vulnerability assessments and internal 
control reviews, was c.onsidered excessive.” 

The study concluded that while agencies recognize the need to 
strengthen their internal c.:ontrols and have made numerous efforts to do 
so, much of the effort has been focused on closely complying with evalu- 
ation and documentation processes which (1) have not always been effi- 
ciently translated into improved controls and (2) have resulted in a 

gPresldent’s Council on Manag~~mrw! Improvement, Interagency Study Report, Streamlining Internal 
Control Processes and Strcngttt~j~~g~gement Controls With Less Effort, October 1985. 
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substantial paperwork burden, generated at great cost and with sub- 
stantial effort. The study team made a series of recommendations to 
reduce paperwork and to improve implementation of the act so that the 
focus of future efforts would be more on the act’s objective of strength- 
ening controls. 

The study team recommendations are grouped into three major catego- 
ries: (1) reducing the effort expended on vulnerability assessments and 
internal control reviews without compromising the objectives of the pro- 
gram, (‘2) refocusing the emphasis of audits to strengthening internal 
controls, and (3) improving the direction and coordination of implemen- 
tation of the act. We generally concur with the recommendations. 

An interagency coordination committee through the President’s Council 
on Management Improvement is being established to oversee the imple- 
mentation effort. OMB has indicated a willingness to address the study 
team recommendations, including the recommendations to revise the 
vulnerability assessment process and address the paperwork concern. 
Accordingly, at this time, we are not making any recommendations con- 
cerning the paperwork issue or the vulnerability assessment process. 
Appendix VI, however, includes our views on documentation needs. 
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Federal Managers Financial Integrity Act 
of 1982 

I 

- 

An Act To amend the Accounting and Auditing Act of 1950 to require ongomg wal- 
uations and reports on the adequacv of the systems of internal accounting and 
administrative control ol’ rxh execuiive agency. and for other purposes 
Rr it enacted by rhc Scnatr and House of Reprrsentatiues of the 

United States of Amerwa In I’nngress assembled. 
SECTION 1. This Act may be cited as the “Federal Managers’ Fi- 

nancial Integrity Act of l!W”. 
SEC. 2. Section 113 of the Accounting and Auditing Act of 1950 

(31 USC. 66a) is amended by adding at the end thereof the follow- 
ing new subsection: 

“(dl(lltAi To ensure compliance with the requirements of subsec- 
tion laK3) of this section. internal accounting and administrative 
controls of each executive agency shall be established in accord- 
ance with standards prescribed by the Comptroller General, and 
shall provide reasonable assurances that- 

“ii) obligations and costs are in compliance with applicable 
law; 

“(ii) funds, property, and other assets are safeguarded 
against waste, loss, unauthorized use, or misappropriation; and 

“(iii) revenues and expenditures applicable to agency oper- 
ations are properly recorded and accounted for to permit the 
preparation of accounts and reliable financial and statistical 
reports and to maintain accountability over the assets. 

“tB) The standards prescribed by the Comptroller General under 
this paragraph shall include standards to ensure the prompt reso- 
lution of all audit findings. 

“tP1 By December 31. l!W, the Director of the Office of Manage- 
ment and Budget. In consultation with the Comptroller General, 
shall establish guidelines for the evaluation by agencies of their 
systems of internal accounting and administrative control to deter- 
mine such systems’ compliance with the requirements of paragraph 
tll of this subsection The Director, in consultation with Comptrol- 
ler General, may modif’y such guidelines from time to time as 
deemed necessary 

“(3) By December :il. 19X:{, and by December 31 of’ each succeed- 
~ng year, the head of t*;hch executive agency shall, on the basis of 
an evaluation conducted in accordance with guidelines prescribed 
under paragraph (21 t)f this subsection, prepare a statement- 

“(AI that the agtlrlcy’s systems of internal accounting and ad- 
ministrative contrcll fully comply with the requirements of’ 
paragraph (1 I: OI 

“(B) that such syitem:, do not fully comply with such requirr- 
mrnts. 
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“(4) In the event that the head of an agency prepares a state- 
ment described in paragraph r31(B1, the head of such agency shall 
include with such statement a report in which any material weak- 
nesses in the agency’s systems of internal accounting and adminis- 
trative control are ident.ified and the plans and schedule for cor- 
recting any such weakness are described. 

“151 The statements and reports required by this subsection shall 
be signed by the head of each executive agency and transmitted to 
thcs President and the Congress. Such statements and reports shall 
also be made available to the public, except that, in the case of any 
such statement or report containing information which is- 

“(A) specifically prohibited from disclosure by any provision 
of law; or 

“(Bi specifically required by Executive order to be kept 
secret in the interest of national defense or the conduct of for- 
eign affairs. 

such information shall be deleted prior to the report or statement 
being made available to the public.“. 

SEC X. Section 201 of’ the Budget and Accounting Act, 1921 (31 
USC 111, is amended by adding at the end thereof the following 
new subsection: 

“ikiil~ The President shall include in the supporting detail ac- 
companying each Budget submitted on or after January 1, 1983, a 
separate statement, with respect to each department and establish- 
ment. of the amounts of appropriations requested by the President 
for the Office of Inspector General, if any, of each such establish- 
ment or department. 

“(2) At the request of a committee of the Congress, additional in- 
formation concerning the amount of appropriations orginally re- 
quested by any office of Inspector General, shall be submitted to 
such committee.“. 

SK 4. Section 119(bl of the Accounting and Auditing Act of 1950 
(:{I U.S.C. Ma(b)), is amended by adding at the end thereof the fol- 
lowing new sentence: “Each annual statement prepared pursuant 
to subsection cd) of this scactlon shall include a separate report on 
whether the agency’s accounting system conforms to the principles, 
standards. and related requirements prescribed by the Comptroller 
General under section 112 of this Act.“. 

Approved September 8, !!%‘t 

-- 
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Departments and Agencies Included in 
Our Review 

Department or Agency 
Department of Agnculture 

Department of Commerce _-_._~~~ ~~ 
Department of Defense 

Report Number 

GAO/WED-86-20 

GAO/RCED-86-21 

GAOiNSIAD-85-147 

Date 1 
1 O/24/85 t 

I I /05/85 

09f27/85 i 

Department of the Army 
Department of the Navy ..-. ~~~~ 
Department of the Air Force -.I. ~. ~~~ 
Defense Logistrcs Agency 

Defense Mapping Agency 

Department of Education 

Department of Energy- .- 
Department of Health and Human 

Servrces 

Department of the lnterlor 

Department of Justice 

GAO/NSIAD-85-149 _____ -.. ~-~ _~~ ~ zgl85 1 --.- 
GAO/NSIAD-85-150 09/27/85 

GAO/NSIAD-85151 09/27/85 ~~~~ .--. 
GAO/NSIAD85.I 48 09/27/85 

GAO/NSIAD-85-116 07/26/05 

GAO/HRD-85-78 09/26/85 
GAO/RCED-86-I 4 10/u/85 j 

..-. 
GAO/HRD-86-9 

i ijo8/as 

GAO/WED-86-25 i o/3 1 /a5 

GAO/GGD-86-9 10/31/85 _~ 
Department of Labor 

Deoartment of State 
GAO/HRD-86-29 i l/la/a5 
GAO/NSIAD-85135 09125ta5 

~~ .-.--. -L-_--. ~~~~-~ 

Department of Transportation GAO/RCED-86-35 10/30/85 ; .-- 
Department of the Treasury GAO/GGD-86-10 1 o/ 1 o/f35 

I 

Envrronmental Protectron Agency 

General Services Administratron 

Housing and Urban Development 

National Aeronautics and Space 
Administration 

Small Business Administration 

Veterans Administration 

GAO/RCED-86-34 

GAOJGGD-86-I 1 

GAOJRCED-8622 
GAO/NSIAD-86-3 

GAO/RCED-86-24 

GAO/HRD-86-20 

iig3/85 ~~~ .--. 
10/11/85 i 

to~oaj05 

li/l9/85 i 

I of I a/a5 

10/28/85 : 
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Categories of Reported Material Wcaknrsses 
by Agency - 1983 and 1984 

Personnel and 
Grant, Loan and Organizational 
Debt Collection Management Procurement 

1983 1984 1983 1984 1983 1984 

X X X X X x ~ ~~ -~- ~- ~~- ..- ~.~ 
X X x 

X X X-- X x 

X X X x X x 

X )r 

X X X x -- x ~- ~~~- - .~~ - ~~ 
X X x 

X X X X X >: 

x x x -x X .I( -.- - -~~ -~ .- ~~ ~- ~ 
X X X X X x 

X X X x- -.. x x ~-~ - ~-~ ~~~ ~~ .-- ~~ .- 
X X X x 

#C 

X X X x X 

x x *i ,-- - 
X X X 

X X X X X Y 

13 13 10 -12 14 14 

Property Cash 
Management Manaqement 
1983 1984 1983 1984 

X X X X -.. ~~~ 
X X X 

X x- ~- X X 
X X X 

x X 

x 

X X 

x X X X 
X X X 

X X X X ~~~ 
X X X X -. 
X X X X 

X X 
x- -- 

~ 
X X X 
X X X . ~~ 
x X‘. 
X X X X 

14 15 12 12 

‘SIX Department of Defense agencrt’:, (the Office of the Secretary 3f Defense, Army, Navy, Air Force, 
Defense Logrstlcs Agency, and IIelcrrse Vapping Agency) were Included rn une report to the Congress 
and the President 

bNo “matenal weaknesses” reporiecj In NASA’s 1983 or 1984 statements However, 1984’s report did 
dlsclose weaknesses In the ADP arrri procurement categorres. 

Page 63 GAO/AFMD-86-14 Federal Managers’ Financial Integrity Act 



Appendix IV 

Criteria for Detwminin g a Material Weakness. 

The concept of materiality has long been considered a fundamental part 
of financial accounting and reporting. Although guides exist, an explicit 
standard of what constitutes materiality has yet to be formulated. This 
is especially true in reviewing program functions and operations, which 
the Financial Integrity Act covers, that go beyond accountability and 
financial reporting. Numerous factors are often considered in making 
materiality decisions, many of which are intuitive and involve judgment. 

Our first overall report on the act (GAO/OCG-84-3, Aug. 24, 1984) and the 
House Committee on Government Operations August 2, 1984, report on 
the act’s first-year implementation identify factors to consider in deter- 
mining what constitutes a material weakness. These factors are: 

. a loss or potential loss of resources that would impair an agency’s fulfill- 
ment of a mission (ratios or percentages of budgeted dollars and relative 
dollar amounts based on agency criteria are common measures); 

l adverse publicity or embarrassment to the agency which would diminish 
credibility or reputation; 

l importance to the public or third parties (a good example is a Social 
Security payment, where the recipient depends on the timely receipt of 
a check in the correct amount); 

. a problem which warrants the personal attention or awareness of the 
agency head or higher management; 

. violations of statutory or regulatory requirements; and 
0 potential conflicts of interest. 

In determining materiality, an agency should consider the magnitude of 
resources involved in relation to the total available to the agency. Other 
factors which should be considered are the sensitivity of the resources 
involved, sueh as the control over information and technology which 
affect national security, and the actual or potential frequency of loss. 

An agency must consider its individual circumstances and those things 
which are important to its mission. While there are common materiality 
factors, their application should be tailored to the organization, and spe- 
cific factors need to be developed on an agency-by-agency basis. What is 
of importance to the Commerce Department may not be material to the 
Department of Defense or the Department of Education. 

I 
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Categories of Reported Material Weaknesses by 
Agency - 1983 and 1984 

Agency 

Agmulture Commkrc.~... 

Defense a 

Education 
Energy 

EPA 

GSA 

HHS 

HUD 
lnterlor 

Justice 
Labor 

NASA b 

SBA 

State 

Transportation 
Treasury 

VA 

Total 

Automated Accounting 
Data Eligibility and and Financial 

Process% Entitlement Systems 
1983 1984 1983 1984 1983 1984 

X X X X X X 
X X X X 

x X X X X X 
X X X -X X 

X X 
X X X 

X X X X 

X X X X X 
X X X x 

X X X X X --X 

X X 
X X X X X X 

X 

X X X X X 
X X X 

X X X X X 
X X X X 
X X X X X X 

10 14 9 10 17 17 
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Factors for System Testing 

Detailed procedures for testing system operations is presented in GAO'S 
CARELo Audit Methodology to Review and Evaluate Age= Accounting 
and Financial Management Systems which was issued in July 1985. 
While the methodology focuses on evaluating the operations of agency 
accounting and financial management systems, it can be easily applied 
to testing internal control systems and nonfinancial operations. 

The CARE methodology calls for the following test procedures: 

l Preparing a system test plan that (1) specifies system control objectives 
and system control techniques, (2) describes test objectives, scope, and 
impact on normal system operations, and (3) lists system transaction or 
event types, error condit,ions and input procedures to be tested, and 
master files to be created and used. 

0 Testing manual processes. 
n Testing automated processes. 
l Analyzing test results. 
. Considering costs and benefits 

System tests should cover the major types of transactions or events a 
system is designed to process and the key internal controls in a system 
to ensure that they are operating as intended. Tests should be designed 
to disclose whether valid transactions or events are processed properly 
and whether the system rcljects those that are invalid. 

Testing requires an initial investment of agency resources. However, 
once a system has been adequately tested and the results documented, 
fewer resources should be required to reevaluate the system in the 
future. The reason is that in developing test plans consideration should 
be given to the results of ;tny prior system testing, 

There are a number of t,ectmiques that can be used to test system opera- 
tions, including 

l interviewing persons who operate the systems, 
l observing operating procedures, 
l examining system documentation, 
l determining if control techniques are effective using actual transactions, 
l direct testing of computer-based systems by use of simulated transac- 

tions, and 
l reviewing error reports and evaluating error follow-up procedures. 

“‘control and Risk Evaluation. 
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In determining which tests would be appropriate for a system, it is 
important to keep in mind that in most cases, using transaction-testing 
as the key, more than one of the above techniques are needed to test key 
aspects of a system. For example, to determine if grant awards are being 
properly made, an agency could (1) interview persons who operate the 
system, (2) examine agency policies and procedures (system documenta- 
tion) to identify control objectives and techniques, (3) observe the 
processing of grant applications through the system, and (4) trace a 
sample of actual applications through the system to ensure control tech- 
niques work and that improper awards have not been made. 
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Documentation of system evaluations should be a tool to assist in devel- 
oping meaningful corrective actions and planning future work. The pur- 
pose of documenting a system evaluation should be to provide managers 
with useful information such as a record of the work performed, those 
who performed it, and the conclusions reached. Our advice in determin- 
ing “how much documentation is enough” is that the amount and depth 
of documentation should be sufficient so that management can deter- 
mine the basis for the conclusions reached and be able to build on the 
work in the future. 

It is also important to keep in mind the difference between documenting 
the system evaluation and the system itself. Systems should be docu- 
mentated as they are designed and implemented and updated as design 
changes are made. In the past, however, systems oftentimes have not 
been documented initially, or documentation has not been properly 
updated as needed. 

System documentation tells management how its internal control and 
accounting systems are designed to operate. Without this information, it. 
is difficult,, if not impossible, to diagnose and correct system break- 
downs, particularly in an automated system. In addition, planning for 
system changes becomes more difficult. 
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EXECUTIVE OFFICE OF THE PRESIDENT 

OFFICEOFMANAGEMENTANDBUDGET 
WASHINFTON.DC 20603 

Honorable Charles A. Bowsher 
Comptroller General of the 

United States 
General Accounting Office 
441 G Street, N.W. 
Washington,>.C. 20548 

This is & reponse to a draft GAO report, "Strengthening Internal 
Control and Accounting Systems," that deals with the second-year 
implementation of the Financial Integrity Act. 

The repot-t acknowledges the considerable progress made by agencies 
in implementing the Act. It points out that "agencies have exten- 
sive eEforts underway to strengthen their systems and reported 
having corrected hundreds of material weaknesses and accounting 
system problems in 1984." Agency efforts reflect a wide range of 
initiatives being taken under the Act and the President's Manage- 
men t Improvement Program: Reform '88 to upgrade internal controls 
and to strengthen financial management throughout the Government. 

Sustaining agency impro.lement efforts has been one of OMB's 
hlqhest priorities. Our Financial Integrity Task Force has worked 
closely with the agencies to improve internal controls and 
strenqthen Einancial systems. Also, during the Management Review 
phase of the annual hu+et process, we have highlighted to agency 
msnagpment the importance of timely and effective actions to cor- 
rect weaknesses ln their internal control and financial systems. 
The report notes that nhlB needs to continue to play a central role 
In guiding and directin? agency efforts. We have met this respon- 
slhillty in the initial years of the Act's implementation, and 
will continue to do so -lntll full implementation is achieved. 

The draft report restates the recommendation made last year, that 
OMR provide additlonal guidance on year-end reporting, and on the 
evaluation of ADP controls. Each of those matters has been 
addressed in supplemental guidance issued by OHB, in meetings 
with agency officials, and in correspondence with you and with 
Chairman Brooks of the House Committee on Government Operations. 
Our specific actions an? comnents are summarized in the 
enclosure. 
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The report acknowledges the great concern expressed by agency 
managers about excessive paperwork and the need to focus future 
efforts on strenghtening controls, rather than on generating more 
paper. We are concerned that complying with the GAO recommenda- 
tions would impose an audit-oriented approach, require much more 
detailed testing, and result In cumbersome reporting and even more 
paperwork. This would undermine what is essentially management's 
self-evaluation, improvement, and reporting on its stewardship. 
The draft report showed only 4 instances of material weaknesses 
not included among the 335 disclosed by agency management -- and 
this disclosure, with the corrective action taken by the agencies, 
is truly the bottom line of the Act. 

As I suqgested earlier to you, by concentrating on the substance 
of the evaluation process, i.e., the operation of control systems, 
the reporting of material weaknesses, and the taking of corrective 
action, and less on documentation and the report language, we can 
work together more effectively with agency management to achieve 
our mutual objective of improving internal control, and financial 
systems throughout the Government. 

me appreciate the opportunley to comment on the draft report. 

Wriqht, .Jr. 

Enclosure 
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Enclosure 

Supplemental Guidance 

OMB issued supplemental guidance on year-end reporting and on 
evaluating ADP controls. The guidance is summarized below: 

Guidance on Year-End Reportinq. In my November 13, 1984, letter 
to Chairman Brooks, we advised him of the actions we planned to 
take concerning the definition of "material weakness" and improved 
guidance on year-end reporting. 

We did adopt the suggestion of the House Committee on Government 
Operations concerning the four additional elements to be included 
in the definition of material weakness. That information was 
conveyed to agency management on November 16, 1984, as part of the 
updated guidance on preparation of the 1984 FIA reports. Rather 
than attempt to develop a single Government wide definition of 
"material weakness," we have encouraged agencies to use the broad 
guidance available, and then develop their own specific definition 
relevant to their size and individual operations. Several 
agencies, notably the Departments of Commerce and Defense, have 
done so. As with other exemplary practices, these definitions 
have been disseminated to other agencies through a clearinghouse 
maintained by the Financial Integrity Task Force. 

In the same letter, we advised Chairman Brooks that we did not 
agree with the GAO recommendation that year-end reporting should 
include an “except for” provislon. We believe that the sample 
internal control statement provided In current OMB guidance, used 
Wtler? conditions permit, fairly portrays the agency's status and 
provides for disclosure of its most significant internal control 
weaknesses. This is accomplished through an overall conclusion 
stat-mpnt, adapted to Individual circumstances, and a "however" 
provlslnn under which any material weaknesses are reported. 

As we r~nd~rstand the GAO recommendation on use of the “except for” 
provlslnn, each agency would be expected to disclose in its report 
the basis for Its overall conclusion, and to ldentlfy the hundreds 
or even thousands of functions and operations where controls were 
(1 I adequate, (2) not adc,quate, or (3) not yet sufficiently 
evaluated to determine their status. We believe the inclusion of 
such elaborate details AS GAO suggests would make for a confusing 
report, result in an lnt>rdinate increase in the paperwork burden 
to assemble supportln,-r materials, and have the effect of 
overshadowina the alg'ncq' head's conclusion. 

Another issue nf great wncern to us is GAO's contention that 
aqency heads did not have an adequate basis for reporting that 
their systems of internal control provided reasonable assurance 
that the objectives of the Financial Integrity Act were being 
achieved. We wrote you about this matter on August 26, 1985. 
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What the GAO staff continues to suggest is that there is a clearly 
defined level of effort that agencies must expend before they have 
a basis to provide a reasonable assurance statement. As we have 
repeatedly discussed, there is no such level, and we do not 
believe it is realistic to expect that one can be established. 

The report and GAO staff discussions with agency management con- 
sistently suggest that (1) unless most of the agencies' control 
systems have been evaluated and tested, and (2) until the recom- 
mended improvements to the evaluation process have been made and 
the material weaknesses corrected, then the agency head does not 
have an adequate basis for providing a reasonable assurance state- 
ment. An enormous level of resources would be required to satisfy 
all of these conditions: a level far greater than available or 
intended by the Act. 

The report also applauds the statements of those departments that 
say their tests were not sufficient to provide full assurance. 
This approach suggests that GAO is looking for a far higher level 
of assurance than the reasonable assurance called for by the Act. 
Use of terms such as "full" or "complete" closely approach an 
absolute assurance that would be impossible for any organization 
to achieve. Reporting on such a basis is totally unrealistic. 

Guidance on Evaluating ADP Controls. We recognize the need for 
more proqress in agency evaluation of ADP controls. This matter 
is discussed in a new OMB circular that will be issued shortly to 
replace Circular A-71, “Responsibilities for the Administration 
and Management of Automatic Data Processing Activities.” Also, it 
IS one of the three subjects identified in the quidance provided 
agencies concerning preparation of the 1985 FIA reports. 

Evaluation requirements for informat ion technology systems are 
summarized in Circulars A-71 and A-123. OMB staff continue to 
work closely with the agpncles to develop an evaluation method- 
olnqy that considers both the OMB requirements and the aqpncies’ 
individual circumstances. As exemplary evaluation methods are 
dev9loped, they will alsr) hc made available to all aqencies. 
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