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Why GAO Did This Study

The theft of nuclear material and the
compromise of information could have
devastating consequences. Threats
can come from external adversaries or
from "insiders," including employees or
visitors with trusted access. In 2014,
DOE established its Insider Threat
Program to integrate its policies,
procedures, and resources. The
program also coordinates analysis,
response, and mitigation actions
among DOE organizations.

The House report accompanying a bill
for the National Defense Authorization
Act for fiscal year 2022 includes a
provision for GAO to review DOE’s
efforts to address insider threats with
respect to the nuclear security
enterprise. This report examines (1)
the extent to which DOE has
implemented required standards to
protect the nuclear security enterprise
from insider threats and (2) the factors
that have affected DOE’s ability to fully
implement its Insider Threat Program.

GAO reviewed the minimum standards
and best practices for federal insider
threat programs, DOE documentation,
and four assessments by independent
reviewers. GAO also interviewed DOE
and National Nuclear Security

Administration officials and contractors.

What GAO Recommends

GAO is making seven
recommendations to DOE, including
(1) to track and report on actions it
takes to address reviewers’ findings
and recommendations, (2) to establish
a process to better integrate program
responsibilities, and (3) to assess
resource needs for the program. DOE
agreed with the recommendations and
described plans to address them.

View GAO-23-105576. For more information,
contact Allison Bawden at (202) 512-3841 or
BawdenA@gao.gov.
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DOE Should Take Actions to Fully Implement Insider
Threat Program

What GAO Found

The Department of Energy (DOE) has not implemented all required measures for
its Insider Threat Program more than 8 years after DOE established it in 2014,
according to multiple independent assessments. Specifically, DOE has not
implemented seven required measures for its Insider Threat Program, even after
independent reviewers made nearly 50 findings and recommendations to help
DOE fully implement its program (see fig. for examples). DOE does not formally
track or report on its actions to implement them. Without tracking and reporting
on its actions to address independent reviewers’ findings and recommendations,
DOE cannot ensure that it has fully addressed identified program deficiencies.

Examples of Selected Recommendations from Independent Assessments of DOE’s Insider
Threat Program
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Monitor all
networks for
suspicious user
activity.
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Ensure insider
threat awareness
training completion.

Develop an
implementation
plan with current
milestones.

Assess program
effectiveness using
incident and
reporting data.

Sources: GAO analysis of documents from Carnegie Mellon University, Department of Energy (DOE), the Office of the Director of
National Intelligence, and National Aeronautics and Space Administration. | GAO-23-105576

DOE has not fully implemented its Insider Threat Program due to multiple factors.
¢ DOE has not integrated program responsibilities. DOE has not effectively
integrated Insider Threat Program responsibilities. Instead, DOE divided
significant responsibilities for its program between two offices. Specifically,

the program’s senior official resides within the security office, while
operational control for insider threat incident analysis and response resides
within the Office of Counterintelligence—a part of the organization with its
own line of reporting to the Secretary of Energy. Without better integrating
insider threat responsibilities between these offices, DOE’s insider threat
program will continue to face significant challenges that preclude it from
having an effective or fully operational program.

e DOE has not identified and assessed resource needs. DOE has not
identified and assessed the human, financial, and technical resources
needed to fully implement its Insider Threat Program. Program funding
identified in DOE’s budget does not account for all program responsibilities.
For example, DOE’s budget does not include dedicated funding for its
contractor-run nuclear weapons production and research sites to carry out
their responsibilities for implementing the program. Unless DOE identifies
and assesses the resources needed to support the Insider Threat Program, it
will be unable to fully ensure that components are equipped to respond to
insider threat concerns, potentially creating vulnerabilities in the program.
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