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Why GAO Did This Study

Cyber threats to loT—such as a recent cyberattack on a municipal water system—represent a significant national
security challenge. The loT Cybersecurity Improvement Act of 2020 includes provisions for (1) NIST and OMB to
establish guidance for securely procuring loT, and (2) 23 civilian federal agencies to implement 0T cybersecurity
requirements. The act also requires OMB to establish a waiver process for those requirements.

The act includes provisions for GAO to report every 2 years on loT guidance and the waiver process through 2026.
This report, the second of three, (1) describes guidance for securely procuring IoT, and (2) evaluates agencies’
progress in addressing loT cybersecurity and waiver requirements.

GAO identified federal agencies with cybersecurity or acquisition responsibilities. GAO then described relevant
guidance developed by those agencies covering loT. It also compared agencies’ implementation efforts to the act
and OMB’s requirements for loT inventories and waiver processes. GAO also interviewed relevant agency officials.

What GAO Recommends

GAO is making one recommendation to OMB and 10 to nine civilian agencies covered by the loT Cybersecurity
Improvement Act of 2020 to address legislative requirements related to loT. Eight agencies concurred with our
recommendations. The remaining agencies neither agreed nor disagreed with our recommendations.

What GAO Found

The Internet of Things (loT) generally refers to the technology and devices that allow for the connection and
interaction of “things” throughout such places as buildings, vehicles, and the transportation infrastructure. The
National Institute of Standards and Technology (NIST) and the Department of Homeland Security's Cybersecurity
and Infrastructure Security Agency have issued guidance for securely procuring IoT. For example, NIST has issued
cybersecurity guidance for agencies to use in mitigating risk with the acquisition, procurement, and use of loT at all
stages of a system’s life cycle. In 2022 and 2023, the Office of Management and Budget (OMB) also issued
guidance for ensuring that 23 civilian agencies covered by the 0T Cybersecurity Improvement Act of 2020 address
NIST’s guidelines, establish 10T inventories, and process loT cybersecurity waivers.

Many of the 23 civilian agencies have not yet fully addressed OMB’s IoT requirements on inventories and waivers.
Of these 23 agencies:

e Three stated that they would not complete their inventories by the OMB-established deadline of September 30, 2024,
and stated that they plan to do so in fiscal year 2025; six did not provide time frames; and one stated that it does not
intend to establish an inventory because it does not have any loT.

e Six agencies reported granting loT cybersecurity waivers of certain requirements. However, in following up with these
six, officials from five of the agencies stated that they should not have reported waivers. Four of the five subsequently
corrected their reported efforts. Additionally, one agency corrected its waiver by removing it, and one (the Department
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of Health and Human Services) has not yet corrected its waiver. In addition, OMB did not verify any of the reported
waiver data and reported erroneous information.

Office of Management and Budget (OMB) and Agency Implementation of Selected Internet of Things (loT) Requirements
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Accessible Data for Office of Management and Budget (OMB) and Agency Implementation of Selected Internet of Things (loT)

Requirements

Selected loT Cybersecurity Improvement Act of 2020 Selected OMB Requirements for Agencies
Requirements for OMB

Completed Review agency policies to ensure alignment with Not completed Inventory their “covered loT” assets by the end of
the National Institute of Standards and fiscal year 2024.
Technology's loT standards and as necessary,
issue guidance.

Completed Establish a standardized loT waiver process for Notcompleted Justify if an loT waiver is required and follow

agencies to follow. OMB guidance.

Sources: GAO analysis, and icon illustrations. | GAO-25-107179

Until OMB and agencies ensure that agencies are meeting OMB’s requirements, the agencies will not be effectively
positioned to assess risks so that they can impose appropriate security requirements and take other mitigating

actions.
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Letter

December 4, 2024
Congressional Committees

The critical infrastructure of the nation, including electricity, health care, and transportation, underpins
American society.! The nation’s infrastructure relies on information systems, including the Internet of Things
(loT), to support its varied missions. loT generally refers to the technologies and devices that allow for the
network connection and interaction of a wide array of devices that interact with the physical world, or “things”,
throughout such places as buildings, vehicles, transportation infrastructure, or homes.

The risks facing technologies such as loT include escalating and emerging threats from around the globe, the
emergence of new and more destructive attacks, and insider threats from witting or unwitting employees.
Recent incidents—such as a cybersecurity attack on a Pennsylvania municipal water system in which a cyber
threat actor gained access to internet-connected devices used to monitor and regulate water pressure—
highlight the risks posed by these systems.2

Due to the cyber-based threats to federal systems and critical infrastructure, the persistent nature of
information security vulnerabilities, and the associated risks, we first designated federal information security as
a government-wide high-risk area in our biennial report to Congress in 1997. In 2003, we expanded this high-
risk area to include the protection of critical cyber infrastructure, and in 2015 we further expanded this area to
include protecting the privacy of personally identifiable information. We continue to identify the protection of
critical cyber infrastructure as a high-risk area, as shown in our June 2024 high-risk update on major
cybersecurity challenges.3

The Internet of Things (loT) Cybersecurity Improvement Act of 2020 includes requirements for the National
Institute of Standards and Technology (NIST) and the Office of Management and Budget (OMB) to establish
guidance for securely procuring 10T .4 It also includes requirements for the civilian agencies subject to the Chief

1The term “critical infrastructure” refers to systems and assets, whether physical or virtual, so vital to the United States that their
incapacity or destruction would have a debilitating impact on security, national economic security, national public health or safety, or
any combination of these matters.42 U.S.C. § 5195c(e). Federal policy identifies 16 critical infrastructure sectors: chemical; commercial
facilities; communications; critical manufacturing; dams; defense industrial base; emergency services; energy; financial services; food
and agriculture; governmentservices and facilities; health care and public health; information technology; nuclear reactors, materials,
and waste; transportation systems; and water and wastewater systems.

2See details in GAO, Cybersecurity: Improvements Needed in Addressing Risks to Operational Technology, GAO-24-106576
(Washington, D.C.: Mar. 7, 2024).

3GAO, High-Risk Series: Urgent Action Needed to Address Critical Cybersecurity Challenges Facing the Nation, GAO-24-107231
(Washington, D.C.: June 13, 2024).

4Internet of Things Cybersecurity Improvement Act of 2020, Pub. L. No. 116-207, 134 Stat. 1001 (Dec. 4, 2020). The statute is also
named the loT Cybersecurity Improvement Act of 2020.
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Financial Officers Act (CFO Act) of 1990 regarding IoT cybersecurity.5 The loT Cybersecurity Improvement Act
also includes provisions for us to report on efforts to enhance the cybersecurity of loT. Specifically, it includes
provisions for us to report on loT procurement guidance and the effectiveness of OMB’s waiver process for
selected IoT cybersecurity requirements.6 Our specific objectives for this review were to (1) describe guidance
for securely procuring 10T, and (2) evaluate agencies’ progress in addressing loT cybersecurity and waiver
requirements.

To address our first objective, we identified federal agencies with cybersecurity or acquisition responsibilities.
These agencies included OMB, NIST, the Department of Homeland Security (DHS), and the Federal
Acquisition Regulatory (FAR) Council. We then identified relevant guidance, directives, and regulations
developed by these agencies for the acquisition of technologies, including loT. We selected those that covered
the procurement of securable loT. We validated them with the agencies and made changes as appropriate.

To address our second objective, we compared selected requirements of the IoT Cybersecurity Improvement
Act of 2020 against OMB’s efforts to implement them. Specifically, we evaluated OMB’s efforts to review
agency policies to ensure their alignment with NIST’s loT standards. We also assessed the extent to which
OMB issued additional guidance to agencies, as necessary, to ensure they followed NIST’s guidance.

We also compared the 23 civilian CFO Act agencies’ implementation efforts to OMB’s requirements related to
the act. These efforts included efforts to develop inventories of covered loT and granting waivers for IoT
devices that do not comply with NIST standards. We assessed documentation such as agencies’ Federal
Information Security Modernization Act (FISMA) reports and agency waivers for loT devices. We also
summarized information on the number of waivers the agencies have reported and granted under OMB’s
implementation guidance. For both objectives, we interviewed relevant agency officials to obtain their views
and verify the information provided. For more information on our scope and methodology, see appendix |.

We conducted this performance audit from November 2023 to December 2024 in accordance with generally
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

SCertain key provisions of the loT Cybersecurity Improvement Act of 2020 are triggered during a review required for the 23 civilian
agencies covered by the Chief Financial Officers Act of 1990. For this reason, the scope of our review includes these 23 agencies,
which are the Departments of Agriculture, Commerce, Education, Energy, Health and Human Services, Homeland Security, Housing
and Urban Development, the Interior, Justice, Labor, State, Transportation, the Treasury, and Veterans Affairs; the Environmental
Protection Agency; General Services Administration; National Aeronautics and Space Administration; National Science Foundation;
Nuclear Regulatory Commission; Office of Personnel Management; Small Business Administration; Social Security Administration; and
the U.S. Agency for International Development. 31 U.S.C. § 901(b). We did notinclude the Department of Defense in our review
because itis not covered by the review and waiver provisions of the act. Further detail as to the statutory coverage of the agencies’
waiver requirements is contained in Appendix I.

6The actincluded a provision for us to report biennially on loT. This is the second of three reports. The initial review was published in
December 2022 and a third review is due to Congress in December 2026. See initial report at GAO, Critical Infrastructure: Actions
Needed to Better Secure Internet-Connected Devices, GAO-23-105327 (Washington, D.C.: Dec. 1, 2022).
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Background

According to NIST, loT technology generally acts as a connection or bridge between IT and operational
technology (OT) technologies. IT includes technologies used in data processing, networking, sharing, and
disposing of data. OT includes controllers, sensors, and actuators. NIST defines OT as programmable systems
or devices that interact with the physical environment (or manage devices that interact with the physical
environment).” These systems and devices detect or cause a direct change through the monitoring or control
of devices, processes, and events. According to NIST, examples of OT include supervisory control and data
acquisition systems, distributed control systems, and building automation systems. In December 2023, OMB
introduced the concept of “covered loT,” an administrative definition of 10T that includes some technologies
that are traditionally called OT.8

Many loT devices are the result of the convergence of cloud computing, mobile computing, embedded
systems, big data, low-price hardware, and other technological advances. loT devices can provide computing
functionality, data storage, and network connectivity for equipment that previously lacked them. This has
enabled new efficiencies and technological capabilities for equipment, such as remote access for monitoring,
configuration, and troubleshooting. loT can also add the abilities to analyze data about the physical world and
use the results to better inform decision-making, alter the physical environment, and anticipate future events.
Agencies use a wide variety of 0T technologies, ranging from specialized connected hospital equipment in
hospital settings to smart building management or smart road technologies.

NIST reported that 10T is a rapidly evolving and expanding collection of diverse digital technologies that
interact with the physical world. One private sector estimate is that the global value of loT could range from
$5.5 to $12.6 trillion by 2030.°

See figure 1 for an overview of the intersection between IT, loT, and OT.

"National Institute of Standards and Technology, Guide to Operational Technology Security, NIST Special Publication 800-82 Revision
3 (Gaithersburg, MD: September 2023).

80MB'’s definition of covered loT includes both loT devices and some OT devices embedded with programmable controllers, integrated
circuits, sensors, and other technologies for the purpose of collecting and exchanging data with other devices or systems over a
network. OMB noted that such devices also facilitate enhanced connectivity, automation, and data-driven insights across devices and

systems. OMB noted that this was due to the identification of the convergence between IoT and certain OT as a potential cybersecurity
risk.

9McKinsey and Company, The Internet of Things: Catching up to an accelerating opportunity (San Francisco, CA: November 2021).
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Figure 1: The Intersection of IT, Internet of Things (loT), and Operational Technology
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Sources: GAO analysis of government and industry information; patrikslezak/stock.adobe.com (wifi); Gorodenkoff/stock.adobe.com (computer); shock/stock.adobe.com (servers); alice_photo/stock.ado-
be.com (camera); Rocky Grimes/stock.adobe.com (palm reader); sirisakboakaew/stock.adobe.com (car); Anekcanap becnanbiit/stock.adobe.com (ships); Voy_ager/stock.adobe.com (baggage);
wacomka/stock.adobe.com (medical). | GAO-25-107179

Accessible Data for Figure 1: The Intersection of IT, Internet of Things (loT), and Operational Technology
Internet of Things (loT) devices are a combination of operational technology and information technology.
INTERNET OF THINGS

« Information Technology is any equipment or interconnected system of equipment that can collect, store,
process, maintain, share, transmit, or dispose of data.
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« loT generally refers to the technologies and devices that allow for the network connection and interaction of
a wide array of "things," throughout such places as buildings, vehicles, transportation infrastructure, or
homes.

« Operational Technology are programmable systems or devices that interact with the physical
environment (or manage such devices). For example, control systems in factories or building automation.

Sources: GAO analysis of government and industry information; patrikslezak/stock.adobe.com (wifi); Gorodenkoff/stock.adobe.com (computer); shock/stock.adobe.com (servers);
alice_photo/stock.adobe.com (camera); Rocky Grimes/stock.adobe.com (palm reader); sirisakboakaew/stock.adobe.com (car); AnekcaHap Becnansbiii/stock.adobe.com (ships);
Voy_ager/stock.adobe.com (baggage); wacomka/stock.adobe.com (medical). | GAO-25-107179

Cyber Threats to loT and Related Technologies

IT, IoT, and OT devices and systems that support federal agencies and our nation’s critical infrastructures are
increasingly at risk. These systems are highly complex, technologically diverse, and often geographically
dispersed. In addition, they are often interconnected with other internal and external systems and networks,
including the internet. This complexity increases the difficulty of identifying, managing, and protecting the
numerous operating systems, applications, and devices comprising the federal government’s systems and
networks.

These technologies are subject to serious cyber threats that can have adverse impacts on organizational
operations and assets, individuals, critical infrastructure, and the nation. As cyber threats grow increasingly
sophisticated, the need to manage and bolster the cybersecurity of IoT and OT products and services is also
magnified. These cyber threats can include purposeful attacks, environmental disruptions, and machine errors,
and may result in harm to the national and economic security interests of the United States. Table 1 describes
key types of purposeful cyberattacks that could affect loT devices and networks, and figure 2 depicts a
theoretical botnet attack involving loT.

________________________________________________________________________________________________________________|
Table 1: Key Purposeful Threats That Could Affect Internet of Things (loT) and Related Technologies

Types of attack Description

Botnet A network of internet-connected computing devices infected with bot malware and that are remotely
controlled by third parties for nefarious purposes. A botnet attack happens when a network of
computers, Internet of Things, or other internet protocol-enabled devices are commandeered to run
unauthorized code in supportof malicious activities such as spam, phishing, and distributed denial of
service.

Denial-of-service An attack that prevents or impairs the authorized use of networks, systems, or applications by
exhausting resources. A distributed denial-of-service attack is a variant of the denial-of-service attack
that uses numerous hosts to perform the attack.

Malware Also known as malicious code and malicious software, malware refers to a program that is inserted
into a system, usually covertly, with the intent of compromising the confidentiality, integrity, or
availability of the victim’s data, applications, or operating system or otherwise annoying or disrupting

the victim.

Man-in-the-middle An attack where the attacker comes in between a two-party communication, i.e., the attacker hijacks
the session between a client and host. By doing so, hackers steal and manipulate data.

Zero-day exploit An exploitthat takes advantage of a security vulnerability previously unknown to the general public. In

many cases, the exploit code is written by the same person who discovered the vulnerability. By
writing an exploit for the previously unknown vulnerability, the attacker creates a potent threat since
the compressed time frame between public discoveries of both makes it difficult to defend against.

Source: GAO analysis of Department of Homeland Security, National Institute of Standards and Technology information, and industry reports. | GAO-25-107179
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Figure 2: Theoretical Botnet Attack Involving Network-Connected Devices Including the Internet of Things (loT)
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Sources: GAO analysis of Cybersecurity and Infrastructure Security Agency, Federal Bureau of Investigation, and Multi-State Information Sharing and Analysis Center (data); GAO (hacker, building and
printer illustrations); starlineart/stock.adobe.com (background); Uniconlabs/stock.adobe.com (all other icons). | GAO-25-107179

Recent events highlight significant cyber threats facing the nation and the range of consequences that these
attacks pose.

e InJune 2022, the Department of Justice reported that a Russian botnet targeted a broad range of loT and

OT devices. These devices included time clocks, routers, audio/video streaming devices, smart garage
door openers, and industrial control systems, which are connected to and can communicate over the
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internet.’o Millions of devices were compromised, and victims varied from large entities—including a
university, hotel, television studio, and electronic manufacturers—to small entities such as home
businesses and individuals.!t

o Inearly 2024, DHS’s Cybersecurity and Infrastructure Security Agency (CISA), the National Security
Agency, and the Federal Bureau of Investigation reported their assessment that a People’s Republic of
China’s state-sponsored cyber group had compromised IT networks at critical infrastructure organizations.
The targeted sectors included the Communications, Energy, Transportation Systems, and Water and
Wastewater Systems sectors. Specifically, the agencies noted that the threat actors appeared to be pre-
positioning themselves on IT networks to enable them to move to network-connected OT assets to disrupt
functions of critical infrastructure in the future.2

loT Cybersecurity Improvement Act of 2020

The act includes provisions for the protection of loT owned or controlled by federal agencies.'3 The act
requires NIST to develop and publish standards and guidelines for the federal government on agencies’ use
and management of loT devices. Specifically, these include devices owned or controlled by an agency and
connected to networks owned or controlled by the agency. NIST’s standards and guidelines are to include
establishing minimum information security requirements for managing cybersecurity risks associated with such
devices.

In addition, the act requires OMB to establish a standardized process for agency Chief Information Officers
(CIO) to use for obtaining waivers to the 0T cybersecurity requirements outlined below. OMB is also to review
agency policies pertaining to IoT devices owned or controlled by agencies for consistency with NIST standards
and guidelines. OMB is then to issue policies and principles, as necessary, to ensure agency policies are
consistent with the NIST guidelines concerning loT.

Generally, before any civilian CFO Act agencies may enter or renew a contract for IT or IT services, the
agency CIO must review and approve the contract, as required by law. Under the IoT Cybersecurity
Improvement Act of 2020, if during that review for a system including IoT, the CIO determines that using the
device would prevent the agency from complying with NIST loT standards and guidelines, the agency is
prohibited from using the device. The agency would also be prohibited from procuring or obtaining the device
or renewing a contract to procure or obtain the device.

10Industrial control systems consistof combinations of control components (such as electrical, mechanical, hydraulic, and pneumatic)
that act together to achieve an industrial objective. These objectives could include manufacturing, transportation of matter, or the
transportation of energy.

11Department of Justice U.S Attorney’s Office Southern District of California, “Russian Botnet Disrupted in International Cyber
Operations,” (San Diego, California, June 16, 2022), accessed Aug. 3, 2022,

https://www justice.gov/usao-sdca/pr/russian-botnet-disrupted-international-cyber-operation.

12Cybersecurity and Infrastructure Security Agency, National Security Agency, and Federal Bureau of Investigation, “PRC State-
Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastructure,” (Feb. 7, 2024), accessed June 5, 2024,
https://lwww.cisa.gov/news-events/cybersecurity-advisories/aa24-038a.

13Internet of Things Cybersecurity Improvement Act of 2020, Pub. L. No. 116-207, 134 Stat. 1001 (Dec. 4, 2020). The statute is also
named the loT Cybersecurity Improvement Act of 2020.
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This prohibition may be waived by the head of the agency, but only if the agency CIO first determines that at
least one of the following conditions is met:

1. The waiver is necessary in the interest of national security.

2. Procuring, obtaining, or using the IoT device is necessary for research purposes.

3. The device is secured using alternative and effective methods appropriate to its function.

Federal Roles and Responsibilities for Procuring and Securing loT

Several entities within the federal government have responsibilities for helping oversee and guide the
procurement of secure loT technologies.

OMB. The agency oversees the management of federal agencies’ technologies, and, in conjunction with other
agencies, implements the President's Management Agenda. According to OMB, its role and the role of the
Office of the Federal Chief Information Officer within OMB are to enable agencies to adopt IT technology,
including IoT, in @ manner that is consistent with the President’s budget and that enhances the agency’s
mission.'# In addition, OMB includes the Office of Federal Procurement Policy. The office plays a central role in
shaping the policies and practices federal agencies use to acquire the goods and services they need to carry
out their responsibilities, which include loT.

Department of Homeland Security (DHS). The agency oversees technology-specific issues in support of the
2013 National Infrastructure Protection Plan (referred to as the National Plan).5 In this role, DHS coordinates
with other federal agencies, works with private sector entities that support critical infrastructure, and contributes
to the development of guidance related to security considerations when acquiring loT devices. In addition, the
Federal Information Security Modernization Act of 2014 authorized DHS to issue binding operational directives
to federal agencies, consistent with OMB’s policies and guidance.'®¢ These directives require agencies to
safeguard federal information and information systems, including loT devices, from a known or reasonably
suspected information security threat, vulnerability, or risk.

CISA. The Cybersecurity and Infrastructure Security Agency Act of 2018 established CISA within DHS.7 CISA
is responsible for developing and implementing information sharing programs. Through these programs, CISA
develops partnerships with and shares substantive information with the private sector, and state, local, tribal,
and territorial governments. This includes information on loT threats. In addition to information sharing

14The Federal Chief Information Officer is the Administrator of the OMB Office of Electronic Government and Information Technology,
which was created by the E-Government Act of 2002. Pub. L. No. 107-347, 116 Stat. 2899 (Dec. 17, 2002).

15Department of Homeland Security, National Infrastructure Protection Plan 2013: Partnering for Critical Infrastructure Security and
Resilience (Washington, D.C.: December 2013). The plan outlines how government and private sector participants in the critical
infrastructure community can work together to manage risks and achieve security and resilience outcomes for their information
systems. To achieve this end, critical infrastructure partners must collectively identify national priorities, articulate clear goals, mitigate
risk, measure progress, and adapt based on feedback and the changing environment.

16Federal Information Security Modernization Act of 2014, Pub. L. No. 113-283, 128 Stat. 3073, 3076 (Dec. 18, 2014), codified at 44
U.S.C. § 3553(b)(2).

17The Cybersecurity and Infrastructure Security Agency Act of 2018, Pub. L. No. 115-278, 132 Stat. 4168, 4169 (Nov. 16, 2018),
adding sec. 2202 to the Homeland Security Act of 2002, codified at6 U.S.C. § 652.
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initiatives, CISA is also responsible for developing resources to help spread awareness about cyber threats,
protective measures, and response tactics.

NIST. The agency conducts research and develops standards, guidelines, and tools for public and non-public
organizations. NIST develops security standards and guidelines for non-national-security federal agency
systems, which can be mandatory for federal agencies. NIST has issued multiple publications and engaged in
projects to help manage the security of loT such as Special Publication (SP) 800-213- lIoT Device
Cybersecurity Guidance for the Federal Government: Establishing loT Device Cybersecurity Requirements.
This guidance is intended to help federal agencies securely incorporate 10T devices into an existing informatian
system as system elements.18

Federal Acquisition Regulatory Council. The Federal Acquisition Regulation (FAR) is the primary regulation
used by all federal executive agencies to acquire supplies and services with appropriated funds. The Federal
Acquisition Regulatory Council, which consists of the Secretary of Defense and the Administrators of the Office
of Federal Procurement Policy in OMB, the National Aeronautics and Space Administration (NASA), and the
General Services Administration, assists in the direction and coordination of government-wide procurement
policy and regulatory activities. The council is responsible for maintaining the FAR and managing, coordinating,
and controlling changes in the FAR. Several revisions to the FAR, as discussed later, are being considered
based on recent NIST guidance on loT cybersecurity, among other things.

Federal Acquisition Security Council. The Federal Acquisition Security Council (FASC) was established by
the Federal Acquisition Supply Chain Security Act of 2018. The FASC is a cross-agency council responsible
for providing guidance to executive agencies to reduce their information and communications technology (ICT)
supply chain risks, including for loT.'® According to officialsin OMB’s Office of the Chief Information Officer, the
council finalized a strategic plan in June 2020 for addressing supply chain risks. The plan is intended to,
among other things, establish requirements for sharing relevant information about supply chain risks with all
federal agencies. The FASC can also recommend removal orders on specific technologies, including loT and
OT, that may pose supply chain risks.

Prior GAO Reports on the Status of IoT and Cybersecurity Risks

In March 2024, we reported on challenges associated with supporting the security of private sector OT by the
federal government, including getting entities accurate and timely cybersecurity support from CISA.20 We
recommended that CISA measure customer service for its OT products and services, perform effective
workforce planning for OT staff, and develop a policy on agreements with sector risk management agencies
(SRMA) with respect to collaboration.2! We also recommended that CISA issue guidance to the SRMAs on

18National Institute of Standards and Technology, loT Device Cybersecurity Guidance for the Federal Government: Establishing loT
Device Cybersecurity Requirements, Special Publication (SP) 800-213 (Gaithersburg, MD: November 2021).

19The council is chaired by a senior-level official from the Office of Management and Budget. It includes representatives from the
General Services Administration, Department of Homeland Security, Office of the Director of National Intelligence, Department of
Justice, Department of Defense, and Department of Commerce.

20GAO, Cybersecurity: Improvements Needed in Addressing Risks to Operational Technology, GAO-24-106576 (Washington, D.C.:
Mar. 7, 2024).

21SRMAs lead, facilitate, and support the security and resilience programs and associated activities of their designated critical
infrastructure sector.
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how to update their plans for coordinating on critical infrastructure issues. As of July 2024, the
recommendations have not yet been implemented.

In December 2022, we reported on cybersecurity risks associated with [oT and OT, including in selected key
critical infrastructure areas.22 We found that while guidance and resources have been developed to help
manage cybersecurity risks to IoT and OT devices, selected SRMAs lacked loT and OT specific metrics to
measure the effectiveness of their efforts. We also found that none of the selected SRMAs had conducted
sector-wide risk assessments specific to IoT and OT devices. In addition, we noted that OMB had not yet
established a standardized loT device cybersecurity waiver process for the ClOs of covered federal agencies,
as required by law. Accordingly, we made four recommendations to the selected SRMAs regarding the
establishment and use of metrics to assess cybersecurity efforts. We made four additional recommendations
regarding evaluating sector loT and OT efforts. These eight recommendations have yet to be implemented. We
also made one recommendation to OMB regarding issuing an loT cybersecurity waiver process, as required by
the act. In December 2022, OMB implemented the recommendation with the issuance of guidance in the form
of a memorandum.23

Additionally, in August 2020, we reported that many federal agencies used loT technologies for a variety of
purposes, such as to control or monitor equipment or systems and to control access to devices or facilities.24
We also noted that agencies often identified increased data collection and operational efficiencies as benefits
and cybersecurity and interoperability as challenges.

Federal Agencies Have Issued Guidance Relevant to Securely
Procuring loT Devices

Federal agencies, including NIST, OMB, and DHS have issued guidance, directives, and regulations to help
federal agencies securely procure loT devices for their agencies, among other things. These are noted below.

NIST. The agency’s Risk Management Framework is a risk-based approach that integrates security, privacy,
and cyber supply chain risk management activities into the system development life cycle for federal
agencies.2s The framework also has many supporting documents, as well as detailed vulnerability disclosure
guidance on specific 10T devices.

i2C25,g\gz,)Critical Infrastructure: Actions Needed to Better Secure Internet-Connected Devices, GAO-23-105327 (Washington, D.C.: Dec.
230ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2023 Guidance
on Federal Information Security and Privacy Management Requirements, M-23-03 (Washington, D.C.: Dec. 2, 2022).
24GAO, Internet of Things: Information on Use by Federal Agencies, GAO-20-577 (Washington, D.C.: Aug. 13, 2020).
25National Institute of Standards and Technology, Risk Management Framework for Information Systems and Organizations: A System
Life Cycle Approach for Security and Privacy, Special Publication (SP) 800-37 rev 2 (Gaithersburg, MD: Dec. 2018).
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The agency has also issued a variety of guidance documents for agencies to use in mitigating risk with the
acquisition, procurement, and use of IoT and OT at all stages of a system’s life cycle.26 These documents

include publications on the risk management of security, supply chain guidance, and consumer loT.

NIST’s guidelines in the special publication Establishing loT Device Cybersecurity Requirements highlight a
variety of approaches to securing lIoT devices.2” For example, if an 0T device lacks certain capabilities to
support the information system’s security controls, the capabilities lacking in the loT device might be provided
by other systems or system elements such as an loT hub, cloud service, or mobile application. Alternatively,
the organization might choose to implement compensating controls such as creating a segmented network for
IoT. It could also reimplement existing controls such as changing a policy or procedure for a control in
response to loT device limitation. The guidance further notes that if risks introduced by the loT device cannot
be mitigated within the organization’s risk tolerance level, the organization could accept these new risks or
decide to not incorporate the loT device into the information system.

In addition, NIST has also published a number of other documents that address I0T. Table 2 describes the key
NIST publications that provide guidelines for the secure procurement of 0T and related devices.

|
Table 2: Key National Institute of Standards and Technology (NIST) Publications Providing Guidelines Relevant to the Secure
Procurement of Internet of Things (loT) and Related Devices

Publication (release date) Description

Special Publication (SP) 800-82 Revision 3, Intended to describe how to apply the NIST Risk Management Framework (SP 800-37,
Guide to Operational Technology (OT) Revision 2) to OT and provide an overlay of the NIST SP 800-53, Revision 5 control
Security (September 2023) catalog to further help organizations apply the NIST controls to OT.

SP 800-161r1, Cybersecurity Supply Chain Intended to provide organizations with a systematic process for managing exposure to

Risk Management Practices for Systems cybersecurity risks throughout the supply chain and developing appropriate response

and Organizations (May 2022) strategies, policies, processes, and procedures for supply chain risk management
(SCRM).2
It is to provide guidance to enterprises on how to identify, assess, select, and implement
risk management processes and mitigating controls across the enterprise to help
manage cybersecurity risks throughoutthe supply chain. The contentin this guidance is
the shared responsibility of different disciplines with different SCRM perspectives,
authorities, and legal considerations.

SP 800-213, IoT Device Cybersecurity Intended to help federal agencies consider how an IoT device they plan to acquire can
Guidance for the Federal Government: integrate into a system.

Establishing loT Device Cybersecurity It provides information on considering system security from the device perspective,

Requirements (November 2021) which allows for the identification of device cybersecurity requirements—the abilities and
actions an organization will expect from an loT device and its manufacturer or third
parties, respectively.

SP 800-213A, loT Device Cybersecurity Intended to provide agencies a catalog of IoT device cybersecurity capabilities and non -
Guidance for the Federal Government: IoT technical supporting capabilities that can help organizations as they use SP 800-213 to
Device Cybersecurity Requirement Catalog determine and establish device cybersecurity requirements.

(November 2021)

26Qur prior report under this mandate reported on a wide variety of NIST publications on the cybersecurity of IoT and OT. See
GAO-23-105327.

27National Institute of Standards and Technology, loT Device Cybersecurity Guidance for the Federal Government: Establishing loT
Device Cybersecurity Requirements, Special Publication (SP) 800-213 (Gaithersburg, MD: November 2021).
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Publication (release date) Description

SP 800-53, Revision 5, Security and Intended to help federal agencies to protect organizational operations and assets,
Privacy Controls for Information Systems individuals, other organizations, and the nation from a diverse set of threats and risks.
and Organizations (September 2020) The controls are flexible, customizable, and implemented as part of an organization-

wide process to manage risk.

It provides a catalog of security and privacy controls forfederal information systems and
a process for selecting controls to protect organizational operations and assets, which
includes the loT and OT.

NIST Interagency Report 8228, Intended to help federal agencies and other organizations better understand and
Considerations for Managing Internet of manage the cybersecurity and privacy risks associated with their individual loT devices
Things (loT) Cybersecurity and Privacy throughout the devices’ life cycles.

Risks (June 2019) It identifies considerations thatmay affectthe managementof cybersecurity and privacy
risks for IoT devices as compared to conventional IT devices and describes ways that
organizations can mitigate loT cybersecurity and privacy risks.

SP 800-37, Revision 2, Risk Management Intended to help organizations understand NIST’s Risk Management Framework and

Framework for Information Systems and provide guidelines forapplying the framework to information systems and organizations.
Organizations: A System Life Cycle It provides a disciplined, structured, and flexible process for managing security and
Approach for Security and Privacy privacy risk that includes information security categorization; control selection,
(September 2018) implementation, and assessment; system and common control authorizations; and

continuous monitoring.

Source: GAO Analysis of NIST Publications. | GAO-25-107179

®NIST definesthe supply chain as alinked set of resources and processes between and among multiple levels of organizations, each of which is an
acquirer, that begins with the sourcing of products and services and extends through their life cycle.

In addition, we have previously reported on the foundational practices identified by NIST associated with
supply chain risk management (SCRM) and the acquisition of IT and ICT. These practices also cover both 0T
and OT.28 The practices are: (1) establish executive oversight of ICT SCRM activities, (2) develop an agency-
wide ICT SCRM strategy, (3) establish an approach to identify and document agency ICT supply chain(s), (4)
establish a process to conduct agency-wide assessments of ICT supply chain risks, (5) establish a process to
conduct a SCRM review of a potential supplier, (6) develop organizational ICT SCRM requirements for
suppliers, and (7) develop organizational procedures to detect counterfeit and compromised ICT products prior
to their deployment.

At the time, we issued 145 recommendations intended to help agencies address shortcomings in their SCRM
practices. As of September 2024, approximately 40 percent of the recommendations have yet to be

implemented.

OMB. As noted earlier, in December 2022, in response to the loT Cybersecurity Improvement Act of 2020 and
our December 2022 recommendation, OMB issued guidance in the form of a memorandum for agencies to
follow in requesting waivers.29 In December 2023, OMB issued updated guidance in a memorandum.2 The
December 2023 memorandum: (1) clarified the loT cybersecurity waiver process; (2) introduced the concept of
“covered l0T”; (3) required agencies to develop inventories of the IoT covered by OMB’s guidance, including

28GAO, Information Technology: Federal Agencies Need to Take Urgent Action to Manage Supply Chain Risks, GAO-21-171
(Washington, D.C.: Dec. 15, 2020).

290ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2023 Guidance
on Federal Information Security and Privacy Management Requirements, M-23-03 (Washington, D.C.: Dec. 2, 2022).

300ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2024 Guidance
on Federal Information Security and Privacy Management Requirements, M-24-04 (Washington, D.C.: Dec. 4, 2023).
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the identification of the critical functions of the technologies; and (4) directed the establishment of a working
group to develop loT security best practice playbooks.

In addition, OMB is coordinating a cross-agency group comprised of representatives from over a dozen
agencies to develop best practice playbooks for specialized IoT and OT security for key federal government
uses. The playbooks may address building management systems, industrial control systems, health and
medical devices and systems, scientific laboratories, and aerospace systems, among other categories of IoT.
OMB officials noted that the efforts should leverage existing cybersecurity regimes and industry practices
wherever feasible, so that IoT technology is appropriately integrated into the security frameworks and
programs governing other forms of information technology. This effort is ongoing, and OMB did not share
details on their planned outcome or time frames.

DHS and CISA. As part of its responsibility for furthering federal cybersecurity, FISMA authorizes DHS, in
consultation with OMB, to develop and oversee the implementation of compulsory directives.3! These are
referred to as binding operational directives and cover non-national-security executive branch civilian
agencies.32 These directives require agencies to safeguard federal information and information systems from a
known or reasonably suspected information security threat, vulnerability, or risk.

In January 2022, CISA issued a binding operational directive requiring agencies to address known exploited
vulnerabilities in federal systems.33 In implementing this effort, CISA is responsible for the federal Coordinated
Vulnerability Disclosure Process and Program. The program allows agencies to identify vulnerabilities in
devices. In addition, it coordinates the remediation and public disclosure of newly identified cybersecurity
vulnerabilities in products and services with affected vendor(s). This includes new vulnerabilities in industrial
control systems, loT, and medical devices, as well as traditional IT vulnerabilities.

In addition, DHS, in cooperation with the General Services Administration and the IT Sector Coordinating
Council (a partnership between the private IT sector and government sectors), published a guide on loT
security acquisition for the IT sector.34 This guide is intended to highlight areas of elevated risk resulting from
the software-enabled and connected aspects of 10T technologies and their role in the physical world and
designed to be applicable to any critical infrastructure sector. It was designed to improve the effectiveness of
supply chain, vendor, and technology evaluations prior to the purchase of loT devices, systems, and services.

FAR Council. The FAR Council has worked to strengthen the procurement rules around loT devices.
Specifically, in October 2023, the FAR Council published a proposed rule in the Federal Register that would
require contracts for the management of a federal information system to specify any cybersecurity
requirements necessary for loT devices in accordance with NIST SP 800-213. The proposed rule would also
implement the loT Cybersecurity Improvement Act of 2020’s prohibition on agencies’ acquisition of an loT
device determined to be non-compliant with NIST standards and guidelines, absent a waiver by the agency

31Federal Information Security Modernization Act of 2014, Pub. L. No. 113-283, 128 Stat. 3073, 3076 (Dec. 18, 2014), codified at 44
U.S.C. § 3553(b)(2).

32This responsibility is carried out by DHS’s CISA.

33Cybersecurity and Infrastructure Security Agency, Reducing the Significant Risk of Known Exploited Vulnerabilities, BOD-22-01
(Washington, D.C.: Nov. 03, 2021).

34Cybersecurity and Infrastructure Security Agency, Internet of Things Security Acquisition Guidance: IT Sector (February 2020).
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head. A variety of proposed rules and changes to the FAR may apply to IoT and OT. See appendix Il for more
information.

OMB and Agencies Are Taking Steps to Implement loT Requirements,
but Inventories and Waivers Are Not Fully Addressed

OMB conducted reviews of selected agencies’ loT cybersecurity policies to determine whether they address
NIST guidelines for loT, as directed by the loT Cybersecurity Improvement Act of 2020. It also subsequently
issued additional guidance to agencies to ensure the agencies address NIST's loT guidelines. In addition, most
of the 23 civilian CFO Act agencies are in the process of establishing inventories of covered loT, which are to
include, among other things, documentation of loT cybersecurity controls that are in alignment with NIST
guidelines, as directed by OMB. However, several agencies will not have an inventory completed by the end of
fiscal year 2024 or have not provided time frames for completion. While OMB’s updated guidance to agencies
implements the |oT cybersecurity waiver process required by the law, none of the six waivers reported to OMB
were consistent with the 10T cybersecurity requirements. Additionally, in reporting on the waivers to Congress,
OMB did not verify the agencies’ reported data.

OMB Reviewed Selected Agencies’ loT Policies and Issued Additional Guidance

As previously stated, the 10T Cybersecurity Improvement Act of 2020 directed OMB to review agency policies
on obtaining IoT devices for consistency with NIST’s loT guidelines.3s The act also directed OMB to issue
policies and principles, as necessary, to ensure agencies’ policies are consistent with the NIST’s loT
guidelines.

OMB officials stated that OMB reviewed selected agencies’ policies for consistency with NIST’s loT guidelines
in 2023. Specifically, officials noted that it reviewed six of the 23 civilian CFO Act agencies that were most
likely to have loT devices. These officials noted that relatively few of these agencies had policies that
addressed the selection of cybersecurity requirements specifically for loT devices.

Subsequently, in December 2023, OMB issued additional guidance for agencies to, among other things,
ensure that the agencies’ 10T security controls are aligned with NIST’s loT guidelines. Specifically, the
December 2023 memorandum requires agencies to perform an loT inventory and describe, among other
things, how the security controls for each covered loT asset align with NIST’s guidelines and other relevant
standards.s6

OMB officials stated that they anticipate that the Chief Information Security Officer Council’'s playbooks
documenting security best practices for 0T devices, as well as the covered loT inventory with security controls,

35Internet of Things Cybersecurity ImprovementAct of 2020, PublicLaw No: 116 -207 § 4(b), 134 Stat. 1004 (Dec. 4,2020), 15 U.S.C. §
278g-3b(b).

360ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2024 Guidance
on Federal Information Security and Privacy Management Requirements, M-24-04 (Washington, D.C.: Dec. 4, 2023).
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mandated by its December 2023 memorandum, will lay the groundwork for further developments in loT
security policy. We plan to monitor OMB’s actions as part of our next biennial review due in December 2026.

Most Agencies Are in the Process of Establishing Inventories of Covered IoT in
Accordance with OMB’s Memorandum

OMB’s December 2023 memorandum, issued in response to the act, requires the 23 civilian CFO Act agencies
to establish an enterprise-wide inventory of covered loT assets by the end of fiscal year 2024.37 According to
the memorandum, the inventories are to include, among other things, asset identification with a description of
the asset, including its alignment with NIST’s security controls. The inventories are also to include the critical
functions of the covered IoT devices, as well as the related systems, processes, and assets upon which those
functions depend.

More than half of the 23 CFO Act agencies stated that they have developed or plan to develop inventories of
their covered loT assets by the end of fiscal year 2024, in accordance with OMB’s memorandum.38

Specifically, as of July 2024, of the 23 agencies:

« three stated they have established inventories of their covered loT assets,
« 10 stated that they will complete their covered loT inventories by the end of fiscal year 202439

« three stated that their inventories will not be completed until fiscal year 2025 because of multiple efforts to
ensure that their inventories of covered loT are comprehensive,

« six did not provide time frames for completion of their inventories, and

« one stated that it does not intend to establish an loT inventory because the agency does not use covered
IoT within the agency’s environment.

Given the enormous array of disparate devices that may be considered part of 10T, it is important for agencies
to identify and document any of those devices connected to their information systems. Without this, agencies
will lack visibility into the IoT devices in their enterprise environments and the ability to mitigate loT
cybersecurity risks. Figure 3 provides a summary of agencies’ reported status in developing and completing
their inventories of covered loT assets.

370ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2024 Guidance
on Federal Information Security and Privacy Management Requirements, M-24-04 (Washington, D.C.: Dec. 4, 2023).

38Given that the agencies’ covered loT inventories were not due until the end of fiscal year 2024, we plan to assess whether the
inventories addressed OMB’s requirements for covered loT as part of our next biennial review, due in December 2026.

39As noted previously, given the timing of the report and due date for the covered loT inventories, we plan to follow up with agencies
regarding their covered loT inventories as part of our next biennial assessment under the IoT Cybersecurity Improvement Act of 2020,
due in December 2026.
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Figure 3: Summary of Agency-Reported Status of Covered Internet of Things (loT) Inventory Completion, as of July 2024
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Accessible Data for Figure 3: Summary of Agency-Reported Status of Covered Internet of Things (loT) Inventory Completion,
as of July 2024
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Table 3 describes agencies’ reported status of their covered IoT inventories.
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Table 3: Agency-Reported Status of Covered Internet of Things (loT) Inventories, as of July 2024

Agency

Covered loT
inventory
status?

Description of inventory efforts®

U.S. Department of
Agriculture

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed by the end of fiscal year (FY) 2024.

Department of Commerce

In progress

Agency officials stated that the inventory will be developed by the end of FY 2024.
Commerce officials stated the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend.

Department of Education

In progress

Agency officials stated that the agency is in the process of inventorying its IoT
assets. Education officials further stated that they are also refining the inventory
process to include the critical functions of loT and that it will be completed around
the end of calendar year 2024.

Department of Energy

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed by the end of FY 2024.

Department of Health and
Human Services

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed in FY 2025. The officials stated that pilots of supporting solutions are
currently underway and the agency is working to share results and incorporate the
loT asset inventory across the department.

Department of Homeland
Security

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed in FY 2024.

Department of Housing and
Urban Development

In progress

Agency officials stated that the inventory developmentis in its initial stages and will
be completed by the end of FY 2024. The officials did notindicate whether the
agency’sinventory will include assetidentification with a description and the critical
functions of the covered loT devices, as well as the related systems processes, and
assets upon which those functions depend.

Department of Justice

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed by the end of FY 2024.

Department of Labor

In progress

Agency officials stated that the agency is working on an automated tool to track and
identify loT devices but has not started to include the identification of critical
functionsforloT devices. According to Labor officials, this work will be completed by
the end of FY 2024. However, Labor does not yet have a time frame for the
completion of the inventory because agency officials stated that the department
needs to accurately identify the attributes of loT devices first.

Department of State

Complete

Agency officials stated that the inventory is completed and includes asset
identification with a description and the critical functions of the covered loT devices,
as well as the related systems, processes, and assets upon which those functions
depend.

Department of the Interior

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed by the end of FY 2024.
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Covered loT
inventory
Agency status? Description of inventory efforts®
Department of the Treasury  Complete Agency officials stated that its covered loT inventory is completed and noted that the

department has not identified any loT devices.

Departmentof Transportation

In progress

Agency officials stated that a comprehensive inventory will be completed in FY
2024, and it will be further matured in FY 2025. The officials stated that asset
identification with a description and the critical functions of the covered loT devices,
as well as the related systems, processes, and assets upon which those functions
depend will be completed by the end of quarter one of FY 2025.

Department of Veterans
Affairs

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend. In
addition, the officials stated that they plan to fund and acquire an loT and medical
loT monitoring tool in early 2025 for inventorying medical devices. The agency
officials did not provide a time frame for completing its inventory.

Environmental Protection
Agency

In progress

Agency officials stated that the agency has conducted an initial inventory of its
covered loT and is continuing its efforts to ensure all loT assets across the agency
are included. The inventory will be completed in October 2024. The officials did not
indicate whether the agency’s inventory will include the critical functions of the
covered loT devices, as well as the related systems, processes, and assets upon
which those functions depend.

General Services
Administration

In progress

Agency officials stated that while the agency has an inventory of loT, the agency is
working on assessing and defining critical functions for devices and systems.
Agency officials stated that they plan to work with the owners of the various systems
to ensure that inventories include the required fields, but they did not provide a time
frame for completing the inventory.

National Aeronautics and
Space Administration

In progress

Agency officials stated that the agency faces significant resource challenges in
developing an inventory of covered loT assets given competing priorities, the large
number of systems, and budget constraints. The officials stated that they would
appreciate additional guidance from the National Institute of Standards and
Technologyregarding requirements and the managementof loT. The officials stated
that once the challenges have been addressed, the agency would conduct an
inventory of loT assets. The agency did not provide a time frame for completing its
inventory.

National Science Foundation

In progress

Agency officials stated that the inventory will include asset identification with a
description and the critical functions of the covered loT devices, as well as the
related systems, processes, and assets upon which those functions depend, and will
be completed by the end of fiscal year 2024.

Nuclear Regulatory
Commission

Complete

Agency officials stated that the inventory is complete and includes asset
identification with a description and the critical functions of the covered loT devices,
as well as the related systems, processes, and assets upon which those functions
depend.

Office of Personnel
Management

In progress

Agency officials stated that the agency is in the process of developing the inventory
but has not yet documented the critical functions of covered IoT devices. According
to the officials, the agency plans to complete the follow-up actions to the initial risk
assessment by the end of fiscal year 2024. However, the agency has not yet
provided a time frame for completing its inventory.

Small Business
Administration

No inventory

Agency officials stated that the agency does notintend to establish an loT inventory
because the agency does not use covered IoT within the agency’s environment.

Social Security Administration

In progress

Agency officials stated that due to the limited loT use in the agency, it currently does
not have active plans for capturing and cataloging loT devices. Agency officials
stated they do not have a time frame for completing the inventory.
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Covered loT

inventory
Agency status? Description of inventory efforts®
U.S. Agency for International In progress Agency officials stated that the inventory will be completed by the end of fiscal year
Development 2024.The officials added thatthe inventory will not include assetidentification with a

description and the critical functions of the covered IoT devices because the agency
has notidentified any loT assets.

Source: GAO summary of agency-reported data. | GAO-25-107179

@CoveredloTare loT devices, including someoperational technology devices, that are embed ded with programmable controllers, integrated circuits,
sensors, and othertechnologies for the purpose of collecting and exchanging data with other devices and/or systems o ver a network. They also facilitate
enhanced connectivity, automation, and data-driven insights across devices and systems.

Given the timing ofthereportand due date for the covered lo Tinventories, we plan to follow up with agencies regarding their cov ered loT inventories
as part of our next biennial assessment under the loT Cybersecurity Improvement Act of 2020, due in December 2026.

Preliminary inventory reports from agencies identified a range of between zero and 137 systems containing
either 10T or OT, or both.40 Figure 4 depicts agencies’ preliminary inventories of systems using either IoT or OT
devices, or both.

|
Figure 4: Preliminary Inventory of Agency-Reported Systems Using Internet of Things (loT) and Operational Technology (OT),
as of July 2024

Number of systems with loT or OT devices (as of July 2024)
140
130
120
110

100 W| ho2

1
60

137

i

50

40 44

30 33
20
10 11
N 5[ SInEAEING
o B — 0 2 — 0 0
J K L

A B C D E F G H I M N O P Q R S8 T U V W
Agencies using loT or OT (as of July 2024), preliminary inventory

Source: GAO summary of the civilian Chief Financial Act Agencies' fiscal year 2024 quarter 3 Federal Information Security
Management Act reports to the Office of Management and Budget. | GAO-25-107179

40Because agency inventories of covered loT are not due until the end of fiscal year 2024, agencies were unable to provide numbers
for covered loT.
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Accessible Data for Figure 4: Preliminary Inventory of Agency-Reported Systems Using Internet of Things (loT) and
Operational Technology (OT), as of July 2024

Agencies using loT or OT (as of July 2024), preliminary Number of systems with loT or OT devices (as of July 2024)
inventory

A 2

B 137
C 58
D 2

E 104
F 7

G 33
H 0

I 1

J 3

K 11
L 2

M 8

N 0

o 6

P 102
Q 44
R 15
S 35
T 0

u 46
\Y 111
w 39

Source: GAO summary of the civilian Chief Financial Act Agencies' fiscal year 2024 quarter 3 Federal Information Security Management Act reports to the Office of Management and Budget. | GAO-25-
107179

Note: The civilian Chief Financial Officer Actagencies are represented by letter because the source data was sensitive. Thes e inventories include
systems with loT devices, OTdevices,or both. Additionally, these system counts are notindividual devices. Agency officials from the agency with 137
identified systems in its inventory noted that one of its identified systems had over 160,000 network-connected devices.

None of the Six Reported Waivers Were Consistent with the 1oT Cybersecurity
Requirements

OMB’s December 2022 and 2023 memoranda provide a standardized process for agencies to follow in
determining whether to grant a waiver under the act.4' Specifically, the 2023 memorandum clarifies when and

410ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2023 Guidance
on Federal Information Security and Privacy Management Requirements, M-23-03 (Washington, D.C.: Dec. 2, 2022), subsequently
replaced by M-24-04 on December4,2023. Office of Managementand Budget, Memorandum for the Heads of Executive Departments
and Agencies: Fiscal Year 2024 Guidance on Federal Information Security and Privacy Management Requirements, M-24-04
(Washington, D.C.: Dec. 4, 2023).
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how agencies could waive a prohibition against using IoT devices that do not comply with NIST’s loT standards
and guidelines. The act requires that agency ClOs determine whether an loT device that would otherwise be
prohibited meets one of three waiver conditions.42 OMB determined that the CIO can then justify such a
determination in a signed memorandum to the head of the agency for their approval. Specifically, OMB
established the following waiver process:

« The agency head may issue a waiver of the prohibition on use or acquisition of the device in question.

« The waiver must include information about the solutions or platforms covered; a description of the
purposes for which or the circumstances in which the device may be acquired or used; and the effective
period of the waiver, which may not exceed 2 years.

« The ClOs must make these waivers available to OMB upon request and ensure that such waivers are
documented in relevant system security plans and shared with acquisition officials for documentation in
relevant contract files.43

As part of quarterly reporting to OMB, between June 2023 and June 2024, six agencies reported that they had
granted an loT cybersecurity waiver. These agencies were the United States Department of Agriculture
(USDA), the Department of Energy, the Department of Health and Human Services (HHS), the Department of
Transportation (DOT), the Environmental Protection Agency (EPA), and the Nuclear Regulatory Commission
(NRC).

However, in following up with these six, officials from five of the agencies stated that they should not have
reported waivers. Four of the five subsequently corrected their reported efforts. Specifically, Energy, EPA,
NRC, and DOT officials stated that the lIoT waivers in their FISMA reports to OMB were data entry errors and
not actual waivers. The agencies subsequently corrected the data entry errors in their FISMA reports and the
reports now show zero waivers. Additionally, one agency (USDA) corrected its waiver by removing it and one
(the Department of Health and Human Services) has not yet corrected its waiver. See table 4 for the status of
all reported waivers as of July 2024.

______________________________________________________________________________________________________________________|
Table 4: Status of Reported Waivers as of July 2024

Agency Status of reported waiver
Department of Agriculture Waiver did not address the Office of Management and Budget's (OMB) requirements.?
égzezcy officials stated that no waiverwas required and stopped reporting the waiverin April
Department of Energy Waiver reported to OMB was a data entry error by a component.
Agency corrected the data error in July 2024.
Department of Health and Human Waiver did not address OMB’s requirements.
Services It is unclear whether the department plans to address OMB’s requirements for the waiver.

42The three waiver conditions are (1) the waiver is necessary in the interest of national security, (2) procuring, obtaining, or using the
loT device is necessary for research purposes, or (3) the device is secured using alternative and effective methods appropriate to its
function.

430ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2024 Guidance
on Federal Information Security and Privacy Management Requirements, M-24-04 (Washington, D.C.: Dec. 4, 2023).
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Agency Status of reported waiver

Department of Transportation Waiver reported to OMB was an administrative error by a contractor.
Agency corrected the data error in October 2023.

Environmental Protection Agency Waiver reported to OMB was a data entry error by component.
Agency corrected the data error in October 2023.

Nuclear Regulatory Commission Waiver reported to OMB was inaccurate due to a misunderstanding of OMB’s Federal
Information Security Modernization Act (FISMA) reporting instructions.

Agency corrected the data elementin April 2024.

Source: GAO analysis of agency data. | GAO-25-107179

0OMB's requirements note thatthe waivermustinclude the following, ata minimum: (1) date ofissuance; (2) the device(s) and any a ssociated solutions
or platforms covered; (3) adescription of the purposes for which orthe circumstancesin which the device may be acquired or used; (4) the effective
period ofthe waiver, which may notexceed 2 years; (5) a copy of the memorandumsetting out the Chief Information Officer 's determination; and (6) the
signature of the agency head or their designee.

USDA reported one waiver on an loT system in its quarterly FISMA submissions from July 2023 to January
2024. Subsequently, USDA officials from the Office of the Chief Information Officer stated that the reported
waiver did not meet the requirements under OMB’s guidance and the act. Instead, the waiver decision was
made in accordance with NIST’s lIoT guidance.44 As a result, USDA stopped reporting the waiver to OMB and
reported zero waivers as of its April 2024 FISMA report.

HHS identified one l0T cybersecurity waiver; however, it did not follow OMB’s waiver process. Among other
things, the department did not include a description of the loT devices, provide a signed memo containing the

condition for the waiver, or document the legal authority for the granted waiver.

One impact of the agencies’ errors is that OMB reported erroneous information on waivers to Congress.
Specifically, in a December 2023 letter to a Senator regarding the implementation of the loT Cybersecurity Act
of 2020, OMB reported that four systems at four agencies had loT devices with waivers for not complying with
NIST’s loT standards and guidelines.4s This error was due in part to OMB not verifying the agencies’ reported
data. Best practices for decision-makers include having evidence of sufficient quality to inform decision-
making.46 OMB officials stated that they depend on senior agency officials to ensure that they are collecting
and reporting accurate inventories through FISMA. The officials added that OMB holds discussions with
agencies if OMB discovers anomalous data in agency reporting. However, OMB did not hold discussions with
the above agencies to determine if their reported data was accurate.

Until OMB and agencies ensure data accuracy and compliance with OMB’s established reporting process, the
agencies are likely to continue to struggle with identifying, managing, and protecting the numerous operating
systems, applications, and devices comprising the federal government’s systems and networks. Moreover, the
agencies risk using insecure loT devices that do not address NIST loT security guidelines—without the insight
or approval of agency CIOs.

44National Institute of Standards and Technology, loT Device Cybersecurity Guidance for the Federal Government: Establishing loT
Device Cybersecurity Requirements, Special Publication (SP) 800-213 (Gaithersburg, MD: November 2021)

45At the time of the letter, only four agencies had reported waivers to OMB.

46GAOQ, Evidence-Based Policymaking: Practices to Help Manage and Assess the Results of Federal Efforts, GAO-23-105460
(Washington, D.C.: July 12, 2023)
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Conclusions

In response to OMB'’s guidance under the loT Cybersecurity Improvement Act of 2020, agencies are in the
process of establishing inventories of covered IoT. However, not all agencies will meet the deadline for
completing them. Some agencies set an alternate time frame for completing their inventories and others did
not. Not knowing which devices are connected to their information systems could lead to agencies’ lack of
visibility into the loT devices in their enterprise environments and an inability to mitigate loT cybersecurity risks.

Agencies have begun to report cybersecurity waivers; however, most were reported in error. While agencies
have corrected most of the errors, at the time of our reporting HHS’s waiver had not addressed OMB’s
requirements. Not following these requirements could impact HHS’s ability to impose appropriate security
requirements and take other mitigating actions. Further, OMB used the reported waiver information without
verifying the data and as a result provided erroneous information to Congress. Until OMB and agencies ensure
that agencies are meeting OMB’s requirements for establishing inventories and issuing and reporting waivers,
they will lack the ability to better secure the government’s 10T devices and systems.

Recommendations for Executive Action

We are making a total of 11 recommendations, one to OMB and 10 to nine civilian CFO Act agencies.
Specifically,

The Director of OMB should verify agency-reported IoT cybersecurity waivers. (Recommendation 1)

The Secretary of Education should direct the CIO to complete the covered loT inventory within the revised time
frame it has proposed. (Recommendation 2)

The Secretary of HHS should direct the CIO to complete the covered loT inventory within the revised time
frame it has proposed. (Recommendation 3)

The Secretary of Labor should direct the CIO to establish a plan and time frame for completing the covered IoT
inventory, as directed by OMB. (Recommendation 4)

The Secretary of Veterans Affairs should direct the CIO to establish a plan and time frame for completing the
covered loT inventory, as directed by OMB. (Recommendation 5)

The Administrator of the Environmental Protection Agency should direct the ClO to complete the covered loT
inventory within the revised time frame it has proposed. (Recommendation 6)

The Administrator of the U.S. General Services Administration should direct the CIO to establish a plan and
time frame for completing the covered loT inventory, as directed by OMB. (Recommendation 7)

The Administrator of the National Aeronautics and Space Administration should direct the CIO to establish a
plan and time frame for completing the covered IoT inventory, as directed by OMB. (Recommendation 8)
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The Director of the Office of Personnel Management should direct the ClO to establish a plan and time frame
for completing the covered loT inventory, as directed by OMB. (Recommendation 9)

The Commissioner of the Social Security Administration should direct the CIO to establish a plan and time
frame for completing the covered loT inventory, as directed by OMB. (Recommendation 10)

The Secretary of HHS should direct the CIO to ensure that granted IoT waivers address OMB’s requirements.
(Recommendation 11)

Agency Comments

We provided a draft of this report to OMB and the 23 civilian CFO Act agencies for their review and comment.
We received responses from all of the agencies, as summarized below. Of the 10 agencies to which we made
recommendations, eight agencies agreed with the recommendations and two neither agreed nor disagreed.
We also received responses from the other 14 agencies; 12 of which stated that they had no comments and
two that provided technical comments.

The following eight agencies agreed with our recommendations in written responses:

« In written comments, reprinted in appendix lll, the Department of Education agreed with our
recommendation and noted that it planned to complete its inventory of covered loT by December 2024.

« In written comments, reprinted in appendix 1V, the Department of Health and Human Services agreed with
both recommendations. It noted that the department is evaluating potential solutions for IoT inventory
completion and will develop a target date to finalize the initial inventory. It also noted that the department
will work to ensure that granted loT waivers address OMB’s requirements.

« Inwritten comments, reprinted in appendix V, the Department of Veterans Affairs agreed with our
recommendation and noted that the department is currently addressing it. It also had a technical comment
which we addressed as appropriate.

« Inwritten comments, reprinted in appendix VI, the Environmental Protection Agency agreed with our
recommendation and provided steps it plans to take to finalize OMB’s covered loT inventory requirements.
It noted that the department expects to complete the inventory by February 28, 2025.

« In written comments, reprinted in appendix VII, the General Services Administration agreed with our
recommendation. It stated that it had developed its inventory for all covered loT assets. We were not able
to verify the information provided in time to be included in the report.

« Inwritten comments, reprinted in appendix VIII, the National Aeronautics and Space Administration agreed
with our recommendation. The department provided steps it plans to take to ensure it has the tools and
capabilities in place to conduct such an inventory in future. It noted that the department CIO will submit a
plan and budget request to fund the completion of a covered loT inventory beginning in fiscal year 2027.

« In written comments, reprinted in appendix 1X, the Office of Personnel Management agreed with our
recommendation. It noted that the department will coordinate a plan and time frame to complete the
covered loT inventory.
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« In written comments, reprinted in appendix X, the Social Security Administration agreed with our
recommendation. It noted that the department plans to create a unified, accurate loT inventory by the end
of fiscal year 2025.

The following two agencies neither agreed nor disagreed with the recommendations:

« In comments provided by email on October 31, 2024, an Assistant General Counsel from OMB stated that
the agency had no comments on the draft report.

« In comments provided by email on October 16, 2024, a liaison from the Department of Labor’s Office of the
Assistant Secretary for Policy stated that the agency had no comments on the draft report.

The remaining 14 agencies also provided responses.

« In written comments, reprinted in appendix XI, the U.S. Agency for International Development, did not have
any comments on the draft report.

« In comments provided via email from relevant agency officials, 11 agencies specified that they had no
comments. These agencies are the Departments of Agriculture, Energy, Homeland Security, Housing and
Urban Development, the Interior, Justice, State, the Treasury, and Transportation; the National Science
Foundation; and the Small Business Administration.

« In an email from an official from the Office of the Executive Director for Operations, the Nuclear Regulatory
Commission provided a technical comment, which we addressed.

e Inan email from an official from the Management and Organization Office within the Department of
Commerce’s National Institute of Standards and Technology, the agency provided technical comments,
which we addressed as appropriate.

After receiving a copy of the draft report, four of the 10 agencies that anticipated completing their inventories
by the end of FY2024 reported that they had completed their inventories. These four agencies include the
Departments of Justice and Transportation, the National Science Foundation, and the U.S. Agency for
International Development. Another four agencies (the Departments of Agriculture, Energy, Housing and Urban
Development, and the Interior) stated that they plan to complete their respective inventories in 2025. The
Department of Commerce noted that it did not complete its inventory and did not yet have an estimated
completion date. The Department of Homeland Security did not provide an update. Given the timing of the
report and due date for the covered loT inventories, we plan to follow up with agencies regarding their covered
loT inventories as part of our next biennial assessment under the lIoT Cybersecurity Improvement Act of 2020,
due in December 2026.

We are sending copies of this report to the appropriate congressional committees, the Director of OMB, the
heads of the 23 civilian CFO Act agencies, and other interested parties. In addition, the report is available at no
charge on the GAO website at https://www.gao.gov.

If you or your staff have any questions about this report, please contact me at 214-777-5719 or at
hinchmand@gao.gov. Contact points for our Offices of Congressional Relations and Public Affairs may be
found on the last page of this report. GAO staff who made key contributions to this report are listed in appendix
XII.
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Dawnd B frinchon—

David B. Hinchman
Director, Information Technology and Cybersecurity
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Appendix I: Objectives, Scope, and Methodology

The Internet of Things (IoT) Cybersecurity Improvement Act of 2020 includes requirements for the National
Institute of Standards and Technology (NIST), Office of Management and Budget (OMB), and the civilian
agencies subject to the Chief Financial Officers (CFO) Act of 1990 regarding loT cybersecurity.4” It also
includes provisions for us to report on efforts to enhance the cybersecurity of I0T. It includes provisions for us
to report on loT procurement guidance and the effectiveness of OMB’s waiver process for selected loT
cybersecurity requirements.4¢ Our specific objectives for this review are to (1) describe guidance for securely
procuring loT, and (2) evaluate agencies’ progress in addressing loT cybersecurity and waiver requirements.

To address our first objective, we identified federal agencies with cybersecurity or acquisition responsibilities.
These agencies included OMB, NIST, the Department of Homeland Security (DHS), and the Federal
Acquisition Regulatory Council. We then identified and described guidance, recommended practices, and
regulations for the acquisition of technologies, including loT, issued by federal agencies with cybersecurity or
acquisition responsibilities. We selected those that covered the procurement of secure loT. We validated the
guidance and practices with the agencies and made changes as appropriate.

To address our second objective, we compared selected requirements of the IoT Cybersecurity Improvement
Act of 2020 against OMB’s efforts to implement them. We also assessed the act’'s and OMB’s requirements for
loT cybersecurity and implementation of those requirements. These requirements include OMB reviewing
agency policies to ensure alignment with NIST’s loT standards and issuing guidance, as necessary; agencies
developing inventories of 10T assets; and agencies issuing waivers as appropriate in accordance with the
requirements. We then reviewed the agencies efforts to develop inventories of covered loT and granting
waivers for loT devices that do not comply with NIST standards.

We evaluated documentation from OMB such as OMB’s memoranda in fiscal years 2023 and 2024
implementing the Federal Information Security Modernization Act and loT Cybersecurity Improvement Act of
2020.49 We also evaluated documentation from the 23 civilian CFO Act agencies on loT cybersecurity efforts,

47Internet of Things Cybersecurity Improvement Act of 2020, Pub. L. No. 116-207, 134 Stat. 1001 (Dec. 4, 2020). The scope of our
review includes the 23 civilian agencies covered by the Chief Financial Officers Act of 1990, which are the Departments of Agriculture,
Commerce, Education, Energy, Health and Human Services, Homeland Security, Housing and Urban Development, the Interior,
Justice, Labor, State, Transportation, the Treasury, and Veterans Affairs; the Environmental Protection Agency; General Services
Administration; National Aeronautics and Space Administration; National Science Foundation; Nuclear Regulatory Commission; Office
of Personnel Management; Small Business Administration; Social Security Administration; and the U.S. Agency for International
Development (31 U.S.C. § 901(b)).

48|nternet of Things Cybersecurity Improvement Act of 2020, Pub. L. No. 116-207, § 7(c), 134 Stat. 1001, 1006 (Dec. 4, 2020). The
statute is also named the IoT Cybersecurity Improvement Act of 2020. The actincluded a provision for GAO to report biennially on loT
procurement best practices and the cybersecurity loT waiver process. The initial review was published in December 2022, and a
subsequent review is due to Congress in December 2026. See initial report at GAO, Critical Infrastructure: Actions Needed to Better
Secure Internet-Connected Devices, GAO-23-105327 (Washington, D.C.: Dec. 1, 2022).

490ffice of Managementand Budget, Memorandum forthe Heads of Executive Departments and Agencies: Fiscal Year 2023 Guidance
on Federal Information Security and Privacy Management Requirements, M-23-03 (Washington, D.C.: Dec. 2, 2022), subsequently
replaced by M-24-04 on December4,2023. Office of Managementand Budget, Memorandum for the Heads of Executive Departments
and Agencies: Fiscal Year 2024 Guidance on Federal Information Security and Privacy Management Requirements, M-24-04
(Washington, D.C.: Dec. 4, 2023).
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as they are the agencies covered by the review and waiver provisions of the loT Cybersecurity Improvement
Act of 2020. We did not include the Department of Defense because it is not covered by those provisions.5°

We also reviewed the CFO Act agencies’ cybersecurity policies such as IT security policies and directives. We
also reviewed the agencies’ Federal Information Security Modernization Act quarterly reports from July 2023 to
July 2024. We compared these efforts to the requirements in the act and requirements from OMB memoranda.
We summarized information on the number of waivers OMB and the covered CFO Act agencies reported and
granted under the act and under OMB’s implementation guidance. For both objectives, we met with relevant
agency officials to obtain their views and verify the information provided.

We conducted this performance audit from November 2023 to December 2024 in accordance with generally
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

S0The loT Cybersecurity Improvement Act of 2020 defines “agency” broadly (Pub. L. No. 116-207, § 3(1) (15 U.S.C. § 278g-3a), using
the definition of “agency” at 44 U.S.C. § 3502). However, certain key provisions of the loT Cybersecurity Improvement Act of 2020 are
linked to the CIO reviews required by the Federal Information Technology Acquisition Reform Act (FITARA) of the 23 civilian agencies
covered by the Chief Financial Officers Act of 1990. See Pub. L. No. 106-207,§ 7 (15 U.S.C. § 278g-3e), referencing the review
required by40 U.S.C. § 11319(b)(1)(C) of these agencies (40 U.S.C. sec. 11319(a)(1),asadded by Pub. L. No. 113 -291,§ 831(a)). For
this reason, the scope of our review includes these 23 agencies, which are the Departments of Agriculture, Commerce, Education,
Energy, Health and Human Services, Homeland Security, Housing and Urban Development, the Interior, Justice, Labor, State,
Transportation, the Treasury, and Veterans Affairs; the Environmental Protection Agency; General Services Administration; National
Aeronautics and Space Administration; National Science Foundation; Nuclear Regulatory Commission; Office of Personnel
Management; Small Business Administration; Social Security Administration; and the U.S. Agency for International Development. 31
U.S.C. sec. 901(b). We did notinclude the Department of Defense in our review because itis not covered by the relevant FITARA
review provisions (40 U.S.C. § 11319(b)(1)(C), “[a] covered agency other than the Department of Defense”) and is thus notincluded in
the procurement and use prohibition and waiver provisions of the loT Cybersecurity Improvement Act of 2020 linked to the FITARA
review provisions (see 15 U.S.C. § 278g-3e(a)(1), (b)).
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Appendix Il: Proposed Changes to the Federal
Acquisition Regulation That Could Impact Federal
Internet of Things

The Federal Acquisition Regulatory Council is responsible for managing changes in the Federal Acquisition
Regulation (FAR). Revisions to the FAR are prepared and issued through the coordinated action of two
councils, the Defense Acquisition Regulations Council and the Civilian Agency Acquisition Council. Table 5
describes proposed changes to the FAR that could impact the use and cybersecurity of federal Internet of
Things (loT).

Table 5: Federal Acquisition Regulation (FAR) Proposed Changes that May Impact Federal Internet of Things (loT) or Other
Network Connected Devices as of September 2024

Proposed FAR changes (by Federal
Acquisition Regulatory Council-identified

case number) Description and status
FAR case 2017-016, “Controlled Unclassified Would implement regulations to address agency policies for designating,
Information” safeguarding, disseminating, marking, and disposing of controlled unclassified

information, including such information stored on or processed by IoT and
operational technology (OT). FAR staff is in the process of resolving open issues
identified during Office of Management and Budget's (OMB) review.

FAR cases 2018-017, “Prohibition on Certain Would prohibit the procurement of certain telecommunications and video
Telecommunications and Video Surveillance surveillance equipment and services, including loT and OT, from several foreign
Services or Equipment,” and 2019-009, technology companies. FAR staff is reviewing comments from the publicandin the

“Prohibition on Contracting with Entities Using process of drafting the final rule. The team’s reportis due in October 2024.
Certain Telecommunications and Video
Surveillance Services or Equipment”

FAR case 2020-011, “Implementation of Federal Would implementa processin which orders based onthe recommendations of the

Acquisition Security Council Exclusion Orders” Federal Acquisition Security Council to exclude certain products, services, or
sources, to include loT and OT, from the federal supply chain are implemented.
This was issued as an interim final rule in October 2023. The FAR staff is
reviewing comments from the publicand isin the process of drafting the final rule.
The team’s reportis due in October 2024.

FAR case 2021-017, “Cyber Threat and Incident Would implement requirements of Executive Order 14028 relating to sharing of

Reporting and Information Sharing” information about cyber threats and incident information and reporting cyber
incidents, to include information related to loT and OT devices. The FAR staff is
reviewing comments from the public and in the process of drafting the final rule.
The team’s reportis due in October 2024.

FAR case 2021-019, “Standardizing Would implementrequirements of Executive Order 14028 relating to standardizing
Cybersecurity Requirements for Unclassified common cybersecurity contractual requirements across federal agencies for
Federal Information Systems” unclassified federal information systems, including loT or OT located within the

boundary of the system, pursuant to the Department of Homeland Security’s
recommendations. ltis also intended to implement the loT Cybersecurity
Improvement Act of 2020. The FAR staff is reviewing comments from the public
and in the process of drafting the final rule. The team’s report is due in October
2024.
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Proposed FAR changes (by Federal
Acquisition Regulatory Council-identified
case number)

Description and status

FAR case 2019-018, “Federal Acquisition Supply
Chain Security Act of 2018”

Would partially implement a section of the Federal Acquisition Supply Chain
Security Act of 2018. This law, part of the SECURE Technology Act, establishes
the Federal Acquisition Security Council and its functions and authorities as well
as supply chain risk assessment requirements for executive agencies.

FAR case 2019-014, “Strengthening America’s
Cybersecurity Workforce”

Would implement Executive Order 13870, America’s Cybersecurity Workforce,
which directs agencies to incorporate the National Initiative for Cybersecurity
Education Framework lexicon and taxonomy into contracts for IT and
cybersecurity services. Contracts for IT and cybersecurity services mustinclude
reporting requirements that will enable agencies to evaluate whether personnel
have the necessary knowledge and skills to perform the tasks specified in the
contract, consistent with the framework. Staff from the Defense Acquisition
Regulation and FAR staff are in the process of resolving open issues with the
proposed draft rule.

FAR case, 2023-008, “Prohibition on Certain
Semiconductor Products and
Services”

Would implementsection 5949 of the National Defense Authorization Act (NDAA)
for Fiscal Year (FY) 2023 (Pub. L. 117-263)to prohibitexecutive agenciesfrom: 1)
procuring or obtaining, or extending or renewing a contract to procure or obtain,
any electronic parts, products, or services that include covered semiconductor
products or services; or from 2) entering into a contract, or extending or renewing
a contract, with an entity to procure or obtain electronic parts or products that
include covered semiconductor products or services. The office published an
advanced notice of proposed rulemaking in May 2024. The publiccommentperiod
ended in August 2024.

FAR case 2024-002, “Prohibition on Covered
Unmanned Aircraft Systems by Covered Foreign
Entities”

Would implement a subtitle of the FY 2024 NDAA, which prohibits the
procurement of covered unmanned aircraft systems (a type of loT device)
manufactured or assembled by a covered foreign entity or in connection with its
operation. The draftinterim rule is with OMB. Two key OMB offices are conducting
concurrent reviews.

Source: GAO analysis of FAR data. | GAO-25-107179
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Education
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UNITED STATES DEPARTMENT OF EDUCATION

OFFICE OF THE CHIEF INFORMATION OFFICER

October 31, 2024

By email: HinchmanD@gao.gov

David B. Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G St., NW

Washington, DC 20548

Dear Mr. Hinchman:

Pursuant to 31 U.S.C. § 720, I write to provide the U.S. Department of Education's
(Department's) response to the Government Accountability Office's (GAO's) draft report,
INTERNET OF THINGS: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179). We understand that GAO conducted this audit to review the
Department's Internet of Things process. As the Department’s Chief Information Officer, I am
responding to the one recommendation for the Department in the GAO draft report.

GAO Recommendation 2: The Secretary of Education should direct the Chief
Information Office (CIO) to complete the covered IoT inventory within the revised
timeframe it has proposed.

Response: The Department concurs with the recommendation. The Department has
already begun its inventory and plans to complete the reporting of covered internet of things (IoT)
assets in accordance with OMB M-24-04. In alignment with existing corrective action plans
around asset inventory, the Department is currently optimizing existing asset inventory processes
to include critical functions of IoT. As noted in the draft GAO report and recommendation, the
Department plans to have the inventory completed by the end of calendar year 2024.

Thank for the opportunity to review the GAO draft report. You may direct your questions
to Mr. Steven Hernandez, Chief Information Security Officer, at (202) 245-7779 or at
Steven.Hernandez@ed.gov.

Sincerely,
Digitally signed by THOMAS
FLAGG
Date: 2024.11.01 04:37:29
Thomas N. Flagg, -04'00'

Chief Information Officer

400 MARYLAND AVE. S.W., WASHINGTON, DC 20202
www.ed.gov
The Department of Education’s mission Is to promote student achievement and preparation for global competitiveness by fostering
educational excellence and ensuring equal access.
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Accessible Text for Appendix lll: Comments from the Department of
Education

UNITED STATES DEPARTMENT OF EDUCATION
OFFICE OF THE CHIEF INFORMATION OFFICER

October 31, 2024

By email: HinchmanD@gao.gov

David B. Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G St.,, NW

Washington, DC 20548

Dear Mr. Hinchman:

Pursuant to 31 U.S.C. § 720, | write to provide the U.S. Department of Education's (Department's) response to
the Government Accountability Office's (GAO's) draft report, INTERNET OF THINGS: Federal Actions Needed
to Address Legislative Requirements (GAO-25-107179). We understand that GAO conducted this audit to
review the Department's Internet of Things process. As the Department’s Chief Information Officer, | am
responding to the one recommendation for the Department in the GAO draft report.

GAO Recommendation 2: The Secretary of Education should direct the Chief Information Office (CIO) to
complete the covered IoT inventory within the revised timeframe it has proposed.

Response: The Department concurs with the recommendation. The Department has already begun its
inventory and plans to complete the reporting of covered internet of things (loT) assets in accordance with
OMB M-24-04. In alignment with existing corrective action plans around asset inventory, the Department is
currently optimizing existing asset inventory processes to include critical functions of I0T. As noted in the draft
GAO report and recommendation, the Department plans to have the inventory completed by the end of
calendar year 2024.

Thank for the opportunity to review the GAO draft report. You may direct your questions to Mr. Steven
Hernandez, Chief Information Security Officer, at (202) 245-7779 or at Steven.Hernandez@ed.gov.

Sincerely,

Thomas N. Flagg,
Chief Information Officer
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Appendix |V: Comments from the Department of
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N SERVICE
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OFFICE OF THE SECRETARY
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C DEPARTMENT OF HEALTH & HUMAN SERVICES

"
%,
':’h

Assistant Secretary for Legislation
Washington, DC 20201

November 5, 2024

David B. Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office
441 G Street NW

Washington, DC 20548

Dear Mr. Hinchman:

Attached are comments on the U.S. Government Accountability Office’s (GAO) report entitled,

“INTERNET OF THINGS: Federal Actions Needed to Address Legislative Requirements”
(GAO-25-107179)

The Department appreciates the opportunity to review this report prior to publication.
Sincerely,

Melanie Anne Egorin, PhD
Assistant Secretary for Legislation

Attachment
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GENERAL COMMENTS FROM THE DEPARTMENT OF HEALTH & HUMAN
SERVICES ON THE GOVERNMENT ACCOUNTABILITY OFFICE'S DRAFT
REPORT ENTITLED — INTERNET OF THINGS: FEDERAL ACTIONS NEEDED TO
ADDRESS LEGISLATIVE REQUIREMENTS (GAO-25-107179)

The Department of Health and Human Services (HHS) appreciates the opportunity to review and
comment on this draft report.

GAO Recommendation 10
The Secretary of HHS should direct the CIO to complete the covered IoT inventory within the
revised time frame it has proposed.

HHS Response
HHS concurs with GAO's recommendation. HHS is reevaluating potential solutions and

alternatives. HHS is working to identify a target completion date.

GAO Recommendation 11
The Secretary of HHS should direct the CIO to ensure that granted IoT waivers address OMB's
requirements.

HHS Response
HHS concurs with GAO's recommendation. HHS will work to ensure that granted IoT waivers

address OMB’s requirements.
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Accessible Text for Appendix IV: Comments from the Department of
Health and Human Services

DEPARTMENT OF HEALTH & HUMAN SERVICES
OFFICE OF THE SECRETARY

Assistant Secretary for Legislation
Washington, DC 20201

November 5, 2024

David B. Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street NW

Washington, DC 20548

Dear Mr. Hinchman:

Attached are comments on the U.S. Government Accountability Office’s (GAO) report entitled, "INTERNET OF
THINGS: Federal Actions Needed to Address Legislative Requirements" (GAO-25-107179)

The Department appreciates the opportunity to review this report prior to publication.
Sincerely,

Melanie Anne Egorin, PhD
Assistant Secretary for Legislation

Attachment

GENERAL COMMENTS FROM THE DEPARTMENT OF HEALTH & HUMAN SERVICES ON THE
GOVERNMENT ACCOUNTABILITY OFFICE'S DRAFT REPORT ENTITLED — INTERNET OF THINGS:
FEDERAL ACTIONS NEEDED TO ADDRESS LEGISLATIVE REQUIREMENTS (GAO-25-107179)

The Department of Health and Human Services (HHS) appreciates the opportunity to review and comment on
this draft report.
GAO Recommendation 10

The Secretary of HHS should direct the CIO to complete the covered loT inventory within the revised time
frame it has proposed.

HHS Response

HHS concurs with GAO's recommendation. HHS is reevaluating potential solutions and alternatives. HHS is
working to identify a target completion date.

GAO Recommendation 11

The Secretary of HHS should direct the CIO to ensure that granted loT waivers address OMB's requirements.

HHS Response

HHS concurs with GAO's recommendation. HHS will work to ensure that granted loT waivers address OMB’s
requirements.
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Appendix V: Comments from the Department of Veterans Affairs

DEPARTMENT OF VETERANS AFFAIRS
WASHINGTON

October 31, 2024

Mr. David B. Hinchman

Director

Information Technology and Cybersecurity
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Dear Mr. Hinchman:

The Department of Veterans Affairs (VA) has reviewed the Government
Accountability Office (GAO) draft report: INTERNET OF THINGS: Federal Actions
Needed to Address Legislative Requirements (GAO-25-107179).

The enclosure contains a technical comment and the action plan to address the
draft report recommendation. VA appreciates the opportunity to comment on your draft

report.
Sincerely,
Margaret B. Kabat, LCSW-C, CCM
Chief of Staff

Enclosure
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Enclosure

Department of Veterans Affairs (VA) Comments to
Government Accountability Office (GAO) Draft Report,
Internet of Things: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179)

Recommendation 1: The Secretary of Veterans Affairs should direct the CIO to
establish a plan and time frame for completing the covered loT inventory, as
directed by OMB. (Recommendation 4).

VA Comment: Concur. VA agrees with GAO'’s conclusions and concurs with GAO's
recommendation to the Department. VA is currently addressing GAO's recommendation
and will provide a detailed update on VA's progress and actions taken in the 180-day
update to the final report.
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Enclosure

Department of Veterans Affairs (VA) Comments to
Government Accountability Office (GAQ) Draft Report,
Internet of Things: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179)

Technical Comment:

VA Comment: The Veterans Health Administration’s Office of Procurement and Logistics
agrees that there should be an inventory of Internet of Things and also suggests that it be
integrated back into the current inventory management package.
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Accessible Text for Appendix V: Comments from the Department of
Veterans Affairs

DEPARTMENT OF VETERANS AFFAIRS
WASHINGTON

October 31, 2024

Mr. David B. Hinchman

Director

Information Technology and Cybersecurity
U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548

Dear Mr. Hinchman:

The Department of Veterans Affairs (VA) has reviewed the Government Accountability Office (GAO) draft
report: INTERNET OF THINGS: Federal Actions Needed to Address Legislative Requirements (GAO-25-
107179).

The enclosure contains a technical comment and the action plan to address the draft report recommendation.
VA appreciates the opportunity to comment on your draft report.

Sincerely,

Margaret B. Kabat, LCSW-C, CCM
Chief of Staff

Enclosure

Department of Veterans Affairs (VA) Comments to

Government Accountability Office (GAO) Draft Report,

Internet of Things: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179)

Recommendation 1: The Secretary of Veterans Affairs should direct the CIO to establish a plan and time
frame for completing the covered IoT inventory, as directed by OMB. (Recommendation 4).

VA Comment: Concur. VA agrees with GAO's conclusions and concurs with GAQO's recommendation to the
Department. VA is currently addressing GAQ's recommendation and will provide a detailed update on VA's
progress and actions taken in the 180-day update to the final report.

Department of Veterans Affairs (VA) Comments to

Government Accountability Office (GAO) Draft Report,

Internet of Things: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179)

Technical Comment:
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VA Comment: The Veterans Health Administration's Office of Procurement and Logistics agrees that there
should be an inventory of Internet of Things and also suggests that it be integrated back into the current
inventory management package.
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OFFICE OF MISSION SUPPORT
WASHINGTON, D.C. 20460

October 29, 2024

Mr. David B. Hinchman

Director

Information Technology and Cybersecurity
U.S. Government Accountability Office
Washington, D.C. 20548

Dear Mr. Hinchman:

Thank you for the opportunity to review and comment on GAQ’s draft report, “INTERNET OF THINGS:
Federal Actions Needed to Address Legislative Requirements” (GAO-25-107179).

The purpose of this letter is to provide the U.S. Environmental Protection Agency’s (EPA) response to
your recommendation. The EPA agrees with the GAQ’s findings, conclusions, and recommendations.

Both the National Institute of Standards and Technology (NIST) and the U.S. Department of Homeland
Security's Cybersecurity and Infrastructure Security Agency (CISA) have issued guidance for securely
procuring Internet of Things (IoT). The Office of Management and Budget (OMB) has also issued
guidance for ensuring that 23 major civilian agencies covered by the act address NIST guidelines,
establish loT inventories, and process |oT cyber security waivers. The single GAO recommendation
from the report is addressed below.

GAO Recommendation:
The Administrator of the Environmental Protection Agency should direct the CIO to complete the
covered |oT inventory within the revised time frame it has proposed. (Recommendation 5)

EPA Response:

The EPA agrees with this finding and recommendation. In compliance with Federal Information
Security Management Act (FISMA) reporting requirements, the EPA has identified federal information
systems that have Internet of Things (IoT) devices. Currently, EPA regions and program offices maintain
loT inventories for their programs. The Agency intends to mature its management of loT devices by
developing an enterprise-wide inventory. The maturation will occur in four phases:

(1) Update and issue loT Inventory guidance;
(2) Collect updated inventory inputs from EPA regions and program offices;
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The Agency expects to complete our enterprise inventory by February 28, 2025.
In closing, the EPA agrees with this finding and recommendation. Again, thank you for the opportunity

to review the draft report. If there are any questions, please contact Afreeka Wilson at
Wilson.Afreeka@epa.gov, (202) 564-0867 (Desk).

cc:

(3) Review and validate inventory responses; and
(4) Finalize and maintain the Enterprise |oT Inventory.

Kathleen Epperson (EppersonK@gao.gov
Alina Budhathoki (BudhathokiA@gao.gov)
Neela Lakhmani (LakhmaniN@gao.gov)

Erin Collard

Austin Henderson
David Alvarado

Tonya Manning

Mark Bacharach

Lee Kelly

Kaitlyn Khan

David Stepp

Yulia Kalikhman
Gregory Scott

Jan Jablonski

Marilyn Armstrong
Afreeka Wilson

Darryl Perez

OMS Audit Coordination
Stuart Miles-Mclean
Kristien Knapp

Susan Perkins

EPA GAO Liaison Team

Sincerely,
Digitally signed by
VAUGHN VAUGHN NOGA
Date: 2024.10.30
NOGA 09:36:43 -0400°

Vaughn Noga

Deputy Assistant Administrator for Information
Technology and Information Management
Chief Information Officer
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Accessible Text for Appendix VI: Comments from the Environmental
Protection Agency

United States Environmental Protection Agency

Office of Mission Support
Washington, D.C. 20460

October 29, 2024

Mr. David B. Hinchman

Director

Information Technology and Cybersecurity
U.S. Government Accountability Office
Washington, D.C. 20548

Dear Mr. Hinchman:

Thank you for the opportunity to review and comment on GAQO’s draft report, "INTERNET OF THINGS: Federal
Actions Needed to Address Legislative Requirements" (GAO-25-107179).

The purpose of this letter is to provide the U.S. Environmental Protection Agency’s (EPA) response to your
recommendation. The EPA agrees with the GAQO’s findings, conclusions, and recommendations.

Both the National Institute of Standards and Technology (NIST) and the U.S. Department of Homeland
Security's Cybersecurity and Infrastructure Security Agency (CISA) have issued guidance for securely
procuring Internet of Things (IoT). The Office of Management and Budget (OMB) has also issued guidance for
ensuring that 23 major civilian agencies covered by the act address NIST guidelines, establish IoT inventories,
and process loT cyber security waivers. The single GAO recommendation from the report is addressed below.

GAO Recommendation:

The Administrator of the Environmental Protection Agency should direct the ClO to complete the covered IoT
inventory within the revised time frame it has proposed. (Recommendation 5)

EPA Response:

The EPA agrees with this finding and recommendation. In compliance with Federal Information Security
Management Act (FISMA) reporting requirements, the EPA has identified federal information systems that
have Internet of Things (loT) devices. Currently, EPA regions and program offices maintain loT inventories for
their programs. The Agency intends to mature its management of loT devices by developing an enterprise-
wide inventory. The maturation will occur in four phases:

1) Update and issue loT Inventory guidance;
2) Collect updated inventory inputs from EPA regions and program offices;
3) Review and validate inventory responses; and
4) Finalize and maintain the Enterprise loT Inventory.
The Agency expects to complete our enterprise inventory by February 28, 2025.
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In closing, the EPA agrees with this finding and recommendation. Again, thank you for the opportunity to
review the draft report. If there are any questions, please contact Afreeka Wilson at Wilson.Afreeka@epa.gov,

(202) 564-0867 (Desk).
Sincerely,

Vaughn Noga

Deputy Assistant Administrator for Information
Technology and Information Management
Chief Information Officer

cc: Kathleen Epperson (EppersonK@gao.gov)
Alina Budhathoki (BudhathokiA@gao.gov)
Neela Lakhmani (LakhmaniN@gao.gov)
Erin Collard

Austin Henderson

David Alvarado

Tonya Manning

Mark Bacharach

Lee Kelly

Kaitlyn Khan

David Stepp

Yulia Kalikhman

Gregory Scott

Jan Jablonski

Marilyn Armstrong

Afreeka Wilson

Darryl Perez

OMS Audit Coordination

Stuart Miles-Mclean

Kristien Knapp

Susan Perkins

EPA GAO Liaison Team
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Docusign Envelope ID: 61A10AE4-0BA9-42DF-901F-DCEEQ49BEC91

GSA

The Administrator

November 1, 2024

The Honorable Gene L. Dodaro
Comptroller General of the United States
U.S. Government Accountability Office
Washington, DC 20548

Dear Comptroller General Dodaro:

The U.S. General Services Administration (GSA) appreciates the opportunity to review
and comment on the U.S. Government Accountability Office’s (GAQO) draft report,
Internet of Things: Federal Actions Needed to Address Legislative Requirements (GAO-
25-107179).

GAO made the following recommendation to GSA:

(1) GAO recommends that the Administrator of the U.S. General Services
Administration should direct the CIO to establish a plan and time frame for
completing the covered loT inventory, as directed by OMB.

GSA concurs with the recommendation, has developed its inventory, and is actively
working to align with the M-24-04 enterprise-wide inventory requirements for all covered
loT assets.

If you have any questions or concerns, please contact me or Kusai Merchant, Acting
Associate Administrator, Office of Congressional and Intergovernmental Affairs, at
(202) 501-0563.

Sincerely,

/&%W

Robin Carnahan
Administrator

U.S. General Services Administration
1800 F Street NW

Washington DC 20405-0002
WWW.gsa.gov
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Accessible Textfor Appendix VII: Comments from the General Services
Administration

GSA
The Administrator
November 1, 2024

The Honorable Gene L. Dodaro
Comptroller General of the United States
U.S. Government Accountability Office
Washington, DC 20548

Dear Comptroller General Dodaro:

The U.S. General Services Administration (GSA) appreciates the opportunity to review and comment on the
U.S. Government Accountability Office’s (GAQ) draft report, Internet of Things: Federal Actions Needed to
Address Legislative Requirements (GAO-25-107179).

GAO made the following recommendation to GSA:

(1) GAO recommends that the Administrator of the U.S. General Services Administration should direct the CIO
to establish a plan and time frame for completing the covered loT inventory, as directed by OMB.

GSA concurs with the recommendation, has developed its inventory, and is actively working to align with the
M-24-04 enterprise-wide inventory requirements for all covered loT assets.

If you have any questions or concerns, please contact me or Kusai Merchant, Acting Associate Administrator,
Office of Congressional and Intergovernmental Affairs, at (202) 501-0563.

Sincerely,

Robin Carnahan
Administrator
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Appendix VIII: Comments from the National
Aeronautics and Space Administration
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National Aeronautics and Space Administration

Mary W. Jackson NASA Headquarters
Washington, DC 20546-0001

Reply to Attn of:  Office of the Chief Information Officer

Mr. David B. Hinchman

Director

Information Technology and Cybersecurity
United States Government Accountability Office
Washington, DC 20548

Dear Mr. Hinchman:

The National Aeronautics and Space Administration (NASA) appreciates the opportunity to
review and comment on the Government Accountability Office (GAO) draft report entitled,
“Internet of Things: Federal Actions Needed to Address Legislative Requirements” (GAO-

25-107179), dated October 3, 2024.

In the draft report, GAO found that in 2022 and 2023, the Office of Management and Budget
(OMB) issued guidance for ensuring that 23 major civilian agencies covered by the Internet
of Things (1oT) Cybersecurity Improvement Act of 2020 address the National Institute of
Standards and Technology’s guidelines, establish IoT inventories, and process [oT
cybersecurity waivers. Many of the 23 civilian agencies, including NASA, have not yet fully
addressed OMB’s 10T requirements on inventories and waivers.

GAO makes one recommendation addressed to the NASA Administrator.

Specifically, GAO recommends the following:

Recommendation 7: The Administrator of the National Aeronautics and Space
Administration should direct the Chief Information Officer (CIO) to establish a plan and time
frame for completing the covered IoT inventory, as directed by OMB.

Management’s Response: NASA concurs with this recommendation.

1) NASA will continue to report its Federal Information Security Modernization Act
metrics using existing capabilities and inventory tools.

2) The NASA CIO will consult with colleagues at agencies such as the Department of
Energy to review any lessons learned and best practices related to their creation of a
covered IoT device inventory.

3) Following that consultation, the NASA CIO will submit a plan and budget request to
fund the completion of a covered IoT inventory beginning in fiscal year 2027,
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Estimated Completion Date: June 27, 2025

We have reviewed the draft report for information that should not be publicly released. Asa
result of this review, we have not identified any information that should not be publicly
released.

Once again, thank you for the opportunity to review and comment on the subject draft report.
If you have any questions or require additional information regarding this response, please
contact Matthew Degrave at (757) 864-6838.

Sincerely,
Digitally signed by
‘JEFFREY JEFFREY SEATON
Date: 2024.10.30
SEATON 16a159 59 -04'00'

Jeff Seaton
Chief Information Officer
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Accessible Text for Appendix VIIl: Comments from the National
Aeronautics and Space Administration

NASA
National Aeronautics and Space Administration

Mary W. Jackson NASA Headquarters
Washington, DC 20546-0001

Reply to Attn of: Office of the Chief Information Officer

Mr. David B. Hinchman

Director

Information Technology and Cybersecurity
United States Government Accountability Office
Washington, DC 20548

Dear Mr. Hinchman:

The National Aeronautics and Space Administration (NASA) appreciates the opportunity to review and
comment on the Government Accountability Office (GAO) draft report entitled, "Internet of Things: Federal
Actions Needed to Address Legislative Requirements" (GAO-25-107179), dated October 3, 2024.

In the draft report, GAO found that in 2022 and 2023, the Office of Management and Budget (OMB) issued
guidance for ensuring that 23 maijor civilian agencies covered by the Internet of Things (IoT) Cybersecurity
Improvement Act of 2020 address the National Institute of Standards and Technology’s guidelines, establish
loT inventories, and process loT cybersecurity waivers. Many of the 23 civilian agencies, including NASA, have
not yet fully addressed OMB’s loT requirements on inventories and waivers.

GAO makes one recommendation addressed to the NASA Administrator.
Specifically, GAO recommends the following:

Recommendation 7: The Administrator of the National Aeronautics and Space Administration should direct

the Chief Information Officer (ClO) to establish a plan and time frame for completing the covered IoT inventory,
as directed by OMB.

Management’s Response: NASA concurs with this recommendation.

1) NASA will continue to report its Federal Information Security Modernization Act metrics using existing
capabilities and inventory tools.

2) The NASA CIO will consult with colleagues at agencies such as the Department of Energy to review
any lessons learned and best practices related to their creation of a covered IoT device inventory.

3) Following that consultation, the NASA CIO will submit a plan and budget request to fund the completion
of a covered loT inventory beginning in fiscal year 2027.

Estimated Completion Date: June 27, 2025

We have reviewed the draft report for information that should not be publicly released. As a result of this
review, we have not identified any information that should not be publicly released.
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Once again, thank you for the opportunity to review and comment on the subject draft report. If you have any
questions or require additional information regarding this response, please contact Matthew Degrave at (757)
864-6838.

Sincerely,

Jeff Seaton
Chief Information Officer
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Appendix IX: Comments from the Office of
Personnel Management
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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
‘Washington, DC 20415

Office of the
Chief Information
Officer

October 31, 2024

David Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Hinchman:

I appreciate the opportunity to respond to the Government Accountability Office (GAO) draft
report, Internet of Things (IoT): Federal Actions Needed to Address Legislative Requirements,
GAO-25-107179. The response to the recommendation is below.

Recommendation #8: The Director of the Office of Personnel Management (OPM) should
direct the Chief Information Officer (CIO) to establish a plan and time frame for completing the
covered IoT inventory, as directed by Office of Management and Budget.

Management Response: Concur. OPM realizes that the IoT extends to many products that are
not traditionally within the authority of the CIO including building access control systems,
surveillance cameras, industrial control systems, and other devices. OPM will coordinate a plan
and timeframe to complete the covered IoT inventory across the impacted offices and
stakeholders including the Office of the C1O; Chief Management Officer; Facilities, Security,
and Emergency Management; Office of Procurement Operations; and the Office of the Executive
Secretariat and Privacy Information.

Thank you for the opportunity to respond to the draft report. If you have any questions regarding
our response, please contact Mark Lambert at 202-606-2980 or Mark.Lambert@opm.gov.

Sincerely,

Digitally signed by Guy Cavallo

G uy Cava I IO Datle: 2‘02441 1.05 09:26:19

-05'00

Guy Cavallo
Chief Information Officer
U.S. Office of Personnel Management

OPM.GOV Empowering Excellence in Government through Great People USAJOBS.GOV
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Accessible Text for Appendix IX: Comments from the Office of
Personnel Management

United States Office of Personnel Management
Washington, DC 20415

Office of the Chief Information Officer
October 31, 2024

David Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Hinchman:

| appreciate the opportunity to respond to the Government Accountability Office (GAQ) draft report, Internet of
Things (IoT): Federal Actions Needed to Address Legislative Requirements, GAO-25-107179. The response to
the recommendation is below.

Recommendation #8: The Director of the Office of Personnel Management (OPM) should direct the Chief
Information Officer (CIO) to establish a plan and time frame for completing the covered loT inventory, as
directed by Office of Management and Budget.

Management Response: Concur. OPM realizes that the lIoT extends to many products that are not
traditionally within the authority of the CIO including building access control systems, surveillance cameras,
industrial control systems, and other devices. OPM will coordinate a plan and timeframe to complete the
covered loT inventory across the impacted offices and stakeholders including the Office of the CIO; Chief
Management Officer; Facilities, Security, and Emergency Management; Office of Procurement Operations; and
the Office of the Executive Secretariat and Privacy Information.

Thank you for the opportunity to respond to the draft report. If you have any questions regarding our response,
please contact Mark Lambert at 202-606-2980 or Mark.Lambert@opm.gov.

Sincerely,

Guy Cavallo
Chief Information Officer
U.S. Office of Personnel Management
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SOCIAL SECURITY

Office of the Commissioner

David B. Hinchman

Director, Information Technology and Cybersecurity
United States Government Accountability Office
441 G Street, NW

Washington, DC 20548

Dear Director Hinchman,

Thank you for the opportunity to review the Draft Report, "INTERNET OF THINGS: Federal
Actions Needed to Address Legislative Requirements" (107179). We agree with the
recommendation. We will create a unified, accurate Internet of Things inventory by the end of
fiscal year 2025.

Please contact me at (410) 965-2611 if I can be of further assistance. Your staff may contact
Kimberly Duncan, Acting Director of the Audit Liaison Staff, at (410) 966-1156.

October 31, 2024

Sincerely,

Crt & e

Dustin Brown
Acting Chief of Staff

Page 62

GAO-25-107179 Federal loT Cybersecurity and Waivers



Appendix X: Comments from the Social Security Administration

Accessible Text for Appendix X: Comments from the Social Security
Administration

SOCIAL SECURITY
Office of the Commissioner

October 31, 2024

David B. Hinchman

Director, Information Technology and Cybersecurity
United States Government Accountability Office
441 G Street, NW

Washington, DC 20548

Dear Director Hinchman,

Thank you for the opportunity to review the Draft Report, "INTERNET OF THINGS: Federal Actions Needed to
Address Legislative Requirements" (107179). We agree with the recommendation. We will create a unified,
accurate Internet of Things inventory by the end of fiscal year 2025.

Please contact me at (410) 965-2611 if | can be of further assistance. Your staff may contact Kimberly Duncan,
Acting Director of the Audit Liaison Staff, at (410) 966-1156.

Sincerely,

Dustin Brown
Acting Chief of Staff
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'USAID

FROM THE AMERICAN PEOPLE

October 31, 2024

David B. Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street, N.W.

Washington, D.C. 20226

Re: Internet of Things: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179)

Dear Mr. Hinchman:

| am pleased to provide the response of the U.S. Agency for International Development
(USAID) to the draft report produced by the U.S. Government Accountability Office (GAO) titled,
“Internet of Things: Federal Actions Needed to Address Legislative Requirements
(GAO-25-107179)." The report does not contain any recommendations for action on behalf of
USAID.

Thank you for the opportunity to respond to the draft report and for the courtesies
extended by your staff while conducting this engagement. We appreciate the opportunity to
participate in the complete and thorough evaluation of this important aspect of our IT
Management.

Sincerely,

Colloarn 4 un

Colleen Allen
Assistant Administrator
Bureau for Management
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Accessible Text for Appendix XI: Comments from the U.S. Agency for
International Development

USAID
FROM THE AMERICAN PEOPLE

October 31, 2024

David B. Hinchman

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street, N.W.

Washington, D.C. 20226

Re: Internet of Things: Federal Actions Needed to Address Legislative Requirements (GAO-25-107179)
Dear Mr. Hinchman:

| am pleased to provide the response of the U.S. Agency for International Development (USAID) to the draft
report produced by the U.S. Government Accountability Office (GAO) titled, "Internet of Things: Federal
Actions Needed to Address Legislative Requirements (GAO-25-107179)." The report does not contain any
recommendations for action on behalf of USAID.

Thank you for the opportunity to respond to the draft report and for the courtesies extended by your staff while
conducting this engagement. We appreciate the opportunity to participate in the complete and thorough
evaluation of this important aspect of our IT Management.

Sincerely,

Colleen Allen
Assistant Administrator
Bureau for Management

Page 66 GAO-25-107179 Federal loT Cybersecurity and Waivers



Appendix XllI: Staff Contact and Acknowledgments

Appendix XllI: Staff Contact and Acknowledgments

GAO Contact

David B. Hinchman at (214) 777-5719, hinchmand@gao.gov

Staff Acknowledgments

In addition to the contact named above, Neela Lakhmani (Assistant Director), Kara Lovett Epperson (Analyst-

in-Charge), Alina Budhathoki, Christopher Businsky, Donna Epler, and Cameron Fronczak made significant
contributions to this report.
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GAQO’s Mission

The Government Accountability Office, the audit, evaluation, and investigative arm of Congress, exists to support
Congress in meeting its constitutional responsibilities and to help improve the performance and accountability of the
federal government for the American people. GAO examines the use of public funds; evaluates federal programs and
policies; and provides analyses, recommendations, and other assistance to help Congress make informed oversight,
policy, and funding decisions. GAO’s commitment to good government is reflected in its core values of accountability,
integrity, and reliability.

Obtaining Copies of GAO Reports and Testimony

The fastest and easiest way to obtain copies of GAO documents at no cost is through our website. Each weekday
afternoon, GAO posts on its website newly released reports, testimony, and correspondence. You can also subscribe to
GAOQ’s email updates to receive notification of newly posted products.

Order by Phone

The price of each GAO publication reflects GAO’s actual cost of production and distribution and depends on the number
of pages in the publication and whether the publication is printed in color or black and white. Pricing and ordering
information is posted on GAO’s website, https://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or
TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card, MasterCard, Visa, check, or money order. Call for
additional information.

Connect with GAO

Connect with GAO on Facebook, Flickr, X, and YouTube.
Subscribe to our RSS Feeds or Email Updates. Listen to our Podcasts.
Visit GAO on the web at https://www.gao.gov.

To Report Fraud, Waste, and Abuse in Federal Programs
Contact FraudNet:

Website: https://www.gao.gov/about/what-gao-does/fraudnet
Automated answering system: (800) 424-5454 or (202) 512-7700

Congressional Relations

A. Nicole Clowers, Managing Director, ClowersA@gao.gov, (202) 512-4400, U.S. Government Accountability Office, 441
G Street NW, Room 7125, Washington, DC 20548

Public Affairs

Sarah Kaczmarek, Managing Director, KaczmarekS@gao.gov, (202) 512-4800, U.S. Government Accountability Office,
441 G Street NW, Room 7149
Washington, DC 20548

Strategic Planning and External Liaison

Stephen J. Sanford, Managing Director, spel@gao.gov, (202) 512-4707
U.S. Government Accountability Office, 441 G Street NW, Room 7814, Washington, DC 20548
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