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WHY THIS MATTERS

Companies and organizations are collecting more personal
data from Americans than before to improve technologies
such as Al. But using and sharing large amounts of data
carries security and privacy risks, like breaches of personal
information. According to the FBI, Americans reported more
than $1.4 billion lost due to personal data breaches in 2024.
Privacy enhancing technologies, or PETSs, can help reduce
risks associated with collecting, using, and sharing data.

KEY TAKEAWAYS

»  Privacy enhancing technologies are expanding to new
datasets and evolving to counteract malicious actors.

They also could enable more secure collaboration and
research on sensitive information, such as medical
records or proprietary company data.

Lack of federal guidance, high resource costs, and
workforce constraints affect implementation of these
technologies and may hinder widespread use.

THE TECHNOLOGY

What is it? Privacy enhancing technologies modify, hide, or
process data in ways that make it difficult to access sensitive
information. Newer technologies that focus on minimizing
shared data and limiting uses are improving the ways data can
be used while protecting privacy. They can facilitate global
collaboration on research and fraud detection while also
reducing privacy risks associated with using and sharing data.
For example, these technologies could enable responsible
deployment of Al and other applications that are using
increasing amounts of personal data, thereby reducing risks to
data privacy.

How does it work? Privacy enhancing technologies can be
categorized by the different ways they protect data (see figure).

Data obfuscation hides or changes data to make it more difficult
to accurately identify personal information. For example, data
elements may be removed from datasets to depersonalize them
or data can be randomly added as “noise.”

Next-generation encryption processing tools keep data
encrypted while in use. For example, Al could analyze encrypted
documents, such as medical records, without decrypting them
first through a process called homomorphic encryption.

Federated analytics and secure multi-party computation allow
multiple entities access to parts of datasets, so that if one entity
is compromised, the rest of the dataset remains secure. For
example, each smartphone can conduct analysis for predictive
text applications before manufacturers collect that information,
keeping users’ raw data private and decentralized.

How Some Privacy Enhancing Technologies Work
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How mature is it? These technologies are largely mature, and
their use is growing for applications such as Al. Some types are
more widely used than others. For example, federated analytics
are used by many companies to protect consumer privacy while
using their data to train predictive text models. Other types of
these technologies can require significant computing power and
time, making them difficult to adopt and deploy. For example,
analyzing data using homomorphic encryption can take up to a
million times as long as analyzing unencrypted data.

Researchers are exploring how privacy enhancing technologies
can be used to maximize the utility of existing datasets. For
example, secure multi-party computation could enable secure
sharing of protected genetic information, giving researchers
more opportunities to collaborate.

OPPORTUNITIES

= Increase privacy. Limiting access to and obfuscating data
results in fewer opportunities for data to leak, which limits
opportunities for malicious actors to identify targets and
helps mitigate risks in data-driven applications.

= Make new data sources available. \When data remain
private, companies can work collaboratively on proprietary
or sensitive data that they might not normally share with
competitors and outside groups. For example, banks can
safely share information with foreign companies to identify
fraud across borders. Researchers can more readily
collaborate on sensitive data, like medical records, when
those data are protected.

CHALLENGES

= Reliability. Some of these technologies, such as data
obfuscation, may reveal data in certain cases. Malicious
actors are using machine learning and other strategies to
work around privacy enhancing technologies.
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= Resource and skill demands. Some privacy enhancing
technologies, such as homomorphic encryption, require
more time and other resources than traditional data
protection systems. Deploying these technologies
effectively requires skill sets that companies and
organizations may not possess.

= Lack of federal guidance. While the federal government
requires certain data to be protected, federal guidance for
how or when to use these technologies is limited. This
leaves entities uncertain about how to best use them,
which could slow adoption across different fields and
make implementation difficult or ineffective.

POLICY CONTEXT AND QUESTIONS

= What additional steps could the U.S. government and
industry take to protect personal data?

= What is the government’s role, if any, in encouraging
wider adoption and implementation of privacy enhancing
technologies?

= How can institutions balance calls for privacy against calls
for greater data transparency and accountability for using
data collaboratively?
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