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Why This Matters

Federal agencies must vet individuals who will need security clearances to access classified information. In 2018, we put 
this process on our High-Risk List partly due to delays and IT systems issues. The Office of the Director of National 
Intelligence (ODNI) oversees the efficiency and effectiveness of the process. ODNI has stated that consistent data are 
vital to meeting these responsibilities.

GAO Key Takeaways

In 2019, ODNI began requiring over 100 agencies that vet cleared personnel to submit data on timeliness, the number of 
investigations completed, and other key aspects of the personnel security clearance process. But more than 60 percent of 
the data we reviewed were not reliable across eight reporting requirements and seven agencies.

ODNI officials look closely at data measuring the time for agencies to complete the process. Of the timeliness data we 
analyzed, 86 percent were inaccurate—a third by 20 percent or more. Most of these inaccuracies were due to a 
calculation method inconsistent with ODNI guidance. This affected the timeliness measurement of 95 percent of the 
clearances completed across the government. Agency officials stated they revised their method to align with ODNI’s 
guidance for data collected starting in fiscal year (FY) 2025. However, much of the data reported to Congress and the 
public from 2020–2024 has underestimated the time to complete the clearance process.

ODNI reviews data it collects from agencies, but not in a way that aligns with data reliability principles. It also has not 
issued adequate guidance to agencies for assessing their data. Addressing these gaps will ensure ODNI and Congress 
have more reliable data to enable better oversight.

https://www.gao.gov/products/GAO-26-107100
mailto:Czyza@gao.gov


Personnel Security Clearance Data for Seven Selected Agencies, Third Quarter of Fiscal Year 2024 

Accessible Data for Personnel Security Clearance Data for Seven Selected Agencies, Third Quarter of Fiscal Year 2024 

Accurate and complete Inaccurate or incomplete
Timeliness 14 86
Investigations 23 77
Adjudications 58 42
Continuous vetting 14 86

Source: GAO analysis of agency data. GAO-25-107100

How GAO Did This Study

We analyzed FY 2024 data from ODNI and

· Departments of Defense, Energy, and the Treasury

· General Services Administration

· National Capital Planning Commission

· National Geospatial-Intelligence Agency

· U.S. Agency for International Development 

We also compared ODNI’s oversight to key practices and interviewed officials.

What GAO Recommends

We make four recommendations, including that ODNI implement a process to assess the reliability of agencies’ security 
clearance data and issue guidance to agencies on assessing data. ODNI did not explicitly agree or disagree with these 
but raised concerns, which we addressed.
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Letter

December 11, 2025

The Honorable Mike Rogers 
Chairman 
The Honorable Adam Smith 
Ranking Member 
Committee on Armed Services 
House of Representatives

The government-wide personnel security clearance process helps ensure the trustworthiness of the federal 
government’s workforce.1 Federal departments and agencies use this process to vet personnel to determine 
whether they are eligible to access classified information or hold a sensitive position. The process further helps 
to prevent unauthorized disclosure of classified information that could put national security at risk. In January 
2018, we placed this process on our High-Risk List due to delays in the government completing the clearance 
process, a lack of measures to assess the quality of investigations, and information technology (IT) systems 
challenges.2

As the Security Executive Agent, the Director of National Intelligence (DNI) is responsible for overseeing the 
security clearance process and ensuring, among other things, the process’s effectiveness, efficiency, quality, 
and timeliness. To fulfill these responsibilities, the DNI has stated that standardized, consistent data from 
agencies are vital.3 Therefore, beginning in 2019, the Office of the Director of National Intelligence (ODNI) has 
required quarterly data reports from all agencies that conduct national security vetting. Under ODNI’s 
guidance, such reports are to cover key aspects of the security clearance process, including the number of 
investigations and timeliness, among others.

However, we and some executive branch offices of inspectors general have reported that data on security 
clearance timeliness and reciprocity—when agencies honor previously granted clearances—are not sufficiently 
reliable for ODNI to carry out its oversight role.4 For example, in our 2025 High-Risk Report, we noted that 
ODNI’s timeliness data were not sufficiently reliable to enable us to determine the percentage of executive 

1For the purposes of this report, we use the term personnel security clearance process to refer to the process to determine eligibility for 
access to classified information or eligibility to hold a sensitive position. This includes all phases of the clearance process, such as 
initiated investigations, adjudications, reciprocity, and continuous vetting. We also use the terms security clearance process and 
clearance process interchangeably with this term.
2We update our High-Risk List every 2 years near the start of each new Congress. Typically, we announce new areas we have added 
to our High-Risk List when we publish a biannual report on the list. However, we designated the personnel security clearance process 
as high risk out of cycle in January 2018 because it was important to call attention to the challenges the process faced. We discussed 
our high-risk designation and the challenges facing the process in GAO, Personnel Security Clearances: Additional Actions Needed to 
Implement Key Reforms and Improve Timely Processing of Investigations, GAO-18-431T (Washington, D.C.: Mar. 7, 2018).
3DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018); 
Director of the National Counterintelligence and Security Center Memorandum, Metrics Reporting Requirements for National Security 
Vetting in Fiscal Year 2018 and Beyond (Jan. 18, 2019).
4Reciprocity occurs when officials from one agency review records in a government-wide IT system to determine if they can accept a 
personnel vetting determination, such as a security clearance, granted by another agency.

https://www.gao.gov/products/GAO-18-431T
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branch agencies that met timeliness goals for the security clearance process.5 Similarly, in January 2024, we 
reported that ODNI did not have reliable data to determine the extent that agencies were granting reciprocity.6

In addition, in November 2023, the Office of the Inspector General of the Intelligence Community reviewed 
data from seven intelligence community (IC) organizations. The review found that several of these 
organizations did not accurately capture, document, or report information on the time to complete the security 
clearance process. In addition, these IC organizations did not calculate processing timeliness in a consistent 
manner.7 Also, in September 2021, the Office of the Inspector General of the U.S. Department of State 
reported that the department reported inaccurate data to ODNI in fiscal year 2019 on the timeliness of its 
clearance process.8

House Report 118-125, accompanying a bill for the National Defense Authorization Act for Fiscal Year 2024, 
includes a provision for us to assess the reliability of data and ODNI’s approach for oversight of the personnel 
security clearance process.9 In this report, we evaluate the extent to which ODNI (1) has reliable data to 
oversee the government-wide personnel security clearance process and (2) has used a data-driven approach 
to inform its oversight of the security clearance process.

To address both objectives, we reviewed key documents, including executive orders; guidance; and 
documents about the personnel security clearance process, ODNI’s oversight, and personnel vetting reforms.10

For our first objective, we collected personnel security clearance data from a nongeneralizable selection of 
seven agencies that were required to submit data to ODNI. We selected the third quarter of fiscal year 2024 for 
reviewing data since it was the most recently available data at the time of our review. We selected a cross-
section of agencies from various sectors of the executive branch including intelligence, nonintelligence, 
defense, and nondefense. We selected a mix of cabinet-level departments and independent agencies and 
considered factors such as whether the agency conducts its own background investigations, among others. 
The seven agencies we selected for a more in-depth review were: the Defense Counterintelligence and 
Security Agency (DCSA),11 the Department of Energy, the Department of the Treasury, the General Services 
Administration, the National Capital Planning Commission, the National Geospatial-Intelligence Agency, and 

5GAO, High-Risk Series: Heightened Attention Could Save Billions More and Improve Government Efficiency and Effectiveness,
GAO-25-107743 (Washington, D.C.: Feb. 25, 2025). 
6GAO, Federal Workforce: Actions Needed to Improve the Transfer of Personnel Security Clearances and Other Vetting 
Determinations, GAO-24-105669 (Washington, D.C.: Jan. 22, 2024). 
7Office of the Inspector General of the Intelligence Community, Audit of Integrity and Use of Security Clearance Data Reported to the 
Office of the Director of National Intelligence, AUD-2020-001 (Nov. 14, 2023). 
8U.S. Department of State, Office of the Inspector General, Management Assistance Report: Process to Report Department of State 
Security Clearance Data to the Office of the Director of National Intelligence Needs Improvement, AUD-MERO-21-41, (September 
2021).
9H.R. Rep. No. 118-125, at 267-68 (2023). 
10In March 2018, ODNI and other executive branch agencies initiated a personnel vetting reform effort referred to as Trusted Workforce 
2.0. Trusted Workforce 2.0 aims to reform the personnel vetting processes through a series of policy and procedural reforms and the 
overhaul of the government-wide process to vet the trustworthiness of the federal workforce.
11DCSA, within the Department of Defense (DOD), is the largest investigative service provider in the federal government.

https://www.gao.gov/products/GAO-25-107743
https://www.gao.gov/products/GAO-24-105669
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the U.S. Agency for International Development. These seven agencies are, collectively, required to submit 
security clearance data to ODNI for over 90 percent of all individuals with a clearance.12

We analyzed data ODNI collects across key aspects of the security clearance process including the timeliness 
of different phases of the clearance process, reciprocity, and continuous vetting.13 To assess the reliability of 
the data, we evaluated the accuracy, completeness, and in some instances, consistency of the data. We also 
compared ODNI processes related to data for security clearances to the principle established in Standards for 
Internal Control in the Federal Government that management should use quality information to achieve its 
objectives.14 Additionally, we interviewed officials from six of the seven selected agencies and ODNI about 
their data collection and reliability efforts.

For our second objective, we defined a data-driven approach to oversight as one that effectively builds and 
uses evidence—including performance information and statistical data—to manage performance. To assess 
how ODNI builds and uses evidence as part of its clearance process oversight, we compared evidence related 
to ODNI’s oversight of the personnel security clearance process to 13 key practices and 29 supporting actions 
we published in prior reporting on evidence-building and performance-management activities.15 We then 
assessed the extent to which ODNI followed each key practice using a scorecard methodology and assigned 
ratings of generally followed, partially followed, or did not follow for each key practice.

While we focused our analysis on ODNI actions to oversee the personnel security clearance process 
specifically, we considered any evidence related to personnel vetting more broadly if the personnel security 
clearance process was subject to the actions indicated in the evidence. In addition, we interviewed ODNI 
officials to (1) obtain testimonial evidence where we had not found documentary evidence corresponding to the 
criteria, (2) obtain their perspectives on our assessment, and (3) if applicable, determine reasons ODNI did not 
generally follow all key practices. Further information on our scope and methodology can be found in appendix 
I.

We conducted this performance audit from October 2023 to December 2025 in accordance with generally 
accepted government auditing standards. Those standards require that we plan the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 

12DOD alone is required to submit data on about 93 percent of the national security population. As of October 1, 2022, the national 
security population was about 5.4 million and about 5 million of those were DOD personnel or contractor employees associated with 
DOD. The national security population includes federal government personnel, military service members, and contractor employees 
who are eligible to access classified information or eligible to hold a sensitive position. For purposes of this report, we use the term 
“individual with a security clearance” to refer to the national security population.
13Under the Trusted Workforce 2.0 reform effort, continuous vetting replaces periodic reinvestigations and consists of ongoing 
automated record checks of public and government data, agency-specific data, and certain time- or event-driven investigative activities. 
When these automated checks generate an alert, such as for criminal activity, the alert prompts further investigation.
14GAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September 2014).
15To develop these practices and actions, we reviewed (1) federal laws and guidance related to evidence-building and performance-
management activities and (2) several hundred of our past reports. We refined the practices and actions, as appropriate, based on 
input from cognizant officials at 24 major federal agencies and Office of Management and Budget staff. GAO, Evidence-Based 
Policymaking: Practices to Help Manage and Assess the Results of Federal Efforts, GAO-23-105460 (Washington, D.C.: July 12, 
2023).

https://www.gao.gov/products/GAO-14-704G
https://www.gao.gov/products/GAO-23-105460
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objectives. We believe that the evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives.

Background

Personnel Security Clearance Process

Federal departments and agencies use the personnel security clearance process to vet personnel and 
determine their eligibility to access classified information or hold a sensitive position.16 The process consists of 
multiple phases: initiation, investigation, adjudication (or alternatively, reciprocity); as well as continuous vetting 
or reinvestigation, as shown in figure 1.

Figure 1: The Personnel Security Clearance Process

16Exec. Order No. 13,467, Reforming Processes Related to Suitability for Government Employment, Fitness for Contractor Employees, 
and Eligibility for Access to Classified National Security Information, as amended through Exec. Order No. 13,869, Transferring 
Responsibility for Background Investigations to the Department of Defense, 84 Fed. Reg. 18,125 (Apr. 24, 2019). The original 
Executive Order 13467 was issued in 2008 and amended several times. For purposes of this report, unless indicated otherwise, 
Executive Order 13467, as amended, refers to the most recent version of Executive Order 13467 as amended through Executive Order 
13869 in 2019.
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Accessible Data for Figure 1: The Personnel Security Clearance Process

Initiation Investigation Adjudication Continuous vetting and 
reinvestigation

Reciprocity

An agency requests that 
the individual filling a 
position that requires a 
background investigation 
submit an application. 
The individual completes 
a background 
investigation application. 
Agency security officials 
review the application 
and send it to an 
investigative service 
provider.

The investigative service 
provider uses the 
information in the 
application to investigate 
the individuals 
background. The 
investigative service 
provider then prepares a 
report of the investigation 
findings and sends it to 
the adjudication office in 
the individuals agency.

The agency uses the 
report of the investigation 
findings to determine 
whether the individual is 
eligible to access 
classified information or 
to hold a sensitive 
position.

Most individuals are 
subject to continuous 
vetting, an approach that 
consists of ongoing 
automated record checks 
of public and government 
data, agency-specific 
data, and certain time- or 
event-driven investigative 
activities used for, among 
other things, ensuring 
ongoing eligibility/access 
to classified information. 
Although ongoing 
government-wide reforms 
are seeking to enroll all 
individuals in continuous 
vetting, some individuals 
remain subject to 
periodic investigations 
after an agency makes 
an initial favorable 
determination.

Except as otherwise 
authorized by law or 
policy, rather than 
initiating its own 
background investigation 
or adjudication, an 
agency reviews records 
in government-wide 
information technology 
systems to determine if it 
can accept an 
investigation and 
favorable adjudication 
performed by another 
agency.

Source: GAO analysis of agency information.  |  GAO-26-107100

The Performance Accountability Council and the DNI’s Role in Overseeing the 
Government­Wide Personnel Security Clearance Process

In June 2008, Executive Order 13467 established the Security, Suitability and Credentialing Performance 
Accountability Council (PAC) as the government-wide entity responsible for implementing reforms to the 
federal government’s personnel vetting processes.17 The executive order, as amended, outlines the 
responsibilities of the PAC and designates the four principal members of the PAC as (1) the Deputy Director 
for Management of the Office of Management and Budget (OMB), (2) the DNI, (3) the Director of the Office of 
Personnel Management (OPM), and (4) the Under Secretary of Defense for Intelligence and Security.18

In addition, Executive Order 13467, as amended, specifies the responsibilities of the DNI as the Security 
Executive Agent.19 The executive order states that as the Security Executive Agent, the DNI shall

· direct the oversight of investigations, reinvestigations, adjudications, and, as applicable, polygraphs for 
eligibility for access to classified information or eligibility to hold a sensitive position made by any agency; 
and

17Exec. Order No. 13,467, § 2.2(a), (c)-(d), 73 Fed. Reg. 38,103, 38,105 (June 30, 2008). The PAC was originally established as the 
Suitability and Security Clearance Performance Accountability Council; its name was updated in 2017.
18See Exec. Order No. 13,467, § 2.4, as amended.
19See Exec. Order No. 13,467, § 2.5(e), as amended.
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· be responsible for developing and issuing uniform and consistent policies and procedures to ensure the 
effective, efficient, timely, and secure completion of investigations, polygraphs, and adjudications relating to 
determinations of eligibility for access to classified information or eligibility to hold a sensitive position.20

Trusted Workforce 2.0

In March 2018, the PAC’s principal members initiated Trusted Workforce 2.0 to reform the personnel vetting 
processes. Specifically, Trusted Workforce 2.0 is a series of policy and procedural reforms that officials 
designed to streamline government-wide personnel vetting and address problems, such as lengthy background 
investigations, persistent backlogs, inconsistent practices across agencies, and information security concerns. 
Trusted Workforce 2.0 aims to align the three personnel vetting processes and revise the investigative tiers 
and vetting scenarios, as depicted in the PAC’s “one-three-five” framework for the reform shown in figure 2.

Figure 2: Trusted Workforce 2.0 Framework

20See Exec. Order No. 13,467, § 2.5(e), as amended.
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Accessible Data for Figure 2: Trusted Workforce 2.0 Framework (One-three-five framework)

One personnel vetting model Three investigative tiers Five vetting scenarios
The Security and Suitability and 
Credentialing Executive Agents, in 
coordination with the Performance 
Accountability Council (PAC) have released 
executive issuances, guidelines, and 
standards to align the three vetting 
processes for (1) security, (2) 
suitability/fitness, and (3) credentialing into 
one model with a simplified policy 
framework.

The Security and Suitability and 
Credentialing Executive Agents, in 
coordination with the PAC, have released 
guidance to reduce the background 
investigation tiers from five to three, 
including Low Tier for low-risk positions, 
Moderate Tier for moderate-risk suitability 
vetting and Secret clearances, and High 
Tier for high-risk suitability vetting and Top 
Secret clearancesa

1. Initial vetting:b determining whether to 
trust individuals with no prior 
background investigation conducted by 
the federal government. 

2. Continuous vetting: replacing 
periodic reinvestigations and 
consisting of automated record checks, 
agency-specific checks, and certain 
time- or event-driven investigative 
activity. 

3. Upgrades: adjusting the level of 
vetting commensurate with a move to 
a position with a higher level of risk.

4. Transfer of trust: moving an individual 
from one agency to another with the 
goal of improving the speed of mobility.

5. Reestablishment of trust: following a 
break in service, vetting an individual 
for return to the federal workforce.

Source: PAC documentation; GAO (icons).  |  GAO-26-107100
aSpecifically, the new investigative tiers will include: Low Tier for low-risk, nonsensitive positions and physical or logical access or credentialing 
determinations; Moderate Tier for moderate-risk public trust and noncritical sensitive positions and granting eligibility and access to classified information 
at the confidential or Secret level, or L access; and High Tier for high-risk public trust and critical or special sensitive positions and granting eligibility and 
access to classified information at the Top Secret level, access to sensitive compartmented information, or Q access. See Office of the Director of 
National Intelligence and Office of Personnel Management, Office of the Director, Federal Personnel Vetting Investigative Standards (May 17, 2022).
bUnder Trusted Workforce 2.0, an initial vetting determination is also conducted for previously vetted individuals who have been away from the 
government for more than 5 years.

ODNI’s Approach to Overseeing the Personnel Security Clearance Process

ODNI uses two methods to carry out the DNI’s responsibility to oversee the government-wide personnel 
security clearance process. First, the DNI established the Security Executive Agent National Assessments 
Program (SNAP).21 Under this program, SNAP teams consisting of ODNI personnel assess agencies to ensure 
they follow applicable statutes, executive orders, and regulations. The teams also assess the extent that 
agencies are implementing policies, processes, and procedures established under the personnel vetting reform 
effort, Trusted Workforce 2.0. SNAP teams assess about 30 agencies or components of agencies each year.22

They assess agencies by (1) reviewing agencies’ operation manuals, policies, documents, and case files, and 
(2) interviewing staff responsible for the clearance processes, including security and personnel officials. SNAP 
teams report their findings and recommendations to agencies and follow up to assess the agencies’ progress 
in implementing the recommendations.

21DNI Memorandum, Establishment of the Security Executive Agent National Assessments Program (SNAP) (Apr. 29, 2014). The 
memorandum states that the program is designed to strengthen programs and provide agencies with the opportunity to address issues 
or concerns regarding personnel security processes. The memorandum also states that the program will supplement an organization’s 
existing internal oversight mechanisms.
22Between April 2022 and March 2024, ODNI conducted 59 SNAP assessments at agencies, including initial and follow-up 
assessments.
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Second, ODNI collects data from all agencies that conduct national security vetting. In 2019, ODNI required 
agencies to begin reporting data on their national security vetting programs quarterly and annually to enable 
the DNI to assure the quality, consistency, and integrity of the national security vetting practices.23 ODNI 
directed agencies to report a variety of clearance-related data including the number of investigations, 
adjudications, instances of reciprocity, continuous vetting alerts, and time for agencies to complete the 
clearance process, among other things.

Agencies Involved in the Security Clearance Process

In addition to ODNI serving as the agency facilitating the DNI’s oversight, over 100 departments and agencies 
are involved in the security clearance process for federal civilians, military personnel, and contractor 
personnel.24 In particular, DCSA has a significant role. DCSA serves as the primary investigative service 
provider for the federal government and performs about 95 percent of the federal government’s background 
investigations, including for most Department of Defense (DOD) personnel and other departments and 
agencies.25

In addition, about two dozen other agencies are also investigative service providers. For example, multiple IC 
organizations are investigative service providers and perform investigations for their personnel. Most agencies 
adjudicate the results of investigations of their employees to determine if they are eligible to access classified 
information.

Agencies use continuous vetting services provided by DCSA or ODNI. DCSA enrolls personnel from DOD and 
other agencies in Mirador, its IT system for continuous vetting. ODNI also offers continuous vetting services 
through its Continuous Evaluation System.

Key Practices for Evidence­Based Decision­Making

Federal decision-makers need evidence—including performance information and statistical data—about 
whether federal programs and activities are achieving intended results. Congress and executive branch 
leaders can use evidence to determine how federal programs and activities could best make progress toward 
national objectives such as enhancing national security. For decades, various laws, policies, and guidance 
have directed evidence-building and performance-management activities at multiple levels across the federal 

23DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018); 
Director of the National Counterintelligence and Security Center Memorandum, Metrics Reporting Requirements for National Security 
Vetting in Fiscal Year 2018 and Beyond (Jan. 18, 2019).
24These departments and agencies are also involved in the implementation of Trusted Workforce 2.0. For example, the April 2025 
Trusted Workforce 2.0 Implementation Strategy directed agency Trusted Workforce 2.0 Senior Implementation Officials to carefully 
review their agency-level Trusted Workforce 2.0 implementation plans to make relevant adjustments to align with the updated strategy 
due to a significant number of milestones coming due in fiscal year 2025. PAC, Trusted Workforce 2.0 Implementation Strategy (April 
2025).  
25While DCSA conducts the majority of background investigations, some agencies have the authority to conduct all or some of their 
own investigations. These agencies are investigative service providers and, according to ODNI, include the Central Intelligence Agency, 
the Federal Bureau of Investigation, and the State Department. In addition, some DOD components, including the National Security 
Agency, have the authority to conduct their own investigations, according to ODNI.



Letter

Page 9 GAO-26-107100 Personnel Security Clearances

government—including government-wide; at individual departments and agencies; and for individual offices, 
bureaus, programs, and other activities.26

To reflect these directions and activities, in 2023 we developed a guide that included 13 key practices, 
organized in four topic areas, that can help federal agency leaders at any organizational level develop and use 
evidence to manage and assess the performance of federal programs effectively (see fig. 3).27 To develop 
these practices, we reviewed (1) federal laws and guidance related to evidence-building and performance-
management activities and (2) several hundred of our past reports. We refined the practices, as appropriate, 
based on input from cognizant officials at 24 major federal agencies and OMB staff.

The first three topic areas and their practices—illustrated as the outer ring of the figure—are part of an iterative 
cycle. Our past work has shown that implementing one of these practices can inform actions taken to 
implement others. The fourth topic area and its practices—all related to organizational culture—are central to 
effectively implementing the cycle.

26GAO-23-105460. Relevant laws and guidance include the Government Performance and Results Act of 1993 (GPRA), Pub. L. No. 
103-62 (1993), as amended; the GPRA Modernization Act of 2010, Pub. L. No. 111-352 (2011), as amended; the Foundations for 
Evidence-Based Policymaking Act of 2018, Pub. L. No. 115-435 (2019); and various Office of Management and Budget guidance 
documents, including Circular No. A-11, Preparation, Submission, and Execution of the Budget (August 2025).
27GAO-23-105460.

https://www.gao.gov/products/GAO-23-105460
https://www.gao.gov/products/GAO-23-105460
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Figure 3: Key Practices to Manage and Assess the Results of Federal Efforts

· Plan for results. The practices in the “plan for results” topic area are foundational to the other two topic 
areas in the iterative cycle. Until an agency defines goals, it is not positioned to identify or prioritize its 
evidence needs to use evidence in monitoring progress toward those goals.

· Assess and build evidence. The practices on assessing and building evidence emphasize the need for 
high-quality evidence to help decision-makers assess, understand, and identify opportunities to improve 
the results of federal efforts. Following quality standards can provide decision-makers and stakeholders 
greater assurance that they can use the evidence for its intended purpose in making decisions.

· Use evidence. The benefit of building evidence is fully realized when it is used to learn and inform different 
types of decisions.28 For example, quantitative performance data can help determine whether performance 
goals were met, and other types of analysis can help an organization better understand what led to the 
results it achieved or why desired results were not achieved.

· Foster a culture of learning and continuous improvement. A federal organization’s culture, and 
demonstrated commitment of senior leaders in particular, is key to its success in building and using 
evidence to manage and improve its performance. These practices help provide the necessary foundation 
for the organization to plan for results, assess and build evidence, and use that evidence to learn and 
improve.

28GAO-23-105460.

https://www.gao.gov/products/GAO-23-105460
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Most ODNI Data We Reviewed Were Not Reliable to Oversee the 
Personnel Security Clearance Process
More than sixty percent of the data we reviewed that ODNI used to oversee the security clearance process in 
fiscal year 2024 were not reliable across eight reporting requirements. ODNI used data that were not reliable, 
in part, because it has not implemented a process to assess security clearance data using principles for data 
reliability, issued guidance on assessing data reliability, or defined the role of a key official accountable for 
data.

More Than Sixty Percent of ODNI’s Security Clearance Data We Reviewed Were 
Inaccurate or Incomplete Across Eight Reporting Requirements

A Majority of ODNI’s Security Clearance Data We Reviewed Were Inaccurate or Incomplete in the 
Third Quarter of Fiscal Year 2024

Based on our analysis of over 300 statistics, we found that over 60 percent of ODNI’s security clearance data 
we reviewed for the third quarter of fiscal year 2024 were inaccurate or incomplete.29 We selected and 
analyzed 44 descriptive statistics, on average, for each of the seven agencies we reviewed, or about 300 
statistics in total.30 For example, we analyzed descriptive statistics on the number of individuals with a security 
clearance in an agency, and the average times to complete adjudications for individuals who are undergoing 
the security clearance process. Of the total statistics we analyzed, 63 percent (191 out of 305) were inaccurate 
or incomplete. Specifically, 39 percent (118 out of 305) were inaccurate, and 24 percent (73 out of 305) were 
incomplete (see fig. 4).

Figure 4: Percent of Inaccurate or Incomplete Descriptive Statistics Used for Oversight of the Security Clearance Process, 
Third Quarter Fiscal Year 2024

aWe could not verify the accuracy and completeness of all underlying data. When the Office of the Director of National Intelligence’s summary statistic 
for an agency matched the summary statistic we calculated using the agency’s case-level data, we identified that statistic as accurate. However, our 
methods did not enable us to determine whether the agency’s case-level data accurately reflected factual circumstances. For instance, if an agency 
conducted 25 investigations in a quarter, but its case-level data inaccurately showed that the agency conducted 10 investigations, our methods would 
not enable us to identify this error.

We also estimated the magnitude of the inaccuracies we identified and found that the majority of inaccurate 
statistics were inaccurate by 50 percent or more. To measure the magnitude of inaccuracies, we compared 
summary statistics we calculated using agencies’ case-level data to agency-calculated statistics to identify the 
difference between the two. However, because we were not able to determine which of the two statistics was 

29To analyze data accuracy, we compared summary statistics the agency submitted or ODNI calculated to summary statistics we 
calculated using the agency’s case-level data.
30ODNI requires agencies to submit 363 statistics quarterly. We selected a nongeneralizable set of 45 of these statistics to analyze. 
However, we could not analyze all 45 statistics for each agency we selected because some did not have the case-level data needed for 
our analysis.
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accurate, if either, we then divided the difference between the two by the average of the two statistics, 
multiplied that result by 100 and used that result to estimate the magnitude of the inaccuracy. Of the 118 
inaccurate statistics we identified, more than half (60 out of 118) were inaccurate by 50 percent or more and 
nearly a third (34 out of 118) were inaccurate by 100 percent or more (see table 1).31

Table 1: Estimated Magnitude of Inaccuracies in Security Clearance Data Used for Oversight, Third Quarter of Fiscal Year 
2024

Number of statistics GAO analyzed Estimated magnitude of inaccuracy
43 1 to 24 %
15 25 to 49 %
23 50 to 74 %
3 75 to 99 %

34 100 or more %

Source: GAO analysis of agency data.   | GAO-26-107100

Note: Of the 305 descriptive statistics we analyzed, 118 were inaccurate. The 118 statistics are organized by the magnitude of error.

Further, the majority of inaccuracies were concentrated between 1 and 24 percent. For example, ODNI’s 
statistic showed that the U.S. Agency for International Development had initiated 34 Secret clearances for 
contractor personnel, whereas using the agency’s case-level data, we found that it had initiated 38 of these 
clearances. When dividing the difference between the two by the average of the two statistics, ODNI’s statistic 
was inaccurate by 11 percent.

Similarly, the extent to which ODNI’s data were incomplete for the agencies we reviewed varied. For example, 
ODNI did not have data for one of 45 statistics we analyzed for the Department of Energy, illustrating a lower 
level of incomplete data. On the other hand, ODNI did not have any of the 39 statistics we analyzed for the 
National Capital Planning Commission.32

ODNI’s Security Clearance Data That We Reviewed Were Inaccurate or Incomplete Across Eight 
Reporting Requirements

In addition, the inaccurate or incomplete statistics we found were widespread across eight reporting 
requirements and all seven agencies we reviewed, with no single data type or agency being the primary source 
of these issues. For seven out of the eight reporting requirements, a majority of the descriptive statistics were 
incomplete or inaccurate, as shown in figure 5. Moreover, on average, 63 percent of the statistics across the 
seven agencies contained inaccuracies or were incomplete. Further, officials from most of the agencies we 
selected agreed with our findings that their data for this quarter contained inaccuracies.

31The greatest magnitude of the inaccuracies we analyzed was 200 percent. Any inaccuracy in which GAO’s or ODNI’s statistic was 
zero resulted in an estimated magnitude of inaccuracy of 200 percent, regardless of the absolute value of the statistic.
32We analyzed 39 of the 45 statistics we selected for this agency because we could not analyze six timeliness statistics. For more 
details on our analysis, see appendix I.
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Figure 5: Extent of Selected Agencies’ Data Inaccuracies or Incompleteness Across Eight Reporting Requirements for the 
Personnel Security Clearance Process, Third Quarter Fiscal Year 2024

Accessible Data for Figure 5: Extent of Selected Agencies’ Data Inaccuracies or Incompleteness Across Eight Reporting 
Requirements for the Personnel Security Clearance Process, Third Quarter Fiscal Year 2024

Accurate and complete Inaccurate or incomplete
Timeliness 14 86
National security population 14 86
Initiated investigations 23 77
Pending adjudications 43 57
Completed adjudications 58 42
Reciprocity 43 57
Average time to adjudicate a continuous 
vetting alert

0 100

Average time to remove an individual from 
access due to a validated continuous 
vetting alert

14 86

Source: GAO analysis of agency data. GAO-26-107100

Note: Reciprocity occurs when officials from one agency review records in government-wide IT systems to determine if they can accept a personnel 
vetting determination, such as a security clearance granted by another agency. Continuous vetting is an approach that consists of ongoing automated 
record checks, of public and government data, agency-specific data, and certain time or event driven investigative activities used for, among other 
things, ensuring ongoing eligibility/access to classified information.
aWe could not verify the accuracy and completeness of all underlying data. When the Office of the Director of National Intelligence’s summary statistic 
for an agency matched the summary statistic we calculated using the agency’s case-level data, we identified that statistic as accurate. However, our 
methods did not enable us to determine whether the agency’s case-level data accurately reflected factual circumstances. For instance, if an agency 
conducted 25 investigations in a quarter, but its case-level data inaccurately showed that the agency conducted 10 investigations, our methods would 
not enable us to observe this inaccuracy.
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Timeliness. ODNI officials focus particular attention on data measuring the timeliness of the clearance 
process and use these data to assess the extent that agencies meet timeliness goals.33 However, 86 percent 
(36 out of 42) of the timeliness descriptive statistics we analyzed were inaccurate. Specifically, 30 of the 36 
inaccurate statistics we analyzed were inaccurate due to an error we found DCSA made in identifying the 
sample of cases to use to calculate the average times for agencies to complete the fastest 90 percent of 
clearances. Specifically, DCSA did not exclude the 10 percent of cases with the slowest end-to-end times and 
use the resulting sample of cases to calculate the average time agencies took to complete the end-to-end time 
and each phase of the clearance process, as ODNI guidance instructs. Instead, DCSA excluded the 10 
percent of cases with the slowest end-to-end times and the slowest times in each phase of the process. As a 
result, DCSA incorrectly used four different samples of cases to calculate the average times. Under goals that 
applied at the time of our review, agencies were required to complete the fastest 90 percent of clearances in 
specified amounts of time for each phase of the clearance process.34 For more details on this error, see 
appendix II.

The 30 descriptive statistics affected by DCSA’s error were more substantially inaccurate than the statistics 
ODNI calculated using agencies’ case-level data.35 Specifically, 100 percent (30 out of 30) of the statistics 
affected by DCSA’s error were inaccurate, and nearly half (14 out of 30) were inaccurate by 20 percent or 
more. For the other 12 of the 42 statistics we reviewed not affected by this error, half (six out 12) were 
inaccurate, but these six statistics were inaccurate by less than 20 percent (see fig. 6). The inaccuracies 
across ODNI’s timeliness data we analyzed, regardless of the calculation method used, ranged from 1 percent 
to 63 percent.

33The calculation of timeliness includes the average time to complete each phase of the clearance process and the end-to-end time for 
the fastest 90 percent of an agency’s clearances. 
34In November 2023, the DNI and the Director of the Office of Personnel Management issued the Federal Personnel Vetting 
Performance Management Standards Implementation Guidance, which included new timeliness goals for agencies to complete 100 
percent of their clearances within specified average amounts of time for each phase. These goals take effect in fiscal year 2026. 
35ODNI collects timeliness data from agencies in two formats: summary data and case-level data. Summary data are the total number 
of days and cases. For example, an agency might report completing investigations for 25 Top Secret clearances in a quarter, and 
combined, the agency took 2,000 days to complete all those investigations. Case-level data are raw data for each clearance, including 
start and end dates for each phase. DCSA provides summary timeliness data to ODNI for DOD components and the agencies that 
obtain investigative services from DCSA. Similarly, five IC elements provide summary data to ODNI: the Central Intelligence Agency, 
the Defense Intelligence Agency, the Federal Bureau of Investigation, the National Security Agency, and the National Reconnaissance 
Office. The remaining agencies that conduct investigations provide case-level data to ODNI. ODNI then uses both data formats to 
calculate the average times for agencies to complete the clearance process.
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Figure 6: Magnitude of Inaccuracies in Timeliness Statistics Affected and Not Affected by a Calculation Error by the Defense 
Counterintelligence and Security Agency (DCSA), Third Quarter Fiscal Year 2024

Accessible Data for Figure 6: Magnitude of Inaccuracies in Timeliness Statistics Affected and Not Affected by a Calculation 
Error by the Defense Counterintelligence and Security Agency (DCSA), Third Quarter Fiscal Year 2024

Office of the Director of National 
Intelligence (ODNI) statistics affected by 
calculation error

ODNI statistics not affected by 
calculation error

63 14
57 13
50 8
50 8
43 2
40 1
33 0
33 0
27 0
23 0
22 0
22 0
22 0
20 0
18 0
17 0
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Office of the Director of National 
Intelligence (ODNI) statistics affected by 
calculation error

ODNI statistics not affected by 
calculation error

15 0
10 0
7 0
7 0
7 0
6 0
6 0
5 0
4 0
3 0
1 0
1 0
1 0
1 0

Source: GAO analysis of agency data. GAO-26-107100

Note: Calculation error refers to the error that resulted from DCSA’s method for calculating the average times for agencies to complete the fastest 90 
percent of clearances, which was inconsistent with ODNI guidance.

Additionally, due to DCSA’s error, the average times ODNI calculated using DCSA’s data systematically 
underestimated the time for agencies to complete each phase of the clearance process. For example, as a 
result of DCSA’s error, ODNI incorrectly determined the General Services Administration’s average time to 
complete the initiation phase of the clearance process as 28 days. However, if the correct calculation was 
used, the average initiation time would have been 36 days. In another instance, due to DCSA’s calculation 
error, ODNI determined that DOD had met a timeliness goal for contractor personnel that it had not met.36

DCSA officials agreed with our observations about its method, stating they began using this incorrect method 
in fiscal year 2020, and have revised their process to align with ODNI’s guidance, effective from the first 
quarter of fiscal year 2025. Additionally, ODNI officials stated that, in the future, this calculation error would not 
be an issue as new timeliness reporting metrics under Trusted Workforce 2.0 call for agencies to report 
timeliness for 100 percent of cases.37

Lastly, we identified that ODNI’s data on the time to complete the initiation phase were incomplete. Specifically, 
ODNI defines the initiation start date as the day an individual submits a background investigation application, 
according to officials, and the end date as the day the agency sends the application to an investigative service 
provider. However, this definition does not include the time for an individual to complete the application. 
Additionally, if the agency finds an error in its review of the application, the definition does not include the 
additional time for an individual to revise and resubmit the application, as shown in figure 7.

36ODNI provides DOD multiple timeliness performance reports organized by several types of personnel, including contractor personnel 
and DOD agency personnel. We reviewed these two timeliness performance reports for the third quarter of fiscal year 2024. See 
appendix I for more details on our selection of these two reports.
37DNI and Director, OPM, Federal Personnel Vetting Performance Management Standards Implementation Guidance (Nov. 14, 2023).
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Figure 7: Unmeasured Time in the Initiation Phase of the Personnel Security Clearance Process, According to the Definition 
Used by the Office of the Director of National Intelligence

As a result, ODNI’s data on the initiation phase did not account for as many as 15 days. Specifically, officials 
from five of the seven agencies in our review stated individuals typically take anywhere from 3 to 10 days to 
complete a background investigation application and around 2 to 5 days to correct and resubmit the 
application, if needed. Officials from DCSA stated they identify errors in 5 percent of applications, while officials 
from the U.S. Agency for International Development stated they identify errors in 50 percent of applications. 
ODNI officials stated they recognized this gap in measuring the time for the initiation phase and have changed 
the definition to include the unmeasured time in a new measure for initiation that is a part of the Trusted 
Workforce 2.0 reform that is planned to take effect in fiscal year 2026.

National security population.38 ODNI requires agencies to submit the same information on the number of 
individuals with a security clearance in two separate fields in its data collection tool. The statistics in the two 
fields should match, but five of the seven agencies we analyzed reported different numbers in these two fields, 
suggesting that the data are inaccurate in at least one of these fields. See figure 8 for an example of this 
inaccuracy from ODNI’s data for the Department of Energy. We also found that data for this requirement for 
three agencies were incomplete and we did not identify inaccuracies or incompleteness in the data for the 
General Services Administration for this requirement.

38ODNI requires agencies to report the number of individuals who have eligibility for access to classified information or eligibility to hold 
sensitive positions, by clearance and employee type. 
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Figure 8: Example of Inaccurate Data Collected by the Office of the Director of National Intelligence for the Department of 
Energy, Third Quarter Fiscal Year 2024

We analyzed 28 statistics related to the national security population and found that half (14 out of 28) were 
inaccurate and over a third (10 out of 28) were incomplete. Of the 14 inaccurate statistics we identified, more 
than half (nine out of 14) were inaccurate by 50 percent or more and nearly a quarter (three out of 14) were 
inaccurate by 100 percent or more.

For more details on the inaccurate and incomplete data we found for the remaining six reporting requirements, 
see appendix III.

ODNI Has Not Implemented a Process to Assess Data, Issued Adequate Guidance, or 
Defined the Role of a Key Official

Management is responsible for ensuring its data are standard, consistent, and reasonably free of errors and 
bias, as the effective use of data depends on their reliability. Standards for Internal Control in the Federal 
Government states that agencies’ management should use quality information to achieve the entity’s 
objectives.39 The standards further state that management (1) obtains data from reliable sources that are 
reasonably free from errors and bias and (2) evaluates the sources of data for reliability. Similarly, a 
memorandum on data integrity issued by the Office of Management and Budget (OMB) states that the value of 
data hinges on the reliability, validity, and overall quality of data.40 Additionally, ODNI’s memorandum 
establishing data reporting requirements states that to assure the quality, consistency, and integrity of the 
national security vetting process, standardized, consistent metrics are vital.41

However, ODNI’s data were not reliable because it has not taken sufficient actions to ensure data reliability as 
part of its oversight. Specifically, the following three issues contribute to ODNI’s unreliable data:

39GAO-14-704G.
40OMB Memorandum M-18-16, Management of Reporting and Data Integrity Risk, Appendix A to OMB Circular No. A-123 (June 6, 
2018).
41DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018); 
see also Director of the National Counterintelligence and Security Center Memorandum, Metrics Reporting Requirements for National 
Security Vetting in Fiscal Year 2018 and Beyond (Jan. 18, 2019).

https://www.gao.gov/products/GAO-14-704G


Letter

Page 19 GAO-26-107100 Personnel Security Clearances

· First, ODNI has not developed and implemented a process that incorporates data reliability practices or 
principles to assess the data it collects. Multiple organizations have issued guides that set out such data 
reliability practices and principles. For example, we have issued a data reliability guide that includes 
specific actions that can help organizations assess whether data they collect are sufficiently reliable.42 In 
addition, Data Management Association (DAMA) International issued a guide that describes data 
management best practices and includes guidance on assessing data to ensure they are accurate and 
complete.43

ODNI officials told us they assess the reliability of agencies’ data by reviewing the data for anomalies and 
trends and communicating with agencies about discrepancies. These are positive actions, but ODNI’s 
process is not informed by data reliability practices or principles, such as those that we discuss in our guide 
or that DAMA International established. Also, officials from a majority of the agencies we selected stated 
that ODNI had not provided any feedback regarding their data, despite the inaccuracies and 
incompleteness we observed.
In addition, ODNI officials told us that they put the onus on agencies to ensure their data are accurate and 
complete. For example, ODNI includes a statement in its data collection tool stating that by submitting the 
requested information, agencies acknowledge that the data are the most accurate and up-to-date data 
available. However, ODNI does not require agencies to take any active steps to support this statement and 
it does not assign the responsibility of acknowledgement to a specific agency official. Additionally, ODNI 
officials told us they include general tips to assist in completing reporting requirements in a quarterly 
reminder email they send to agencies, but these steps do not incorporate data reliability practices or 
principles.

· Second, ODNI has not issued guidance to agencies that clarifies their role in assessing the characteristics, 
quality controls, and limitations of their data; and that incorporates practices or principles for assessing and 
ensuring the reliability of data and addressing any gaps, such as those found in our data reliability guide or 
those established by DAMA International. In 2023, the Intelligence Community Inspector General reported 
that multiple IC organizations did not capture, document, or report accurate security clearance processing 
timeliness information.44 According to the report, to address the inaccuracy of IC elements’ timeliness data, 
ODNI and OPM issued several guidance documents including the Federal Personnel Vetting Performance 
Management Standards.45 However, we analyzed these guidance documents and found that they did not 
incorporate data reliability principles that can help agencies assess whether data are sufficiently accurate 
and complete. For details of our analysis of these guidance documents, see appendix IV.

42GAO, Assessing Data Reliability, GAO-20-283G (Washington, D.C.: Dec. 16, 2019). Although our guide is written for auditors, it 
provides a flexible risk-based framework that any agency that collects data can adapt for its purposes. For example, our guide includes 
potential questions data users could ask knowledgeable officials to consider whether data are generated automatically or entered 
manually and how data are verified. We offer additional suggestions about reviewing data system documentation, such as user 
manuals and data dictionaries, to determine if data entry controls are sufficient to minimize errors. These steps can help users assess 
the accuracy and completeness of the data they intend to use. 
43DAMA International, DAMA-DMBOK: Data Management Body of Knowledge (2nd Edition) (Basking Ridge, NJ: Technics Publications, 
2017). See chapter 13 of the DAMA-DMBOK on data quality. DAMA International is a nonprofit association of data professionals. 
44Inspector General of the Intelligence Community (IC IG), Audit of Integrity and Use of Security Clearance Data Reported to the Office 
of the Director of National Intelligence, AUD-2020-001 (Nov. 14, 2023). 
45See for example, DNI and Director, OPM, Federal Personnel Vetting Performance Management Standards (Sept. 14, 2022). In 2021, 
the IC IG shared its preliminary findings with ODNI, and in response, according to IC IG’s report, ODNI and the Office of Personnel 
Management issued or updated the relevant guidance. In 2023, the IC IG issued its report with no recommendations due to ODNI’s 
guidance changes.
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· Third, ODNI has not defined the role of a senior data official and ensured agencies have identified these 
officials to be accountable for reliable data. The DNI’s 2018 memorandum that requires agencies to report 
security clearance data also requires agencies to identify a senior official responsible for the quarterly data 
submissions.46 However, the 2018 memo does not specify any responsibilities for this official. Further, 
officials from a majority of the agencies we selected for our review stated that ODNI has not followed up 
with them to ensure the agencies had designated their senior data officials. Also, officials from most of the 
agencies we selected were not able to identify the officials in their agency with this responsibility. ODNI 
officials stated that they do not know who the senior data officials are at agencies and they are open to 
revisiting this requirement.

Data that are not sufficiently reliable may have limited the ability of Congress and the PAC to make fully 
informed decisions about the Trusted Workforce 2.0 reform. For example, from 2020 through 2024, DCSA’s 
error in calculating timeliness statistics for DOD and over 100 other agencies resulted in underestimations of 
the amount of time agencies took to complete the clearance process. During this period, these inaccurate data 
were included in quarterly reports the PAC publishes on the status of Trusted Workforce 2.0, according to 
ODNI officials.

Until ODNI takes the following actions, ODNI and Congress will not have data that are sufficiently reliable to 
oversee the clearance process:

1. Develops and implements a process that incorporates data reliability practices or principles to assess the 
data it collects from agencies

2. Issues and monitors agencies’ adherence to guidance clarifying their role in assessing their data, which 
incorporates practices or principles for assessing and ensuring the reliability of data

3. Defines the role of a senior data official at each relevant agency, and ensures agencies have identified 
these officials

Further, without reliable data, ODNI will not be able to ensure the quality, consistency, and integrity of the 
personnel security clearance process.

ODNI Has Not Effectively Used a Data­Driven Approach in Its Oversight 
of the Personnel Security Clearance Process
ODNI has not effectively used a data-driven approach to oversee the personnel security clearance process. 
Agencies that use a data-driven approach effectively build and use evidence—including performance 
information and statistical data—to manage performance. In particular, ODNI has not fully followed most key 
practices for evidence-building and performance-management activities.47 Of 13 key practices that we 
developed, we found that ODNI generally followed one of these key practices, partially followed 11 of these 
key practices, and did not follow one key practice in its efforts to oversee the federal personnel security 

46DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018); 
see also Director of the National Counterintelligence and Security Center Memorandum, Metrics Reporting Requirements for National 
Security Vetting in Fiscal Year 2018 and Beyond (Jan. 18, 2019).
47GAO-23-105460.

https://www.gao.gov/products/GAO-23-105460
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clearance process. (See fig. 9.) While these key practices are not requirements that agencies must follow, we 
distilled them from a broad range of practices identified in our past work. Our guide explains how these key 
practices can help agencies meet federal requirements to manage performance by building and using different 
sources of evidence.

Figure 9: Assessment of the Extent That ODNI Followed 13 Key Practices for Evidence Building and Performance 
Management

Accessible Data for Figure 9: Assessment of the Extent That ODNI Followed 13 Key Practices for Evidence Building and 
Performance Management

Type of key practice Key practices Extent followed
Plan for results 1. Define goals Partially followed
Plan for results 2. Identify strategies and resources Partially followed
Plan for results 3. Assess the environment Partially followed
Assess and build evidence 4. Assess the extent to which existing evidence 

addresses key questions
Partially followed

Assess and build evidence 5. Identify and prioritize new evidence needs Partially followed
Assess and build evidence 6. Generate new evidence Did not follow
Use evidence 7. Use evidence to learn Partially followed
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Type of key practice Key practices Extent followed
Use evidence 8. Apply learning to decision-making Partially followed
Use evidence 9. Communicate learning and results Partially followed
Foster a culture of learning and continuous 
improvement 

10. Demonstrate leadership commitment Generally followed

Foster a culture of learning and continuous 
improvement 

11. Promote accountability Partially followed

Foster a culture of learning and continuous 
improvement 

12. Involve stakeholders Partially followed

Foster a culture of learning and continuous 
improvement 

13. Build and maintain capacity Partially followed

Source: GAO analysis of Office of the Director of National Intelligence (ODNI) information.  |  GAO-26-107100

Note: Each key practice has two to three key supporting actions. For key practices we assessed as “generally followed,” we determined that ODNI 
generally implemented each of the supporting actions for that key practice. For key practices we assessed as “partially followed,” we determined that 
ODNI had partially implemented supporting actions or had a mix of generally implementing some actions and not others. For key practices we assessed 
as “did not follow,” we determined that ODNI did not implement any of the supporting actions for that key practice.

We compared ODNI’s oversight efforts with the 13 key practices organized across four topic areas: (1) plan for 
results, (2) assess and build evidence, (3) use evidence, and (4) foster a culture of learning and continuous 
improvement. Below, we provide illustrative examples of our assessment of one key practice in each of the 
four topic areas. See appendix V for a more detailed assessment.

· Plan for results: Define goals—partially followed. ODNI, in coordination with OPM, has defined a broad, 
overarching goal for the federal personnel vetting program, which is to establish and maintain a trusted 
workforce.48 ODNI officials stated that they also used an overarching goal for the Trusted Workforce 2.0 
reform effort to improve timeliness and mobility without increasing risk. In addition, ODNI has identified 
some long-term outcomes and near-term results that apply to the personnel security clearance process, 
consistent with a supporting action for the defining goals practice. For example, in the Federal Personnel 
Vetting Performance Management Standards Implementation Guidance, ODNI, in coordination with OPM, 
includes near-term results such as performance measures to assess the timeliness and quality of the 
initiation, investigation, and adjudication phases.49

However, ODNI’s personnel vetting goal to establish and maintain a trusted workforce is defined too 
broadly to allow it and other decision-makers to assess performance by comparing actual and planned 
results. In addition, ODNI does not have quantifiable targets and time frames for all its performance 
measures, which are key components of near-term results. Fully following this practice would help guide 
ODNI’s oversight by enabling it to assess performance against its goals.

· Assess and build evidence: Generate new evidence—did not follow. Although ODNI has identified 
some new evidence needs, it has not developed a plan for building additional evidence—such as statistical 
data—that it may need to assess, understand, and identify opportunities to improve results. For example, in 
the Federal Personnel Vetting Performance Management Standards Implementation Guidance, ODNI 
included new near-term results intended for future development. However, it has not yet identified how and 
when it will develop these near-term results. In addition, ODNI has not followed key principles for assessing 
the reliability of data, as discussed above, to ensure that any new or existing evidence it uses is of high 

48See DNI and Director, OPM, Federal Personnel Vetting Core Doctrine, 86 Fed. Reg. 2,705 (Jan. 13, 2021).
49DNI and Director, OPM, Federal Personnel Vetting Performance Management Standards Implementation Guidance (Nov. 14, 2023).
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quality. As a result, ODNI has reported incomplete and inaccurate information, including information that is 
key to assessing the progress of Trusted Workforce 2.0.
ODNI officials noted that they would like to automate and streamline the data collection process to help 
ensure the quality of the data they collect, but ODNI has not yet implemented those efforts. Fully following 
this practice would help ensure that any new evidence ODNI generates will meet its needs and can be 
used for its intended purpose, including to support personnel vetting reform more broadly.

· Use evidence: Use evidence to learn—partially followed. ODNI assesses whether departments and 
agencies have met their timeliness goals and requests that agencies that did not meet their goals identify 
reasons for delays and plans to improve timeliness. However, ODNI does not assess progress or develop 
an understanding of results for performance goals other than those related to timeliness. ODNI officials 
stated that other than for timeliness, they do not use the data they collect to assess progress toward goals. 
ODNI officials stated that the data on performance measures they will be collecting, as part of 
implementing the Federal Personnel Vetting Performance Management Standards Implementation 
Guidance, will allow them to assess progress better. Fully following this practice would help ODNI assess 
program outcomes and better understand the results as it oversees the personnel security clearance 
process.

· Foster a culture of learning and continuous improvement: Demonstrate leadership commitment—
generally followed. As we have previously reported, the DNI, as part of the PAC, has demonstrated 
leadership in addressing challenges in the personnel security clearance process.50 For example, ODNI 
issued guidance emphasizing the importance of using quality evidence to address those challenges, 
among other things.51 In addition, the DNI, ODNI senior leaders, and other ODNI staff coordinate across 
other agencies on personnel vetting in several ways and with varying frequency, from weekly to quarterly. 
For example, ODNI officials noted that the DNI coordinates with other agency heads at PAC meetings, 
while other ODNI senior staff meet biweekly with officials from agencies such as OPM and DOD, and with 
security directors from the intelligence community monthly.

As we have previously reported, various laws, policies, and guidance established over past decades direct 
federal organizations to build and use evidence to manage performance.52 In our key practices guide—
developed to help agencies meet selected requirements for federal evidence-building and performance-
management activities—we reported that federal decision-makers need evidence about whether federal 
programs and activities are achieving intended results to better address challenges and set priorities to 
improve implementation.53 However, ODNI has not built and used evidence effectively in its oversight of the 
clearance process because it has not analyzed and updated its personnel vetting policy framework—the 

50GAO-25-107743.
51DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018); 
Director of the National Counterintelligence and Security Center Memorandum, Metrics Reporting Requirements for National Security 
Vetting in Fiscal Year 2018 and Beyond (Jan. 18, 2019).
52See, e.g., Foundations for Evidence-Based Policymaking Act of 2018, Pub. L. No. 115-435 (2019); Office of Management and Budget 
Circular No. A-11, Preparation, Submission, and Execution of the Budget (August 2025). See also GAO-23-105460.
53GAO-23-105460.

https://www.gao.gov/products/GAO-25-107743
https://www.gao.gov/products/GAO-23-105460
https://www.gao.gov/products/GAO-23-105460
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collection of policies that guides personnel vetting and Trusted Workforce 2.0—to incorporate our key 
practices, to the maximum extent practicable.54

ODNI officials acknowledged they had not developed the personnel vetting policy framework in a way that 
aligned with our key practices. For example, the officials noted that they had not ensured that the goals and 
objectives defined in different parts of the framework aligned with one another. ODNI officials also stated that 
they developed the personnel vetting policy framework over multiple years.

Following our key practices can help federal organizations, including ODNI, build and use evidence. Such 
evidence is needed for organizations to manage and continually assess performance. For example, the U.S. 
Nuclear Regulatory Commission Office of Inspector General reported problems enrolling national security 
personnel in continuous vetting programs.55 A lack of information could hinder ODNI from addressing such 
problems and could further hinder ODNI’s ability to achieve its goal of establishing and maintaining a trusted 
workforce.

Analyzing and updating its personnel vetting policy framework to incorporate our key practices, to the 
maximum extent practicable, would help ODNI ensure that it has the information it needs to effectively oversee 
the process. Obtaining sufficient information to identify and correct problems and achieve its goals for the 
workforce will be particularly important for ODNI and the PAC as the executive branch implements Trusted 
Workforce 2.0.

Conclusions
Personnel security clearances are a critical component of establishing and maintaining trust in the federal 
government’s workforce. The process to grant personnel security clearances helps prevent unauthorized 
disclosure of classified information that could put national security at risk. As the Security Executive Agent, the 
DNI has significant responsibilities to ensure, among other things, the effectiveness, efficiency, quality, and 
timeliness of the personnel security clearance process.

However, the data we reviewed that ODNI used to oversee the clearance process were not sufficiently reliable. 
By implementing a process for assessing the reliability of data that incorporates data reliability practices or 
principles, issuing and monitoring agencies’ adherence to guidance on data reliability, defining the senior data 
official’s role in accountability, and ensuring agencies have identified these officials, ODNI will have access to 
more complete and accurate data. Quality, reliable data are critical to ODNI’s oversight of the clearance 
process to ensure its quality, consistency, and integrity. Furthermore, taking these steps will help ensure 
Congress has more complete and accurate data to enable better oversight of the clearance process, and 
enable the PAC to more effectively monitor Trusted Workforce 2.0.

In addition, ODNI does not effectively build and use evidence to manage performance in its oversight of the 
security clearance process. By analyzing and updating its personnel vetting policy framework to incorporate 

54For example, these policies include DNI and Director, OPM, Federal Personnel Vetting Core Doctrine, 86 Fed. Reg. 2,705 (Jan. 13, 
2021), DNI and Director, OPM, Federal Personnel Vetting Performance Management Standards (Sept. 14, 2022), and DNI and 
Director, OPM, Federal Personnel Vetting Performance Management Standards Implementation Guidance (Nov. 14, 2023).
55U.S. Nuclear Regulatory Commission Office of Inspector General, Audit of the U.S. Nuclear Regulatory Commission’s Implementation 
of the Federal Information Security Modernization Act of 2014 for Fiscal Year 2024, OIG-24-A-11 (Sept. 30, 2024). 



Letter

Page 25 GAO-26-107100 Personnel Security Clearances

our key practices, to the maximum extent practicable, ODNI will help ensure it has the information necessary to 
identify and correct problems, such as delays completing the clearance process. These steps will also help 
ODNI ensure that the clearance process effectively establishes and maintains a trusted workforce and will 
provide valuable information as ODNI and the PAC monitor the implementation of Trusted Workforce 2.0.

Recommendations for Executive Action
We are making the following four recommendations to the Office of the Director of National Intelligence:

The Director of National Intelligence should develop and implement a process that guides ODNI’s efforts to 
assess agencies’ security clearance data. This process should incorporate data reliability practices or 
principles, such as those found in our data reliability guide or those established by DAMA International. 
(Recommendation 1)

The Director of National Intelligence should issue and monitor agencies’ adherence to guidance clarifying the 
agencies’ role in assessing data to improve the reliability of the data they report to ODNI. The guidance should 
require agencies to assess the characteristics, quality controls, and limitations of their data, using data 
reliability practices or principles, and address any gaps. (Recommendation 2)

The Director of National Intelligence should define, at each relevant agency, the senior data official’s role for 
assessing the reliability of the agency’s data, and ensure agencies have identified these accountable officials. 
(Recommendation 3)

The Director of National Intelligence should analyze and update, to the maximum extent practicable, ODNI’s 
personnel vetting policy framework to incorporate GAO’s key practices for evidence-building and performance-
management activities and apply those practices in its oversight of the clearance process. (Recommendation 
4)

Agency Comments and Our Evaluation
We provided a draft of this report for review and comment to DOD, the Department of Energy, the General 
Services Administration, the National Capital Planning Commission, ODNI, the Department of the Treasury, 
and the U.S. Agency for International Development. Of these agencies, only ODNI provided comments on the 
report, which it sent via email. ODNI did not state whether it agreed or disagreed with our recommendations. 
The agency provided suggestions to revise three of our recommendations and commented on the fourth 
recommendation. Below, we summarize and respond to ODNI’s suggestions and comments. 

In its emailed comments, ODNI suggested revising recommendation 1 to remove reference to our data 
reliability principles, noting that these principles are designed for auditors and that ODNI lacks the 
infrastructure or expertise to conduct audits. While ODNI is correct that we follow our principles to ensure we 
use reliable data to inform our audits, any agency that collects data can adapt and apply the principles in the 
guide for its own purpose. Furthermore, ODNI could incorporate data reliability practices or principles from 
other organizations that reflect a similar intent as our guide on data reliability. We revised our report to highlight 
another source of these practices and principles, DAMA International. We also revised our recommendation to 
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acknowledge that ODNI should incorporate data reliability practices or principles—whether from our guide, 
DAMA International’s, or another, similar source—into a process to assess agency data. 

For example, ODNI could incorporate our principle to interview knowledgeable officials about their data 
systems. Alternatively, ODNI could incorporate the DAMA International practice to develop and use business 
rules related to data quality (e.g., completeness, accuracy, and consistency of data) to assess agency data. 
Without incorporating data reliability practices or principles into its processes, ODNI does not have the 
assurance that the data it uses to oversee the clearance process are accurate and complete.   

ODNI further suggested removing language from recommendation 2 that it ensure agencies adhere to ODNI-
issued data reliability guidance. ODNI described two reasons for this suggestion. First, it stated that it does not 
have traditional enforcement abilities and uses a collaborative approach to encourage agency compliance with 
data reporting responsibilities. Second, it stated that ensuring such adherence would be difficult and resource 
intensive.

To the first point, as we describe in our report, as the Security Executive Agent, the DNI is responsible for 
overseeing the personnel security clearance process, including its quality, timeliness, consistency, and 
integrity. The Security Executive Agent is further required to review agencies’ programs to determine whether 
they are being implemented in accordance with Executive Order 13467. As such, it has the authority to issue 
guidelines and instructions to the heads of agencies. Such guidance can help ensure appropriate uniformity, 
centralization, efficiency, effectiveness, timeliness, and security in the personnel security clearance process. In 
carrying out these oversight responsibilities, ODNI should work with agencies to implement its guidance on 
security clearance data reliability. 

To the second point, we recognize that it may be complicated for ODNI to ensure other federal agencies 
adhere to the data reliability guidance it issues. Therefore, we revised our recommendation to state that ODNI 
should monitor, rather than ensure, agencies’ adherence to such guidance.  

With respect to recommendation 3, ODNI stated in its comments that departments and agencies are to identify 
Senior Implementation Officials responsible for implementing Trusted Workforce 2.0. ODNI also stated it could 
issue guidance to those officials regarding their agencies’ practices to ensure data are reliable. We believe 
these would be positive steps toward addressing our recommendation; however, ODNI would need to fully 
implement those steps before we can analyze their effectiveness. 

Finally, ODNI suggested we remove specific reference to our key practices for evidence-building and 
performance-management activities in recommendation 4. ODNI stated that there is already a periodic review 
process under the Trusted Workforce 2.0 personnel vetting reform effort. We recognized this process in our 
report. However, as we also described in the report, ODNI has not effectively used a data-driven approach in 
its oversight activities. Incorporating our key practices into its oversight could help ODNI more effectively 
manage and assess the personnel security clearance process. 

We are sending copies of this report to the appropriate congressional committees, the Director of National 
Intelligence, the Secretary of Defense, the DCSA Acting Director, the Secretary of Energy, the Secretary of the 
Treasury, the Acting Administrator of the General Services Administration, the Chair of the National Capital 
Planning Commission, and the Director of the National Geospatial-Intelligence Agency. In addition, the report 
is available at no charge on the GAO website at https://www.gao.gov.

https://www.gao.gov/
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If you or your staff have any questions about this report, please contact me at czyza@gao.gov. Contact points 
for our Offices of Congressional Relations and Public Affairs may be found on the last page of this report. Key 
contributors to this report are listed in appendix VI.

Alissa H. Czyz 
Director 
Defense Capabilities and Management

mailto:czyza@gao.gov
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Appendix I: Objectives, Scope, and Methodology
The objectives of this report were to evaluate the extent to which the Office of the Director of National 
Intelligence (ODNI) (1) has reliable data to oversee the government-wide personnel security clearance process 
and (2) has used a data-driven approach to inform its oversight of the security clearance process.

For both objectives, we reviewed executive orders, guidance, and documents related to the personnel security 
clearance process, ODNI’s oversight, and the Trusted Workforce 2.0 reforms, including the following:

· Executive Order 13467, which specifies the oversight and reform responsibilities for the personnel security 
clearance process1 

· Guidance issued by the Director of National Intelligence (DNI) and the Director of the Office of Personnel 
Management (OPM) on Trusted Workforce 2.0 to reform federal personnel vetting2 

· ODNI guidance on data collection requirements and metrics reporting3 

· ODNI Security Executive National Assessments Program (SNAP) guidance and requirements, such as 
metrics reporting requirements for national security vetting, best practices and interview guidance, and 
standard operating procedures4 

· DNI and Director, OPM guidance on personnel vetting performance management standards and 
performance management implementation5 

· Performance Accountability Council (PAC) documents on Trusted Workforce 2.0, including the Trusted 
Workforce 2.0 Implementation Strategy and Trusted Workforce 2.0 Quarterly Progress Reports6 

· Prior GAO reports and reports by executive branch audit agencies7 

1See Exec. Order No. 13,467, Reforming Processes Related to Suitability for Government Employment, Fitness for Contractor 
Employees, and Eligibility for Access to Classified National Security Information, as amended through Exec. Order No. 13,869, 
Transferring Responsibility for Background Investigations to the Department of Defense, 84 Fed. Reg. 18,125 (Apr. 24, 2019).
2DNI and Director, OPM, Federal Personnel Vetting Core Doctrine, 86 Fed. Reg. 2,705 (Jan. 13, 2021). 
3DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018); 
Director of the National Counterintelligence and Security Center Memorandum, Metrics Reporting Requirements for National Security 
Vetting in Fiscal Year 2018 and Beyond (Jan. 18, 2019).
4See for example, ODNI, National Counterintelligence and Security Center, Security Executive Agent National Assessment Program 
Standard Operating Procedures (April 2023).
5DNI and Director, OPM, Federal Personnel Vetting Guidelines (Feb. 10, 2022) and DNI and Director, OPM, Federal Personnel Vetting 
Performance Management Standards, (Sept. 14, 2022).
6Security, Suitability, and Credentialing Performance Accountability Council (PAC), Trusted Workforce 2.0 Implementation Strategy 
(April 2025), and see for example PAC, Trusted Workforce 2.0 Quarterly Progress Report (October 2024).
7The reports we reviewed included the following: GAO, Federal Workforce: Actions Needed to Improve the Transfer of Personnel 
Security Clearances and Other Vetting Determinations, GAO-24-105669 (Washington, D.C.: Jan. 22, 2024); Inspector General of the 
Intelligence Community (IC IG), Audit of Integrity and Use of Security Clearance Data Reported to the Office of the Director of National 
Intelligence, AUD-2020-001 (Nov. 14, 2023). 

https://www.gao.gov/products/GAO-24-105669
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· Federal and intelligence community standards and guidance on personnel vetting8 

Analysis of the Reliability of ODNI’s Data on the Security Clearance 
Process

Agencies Selected to Review

For our first objective, we selected and analyzed the reliability of data ODNI collected from the following seven 
executive branch agencies:

· The Defense Counterintelligence and Security Agency (DCSA)
· The Department of Energy
· The Department of the Treasury
· The General Services Administration
· The National Capital Planning Commission
· The National Geospatial-Intelligence Agency
· The U.S. Agency for International Development

To select these seven agencies, we first obtained a list of about 100 agencies that conduct national security 
vetting and are thus required to report data on their security clearance process to ODNI. We then identified a 
nongeneralizable selection of seven agencies from this population. To do this, we considered multiple factors 
to obtain a cross-section of agencies to ensure a diverse set of perspectives. In particular, we selected 
agencies from various sectors of the executive branch including intelligence, nonintelligence, defense, and 
nondefense. We included a mix of cabinet-level departments and independent agencies. We also considered 
(1) whether an agency has the authority to conduct background investigations, according to ODNI, (2) whether 
an agency reported data to ODNI in a consistent format over time,9 and (3) whether ODNI had recently 
identified that the agency is required to report data.10

8DNI and Director, OPM, Common Principles in Applying Federal Vetting Adjudicative Standards (Jul. 19, 2022); ODNI, Intelligence 
Community Policy Guidance No. 704.5, Intelligence Community Personnel Security Database Scattered Castles (Feb. 25, 2020).
9ODNI told us that some agencies have reported their security clearance data inconsistently over the years. For example, ODNI stated 
that sometimes agencies would report data at the departmental level and other times at a lower component level. We selected one 
agency ODNI had identified as inconsistently reporting its security clearance data: the Department of the Treasury. For balance, we 
also selected an agency that consistently reported data to ODNI: the Department of Energy.
10In January 2024, we reported that ODNI did not have a complete list of all agencies required to report personnel security clearance 
data. GAO, Federal Workforce: Actions Needed to Improve the Transfer of Personnel Security Clearances and Other Vetting 
Determinations, GAO-24-105669 (Washington, D.C.: Jan. 22, 2024). As a result, ODNI began an assessment to identify all agencies 
that conduct national security vetting and are, therefore, required to report data to ODNI, according to ODNI officials. In February 2024, 
ODNI officials told us that they had completed this assessment and provided us an updated list that included 32 agencies ODNI had 
recently identified that conduct national security vetting. We selected one of these recently identified agencies —the National Capital 
Planning Commission. 

https://www.gao.gov/products/GAO-24-105669
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Though our observations of data from our selection of agencies are not generalizable to all the agencies in the 
executive branch, these seven agencies are, collectively, required to submit security clearance data to ODNI 
for over 90 percent of all individuals with a clearance.11

Data Reporting Requirements and Statistics Analyzed

ODNI requires agencies to submit data quarterly in response to 39 reporting requirements related to the 
personnel security clearance process. We selected eight of the 39 reporting requirements to analyze. Although 
the eight reporting requirements are not generalizable, we selected these eight requirements because they 
address the key components of the clearance process relevant to all agencies. Additionally, ODNI will continue 
to require agencies to report them in response to new performance measures that take effect in October 
2025.12 Further, we collected and analyzed agencies’ quarterly data for the third quarter of fiscal year 2024, 
since these data were the most recently available at the time of our review.

ODNI requires agencies to provide a different number of summary statistics for each reporting requirement we 
analyzed. For instance, sometimes agencies are required to report multiple statistics for one reporting 
requirement to distinguish between employee types (government or contractor) and clearance types (Secret or 
Top Secret, initial or reinvestigation). In other instances, ODNI requires agencies to report one statistic, such 
as an average. See table 2 for the eight reporting requirements we selected and the number of statistics 
corresponding to each requirement.

Table 2: Reporting Requirements and Corresponding Statistics Analyzed 

Reporting requirement Number of statistics analyzed
Timeliness 6
National security population 4
Initiated investigations 8
Pending adjudications 8
Completed adjudications 16
Reciprocity 1
Average time to validate a continuous vetting alert 1
Average time to remove an individual from access  
due to a validated continuous vetting alert

1

Total 45
Source: GAO analysis of agency data.  |  GAO-26-107100

11The Department of Defense (DOD) alone is required to submit data on about 93 percent of the national security population. As of 
October 1, 2022, the national security population was about 5.4 million and about 5 million of those were DOD personnel or contractor 
employees associated with DOD. The national security population includes federal government personnel, military servicemembers, 
and contractor employees who are eligible to access classified information or eligible to hold a sensitive position. For purposes of this 
report, we use the term “individual with a security clearance” to refer to the national security population.
12See DNI and Director, OPM, Federal Personnel Vetting Performance Management Standards Implementation Guidance (Nov. 14, 
2023).
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Selection of Statistics

For five of the eight reporting requirements we selected, we analyzed all the statistics agencies are required to 
report to ODNI. For the remaining three requirements, we selected a nongeneralizable subset of the statistics 
to analyze. These three requirements were timeliness, national security population, and reciprocity.

· Timeliness. ODNI collects timeliness data from agencies in two formats: summary data and case-level 
data. Summary data are the total number of days and cases. For example, an agency might report 
completing investigations for 25 Top Secret clearances in a quarter, and combined, the agency took 2,000 
days to complete all those investigations. Case-level data are raw data for each clearance including start 
and end dates for each phase. DCSA provides summary timeliness data to ODNI for Department of 
Defense (DOD) components and the agencies that obtain investigative services from DCSA. Similarly, five 
IC elements provide summary data to ODNI: the Central Intelligence Agency, the Defense Intelligence 
Agency, the Federal Bureau of Investigations, the National Security Agency, and the National 
Reconnaissance Office. The remaining agencies that conduct investigations provide case-level data to 
ODNI.
ODNI then uses both data formats to calculate the average times for agencies to complete the clearance 
process. ODNI uses these statistics in timeliness performance reports it sends to agencies each quarter. 
These timeliness performance reports include statistics on each agency’s average time to complete the 
fastest 90 percent of cases in the clearance process, categorized by clearance type, and phase of the 
process. ODNI shares these performance reports with agencies and asks agencies that did not meet 
timeliness goals to determine why and develop a plan to address gaps in performance. Data from these 
performance reports are also used in the Security, Suitability, and Credentialing Performance 
Accountability Council’s (PAC) quarterly performance updates on the Trusted Workforce 2.0 reform, 
according to ODNI officials.
We selected a nongeneralizable set of six statistics from these timeliness reports to analyze. These 
statistics cover a range of aspects from the initiation, investigation, and adjudication phases of the 
clearance processes for both initial clearances and periodic reinvestigations. Whenever possible, we 
included statistics for both Secret and Top Secret clearances.

· National security population. ODNI requires agencies to submit 25 statistics on their national security 
population. We selected a nongeneralizable set of four statistics that ODNI requires agencies to report in 
two separate locations of its data collection tool. ODNI requires agencies to report the same statistics in 
both locations. These four statistics were the total populations of (1) government employees with a Secret 
clearance, (2) government employees with a Top Secret clearance, (3) contractor employees with a Secret 
clearance, and (4) contractor employees with a Top Secret clearance.

· Reciprocity. ODNI requires agencies to submit case-level data for each reciprocal clearance the agency 
accepted or rejected during the quarter. To analyze reciprocity data, we analyzed one statistic. In 
particular, we compared the total number of cases agencies reported to ODNI with the total number of 
cases reflected in the agency’s case-level data.

Statistics Selection Limitations and Mitigations

We attempted to analyze each of the 45 statistics we selected for each of the seven agencies we reviewed. 
We analyzed all 45 statistics for three of the seven agencies we selected to review: the Department of the 
Treasury, the National Geospatial-Intelligence Agency, and the U.S. Agency for International Development. 
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However, four of the seven agencies were unable to provide case-level data to support some of the statistics 
we selected. Specifically:

· DCSA. We analyzed 43 of the 45 statistics for DCSA. We analyzed additional timeliness statistics but 
removed statistics on initiated investigations. Specifically, we analyzed 12 timeliness statistics, twice the 
number of statistics we analyzed for the other six agencies we reviewed. We expanded our scope because 
ODNI provides multiple timeliness performance reports for DOD components and other groups, such as 
DOD industry and DOD agencies. We selected these two groups, DOD industry and DOD agencies, as 
DCSA officials indicated their case-level data was the most accurate. With the additional timeliness 
statistics, we would have analyzed 51 statistics for DCSA. However, we could not analyze eight statistics 
on initiated investigations because DCSA could not provide the necessary case-level data for our analysis.

· Department of Energy. We analyzed 44 of the 45 statistics for the Department of Energy. We were unable 
to analyze the one reciprocity statistic from this agency because some of the agency’s data were classified, 
and we did not include classified data in the scope of our review.

· General Services Administration. We analyzed 44 of 45 statistics for the General Services 
Administration. The agency was unable to provide case-level data to support one statistic reported for the 
average time to adjudicate a continuous vetting alert.

· The National Capital Planning Commission. We analyzed 39 of 45 statistics for the National Capital 
Planning Commission. We did not analyze the six timeliness statistics for this agency. DCSA completes 
investigations for the agency and DCSA officials stated the agency did not initiate any investigations in the 
quarter and therefore did not have any timeliness data to report.

In total, we analyzed 305 of 315 statistics across all seven agencies we selected for our review.

Analysis of Agency Data

We analyzed the accuracy, completeness, and, in some instances, consistency of the data ODNI collected 
from executive branch agencies we selected for review.13

Accuracy. To evaluate the accuracy of the statistics for seven of the reporting requirements, we used 
agencies’ case-level data to calculate summary statistics that corresponded to the requirements for statistics 
we selected for analysis, and compared the results to the following:14

· Agency-calculated statistics. Agencies calculate summary statistics from their case-level data, which are 
either totals or averages, and submit them to ODNI for six out of the eight reporting requirements we 
reviewed—initiated investigations, pending adjudications, completed adjudications, reciprocity, and both 
averages related to continuous vetting alerts.

13We were able to analyze the completeness of data from the National Capital Planning Commission, but we were not able to analyze 
the accuracy or the consistency of its data because the agency did not submit data to ODNI. An official from the National Capital 
Planning Commission told us that ODNI had not communicated with the agency about the requirement to submit data on its security 
clearance process. 
14We use the term potentially accurate and complete to indicate that the statistics showed no sign of inaccuracies or incompleteness, 
but we could not verify their accuracy and completeness. 
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· ODNI-calculated statistics. Agencies submit data on timeliness to ODNI. Using the data, ODNI calculates 
summary statistics, compares them to timeliness goals, and reports this analysis to agencies. If the agency 
uses DCSA for investigative services, DCSA calculates these statistics, and ODNI reports them.

For the eighth reporting requirement on national security population, ODNI requires agencies to report the 
same information in two separate fields in its data collection tool. To evaluate the accuracy of these statistics, 
we compared the agencies’ two responses in these separate fields.

We also analyzed the extent that statistics were inaccurate. For seven of the reporting requirements, we 
determined the extent of inaccuracies by comparing a summary statistic we calculated using the agencies’ 
case-level data to the agency-calculated statistic. However, we were not able to identify which statistic was 
accurate, if either. Therefore, we

1. calculated the average of the two statistics we compared,
2. calculated the difference between these two statistics,
3. divided the difference by the average, and
4. multiplied this result by 100.

For example, the Department of Energy reported adjudicating 28 government Secret reinvestigations, but our 
analysis of the agency’s case-level data found 53 of these reinvestigations. The average of the two statistics is 
40.5 and the difference is 25. We divided the difference of 25 by the average of 40.5 and multiplied this result 
by 100 (i.e., [(25/40.5)*100]) to conclude that this statistic was inaccurate by 62 percent.

For the eighth reporting requirement on timeliness, we determined the extent of inaccuracy using a similar 
process. However, when comparing the statistics we calculated using case-level data to ODNI-calculated 
statistics, we were able to identify that the statistics we calculated were correct. Therefore, we

1. calculated the difference between ODNI’s statistic and the one we calculated,
2. divided the difference by our statistic, and
3. multiplied this result by 100.

For example, ODNI reported that the General Services Administration’s average adjudication time for the 
fastest 90 percent of cases was 8 days, but our analysis of the agency’s case-level data found that it was 14 
days. The difference between these statistics is six. We divided the difference by our calculated statistic and 
multiplied this result by 100 (i.e., [(6/14)*100] to conclude that this statistic was inaccurate by 43 percent.

Completeness. To analyze the completeness of agencies’ data, we observed instances when agencies did 
not provide a required statistic.

Consistency. To analyze the consistency of the data, we reviewed whether agencies calculated statistics 
using definitions and methods that aligned with ODNI’s guidance. However, we did not examine the 
consistency of all eight reporting requirements we selected to analyze. Instead, we noted cases where agency 
officials described measurement or calculation methods that were inconsistent with ODNI’s guidance. When 
we found an agency used an incorrect or inconsistent definition or method, we did not systematically assess 
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whether all other agencies we selected for review used similarly incorrect or inconsistent definitions or 
methods. Therefore, we present our findings about inconsistencies as examples related to data inaccuracies.

Analysis of Agency Data Reliability Controls, ODNI Guidance, and Internal Controls

In addition to this data analysis, we assessed agency controls by interviewing knowledgeable officials from 
ODNI and six of the seven agencies we selected for our review about the controls they have in place to ensure 
the reliability of the agencies’ data.15

Also, we conducted a content analysis on guidance ODNI recently issued that officials said was designed to 
ensure that the data it receives are reliable. We compared the guidance documents to the key principles for 
data reliability from our 2019 report on assessing data reliability.16 To complete the analysis, a GAO analyst 
reviewed each guidance document to determine the extent to which it incorporated each of the data reliability 
key principles and assigned a score of generally incorporated, partially incorporated, or not incorporated. A 
second GAO analyst also assessed the guidance and assigned a score using the same criteria. If the two 
analysts disagreed on a rating, they met, discussed evidence for their determination, and reached concurrence 
on a final rating. See appendix IV for more information about this analysis.

We also compared ODNI actions related to data it used to oversee the security clearance process to guidance 
on ensuring high-quality data. We relied on the principle established in Standards for Internal Control in the 
Federal Government that management should use quality information to achieve its objectives. We further 
relied on memorandums from the Office of Management and Budget (OMB) and ODNI stating, respectively, 
that (1) the value of data hinges on the reliability, validity, and overall quality of data, and (2) to assure the 
quality, consistency, and integrity of the national security vetting process, standardized, consistent metrics are 
vital.17

Analysis of Extent to Which ODNI Followed Key Evidence­Building and 
Performance­Management Practices in Its Security Clearance Process 
Oversight
For our second objective, we defined a data-driven approach to oversight as one that effectively builds and 
uses evidence—including performance information and statistical data—to manage performance as part of 
oversight. To determine how ODNI builds and uses evidence as part of its clearance process oversight, we 

15We did not include the National Capital Planning Commission in this assessment because the agency did not submit data to ODNI. 
16GAO, Assessing Data Reliability, GAO-20-283G (Washington, D.C.: Dec. 16, 2019).
17GAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September 2014); OMB 
Memorandum M-18-16, Management of Reporting and Data Integrity Risk, Appendix A to OMB Circular No. A-123 (June 6, 2018); and 
DNI Memorandum, Metrics Reporting Requirements for National Security Vetting in Fiscal Year 2018 and Beyond (Nov. 19, 2018).

https://www.gao.gov/products/GAO-20-283G
https://www.gao.gov/products/GAO-14-704G
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compared evidence related to ODNI’s oversight of the personnel security clearance process to our key 
practices on evidence building and performance management.18

While we focused our analysis on ODNI actions to oversee the personnel security clearance process 
specifically, much of the evidence we reviewed was prepared jointly by ODNI and OPM or the PAC and related 
to personnel vetting more broadly. This included evidence on the personnel security clearance process as well 
as the suitability, fitness, and credentialing processes. We considered any evidence related to broader 
personnel vetting efforts if the personnel security clearance process was subject to the actions indicated in the 
evidence.

We met with ODNI officials to share our preliminary observations, obtain testimonial evidence in instances 
when we had not found documentary evidence corresponding to the criteria, and obtain their perspectives on 
our assessment and reasons why ODNI did not fully follow certain key practices, as applicable. We used our 
analysis of the documentary and testimonial evidence from ODNI to determine the extent to which ODNI had 
followed each of the 13 key practices and 29 supporting key actions in its oversight of personnel security 
clearance processes.

To complete our analysis, two analysts reviewed and assessed documentation and testimonial evidence of 
ODNI’s efforts to oversee the clearance process using the key practices and, using a scorecard methodology, 
determined whether ODNI generally implemented, partially implemented, or did not implement each of the 29 
supporting key actions. For supporting actions we assessed as “generally implemented,” we determined that 
ODNI had taken steps that covered all aspects of the supporting action. For supporting actions we assessed 
as “partially implemented,” we determined that ODNI had taken some steps or had implemented the action but 
only for a specific aspect of the personnel security clearance process. For supporting actions we assessed as 
“did not implement,” we determined that ODNI had not taken steps to implement the supporting action.

Where ODNI had generally implemented all supporting actions for a key practice, we determined that it had 
generally followed the key practice. Where ODNI had partially implemented supporting actions or had a mix of 
implementing some actions and not others, we determined that it had partially followed the key practice. Where 
ODNI had not implemented the supporting actions of a key practice, we determined that it had not followed the 
practice.

The two analysts identified any areas in which they reached different conclusions on whether ODNI had 
implemented the supporting actions discussed. The two analysts met, discussed the evidence, and reached 
consensus reflected in our findings. See appendix V for more information on this analysis.

We conducted this performance audit from October 2023 to December 2025 in accordance with generally 
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives.

18GAO, Evidence-Based Policymaking: Practices to Help Manage and Assess the Results of Federal Efforts, GAO-23-105460 
(Washington, D.C.: July 12, 2023). We use the term key practices to refer to practices that have sufficient evidence that they are critical 
to achieving the desired outcome in all or most contexts but do not have enough evidence to justify calling them a “best” practice. 

https://www.gao.gov/products/GAO-23-105460
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Appendix II: Agency Errors Calculating Timeliness 
Statistics
Thirty of the 36 inaccurate statistics we analyzed were inaccurate due to an error we found the Defense 
Counterintelligence and Security Agency (DCSA) made in identifying the sample of cases to use to calculate 
the average times for agencies to complete the fastest 90 percent of clearances. The Office of the Director of 
National Intelligence (ODNI) issued guidance for the process to calculate timeliness statistics for the end-to-
end process and each phase of the clearance process.1 This guidance calls for agencies to exclude the 10 
percent of cases with the slowest end-to-end times and use the resulting sample of cases to calculate the 
average time agencies take to complete the end-to-end time and each phase of the clearance process. 
Consequently, ODNI’s guidance calls for agencies to use the same set of cases to calculate the average end-
to-end time and the average for each phase.

In contrast to ODNI’s guidance, DCSA calculated the fastest 90 percent of cases for the end-to-end process 
and the fastest 90 percent of cases within each phase in the third quarter of fiscal year 2024. Specifically, 
DCSA calculated the time to complete each case in a quarter from start to finish and excluded the slowest 10 
percent of cases to calculate the end-to-end average time. DCSA then calculated the time to complete each 
case in a quarter for the initiation phase and excluded the slowest 10 percent of cases to calculate the average 
initiation time. DCSA repeated this process for the investigation and adjudication times. Consequently, DCSA 
used four different sets of cases to calculate the average end-to-end times and the average times for initiation, 
investigation, and adjudication.

ODNI’s timeliness data contained inaccuracies for six of the seven agencies we selected to review, four of 
which were affected by DCSA’s methodological error.2 Specifically, DCSA’s method of calculation affected 30 
statistics we reviewed across the Department of Defense (DOD) and three agencies in our sample that use 
DCSA’s investigative services: the Department of Energy, the Department of the Treasury, and the General 
Services Administration. ODNI’s method of calculation was used for 12 of the statistics we analyzed for the 
remaining two agencies in our sample: the National Geospatial-Intelligence Agency and the U.S. Agency for 
International Development.

ODNI uses the statistics it calculates along with the statistics DCSA provides to compare agencies’ 
performance to timeliness goals and provides agencies feedback on their performance in quarterly reports. 
When using DCSA’s statistics to create these quarterly reports, ODNI did not correct for the methodological 
error.

1ODNI, National Counterintelligence and Security Center, Security Clearance Process Timeliness Collection, Storage, Validation, and 
Report Generation Standard Operating Procedures (2022).
2The National Capital Planning Commission was removed from this analysis because it did not receive a timeliness performance report 
from ODNI for the quarter.
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Appendix III: Inaccuracies and Incompleteness in 
Descriptive Statistics 
for Reporting Requirements
Most of the descriptive statistics we reviewed for the eight reporting requirements were inaccurate or 
incomplete. See table 3 for more details.

Table 3: Analysis of Inaccurate and Incomplete Statistics for Eight Reporting Requirements

Reporting requirement Number of statistics
Analyzed Inaccurate Inaccurate by 50% 

or more
Inaccurate by 100% 

or morea
Incomplete

Timeliness 42 36 4 0 0
Size of national security 
population

28 14 9 3 10

Initiated investigations 48 23 14 11 14
Pending adjudications 56 20 19 13 12
Completed adjudications 112 23 13 6 24
Reciprocity 6 0 0 0 3
Average time to adjudicate 
continuous vetting alerts

6 2 1 1 4

Average time to remove 
an individual from access 
due to a validated 
continuous vetting alert

7 0 0 0 6

Source: GAO analysis of agency data.  |  GAO-26-107100

Note: We analyzed a varying number of descriptive statistics for each Office of the Director of National Intelligence reporting requirement rather than 
analyzing all required statistics in every case. We analyzed all required statistics for four of the eight reporting requirements listed. However, we selected 
four out of the 25 required statistics for the national security population. Since all 25 measured different population segments, we chose four that were 
representative of the group. We selected one statistic per agency for reciprocity, representing the total number of reciprocity determinations.
aThe statistics that were inaccurate by 100 percent were also included in the column of statistics that were inaccurate by 50 percent or more. For 
example, we found nine statistics on the size of the national security population were inaccurate by 50 percent or more and of these nine, three were 
inaccurate by 100 percent or more.
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In addition, these inaccuracies and instances of incompleteness were in data from most of the seven agencies 
we reviewed. Earlier, we discussed the errors we identified in the data on timeliness and national security 
population we reviewed. Below, we discuss examples of the remaining six reporting requirements we 
analyzed.

Initiated investigations. ODNI requires agencies to report the number of initial security clearances and 
periodic reinvestigations initiated each quarter. We found that data for six of the six agencies we were able to 
analyze had inaccurate or incomplete statistics for this reporting requirement.1 For instance, the Department of 
the Treasury reported to ODNI that it had initiated 51 Top Secret clearance investigations for government 
personnel in the third quarter of fiscal year 2024. However, our analysis of the agency’s case-level data found 
that it had only initiated six cases for this quarter (see fig. 10).

Figure 10: Example of Inaccurate Data on Initiated Investigations Collected by the Office of the Director of National 
Intelligence (ODNI) for the Department of the Treasury, Third Quarter Fiscal Year 2024

Accessible Data for Figure 10: Example of Inaccurate Data on Initiated Investigations Collected by the Office of the Director of 
National Intelligence (ODNI) for the Department of the Treasury, Third Quarter Fiscal Year 2024

ODNI data GAO analysis
Number of initiated 
investigations

51 6

Source: GAO analysis of agency data. GAO-26-107100

Pending adjudications. ODNI requires agencies to report the number of initial security clearances and 
periodic reinvestigations awaiting an adjudicative decision as of the end of a quarter. We found that data for six 
of the seven agencies we analyzed had inaccurate or incomplete statistics for this reporting requirement. For 
example, the General Services Administration reported two clearances for government employees were 
pending adjudication in the quarter, but our analysis of the agency’s case-level data found that 34 were 
pending adjudication (see fig. 11).

1DCSA did not have case-level data that we needed to determine if its data were reliable. As a result, we excluded it from our analysis 
of this reporting requirement. 
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Figure 11: Example of Inaccurate Data on Pending Adjudications Collected by the Office of the Director of National 
Intelligence (ODNI) for the General Services Administration, Third Quarter Fiscal Year 2024

Accessible Data for Figure 11: Example of Inaccurate Data on Pending Adjudications Collected by the Office of the Director of 
National Intelligence (ODNI) for the General Services Administration, Third Quarter Fiscal Year 2024

ODNI data GAO analysis
Number of pending 
adjudications

2 34

Source: GAO analysis of agency data. GAO-26-107100

Completed adjudications. ODNI requires agencies to report the number of initial security clearances and 
periodic reinvestigations adjudicated through approvals, denials, and revocations during a quarter. We found 
that data for six of the seven agencies we analyzed had inaccurate or incomplete statistics for this reporting 
requirement. For example, the National Geospatial-Intelligence Agency reported adjudicating 839 Top Secret 
clearances for contractor personnel in the quarter, but our analysis of the agency’s case-level data found that it 
had adjudicated 142 Top Secret clearances for contractor personnel in the period (see fig. 12).

Figure 12: Example of Inaccurate Data on Completed Adjudications Collected by the Office of the Director of National 
Intelligence (ODNI) for the National Geospatial-Intelligence Agency, Third Quarter Fiscal Year 2024

Accessible Data for Figure 12: Example of Inaccurate Data on Completed Adjudications Collected by the Office of the Director 
of National Intelligence (ODNI) for the National Geospatial-Intelligence Agency, Third Quarter Fiscal Year 2024

ODNI data GAO analysis
Number of completed 
adjudications

839 142

Source: GAO analysis of agency data. GAO-26-107100
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Example of a Cause for Inaccuracies in Personnel Security Clearance Data

Reliable data are important for the personnel security clearance process. However, when data are inaccurate, they are also 
unreliable. In one example of how security clearance data discrepancies have occurred between an agency and the agency that 
conducts oversight of the personnel security clearance process, the Office of the Director of National Intelligence (ODNI), the 
agency used definitions that differed from those in ODNI’s instructions.

Specifically, when calculating its data to submit to ODNI, the National Geospatial-Intelligence Agency used definitions for two 
terms that differed from those in ODNI instructions.

· To report data on pending adjudications, the agency included reciprocity cases the agency was adjudicating, according to 
officials. This practice differed from ODNI’s instructions, which require agencies to report initiated investigations and 
periodic reinvestigations for this reporting requirement.

· To report data on completed adjudications, agency officials told us they included adjudications for continuous vetting. This 
practice differed from ODNI’s instructions, which only request completed adjudications for initial investigations or 
reinvestigations in this reporting requirement.

Source: GAO analysis of agency information.  |  GAO 26-107100

Reciprocity. ODNI requires agencies to report each instance when an agency determined whether to 
recognize and accept an existing investigation and eligibility determination during a quarter. We found ODNI’s 
data for three of the seven agencies we analyzed contained inaccurate or incomplete statistics for this 
reporting requirement. For example, the Department of the Treasury did not submit any reciprocity data in the 
third quarter of 2024 despite having instances of reciprocal cases, according to Treasury officials. Officials at 
Treasury stated that their reciprocity data are not accurate, and their IT systems have trouble tracking this 
information.2 

Average time to adjudicate a continuous vetting alert. ODNI requires agencies to report the average time 
to adjudicate a continuous vetting alert that required investigative activity during a quarter. We found that data 
for six of the six agencies we were able to analyze had inaccurate or incomplete statistics for this reporting 
requirement.3 For instance, the U.S. Agency for International Development did not accurately report the 
average time it took to adjudicate a continuous vetting alert by nearly 10 percent.

Average time to remove an individual from access due to a validated continuous vetting alert. ODNI 
requires agencies to report the average time to remove an individual from access based on a validated 
continuous vetting alert contain an indication of imminent threat. We found that data for six of the seven 
agencies we analyzed had inaccurate or incomplete statistics for this reporting requirement. For example, 
DCSA did not report data on this reporting requirement because its IT systems do not record the information, 
according to agency officials.

2In January 2024, we recommended that ODNI follow best practices for evaluating the reliability of the data that agencies submit 
related to security clearance reciprocity. See GAO, Federal Workforce: Actions Needed to Improve the Transfer of Personnel Security 
Clearances and Other Vetting Determinations, GAO-24-105669 (Washington, D.C.: Jan. 22, 2024) for more information.
3The General Services Administration was not able to provide case-level data on the average time to adjudicate a continuous vetting 
alert. Therefore, we were unable to determine if the data were reliable and excluded this agency from our analysis of this reporting 
requirement.

https://www.gao.gov/products/GAO-24-105669
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Appendix IV: Analysis of Guidance on Data 
Reliability
As discussed in the report, in 2023, the Intelligence Community Inspector General reported that multiple 
intelligence community elements did not capture, document, or report accurate security clearance processing 
timeliness information.1 According to the report, to address the inaccuracy of the intelligence community 
elements’ timeliness data, the Office of the Director of National Intelligence (ODNI) and the Office of Personnel 
Management issued several guidance documents including the Federal Personnel Vetting Performance 
Management Standards.2 Specifically, ODNI issued guidance (1) for agencies to improve the reliability of the 
data they collect and report on their security clearance processes, and (2) for ODNI to improve the reliability of 
the processes it uses to collect, compile, and validate agencies’ data. We compared this guidance to our key 
principles that help assess whether data are sufficiently complete and accurate, as outlined in our data 
reliability guide, and found that the guidance did not fully incorporate the principles.3 Tables 4 and 5 show the 
results of our analysis.

Table 4: Extent ODNI Incorporated Data Reliability Key Principles into Guidance to Agencies for Data Collection and 
Reporting

Guidance document Data systems and 
users

Data collection Quality control 
features

Prior reviews of 
data quality

Federal Personnel Vetting Performance 
Management Standards Generally incorporated Partially incorporated Not incorporated Not incorporated

Federal Personnel Vetting Performance 
Management Guidelines Partially incorporated Not incorporated Not incorporated Not incorporated

Federal Personnel Vetting Performance 
Management Standards Implementation 
Guidance

Partially incorporated Partially incorporated Not incorporated Not incorporated

Security Executive Agent National 
Assessments Program (SNAP) Best 
Practices/Lessons Learned

Not incorporated Partially incorporated Not incorporated Not incorporated

Security Executive Agent National 
Assessment Program Standard 
Operating Procedures

Not incorporated Partially incorporated Not incorporated Not incorporated

Intelligence Community Personnel 
Security Database Scattered Castles Partially incorporated Partially incorporated Not incorporated Not incorporated

Source: GAO analysis of Office of the Director of National Intelligence (ODNI) information.  |  GAO-26-107100

Note: We analyzed these guidance documents using data reliability key principles we described in GAO, Assessing Data Reliability, GAO 20-283G 
(Washington, D.C.: Dec. 16, 2019). As part of those key principles, we reported examples of interview questions that auditors may use to obtain 
information on the characteristics, quality controls, and limitations of the data from data owners. We evaluated the extent that this guidance addressed 
these topics.

1Inspector General of the Intelligence Community, Audit of Integrity and Use of Security Clearance Data Reported to the Office of the 
Director of National Intelligence, AUD-2020-001 (Nov. 14, 2023). 
2Director of National Intelligence and Director, Office of Personnel Management, Federal Personnel Vetting Performance Management 
Standards (Sept. 14, 2022).
3GAO, Assessing Data Reliability, GAO-20-283G (Washington, D.C.: Dec. 16, 2019).

https://www.gao.gov/products/GAO-20-283G
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Table 5: Extent ODNI Incorporated Data Reliability Key Principles into Guidance to Improve Its Data Collection

Guidance document Interviewing Reviewing data 
documentation

Data testing Tracing to and from 
source 

documentation
Security Clearance Process Data 
Collection, Storage, & Analysis Standard 
Operating Procedures

Not incorporated Not incorporated Partially incorporated Partially incorporated

Security Executive Agent National 
Assessment Program Assessment Officer 
Checklist

Partially incorporated Generally 
incorporated Partially incorporated Not incorporated

Security Executive Agent National 
Assessment Program Case File Review 
Checklist

Not incorporated Generally 
incorporated Partially incorporated Generally 

incorporated

Security Executive Agent National 
Assessment Program Interview Guide Partially incorporated Not incorporated Not incorporated Not incorporated

Source: GAO analysis of Office of the Director of National Intelligence (ODNI) information.  |  GAO-26-107100

Note: We analyzed these guidance documents using data reliability key principles we described in GAO, Assessing Data Reliability, GAO 20-283G 
(Washington, D.C.: Dec. 16, 2019). These key principles are a useful framework for ODNI to evaluate the data it collects from agencies to determine if 
the data can be used for the intended purpose.
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Appendix V: Assessment of the Office of the 
Director of National Intelligence’s Oversight Efforts
We assessed how the Office of the Director of National Intelligence’s (ODNI) oversight efforts compared with 
13 key practices, organized in four topic areas, that can help federal agency leaders at any organizational level 
develop and use evidence to manage and assess the performance of federal programs. Each key practice has 
a set of supporting actions.1 As shown in table 6, there are 29 supporting actions for the 13 key practices. 
These practices and actions are organized by four topics: (1) plan for results, (2) assess and build evidence, 
(3) use evidence, and (4) foster a culture of learning and continuous improvement.

Table 6: Assessment of ODNI’s Implementation of Key Practices and Supporting Actions for Evidence-Based Decision-
Making

1GAO, Evidence-Based Policymaking: Practices to Help Manage and Assess the Results of Federal Efforts, GAO-23-105460 
(Washington D.C.: July 12, 2023).

Key practice 
group

Key practice and 
overall assessment

Supporting action Action-level assessment

Plan for results Define goals 
Partially followed

Define goals for all 
activities

Partially implemented. 
ODNI has goals for personnel vetting broadly, such as 
establishing and maintaining a trusted workforce, and some for 
the personnel security clearance process, including the Trusted 
Workforce 2.0 goal to improve timeliness and mobility without 
increasing risk. However, goals are not defined in a way that that 
allows assessment of performance by comparing planned and 
actual results. 

Plan for results Define goals 
Partially followed

Identify both long-term 
outcomes and near-term 
measurable results

Partially implemented. 
ODNI defined some long-term outcomes and set some 
measurable targets for near-term results. For example, in the 
Federal Personnel Vetting Guidelines, ODNI includes the long-
term outcome of greater alignment and integration across all 
federal personnel vetting domains and mission partners. Similarly, 
in the Federal Personnel Vetting Performance Management 
Standards Implementation Guidance, ODNI includes near-term 
results, such as performance goals (measures with quantifiable 
targets and time frames), to assess the timeliness and quality of 
the initiation, investigation, and adjudication phases. However, 
ODNI lacks performance goals for some long-term outcomes, and 
not all performance measures have defined quantitative targets 
and time frames, which would make them goals.

Plan for results Define goals 
Partially followed

Align goals across 
organizational levels

Partially implemented. 
ODNI has taken steps to align goals across the Trusted Workforce 
2.0 reform effort for departments and agencies. However, ODNI 
guidance does not clearly show how different goals align with 
each other. ODNI officials also stated that they did not develop the 
Federal Personnel Vetting Performance Management Standards 
Implementation Guidance to be fully aligned with related, 
previously issued ODNI guidance documents on Trusted 
Workforce 2.0. They said they could improve in this area by 
periodically reviewing and updating guidance.

https://www.gao.gov/products/GAO-23-105460
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Key practice 
group 

Key practice and 
overall assessment 

Supporting action Action-level assessment 

Plan for results Identify strategies 
and resources 
Partially followed 

Identify strategies for 
each goal 

Did not implement. 
ODNI has not identified strategies for its goals that include the 
resources needed, including the processes, staff skills, 
technology, or human capital.  

Plan for results Identify strategies 
and resources 
Partially followed 

Coordinate with other 
organizations, 
programs, and activities 
contributing to the goal, 
when applicable 

Generally implemented. 
ODNI coordinates regularly with other organizations on personnel 
vetting and personnel security clearances through the Security, 
Suitability, and Credentialing Performance Accountability Council 
(PAC) and through regular engagement with departments and 
agencies.  

Plan for results Identify strategies 
and resources 
Partially followed 

Identify the resources 
needed to achieve each 
goal 

Partially implemented. 
ODNI officials stated they have identified the funding and 
technology needed to achieve goals but have not identified 
resource needs related to its workforce, such as skillsets, as 
called for in the key practice.  

Plan for results Assess the 
environment 
Partially followed 

Identify internal and 
external factors that 
could affect goal 
achievement 

Generally implemented. 
ODNI has identified internal and external factors that could affect 
agencies’ ability to achieve timeliness goals by (1) requesting 
action plans to improve timeliness; (2) conducting Security 
Executive Agent National Assessments Program (SNAP) 
assessments on agencies’ compliance with and implementation of 
applicable statutes, regulations, policies, and processes; and (3) 
holding regular internal meetings, among other actions. 

Plan for results Assess the 
environment 
Partially followed 

Define strategies to 
address or mitigate the 
factors 

Did not implement. 
ODNI has not defined a strategy for monitoring and addressing 
factors that could affect goal achievement. 

Assess and 
build evidence 

Assess the extent to 
which existing 
evidence addresses 
key questions 
Partially followed 

Identify key questions to 
address 

Partially implemented. 
According to ODNI officials, they have considered stakeholder 
needs related to the personnel security clearance process, which 
is a component of this action. For example, the officials said they 
considered stakeholder needs when they developed metrics, data 
collection efforts, and the Federal Personnel Vetting Performance 
Management Standards Implementation Guidance. However, we 
did not find evidence that ODNI had identified key questions, such 
as questions to provide insight on the quality of the clearance 
process and how well strategies are working to achieve goals for 
the clearance process. 

Assess and 
build evidence 

Assess the extent to 
which existing 
evidence addresses 
key questions 
Partially followed 

Identify relevant internal 
and external sources of 
evidence 

Generally implemented. 
ODNI identified a range of sources of evidence, including national 
security metrics data collected from departments and agencies 
and findings from its SNAP assessments. 

Assess and 
build evidence

Assess the extent to 
which existing 
evidence addresses 
key questions
Partially followed

Assess the coverage 
and quality of the 
evidence

Partially implemented.
Although ODNI officials said they manually check data for obvious 
errors or anomalies, ODNI does not assess the sufficiency and 
quality of the evidence it collects. Specifically, ODNI has not 
implemented a process using key principles for data reliability to 
help ensure the data it collects are accurate and complete.

Assess and 
build evidence

Identify and prioritize 
new evidence needs
Partially followed

Identify new evidence 
needs

Partially implemented.
ODNI identified new near-term results to be developed in the 
future, but officials stated those targets were developed primarily 
based on what was possible with available resources rather than 
based on an assessment of what new evidence is needed. 
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Key practice 
group 

Key practice and 
overall assessment 

Supporting action Action-level assessment 

Assess and 
build evidence 

Identify and prioritize 
new evidence needs 
Partially followed 

Prioritize how and when 
to fulfill those needs 

Partially implemented. 
ODNI based prioritization of how and when to fulfill evidence 
needs on factors such as congressional inquiries and what 
departments and agencies can provide quickly, according to ODNI 
officials. However, this approach to prioritization may not fully 
consider stakeholder and decision-maker needs, as called for by 
the key practice. 

Assess and 
build evidence 

Generate new 
evidence 
Did not follow 

Develop an evidence-
building implementation 
plan 

Did not implement. 
ODNI officials stated that in the past they have obtained additional 
evidence on an as-needed basis. Although ODNI has identified 
some new evidence needs, it has not taken steps to create a plan 
for building new evidence.  

Assess and 
build evidence 

Generate new 
evidence 
Did not follow 

Ensure new evidence 
will meet quality 
standards 

Did not implement. 
ODNI has not taken action to ensure the quality of new or existing 
evidence, although ODNI officials said they would like to 
streamline and automate data collection efforts in the future to 
improve data quality.  

Use evidence Use evidence to 
learn 
Partially followed 

Assess progress toward 
goals 

Partially implemented. 
ODNI assesses whether departments and agencies have met 
their timeliness goals. However, ODNI does not assess progress 
on other performance goals or long-term outcomes related to 
areas other than timeliness. 

Use evidence Use evidence to 
learn 
Partially followed 

Develop an 
understanding of why 
results were achieved 

Partially implemented. 
ODNI has efforts in place to understand why timeliness goals 
were not achieved but does not assess why goals other than 
those related to timeliness were not met. 

Use evidence Apply learning to 
decision-making 
Partially followed 

Use evidence to inform 
management decisions 

Partially implemented. 
ODNI uses timeliness data to inform decisions on ways to make 
the clearance process more efficient, according to ODNI officials. 
However, it does not take similar actions related to other aspects 
of the clearance process, such as quality or risk, or to inform 
management decisions, such as changing strategies or 
reallocating resources, as called for in the key practice. 

Use evidence Apply learning to 
decision-making 
Partially followed 

Identify any additional 
evidence needs to 
further inform decisions 

Did not implement. 
ODNI has not identified additional evidence needed to further 
inform decisions, although ODNI officials stated they anticipate 
doing so as they implement the Federal Personnel Vetting 
Performance Management Standards Implementation Guidance. 

Use evidence Communicate 
learning and results
Partially followed

Communicate relevant 
information internally 
and externally

Partially implemented.
ODNI communicates and engages with various internal and 
external organizations, but its communications are not specifically 
related to learning and results, as called for in the key practice.

Use evidence Communicate 
learning and results
Partially followed

Tailor the information to 
meet stakeholders’
needs

Generally implemented.
ODNI tailors engagement to audience type, such as private 
industry, groups engaged in specific parts of the personnel 
security clearance process (e.g., background investigators), and 
congressional stakeholders.

Foster a culture 
of learning and 
continuous 
improvement

Demonstrate 
leadership 
commitment
Generally followed

Involve senior leaders Generally implemented.
The Director of National Intelligence has issued guidance and 
been actively engaged in policy development for the personnel 
security clearance process.
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Source: GAO analysis of Office of the Director of National Intelligence (ODNI) documentation.  |  GAO-26-107100

Note: Each key practice has two to three key supporting actions. For each supporting action, we note our assessment in the table that ODNI “generally 
implemented,” “partially implemented,” or “did not implement” the action, along with our rationale. For supporting actions we assessed as “generally 
implemented,” we determined that ODNI had taken steps that covered all aspects of the supporting action. For supporting actions we assessed as 
“partially implemented,” we determined that ODNI had taken some steps or had implemented the action but only for a specific aspect of the personnel 
security clearance process. For supporting actions we assessed as “did not implement,” we determined that ODNI had not taken steps to implement the 
supporting action. We used our assessment of the supporting actions to determine the extent to which ODNI had followed the key practices. Specifically, 
for key practices we assessed as “generally followed,” we determined that ODNI had generally implemented each of the supporting actions for that key 
practice. For key practices we assessed as “partially followed,” we determined that ODNI had partially implemented all the supporting actions or had a 

2Security, Suitability, and Credentialing Performance Accountability Council (PAC), Trusted Workforce 2.0 Implementation Strategy 
(April 2025).

Key practice 
group 

Key practice and 
overall assessment 

Supporting action Action-level assessment 

Foster a culture 
of learning and 
continuous 
improvement 

Demonstrate 
leadership 
commitment 
Generally followed 

Coordinate and 
integrate activities 

Generally implemented. 
The Director of National Intelligence, senior leaders, and other 
ODNI staff coordinate across other agencies on personnel vetting, 
including the personnel security clearance process, in several 
ways and with varying frequency, from weekly to quarterly. 

Foster a culture 
of learning and 
continuous 
improvement 

Promote 
accountability 
Partially followed 

Assign responsibility Partially implemented. 
ODNI has efforts in place, or participates in broader efforts, to 
assign responsibilities to departments and agencies to implement 
Trusted Workforce 2.0 and meet timeliness goals. For example, 
the most recent Trusted Workforce 2.0 Implementation Strategy 
requires each department and agency’s senior official responsible 
for implementing Trusted Workforce 2.0 reform efforts to review 
their Trusted Workforce 2.0 implementation plans and make 
relevant adjustments in keeping with the strategy.2  However, 
ODNI has not assigned responsibilities for other performance-
management and evidence-building activities. 

Foster a culture 
of learning and 
continuous 
improvement 

Promote 
accountability 
Partially followed

Hold individuals 
accountable for learning 
and results 

Partially implemented. 
ODNI has efforts in place to hold departments and agencies 
accountable for timeliness goals and understand why goals were 
not met but has not linked individual performance goals to broader 
organizational or enterprise-wide goals, as called for in the key 
practice. 

Foster a culture 
of learning and 
continuous 
improvement 

Involve stakeholders 
Partially followed 

Engage stakeholders 
early and often 

Partially implemented. 
ODNI engages and coordinates with stakeholders in several ways 
with varying frequency, from weekly to quarterly. However, ODNI 
does not engage with stakeholders specifically on identifying 
evidence needs and key questions, reviewing results, and making 
decisions. 

Foster a culture 
of learning and 
continuous 
improvement

Involve stakeholders 
Partially followed 

Tailor engagement 
based on needs and 
purpose 

Generally implemented. 
ODNI has tailored its engagement with stakeholders based on the 
needs and purpose of the specific engagement. 

Foster a culture 
of learning and 
continuous 
improvement 

Build and maintain 
capacity 
Partially followed 

Assess sufficiency of 
existing evidence-
building capacity

Partially implemented.
ODNI has previously identified gaps in capacity to collect accurate 
data, according to ODNI officials. However, ODNI has not 
assessed evidence-building capacity in other ways, such as 
assessing gaps in staff skills, knowledge, and abilities. 

Foster a culture 
of learning and 
continuous 
improvement

Build and maintain 
capacity
Partially followed

Identify actions to 
maintain or enhance 
capacity

Partially implemented.
ODNI has identified technology improvements that would enhance 
data collection but has not identified other actions to maintain or 
enhance capacity in other areas, such as strengthening the skills 
and abilities of staff.
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mix of generally implementing some actions and not implementing others. For key practices we assessed as “did not follow,” we determined that ODNI 
had not implemented any of the supporting actions for that key practice.
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