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Practices to Enhance Oversight and Fraud Prevention

What GAO Found

GAO identified nine requirements and leading practices to oversee and prevent fraud, waste, and abuse in awards,
including grants, contracts, and loans. As shown in the table, the Federal Communications Commission’s Universal
Service Program for Schools and Libraries had documented procedures for all nine. GAO found that the other four
selected programs—the Department of Commerce’s CHIPS for America Fund, Environmental Protection Agency’s
Greenhouse Gas Reduction Fund (now repealed), Department of Health and Human Services’ Health Center
Program, and Department of Energy’s Regional Clean Hydrogen Hubs—did not always incorporate these
requirements and leading practices in their documented policies and procedures.

GAO Assessment of Agencies’ Design of Selected Requirements and Leading Practices for Selected Programs

Selected requirements and leading practices® Universal Service Program for Schools and Libraries CHIPS for

America Fund Greenhouse Gas Reduction Fund Health Center Program
Regional Clean Hydrogen Hubs

Dedicated entity to lead fraud management Fully met Fully met Fully met Fully met Fully met

activities

Senior Management Council to assess and monitor Fully met Fully met Not met Fully met Fully met

deficiencies in internal control

Maintain agencywide and program-specific risk profiles Fully met Fully met Fully met O Partially met

Assess program specific risks, including fraud Fully met Fully met Fully met Partially met  Not met

Determine risk responses and document an antifraud ~ Fully met Fully met Fully met Partially met  Not met

strategy

Implement specific control activities to prevent and Fully met Fully met Fully met Fully met Fully met

detect fraud

Establish collaborative relationships with stakeholders ~ Fully met Fully met Fully met Fully met Not met
and create incentives to help ensure effective
implementation of the antifraud strategy

Conduct risk-based monitoring and evaluate all Fully met Fully met Partially met Partially met  Not met
components of the Fraud Risk Framework

Evaluate audits, including recovery audits and single Fully met Not met Fully met Fully met Fully met
audits

Source: GAO. | GAO-26-107444
2GAO identified leading practices and requirements from key guidance documents that it deemed most relevant for oversight of awards.
This program was statutorily repealed. Pub. L. No. 119-21, § 60002, 139 Stat. 72, 154 (July 4, 2025).

Until agencies establish, document, and implement procedures to fully address these requirements and leading
practices, the programs will continue to face increased risks of fraud, waste, and abuse.
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Why GAO Did This Study

Proactively managing payment integrity risks is especially important for programs on which agencies expect to
spend a large amount of funds. The Infrastructure Investment and Jobs Act, Inflation Reduction Act of 2022, and
CHIPS and Science Act provided the five agencies in GAO’s review about $227 billion to support their federal
programs, including those administering awards of federal financial assistance such as grants.

GAO was asked to review agencies’ oversight of federal awards to prevent fraud, waste, and abuse. This report
examines (1) what requirements and leading practices agencies can use to prevent fraud, waste, and abuse of
federal awards and (2) the extent to which selected programs had policies and procedures that included these to
oversee federal awards to help address financial payment and fraud risks.

GAO identified legal requirements and leading practices based on guidance documents for overseeing federal
award programs and preventing fraud, waste, and abuse in federal awards. GAO selected five programs based on
funding, among other factors, and evaluated whether agencies established policies and procedures for the five
selected programs that included those requirements and leading practices.

What GAO Recommends

GAO is making 12 recommendations to four of the selected agencies to include the identified requirements and
leading practices in their policies and procedures. All agencies except Commerce concurred with the
recommendations, as discussed in the report.
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Letter

December 4, 2025
Congressional Requesters

Effective stewardship of taxpayer funds is a critical responsibility of the federal government. The federal
government spends trillions of dollars each year addressing public needs, distributing the funds through
payments made directly to and through partners, such as those at the state and local levels.

Managers of federal programs maintain the primary responsibility for enhancing payment integrity. Legislation,
guidance the Office of Management and Budget (OMB) issued, and new internal control standards have
increasingly focused on the need for program managers to take a strategic approach to managing payment
integrity risks, including the risk of fraud related to federal awards. Proactively managing payment integrity
risks can help facilitate a program’s mission and strategic goals by helping to ensure that taxpayer dollars and
government services serve their intended purposes.

Proactively managing payment integrity risks is especially important in programs for which agencies expect to
spend large amounts of federal funds. Recently enacted statutes—such as the Infrastructure Investment and
Jobs Act (IIJA)," the Inflation Reduction Act of 2022 (IRA),2 and the CHIPS and Science Act of 2022 (CHIPS
Act)3—provided significant funding to agencies for federal awards (e.g., grants),4 which federal agencies are
responsible for administering. Among these agencies were the Department of Energy (DOE), the
Environmental Protection Agency (EPA), the Department of Commerce, the Federal Communications
Commission (FCC), and the Department of Health and Human Services (HHS). These agencies received
approximately $227 billion in appropriations from the IlJA, IRA, and CHIPS Act.5 Additionally, federal awarding
agencies, such as FCC and HHS, receive billions of dollars in appropriations of federal funding each year for
their long-standing award programs.

We previously found that some agencies had significant shortcomings in their application of fundamental
internal controls and financial and fraud risk management practices. The requirement to distribute funds quickly
in 2020 and 2021 to provide COVID-19 relief exacerbated these shortcomings. As a result, billions of dollars
were at risk for improper payments, including those from fraud, providing limited assurance that programs

1Pub. L. No. 117-58, 135 Stat. 429 (Nov. 15, 2021).
2Pub. L. No. 117-169, 136 Stat. 1818 (Aug. 16, 2022).
3Pub. L. No. 117-167, 136 Stat. 1366 (Aug. 9, 2022).

4See OMB's government-wide guidance on federal awards, Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for Federal Awards, reprinted in 2 C.F.R. part 200. See, especially, 2 C.F.R. § 200.1 for OMB’s definition of “federal
awards,” which consist of federal financial assistance and cost-reimbursement contracts that nonfederal entities (e.g., state and local
governments and nonprofit organizations) receive directly from federal awarding agencies or indirectly from federal pass-through
entities. Under 2 C.F.R. § 200.1, federal awards include grants, loans, loan guarantees, property, cooperative agreements, interest
subsidies, insurance, food commodities, direct appropriations, and other assistance.

5The $227 billion in appropriations includes all amounts that these five agencies in aggregate received from the three statutes for any
purpose; thus, this amount is not limited to the appropriations received solely for the five federal award programs that were the subject
of our audit work. Further, the $227 billion in appropriations does not reflect any rescissions enacted in July 2025 in relation to federal
award programs that EPA administered, including the federal award program reviewed in our work. See Pub. L. No. 119-21, tit. VI, §
60002, 139 Stat. 72, 154 (July 4, 2025).
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Letter

effectively met their objectives.é For example, we reported on significant shortcomings in fraud risk
management at FCC7 and the Department of Labor.8 We made 10 recommendations to these two agencies to
help address the shortcomings we identified.

You asked us to review agencies’ oversight of federal awards to prevent fraud, waste, and abuse. This report
(1) identifies what practices agencies can use to oversee or prevent fraud, waste, or abuse in federal awards
and (2) examines the extent to which selected programs had policies and procedures that included these
identified practices to oversee federal awards to help address financial payment and fraud risks.

To address our first objective, we reviewed relevant applicable legal authorities and guidance and identified
legal requirements and leading practices for oversight of awards to external entities and actions agencies could
implement in overseeing federal award programs and preventing fraud, waste, and abuse in federal awards.
These legal requirements and leading practices were (1) GAO’s A Framework for Managing Fraud Risks in
Federal Programs (Fraud Risk Framework),® (2) OMB Circular A-123,1° (3) OMB’s Transmittal of Appendix C
to OMB Circular A-123,1" and (4) OMB guidance reprinted in Title 2 of the U.S. Code of Federal Regulations
(C.F.R.) covering audits of nonfederal entities expending federal awards. 12

From these four documents, we aimed to identify up to two legal requirements or leading practices for each of
the five components of internal control: control environment, risk assessment, control activities, information and
communication, and monitoring. We primarily used OMB Circular A-123 as criteria for identifying these legal
requirements or leading practices because this guidance defines management’s responsibilities for internal
control. OMB Circular A-123 highlighted components of our Fraud Risk Framework that we used to identify
leading practices, and it also described requirements from OMB Circular A-123 Appendix C and 2 C.F.R. part
200 that we used in selecting our requirements and leading practices. While the nine selected requirements
and leading practices are not a complete list of required practices to prevent fraud, waste, and abuse, they are
key requirements and leading practices and are specifically aligned with internal control components.

To address our second objective, we selected five programs, one from each of the following agencies: DOE,
EPA, Commerce, FCC, and HHS.13 We selected the programs based on funding amount, program area, and

8GAOQ, Emergency Relief Funds: Significant Improvements Are Needed to Ensure Transparency and Accountability for COVID-19 and
Beyond, GAO-22-105715 (Washington D.C.: Mar. 17, 2022).

"GAO, Affordable Broadband: FCC Could Improve Performance Goals and Measures, Consumer Outreach, and Fraud Risk
Management, GAO-23-105399 (Washington, D.C.: Jan. 18, 2023).

8GAOQ, Unemployment Insurance: Data Indicate Substantial Levels of Fraud during the Pandemic; DOL Should Implement an Antifraud
Strategy, GAO-23-105523 (Washington, D.C.: Dec. 22, 2022).

9GAO, A Framework for Managing Fraud Risks in Federal Programs, GAO-15-593SP (Washington, D.C.: July 2015).

100ffice of Management and Budget, OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control, OMB M-16-17 (Washington, D.C.: July 15, 2016).

110ffice of Management and Budget, Transmittal of Appendix C to OMB Circular A-123, Requirements for Payment Integrity
Improvement, OMB M-21-19 (Washington, D.C.: Mar. 5, 2021).

12Subpart F of 2 C.F.R. part 200 reprints OMB’s guidance implementing the Single Audit Act, which is codified at 31 U.S.C. §§ 7501-
7506.

13During the time period in which we conducted this engagement, Congress repealed the program that EPA administered and
rescinded the unobligated funding. See Pub. L. No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).
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the complexity of the program.’4 We reviewed the design of the monitoring of federal awards for these selected
programs by examining the agencies’ policies, procedures, and other relevant documentation and evaluating
whether they included the requirements and leading practices identified in our first objective. For instance,
where the agency was able to provide evidence showing that it is implementing the requirements and leading
practices but did not document doing so in its policies and procedures, we considered that requirement or
leading practice to be partially met with respect to our objective. For additional details on our scope and
methodology, see appendix I.

We conducted this performance audit from March 2024 to December 2025 in accordance with generally
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

Fraud Risk Management

The objective of fraud risk management is to help ensure program integrity by continuously and strategically
mitigating both fraud likelihood and effects. Although the occurrence of fraud indicates there is a fraud risk, a
fraud risk may exist even if actual fraud has not yet occurred or been identified. Effectively managing fraud risk
helps to ensure that federal programs fulfill their intended purpose, spend funds effectively, and safeguard
assets. Federal program managers maintain the primary responsibility for enhancing program integrity. Our
past work, including our Fraud Risk Framework, has found a need for program managers to take a strategic
approach to managing risks, including fraud.

Agencies administering federal funds are responsible for being good stewards of federal resources. To aid
program managers in managing fraud risks, our Fraud Risk Framework identifies leading practices and
conceptualizes these practices, describing leading practices within four components: commit, assess, design
and implement, and evaluate and adapt.'s (See figure 1.)

14For the purposes of this engagement, we considered a program with extensive eligibility requirements to be a complex program.

15GA0-15-593SP.
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Figure 1: The Fraud Risk Framework and Selected Leading Practices

Component 1: Commit to combating fraud by Component 2: Plan regular fraud risk
creating an organizational culture and structure assessments, and assess risks to
conducive to fraud risk management. determine a fraud risk profile.
« Demonstrate a senior-level commitment o Tailor the fraud risk assessment

to combat fraud, and involve all to the program, and involve

levels of the program in setting “\ON\TORNG AND FEEDB.qc relevant stakeholders.

an antifraud tone.

Assess the likelihood and impact
of fraud risks, and determine risk
tolerance.

Designate an entity within the
program office to lead fraud
risk management activities.

Examine the suitability of existing
controls, prioritize residual risks,
and document a fraud risk profile.

Ensure the entity has
defined responsibilities and
the necessary authority to
serve its role.

Prevention

Component 3: Design and implement
a strategy with specific control
activities to mitigate assessed fraud
risks, and collaborate to help ensure
effective implementation.

Component 4: Evaluate
outcomes using a risk-based

approach, and adapt
activities to improve fraud
risk management.

ENVIRONMENT
INIWNOUAND

Response Detection

¢ Develop, document, and communicate
an antifraud strategy, focusing on
preventive control activities.

* Conduct risk-based monitoring
and evaluation of fraud risk
management activities, with a focus
on outcome measurement.

Mo aho Consider the benefits and costs of
NiToR, FEED
Collect and analyze data from reporting NG AND controls to prevent and detect potential
mechanisms and instances of detected fraud fraud, and develop a fraud response plan.
for real-time monitoring of fraud trends.

Establish collaborative relationships with

¢ Use the results of monitoring, evaluations, stakeholders, and create incentives to
and invgstigations. to improve fraud help ensure effective implementation
prevention, detection, and response. of the antifraud strategy.

Source: GAO. | GAO-26-107444
In October 2022, OMB issued a Controller Alert requiring agencies to adhere to the Fraud Risk Framework’s
leading practices.® The alert reminds agencies that they should do this as part of their efforts to effectively

design, implement, and operate an internal control system that addresses fraud risks—including those that do
not rise to the level of enterprise-wide risks.

In addition, OMB Circular A-123 provides guidance to federal managers to improve accountability and
effectiveness of federal programs and mission-support operations by implementing enterprise risk
management practices and by establishing, maintaining, and assessing internal control effectiveness.” Since
1981, OMB Circular A-123 has been at the center of federal requirements to improve accountability in federal
programs and operations.

160ffice of Management and Budget, Establishing Financial and Administrative Controls to Identify and Assess Fraud Risk, CA-23-03
(Washington, D.C.: Oct. 17, 2022).

170ffice of Management and Budget, OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control.
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OMB also develops guidance for executive branch agencies on estimating and reporting improper payments.
OMB Circular A-123 Appendix C aims to ensure that federal agencies focus on identifying, assessing,
prioritizing, and responding to payment integrity risks to prevent improper payments in the most appropriate
manner.'8 Agencies are responsible for consulting this OMB guidance and complying with the Payment
Integrity Information Act of 2019 in assessing their programs’ payment integrity and, where necessary,
reporting on results and implementing corrective actions.

Further, 2 C.F.R. reprints OMB’s guidance for uniform administrative requirements, cost principles, and audit
requirements for grant-awarding agencies and individual federal awarding agencies’ applicable agency-specific
federal award regulations.'® OMB’s guidance in this C.F.R. title applies to federal agencies that make federal
awards to nonfederal entities.

For background information on the selected programs, see appendix Il.

We ldentified Nine Requirements and Leading Practices for Federal
Award Oversight and Prevention of Fraud, Waste, or Abuse

Standards for Internal Control in the Federal Government call for programs and agencies to design and
document internal control systems. It organizes specific principles under the five components of internal
control, a process that management should use to help an entity achieve its objectives. These five components
are (1) control environment, (2) risk assessment, (3) control activities, (4) information and communication, and
(5) monitoring.20

We identified nine requirements and leading practices from four key guidance documents that would better
position agencies to oversee and prevent fraud, waste, and abuse in awards, including grants, contracts, and
loans.2 These nine are not a complete list of required practices, but we selected them with the aim of including
up to two requirements or leading practices per component of internal control. We used the five components of
internal control22 as a point of reference for selecting and organizing requirements and leading practices from
other sources, such as our Fraud Risk Framework. We selected at least one requirement or leading practice,
for each component of internal control, that we deemed most significant for oversight of awards to external
entities and actionable for agencies to implement. We summarize these practices in table 1.

180ffice of Management and Budget, Transmittal of Appendix C to OMB Circular A-123, Requirements for Payment Integrity
Improvement.

192 C.F.R. part 200.
20GAOQ, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: Sept. 2014).

21The key guidance documents identified are (1) GAO-15-593SP, (2) OMB M-16-17, (3) OMB M-21-19, and (4) 2 C.F.R. part 200
subpart F.

22GAO-14-704G.
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|
Table 1: Selected Requirements and Leading Practices GAO Identified to Oversee Federal Awards and Prevent Fraud, Waste,
and Abuse

Leading practice or requirement Source Requirement or leading
practice

Control environment

1. Create a structure with a dedicated entity to lead fraud management OMB Circular A-123, Fraud Requirement, leading
activities Risk Framework practice

2. Have a Senior Management Council to assess and monitor OMB Circular A-123 Requirement
deficiencies in internal control

Risk assessment

3. Maintain agencywide and program-specific risk profiles OMB Circular A-123, Fraud Requirement, leading
Risk Framework practice

4. Assess program-specific risks, including fraud and improper OMB Circular A-123, OMB  Requirement, leading
payments Circular A-123 Appendix C, practice

Fraud Risk Framework

Control activities
5. Determine risk responses and document an antifraud strategy based OMB Circular A-123, Fraud Requirement, leading

on the fraud risk profile Risk Framework practice

6. Design and implement specific control activities to prevent and detect OMB Circular A-123, Fraud Requirement, leading
fraud Risk Framework practice

Information and communication

Establish collaborative relationships with stakeholders and create OMB Circular A-123, Fraud Requirement, leading

incentives to help ensure effective implementation of the antifraud Risk Framework practice

strategy

Monitoring

7. Conduct risk-based monitoring and evaluate all components of the OMB Circular A-123, Fraud Requirement, leading
fraud risk framework Risk Framework practice

8. Undergo and evaluate audits, including recovery audits and single OMB Circular A-123, OMB  Requirement
audits Circular A-123 Appendix C,
2 C.F.R. 200, subpart F

C.F.R. = Code of Federal Regulations; Fraud Risk Framework = GAO’s A Framework for Managing Fraud Risks in Federal Programs (GAO-15-593SP);
OMB = Office of Management and Budget.

Source: GAO analysis of GAO’s Fraud Risk Framework, OMB Circular A-123, OMB Circular A-123 Appendix C, and 2 C.F.R. 200, subpart F. | GAO-26-107444

Note: The practices that we identified from GAQO’s Fraud Risk Framework are leading practices, and the practices from OMB Circular A-123, OMB
Circular A-123 Appendix C, and OMB’s single audit guidance (at 2 C.F.R. part 200, subpart F) are requirements for executive agencies.

The design of these relevant requirements and leading practices, which are organized under the five internal
control components, better position agencies to prevent fraud, waste, and abuse. According to Standards for
Internal Control in the Federal Government, entities must document these internal control components.

Control Environment

According to Standards for Internal Control in the Federal Government, the control environment component is
the foundation for an internal control system, providing the discipline and structure, which affect the overall
quality of internal control. The oversight body and management establish and maintain an environment
throughout the entity that sets a positive attitude toward internal control. The following leading practice and
requirement relate to the control environment:

Page 6 GAO0-26-107444 Error! Reference source not found.
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« Dedicated antifraud entity. Our Fraud Risk Framework states that one leading practice to combat fraud,
related to creating an organizational culture and structure conducive to fraud risk management, is to create
a structure with a dedicated entity to lead fraud management activities. Specifically, the antifraud entity—
which, at management’s discretion, can be program specific or agencywide—manages the fraud risk-
assessment process and coordinates antifraud initiatives.

« Senior Management Council (SMC). Additionally, OMB Circular A-123 states that agencies must have an
SMC to assess and monitor deficiencies in internal control. The SMC must be involved in identifying and
ensuring the correction of systemic material weaknesses relating to specific programs. Additionally, the
SMC generally determines the program-related significant deficiencies that are material weaknesses to the
agency as a whole.

Risk Assessment

The risk assessment component serves to assess the risks facing an entity as it seeks to achieve its
objectives, which provides the basis for developing appropriate risk responses. Once an entity establishes an
effective control environment, management assesses the risks the entity faces from both external and internal
sources. The following requirements and leading practices relate to risk assessment:

o Program-specific risk assessment. Our Fraud Risk Framework and OMB Circular A-123 Appendix C call
for agencies to plan regular fraud risk assessments that are program specific, including those related to
fraud and improper payments. An effective antifraud entity tailors the approach for carrying out fraud risk
assessments to the program.

« Risk profile. OMB Circular A-123 states that an agency must maintain an agencywide risk profile that
includes an evaluation of fraud risks and uses a risk-based approach to design and implement control
activities to mitigate identified material fraud risks. In addition, our Fraud Risk Framework states that
agencies should identify and assess risks to determine a program’s fraud risk profile.

Control Activities

The control activities component consists of the actions management establishes through policies and
procedures to achieve objectives and respond to risks in the internal control system, which includes the entity’s
information system.23 Management should design control activities to achieve objectives and respond to risks
and should also implement these control activities through policies. The following leading practices relate to
control activities:

« Antifraud strategy. Our Fraud Risk Framework states that one leading practice is to determine risk
responses and document an antifraud strategy based on the fraud risk profile. Specifically, managers
should develop, document, and communicate to employees and stakeholders what the antifraud strategy—
which can be agencywide or program specific—should be. It should describe the program’s existing and
new control activities for preventing, detecting, and responding to fraud and for monitoring and evaluation.
Key elements of an antifraud strategy include the establishment of roles and responsibilities, activities to
manage fraud risks, timing of fraud management activities, links to external and internal residual fraud
risks, and processes for communicating the strategy.

23An entity’s information system comprises the people, processes, data, and information technology that management uses to obtain,
generate, communicate, or dispose of information to support the entity’s business processes.
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« Specific control activities. Additionally, our Fraud Risk Framework notes that another leading practice is
to design and implement specific control activities to prevent and detect fraud. These control activities
generally include policies, procedures, and techniques, and mechanisms such as data analytics activities,
fraud awareness initiatives, reporting mechanisms, and employee integrity activities to prevent and detect
potential fraud.

Information and Communication

The information and communication component focuses on the quality information that management and
personnel communicate and use to support the internal control system. According to Standards for Internal
Control in the Federal Government, effective information and communication are vital for an entity to achieve
its objectives. Specifically, entity management needs access to relevant and reliable communication related to
internal and external events. The following leading practice relates to information and communication:

« Collaboration. Our Fraud Risk Framework describes the leading practice of establishing collaborative
relationships with stakeholders and creating incentives to help ensure effective implementation of the
antifraud strategy. Federal managers who effectively manage fraud risks collaborate and communicate with
these internal stakeholders, such as other offices within the agency, including legal and ethics offices and
offices responsible for other risk management activities—and external stakeholders, such as other federal
agencies, private-sector partners, state and local governments, law enforcement entities, and contractors.
They communicate with these stakeholders to share information on fraud risks and emerging fraud
schemes as well as lessons learned related to fraud control activities.

Monitoring

The monitoring component involves the activities that management establishes and operates to assess the
quality of performance over time and promptly resolve the findings of audits and other reviews. Because
internal control is a dynamic process that must be adapted continually to the risks and changes an entity faces,
monitoring of the internal control system is essential in helping internal control remain aligned with changing
objectives, environments, laws, resources, and risks. Internal control monitoring assesses the quality of
performance over time and promptly resolves the findings of audits and other reviews. The following leading
practice and requirements relate to monitoring:

« Risk-based monitoring. Our Fraud Risk Framework states that one leading practice is to conduct risk-
based monitoring and evaluate all components of the Fraud Risk Framework. Managers monitor and
evaluate the effectiveness of preventive activities, including fraud risk assessments, the antifraud strategy,
and controls to detect fraud and response efforts. Monitoring and evaluation activities can include
unannounced examinations, site visits, covert testing, and surveys of stakeholders responsible for fraud
controls. In addition, effective managers of fraud risks collect and analyze data, including data from
reporting mechanisms and instances of detected fraud, for real-time monitoring of fraud trends and
identification of potential control deficiencies.

« Audits. Federal guidance requires agencies to undergo and evaluate audits, including recovery audits and
single audits. Specifically, OMB Circular A-123 Appendix C states that all programs that expend $1 million
or more annually should be considered for recovery audits and must conduct them if they would be cost-
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effective.24 Additionally, OMB’s single audit guidance states that awarding agencies are responsible for
issuing a management decision in response to audit findings within six months of the acceptance of the
single audit report by the Federal Audit Clearinghouse, which includes a description of planned corrective
actions to address single audit findings.25 Identifying and managing single audit findings in a timely manner
could reduce the risk of fraud, waste, or abuse of federal resources.

Agencies Generally Did Not Fully Establish Policies and Procedures to
Help Address Fraud Risks for Selected Programs

In our evaluation of selected programs, we found that most agencies did not fully establish policies and
procedures to help prevent fraud, waste, and abuse in federal awards for our selected programs. Four of the
five selected programs did not include all nine requirements and leading practices in their policies and
procedures. One selected program, FCC’s Universal Service Program for Schools and Libraries (E-Rate),
included all nine requirements and leading practices in its policies and procedures.26

Most Agencies Designed a Control Environment for Their Selected Programs with
Identified Requirements and Practices; One Did Not

In our evaluation of the design of selected programs’ control environments, we found that while most of the
selected programs had policies and procedures that included the selected requirements and leading practices
in their control environment design, one did not. These include our leading practice of creating a structure with
a dedicated entity to lead fraud risk management activities and OMB requirements for establishing an SMC
(see table 2).

. ____________________________________________________________________________________________________________________________|
Table 2: GAO Assessment of Agencies’ Design of Control Environment Related to Selected Practices to Oversee Federal
Awards and Prevent Fraud, Waste, and Abuse

Selected requirements and leading practices CHIPS H2Hubs GGRF? E-Rate Health

(source) Center
Program

Create a structure with a dedicated anti-fraud entity ~ Fully met Fully met Fully met Fully met Fully met

to lead fraud management activities (Fraud Risk

Framework)

24See also 31 U.S.C. § 3352(i). Recovery audits are reviews of accounting and financial records, supporting documentation, and other
pertinent information that are specifically designed to identify overpayments. They are a detective and corrective control that
management, rather than an independent auditor, implements.

252 C.F.R. § 200.521(d). OMB’s single audit guidance requires federal awarding agencies to issue management decisions as part of
their responsibilities to follow up on audit findings to ensure that federal award recipients take appropriate and timely corrective action.
A management decision clearly states whether the audit finding is sustained; the reasons for the decision; and the expected award
recipient’s actions to repay disallowed costs, make financial adjustments, or take other actions. 2 C.F.R. §§ 200.513(c)(3)(i),
200.521(a).

26|n 2023, we made six recommendations to FCC to implement various processes for managing fraud risks for its Affordable
Connectivity Program (ACP), all of which FCC has implemented. For example, we recommended that FCC develop and implement an
antifraud strategy for ACP that aligns with leading practices in the Fraud Risk Framework and develop and implement processes to
monitor certain antifraud controls. Implementing these recommendations better positioned FCC to provide better assurance that its
antifraud efforts are effectively preventing, detecting, and responding to fraud and safeguarding program funds. GAO-23-105399.
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Selected requirements and leading practices CHIPS H2Hubs GGRF2 E-Rate Health
(source) Center
Program
Have a Senior Management Council to assess and  had had did nothave  had had
monitor deficiencies in internal control (OMB Circular documented  documented  documented  documented  documented
A-123) procedures procedures procedures in  procedures procedures
place

Agencies had documented procedures in place related to the selected criteria.

Agencies did not have documented procedures in place related to the selected criteria.

Agencies had examples of selected criteria implementation, but did not have documented procedures in place related to the selected criteria.
CHIPS: CHIPS for America Fund

E-Rate: Universal Service Program for Schools and Libraries

Fraud Risk Framework: GAO’s A Framework for Managing Fraud Risks in Federal Programs

GGRF: Greenhouse Gas Reduction Fund

H2Hubs: Regional Clean Hydrogen Hubs Program

OMB: Office of Management and Budget

Source: GAO. | GAO-26-107444

2During the time period in which we conducted this engagement, Congress repealed EPA’s GGRF and rescinded the unobligated funding. See Pub. L.
No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).

All five selected programs created a structure with a dedicated entity to lead fraud management activities. For
example, DOE’s Senior Assessment Team charter states that it functions as an advisory committee
responsible for providing oversight for DOE’s Fraud Risk Management Framework to comply with governing
statutory, regulatory, and departmental guidance while mitigating fraud risks. Its duties include leading the
development and implementation of DOE’s Fraud Risk Management Framework and developing DOE’s
Antifraud Strategy.

Four of the selected programs had an SMC to assess and monitor any deficiencies in internal control. For
example, HHS’s Health Resources and Services Administration (HRSA) uses the Enterprise Governance
Board as the executive review and advisory body responsible for making recommendations on division-wide
areas of strategic importance, including programs like the Health Center Program. The board’s scope includes
strategic management, ensuring coordination of activities across HRSA, and operations issues. In addition, the
board is responsible for overseeing and monitoring progress on resolving any internal control deficiencies
identified.

However, EPA did not establish an SMC. According to OMB Circular A-123, Management’s Responsibility for
Enterprise Risk Management and Internal Control, agencies must have a SMC to assess and monitor
deficiencies in internal control.2? This council should be responsible for overseeing the timely implementation of
corrective actions related to material weaknesses. Such a council is also useful in determining when an entity
has taken sufficient action to declare that it has corrected a significant deficiency or material weakness.

EPA has not established an agency-wide SMC that assesses and monitors deficiencies in internal control. In
April 2025, EPA officials told us that the Executive Leadership Committee oversees enterprise risk
management activities but does not focus on fraud risk management activities. In addition, EPA officials stated
that they are developing fraud risk management structures, as EPA has not administered programs of this size
that have received a large amount of funding from the IRA (which appropriated funding for the Greenhouse
Gas Reduction Fund (GGRF) that Congress recently repealed) and the IIJA. According to EPA officials, as of
April 2025 they are discussing improvements to the governance structure with the intentions to implement

270ffice of Management and Budget, OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control.
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changes in the future. They added that they are in the process of developing a schedule to document EPA’s
governance structure but do not have a timeline for when they will complete this documentation.

Although Congress repealed the GGRF, by establishing an SMC, EPA will be better positioned to effectively
assess and monitor deficiencies in internal control, which will better position the agency to prevent fraud,
waste, and abuse in other EPA programs.

Two Agencies Did Not Fully Follow Risk Assessment Requirements and Leading
Practices for Selected Programs

In our evaluation of the design of selected programs’ risk assessment, we found that while three of the
programs fully included our selected requirements and leading practices in their risk assessment design, two
did not. (See table 3.)

|
Table 3: GAO Assessment of Agencies’ Design of Risk Assessment Related to Selected Practices to Oversee Federal Awards
and Prevent Fraud, Waste, and Abuse

Selected requirements and leading practices CHIPS? H2Hubs GGRPF" E-Rate Health
(source) Center
Program
Maintain agencywide and program-specific risk had had examples had had had examples
profiles (OMB Circular A 123, Fraud Risk Framework) documented  of selected documented  documented  of selected
procedures criteria procedures procedures criteria
Assess program specific risks, including fraud (Fraud had had examples had had had examples
Risk Framework) and improper payments (OMB documented  of selected documented  documented  of selected
Circular A-123 Appendix C) procedures criteria procedures procedures criteria

Agencies had documented procedures in place related to the selected criteria.

Agencies did not have documented procedures in place related to the selected criteria.

Agencies had examples of selected criteria implementation, but did not have documented procedures in place related to the selected criteria.
CHIPS: CHIPS for America Fund

E-Rate: Universal Service Program for Schools and Libraries

Fraud Risk Framework: GAO’s A Framework for Managing Fraud Risks in Federal Programs

GGREF: Greenhouse Gas Reduction Fund

H2Hubs: Regional Clean Hydrogen Hubs Program

OMB: Office of Management and Budget

Source: GAO. | GAO-26-107444
2For CHIPS, our review was based on the CHIPS Program Office’s preaward risk documentation.

bDuring the time period in which we conducted this engagement, Congress repealed EPA’s GGRF and rescinded the unobligated funding. See Pub. L.
No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).

Three out of the five selected programs fully followed OMB requirements to maintain an agencywide risk profile
and our identified leading practice to maintain a program-specific risk profile. For example, the Universal
Service Administrative Company (USAC), which administers E-Rate under FCC oversight and direction,
documented both an entity-level risk profile, which includes consideration of fraud risk as well as an E-Rate
program-specific fraud risk profile. The risk profiles included a score for each area of risk to identify its severity.

In addition, three out of the five selected programs fully assessed program-specific risks, including our
identified leading practice of assessing fraud risks and OMB requirements to assess improper payment risks.
For example, USAC has a fraud risk management policy stating that it will conduct program fraud risk
assessments biannually or when program changes necessitate.
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DOE and HHS Have Not Planned Regular Fraud Risk Assessments for
Their Respective Selected Programs

According to our Fraud Risk Framework, agencies should plan regular fraud risk assessments that are tailored
to each program.28 This includes planning to conduct fraud risk assessments at regular intervals and when
there are changes in a program or its operating environment. In addition, Standards for Internal Control in the
Federal Government states that documentation is a necessary part of an effective internal control system.2 |t
also states that management develops and maintains documentation of its internal control system.

Two selected programs did not include or document effective processes for conducting periodic fraud risk
assessments in their policies and procedures.

e H2Hubs. DOE has not documented a fraud risk assessment tailored to the Regional Clean Hydrogen Hubs
Program (H2Hubs) and has not documented in its policies and procedures how often risk assessments
would take place. In April 2025, DOE officials stated that the department discussed program risks for
H2Hubs but did not provide us with formal documentation of risk assessment plans. DOE officials stated
that they believed that a project-level fraud risk policy would be an inefficient use of resources at this time,
as H2Hubs has only recently issued awards. In addition, DOE officials noted that it is difficult to determine
fraud risk when the agency is still determining the details of the program. DOE stated that it will identify and
investigate these risks in fiscal years 2025 and 2026.

« Health Center Program. HHS conducted fraud risk assessments for the Health Center Program but did
not have policies in place documenting the frequency with which these program-specific fraud risk
assessments should occur. HHS has drafted fraud risk management guidance (which it has not yet
finalized) that encourages but does not require divisions to assess fraud risks on an annual basis. In April
2025, HHS officials stated that the department initiated drafting its Fraud Risk Implementation Plan in
spring 2018 and plans to finalize this guidance in 2025. Officials stated that HHS prioritized actively
conducting this work—identifying risks and addressing them across programs—over formal documentation
of the processes in the earlier stages of the program’s efforts to address fraud risks. They stated that the
staff responsible for leading fraud risk management activities have competing priorities, as they are also
responsible for implementation of the Payment Integrity Information Act of 2019.30

By planning and documenting regular fraud risk assessments that are tailored to the program, agencies will be
in a better position to develop a specific approach for addressing fraud risks and respond to program needs.

28GAO-15-593SP.
29GAO-14-704G.

30The Payment Integrity Information Act of 2019 (31 U.S.C. §§ 3351-3358) requires agencies to manage improper payments by
identifying risks, taking corrective actions, and estimating and reporting on improper payments in programs they administer. 31 U.S.C. §
3352.
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DOE and HHS Did Not Create Fraud Risk Profiles for Their Respective
Selected Programs

According to OMB Circular A-123, agencies must maintain a risk profile.3' The primary purpose of a risk profile
is to provide a thoughtful analysis of the risks an agency faces toward achieving its strategic objectives arising
from its activities and operations and to identify appropriate options for addressing significant risks.

In addition, our Fraud Risk Framework states that agencies should identify and assess risks to determine the
program’s fraud risk profile.32 This includes identifying inherent fraud risks, assessing the likelihood and effect
of fraud risks, determining fraud risk tolerance, and examining the suitability of existing fraud controls and
prioritizing residual fraud risks. As previously discussed, Standards for Internal Control in the Federal
Government states that documentation is a necessary part of an effective internal control system.33

Two selected programs did not create fraud risk profiles.

e H2Hubs. Although the Office of Clean Energy Demonstrations (OCED) documented a department-wide
risk profile, it has not documented a fraud risk profile for H2Hubs. In April 2025, DOE officials stated that
the department discussed program risks for H2Hubs but did not provide us with formal documentation of a
fraud risk profile. DOE officials stated they that believed that a project-level fraud risk policy would be an
inefficient use of resources at this time, as H2Hubs has only recently issued awards. In addition, DOE
officials noted that it is difficult to determine fraud risk when the agency is still determining the details of the
program. DOE stated that it will identify and investigate these risks in fiscal years 2025 and 2026.

« Health Center Program. HHS was unable to provide us with either an agencywide risk profile or risk
profile specific to the Health Center Program. In April 2025, HHS officials told us that the department is
working on helping its bureaus develop program-specific fraud risk profiles in the upcoming fiscal year; it
then plans to develop an agencywide fraud risk profile. They also stated that HHS prioritized actively
conducting the work—identifying risks and addressing them across programs—over formal documentation
of the processes in the earlier stages of the program’s efforts to address fraud risks. They stated that the
staff responsible for leading fraud risk management activities have competing priorities, as they are also
responsible for implementation of the Payment Integrity Information Act of 2019.

By creating agencywide and program-specific fraud risk profiles, DOE and HHS will be in a better position to
determine which specific control activities to design and implement for risk mitigation.

310ffice of Management and Budget, OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control.

32GAO-15-593SP.
33GAO-14-704G.

Page 13 GAO0-26-107444 Error! Reference source not found.


https://www.gao.gov/products/GAO-15-593SP
https://www.gao.gov/products/GAO-14-704G

Letter

Three Selected Programs Fully Included Identified Practices Related to Control
Activities in Their Policies and Procedures

In our evaluation of the design of the five selected programs’ control activities, we found that while three had
policies and procedures that included the selected requirements and leading practices, two did not. (See table
4.)

|
Table 4: GAO Assessment of Agencies’ Design of Control Activities Related to Selected Practices to Oversee Federal Awards
and Prevent Fraud

Selected requirements and leading practices CHIPS? H2Hubs® GGRF® E-Rate Health Center

(source) Programd

Determine risk responses and document an had did not have had had had examples of

antifraud strategy based on the fraud risk profile documented documented documented documented selected criteria

(Fraud Risk Framework) procedures procedures procedures procedures

Design and implement specific control activities to had had had had had

prevent and detect fraud (Fraud Risk Framework) documented documented documented documented documented
procedures procedures procedures procedures procedures

Agencies had documented procedures in place related to the selected criteria.

Agencies did not have documented procedures in place related to the selected criteria.

Agencies had examples of selected criteria implementation, but did not have documented procedures in place related to the selected criteria.
CHIPS: CHIPS for America Fund

E-Rate: Universal Service Program for Schools and Libraries

Fraud Risk Framework: GAO’s A Framework for Managing Fraud Risks in Federal Programs

GGRF: Greenhouse Gas Reduction Fund

H2Hubs: Regional Clean Hydrogen Hubs Program

Source: GAO. | GAO-26-107444
aFor CHIPS, our review was based on the CHIPS Program Office’s preaward risk documentation.

bFor H2Hubs, we identified documented control activities, such as invoice reviews, to help prevent and detect fraud, waste, and abuse. However, until
H2Hubs determines risk responses and documents an antifraud strategy, it is unclear whether these control activities will address all the fraud risks
associated with the program.

°During the time period in which we conducted this engagement, Congress repealed EPA’s GGRF and rescinded the unobligated funding. See Pub. L.
No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).

dFor the Health Center Program, HHS has drafted a fraud risk management implementation plan. However, the guidance is not yet final. We identified
documented control activities, such as site visits, financial assessments, and specialized reviews of moderate and high-risk organizations to help prevent
and detect fraud, waste, and abuse.

Three selected programs documented an antifraud strategy based on the fraud risk profile. For example,
USAC developed an entity-wide antifraud strategy, based on assessed risks, that covers E-Rate. This antifraud
strategy details USAC’s implementation of the four components of our Fraud Risk Framework. Specifically,
USAC'’s antifraud strategy requires (1) USAC’s leadership to commit to creating an antifraud culture; (2) USAC
to assess fraud risks through risk assessments, audits, and internal control reviews; (3) USAC to design and
implement antifraud controls; and (4) USAC to monitor and perform evaluations to ascertain fraud risk
management and detection activities.

In addition, EPA guidance states that agency senior leaders conduct strategic reviews to assess progress
toward agency objectives. During these reviews, officials look at risk assessments and identified fraud risks
and use this information to complete a summary of findings template that documents accomplishments,
challenges, risks, and opportunities. EPA had also identified high-level risks and mitigation strategies for the
recently repealed Greenhouse Gas Reduction Fund.
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All five selected programs designed and implemented specific control activities to prevent and detect fraud. For
example, OCED guidance details requirements to conduct prepayment and postpayment reviews on invoices
that award recipients submit. Prepayment reviews involve reviewing invoices for cost allowability and
reasonableness; postpayment reviews involve obtaining recipient invoice and cost and transaction details and
identifying risks of potential fraud, waste, abuse, or mismanagement. Such reviews of invoice documentation
can (1) help reduce the risk of improper payments, including fraud, and (2) identify issues and concerns earlier
than audit report findings.

DOE and HHS Did Not Document an Antifraud Strategy for Their
Respective Selected Programs

Our Fraud Risk Framework states that agencies should determine risk responses and document and
implement an antifraud strategy based on the fraud risk profile. This includes using the fraud risk profile to help
decide how to allocate resources to respond to residual fraud risks. It also includes developing, documenting,
and communicating an antifraud strategy to employees and stakeholders that describes the program’s
activities for preventing, detecting, and responding to fraud as well as monitoring and evaluation. The antifraud
strategy can help programs establish roles and responsibilities; describe the program’s activities for preventing,
detecting, and responding to fraud; create timelines for implementing fraud risk management activities; and
communicate fraud risk management activities to employees and stakeholders.

Two selected programs did not document an antifraud strategy.

e H2Hubs. DOE did not document an antifraud strategy for H2Hubs. In April 2025, DOE officials told us that
although they do not have an antifraud strategy in place specific to H2Hubs, the agency has policies in
place to prevent fraud. DOE officials stated that they believed that at this time a project-level fraud risk
policy would be an inefficient use of resources as the program has only recently issued awards. One DOE
official also noted that as H2Hubs is a new program, officials did not know how to implement our nine
identified requirements and leading practices. However, our Fraud Risk Framework states that the purpose
of proactively managing fraud risks is to facilitate, not hinder, the program’s mission and strategic goals by
ensuring that taxpayer dollars and government services serve their intended purposes.

In addition, DOE officials stated that awardees are responsible for writing and implementing policies and
procedures related to fraud, waste, and abuse. However, our Fraud Risk Framework states that managers
of federal programs maintain the primary responsibility for enhancing program integrity.

« Health Center Program. HHS did not document an antifraud strategy for the Health Center Program. In
April 2025, HHS officials told us that HHS plans on working with its divisions to identify and map fraud
risks. HHS officials noted that HHS initiated drafting its Fraud Risk Implementation Plan in spring 2018 and
plans on finalizing this guidance in 2025. However, the draft guidance does not discuss the control
activities HHS has in place to address fraud risks. HHS officials also stated that they prioritized actively
conducting the work—identifying risks and addressing them across programs—over formal documentation
of the processes in the earlier stages of the program’s efforts to address fraud risks. They stated that the
staff responsible for leading fraud risk management activities have competing priorities, as they are also
responsible for implementation of the Payment Integrity Information Act of 2019.

By designing and documenting an antifraud strategy, agencies will be better positioned to effectively design a
response to analyzed risks.
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Most Selected Programs Included the Identified Leading Practice to Communicate
Information in Their Policies and Procedures

In our evaluation of the design of selected programs’ information communication, we found that most (four of
the five) selected programs included our selected criteria in their design of information communication, and one
did not. (See table 5.)

|
Table 5: GAO Assessment of Agencies’ Design of Information Communication Related to Selected Practices to Oversee
Federal Awards and Prevent Fraud

Selected requirements and leading practices (source) CHIPS H2Hubs GGRF? E-Rate Health
Center
Program
Establish collaborative relationships with stakeholders  had did not have had had had
and create incentives to help ensure effective documented documented documented documented documented
implementation of the antifraud strategy (Fraud Risk procedures  procedures procedures procedures procedures
Framework)

Agencies had documented procedures in place related to the selected criteria.

Agencies did not have documented procedures in place related to the selected criteria.

Agencies had examples of selected criteria implementation, but did not have documented procedures in place related to the selected criteria.
CHIPS: CHIPS for America Fund

E-Rate: Universal Service Program for Schools and Libraries

Fraud Risk Framework: GAO’s A Framework for Managing Fraud Risks in Federal Programs

GGRF: Greenhouse Gas Reduction Fund

H2Hubs: Regional Clean Hydrogen Hubs Program

Source: GAO. | GAO-26-107444

@During the time period in which we conducted this engagement, Congress repealed EPA’'s GGRF and rescinded the unobligated funding. See Pub. L.
No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).

Four selected programs included policies and procedures for our identified leading practice to establish
collaborative relationships with stakeholders and create incentives to help ensure effective implementation of
the antifraud strategy. For example, EPA’s fraud risk management guidance encourages program offices to
convene key stakeholders to help identify fraud risks. In addition, EPA leveraged interagency expertise to
develop its award agreements for the recently repealed GGRF, and hosted public webinars with key
stakeholder groups, receiving input from states, local governments, and Tribal governments. According to the
EPA, the GGRF office also hosted grantee meetings and a grantee file-sharing platform to provide information
about implementing the GGRF, such as materials from grant management workshops, frequently asked
questions, and guidance documents.

However, DOE did not document collaborative relationships with stakeholders for H2Hubs. Our Fraud Risk
Framework states that agencies should establish collaborative relationships with internal and external
stakeholders to share information on fraud risks and share lessons learned related to fraud control activities.
Internal stakeholders include other offices within the agency, such as legal and ethics offices and offices
responsible for other risk management activities, while external stakeholders can include other federal
agencies, private-sector partners, state and local governments, law enforcement entities, and contractors.

Managers who effectively manage fraud risks collaborate and communicate with these internal and external
stakeholders to share information on fraud risks and emerging fraud schemes, as well as lessons learned
related to fraud control activities. Managers can do this through task forces, working groups, or communities of
practice.
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DOE did not provide evidence of establishing collaborative relationships with stakeholders and creating
incentives to help ensure effective implementation of the antifraud strategy for H2Hubs. In April 2025, DOE
officials told us that they believe local communities are invested in H2Hubs projects and willing to communicate
any problems that arise. However, they did not provide evidence of this occurring in any formal or documented
way. DOE officials stated that, at this time, they believed that a project-level fraud risk policy for H2Hubs would
be an inefficient use of resources as DOE has only recently issued awards. One DOE official also noted that,
as H2Hubs is a new program, they did not know how to implement our nine key criteria. However, our Fraud
Risk Framework states that the purpose of proactively managing fraud risks is to facilitate, not hinder, the
program’s mission and strategic goals by ensuring that taxpayer dollars and government services serve their
intended purposes.

In addition, DOE officials stated that awardees are responsible for writing and implementing policies and
procedures related to fraud, waste, and abuse. However, our Fraud Risk Framework states that managers of
federal programs maintain the primary responsibility for enhancing program integrity.

By documenting procedures for establishing collaborative relationships with stakeholders, DOE will be better
positioned to effectively share information on fraud risks and share lessons learned that can be used to
improve the design and implementation of fraud risk management activities. Empowering stakeholders with
such information can help reduce the risk of fraud.

Four Selected Programs Did Not Fully Establish Procedures Related to Selected
Requirements and Leading Practices to Monitor Fraud Risk

In our evaluation of the design of selected programs’ monitoring, we found that while one of the selected
programs included both of our identified requirements and leading practices in its design of monitoring
activities, four did not. (See table 6.)

. ____________________________________________________________________________________________________________________________|
Table 6: GAO Assessment of Agencies’ Design of Monitoring Related to Selected Practices to Oversee Federal Awards and
Prevent Fraud, Waste, and Abuse

Selected requirements and leading practices CHIPS H2Hubs GGRF? E-Rate  Health Center
(source) Program
Conduct risk-based monitoring and evaluate all had documented did not have had examples had had examples of
components of the Fraud Risk Framework (Fraud procedures documented of selected documented selected criteria
Framework) procedures criteria procedures

Undergo and evaluate audits (OMB Circular A-123), did not have had documented had had had documented
including recovery audits (OMB Circular A-123 documented procedures documented  documented procedures
Appendix C) and single audits (2 C.F.R. part 200, procedures procedures procedures

subpart F)

Agencies had documented procedures in place related to the selected criteria.

Agencies did not have documented procedures in place related to the selected criteria.

Agencies had examples of selected criteria implementation, but did not have documented procedures in place related to the selected criteria.
C.F.R.: Code of Federal Regulations

CHIPS: CHIPS for America Fund

E-Rate: Universal Service Program for Schools and Libraries

Fraud Risk Framework: GAO’s A Framework for Managing Fraud Risks in Federal Programs

GGREF: Greenhouse Gas Reduction Fund

H2Hubs: Regional Clean Hydrogen Hubs Program

OMB: Office of Management and Budget

Source: GAO. | GAO-26-107444
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aDuring the time period in which we conducted this engagement, Congress repealed EPA’s GGRF and rescinded the unobligated funding. See Pub. L.
No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).

Two out of the five selected programs fully followed our identified leading practice of establishing procedures to
conduct risk-based monitoring and evaluate all components of the Fraud Risk Framework. For example,
USAC’s fraud control plan states that USAC performs monitoring activities that include selecting, developing,
and performing ongoing evaluations to ascertain whether each of the fraud risk management principles is
functioning.

Four out of the five selected programs established procedures to follow OMB requirements to undergo and
evaluate audits, including OMB requirements to conduct recovery audits and OMB’s Uniform Guidance
requirements related to single audits. For example, DOE’s policies state that payment reporting sites shall
review their different types of programs and activities and prioritize conducting payment recovery audits on
categories with a higher potential for overpayments and recoveries. DOE’s policies also state that auditors will
conduct recovery audits in accordance with guidance in OMB Circular A-123, Appendix C, Requirements for
Payment Integrity Improvement. Additionally, National Institute of Standards and Technology guidance
requires that management decision letters be issued within 6 months following the Federal Audit
Clearinghouse’s acceptance of the single audit report. These letters must include a timetable for corrective
action to address single audit findings, as well as the status of the corrective action plan.

DOE, EPA, and HHS Did Not Have Procedures to Fully Monitor Fraud
Risk Management Activities for Selected Programs

According to our Fraud Risk Framework, agencies should conduct risk-based monitoring and evaluate all
components of the fraud risk framework.34 This includes monitoring the effectiveness of preventive activities,
including fraud risk assessments, the antifraud strategy, controls to detect fraud, and fraud response efforts.
Monitoring activities, because of their ongoing nature, can serve as an early warning system for managers to
help identify and promptly resolve issues through corrective actions and ensure compliance with existing
statutes, regulations, and standards. Evaluations, like monitoring activities, are reviews that focus on the
program’s progress toward achieving the objectives of fraud risk management. However, evaluations differ
from monitoring activities in that they are individual systematic studies conducted periodically or on an ad hoc
basis and are typically more in-depth examinations to assess the performance of activities and identify areas of
improvement. Four selected programs did not establish effective processes for monitoring fraud risk
management activities.H2Hubs. DOE officials were unable to provide evidence that they monitor fraud risk
management activities for H2Hubs, including all components of the fraud risk framework. In April 2025, DOE
officials told us that they will measure the project, technical, financial, and fraud risks annually and identify
lessons learned and changes made. However, DOE has not provided documentation showing this is the case.
DOE officials stated that they believe developing a project-level fraud risk management policy would be an
inefficient use of resources as they have only recently issued awards. DOE official also noted that, as H2Hubs
is a new program, they did not know how to implement our nine key criteria. However, our Fraud Risk
Framework states that the purpose of proactively managing fraud risks is to facilitate, not hinder, the program’s
mission and strategic goals by ensuring that taxpayer dollars and government services serve their intended
purposes.

34GAO-15-593SP.
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« GGRF. EPA provided documentation describing its procedures to monitor some components of the fraud
risk framework for the recently repealed GGRF. EPA included monitoring activities in its draft fraud risk
management guidance, which included some, but not all, of the monitoring components. In April 2025, EPA
officials told us that, based on prior years, EPA programs do not typically have much fraud. Because of
this, EPA’s fraud risk monitoring efforts were more proactive in nature, focusing on the vetting and ensuring
compliance of grantee applicants and award recipients, according to EPA officials. As discussed in
Appendix I, in July 2025, Congress repealed the GGRF and rescinded the unobligated funding.

« Health Center Program. HHS officials did not provide evidence that they monitor fraud risk management
activities for the Health Center Program, including all components of the fraud risk framework. HHS
developed draft fraud risk management guidance that includes monitoring fraud risk management
activities. However, this guidance is not yet final. In April 2025, HHS officials told us that they initiated
drafting their Fraud Risk Implementation Plan in spring 2018 and plan on finalizing this guidance in 2025.
They also stated that HHS prioritized actively conducting the work—identifying risks and addressing them
across programs—over formal documentation of the processes in the earlier stages of the program’s
efforts to address fraud risks. They also stated that the staff responsible for leading fraud risk management
activities have competing priorities, as they are also responsible for implementation of the Payment
Integrity Information Act of 2019.

By establishing procedures for conducting risk-based monitoring and evaluating all components of the Fraud
Risk Framework, agencies will be in a better position to provide assurance that they are effectively preventing,
detecting, and responding to potential fraud.

Commerce Did Not Evaluate the CHIPS Program for Recovery Audits

According to the Payment Integrity Information Act of 2019 and OMB Circular A-123 Appendix C, all programs
that expend $1 million or more annually should be considered for recovery audits. Recovery audits are reviews
of accounting and financial records, supporting documentation, and other pertinent information that are
specifically designed to identify overpayments. For a variety of reasons, some in both private industry and
government agencies process payments incorrectly. For instance, vendors make pricing errors on their
invoices, forget to include discounts they advertised to the general public, neglect to offer allowances and
rebates, or miscalculate freight charges. Overpayments result when vendors do not catch these mistakes.35

Commerce officials were unable to provide evidence showing that they consider programs expending $1
million or more annually for recovery audits. Commerce officials told us that their understanding was that
recovery audits occurred after fraud was identified, such as through improper payment activities. As such,
Commerce does not proactively consider its programs for recovery audits. Commerce officials told us that they
have not identified any overpayments in the CHIPS program. In addition, they told us that CPO’s Risk Office is
actively developing and honing its compliance and monitoring framework, which will include formal
consideration of recovery audit applicability as CHIPS disbursements increase and sufficient payment activity
is available for meaningful evaluation. By considering the use of recovery audits, Commerce will be better
positioned to effectively identify and recover overpayments within the CHIPS program.

35GAOQ, Contract Management: Recovery Auditing Offers Potential to Identify Overpayments, GAO/NSIAD-99-12 (Washington, D.C.:
Dec. 3, 1998).
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Conclusions

Proactively managing fraud risk is critical to facilitate program missions and strategic goals as it ensures that
taxpayer dollars and government services serve their intended purposes. This is especially important in
programs that have received substantial funding. For example, recent legislation provided the five agencies in
our review approximately $227 billion to support their federal programs, including those that administer awards
of federal financial assistance, such as grants.36 Given the nature of federal programs and related spending,
this amount is inherently at risk for fraud. Following requirements and leading practices from OMB and GAO
can help agencies prevent fraud, waste, and abuse to effectively steward taxpayer dollars. Documenting how
policies and procedures reflect these requirements and leading practices is necessary for agencies to
demonstrate effective design and implementation of an internal control system.

Except for FCC, the selected agencies we reviewed have not fully designed and documented their policies and
procedures related to nine requirements and leading practices that we identified for preventing fraud, waste,
and abuse. For example, Commerce has not yet included one of the nine identified requirements and leading
practices in its policies and procedures, such as evaluating audits. Further, DOE has not yet included five of
the nine identified requirements and leading practices in its policies and procedures, such as assessing
program-specific fraud risks. In addition, EPA did not included two of the nine identified requirements and
leading practices in its policies and procedures for the now repealed GGRF. One of these identified
requirements, having an SMC to assess and monitor deficiencies in internal control, still applies to EPA as an
agency-wide requirement. Also, HHS has not yet included four of the nine identified requirements and leading
practices in its policies and procedures, such as maintaining a fraud risk profile. Until these agencies design
and implement these identified requirements and leading practices, they will continue to face an increased risk
of fraud, waste, and abuse in the selected programs.

Recommendations for Executive Action

We are making 12 recommendations, one to Commerce, five to DOE, one to EPA, and five to HHS.
Specifically:

The Secretary of Commerce should ensure that consideration of the use of recovery audits of potential
overpayments for the CHIPS for America Fund is documented. (Recommendation 1)

The Secretary of Energy should ensure that procedures to conduct regular fraud risk assessments that are
tailored to H2Hubs are established. (Recommendation 2)

The Secretary of Energy should ensure that a program-specific risk profile for H2Hubs is documented.
(Recommendation 3)

36The $227 billion in appropriations does not reflect any rescissions enacted in July 2025 in relation to federal award programs that
EPA administered, including the GGRF, which Congress recently repealed. See Pub. L. No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154
(July 4, 2025).
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The Secretary of Energy should ensure that an antifraud strategy for H2Hubs is documented.
(Recommendation 4)

The Secretary of Energy should ensure that procedures to collaborate with stakeholders by sharing information
on fraud risks and sharing lessons learned related to fraud control activities for H2Hubs are documented.
(Recommendation 5)

The Secretary of Energy should ensure that procedures to monitor fraud risk management activities for
H2Hubs are documented. (Recommendation 6)

The Administrator of EPA should ensure that a Senior Management Council to assess and monitor deficiencies
in internal control is established. (Recommendation 7)

The Secretary of Health and Human Services should ensure that HHS’s policies documenting how often HHS
programs should conduct fraud risk assessments are finalized. (Recommendation 8)

The Secretary of Health and Human Services should ensure that an agencywide risk profile for HHS is
documented. (Recommendation 9)

The Secretary of Health and Human Services should ensure that a program-specific risk profile for the Health
Center Program is documented. (Recommendation 10)

The Secretary of Health and Human Services should ensure that an antifraud strategy for the Health Center
Program is documented. (Recommendation 11)

The Secretary of Health and Human Services should ensure that procedures to monitor fraud risk
management activities for the Health Center Program are documented. (Recommendation 12)

Agency Comments and Our Evaluation

We provided a draft of this report to DOE, EPA, Commerce, FCC, and HHS for review and comment. We
received written comments from DOE, EPA, Commerce, and HHS, which are reproduced in appendixes Il to
VI, respectively, and summarized below. We also received technical comments from EPA, Commerce, and
HHS, which we incorporated as appropriate. FCC officials informed us that they had no comments on the
report.

In its written comments, DOE concurred with the five recommendations made to it and described actions to
implement them. DOE stated that OCED, in coordination with other DOE departmental elements as
appropriate, will establish and implement comprehensive procedures to assess, mitigate, monitor, and
communicate fraud risks specific to the H2Hubs program.

In its written comments, EPA concurred with the recommendation made to it and described actions to
implement the recommendation. EPA described its recent establishment of a Risk Management Council as the
principal governance body responsible for providing executive-level oversight and strategic direction for the
Enterprise Risk Management Program. Our report originally included a second recommendation on
incorporating all components of the fraud risk framework into EPA’s procedures to monitor fraud risk
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management activities for the GGRF. However, as discussed in Appendix Il, in July 2025 Congress repealed
the GGRF and rescinded the unobligated funding. Because of this, we concluded that the recommendation
was no longer applicable and removed it from the report.

In its written comments, Commerce stated that it did not concur with the draft report’s two recommendations.
For the first recommendation regarding the use of internal and external evaluation to monitor the effectiveness
of internal control and enterprise risk management systems, Commerce stated in its letter that it had fully met
the recommendation. Commerce provided us with documentation of procedures showing that it uses internal
and external evaluation to monitor the effectiveness of internal control and enterprise risk management
systems. After reviewing the documentation, we determined that Commerce documented its use of internal
and external evaluations to monitor the effectiveness of internal control and enterprise risk management
systems. Thus, we modified the report and removed that recommendation.

For the second recommendation regarding consideration of the use of recovery audits of potential
overpayments, Commerce stated in its letter that it periodically considers whether the agency should perform
recovery audits across the agency, and noted that it has not identified any areas department-wide or otherwise
where it might be cost effective to conduct recovery audits. However, Commerce did not provide evidence
showing that it documents this periodic consideration in its policies and procedures. As we discuss in the
report, documentation is a necessary part of an effective internal control system. By documenting periodic
consideration of the use of recovery audits, Commerce will be better positioned to effectively identify and
recover overpayments within the CHIPS program.

In its written comments, HHS concurred with the five recommendations made to it and described actions to
implement them. HHS stated that it would finalize its fraud risk management guidance and take steps to
document an agency-wide fraud risk profile in fiscal year 2026. In addition, HHS noted that it is currently in the
process of finalizing its Health Center Program risk profile, antifraud strategy, and procedures to monitor fraud
risk management activities.

As agreed with your offices, unless you publicly announce the contents of this report earlier, we plan no further
distribution until 30 days from the report date. At that time, we will send copies to the appropriate congressional
committees, the Secretary of Commerce, the Secretary of Energy, the Secretary of Health and Human
Services, the Administrator of the Environmental Protection Agency, the Chairman of the Federal
Communications Commission, and other interested parties. In addition, the report will be available at no charge
on the GAO website at https://www.gao.gov/

If you or your staffs have any questions about this report, please contact me at padillah@gao.gov. Contact

points for our Offices of Congressional Relations and Public Affairs may be found on the last page of this
report. GAO staff who made key contributions to this report are listed in appendix Ill.

//SIGNED//

M. Hannah Padilla
Director, Financial Management and Assurance
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Appendix |: Objectives, Scope, and Methodology

This report (1) identifies what practices agencies can use to oversee or prevent fraud, waste, or abuse in
federal awards and (2) examines the extent to which selected programs had policies and procedures that
included these requirements and leading practices to oversee federal awards to help address financial
payment and fraud risks.

For our first objective, we identified sources of information, including laws, regulations, and guidance
describing requirements and leading practices to oversee and prevent fraud, waste, and abuse in federal
awards. We identified four guidance documents describing requirements and leading practices to oversee and
prevent fraud, waste, and abuse in awards, including grants, contracts, and loans:

1. GAO’s A Framework for Managing Fraud Risks in Federal Programs (Fraud Risk Framework);"

2. Office of Management and Budget's (OMB) OMB Circular A-123, Management’s Responsibility for
Enterprise Risk Management and Internal Control;?2

3. OMB’s Transmittal of Appendix C to OMB Circular A-123, Requirements for Payment Integrity
Improvement;® and

4. OMB’s Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards,
reprinted in Title 2, U.S. Code of Federal Regulations (C.F.R.), part 200.4

From these four documents, we aimed to identify up to two legal requirements or leading practices for each of
the five components of internal control: control environment, risk assessment, control activities, information and
communication, and monitoring. We primarily used OMB Circular A-123 as criteria for identifying these legal
requirement or leading practices because this guidance defines management’s responsibilities for internal
control. OMB Circular A-123 highlighted components from the Fraud Risk Framework that we used to identify
leading practices. OMB Circular A-123 also described requirements from OMB Circular A-123 Appendix C and
2 C.F.R. part 200 that we used in selecting our requirements and leading practices. It should be noted that the
nine selected requirements and leading practices are not a complete list of required practices to prevent fraud,
waste, and abuse. We used the selected requirements and leading practices as criteria for our second
objective.

For our second objective, we selected a nongeneralizable, nonprobability sample of five programs for review.
Specifically, we looked at programs receiving greater than or equal to $5 billion in funding related to
technology, health, and environmental sustainability. We considered the following factors in our program
selection: funding amount, program area, and the complexity of the program.5 To avoid duplication of work, we

1GAO, A Framework for Managing Fraud Risks in Federal Programs, GAO-15-593SP (Washington, D.C.: July 2015).

20ffice of Management and Budget, OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control, OMB M-16-17 (Washington, D.C.: July 15, 2016).

30ffice of Management and Budget, Transmittal of Appendix C to OMB Circular A-123, Requirements for Payment Integrity
Improvement, OMB M-21-19 (Washington, D.C.: Mar. 5, 2021).

4Subpart F of 2 C.F.R. part 200 sets out OMB’s guidance implementing the Single Audit Act, codified at 31 U.S.C. §§ 7501-7506.

SFor the purposes of this engagement, we considered programs with extensive eligibility requirements to be complex programs.
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also removed programs for consideration that were the subject of current office of inspector general (OIG) and
GAQO review.

OMB Circular A-123, Appendix C, Requirements for Payment Integrity Improvement,® notes that whether a
program is new to the agency is a potential risk factor that may affect the level of improper payments.” As
such, our selection emphasized at least one program that one or more of the following statutes enacted in
fiscal year 2022 authorized, modified, or substantially increased: CHIPS and Science Act of 2022 (CHIPS
Act),8 Infrastructure Investment and Jobs Act (IIJA),® and Inflation Reduction Act of 2022.10

Based on the factors described above, we chose the following five federal award programs for our selected
sample: 1

o the Department of Commerce’s CHIPS for America Fund, a new cooperative agreements program
receiving $50 billion in appropriations from the CHIPS Act;2

« the Environmental Protection Agency’s Greenhouse Gas Reduction Fund, a recently repealed competitive
grants program, which was new at the start of our engagement = and had received $27 billion in
appropriations from the IRA,;

« the Department of Energy’s Regional Clean Hydrogen Hubs, a new cooperative agreements program with
extensive eligibility requirements receiving $8 billion in appropriations from the 11JA;

o the Department of Health and Human Services’ (HHS) Health Center Program, an existing grants-based
program with $5.7 billion of obligations in fiscal year 2023, according to HHS; and

« the Federal Communications Commission’s Universal Service Fund Program for Schools and Libraries, an
existing reimbursement program with $2.7 billion in obligations in fiscal year 2023.

After selecting our programs for review, we obtained the selected agencies’ policies, guidance, and other
relevant documentation, such as internal memos, presentation materials, and internal control documentation.
We reviewed the documentation relative to the selected requirements and leading practices in our first
objective and evaluated the extent to which agencies had documented policies related to each criterion. We

60ffice of Management and Budget, Transmittal of Appendix C to OMB Circular A-123, Requirements for Payment Integrity
Improvement.

7As the term is used in Appendix C and related law, an improper payment is any payment that should not have been made or that was
made in an incorrect amount under statutory, contractual, administrative, or other legally applicable requirements. Incorrect amounts
are overpayments and underpayments. While all payments resulting from fraudulent activity are considered improper, not all improper
payments are the result of fraud.

8Pub. L. No. 117-167, div. A, 136 Stat. 1366, 1372 (Aug. 9, 2022).
9Pub. L. No. 117-58, 135 Stat. 429 (Nov. 15, 2021).
10Pub. L. No. 117-169, 136 Stat. 1818 (Aug. 16, 2022).

11Under 2 C.F.R. § 200.1, federal awards include grants, cooperative agreements, loans, and loan guarantees, as well as property,
interest subsidies, insurance, food commodities, direct appropriations, and certain other assistance. For our five programs, the federal
awarding agencies executed their awards through grants, cooperative agreements, loans, or loan guarantees.

12CHIPS funding is divided between two offices: (1) the CHIPS Research and Development (R&D) Office, which oversees $11 billion in
research and development incentives and focuses on developing a domestic R&D ecosystem, and (2) the CHIPS Program Office
(CPO), which oversees $39 billion in manufacturing incentives and focuses on investment in facilities and equipment. Our review
focused on CPO.

Page 25 GAO0-26-107444 Error! Reference source not found.



Appendix I: Objectives, Scope, and Methodology

did not test whether agencies were implementing selected requirements and leading practices. Some agencies
were able to provide evidence showing that they are implementing the requirements and leading practices but
did not document doing so in their policies and procedures. We considered these conditions in our evaluation
and gave partial credit in those cases.

We interviewed relevant agency officials to clarify agency documentation; obtain an understanding of agencies’
monitoring processes to help reduce fraud, waste, and abuse; and identify root causes for gaps in agencies’
development of policies to implement selected criteria. We also met with agencies’ OIG staff members to
determine whether agencies obtain the OIGs’ input on risks of fraud, waste, and abuse in their respective
programs.

We conducted this performance audit from March 2024 to December 2025 in accordance with generally
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Appendix II: Background Information on Selected
Programs

Commerce’s CHIPS for America Fund

Legislation enacted in January 2021 directed the Department of Commerce to establish the Creating Helpful
Incentives to Produce Semiconductors for America (CHIPS for America) program to provide federal financial
assistance to incentivize investment in facilities and equipment in the United States for semiconductor
fabrication, assembily, testing, advanced packaging, or research and development.' The CHIPS and Science
Act of 2022 amended this authorization, appropriating amounts for the CHIPS for America program, and
establishing three funds to support it, including the CHIPS for America Fund (CHIPS).2 The 2022 act
appropriated $50 billion for fiscal years 2022 through 2026 to CHIPS, of which it designated $39 billion for
Commerce to incentivize investment in facilities and equipment in the United States for semiconductor
fabrication, assembly, testing, advanced packaging, or research and development.3

In February 2023, Commerce launched the first CHIPS funding opportunity. It stated that CHIPS would provide
financial assistance through direct funding (through grants, cooperative agreements, or other transactions),
loans, and loan guarantees. It further stated that it was seeking applications for projects involving the
construction, expansion, or modernization of commercial facilities for the fabrication of leading-edge, current-
generation, and mature-node semiconductors. Semiconductors power consumer electronics, automobiles, data
centers, critical infrastructure, and almost all military systems.4 According to Commerce documentation, CHIPS
supports three main semiconductor initiatives: making large-scale investments in manufacturing, increasing
domestic production, and strengthening U.S. leadership in research and development (R&D).

Commerce’s National Institute of Standards and Technology (NIST) administers CHIPS, and two NIST offices
are responsible for implementing the law. The CHIPS Program Office (CPQO), which oversees $39 billion in
manufacturing incentives, focuses on investment in facilities and equipment and the CHIPS R&D Office, which
oversees $11 billion in research and development incentives, focuses on developing a domestic R&D

TWilliam M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021, Pub. L. No. 116-283, div. H, tit. XCIX, § 9902,
134 Stat. 3388, 4846 (Jan. 1, 2021), classified at 15 U.S.C. § 4652. The law states that this federal financial assistance may also be
provided in the form of loans and loan guarantees. 15 U.S.C. § 4652(g).

2Pub. L. No. 117-167, 136 Stat. 1366, 1372, div. A, § 102(a) (Aug. 9, 2022).

3Pub. L. No. 117-167, 136 Stat. 1366, 1372, div. A, § 102(a)(2) (Aug. 9, 2022). The amounts appropriated for each fiscal year are
available until expended; further, they are in addition to amounts otherwise available to carry out the semiconductor provisions (now
classified at 15 U.S.C. §§ 4652, 4654, 4656).

4Semiconductors, or chips, are tiny electronic devices, generally smaller than a postage stamp, that are based primarily on silicon or
germanium. They are composed of billions of components that can process, store, sense, and move data or signals. More advanced
semiconductors have various applications, such as for artificial intelligence, communications products, medical devices, and weapons.
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ecosystem.5 According to Commerce, in fiscal year 2024, CHIPS received approximately $7.8 billion in
appropriations, obligated approximately $1.3 billion, and disbursed approximately $1 billion.

On March 31, 2025, the President issued Executive Order 14255, which directed the establishment of the
United States Investment Accelerator as an office within Commerce. The order stated that the new office shall
be responsible for facilitating and accelerating investments above $1 billion in the United States, including
being responsible for NIST’s CPO. According to officials from CPO, the U.S. Investment Accelerator’'s
establishment has not changed its office’s key responsibilities, including award administration, disbursement
processing, and compliance oversight.

DOE’s Regional Clean Hydrogen Hubs

Congress enacted the Spark M. Matsunaga Hydrogen Act of 2005 to facilitate the comprehensive
development, demonstration, and commercialization of hydrogen and fuel cell technology in partnership with
industry.® This act directed the Department of Energy (DOE) to conduct an R&D program on technologies
related to hydrogen energy, fuel cells, and infrastructure in order to demonstrate and commercialize the use of
hydrogen for transportation, utility, industrial, commercial, and residential applications. In 2021, the
Infrastructure Investment and Jobs Act (IIJA) amended the hydrogen R&D program’s provision of the 2005
statute, appropriating $1.6 billion per year each for fiscal years 2022 through 2026 (in aggregate, $8 billion, to
be available until expended) for DOE to carry out the Regional Clean Hydrogen Hubs Program (H2Hubs).”

Under the 1IJA’s framework for this hydrogen R&D demonstration program, H2Hubs supports the development
of regional clean hydrogen hubs that demonstrate the production, processing, delivery, storage, and end use of
clean hydrogen, which aid in achieving the clean hydrogen production standard.8 H2Hubs funds hydrogen
hubs across the United States through the award of cooperative agreements to support the development of a
national network of clean hydrogen producers, consumers, and connective infrastructure while supporting the
production, storage, delivery, and end use of clean hydrogen. Additionally, H2Hubs aims to use the hub
program awards to accelerate the commercialization of clean hydrogen.

SFor this review, we focused on CPO and not the CHIPS R&D Office because the former received the majority of CHIPS funding.
6Pub. L. No. 109-58, tit. VIII, § 802, 119 Stat. 594, 844 (Aug. 8, 2005), classified at 42 U.S.C. § 16151(1).

"The IIJA amended title VIII (‘Hydrogen”) of the Energy Policy Act of 2005 (Pub. L. No. 109-58) to establish and fund H2Hubs. See
Pub. L. No. 117-58, div. D, tit. Ill, § 40314, 135 Stat. 429, 1008 (Nov. 15, 2021), which is classified, in part, at 42 U.S.C. § 16161a. See
also the 11JA’s division J, which appropriates the funding to carry out H2Hubs. 135 Stat. at 1378.

8See IIJA, Pub. L. No. 117-58, div. D, tit. lll, § 40314, 135 Stat. 429, 1008 (Nov. 15, 2021), which is classified, in part, at 42 U.S.C. §
16161a. Clean hydrogen refers to hydrogen produced in compliance with applicable greenhouse gas emissions standards. 42 U.S.C. §
16152(1). The clean hydrogen production standard refers to the standard established under 42 U.S.C. § 16166(a) related to the carbon
intensity of such production. 42 U.S.C. § 16161a(b)(1). A regional clean energy hub refers to a network of clean hydrogen producers,
potential clean hydrogen consumers, and connective infrastructure located in proximity. 42 U.S.C. § 16161a(a).
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In December 2021, DOE established a new office—the Office of Clean Energy Demonstrations (OCED)—to
administer its clean energy demonstration projects, including H2Hubs, and their associated federal awards.®
According to DOE, OCED plans to establish seven hubs located in different regions across the United States.
Each hub must provide a minimum of 50 percent of nonfederal cost share, according to a DOE funding
notice. 10 According to DOE, the projects are divided into the following four phases, which, as of September
2022, it expected to execute over a period of 8 to 12 years:

« Phase 1 is designed to encompass initial planning and analysis activities to ensure that the overall H2Hub
concept is technologically and financially viable, with input from relevant local stakeholders.

« Phase 2 is designed to finalize engineering designs and business development, site access, labor
agreements, permitting, off-take agreements, and community engagement activities.

« Phase 3 is designed to focus on implementation necessary to begin installation, integration, and
construction activities.

« Phase 4 is expected to ramp up H2Hub to full operations, including data collection to analyze program’s
operations, performance, and financial viability.

At the end of each phase, OCED plans to review and evaluate deliverables and determine whether to move
forward with each hub. In July 2024, OCED began awarding funds to H2Hubs to begin to solidify planning,
development, and design activities around site selection, technology deployment, community benefits and
engagement, labor partnerships, and workforce training. In fiscal year 2024, DOE received $1.6 billion in
appropriations for H2Hubs, 1 obligated approximately $109 million, and disbursed approximately $9 million.

On January 20, 2025, the President issued Executive Order 14154, which ordered all federal executive
agencies to immediately pause the disbursement of certain llJA-appropriated funds during a 90-day review
period.12 On January 21, 2025, the Office of Management and Budget issued additional guidance to executive
agency leaders, clarifying that the funding pause only applies to funds supporting programs, projects, or
activities that the policies listed in Executive Order 14154 may implicate.'3 Further, on February 11, 2025, the
President issued Executive Order 14210, which anticipated reductions in the federal workforce at many

9For H2Hubs, DOE awards funding for its hubs through cooperative agreements. Under the Office of Management and Budget's
Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (reprinted in 2 C.F.R. part 200), a
cooperative agreement is an award of financial assistance that, consistent with 31 U.S.C. chapter 63, is used to enter into the same
kind of relationship as a grant, except that substantial involvement is expected between the federal agency and the award recipient
when carrying out the activity the federal award contemplates. 2 C.F.R. § 200.1.

10Cost sharing means the portion of project costs not paid by federal funds or contributions. 2 C.F.R. § 200.1.

11The IIJA appropriated H2Hubs $1.6 billion each year from fiscal year 2022 through fiscal year 2025, such that the fiscal year 2024
appropriation was $1.6 billion. Another $1.6 billion in advanced appropriation will be made available at the start of fiscal year 2026 for a
total appropriation of $8.0 billion.

1290 Fed. Reg. 8353 (Jan. 29, 2025), which reprinted Exec. Order 14154, Unleashing American Energy (Jan. 20, 2025).

130ffice of Management and Budget, Guidance Regarding Section 7 of the Executive Order Unleashing American Energy, M-25-11
(Jan. 21, 2025).
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executive agencies, including DOE. 4 According to DOE officials, H2Hubs activities continued without
disruption during this time.

DOE officials reported that no OCED projects have been canceled following the April 2025 termination of the
90-day review period initiated pursuant to Executive Order 14154. DOE officials have stated that DOE has
initiated another agencywide review, which they expect to complete by the end of summer 2025 and anticipate
potentially resulting in DOE’s cancellation of some OCED projects or programs.

EPA's Greenhouse Gas Reduction Fund

The Clean Air Act seeks to protect human health and the environment from emissions that pollute ambient, or
outdoor, air and charges the Environmental Protection Agency (EPA) with prescribing necessary implementing
regulations.'s The Inflation Reduction Act of 2022 amended the Clean Air Act to include a new section 134
(now repealed) that established and funded the Greenhouse Gas Reduction Fund.'¢ Section 134 appropriated
$27 billion to the GGRF, the bulk of which was to remain available until the end of fiscal year 2024, to award
grants, on a competitive basis, to nonfederal entities to support greenhouse gas reduction efforts.'?” The
remaining $30 million of funds appropriated were for EPA’s administrative costs in carrying out the GGRF,
which Congress had previously authorized to remain available until September 30, 2031; however, as
discussed further below, Congress rescinded GGRF’s unobligated funding in July 2025.

Of the $27 billion appropriation, the IRA provided almost $20 billion in funding for competitive grants to eligible
nonprofit organizations. Under the now-repealed section 134 of the Clean Air Act that authorized the GGRF,
these organizations had been required to use the grants to (1) provide direct investment through financial
assistance for qualified projects at the national, regional, state, and local levels or (2) provide indirect
investment through funding or technical assistance to establish new or support existing entities that provide
financial assistance for qualified projects at the state, local, territorial, or Tribal level or in the District of
Columbia, including community- and low-income-focused lenders and capital providers.'8 Section 134 required
such projects to (1) reduce or avoid greenhouse gas emissions in partnership with or leveraging investment
from the private sector or (2) assist community efforts to reduce or avoid greenhouse gas emissions and other
forms of air pollution.

1490 Fed. Reg. 9669 (Feb. 14, 2025), which reprinted Exec. Order 14210, Implementing the President’s ‘Department of Government
Efficiency’ Workforce Optimization Initiative (Feb. 11, 2025).

152 U.S.C. §§ 7401(b); 7601. The Clean Air Act is classified, as amended, at 42 U.S.C. chapter 85.

16Pub. L. No. 117-169, tit. VI, subtit. A, § 60103, 136 Stat. 1818, 2065-67 (Aug. 16, 2022), previously classified at 42 U.S.C. § 7434,
repealed by, Pub. L. No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025).

1742 U.S.C. § 7434 repealed by, Pub. L. No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025). Under this now repealed IRA
provision, nonfederal entities consisted of U.S. states, the District of Columbia, U.S. territories, Tribal governments, municipalities, and
eligible nonprofit organizations.

18The authorizing IRA provision (previously classified at (42 U.S.C. § 7434 but now repealed) had required eligible nonprofit
organizations for direct investments to (1) be designed to provide capital, leverage private capital, and provide other forms of financial
assistance for the rapid deployment of low- and zero-emission products, technologies, and services; (2) not take deposits other than
deposits from repayments and other revenue received from financial assistance provided using grant funds under this section; (3) be
funded by public or charitable contributions; and (4) invest in or finance projects alone or in conjunction with other investors.
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The remaining $7 billion had been previously available for competitive grants to either eligible nonprofit
organizations or other nonfederal entities (e.g., U.S. states, municipalities, the District of Columbia, U.S.
territories, and Tribal governments) to provide financial and technical assistance to enable low-income and
disadvantaged communities to deploy or benefit from zero-emission technologies.

Prior to the GGRF’s repeal in July 2025, EPA’s Office of the Greenhouse Gas Reduction Fund administered
the GGRF. According to EPA, the GGRF previously had the following three program objectives: (1) to reduce
greenhouse gas emissions and other air pollutants;'® (2) to deliver the benefits of greenhouse gas and air
pollution-reducing projects to American communities, particularly those that are low income and
disadvantaged; and (3) to mobilize financing and private capital to stimulate the additional deployment of
greenhouse gas and air pollution-reducing projects. EPA released its framework for the former GGRF’s grant
competitions in April 2023 and announced award selections in April 2024.The IRA directed EPA to award
competitive grants for the GGRF by September 30, 2024. According to EPA, the agency obligated $27 billion in
funds for the GGRF as of August 2024 and disbursed $21.8 million in fiscal year 2024.

EPA-distributed GGRF funds were distributed through three separate competitions:20

« National Clean Investment Fund. The $14 billion National Clean Investment Fund program, whose
authorization Congress has repealed, previously aimed to award funds to establish national clean financing
institutions that would deliver accessible, affordable financing for clean technology projects nationwide. In
August 2024, EPA awarded funds to three grant recipients, which were partnering with private-sector
investors, developers, community organizations, and others. On August 14, 2025, EPA officials stated that
the National Clean Investment Fund program had been terminated and that on March 11, 2025 (after we
had completed our initial fieldwork for this engagement), EPA had issued notices of termination to all three
grantees for this program. On August 14, EPA officials further stated that there is ongoing litigation, as well
as administrative disputes, pertaining to this program’s notices of termination, and that funds continue to be
frozen in the private bank that serves as the program’s financial agent.

« Clean Communities Investment Accelerator. The $6 billion Clean Communities Investment Accelerator
program, whose authorization Congress has repealed, previously aimed to award funds to establish hubs
that would provide funding and technical assistance to community lenders working in low-income and
disadvantaged communities, providing a pathway to deploy projects while also building the capacity of
hundreds of community lenders to finance projects. In August 2024, EPA awarded funds to five grant
recipients. On August 14, 2025, EPA officials stated that the Clean Communities Investment Accelerator
program had been terminated and that on March 11, 2025 (after we had completed our initial fieldwork for
this engagement), EPA had issued notices of termination to all five grantees for this program. On August
14, EPA officials further stated that there is ongoing litigation, as well as administrative disputes, pertaining
to this program’s notices of termination, and that the funds continue to be frozen in the private bank that
serves as the program’s financial agent.

19The authorizing IRA provision (previously classified at 42 U.S.C. § 7434, but now repealed) had defined greenhouse gases to consist
of the following air pollutants: carbon dioxide, hydrofluorocarbons, methane, nitrous oxide, perfluorocarbons, and sulfur hexafluoride. 42
U.S.C. § 7434(c)(2), repealed by, Pub. L. No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July 4, 2025). Further, a different provision of
the Clean Air Act defines an air pollutant as any air pollution agent(s) (e.g., physical, chemical, biological, or radioactive substances)
that enters the ambient air. 42 U.S.C. § 7602(g).

20Information is from EPA’s descriptions of the competitions related to the recently repealed GGRF.
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« Solar for All. The $7 billion Solar for All program, whose authorization Congress has repealed, previously
aimed to award funds to expand the number of low-income and disadvantaged communities primed for
distributed solar investment. According to EPA, it awarded funds to 60 grant recipients in summer 2024,
including states, U.S. territories, Tribal governments, municipalities, and eligible nonprofit organizations.
Under their awards, grantees had agreed to expand existing low-income solar programs. On August 14,
2025, EPA officials stated that the Solar for All program had been terminated and that on August 7, 2025
(after we had completed our initial fieldwork for this engagement), EPA had issued notices of termination to
the 60 grantees for this program.

On July 4, 2025, the President signed into law Public Law 119-21—commonly known as the One Big
Beautiful Bill Act—, which terminated the GGRF by immediately repealing GGRF’s authorizing legislation
(Section 134 of the Clean Air Act) and rescinding GGRF’s unobligated appropriations, including EPA’s
remaining funds for the GGRF’s administrative costs.2! On September 2, 2025, EPA officials stated that
EPA’s Office of the Greenhouse Gas Reduction Fund is responsible for administering the process of
closing out the GGRF’s now repealed GGRF.

HHS’s Health Center Program

The federal Health Center Program was established in the mid-1960s to help low-income individuals gain
access to health care services. Today, this program funds federal awards for health centers (either public
entities or nonprofits), which operate outpatient facilities that provide preventive, diagnostic, and other primary
health care services to medically underserved populations.22

The Department of Health and Human Services’ (HHS) Health Resources and Services Administration’s
(HRSA)23 Bureau of Primary Health Care administers the Health Center Program. HRSA, pursuant to an
authorization in Section 330 of the Public Health Service Act (PHSA),24¢ makes awards to support health
centers—known as Section 330 grants—to include funding in four areas:

1. Community health. Centers with this funding serve general populations that have limited access to health
care. Each center must provide primary health services to all residents who reside in the center’s service
area, regardless of their ability to pay. According to HRSA officials, most health centers receive this type of
Section 330 funding.

2. Homeless population. Centers with this funding provide primary care services to individuals who lack
permanent housing or live in temporary facilities or transitional housing. These centers must also provide
substance use disorder services and supportive services targeted to the homeless population.

3. Residents of public housing. Centers with this funding provide primary health care services to residents
of public housing and individuals living in areas immediately accessible to public housing.

21An Act to provide for reconciliation pursuant to Title 1l of H. Con. Res. 14, Pub. L. No. 119-21, tit. VI, § 60002, 139 Stat. 72, 154 (July
4, 2025).

2242 U.S.C. § 254b.
23HRSA is a subagency within HHS.

24The Public Health Service Act is classified, as amended, at 42 U.S.C. chapter 6A, and section 330 of the act is classified, as
amended, in part, at 42 U.S.C. §§ 254b, 254c.
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4. Migratory and seasonal agricultural workers. Centers with this funding provide primary care to
migratory agricultural workers (individuals whose principal employment is in agriculture and who establish
temporary residences for work purposes) and seasonal agricultural workers (individuals whose principal
employment is in agriculture on a seasonal basis but who do not migrate for the work). Families of
migratory and seasonal agricultural workers are also eligible for care at these sites.

As of April 2025, more than 16,000 health center sites are distributed across states and territories.

HRSA funding for the Health Center Program comes from both discretionary appropriations and the
Community Health Center Fund’s (CHCF) mandatory appropriations.2> Congress statutorily established CHCF
in 2010, and intended it to provide for expanded and sustained national investment in PHSA Section 330
community health centers.26 In fiscal year 2024, the Health Center Program received approximately $7.2 billion
in appropriations, obligated approximately $6 billion, and disbursed approximately $2.8 billion.27

In addition, HHS’s Office of the Assistant Secretary for Financial Resources (ASFR) provides advice and
guidance on all aspects of budget, financial management, grants, and acquisition management. ASFR also
provides direction on the implementation of these activities across HHS, including to HRSA for its Health
Center Program.

FCC’s Schools and Libraries Program

Since its establishment under the Communications Act of 1934, Congress has charged the Federal
Communications Commission (FCC) with providing all people in the United States with affordable access to
the nation’s telecommunications network.28 Section 254 of the Telecommunications Act of 1996 amended the
1934 law, codifying this universal service concept.2? It did so, in part, by expanding the applicable beneficiaries
of universal service, including elementary and secondary schools and libraries. To establish support
mechanisms for this universal service expansion, the 1996 law required all telecommunications carriers
serving a geographic area to provide eligible schools and libraries with advanced telecommunications and
information services to use for educational purposes at discounted rates.30

To comply with the 1996 law’s requirement to establish universal support mechanisms, FCC issued its final
rules in 1997 for universal service, which, among other things, established the Universal Service Program for

25Djscretionary appropriations refer to budget authority that generally annual appropriations acts provide. Mandatory appropriations
refer to budget authority that is provided in laws other than appropriations acts and is available on a multiyear or permanent basis.
CHCEF was initially funded for 5 years and has since been extended more than once. At the conclusion of our fieldwork, CHCF, whose
appropriations are available until expended, was funded through the end of fiscal year 2025.

2642 U.S.C. § 254b-2(a).

27Fiscal year 2024 appropriations include mandatory resources intended for the first quarter of fiscal year 2025.
28Pyb. L. No. 73-416, tit. |, § 1, 48 Stat. 1064 (June 19, 1934), classified, as amended, at 47 U.S.C. § 151.

29Pyb. L. No. 104-104, § 101, 110 Stat. 46, 62-80 (Feb. 8, 1996), classified, as amended, in part, at 47 U.S.C. § 254.
3047 U.S.C. § 254(h).
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Schools and Libraries (E-Rate).3' In 2014, FCC adopted two orders to modernize E-Rate, adopting updated
regulations that included a focus on supporting broadband.32 The orders cited three program goals: (1)
ensuring affordable access to high-speed broadband sufficient for schools and libraries; (2) maximizing the
cost-effectiveness of spending for E-Rate-supported purchases; and (3) making E-Rate’s application process
and other E-Rate processes fast, simple, and efficient. E-Rate, which the Universal Service Administrative
Company (USAC) administers today, under FCC oversight and direction, helps schools, libraries, and
consortia of eligible schools and libraries obtain affordable broadband by providing discounts for
telecommunications, internet access, and internal connections.33 The participants in E-Rate include school and
library applicants, service providers, and E-Rate program consultants. According to materials that E-Rate
published, schools and libraries must apply each funding year to receive E-Rate support. Eligible schools,
school districts, and libraries may apply individually or as a part of a consortium.

Companies that provide interstate telecommunication services fund E-Rate by making statutorily mandated
payments into the federal Universal Service Fund.34 Many of these companies, in turn, pass on their
contribution costs to their subscribers through a line item on subscribers’ telephone bills. USAC is responsible
for processing the applications for support, confirming eligibility, and reimbursing service providers and eligible
schools and libraries for the discounted services. USAC also ensures that the applicants and service providers
comply with the E-Rate rules and procedures that FCC established. USAC disburses E-Rate funding either to
service providers or directly to schools and libraries. It does so by applying one of the following two
disbursement methods:

1. Service provider invoicing method. Reimbursements for the discounted amount are made to the service
provider when the provider has charged the school or library the nondiscounted amount of costs of the
eligible equipment/services that the provider delivered. For example, if an applicant is eligible for an 80
percent discount on a bill amounting to $100, then the applicant pays the nondiscounted share (i.e., $20) to
the service provider, and the service provider then seeks a reimbursement from USAC for the discounted
share of costs (i.e., $80).

2. Billed entity applicant reimbursement method. USAC makes reimbursements for the discounted
amount to the school or library if it paid for the costs of eligible equipment/services in full to the service
provider after receipt/delivery. For example, if an applicant is eligible for an 80 percent discount on a bill

31See Universal Service, 62 Fed. Reg. 32862 (June 17, 1997), which promulgated implementing regulations (1) to modify existing
universal support intended to promote affordable access to telecommunications and information services to low-income consumers and
consumers residing in high cost, rural, and insular regions of the United States and (2) to establish new universal service support
mechanisms for eligible schools and libraries to purchase telecommunications services at discounted rates and eligible rural health care
providers to have access to telecommunications services at rates comparable to those in urban areas.

32See Order FCC-14-99, Modernization of the Schools and Libraries “E-Rate” Program (July 11, 2014), reprinted in 79 Fed. Reg. 49160
(Aug. 19, 2014), and Order FCC-14-189, Modernization of the Schools and Libraries “E-rate” Program and Connect America Fund
(Dec. 11, 2014), reprinted in 80 Fed. Reg. 5961 (Feb. 4, 2015).

33The Universal Service Administrative Company (USAC) is an independent, nonprofit corporation designated as the permanent
administrator of universal service by FCC pursuant to 47 C.F.R. § 54.701.

34Under 47 U.S.C. § 254(d), telecommunications carriers providing interstate telecommunications services must contribute to the
Universal Service Fund, unless exempted by FCC. FCC may also require other providers of interstate telecommunications to contribute
to the Universal Service Fund if necessary for the public interest. Using projections USAC calculates, FCC is responsible for
determining the percentage of interstate and international telecommunications revenues carriers must contribute to the fund each
quarter. 47 C.F.R. § 54.709.
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amounting to $100, the applicant pays 100 percent of the service provider’s bill (i.e., $100) and then seeks
a reimbursement from USAC for the discounted share of costs (i.e., $80).

Contributions that telecommunications companies pay to the federal Universal Service Fund supply the funds

for E-Rate. In fiscal year 2024, E-Rate obligated approximately $2.9 billion and disbursed approximately $2.6
billion.
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Appendix lll: Comments from the Department of
Commerce

United States Department of Commerce
Office of the Chief Financial Officer and Assistant Secretary for Administration
Washington, D.C. 20230

Hannah Padilla

Director, Financial Management and Assurance
U.S. Government Accountability Office

441 G Street NW Washington, DC 20548

Dear Ms. Padilla:

Thank you for the opportunity to respond to the GAO draft report entitled GAO-25-107444, Federal Awards:
Selected Programs did not Fully Incorporate Identified Practices to Enhance Oversight and Fraud Prevention.

In the attached comments, the Department provides additional information regarding the GAO findings and
encourages GAO to determine that the Selected Requirements and Leading Practices identified in the report
are fully met and to remove both Recommendation 1 and Recommendation 2 that are addressed to the
Department of Commerce.

If you have any questions, please contact MaryAnn Mausser, Department GAO Audit Liaison, at (202) 482-
8120 or mmausser@doc.gov.

Sincerely,

Jeremy Pelter
Acting Chief Financial Officer and Assistant Secretary for Administration

Department of Commerce’s Comments on
GAO Draft Report entitled Federal Awards: Selected Programs did not Fully Incorporate Identified Practices to
Enhance Oversight and Fraud Prevention (GAO-25-107444)

The Department of Commerce has reviewed the draft report, and we offer the following comments for GAQO’s
consideration.

Comments on Recommendations

The Government Accountability Office (GAQO) made two (2) recommendations to the Department of Commerce
in the report.
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* Recommendation 1: The Secretary of Commerce should ensure that procedures to use the results of
internal and external evaluations to monitor the design or operating effectiveness of internal control and
enterprise risk management systems for the CHIPS for America Fund are documented.

Commerce Response: The Department of Commerce (“Department”) believes such procedures are
documented, in compliance with the GAO’s Fraud Risk Management Framework, Office of Management and
Budget (OMB) Circular A-123, and OMB’s Uniform Guidance related to single audits, for the reasons outlined
below. Accordingly, the Department encourages GAO to determine that the Selected Requirement and
Leading Practice is “Fully Met” and remove Recommendation 1.

CPO has Operationalized and Documented Procedures to Integrate the Results of Internal and External
Evaluations to Monitor the Design and Operating Effectiveness of its Internal Risk and Control Framework.

The CHIPS Program Office (CPO) has an operationalized and documented Fraud Risk Management Strategy
and Framework, which identifies the CPO Risk Office as the anti-fraud lead, led by a Chief Risk Officer (CRO)
who reports directly to the CPO Director. From the outset, this structure has provided assurance that fraud and
risk management are integrated across all operations and prioritized by Program leadership.

The Fraud Risk Management Strategy and Framework establishes procedures for regularly conducting and
updating fraud risk assessments. These documents were previously provided to GAO; as indicated on page 12
of the Fraud Risk Management Strategy and Framework, “the Risk Office will perform ongoing monitoring and
periodic evaluation activities to confirm that risk response strategies are being implemented, validate the
efficacy of FRM Program activities, and assess whether CPO is effectively preventing, detecting and
responding to potential fraud.” Additionally, CPO considers the results of internal and external evaluations as
part of its internal control and Enterprise Risk Management (ERM) environment through interlocking
processes, operating practices, and governance structures. The ERM process establishes CPO’s cadence of
identifying, assessing, responding to, and monitoring enterprise-level risks, which are reported to CPO
leadership on a regular basis throughout the year. CPO’s mitigation strategies addressing this risk are reported
regularly to CPO’s Enterprise Risk Committee (ERC). As stated in CPO’s ERC Charter, one of the ERC’s
functions is “monitoring the implementation of corrective actions to address CPO specific internal control, fraud
risk, and audit issues.”

The ERC reviews Fraud risk management, internal controls assessments, and internal reviews which are
integrated into the ERM process and risk governance structure, in accordance with its Charter. The ERC
regularly reviews internal audit reports and recommendations to revise procedures. For example, in October
2024, the ERC reviewed the results of testing CPO’s Statement of Interest, Pre-Application, and Full
Application processes and considered recommendations for process improvement. These mechanisms
therefore ensure that evaluation findings are used to assess and strengthen program design and effectiveness.
Such ERC activities are documented in the Committee’s meeting minutes.

Furthermore, the Risk Office independently conducts internal control assessments per the guidance and
requirements of OMB Circular A-123, risk assessments, and compliance reviews. The Risk Office also
oversees corrective actions, which are reviewed by CPO leadership through the ERM process. CPO’s risk and
compliance governance structures and processes, which integrate risk assessment, process improvement, and
enhanced decision-making are documented in CPO’s Compliance Policy, ERM Policy, and ERC Charter,
attached.
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* Recommendation 2: The Secretary of Commerce should ensure that consideration of the use of recovery
audits of potential overpayments for the CHIPS for America Fund is documented.

Commerce Response: The Department of Commerce (“Department”) periodically considers if the Department
should perform recovery audits across DOC and believes CPO has considered the use of recovery audits of
potential overpayments, satisfying the requirements of the Payment Integrity Information Act of 2019 (PIIA) and
Office of Management and Budget (OMB) Circular A-123, Appendix C for the reasons outlined below.
Accordingly, the Department encourages GAO to determine that the Selected Requirement and Leading
Practice is “Fully Met” and remove Recommendation 2.

CPO, in accordance with the Payment Integrity Information Act of 2019 (P1IA) and Office of Management and
Budget (OMB) Circular A-123, Appendix C, has Considered Recovery Audits and Determined That Conducting
Recovery Audits is Not Applicable at This Time.

As defined in OMB Circular A-123, Appendix C, Requirements for Payment Integrity Improvement, agencies
are expected to conduct recovery audits or similar payment recapture mechanisms only when they are cost-
effective and offer the greatest financial benefit to the government. The guidance expressly permits agencies
to use alternative mechanisms that prevent or detect overpayments where they are more appropriate than
formal recovery audits.

CPO has designed and implemented robust internal controls consistent with federal payment integrity
requirements of the PIIA and OMB Circular A-123 Appendix C, with a focus on proactive, preventive controls,
prior to processing all disbursements.

CPO has embedded such compensating mechanisms into its core operations thereby providing a greater
benefit than post-disbursement recovery audits. These mechanisms include—but are not limited to—the
following prior to each disbursement:

« Each disbursement request is presented to an executive panel and approved through a formal, recorded
vote.

* Review of technical evidence demonstrating adequate completion of milestones and/or workforce impact
as determined within the awardee’s direct funding agreement.

+  Comprehensive invoice documentation and review occur prior to processing each disbursement to ensure
accuracy and completeness.

* Review of detailed conditions precedent, (i.e., a mandatory legal gating requirement must be satisfied
before funds may be disbursed or a contractual obligation becomes enforceable).

*  Physical site inspections conducted to validate the stated work has been completed, as appropriate.

»  Compliance scans and monitoring are refreshed to validate the risk profile remains unchanged to support
the Department’s anti-money laundering efforts.

In many respects, these controls provide stronger safeguards by preventing overpayments at the outset rather
than relying on retrospective identification and recapture. From its inception, the CHIPS Program has
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thoughtfully and methodically prioritized the prevention of improper disbursements through robust pre-
disbursement controls, rather than relying on a retrospective “pay and chase” model.

Because CPO management previously determined that recovery audits are not cost-beneficial and because
the awarded loans have not resulted in disbursements, and may never do so, CPO has already considered
and reasonably concluded that recovery audits would be both duplicative of existing controls, premature, and
an inefficient use of agency resources. In light of these program-specific safeguards, CPO has met both the
intent and requirements of the PIIA and OMB Circular A-123, Appendix C.

In addition to CPO’s controls, the Department has extensive payment integrity monitoring, minimization,
recapturing, and corrective actions efforts in place, including the identification of improper payments through
bureau post-payment reviews, the Department’s Office of Inspector General (OIG) audits or reviews, Single
Audit Act audits of grants/cooperative agreements, other grants/cooperative agreements audits or reviews,
contract closeout reviews, grants/cooperative agreements closeout reviews, other audits or reviews, and
sample reviews of Department-wide sustained disallowed costs.

The Department’s bureaus (including NIST) report improper payments and related recaptures information
(recaptures information for improper payments of $10,000 or more) to the Department’s Office of Financial
Management (OFM) on a quarterly basis. OFM then tracks the improper payments of $10,000 or more that
have not been fully recaptured, and periodically throughout the fiscal year requests updates from the
responsible bureaus on tracked, unrecaptured improper payments.

The Department (and the lead office for this being the Office of Financial Management) periodically considers if
the Department should perform recovery audits across DOC. The Department currently has not identified any
areas Department-wide or otherwise where it might be cost-effective to conduct payment recapture audits. The
Department continues to periodically evaluate if there are any categories of disbursements for which payment
recapture auditing could be or could become cost-effective.
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Appendix IV: Comments from the Environmental
Protection Agency

August 14, 2025

Ms. M. Hannah Padilla

Director

Financial Management and Assurance
U.S. Government Accountability Office
Washington, DC 20548

Dear Ms. Padilla:

Thank you for the opportunity to review and comment on the U.S. Government Accountability Office’s draft
report, Federal Awards: Selected Programs did not Fully Incorporate Identified Practices to Enhance Oversight
and Fraud Prevention (GAO-25-107444), received on July 31, 2025. The purpose of this letter is to provide the
U.S. Environmental Protection Agency’s response to the draft report findings, conclusions, and two agency-
specific recommendations, numbers 8 and 9.

The EPA generally agrees with GAO'’s findings and conclusions pertaining to establishing a Senior Risk
Management Council and to ensuring all components of the GAO Fraud Risk Framework are incorporated into
the EPA’s procedures to monitor fraud risk management activities.

This report provides the results and recommendations related to GAO’s analysis of data for the EPA,
Department of Health and Human Services, Federal Communications Commission, Department of Commerce,
and Department of Energy program’s responsibility to oversee and prevent fraud, waste, and abuse in awards,
including grants, contracts, and loans.

The agency agrees with the GAO’s recommendations.
GAO Recommendation 8:

The Administrator of the EPA should ensure to have a Senior Management Council to assess and monitor
deficiencies in internal control is established.

EPA Response:

The EPA acknowledges and agrees with the audit recommendation. In Fiscal Year 2025, the agency made
significant strides in enhancing its risk management framework by successfully establishing the Risk
Management Council on April 29, 2025. The establishment of the RMC marks a pivotal step in strengthening
the EPA’s Enterprise Risk Management Program. The RMC serves as the principal governance body
responsible for providing executive-level oversight and strategic direction for the Enterprise Risk Management
Program. This comprehensive oversight of the EPA’s top risks includes identification and management of fraud
risks. The RMC is comprised of senior leadership throughout the EPA, including the Associate Deputy
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Administrator, Deputy Chief Financial Officer/Chief Risk Officer, Deputy Chief of Staff for Management, and
Regional Senior Leadership.

The establishment of the RMC underscores the EPA’s commitment to fostering a robust risk management
culture and ensuring proactive identification and mitigation of potential risks. By leveraging the insights and
leadership of the RMC, the agency aims to enhance its ability to navigate challenges and safeguard its mission
objectives effectively.

GAO Recommendation 9:

The Administrator of the EPA should ensure that all components of the fraud risk framework are incorporated
and EPA’s procedures to monitor fraud risk management activities for the Greenhouse Gas Reduction Fund is
finalized.

EPA Response:

The EPA agrees with the importance of robust fraud risk management and GAO’s recommendation to ensure
comprehensive integration of the fraud risk framework across all relevant components. The EPA is committed
to finalizing procedures to effectively monitor fraud risk management activities across all of EPA’s grant
programs, including the Greenhouse Gas Reduction Fund programs.1

To address this recommendation, the EPA will undertake the following actions:

* Integration of Fraud Risk Framework: EPA will ensure that all elements of the fraud risk framework are
systematically incorporated into the agency’s operations. This includes identifying potential fraud risks,
assessing their impact, implementing preventive controls, and establishing mechanisms for detection and
response.

* Finalization of Monitoring Procedures: EPA is in the process of finalizing procedures to monitor fraud risk
management activities. The Fraud Risk Management Guidance will be finalized by September 30, 2025.
These procedures will include risk assessments, ongoing risk-based monitoring, and reporting protocols to
ensure transparency and accountability.

+ Continuous Improvement: EPA will engage in continuous evaluation and enhancement of its fraud risk
management strategies to adapt to evolving risks and ensure alignment with best practices EPA is
dedicated to safeguarding the integrity of its programs and funds. The actions described support the
Administrator’'s Powering the Great American Comeback Initiative, maximizing the environmental benefit of
each taxpayer dollar, while strengthening the agency’s ability to prevent, detect, and respond to fraud risks
effectively.

Again, EPA appreciates the opportunity to review and respond to the draft report. If you have any questions,
please contact me or your staff may contact Shay Bracey, the Office of the Chief Financial Officer's Audit
Liaison, at Bracey.Shay@epa.gov.

Sincerely,

Page 41 GAO0-26-107444 Error! Reference source not found.



Appendix IV: Comments from the Environmental Protection Agency

Paige Hanson
Chief Financial Officer
U.S. Environmental Protection Agency

cc: Gregg Treml
Lek Kadeli

Meshell Jones-Peeler
Gregory Luebbering
Julie Zavala

Brian Webb

Nikki Wood

Susan Perkins
Jovandra Sanderlin
Brittany Wilson
Shay Bracey

EPA GAO Liaison
Team Nick Thorpe
Kristien Knapp

(1) The $27 billion Greenhouse Gas Reduction Fund is comprised of three programs — the $14 billion National
Clean Investment Fund (NCIF), the $6 billion Clean Communities Investment Accelerator (CCIA), and the $7
billion Solar for All (SFA) program — all three of which have been terminated. On March 11, 2025, the EPA
issued notices of termination to the eight NCIF and CCIA grantees. There is ongoing litigation, as well as
administrative disputes, pertaining to the notices of termination, and the funds continue to be frozen in Citibank
as the Financial Agent. On August 7, 2025, the EPA issued notices of termination to the 60 SFA grantees.
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Appendix V: Comments from the Department of
Health and Human Services

Department of Health and Human Services
Office of the Secretary

Assistant Secretary for Legislation
Washington, DC 20201

September 5, 2025

Hannah Padilla

Director

Financial Management and Assurance

U.S. Government Accountability Office

441 G Street NW

Washington, DC 20548

Dear Ms. Padilla:

Attached are comments on the U.S. Government Accountability Office’s (GAQO) report entitled, “FEDERAL
AWARDS: Selected Programs Did Not Fully Incorporate Identified Practices to Enhance Oversight and Fraud
Prevention” (GAO-25-107444).

The Department appreciates the opportunity to review this report prior to publication.

Sincerely,

Gary Andres
Assistant Secretary for Legislation

Attachment

General Comments From The Department Of Health & Human Services On The Government Accountability
Office’s Draft Report Entitled — Federal Awards: Selected Programs Did Not Fully Incorporate Identified
Practices To Enhance Oversight And Fraud Prevention (Gao-25-107444)

The U.S. Department of Health & Human Services (HHS) appreciates the opportunity from the Government
Accountability Office (GAO) to review and comment on this draft report.

Recommendation 10

The Secretary of HHS should ensure that HHS's policies documenting how often HHS programs should
conduct fraud risk assessments are finalized.
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HHS Response

HHS concurs with the recommendation. The finalized Fraud Risk Management Implementation Plan will
include updated procedures for conducting program-specific fraud risk assessments at regular intervals and as
needed, ensuring flexibility and responsiveness to emerging risks.

Recognizing that fraud risks evolve due to programmatic changes and environmental factors, HHS encourages
its divisions to proactively conduct fraud risk assessments when new risks arise, or operational changes
necessitate re-evaluation. To support these efforts, HHS will finalize and disseminate the updated guidance
and provide training and technical assistance to Divisions and programs for effective implementation in FY
2026.

Recommendation 11
The Secretary of HHS should ensure that an agency-wide risk profile for HHS is documented.
HHS Response

HHS concurs and will begin to explore options to implement and document an agency-wide fraud risk profile in
FY 2026.

Recommendation 12

The Secretary of HHS should ensure that a program-specific risk profile for the Health Center Program is
documented.

HHS Response

HHS concurs and is currently implementing this recommendation. The Health Resources and Services
Administration (HRSA) is working with the HHS Office of the Assistant Secretary for Financial Resources
(ASFR) to finalize the risk profile to address GAQO’s recommendation. HRSA is completing a fraud risk
assessment using ASFR’s Fraud Risk Assessment Portal (FRAP), which incorporates GAQO’s fraud risk
management framework and allows HHS divisions to create, maintain, and complete fraud risk assessments
as well as create profiles for programs.

Recommendation 13

The Secretary of HHS should ensure that an antifraud strategy for the Health Center Program is documented.
HHS Response

HHS concurs and is currently implementing this recommendation. HRSA is working with the ASFR to finalize
documentation of an antifraud strategy to address GAO’s recommendation. HRSA is completing a fraud risk
assessment, which incorporates GAQO’s fraud risk management framework and supports HHS divisions in

developing risk mitigation strategies and action plans in response to fraud risks uniquely tailored for each
program.
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In addition to finalizing the antifraud strategy, HRSA currently follows 45 CFR § 75.205 and HHS’s Grants
Policy Administration Manual by applying a risk-based strategy to federal awards to effectively direct resources
and eliminate potential risks. HRSA utilizes its risk management strategy throughout the lifecycle of each
Health Center Program award, which includes HRSA identifying and assessing risks, taking actions to mitigate
or minimize them, and monitoring and evaluating the results to inform future monitoring steps. HRSA also
assesses applicant risk prior to making an award by conducting a pre-award risk assessment to determine the
risk an applicant poses to meeting federal programmatic and administrative requirements. By identifying and
assessing risks early in the process, HRSA reduces the likelihood of fraud, waste, and abuse occurring.

HRSA also oversees the compliance of Health Center Program requirements through operational site visits
and other compliance mechanisms during the project/designation period. HRSA may also assess compliance
with program requirements through reviewing (1) audit data, (2) Uniform Data System or similar performance
reports, (3) Medicare/Medicaid reports, external accreditation, or other federal, state, or local findings or
reports as applicable, and (4) conducting onsite verification of compliance at any point within a
project/designation period or prior to any final Health Center Program award/designation decisions (see Health
Center Program Compliance Manual, Chapter 2: Health Center Oversight).

Recommendation 14

The Secretary of HHS should ensure that procedures to monitor fraud risk management activities for the
Health Center Program are documented.

HHS Response

HHS concurs and is currently implementing this recommendation. HRSA is working with ASFR to finalize
documentation of procedures to monitor fraud risk management activities to address GAO’s recommendation.

In addition to finalizing the documentation to monitor fraud risk management activities, HRSA monitors Health
Center Program awardees to ensure they follow the Health Center Program Compliance Manual, which
includes oversight requirements that mitigate various fraud risks. Moreover, HRSA documents and implements
grant management reviews, which examine an awardee’s programmatic and financial activity, to ensure that
project activities and costs are reasonable, allocable, and allowable. As part of the annual OMB Circular A-123
assessments, HRSA also examines its grant award policies and procedures to evaluate the effectiveness of its
internal controls.
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Department of Energy
Washington, DC 20585

Ms. M. Hannah Padilla

Director

Financial Management and Assurance

U.S. Government Accountability Office

441 G Street N.W.

Washington, DC 20548

Dear Ms. Padilla,

Thank you for the opportunity to review and comment on Government Accountability Office's (GAO) draft
report titled, "Federal Awards: Selected Programs Did Not Fully Incorporate Identified Practices to Enhance
Oversight and Fraud Prevention (GAO-25-107444)."

We concur with GAO's findings. The draft report also contained five (5) recommendations directed to the
Department of Energy (DOE). OCED concurs with GAQO's recommendations.

GAO should direct any questions to Howard Dickenson, Acting Deputy Director, Office of Clean Energy
Demonstrations.

Sincerely,

Cathy Tripodi

Director

Office of Clean Energy Demonstrations
Enclosure

Management Response

GAO Draft Report: "Federal Awards: Selected Programs Did Not Fully Incorporate Identified Practices to
Enhance Oversight and Fraud Prevention (GAO-25-107444)"

5 Recommendations to DOE:

The Secretary of Energy should ensure that procedures to conduct regular fraud risk assessments that are
tailored to the H2H;ubs programs are established. (Recommendation #3)

The Secretary of Energy should ensure that a program- specific risk profile for the H2Hubs program is
documented. (Recommendation #4)

Page 46 GAO0-26-107444 Error! Reference source not found.



Appendix VI: Comments from the Department of Energy

The Secretary of Energy should ensure that an anti-fraud strategy for the H2Hubs program is documented.
(Recommendation #5)

The Secretary of Energy should ensure that procedures to collaborate with stakeholders by sharing information
on fraud risks and sharing lessons learned related to fraud control activities for the H2Hubs program are
documented. (Recommendation #6)

The Secretary of Energy should ensure that procedures to monitor fraud risk management activities for the
H2Hubs program are documented. (Recommendation #7)

DOE Response: Concur
OCED, in coordination with other DOE Departmental Elements, as appropriate, will establish and implement
comprehensive procedures to assess, mitigate, monitor, and communicate fraud risks specific to the H2Hubs

program.

Estimated Completion Date: March 2026
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GAO Contact

M. Hannah Padilla, padillah@gao.gov

Staff Acknowledgments

In addition to the contact named above, Matthew Valenta (Assistant Director), Laura Pacheco (Auditor in
Charge), Seto Bagdoyan, Joseph Cook, Vijay D’'Souza, Lauren Stacy Fassler, Chad Gorman, Thomas James,
Jason Kelly, Nikita Kuna, Sarah Lisk, Jonathan Meyer, Jill Naamane, Anne Rhodes-Kline, Michelle Rosenberg,
and Andrew Von Ah made key contributions to this engagement.

GAOQO’s Mission

The Government Accountability Office, the audit, evaluation, and investigative arm of Congress, exists to support
Congress in meeting its constitutional responsibilities and to help improve the performance and accountability of the
federal government for the American people. GAO examines the use of public funds; evaluates federal programs and
policies; and provides analyses, recommendations, and other assistance to help Congress make informed oversight,
policy, and funding decisions. GAO’s commitment to good government is reflected in its core values of accountability,
integrity, and reliability.

Obtaining Copies of GAO Reports and Testimony

The fastest and easiest way to obtain copies of GAO documents at no cost is through our website. Each weekday
afternoon, GAO posts on its website newly released reports, testimony, and correspondence. You can also subscribe to
GAOQO’s email updates to receive natification of newly posted products.

Order by Phone

The price of each GAO publication reflects GAO’s actual cost of production and distribution and depends on the number
of pages in the publication and whether the publication is printed in color or black and white. Pricing and ordering
information is posted on GAQO’s website, https://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card, MasterCard, Visa, check, or money order. Call for
additional information.

Connect with GAO

Connect with GAO on X, LinkedlIn, Instagram, and YouTube.
Subscribe to our Email Updates. Listen to our Podcasts.
Visit GAO on the web at https://www.gao.gov.

To Report Fraud, Waste, and Abuse in Federal Programs
Contact FraudNet:

Website: https://www.gao.gov/about/what-gao-does/fraudnet

Automated answering system: (800) 424-5454


mailto:padillah@gao.gov
https://www.gao.gov/
https://www.gao.gov/subscribe/index.php
https://www.gao.gov/ordering.htm
https://x.com/usgao
https://www.linkedin.com/company/us-government
https://www.instagram.com/usgao/
https://youtube.com/usgao
https://www.gao.gov/about/contact-us/stay-connected
https://www.gao.gov/podcast/watchdog.html
https://www.gao.gov/
https://www.gao.gov/about/what-gao-does/fraudnet

Appendix IV: GAO Contact and Staff Acknowledgments

Media Relations

Sarah Kaczmarek, Managing Director, Media@gao.gov

Congressional Relations
A. Nicole Clowers, Managing Director, CongRel@gao.gov

General Inquiries
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