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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

July 20, 2023
To Federal Officials and Others Interested in the Federal Information System Controls Audit Manual

GAO invites your comments on the proposed changes to the Federal Information System Controls
Audit Manual (FISCAM). This letter identifies the major proposed changes and provides instructions for
submitting comments on the proposed methodology.

GAO first issued FISCAM in 1999 and last issued a revision in February 2009. When issued in final
form, this revision will supersede the February 2009 revision. The effective date for this revision will be
included when it is issued in final form.

The proposed changes in the 2023 exposure draft update FISCAM to (1) address responses received
through focus groups and interviews with internal and external officials, stakeholders, and users and (2)
reflect changes in relevant auditing standards, guidance, control criteria, and technology since the last
revision. Enclosure | to this letter contains a summary of the major proposed changes. In addition, GAO
is developing a separate performance audit guide to focus on assessing controls designed,
implemented, and operated to mitigate cybersecurity risks.

We are requesting comments on this draft from federal, state, and local government officials; managers
and auditors at all levels of government; professional organizations; public interest groups; and other
interested parties. To assist you in developing your comments, specific questions are presented in
enclosure Il to this letter along with a link for a fillable form. We encourage you to respond to these
questions and comment on any additional issues that you note.

Please send your comment letters to our FISCAM inbox, FISCAM@gao.gov, no later than October 18,
2023. If you need additional information, please contact me at (202) 512-3406 or FISCAM@gao.gov.

Dawn B. Simpson
Director, Financial Management and Assurance

Enclosures — 2
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This exposure draft updates the Federal Information System Controls Audit Manual (FISCAM)
to reflect changes in relevant auditing standards, guidance, control criteria, and technology
since the last revision. The summary of major proposed changes below focuses on those
changes that meaningfully affect the FISCAM methodology and does not include minor editorial
changes.

Changes to the Format, Design, and Organization

Enhance the usability of the manual. The 2023 FISCAM exposure draft proposes to reformat,
redesign, and reorganize FISCAM to enhance its usability. The major proposed changes to the
format include the use of numbered sections, numbered paragraphs, and subheadings. Other
major proposed changes to the design and organization of the manual are discussed below.

e The 2023 FISCAM exposure draft proposes four sections that include new and existing
content from chapters 1 and 2 of extant FISCAM. Section 100, Introduction, provides an
overview of the FISCAM methodology. Section 200, Planning Phase, includes auditor
requirements, guidance, and procedures for planning an information system (IS) controls
assessment, including identifying relevant IS control objectives. Section 300, Testing Phase,
includes auditor requirements, guidance, and procedures for identifying IS controls for
testing and determining the nature, extent, and timing of IS control tests. Section 400,
Reporting Phase, includes auditor requirements and guidance for communicating the results
of the IS controls assessment.

« The 2023 FISCAM exposure draft proposes the following three appendixes included as
section 500:

« Appendix 500A, FISCAM Glossary, updates extant FISCAM appendix XI, Glossary.

« Appendix 500B, FISCAM Framework, updates the tables containing critical elements,
control activities, control techniques, and suggested audit procedures from extant
FISCAM chapters 3 and 4.

« Appendix 500C, FISCAM Assessment Completion Checklist, provides new content that
assists auditors with determining whether the FISCAM methodology was followed.

« Given the potential for revisions to address public comments, the 2023 FISCAM exposure
draft does not include figures, such as those included in extant FISCAM. However, we
anticipate the final product will include figures derived from the final product content. We are
requesting feedback on the types of information that may be useful to provide in the form of
figures.

Changes to the Methodology and Framework

Simplify the FISCAM Framework. The extant FISCAM includes 14 control categories: five
general control categories, five application security control categories aligning with the general
control categories, and four business process application-level control categories. The 2023
FISCAM exposure draft proposes to combine the general and application security control
categories in extant FISCAM into five general control categories: security management, access
controls, segregation of duties, configuration management, and contingency planning. The 2023
FISCAM exposure draft also proposes to reorganize the business process, interface, and data
management system control activities in extant FISCAM. Such control activities are collectively

Page 2 GAO0-23-104975 FISCAM 2023 Exposure Draft



Enclosure |

renamed business process controls and consist of the user, application, and general control
activities related to specific business processes (e.g., management of business process
applications, interfaces, and data management systems).

Align the FISCAM Framework with relevant criteria. The extant FISCAM includes appendix IV,
Mapping of FISCAM to NIST SP 800-53 and Other Related NIST Publications. This appendix
maps each extant critical element to relevant controls from National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-53, Recommended Security Controls for
Federal Information Systems.' The 2023 FISCAM exposure draft includes appendix 500B,
FISCAM Framework. This framework provides a more granular mapping of each illustrative
control activity to relevant controls from NIST SP 800-53, Security and Privacy Controls for
Information Systems and Organizations.2 Moreover, each control from NIST SP 800-53 is
addressed by one or more illustrative control activities in the FISCAM Framework.

Clarify the use of the FISCAM Framework. The extant FISCAM generally requires auditors to
determine whether IS controls are effective in achieving the FISCAM control categories. This
generally involves assessing IS controls within each critical element of the control category. The
2023 FISCAM exposure draft does not require summary-level conclusions for each FISCAM
control category but proposes to require auditors to (1) identify relevant IS control objectives
and (2) test IS control activities sufficient to conclude on whether such control objectives are
achieved. For federal financial audits, the auditor is required to identify relevant control
objectives that support the auditor’s overall assessment of internal control over financial
reporting. The FISCAM Framework (app. 500B) presents an objectives-based control
framework to assist the auditor in (1) identifying relevant IS control objectives and (2) selecting
the IS control activities (or a combination of IS control activities) that are likely to achieve the
relevant IS control objectives and are most efficient for testing. The GAO and Council of the
Inspectors General for Integrity and Efficiency Financial Audit Manual (FAM) establishes a basis
for determining relevant IS control objectives for financial audits.3 The auditor is expected to use
professional judgment to tailor the audit procedures as appropriate.

Changes Relevant to Professional Auditing Standards and Guidance

Incorporate changes to auditing standards since 2009. Changes to relevant auditing standards
since FISCAM was last issued in 2009 are incorporated. The 2023 FISCAM exposure draft
incorporates by reference generally accepted government auditing standards (GAGAS).4

'National Institute of Standards and Technology, Recommended Security Controls for Federal Information Systems,
Special Publication 800-53, rev. 2 (Gaithersburg, Md.: December 2007).

2National Institute of Standards and Technology, Security and Privacy Controls for Information Systems and
Organizations, Special Publication 800-53, rev. 5 (Gaithersburg, Md.: September 2020).

3GAO and Council of the Inspectors General for Integrity and Efficiency, Financial Audit Manual, vol. 1,
GAO-22-105894 (Washington, D.C.: June 2022, updated May 2023); Financial Audit Manual, vol. 2, GAO-22-105895
(Washington, D.C.: June 2022, updated May 2023); and Financial Audit Manual, vol. 3, GAO-21-105127
(Washington, D.C.: September 2021, updated June 2023).

4GAO, Government Auditing Standards: 2018 Revision, GAO-21-368G (Washington, D.C.: July 2018, updated April
2021).
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Clarify auditor requirements. The FISCAM exposure draft clarifies auditor requirements by
removing “generally” and limiting the use of “must” and “should.” “Must” indicates unconditional
requirements that come directly from GAGAS. “Should” indicates requirements GAO has
determined are mandatory when the circumstances exist to which the requirement is relevant,
except in rare circumstances when the specific procedure to be performed would be ineffective

in achieving the intent of the requirement.

Changes to Relevant Control Criteria

Incorporate changes to relevant control criteria since 2009. Changes to relevant control criteria
since FISCAM was last issued in 2009 are incorporated where appropriate. The critical
elements and control objectives included within the FISCAM Framework presented in appendix
500B are consistent with the principles and attributes included in Standards for Internal Control
in the Federal Government (Green Book).5 Additionally, the illustrative control activities included
within the FISCAM Framework address information security and privacy control requirements
presented in NIST Computer Security Resource Center publications—and specifically include all
information security and privacy control requirements presented in NIST SP 800-53.6

5GAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September
2014).

6National Institute of Standards and Technology, Security and Privacy Controls for Information Systems and
Organizations, Special Publication 800-53, rev. 5 (Gaithersburg, Md.: September 2020).
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We encourage you to comment on the following discussion items and any additional items that
you note when reviewing the 2023 Federal Information System Controls Audit Manual
(FISCAM) exposure draft. Please use the fillable form to associate your comments with specific
questions and section and paragraph numbers. We request that you provide your rationale for
any proposed changes along with suggested revised language.

1. The 2023 FISCAM exposure draft proposes to simplify the FISCAM Framework by
consolidating and reorganizing certain control categories, objectives, and activities. The
2023 FISCAM exposure draft also proposes to clarify the use of the FISCAM Framework
through enhanced auditor requirements and application guidance.

Please comment on how these updates to the FISCAM Framework are likely to affect
the auditor’s ability to evaluate IS controls to the extent necessary to support the
achievement of the engagement objectives. Specifically, please comment on the clarity
and appropriateness of the auditor requirements and application guidance for:

a. identifying relevant information system (IS) control objectives for each area of
audit interest in section 240 and section 270;1

b. selecting IS control activities (or a combination of IS control activities) that are
likely to achieve the relevant IS control objectives and are most efficient for
testing in section 320; and

c. determining whether sufficient, appropriate evidence for the design,
implementation, and operating effectiveness of IS controls has been obtained to
the extent necessary to support the achievement of the engagement objectives
in section 340.

2. The 2023 FISCAM exposure draft includes a FISCAM Assessment Completion Checklist
to help auditors determine whether they have followed FISCAM requirements.

Please comment on

a. the usefulness of this checklist in helping auditors determine whether they have
followed FISCAM requirements and

b. any enhancements to improve it.

3. The 2023 FISCAM exposure draft presents expanded guidance for assessing IS controls
that external entities, including service organizations, perform on behalf of the entity.

1Areas of audit interest are a subset of the entity’s information systems, information system components, and
information system resources that, based on their significance to the engagement objectives, the auditor includes in
the scope of the IS controls assessment. At the business process level, areas of audit interest may include business
process applications, interfaces, data management systems, specific data files, and system-generated reports. At the
system level, areas of audit interest may include operating systems, access control software, and hardware devices
used for information processing, data storage, and network communications.
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This guidance was removed from extant FISCAM appendix VII, Entity’s Use of Service
Organizations, and incorporated throughout sections 200, 300, and 400.

Please comment on how these changes are likely to affect the auditor’s ability to assess
IS controls that external entities perform.

4. The 2023 FISCAM exposure draft does not include graphics, tools, or templates.

Please comment on where graphics, tools, or templates may provide clarity.
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110 Purpose and Applicability

.01

.02

.03

.04

The Federal Information System Controls Audit Manual (FISCAM) presents a
methodology for assessing the design, implementation, and operating
effectiveness of information system (IS) controls. Generally accepted
government auditing standards (GAGAS) define IS controls as internal controls
that depend on information system processing.8 IS controls include user,
application, and general controls. This manual uses the term “IS controls
assessment” to refer to the auditor’'s assessment of IS controls using FISCAM.

The purpose of the IS controls assessment is to evaluate the design,
implementation, and operating effectiveness of IS controls to the extent
necessary to support the achievement of the engagement objectives. IS controls
assessments can also be performed to support the engagement team’s
conclusions regarding the reliability of information that information systems
produce that is intended to materially support findings, conclusions, or
recommendations. IS controls assessments conducted in accordance with
FISCAM are performed as part of a financial audit, attestation engagement, or
performance audit.

The FISCAM methodology is designed to be applied to a wide variety of IS
controls assessments, and is to be used in connection with federal financial
statement audits and attestation engagements. FISCAM may be used for
performance audits when the engagement objectives include assessing the
effectiveness of business process application controls, similar to an assessment
performed for financial audits.

A wide range of auditors and audit organizations that conduct IS controls
assessments of federal entities and programs, as well as audits of nonfederal
entities that collect, process, or maintain information on behalf of federal entities,
may use this manual.® IS controls assessments are generally performed by IS
controls auditors—auditors with technical expertise and experience in IS controls
auditing. However, other auditors with appropriate training, expertise, and
supervision may undertake specific tasks performed as part of the IS controls
assessment. Throughout this manual, the term “auditor” means either an (1) IS
controls auditor or (2) other auditor working in consultation with or under the
supervision of an IS controls auditor.

8GAO, Government Auditing Standards: 2018 Revision, GAO-21-368G (Washington, D.C.: July 2018, updated April

2021) para. 8.63.

9For FISCAM purposes, nonfederal entities include state, local, territorial, and tribal governments; nonprofits; and for-
profit organizations.
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120 IS Control Concepts

.01 This section describes IS control concepts used throughout FISCAM. It defines
IS controls, describes the types of IS controls, and defines control objectives for
each type. The section also contains information about the levels at which these
controls may be implemented.

Types of IS Controls and Control Objectives

.02 IS controls are those internal controls that depend on information system
processing.'0 IS controls include the following:

e User controls — Portions of controls that are performed by people
interacting with information systems. A user control is an IS control if its
effectiveness depends on information system processing.

e Application controls — Controls that are incorporated directly into
application software, including controls over the input, processing, and
output of data.

e General controls — The policies and procedures that apply to all or a large
segment of an entity’s information systems. !

FISCAM organizes IS controls as business process controls or general controls
based on whether they have a direct or indirect effect on information processing
objectives (completeness, accuracy, and validity).

.03 Business process controls consist of those user, application, and general
controls that are designed to achieve one or more of the following information
processing objectives:

o Completeness — All transactions and events that should have been
recorded have been properly recorded at each stage of processing.

e Accuracy — Data relating to transactions and events are properly and
timely recorded at each stage of processing.

o Validity — All recorded transactions and events that actually occurred are
related to the entity and were executed according to prescribed
procedures.

When designed, implemented, and operating effectively, business process
controls reasonably assure the completeness, accuracy, and validity of
transactions, events, and data. General controls included as business process
controls in FISCAM are those that directly support the effective operation of user
and application controls, which are designed to achieve information processing
objectives.

.04 General controls are the policies and procedures that apply to all or a large
segment of an entity’s information systems. General controls in FISCAM exclude
those that directly support the effective operation of user and application controls,

10GAO-21-368G, para. 8.63.
1MGAO-21-368G, para. 8.63(a),(b),(c).
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which are included in FISCAM as business process controls. General controls
create a suitable environment to support the effective operation of business
process controls. General controls may be designed to achieve one or more of
the following information security objectives:

o Confidentiality — Preserving authorized restrictions on information access
and disclosure, including means for protecting personal privacy and
proprietary information. A loss of confidentiality is the unauthorized
disclosure of information.

o Integrity — Guarding against improper information modification or
destruction, which includes ensuring information’s nonrepudiation and
authenticity.2 A loss of integrity is the unauthorized modification or
destruction of information.

¢ Availability — Ensuring timely and reliable access to and use of
information. A loss of availability is the disruption of access to or use of
information or an information system.

.05 General controls include security management, logical and physical access
controls (access controls), segregation of duties, configuration management, and
contingency planning.3

.06 Security management is the foundation of a security-control structure and reflects
senior management’s commitment to addressing security risks. Information
security management programs provide a framework and continuous cycle of
activity for managing risk, developing and implementing effective security
policies, assigning responsibilities, and monitoring the adequacy of the entity’s IS
controls. Without a well-designed information security management program,
security controls may be inadequate; responsibilities may be unclear,
misunderstood, or improperly implemented; and controls may be inconsistently
applied. Such conditions may lead to insufficient protection of sensitive or critical
resources and disproportionately high expenditures for controls over low-risk
resources.

.07 Access controls limit access or detect inappropriate access to information system
resources (data, programs, equipment, and facilities), thereby protecting these
resources against unauthorized modification, loss, and disclosure. Logical
access controls require users to authenticate themselves and limit the files and
other resources that authenticated users can access and the actions that they
can execute. Physical access controls involve restricting physical access to
information system resources and protecting them from intentional or
unintentional loss or impairment.

.08 Segregation of duties controls include having policies, procedures, and an
organizational structure to manage who can control key aspects of computer-
related operations and thereby prevent unauthorized actions or unauthorized
access to assets or records. Segregation of duties involves segregating work
responsibilities so that one individual does not control all critical stages of a

12Nonrepudiation is protection against an individual falsely denying having performed a particular action. It provides
the capability to determine whether a given individual took a particular action, such as creating information, sending a
message, approving information, and receiving a message.

13GA0-21-368G, para. 8.63(a).
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.09

.10

1

A2

process. Effective segregation of duties is achieved by splitting responsibilities
between two or more individuals or organizational units. In addition, dividing
duties this way diminishes the likelihood that errors and wrongful acts will go
undetected because the activities of one group or individual will serve as a check
on the activities of the other.

Configuration management controls involve identifying and managing security
features for all hardware, software, and firmware components of an information
system at a given point and systematically control changes to that configuration
during the system’s life cycle. Configuration management controls that are
designed and implemented effectively prevent unauthorized or untested changes
to information system resources and provide reasonable assurance that systems
are securely configured and operated as intended.

In addition, configuration management controls that are designed and
implemented effectively provide reasonable assurance that software programs
and changes to software programs go through a formal, documented systems
development process that identifies all changes to the baseline configuration.4
To reasonably assure that changes to information systems are necessary, work
as intended, and do not result in the loss of data or program integrity, such
changes are authorized, documented, tested, and independently reviewed.

Contingency planning controls provide for the continuation of critical or essential
mission and business functions in the event of a system disruption, compromise,
or failure and the restoration of the information system following a system
disruption. Contingency planning involves protecting against losing the capability
to process, retrieve, and protect electronically maintained information. Effective
contingency planning is achieved by having procedures for protecting information
system resources and minimizing the risk of unplanned interruptions. It also
involves having a plan to recover and reconstitute information systems should
system disruptions occur.

Implementation Levels for IS Controls

IS controls may be applied at the business process, system, and entity levels.
Each level is described below.

e Business process level refers to user, application, and general controls
applied to a specific business process. These controls are specific to a
business process and often correspond to information system
components applied to the business process—business process
applications, interfaces, and data management systems.

o System level refers to IS general controls applied to an information
system. These controls are more specific than those applied at the entity
level and often correspond to one of three sublevels inherent in all
information systems: infrastructure, platform, and software:

14A documented set of specifications for an information system or a configuration item within a system that has been
formally reviewed and agreed on at a given point in time and can be changed only through change control

procedures.
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o Infrastructure comprises the physical information system resources
necessary to run software and includes the hardware devices used for
information processing, data storage, and network communication.
Infrastructure also includes the logical information system resources
necessary to run multiple virtual machines on shared physical
information system resources.

o Platform comprises the logical information system resources
necessary to run application software, including the operating system
and related computer programs, tools, and utilities.

o Software comprises application software, access control software,
and other software.

o Entity level refers to IS general controls applied to the entity or
component as a whole.
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130 Overview of the FISCAM Methodology

.01

.02

.03

.04

.05

.06

This section describes the organization, content, and other general information
about FISCAM. It contains summary information about each of the manual’'s
sections. This section also contains information about technology neutrality and
future revisions.

Organization and Content

FISCAM is organized into the following five sections:
e Section 100 — Introduction
e Section 200 — Planning Phase
e Section 300 — Testing Phase
e Section 400 — Reporting Phase
e Section 500 — Appendixes

Section 100 introduces FISCAM. In addition to describing the purpose and
applicability of FISCAM, section 100 identifies applicable audit and attestation
standards, identifies applicable criteria, explains IS control concepts, and
describes the objectives-based control framework. Section 100 does not include
auditor requirements.

Sections 200, 300, and 400 comprise the FISCAM methodology and specific
auditor requirements and guidance for conducting the planning, testing, and
reporting phases of the IS controls assessment. The overall objective and
approach for each phase are discussed below.

Section 500 includes three appendixes that contain supplementary information to
assist the auditor in applying the FISCAM methodology.

e Appendix 500A, FISCAM Glossary, defines the terms used throughout
FISCAM.

o Appendix 500B, FISCAM Framework, presents an objectives-based
control framework to assist the auditor in identifying relevant IS control
objectives and selecting IS control activities (or a combination of IS
control activities) that are likely to achieve the relevant IS control
objectives and are most efficient for testing. The FISCAM Framework
presents control categories, critical elements, control objectives, and
illustrative control activities in a hierarchical structure to facilitate the
auditor’s planning, testing, and reporting procedures. The FISCAM
Framework links each illustrative control activity to relevant criteria and
provides illustrative audit procedures for each control activity.

o Appendix 500C, FISCAM Assessment Completion Checklist, is designed
to help auditors determine whether they have complied with FISCAM
requirements.

Planning Phase

The overall objective of the planning phase is to determine an effective and
efficient approach for obtaining sufficient, appropriate evidence for design,
implementation, and operating effectiveness of IS controls to the extent

July 2023
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necessary to support the achievement of the engagement objectives and report
on the results.

.07 During the planning phase, the auditor

e assigns a combination of auditors and specialists to the engagement
team who collectively possess the competence needed to address the
engagement objectives;

e communicates the engagement information with management, those
contracting for or requesting audit services, oversight committees, and
those charged with governance;

¢ obtains an understanding of the entity’s operations sufficient to identify
the business processes that are significant to the engagement objectives;
and

e obtains an understanding of the significant business processes by
performing walk-throughs and through other methods. As part of this, the
auditor

o gathers information on the design and implementation of business
process controls relevant to the significant business processes and

o begins to identify areas of audit interest.

.08 Identifying areas of audit interest at the business process and system levels
enables the auditor to establish an appropriate basis for defining the scope of the
IS controls assessment. Areas of audit interest are a subset of the entity’s
information systems, information system components, and information system
resources that, based on their significance to the engagement objectives, the
auditor includes in the scope of the IS controls assessment. At the business
process level, areas of audit interest may include business process applications,
interfaces, and data management systems, specific data files, and system-
generated reports. At the system level, areas of audit interest may include
operating systems, access control software, and hardware devices used for
information processing, data storage, and network communications.

.09 By identifying areas of audit interest, the auditor may concentrate efforts on them
and reduce work associated with other areas. The process for identifying areas
of audit interest begins with the auditor’'s understanding of the significant
business processes and continues throughout the planning phase as the auditor
gathers additional information on the business process applications, interfaces,
and data management systems involved in the significant business processes.

.10 With the understanding obtained, the auditor uses the FISCAM Framework to (1)
identify relevant IS control objectives for each area of audit interest, (2) obtain an
understanding of the entity’s information security management program, and (3)
determine the likelihood that IS control activities will effectively achieve the
relevant IS control objectives. Relevant IS control objectives, as used in FISCAM,
are those that are necessary to support the achievement of the engagement
objectives. FAM establishes a basis for determining relevant control objectives
for financial audits. The auditor uses the

o FISCAM Framework for Business Process Controls (app. 500B, table 8)
to identify (1) relevant user and application control objectives and (2)
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1

A2

A3

relevant general control objectives for key areas of audit interest at the
business process level;

o FISCAM Framework for Security Management (app. 500B, table 9) to (1)
obtain an understanding of the entity’s information security management
program, (2) identify relevant security management control objectives for
key areas of audit interest at the system level (i.e., infrastructure,
platform, and software), and (3) determine the likelihood that security
management control activities will effectively achieve the relevant IS
control objectives;

e FISCAM Framework for Access Controls (app. 500B, table 10) to (1)
identify relevant access control objectives for key areas of audit interest at
the system level and (2) determine the likelihood that access control
activities will effectively achieve the relevant IS control objectives;

e FISCAM Framework for Segregation of Duties (app. 500B, table 11) to (1)
identify relevant segregation of duties control objectives for key areas of
audit interest at the system level and (2) determine the likelihood that
segregation of duties control activities will effectively achieve the relevant
IS control objectives;

¢ FISCAM Framework for Configuration Management (app. 500B, table 12)
to (1) identify relevant configuration management control objectives for
key areas of audit interest at the system level and (2) determine the
likelihood that configuration management control activities will effectively
achieve the relevant IS control objectives; and

e FISCAM Framework for Contingency Planning (app. 500B, table 13) to
(1) identify relevant contingency planning control objectives for key areas
of audit interest at the system level and (2) determine the likelihood that
contingency planning control activities will effectively achieve the relevant
IS control objectives.

The auditor then preliminarily assesses IS risk, which is the auditor's combined
assessment of inherent risk and control risk related to the areas of audit interest.
See section 260 for further discussion of the auditor’s preliminary assessment of
IS risk. The auditor’s preliminary assessment of IS risk enables the auditor to
establish an appropriate basis for planning the engagement to reduce audit risk
to an acceptably low level. The auditor’s preliminary assessment of IS risk
informs the auditor’s decisions regarding the nature, extent, and timing of IS
control tests.

The auditor also determines the likelihood of effective general controls relevant to
the areas of audit interest. This determination informs the nature, extent, and
timing of (1) general control tests and (2) user and application control tests.
Additionally, for federal financial audits, the likelihood of effective general control
activities relevant to the areas of audit interest also informs the nature, extent,
and timing of non-IS control tests.

Testing Phase

The overall objective of the testing phase is to obtain sufficient, appropriate
evidence for the design, implementation, and operating effectiveness of IS
controls to the extent necessary to support the achievement of the engagement
objectives.
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14 During the testing phase, the auditor develops test plans to assist the auditor in
obtaining sufficient, appropriate evidence to conclude on whether the entity’s IS
controls are designed, implemented, and operating effectively to achieve the
relevant IS control objectives for each of the areas of audit interest. When
developing test plans, the auditor uses the FISCAM Framework to identify and
select IS controls for testing. When selecting user, application, and general
control activities for testing, the auditor considers the extent to which control
dependencies exist between such controls and the potential affect they may have
on achieving the related IS control objectives. A control dependency exists when
the effectiveness of a control activity depends on the effectiveness of other
control activities. For example, the effectiveness of a configurable control within
application software will depend on the design of the application control, as well
as related access and configuration management general controls designed to
prevent or detect unauthorized changes to the control. The auditor also considers
the likelihood that such IS control activities will be designed, implemented, and
operating effectively. Once the auditor has selected the IS control activities that
are likely to achieve the relevant IS control objectives and are most efficient for
testing, the auditor determines the nature, extent, and timing of IS control tests.

15 The auditor then performs control tests of the selected IS control activities using
suitable criteria, determines whether the control activities tested are effective in
achieving the relevant IS control objectives for the areas of audit interest, and
performs an overall assessment of the evidence obtained. In performing an
overall assessment of the collective evidence obtained throughout the IS controls
assessment, the auditor reassesses IS risk and determines whether the audit
procedures performed are adequate to reduce audit risk to an acceptably low
level.

Reporting Phase

.16 The overall objective of the reporting phase is to determine the auditor’s
compliance with FISCAM requirements and to communicate the results of an
engagement.

Other Information

Technology

A7 The FISCAM methodology is technology neutral so that it can be applied without
modification to a wide variety of IS controls assessments.

Auditor Responsibility for Interim Changes

.18 IS control-related criteria change periodically. The auditor is responsible for
monitoring any changes to IS control-related criteria and considering the effect of
such changes on FISCAM methodology.
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140 Applicable Auditing and Attestation Standards and Requirements

.01 In conducting the IS controls assessment in accordance with GAGAS, GAGAS
requirements and guidance apply based on the type of engagement the auditor
performs.

¢ For financial audits, the requirements and guidance in GAGAS chapters 1
through 6 and American Institute of Certified Public Accountants (AICPA)
Statements on Auditing Standards apply. GAGAS incorporates by
reference AICPA Statements on Auditing Standards for financial audits.
However, FISCAM does not incorporate, directly or by reference, any
specific auditor requirements presented in the statements. It is incumbent
upon the auditor and audit organization to ensure that AICPA professional
auditing standards are met when conducting financial audits in
accordance with GAGAS.

o For attestation-level examination, review, and agreed-upon procedures
engagements, the requirements and guidance in GAGAS chapters 1
through 5 and 7 and AICPA Statements on Standards for Attestation
Engagements apply. GAGAS incorporates by reference AICPA
Statements on Standards for Attestation Engagements for attestation
engagements. However, FISCAM does not incorporate, directly or by
reference, any specific auditor requirements presented in the statements.
It is incumbent upon the auditor and audit organization to ensure that
AICPA professional auditing standards are met when conducting
attestation engagements in accordance with GAGAS.

o For performance audits, the requirements and guidance in GAGAS
chapters 1 through 5, 8, and 9 apply. GAGAS does not incorporate other
standards by reference, but recognizes that auditors may use or may be
required to use other professional standards in conjunction with GAGAS.

.02 FISCAM incorporates by reference the GAGAS requirements presented in
chapters 1 through 9. Where appropriate, FISCAM expands on certain GAGAS
requirements to provide additional guidance for the IS controls assessment.
FISCAM does not specifically cite applicable GAGAS requirements. However,
the auditor and audit organization are responsible for meeting all applicable
requirements when conducting an engagement in accordance with GAGAS.

.03 For federal financial audits, FISCAM is to be used in conjunction with the GAO
and Council of the Inspectors General for Integrity and Efficiency Financial Audit
Manual (FAM).15 FAM includes references to the AICPA’s Clarified Statements
on Auditing Standards (AU-C) and Clarified Statements on Standards for

15GAO and Council of the Inspectors General for Integrity and Efficiency, Financial Audit Manual, vol. 1,
GAO-22-105894 (Washington, D.C.: June 2022, updated May 2023); Financial Audit Manual, vol. 2, GAO-22-105895
(Washington, D.C.: June 2022, updated May 2023); and Financial Audit Manual, vol. 3, GAO-21-105127
(Washington, D.C.: September 2021, updated June 2023).
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Attestation Engagements (AT-C). FISCAM refers to FAM for additional
requirements and guidance, as appropriate.

.04 FISCAM does not incorporate directly or by reference any specific auditor
requirements from other professional auditing standards, but recognizes that
auditors may use or may be required to use other professional auditing standards
in conjunction with FISCAM, such as the IT Audit Framework published by
ISACA (formerly the Information Systems Audit and Control Association).16

.05 The following terms are used in FISCAM to describe the degree of responsibility
the corresponding statements impose on auditors and audit organizations:

o Must. Compliance is mandatory when the circumstances exist to which
the requirement is relevant. “Musts” indicate unconditional requirements
that come directly from professional auditing standards.

¢ Should. Compliance is mandatory when the circumstances exist to which
the requirement is relevant, except in rare circumstances when the
specific procedure to be performed would be ineffective in achieving the
intent of the requirement. The auditor documents (1) the justification for
any departure and (2) how the alternative audit procedures performed
were sufficient to achieve the intent of the requirement or policy.

¢ May. Compliance is optional. “May” is used in FISCAM to provide further
explanation of and guidance for implementing auditor requirements.

.06 When these or similar terms are used to describe management or entity actions
(rather than actions of the auditor or audit organization), the general meaning of
the terms is intended.

16ISACA, IT Audit Framework (ITAF): A Professional Practices Framework for IT Audit, 4th ed. (Schaumburg, IIl.:
2020).
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150 Applicable Criteria

.01 Criteria identify the required or desired state or expectation with respect to the
program or operation of internal controls. Suitable criteria are relevant, reliable,
objective, and understandable and do not result in the omission of significant
information, as applicable, to the engagement objectives. Criteria may include
the statutes, regulations, executive orders, implementing entity guidance,
directives, policies, contracts, grant agreements, standards, measures, expected
performance, defined business practices, and benchmarks against which
performance is compared or evaluated.

.02 Criteria that are commonly applied to IS controls assessments conducted in
accordance with FISCAM are discussed below. The engagement team is
responsible for identifying and understanding additional criteria that may be
applicable to the engagement.

Internal Control Standards

.03 The Federal Managers’ Financial Integrity Act (FMFIA)17 requires federal
executive entity management to establish internal accounting and administrative
controls consistent with internal control standards prescribed by the Comptroller
General. These standards are presented in the Standards for Internal Control in
the Federal Government (Green Book).'® The Green Book prescribes these
standards and provides criteria for assessing the design, implementation, and
operating effectiveness of internal control in federal entities to determine if an
internal control system is effective. The Green Book applies to all of an entity’s
objectives: operations, reporting, and compliance. In implementing the Green
Book, management is responsible for designing the policies and procedures to fit
an entity’s circumstances and building them in as an integral part of the entity’s
operations.

.04 The critical elements and control objectives included within the FISCAM
Framework presented in appendix 500B are consistent with the principles and
attributes included in the Green Book.

Office of Management and Budget Information and Guidance

.05 Under the Federal Information Security Modernization Act of 2014 (FISMA),° the
Office of Management and Budget (OMB), in coordination with the Department of
Homeland Security (DHS), is responsible for overseeing civilian executive entity

1731 U.S.C. § 3512(c), (d).

18GAQ, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September
2014).

19Pub. L. No. 113-283, 128 Stat. 3073 (Dec. 18, 2014) (codified at 44 U.S.C. §§ 3551-3558). This 2014 statute
largely superseded the similar Federal Information Security Management Act of 2002, Pub. L. No. 107-347, title IlI,
116 Stat. 2899, 2946 (Dec. 17, 2002). A number of FISMA provisions, such as those codified as 44 U.S.C. § 3553
(authority and functions of the OMB Director and the Secretary of Homeland Security) and 44 U.S.C. § 3554 (federal
agency responsibilities), establish requirements in reference to the standards developed by NIST and promulgated by
the Secretary of Commerce under 40 U.S.C. § 11331.
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.06

.07

information security policies and practices based on standards developed by the
National Institute of Standards and Technology (NIST) and promulgated by the
Secretary of Commerce.20 OMB uses circulars, bulletins, and memoranda to
provide information and guidance, including in areas applicable to information
security. OMB information and guidance are published at
https://www.whitehouse.gov/omb/information-for-agencies. The following
circulars provide guidance that establish information security requirements for
federal executive entities:

¢ OMB Circular No. A-123, Management's Responsibility for Enterprise
Risk Management and Internal Control, defines management’s
responsibilities for enterprise risk management and internal control and
requires agencies to integrate these functions.2!

e OMB Circular No. A-130, Managing Information as a Strategic Resource,
establishes general policy for the planning, budgeting, governance,
acquisition, and management of federal information, workforce,
equipment, information technology resources, and supporting
infrastructure and services.22 It also touches on many specific information
resources management issues (e.g., privacy, confidentiality, information
quality, dissemination, and statistical policy) that are covered more fully in
other OMB policy guidance.

NIST Standards and Guidelines

OMB Circular No. A-130 requires federal executive entities to apply the
standards and guidelines contained in NIST Federal Information Processing
Standards (FIPS) and NIST Special Publications (SP) (e.g., 800 series
guidelines) and, where appropriate and directed by OMB, NIST Interagency or
Internal Reports (NISTIR).23 These standards and guidelines are published at
https://csrc.nist.gov/publications.The following standards and guidelines are
fundamental to information security requirements, risk assessments, and security
and privacy controls for federal executive entities.

Federal Information Processing Standards

NIST develops FIPS for federal information systems in accordance with FISMA.
NIST develops these standards and guidelines when there are no acceptable
industry standards or solutions for a particular government requirement. NIST

20NIST is established within the Department of Commerce as a science, engineering, technology and measurement
laboratory and has a statutory role in developing standards and guidelines for federal information systems. 15 U.S.C.
§§ 272(a), 278g-3. The Secretary of Commerce has authority for promulgating standards and guidelines pertaining to
federal information systems, other than national security systems. 40 U.S.C. § 11331.

210ffice of Management and Budget, Management's Responsibility for Enterprise Risk Management and Internal
Control, OMB Circular A-123 (Washington, D.C.: July 15, 2016).

220ffice of Management and Budget, Managing Information as a Strategic Resource, OMB Circular A-130
(Washington, D.C.: July 15, 2016).

230ffice of Management and Budget, Managing Information as a Strategic Resource, pp. 18, App. I-4.
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.08

.09

.10

issues FIPS after approval by the Secretary of Commerce. The applicability
section of each FIPS details when a standard is applicable and mandatory.

Pursuant to FISMA, NIST developed and issued the following mandatory FIPSs
that are fundamental to categorizing information and information systems and
defining minimum security requirements for those systems:

o FIPS 199, Standards for Security Categorization of Federal Information
and Information Systems, establishes standards for the security
categorization of federal information and information systems based on
the objectives of providing appropriate levels of information security
according to a range of risk levels.24 Security categories are established
for both information and information systems.

e FIPS 200, Minimum Security Requirements for Federal Information and
Information Systems, establishes minimum security requirements for
information and information systems.25 The minimum security
requirements cover security-related areas that support protecting the
confidentiality, integrity, and availability of federal information systems
and the information processed, stored, and transmitted by those systems.

FIPS publications do not apply to national security systems.26 The Committee on
National Security Systems is responsible for providing system security guidance
for national security systems.

Special Publications

The following NIST SPs are fundamental to information system risk
management, as well as selecting and implementing appropriate information
security and privacy controls:

e NIST SP 800-37, Risk Management Framework for Information Systems
and Organizations: A System Life Cycle Approach for Security and
Privacy, provides a process that includes preparing an organization to
manage its security and privacy risks, categorizing information systems
and information, selecting security controls, implementing security

24National Institute of Standards and Technology, Standards for Security Categorization of Federal Information and
Information Systems, FIPS 199 (Gaithersburg, Md.: March 2004).

Z5National Institute of Standards and Technology, Minimum Security Requirements for Federal Information and
Information Systems, FIPS 200 (Gaithersburg, Md.: March 2006).

26FISMA (44 U.S.C. § 3552) defines a national security system (NSS) as any information system (including any
telecommunications system) used or operated by an agency or by a contractor of an agency, or other organization on
behalf of an agency— (i) the function, operation, or use of which involves intelligence activities; involves cryptologic
activities related to national security; involves command and control of military forces; involves equipment that is an
integral part of a weapon or weapons system; or is critical to the direct fulfillment of military or intelligence missions
(excluding a system that is to be used for routine administrative and business applications, for example, payroll,
finance, logistics, and personnel management applications); or (ii) is protected at all times by procedures established
for information that have been specifically authorized under criteria established by an Executive Order or an Act of
Congress to be kept classified in the interest of national defense or foreign policy. NSS does not include a system
that is to be used for routine administrative and business applications (including payroll, finance, logistics, and
personnel management applications). A number of FISMA provisions, such as those codified as sections 3553 and
3554 of Title 44, U.S. Code, establish requirements related to 40 U.S.C. § 11331, which specifically excludes national

security systems.
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controls, assessing security controls, authorizing information systems,
and monitoring the security and privacy posture of the information system
and the organization.2” While mandatory for federal agencies, the NIST
Risk Management Framework may be applied to any type of nonfederal
organization (e.g., business, industry, and academia). As such, state,
local, territorial, and tribal governments as well as private sector
organizations are encouraged to use these guidelines on a voluntary
basis, as appropriate.

o NIST SP 800-53, Security and Privacy Controls for Information Systems
and Organizations, provides a catalog of security and privacy controls for
information systems and organizations to protect organizational
operations and assets, individuals, other organizations, and the United
States from a diverse set of threats and risks.28 FIPS 200 mandates the
use of NIST SP 800-53 to develop a baseline of security controls for
information systems. The control baselines that have previously been
included in NIST SP 800-53 have been relocated to NIST SP 800-53B,
Control Baselines for Information Systems and Organizations.2® NIST SP
800-53B contains security and privacy control baselines for federal
information systems and organizations and provides guidance for tailoring
control baselines and for developing overlays to support the security and
privacy requirements of stakeholders and their organizations.

o NIST SP 800-70, National Checklist Program for IT Products: Guidelines
for Checklist Users and Developers, provides guidance for implementing
security controls using security configuration checklists specific to IT
products or categories of IT products for an operational environment.30 A
security configuration checklist provides a series of instructions or
procedures for configuring an IT product to a particular operational
environment based on knowledge of security threats and vulnerabilities.

A1 The illustrative control activities included within the FISCAM Framework address
information security and privacy control requirements presented in NIST
Computer Security Resource Center publications—and specifically include all
information security and privacy control requirements presented in NIST SP 800-
53.

27National Institute of Standards and Technology, Risk Management Framework for Information Systems and
Organizations: A System Life Cycle Approach for Security and Privacy, SP 800-37, rev. 2 (Gaithersburg, Md.:
December 2018).

28National Institute of Standards and Technology, Security and Privacy Controls for Information Systems and
Organizations, SP 800-53, rev. 5 (Gaithersburg, Md.: September 2020).

29National Institute of Standards and Technology, Control Baselines for Information Systems and Organizations, SP
800-53B (Gaithersburg, Md.: December 2020).

30National Institute of Standards and Technology, National Checklist Program for IT Products: Guidelines for
Checklist Users and Developers, SP 800-70, rev. 4 (Gaithersburg, Md.: December 2018).
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DHS Directives and Defense Information Systems Agency Security
Technical Implementation Guides

Under FISMA, DHS, in consultation with OMB, is responsible for administering
civilian executive entity information security policies, including developing and
overseeing the implementation of binding operational directives to agencies to
implement these policies; monitoring entities’ compliance with those policies; and
assisting OMB in developing those policies.3' DHS’s Cybersecurity and
Infrastructure Security Agency (CISA) develops and oversees the implementation
of binding operational directives and emergency directives. These directives
cover entity-wide and infrastructure policies to address cybersecurity
vulnerabilities for certain federal entities. These directives are published at
https://www.cisa.gov/news-events/directives.

Under FISMA, (1) the Department of Defense (DOD) is responsible for
overseeing non-civilian executive entity information security policies for systems
operated by DOD, a DOD contractor, or another entity on behalf of DOD; and (2)
the Office of the Director of National Intelligence (ODNI) is responsible for
overseeing non-civilian executive entity information security policies for systems
operated by an element of the intelligence community, an intelligence entity’s
contractor, or another entity on behalf of an intelligence entity.32 Within DOD, the
Director of the Defense Information Systems Agency (DISA) is responsible for
developing Security Technical Implementation Guides (STIG) based on DOD
policy and security controls.33 DISA STIGs provide implementation guidance for
specific products and versions. DISA STIGs contain all requirements flagged as
applicable for a product that has been selected on a DOD control baseline.

31See FISMA, codified, in part, at 44 U.S.C. § 3553, which sets out the authority and functions of the OMB Director
and the Secretary of Homeland Security.

32See FISMA, codified, in part, at 44 U.S.C. § 3553(e), which sets out the authority of the Secretary of Defense in
relation to Department of Defense information systems and the Director of National Intelligence in relation to the
intelligence community’s information systems.

33DOD Instruction 8500.01, “Cybersecurity” (rev. Oct. 7, 2019).
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.01

.02

.03

The FISCAM methodology incorporates the FISCAM Framework (app. 500B),
which is an objectives-based control framework, to assist the auditor in
identifying IS control objectives relevant to the areas of audit interest and
selecting the IS control activities (or a combination of IS control activities) that are
likely to achieve the relevant IS control objectives and are most efficient for
testing. The FISCAM Framework presents control categories, critical elements,
control objectives, illustrative control activities, and illustrative audit procedures to
facilitate the auditor’s planning, testing, and reporting procedures.

The control categories presented in the FISCAM Framework are consistent with
those included in GAGAS.34 The critical elements and control objectives
presented within the FISCAM Framework are consistent with the principles and
attributes included in the Green Book. Additionally, the illustrative control
activities presented in the FISCAM Framework are consistent with information
security and privacy control requirements included in NIST Computer Security
Resource Center publications—and specifically include all information security
and privacy control requirements presented in NIST SP 800-53.

Though the FISCAM Framework presents illustrative control activities and
illustrative audit procedures, it is not intended to be used as an audit plan.
Rather, it is incumbent upon the auditor to develop an audit plan, which includes
subordinate test plans, that responds to risk and adequately supports the
achievement of the engagement objectives. Moreover, the illustrative control
activities identified in the FISCAM Framework may not align with the information
security and privacy controls the entity implemented. Based on a variety of
factors, including business requirements, specific technologies employed, and
potential adverse impacts, the entity selects and tailors control baselines for its
information systems. The auditor is ultimately responsible for developing audit
procedures to obtain sufficient, appropriate evidence to conclude on whether the
entity’s IS controls are designed, implemented, and operating effectively to
achieve the relevant IS control objectives for each of the areas of audit interest.

34GA0-21-368G, para. 8.63.
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Contents of the Planning Phase

Overview of the Planning Phase 210
Perform Preliminary Engagement Activities 220
Understand the Entity’s Operations, and Identify and Understand Significant Business 230
Processes

Identify Areas of Audit Interest and Understand Business Process Controls 240
Understand the Entity’s Information Security Management Program 250
Assess IS Risk on a Preliminary Basis 260
Identify Relevant General Control Objectives and Determine Likelihood of Effective General 270
Controls

Prepare Planning Phase Documentation 280
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210 Overview of the Planning Phase

.01

.02

.03

.04

.05

When performing the information system (IS) controls assessment, the nature
and extent of planning activities varies depending on several factors, including
the engagement objectives, the entity’s size and complexity, and the auditor’s
experience with and knowledge of the entity and its operations.

The overall objective of the planning phase is to determine an effective and
efficient approach for obtaining sufficient, appropriate evidence for the design,
implementation, and operating effectiveness of IS controls to the extent
necessary to support the achievement of the engagement objectives and report
on the results. The engagement team meets this objective for the IS controls
assessment by performing the following planning activities:

o Perform Preliminary Engagement Activities (section 220)

e Understand the Entity’s Operations, and Identify and Understand
Significant Business Processes (section 230)

¢ Identify Areas of Audit Interest and Understand Business Process
Controls (section 240)

e Understand the Entity’s Information Security Management Program
(section 250)

e Assess IS Risk on a Preliminary Basis (section 260)

¢ |dentify Relevant General Control Objectives and Determine Likelihood of
Effective General Controls (section 270)

¢ Prepare Planning Phase Documentation (section 280)

The planning activities discussed in the following sections need not be performed
as sequential, discrete steps. For example, the auditor may concurrently gather
information, such as through interviews with entity personnel or the inspection of
requested documents, related to multiple planning activities to obtain evidence
effectively and efficiently.

Planning activities are intended to be iterative, in that, as information is obtained
throughout the engagement, it is evaluated for its potential effect on IS risk.
Adjustments to the IS controls assessment scope and approach may be
necessary to address additional risk factors identified, regardless of the phase in
which the information is obtained. To illustrate, the auditor could obtain new
information about a business process application during the testing phase that
may have an effect on the auditor’s risk assessment. The auditor considers and,
as appropriate, adjusts the scope and approach of the IS controls assessment
accordingly to obtain sufficient, appropriate evidence to support the engagement
objectives.

The scope is the boundary of the IS controls assessment and is directly tied to
the engagement objectives. The scope defines the subject matter that the
auditors will assess and report on, such as a particular program or aspect of a
program, the necessary documents or records, the period of time reviewed, and
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.06

.07

.08

the locations that will be included.35 For the IS controls assessment, the subject
matter includes significant business processes and areas of audit interest, as
well as the relevant user, application, and general control objectives identified for
each area of audit interest. Approach is the nature, extent, and timing of audit
procedures applied to the significant business processes and areas of audit
interest based on the relevant IS control objectives and control activities selected
for testing.

During the planning phase, the concepts of significance and audit risk assist
auditors in determining the approach. Significance is the relative importance of a
matter within the context in which it is being considered, including quantitative
and qualitative factors.36 Throughout this manual, the term significance is
comparable to the term material as used in the context of financial audits. Such
factors include the magnitude of the matter in relation to the subject matter of the
engagement, the nature and effect of the matter, the relevance of the matter, the
needs and interests of an objective third party with knowledge of the relevant
information, and the matter’s effect on the audited program or activity. Audit risk
is the possibility that the auditor’s findings, conclusions, recommendations, or
assurance may be improper or incomplete.37?

The underlying principle of these concepts is that the auditor is not required to
spend resources on items of little importance, that is, those that would not affect
the judgment or conduct of a reasonable user of the audit report, in light of
surrounding circumstances. Based on this principle, the auditor establishes the
scope and approach of the IS controls assessment to exclude areas of the
entity’s operations that are not significant to the engagement objectives and
therefore warrant little or no audit attention.

Professional judgment assists auditors when evaluating significance and audit
risk to the engagement objectives. Professional judgment is the use of the
auditor’s professional knowledge, skills, and abilities, in good faith and with
integrity, to diligently gather information and objectively evaluate the sufficiency
and appropriateness of evidence.38 Professional judgment includes exercising
reasonable care and professional skepticism.

35GAOQ, Government Auditing Standards: 2018 Revision, GAO-21-368G (Washington, D.C.: July 2018, updated April

2021), p. 219.

36GA0-21-368G, p. 219.
37GA0-21-368G, p. 212.
38GA0-21-368G, pp. 217-218.
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220 Perform Preliminary Engagement Activities

.01

.02

.03

.04

.05

The nature and extent of preliminary engagement activities depend on
organizational policies and procedures. For the IS controls assessment,
preliminary engagement activities include, among other things, assigning a
combination of auditors and IT specialists to the engagement team who
collectively possess the competence needed to address the engagement
objectives and communicating the engagement terms with management, those
charged with governance, and others. These activities are performed either at
the beginning of or throughout an engagement and are distinct from audit
procedures performed to address the engagement objectives.

See GAO/CIGIIE Financial Audit Manual (FAM) section 215, Perform Preliminary
Engagement Activities, for further discussion of preliminary engagement activities
relevant to federal financial audits.

Competence

The audit organization must assign auditors to the engagement team who
collectively possess the competence—knowledge, skills, and abilities obtained
from education and experience—needed to address the engagement objectives.
For the IS controls assessment, a broad range of skills may be needed to
perform effective and efficient audit procedures.

The engagement team may include a combination of auditors, such as IS
controls auditors, financial auditors, performance auditors, and other auditors,
and IT specialists. IT specialists possess special skill or knowledge in the IT field
that extend beyond the skills and knowledge normally possessed by those
working in specialized fields of auditing. A combination of IS controls auditors
and IT specialists with technical skills in areas such as networks, operating
systems, data management systems, infrastructure applications, access control
software, and application-specific technical knowledge may be needed to identify
and assess general controls at the business process, system, and entity levels.
Additionally, the work of other auditors, such as independent public accounting
firms, inspectors general, state auditors, and internal auditors, may be used to
support findings or conclusions for the IS controls assessment.

The audit organization considers the levels of proficiency needed for each role on
the engagement when assigning auditors to the engagement. Roles on the
engagement generally include nonsupervisory auditors, supervisory auditors, and
partners or directors.

¢ Nonsupervisory auditors plan or perform audit procedures characterized
by low levels of ambiguity, complexity, and uncertainty. Nonsupervisory
auditors assigned to the IS controls assessment require a basic level of
proficiency in auditing and information technology to perform assigned
audit work. This includes fundamental knowledge of or limited experience
with auditing tasks (e.g., interviewing, gathering and documenting
evidence, and communicating both orally and in writing) and information
technology (e.g., networks, operating systems, data management
systems, infrastructure applications, and access control software).

e Supervisory auditors plan or direct engagements and perform audit
procedures characterized by moderate levels of ambiguity, complexity,
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and uncertainty. Supervisory auditors assigned to the IS controls
assessment have an intermediate level of proficiency in auditing and
information technology to perform or direct assigned audit work. This
includes practical application of auditing tasks and IT expertise to allow
for proper review of audit documentation; assessment of the
appropriateness and sufficiency of evidence; management of projects;
and identification and assessment of general controls at the entity,
system, and business process levels.

e Partners and directors plan, direct, or report on engagements and
perform or review audit procedures characterized by high levels of
ambiguity, complexity, and uncertainty. Partners and directors have an
advanced level of proficiency in auditing and information technology to
manage the quality of the engagement.

The auditor should determine whether other auditors have conducted, or are
conducting, audits that are relevant to the engagement objectives.

The auditor may determine that the audit organization will use the work of other
auditors or IT specialists to perform all or a portion of the IS controls assessment.
The auditor’s participation in the procurement process when audit organizations
contract for IT support services can be instrumental in determining the scope of
the contracted audit services, specifying minimum qualifications for contracted
staff, and developing documentation requirements. The Federal Information
System Controls Audit Manual (FISCAM) may be required to be used as a basis
for the work to be performed.

The auditor should perform procedures that provide a sufficient basis for using
the work of other auditors when such work is used. Procedures that the auditor
may perform in making this determination include reviewing the other auditors’
report, audit plan, or audit documentation, or performing tests of the other
auditors’ work. The auditor should obtain evidence concerning the other auditors’
qualifications and independence and determine whether the scope, quality, and
timing of the audit work they performed can be relied on within the context of the
current engagement objectives.

For federal financial audits, the auditor should comply with requirements for using
the work of other auditors discussed in FAM section 600, Using the Work of
Others, when the work of other auditors is used.

The competence, qualifications, and independence of IT specialists significantly
affect whether their work will be adequate for the engagement team’s purposes
and will meet generally accepted government auditing standards (GAGAS)
requirements.3® The auditor should determine that IT specialists assisting the
engagement team are qualified and competent in their areas of specialization
and are independent. Sources that may inform the auditor’'s assessment of the
competence and professional qualifications of an IT specialist include the
following:

39GAO, Government Auditing Standards: 2018 Revision, GAO-21-368G (Washington, D.C.: July 2018, updated April

2021)
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the professional certification, license, or other recognition of the
competence of the specialist in the field, as appropriate;

the reputation and standing of the specialist in the views of peers and
others familiar with the specialist’s capability or performance;

the specialist’s experience and previous work in the subject matter;

the auditor’'s assessment of the specialist’'s knowledge and qualifications
based on prior experience in using the specialist’s work;

the specialist's knowledge of any technical performance standards or
other professional or industry requirements in the specialist’s field (for
example, ethical standards and other membership requirements of a
professional body or industry association, accreditation standards of a
licensing body, or requirements imposed by law or regulation);

the knowledge of the specialist with respect to relevant auditing
standards; and

the assessment of unexpected events, changes in conditions, or the
evidence obtained from the results of audit procedures that indicate it
may be necessary to reconsider the initial evaluation of the competence
and qualifications of a specialist as the engagement progresses.

For federal financial audits, the auditor should comply with requirements for using
the work of specialists discussed in FAM section 620, Using the Work of an
Auditor’s Specialist, when the work of an IT specialist is used.

Communication of Engagement Information

GAGAS requires certain communications with management, those charged with
governance, and others. In satisfying the requirements for the communication of
engagement information, the auditor may provide an overview of the IS controls
assessment to management. Such an overview may include the following:

Communicating the scope and approach of the IS controls assessment.
This may include (1) an overview of the engagement objectives, including
how the IS controls assessment will support achieving such objectives,
and (2) high-level information about the approach, including who will be
performing the IS controls tests, the tools that will be employed, and any
precautions the engagement team plans to take to mitigate the risk of
service degradation or interruption (for example, performing certain
testing during nonpeak hours). However, it is important for the auditor not
to compromise the effectiveness of the IS controls assessment or the
engagement. For example, communicating the nature and timing of
detailed audit procedures may reduce the effectiveness of those
procedures by making them too predictable.

Identifying roles and responsibilities. This includes addressing the roles
and responsibilities of key members of the engagement team, as well as
entity management.

Address logistical requirements. Logistical requirements may include on-
site workspace arrangements and procedures for safeguarding sensitive
information.
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Once preliminary engagement activities have been performed, the auditor begins
planning the IS controls assessment by obtaining general information about the
entity and its operations. Obtaining an understanding of the entity’s operations
facilitates the identification of significant business processes. This understanding
also establishes a foundation for the auditor to assess relevant risks.

Business processes are the primary means through which the entity
accomplishes its mission. Business processes transform inputs into outputs
through a series of transactions or activities to achieve the entity’s operations,
reporting, and compliance objectives.40 Examples of business processes include
mission-related processes (e.g., education, public health, or income security),
financial management processes (e.g., collections, disbursements, or payroll)
and other support processes (e.g., human resources, property management, or
security). Significant business processes are those that are significant to the
engagement objectives. Throughout this manual, references to significant
business processes may include those the entity performs and those that
external entities, including service organizations, contractors, and others, perform
on behalf of the entity.

For federal financial audits, further information on identifying significant business
processes is discussed in FAM section 240, Identify Significant Accounting
Applications, Cycles, and Financial Management Systems. In the context of an IS
controls assessment performed in connection with a financial audit, significant
accounting applications are significant business processes. Accounting
applications comprise the methods and records used to (1) identify, assemble,
analyze, classify, and record a particular type of transaction or (2) report
recorded transactions and maintain accountability for related assets and
liabilities, while a cycle is a grouping of related account applications.

Understand the Entity’'s Operations

The auditor should obtain an understanding of the entity and its operations
sufficient to plan the engagement, including external and internal factors affecting
operations. External factors may include (1) the entity’s sources of funds and
budget for information technology, (2) the needs of external users of entity
information systems or services, (3) the current political climate, and (4)
provisions of applicable laws and regulations establishing IS control requirements
relevant to the engagement objectives.

Internal factors may include (1) the size of the entity; (2) the extent of the entity’s
use of external entities, such as service organizations or contractors, for
information technology; (3) the number of locations, including those of any
service providers; (4) the organizational and management structure of the entity,
including IT functions; (5) the complexity of operations, including IT operations;

40The term transaction tends to be associated with business processes addressing reporting objectives (e.g.,
financial reporting of accounts payable transactions), while the term activity is more often associated with operations
or compliance objectives. For the purposes of this manual, “transactions” covers both definitions.
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(6) the effect of information systems on business processes; (7) the qualifications
and competence of key personnel involved in IT operations; and (8) turnover of
key personnel involved in IT operations.

.06 The auditor may gather information used in planning through different methods
(inquiry, observation, and inspection) and from a variety of sources. Sources may
include

e the results of previous audits, examinations, and other internal control
assessments, including management reviews, relevant to the
engagement objectives;

e entity policies and procedures;

e entity management officials;

e Kkey personnel involved in IT operations;

e program managers (for programs significant to the engagement
objectives);

o Office of Inspector General and internal audit managers;

o other members of the audit organization (concerning relevant completed,
planned, or in-progress engagements involving the entity);

¢ personnel within the entity or the audit organization’s Office of the
General Counsel;

e personnel within the entity or the audit organization’s special
investigations unit; and

o other relevant reports and articles issued by or about the entity, including
o GAO reports;

o Office of Inspector General reports;
o congressional hearings and reports;
o consultant reports; and
o material published about the entity in newspapers, magazines,
internet sites, and other publications.
Identify and Understand Significant Business Processes

.07 The auditor should identify and obtain an understanding of the significant
business processes. The auditor uses professional judgment in determining
which business processes are significant to the engagement objectives. In
obtaining an understanding of the significant business processes, the auditor
considers

e the manner in which transactions or other inputs are initiated,;

¢ the format and content of the inputs and outputs, including source
documents, data files, and system-generated reports;

¢ the manual and automated processing steps performed, including the
manner in which inputs and outputs are accessed, updated, and deleted;
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o the business or organizational units, including any external entities,
involved; and

e the points in the business process at which conditions or events related to
the areas of audit interest could significantly (or materially) affect the
entity’s ability to achieve its information processing objectives
(completeness, accuracy, validity) or information security objectives
(confidentiality, integrity, availability) (e.g., when data are entered,
transferred, changed, or deleted).

The auditor should perform walk-throughs of the significant business processes
to identify areas of audit interest—information systems, information system
components, and information system resources used in the significant
businesses processes—and business process controls. Walk-throughs may be
performed during the planning and testing phases of an engagement. During the
planning phase, walk-throughs are primarily performed to assist the auditor in
obtaining an understanding of the significant business processes and identifying
areas of audit interest and business process controls. During the testing phase,
walk-throughs are often performed as control tests using nonstatistical selection.
Walk-throughs, when properly planned and conducted, allow the auditor to
perform and document a combination of control tests involving observation,
inquiry, and inspection (which may include reperformance).

When performing walk-throughs of the significant business processes, the
auditor may

e observe appropriate personnel performing their assigned duties;

e inquire of appropriate personnel to obtain an understanding of IS
processing that cannot be observed directly; and

e inspect business process documentation, such as process narratives,
flowcharts, standard operation procedures, desktop guides, and user
manuals.

If it is not feasible to perform walk-throughs of the significant business processes,
the auditor should perform alternative procedures to obtain an understanding of
the significant business processes sufficient to identify areas of audit interest and
business process controls. For example, it may not be feasible to perform walk-
throughs of significant business processes that external entities perform. In such
instances, alternative procedures may include

inspecting service organization reports, if available;

inspecting other audit or examination reports, as applicable;

e inquiring of entity management and personnel with knowledge of the
significant business processes that external entities perform; and

¢ inspecting relevant documentation that the external entities provided to
entity management.

July 2023

GAO FISCAM 2023 Exposure Draft Page 230-3



Planning Phase
240 —Identify Areas of Audit Interest and Understand Business Process Controls

240 Identify Areas of Audit Interest and Understand Business Process Controls

.01

.02

.03

.04

.05

.06

When planning the IS controls assessment, the auditor identifies areas of audit
interest and obtains an understanding of the design and implementation of
business process controls relevant to the significant business processes. The
process for identifying areas of audit interest begins with the auditor’'s
understanding of the significant business processes and continues throughout
the planning phase as the auditor identifies and obtains an understanding of the
business process controls designed to achieve the entity’s information-
processing objectives.

Obtaining an understanding of the business process controls relevant to the
significant business processes enables the auditor to continue defining the scope
of the IS controls assessment by identifying areas of audit interest and relevant
IS control objectives.

Areas of audit interest are a subset of the entity’s information systems,
information system components, and information system resources that, based
on their significance to the engagement objectives, the auditor includes in the
scope of the IS controls assessment. At the business process level, areas of
audit interest may include business process applications, interfaces, data
management systems, specific data files, and system-generated reports. At the
system level, areas of audit interest may include operating systems, access
control software, and hardware devices used for information processing, data
storage, and network communications.

After identifying areas of audit interest and the relevant IS control objectives for
each area of audit interest that are necessary to achieve the engagement
objectives, the auditor focuses efforts on these areas and objectives, thereby
reducing or eliminating work associated with other areas and objectives.

For federal financial audits, further information on identifying areas of audit
interest at the business process level and business process controls relevant to
the significant business processes is discussed in FAM section 240, Identify
Significant Accounting Applications, Cycles, and Financial Management
Systems. FAM section 240 requires the auditor to identify the financial
management systems that support the significant accounting applications. FAM
section 240 also requires the auditor to identify and document the control
activities included in the significant accounting applications that depend on
information system processing. In the context of an IS controls assessment
performed in connection with a financial audit, financial management systems
are areas of audit interest at the business process level. Additionally, control
activities included in the significant accounting applications that depend on
information system processing are business process controls.

Identify Areas of Audit Interest

The auditor should identify areas of audit interest at the business process and
system levels. Identifying areas of audit interest is an iterative process that
occurs throughout the engagement. The auditor identifies areas of audit interest
at the business process level based on the auditor’s understanding of the
information systems, information system components, and information system
resources used in the significant businesses processes.
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The auditor identifies areas of audit interest at the system level based on the
auditor’s understanding of the security and privacy controls that are inherited by
those information systems, information system components, and information
system resources used in the significant businesses processes. Control
inheritance occurs when an information system or information system component
receives protection from security or privacy controls that are developed,
implemented, assessed, authorized, and monitored by personnel other than
those responsible for the information system or information system component.
For example, the mechanisms for enforcing logical access control for a business
process application may be developed, implemented, assessed, authorized, and
monitored as part of a separate information system.

The auditor’s identification of areas of audit interest at the system level is
primarily based on the inspection of system security and privacy plans. Through
this inspection, the auditor obtains an understanding of an information system’s
components, security categorization, impact level, operational environment,
control dependencies, system interconnections, security and privacy
requirements, and the individuals who fulfill system roles and responsibilities.
The content of system security and privacy plans is limited to the information
system and information system components within the defined authorization
boundary. Each plan also contains an overview of the security and privacy
requirements for the system and the controls selected to satisfy the
requirements. Business process applications may be separately authorized or
included within a larger information system boundary. An information system
boundary comprises all components of an information system to be authorized
for operation by an authorizing official and excludes separately authorized
systems to which the information system is connected. Understanding the entity’s
authorization boundaries and connections assists the auditor in identifying areas
of audit interest at the system level.

The auditor’s identification of areas of audit interest at the system level may also
be based on identifying the access paths into and out of the information systems
used in the significant business processes. In identifying the access paths, the
auditor obtains an understanding of relevant network and information system
topologies, including information system boundaries, system interconnections,
and network components that provide inherited controls. The auditor also obtains
an understanding of the processes and methods the entity employs (or external
entities employ on behalf of the entity) to protect the access paths and control the
flow of information. In obtaining an understanding of the access paths, the
auditor considers

¢ internet presence and any outward-facing, publicly accessible servers,
such as web and email services;

e network segmentation and the location of firewalls, routers, and switches;
e intrusion detection and prevention systems;

o file transfer systems and connections to external entities, as well as inter-
and intra-entity connections;

e network management systems;
e wireless connections;

e remote access; and
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e whether the use of mobile devices or personally owned systems,
components, and devices is permitted.

The auditor uses professional judgment when evaluating the significance of
areas of audit interest to the engagement objectives. The auditor may
characterize the significance of information systems or information system
components by

o the sensitivity or significance of the information processed,

¢ the existence of an access path to another system that contains sensitive
or significant information,

e the dollar value of the transactions processed,

e the volume of transactions processed, or

e the presence or number of business process application controls
incorporated directly into the application software.

Understand Business Process Controls Using the FISCAM Framework

The auditor should obtain an understanding of the business process controls
designed to achieve information processing objectives—completeness, accuracy,
and validity—based on the auditor’s understanding of the significant businesses
processes.

The auditor should review available business process application documentation
that explains the processing and flow of data within the application, as well as
interfaces to other information systems and the design of the underlying data
management systems.

The auditor should use the FISCAM Framework for Business Process Controls
(app. 500B, table 8), to identify relevant user and application control objectives
related to information processing objectives—completeness, accuracy, and
validity—for each area of audit interest at the business process level. The auditor
also uses the FISCAM Framework for Business Process Controls to identify user
and application control activities intended to achieve the relevant IS control
objectives. Relevant IS control objectives, as used in FISCAM, are those that are
necessary to achieve the engagement objectives. FAM establishes a basis for
determining relevant control objectives for financial audits. See section 320 for
further discussion on identifying and selecting IS control activities for testing.

The auditor should use the FISCAM Framework for Business Process Controls to
identify general control objectives related to the information security objectives—
confidentiality, integrity, and availability—for each area of audit interest at the
business process level. Relevant general control objectives for areas of audit
interest at the business process level have a direct effect on information
processing objectives and are necessary to achieve the engagement objectives.
The auditor also uses the framework to identify general control activities intended
to achieve the relevant IS control objectives. See section 320 for further
discussion on identifying and selecting IS control activities for testing.

The FISCAM Framework for Business Process Controls presents critical
elements and associated control objectives, illustrative control activities, and
illustrative audit procedures for business process controls. Critical elements
BP.01 through BP.03 relate to user and application controls, and critical elements
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BP.04 through BP.06 relate to general controls designed to achieve information
security objectives and support information processing objectives. Table 1 is an
excerpt from the framework that presents the critical elements and associated
control objectives for BP.01 through BP.06.

.16 For federal financial audits, further information on identifying relevant control
objectives and control activities intended to achieve those objectives is discussed
in FAM section 330, /dentify Control Objectives, and FAM section 340, Identify
and Understand Relevant Control Activities. Additionally, instructions for
completing a Specific Control Evaluation (SCE) worksheet for each significant
accounting application is included in FAM section 395G, Specific Control
Evaluation Worksheet. The internal control activities included on an SCE
worksheet comprise the manual and information system controls intended to
achieve the financial statement assertions, which include the information
processing objectives of completeness, accuracy, and validity. In the context of
an IS controls assessment performed in connection with a financial audit,
significant accounting applications are significant business processes and
financial management systems are areas of audit interest. The auditor may use
the FISCAM Framework for Business Process Controls (app. 500B, table 8) to
identify business process control objectives for the financial management
systems involved in the significant accounting applications. The auditor may also
use the framework to identify business process control activities intended to
achieve the relevant IS control objectives.

Table 1: Critical Elements and Control Objectives for Business Process Controls (User,

Application, and General)

Critical elements

Control objectives

BP.01 Management designs and
implements user and application
control activities to reasonably
assure that data input into the
information system are complete,
accurate, and valid.

BP.01.01 Data are properly prepared and approved for input
into the information system on a timely basis.

BP.01.02 Data validation rules detect erroneous data values
before information system processing.

BP.01.03 Input data validation errors are researched and
resolved on a timely basis.

BP.02 Management designs and
implements user and application
control activities to reasonably
assure that data processing by the
information system is complete,
accurate, and valid.

BP.02.01 Data processing errors are identified on a timely
basis.

BP.02.02 Data processing errors are researched and
resolved on a timely basis.

BP.03 Management designs and
implements user and application
control activities to reasonably
assure that output data are
complete, accurate, and valid.

BP.03.01 Data are approved for output.

BP.03.02 Output data errors are identified on a timely basis.

BP.03.03 Output data errors are researched and resolved on
a timely basis.

BP.04 Management designs and
implements general control activities
to reasonably assure that business

BP.04.01 Business process application roles and
responsibilities are defined and assigned to appropriat