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What GAO Found 
The Air Force’s efforts to implement Enterprise Risk Management (ERM) are in 
the early stages, and accordingly, it has not fully incorporated ERM into its 
management practices as outlined in Office of Management and Budget (OMB) 
Circular No. A-123. As a result, the Air Force is not fully managing its challenges 
and opportunities from an enterprise-wide view. Until it fully incorporates ERM—
planned for some time after 2023—the Air Force will continue to leverage its 
current governance and reporting structures as well as its existing internal control 
reviews. 

The Air Force has not designed a comprehensive process for assessing internal 
control, including processes related to mission-critical assets. GAO found that 
existing policies and procedures that Air Force staff follow to perform internal 
control assessments do not accurately capture the requirements of OMB Circular 
No. A-123. For example, the Air Force does not require (1) an assessment of 
each internal control element; (2) test plans that specify the nature, scope, and 
timing of procedures to conduct; and (3) validation that the results of internal 
control tests are sufficiently clear and complete to explain how units tested 
control procedures, what results they achieved, and how they derived 
conclusions from those results. Also, Air Force guidance and training was not 
adequate for conducting internal control assessments. 

In addition, GAO found that the Air Force did not design its assessment of 
internal control to evaluate all key areas that are critical to meeting its mission 
objectives as part of its annual Statement of Assurance process. 

Furthermore, GAO found that procedures the Air Force used to review mission-
critical assets did not (1) evaluate whether the control design would serve to 
achieve objectives or address risks; (2) test operating effectiveness after first 
determining if controls were adequately designed; (3) use process cycle 
memorandums that accurately reflected the current business process; and (4) 
evaluate controls it put in place to achieve operational, internal reporting, and 
compliance objectives. GAO also found that the results of reviews of mission-
critical assets are not formally considered in the Air Force’s assessment of 
internal control. 

Without performing internal control reviews in accordance with requirements, the 
Air Force increases the risk that its assessment of internal control and related 
Statement of Assurance may not appropriately represent the effectiveness of 
internal control, particularly over processes related to its mission-critical assets.
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assurance statement that represents 
the agency head’s informed judgment 
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effectiveness and to correct known 
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demonstrate basic internal control, as 
identified in previous audits, that would 
allow it to report, with reasonable 
assurance, the reliability of internal 
controls, including those designed to 
account for mission-critical assets. 

This report, developed in connection 
with fulfilling GAO’s mandate to audit 
the U.S. government’s consolidated 
financial statements, examines the 
extent to which the Air Force has 
incorporated ERM into its management 
practices and designed a process for 
assessing internal control, including 
processes related to mission-critical 
assets.  

GAO reviewed Air Force policies and 
procedures and interviewed Air Force 
officials on their process for fulfilling 
ERM and internal control assessments. 
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to the Air Force, which include 
improving its risk management 
practices and internal control 
assessments. The Air Force agreed 
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actions to address them. 
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441 G St. N.W.
Washington, DC 20548

June 18, 2020 

Congressional Committees 

The U.S. Air Force received a budget of more than $250 billion and 
reported total assets of more than $398 billion for fiscal year 2019. Of that 
total asset amount, it identified over $230 billion, or 58 percent, as 
mission-critical items, such as buildings, aircraft, satellites, missiles, 
vehicles, weapons, munitions, and spare parts. In carrying out its mission, 
Air Force senior leaders work to achieve complex and inherently risky 
objectives, such as keeping track of mission-critical assets that are not 
centrally located and may be damaged in the normal course of operation. 
To achieve its objectives, leadership must put in place processes to 
manage risk as well as a system of internal control in accordance with 
applicable legal requirements and guidance. 

Although the Air Force has been working on improving its risk 
management and internal control practices, including remediation of 
deficiencies in its internal control over financial reporting identified during 
its financial statement audit process, it still faces significant challenges. 
For example, as identified by its financial statement auditors, it continues 
to have problems in tracking and reporting, with reasonable accuracy, 
financial information about what mission-critical assets it has, where they 
are located, what condition they are in, or how much they cost. These 
ongoing challenges directly affect the Air Force’s ability to efficiently 
support the warfighter, achieve its objectives, and accomplish its mission 
through reliable, useful, and readily available information for day-to-day 
decision-making. 

Since the early 1980s, agencies have been tasked with improving the 
management of risks and accountability over federal programs and 
operations. Specifically, the Federal Managers’ Financial Integrity Act 
(FMFIA)1 provides the statutory basis for management’s responsibility for, 
and assessment of, internal control, and the Office of Management and 
Budget’s (OMB) Circular No. A-123,2 issued under the authority of FMFIA, 
requires executive agencies to evaluate the risks to accomplishing their 
strategic, operations, reporting, and compliance objectives and provide an 

                                                                                                                    
131 U.S.C. § 3512(c), (d). 
2Office of Management and Budget, Management’s Responsibility for Enterprise Risk 
Management and Internal Control, OMB Circular No. A-123 (July 15, 2016). 
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annual Statement of Assurance that represents the agency head’s 
informed judgment as to the overall adequacy and effectiveness of the 
agency’s internal control. In addition, OMB Circular No. A-123 describes 
four types of material weaknesses—that is, serious problems with internal 
processes that hamper an agency’s ability to reasonably assure that 
internal control objectives are achieved—that may result from an 
agency’s overall assessment of internal control effectiveness. These 
material weaknesses in internal control are categorized as related to 
operations, reporting, external financial reporting, and compliance. 

In July 2016, OMB issued an updated Circular No. A-123, Management’s 
Responsibility for Enterprise Risk Management and Internal Control, 
which requires executive agencies to implement enterprise risk 
management (ERM) in their management practices. OMB defines ERM 
as an agency-wide approach to addressing the full spectrum of the 
agency’s significant internal and external risks, by understanding the 
combined effect of risks as an interrelated portfolio rather than addressing 
risks one by one. ERM is a management tool that can help leaders 
anticipate and manage risks that could affect the achievement of an 
agency’s objectives as well as consider how multiple risks, when 
examined as a whole, can present even greater challenges and 
opportunities. 

We performed this audit in connection with fulfilling our mandate to audit 
the U.S. government’s consolidated financial statements, which are 
required to cover all accounts and associated activities of executive 
agencies, such as the Department of Defense (DOD) and its military 
services.3 Our objectives were to determine the extent to which the Air 
Force (1) incorporated ERM in its management practices and (2) 
designed an approach for assessing internal control, including processes 
related to mission-critical assets. We included mission-critical assets as a 
focus because DOD’s first consolidated, department-wide, full financial 
statement audit completed in November 2018 identified material 

                                                                                                                    
331 U.S.C. § 331(e). GAO, Financial Audit: FY 2019 and FY 2018 Consolidated Financial 
Statements of the U.S. Government, GAO-20-315R (Washington, D.C.: Feb. 27, 2020). 
The consolidated financial statements also include the legislative and judicial branches. 

https://www.gao.gov/products/GAO-20-315R
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weaknesses in internal control over financial reporting related to mission-
critical assets, among other areas.4

To address our first objective, we reviewed relevant criteria for 
establishing an ERM framework contained in OMB Circular No. A-123 
(July 2016). We obtained documentation from DOD and the Air Force 
related to ERM and compared it with the requirements contained in OMB 
Circular No. A-123. We interviewed DOD and Air Force officials to obtain 
additional information related to their plans and timelines for implementing 
ERM. 

To address our second objective, we reviewed and analyzed DOD and 
Air Force policies and procedures related to internal control assessments 
and interviewed agency officials to gain an understanding of the Air 
Force’s process for assessing internal control. We compared the Air 
Force’s current assessment efforts with relevant criteria contained in 
Standards for Internal Control in the Federal Government and OMB 
Circular No. A-123 for performing an assessment of internal control.5

We conducted this performance audit from March 2019 to June 2020 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

                                                                                                                    
4According to auditing standards, a material weakness in internal control over financial 
reporting is a deficiency, or combination of deficiencies, such that there is a reasonable 
possibility that a material misstatement of the entity’s financial statements will not be 
prevented, or detected and corrected, on a timely basis. A deficiency in internal control 
exists when the design or operation of a control does not allow management or 
employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct, misstatements on a timely basis. 
5GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: September 2014). 

https://www.gao.gov/products/GAO-14-704G
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Background 

OMB’s ERM Requirements and Guidance 

OMB provides guidance to federal managers on how to improve 
accountability and effectiveness of federal programs and operations by 
identifying and managing risks. OMB updated its Circular No. A-123 in 
July 2016 to establish management’s responsibilities for ERM. As part of 
the overall governance process, ERM calls for the consideration of a risk 
across the entire organization and how it may interact with other identified 
risks. When used appropriately, ERM is a decision-making tool that 
allows agency leadership to view risks across an organization and helps 
management understand an organization’s portfolio of top risk exposures, 
which could affect achievement of the agency’s goals and objectives. In 
December 2016, we issued a report that provided an overall framework 
for agencies to build an effective ERM program.6

In July 2016, OMB also updated Circular No. A-11, Preparation, 
Submission, and Execution of the Budget.7 In Circular No. A-11, OMB 
referred agencies to Circular No. A-123 for requirements related to ERM 
implementation, including for developing a risk profile as a component of 
the agency’s annual strategic review. A risk profile is a prioritized 
inventory of the most significant risks identified and assessed through the 
risk assessment process. It considers risks from a portfolio perspective, 
identifies sources of uncertainty that are both positive (opportunities) and 
negative (threats), and facilitates the review and regular monitoring of 
risks. Together, these two OMB circulars constitute the ERM policy 
framework for executive agencies by integrating and operationalizing 

                                                                                                                    
6GAO, Enterprise Risk Management: Selected Agencies’ Experiences Illustrate Good 
Practices in Managing Risk, GAO-17-63 (Washington D.C.: Dec. 1, 2016).
7OMB Circular No. A-11 provides guidance for preparing federal budgets and instructions 
on budget execution. It requires an annual strategic review of management’s processes 
(or set of processes) that synthesizes available performance information and other 
evidence, including evaluations, to assess progress on its strategic objectives, in 
consultation with OMB. The strategic review serves as an annual assessment of progress 
being made to improve program outcomes, assess whether the agency is using the best 
measures to identify progress on program outcomes, and identify opportunities for 
productivity gains using a variety of analytical, research, and evaluation methods to 
support the assessment. The most current version of OMB Circular No. A-11 was issued 
in 2019. We are referencing the 2016 version to reflect the initial reference to ERM 
implementation. 

https://www.gao.gov/products/GAO-17-63
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specific ERM activities and helping to modernize existing risk 
management efforts. 

Internal Control Requirements and Guidance 

Standards for Internal Control in the Federal Government describes 
internal control as a process put in place by an entity’s oversight body, 
management, and other personnel that provides reasonable assurance 
that objectives related to performing operations effectively and efficiently, 
producing reliable internal and external reports, and complying with 
applicable laws and regulations will be achieved. Internal control serves 
as the first line of defense in safeguarding assets. Its importance to 
federal agencies is further reflected in permanent requirements enacted 
into law. The internal control processes required by FMFIA and the 
Standards for Internal Control in the Federal Government help to form an 
integrated governance structure designed to improve mission delivery, 
reduce costs, and focus corrective actions toward key risks. OMB Circular 
No. A-123 precludes agencies from concluding that their internal control 
is effective if there are one or more material weaknesses identified from 
its assessment. 

Air Force’s Annual Statement of Assurance and Financial 
Audit 

As a component of DOD, the Air Force is required to (1) identify and 
manage risks, (2) establish and operate an effective system of internal 
control, (3) assess and correct control deficiencies, and (4) report on the 
effectiveness of internal control through an annual Statement of 
Assurance.8 In addition, the Chief Financial Officers Act of 1990 (CFO 
Act), as amended by the Government Management Reform Act of 1994 
and implemented by guidance in OMB Bulletin No. 19-03, Audit 
Requirements for Federal Financial Statements (August 27, 2019), 

                                                                                                                    
8The DOD Under Secretary of Defense (Comptroller) issued DOD Instruction 5010.40, 
Managers’ Internal Control Program Procedures, to implement DOD’s policy for FMFIA 
and OMB Circular No. A-123. The instruction applies to all DOD components. 
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requires the Air Force to annually undergo a financial statement audit.9
However, since 1990,10 the Air Force has continued to be unable to 
demonstrate basic internal control that would allow it to pass a financial 
statement audit, which has contributed to DOD’s financial management 
remaining on the GAO High-Risk List since 1995.11

For fiscal year 2018, the Air Force reported 11 material weaknesses in 
internal control over operations and 14 material weaknesses in internal 
control over reporting in its Statement of Assurance. For fiscal year 2019, 
it reported the same number of operations-related material weaknesses, 
and its reporting-related material weaknesses increased to 25. During the 
Air Force’s fiscal years 2018 and 2019 financial statement audits, 
independent auditors specifically considered the Air Force’s internal 
control over financial reporting in order to determine appropriate audit 
procedures to perform in order to express an opinion on the financial 
statements. The independent auditors disclaimed an opinion on the Air 
Force’s fiscal years 2018 and 2019 financial statements, stating that the 
Air Force continued to have unresolved accounting issues, and for each 
year, the auditors reported 23 material weaknesses in internal control 
over financial reporting.12 These material weaknesses included control 
deficiencies in processes related to the Air Force’s mission-critical assets 
and involved a lack of policies and procedures, inadequate financial 
information systems and reporting, and inaccurate and incomplete 
information in its accountability records and financial reports. 

                                                                                                                    
9CFO Act, Pub. L. No. 101-576, 104 Stat. 2838 (Nov. 15, 1990), as amended by the 
Government Management Reform Act of 1994, Pub. L. No. 103-356, 108 Stat. 3410 (Oct. 
13, 1994), codified, in relevant part, as amended, at 31 U.S.C. § 3515(c). Pursuant to the 
authority of 31 U.S.C. § 3515, OMB requires the Air Force General Funds and the Air 
Force Working Capital Fund to issue annual audited financial statements that are separate 
from those of DOD or that are presented separately in the department’s audited, 
consolidated financial statements. See Office of Management and Budget, “Components 
of Executive Departments and Agencies Required to Prepare Financial Statements,” app. 
B of Audit Requirements for Federal Financial Statements, OMB Bulletin No. 19-03 (Aug. 
27, 2019). 
10GAO, Financial Audit: Air Force Does Not Effectively Account for Billions of Dollars of 
Resources, GAO/AFMD-90-23 (Washington D.C.: Feb. 23, 1990).
11GAO, High-Risk Series: Substantial Efforts Needed to Achieve Greater Progress on 
High-Risk Areas, GAO-19-157SP (Washington D.C.: Mar. 6, 2019).
12A disclaimer of opinion means that the auditors were unable to express an opinion 
because of a lack of sufficient evidence to support the amounts presented. 

https://www.gao.gov/products/GAO/AFMD-90-23
https://www.gao.gov/products/GAO-19-157SP
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Air Force Has Not Fully Integrated ERM into Its 
Management Practices 
The Air Force’s efforts to implement ERM are in the early stages, and 
accordingly, it has not fully incorporated ERM into its management 
practices. Since the July 2016 update to OMB Circular No. A-123 
required agencies to implement ERM, the Air Force has been leveraging 
and relying on its existing risk management practices. To date, these 
practices have focused on the organizational unit level and not at the 
entity level, as required by OMB Circular No. A-123. The Air Force plans 
to integrate ERM increasingly into its management practices over the next 
several years, with expectations of a fully developed ERM approach after 
fiscal year 2023. 

The Air Force has taken the initial steps to establish an ERM governance 
structure, define risk classifications, and develop its ERM framework. For 
instance, the Air Force has drafted charters updating responsibilities for 
two senior management advisory councils—(1) the Enterprise 
Productivity Improvement Council (EPIC) and (2) the Executive Steering 
Committee (ESC)—to implement OMB Circular No. A-123. EPIC will 
oversee the agency’s risk management function, with a specific emphasis 
on overseeing the regular assessment of risk and approving risk 
responses and the Air Force’s risk profile. ESC will lead the 
implementation, assessment, and documentation of risk management 
over financial reporting, financial systems, all associated activities, and 
oversight with respect to the Air Force’s internal control program. EPIC is 
designed to focus exclusively on potential operational material 
weaknesses, and ESC will focus on potential financial reporting and 
financial systems material weaknesses. Air Force officials informed us 
that both councils would share responsibility for compliance objectives 
and resulting material weaknesses. 

During our audit, we analyzed the Air Force’s financial reports beginning 
with those for fiscal year 1999 and noted that the agency and the external 
auditors have generally reported material weaknesses each year 
involving the tracking, reporting, location, accountability, and cost of 
certain mission-critical assets. These weaknesses identified risks that 
decreased the Air Force’s ability to perform operations efficiently, prepare 
reliable financial reports, and comply with applicable laws and 
regulations. 
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EPIC and ESC currently assess proposed material weaknesses that the 
primary reporting elements (PRE) submit and determine whether to 
recommend them to the Secretary of the Air Force for reporting in the 
annual Statement of Assurance. However, the Air Force’s governance 
structure does not include a mechanism for EPIC or ESC to oversee the 
management of risk associated with material weaknesses and consider 
its effect across the entire agency. Based on our review of the draft 
charters and documentation from governance meetings, the Air Force 
included provisions for ESC to identify material weaknesses related to 
financial reporting and financial systems and EPIC to identify material 
weaknesses related to operations objectives. However, there were no 
charter provisions for either council to identify, assess, respond to, and 
report on the risks associated with those material weaknesses or material 
weaknesses identified through external audits. A material weakness, 
reported by either the agency or an external auditor, by definition 
indicates a significant decrease in an agency’s ability, during the normal 
course of operations, to achieve objectives and address related risks. 

Under OMB Circular No. A-123, an agency’s risk management 
governance structure helps ensure that the agency identifies risks that 
have the most significant effect on the mission outcomes of the agency. 
Without a thorough and integrated ERM governance structure that 
includes oversight responsibilities managing risks associated with 
material weaknesses in internal control, there is an increased risk that the 
Air Force will not properly identify, assess, and respond to significant 
entity-level risks. 

Air Force Has Not Designed a Comprehensive 
Approach for Assessing Internal Control, 
Including Processes Related to MissionCritical 
Assets 
The Air Force’s current internal control assessment process is not 
designed to facilitate the timely identification and correction of internal 
control deficiencies or to be used to support the Air Force’s annual 
Statement of Assurance. Specifically, Air Force management has not 
designed an adequate process for assessing internal control. Further, the 
process does not focus on areas with the greatest risk, such as mission-
critical assets. In addition, the reviews of mission-critical assets in fiscal 
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years 2018 and 2019 in support of the financial statement audit did not 
result in adequate assessments of internal control. 

The Air Force’s policy for assessing the effectiveness of its internal 
control system and for preparing the agency’s annual Statement of 
Assurance is based on DOD Instruction 5010.40, Managers’ Internal 
Control Program Procedures, dated May 2013.13 The Air Force’s policy is 
outlined in Air Force Policy Directive 65-2, Managers Internal Control 
Program. This policy is supported by the procedures outlined in Air Force 
Instruction (AFI) 65-201, Managers Internal Control Program Procedures, 
dated February 2016, which the Air Force currently is revising to address 
the July 2016 OMB Circular No. A-123 update. The Air Force provides 
additional guidance to supplement AFI 65-201 in its Statement of 
Assurance Handbook and its Internal Control Playbook. 

The Air Force’s OMB Circular No. A-123 program comprises 17 
designated PREs, including the Secretariat and Air Force staff offices, 
major commands, the Army and Air Force Exchange Service, and direct-
reporting units. The Air Force subdivides each PRE along organizational 
lines into more than 6,500 organizational assessable units (organizational 
units), such as a squadron or wing, and other specific programs and 
functions, where it evaluates internal controls per AFI 65-201. Each of the 
organizational units has an assessable unit manager (unit manager) who 
has authority over the unit’s internal control, including continual 
monitoring, testing, and improvement. Figure 1 illustrates how the Air 
Force’s organizational structure informs its overall annual Statement of 
Assurance. 

                                                                                                                    
13According to DOD officials, DOD is currently revising its instruction to incorporate the 
most recent OMB Circular No. A-123 update. 
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Figure 1: Thousands of Entities Contribute Information to the Air Force’s Annual 
Statement of Assurance of Internal Control 

The Air Force requires each unit manager to submit an annual supporting 
statement of assurance providing the manager’s opinion on whether the 
unit has reasonable assurance that its internal controls are effective. The 
units submit the statements to the Assistant Secretary of the Air Force, 
Financial Management and Comptroller (SAF/FM), the office responsible 
for OMB Circular No. A-123 implementation and compilation of the annual 
Statement of Assurance. Based on discussions with Air Force officials, 
SAF/FM uses the unit managers’ supporting statements of assurance to 
develop the overall Air Force annual Statement of Assurance. 

Air Force Has Not Designed an Adequate Process for 
Assessing Internal Control 

The Air Force’s internal control assessment process does not require (1) 
an assessment of all required elements of an effective internal control 
system; (2) test plans that specify the nature, scope, and timing of 
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procedures to conduct; and (3) management validation of results. In 
addition, existing policies and procedures that staff follow to perform the 
assessments do not fully implement OMB Circular No. A-123. Further, the 
Air Force provided inadequate training to those responsible for 
conducting and concluding on the internal control assessments. 

Assessment of Internal Control Not Designed to Evaluate All 
Required Elements 

Although not required by policy, the Air Force performed its first 
assessment of the five components of internal control during fiscal year 
2019 through an SAF/FM review of entity-level controls, which are 
controls that have a pervasive effect on an entity’s internal control system 
and may pertain to multiple components.14 Based on this assessment, 
SAF/FM concluded in the Air Force’s Statement of Assurance for fiscal 
year 2019 that three components of internal control (i.e., risk assessment, 
control activities, and information and communication) were not designed, 
implemented, or operating effectively. 

Although SAF/FM performed this assessment in 2019, the assessment 
did not include a determination of whether each internal control principle 
was designed, implemented, and operating effectively. Also, there was no 
indication that the Air Force designed the assessment of entity-level 
controls to be pertinent to all Air Force objectives, such as those related 
to operations, reporting, or compliance. In addition, SAF/FM did not 
provide the assessment results to the unit managers for input or 
consideration in their unit-specific control assessments and supporting 
statements of assurance. The Air Force’s Internal Control Playbook 
directs unit managers to assess the design and operating effectiveness of 
the relevant entity-level controls within their purview. However, for fiscal 
year 2019, SAF/FM performed this assessment, and officials informed us 
that it was not their intent for unit managers to assess entity-level 
controls. 

According to OMB Circular No. A-123, management must summarize its 
determination of whether each of the five components and 17 principles 

                                                                                                                    
14Federal internal control standards approach internal control through a hierarchical 
structure of five components and 17 principles that represent required elements of an 
effective internal control system. The five internal control components are control 
environment, risk assessment, control activities, information and communication, and 
monitoring. The 17 principles support the design, implementation, and operating 
effectiveness of the associated components. 
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from Standards for Internal Control in the Federal Government are 
designed, implemented, and operating effectively and components are 
operating together in an integrated manner. The determination must be a 
“yes/no” response. If one or more of the five components are not 
designed, implemented, and operating effectively, or if they are not 
operating together in an integrated manner, then an internal control 
system is ineffective. AFI 65-201 states, as part of its discussion on 
assessing internal control over financial reporting, that OMB Circular No. 
A-123 prescribes a process to evaluate controls at the entity level for the 
five components of internal control (i.e., control environment, risk 
assessment, control activities, information and communication, and 
monitoring). 

The Air Force’s assessment lacked required determinations related to 
internal control principles because the Air Force lacked policies or 
procedures for the following: 

· Clearly delineating who within the Air Force (e.g., unit managers or 
SAF/FM) is responsible for assessing the components and principles 
of internal control, how often assessments are performed, at what 
level (e.g., entity or transactional) components and principles are to 
be evaluated, what objectives are covered in the assessment of 
entity-level controls, to whom to communicate the results if the results 
are relevant to others performing assessments of internal control, and 
what Air Force guidance to follow. 

· Documenting management’s summary, whether performed by the unit 
managers as outlined in the guidance or by SAF/FM as performed 
during fiscal year 2019, of its determination of whether each 
component and principle is designed, implemented, and operating 
effectively and whether components are operating together in an 
integrated manner. 

By not ensuring that management is assessing whether each internal 
control component and principle is designed, implemented, and operating 
effectively, the Air Force cannot determine whether internal control is 
effective at reducing the risk of not achieving its stated mission and 
objectives to an acceptable level. Moreover, given the entity-wide 
relevance of SAF/FM’s conclusions, unit managers may not be aware of 
all the necessary information with which to draw conclusions about the 
effectiveness of their organizational units’ internal control. Further, 
management’s assurances on internal control effectiveness, as reported 
in the Statement of Assurance, may not appropriately represent the 
effectiveness of the Air Force’s internal control. 
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Assessment of Internal Control Not Designed to Use Consistent 
Test Plans 

The Air Force did not have a process in place to base its annual 
assessment of internal control and Statement of Assurance preparation 
on uniform testing performed across its agency. Although the Air Force 
had standard test plans for reviews associated with financial reporting 
objectives, SAF/FM could not demonstrate what procedures are 
performed to support its assessment of internal control over its 
operational, internal reporting, and compliance objectives. 

Specifically, for these objectives, the Air Force did not develop guidance 
for those responsible for assessing internal controls on 

· which tests to conduct to obtain the best evidence of whether controls 
are designed, implemented, and operating effectively; 

· how much testing is needed in each area; 
· when to conduct the tests; 
· how to ensure that current year conclusions are based on current year 

test results; and 
· how assessment procedures are to be adjusted or amended to reflect 

a consideration of prior year self-identified control deficiencies and 
internal and external audit results. 

Additionally, standard test plans for the reviews conducted as part of the 
Air Force’s financial statement audit remediation efforts did not include 
guidance on how to consider prior year self-identified control deficiencies 
and internal and external audit results in determining the nature, timing, 
and extent of procedures to be conducted for the current year. 

Further, although the Air Force outlines 20 overall objectives in its 2019 
through 2021 Business Operations Plan (dated January 2019),15 it did not 
document the specific procedures the Air Force planned and performed to 
support an evaluation of its internal control over these 20 objectives. 

                                                                                                                    
15The Air Force aligned its Business Operation Plan with the FY 2018 – FY 2022 National 
Defense Business Operations Plan. This plan, published by DOD’s Chief Management 
Officer, is a supplement to the 2018 National Defense Strategy and is structured to directly 
contribute to National Defense Strategy priorities. The plan focuses on DOD’s strategy to 
improve performance, reform business operations, provide a strong foundation to improve 
readiness, and work with partners in support of the department and administration 
priorities. 
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According to Standards for Internal Control in the Federal Government, 
management should establish and operate activities to monitor the 
internal control system and evaluate the results and should remediate 
identified internal control deficiencies on a timely basis. For example, as 
part of its monitoring activities, agency management responsible for the 
OMB Circular No. A-123 program could design a test plan or establish a 
baseline to monitor the current state of the internal control system and 
compare that baseline to the results of its internal control tests. 

The Air Force’s assessment of internal control and Statement of 
Assurance are not clearly supported by completed test plans or other 
documented monitoring activities because SAF/FM does not have a 
policy or procedures for conducting internal control assessments that 
require documented test plans that (1) tie back to specific objectives 
included in the Business Operations Plan; (2) specify the nature, scope, 
and timing of procedures to conduct under the OMB Circular No. A-123 
assessment process; and (3) reflect a consideration of prior year self-
identified control deficiencies and results of other internal and external 
audits. 

By not ensuring that its more than 6,500 unit managers are evaluating 
internal control based on the agency’s established baseline, the Air Force 
cannot ensure that it is consistently and effectively assessing its internal 
control in order to timely identify and correct deficiencies or that its design 
of internal control reduces, to an acceptable level, the risk of not 
achieving agency operational, reporting, and compliance objectives. As a 
result, Air Force management’s assurances on internal control, as 
reported in the overall agency Statement of Assurance, may not 
appropriately represent its internal control effectiveness. 

Assessment of Internal Control Not Designed to Include 
Management Validation of Results 

Air Force management did not have a process to validate whether its unit 
managers appropriately performed and documented their internal control 
assessments. During our review, Air Force management was uncertain 
about how many internal control assessments were being performed or 
by whom. SAF/FM officials initially stated that there were 5,567 
organizational units responsible for assessing internal control, but officials 
later informed us that the actual number was more than 6,500. 
Furthermore, Air Force officials were unable to provide information on 
how many organizational unit managers failed to report on their specific 
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internal control assessments or received waivers from performing such 
assessments.16

Finally, management lacked a process to ensure that results used to 
compile the current year Statement of Assurance are based upon current 
fiscal year assessments. The Air Force requires unit managers to assess 
internal control and submit results to SAF/FM through the automated 
statement of assurance submission system. SAF/FM then compiles the 
supporting statements of assurance submissions and prepares the Air 
Force’s annual Statement of Assurance. However, we found that the 
automated system that collects the annual assessments from more than 
6,500 unit managers allows these managers to import internal control 
testing activities from the prior fiscal year. Air Force officials were unable 
to provide information about how they ensure that unit managers were not 
importing prior year results without performing current year testing. 

OMB Circular No. A-123 requires documentation to demonstrate and 
support conclusions about the design, implementation, and operating 
effectiveness of an entity’s internal control system, and requires agencies 
to consider carefully whether systemic weaknesses exist that adversely 
affect internal control across organizational or program lines. 

The Air Force’s process lacks management validation of results because 
it has not developed a documented policy or procedures to ensure that 
management can readily review and validate the results of its internal 
control testing. The Air Force has not required SAF/FM to validate (1) the 
number of organizational units reporting for its overall internal control 
assessment; (2) how it tested control procedures, what results it 
achieved, and how it derived conclusions from those results; and (3) 
whether it based the results used to compile the current year Statement 
of Assurance on current fiscal year assessments. Additionally, when PRE 
management waives assessments, SAF/FM does not have a process to 
track waivers and assess how they affect the current year assessment of 
internal control, determination of systemic weaknesses, and compilation 
of the Air Force’s overall Statement of Assurance. 

                                                                                                                    
16According to Air Force policies and procedures, unit managers may ask PRE 
management for a waiver from complying with requirements to (1) continuously monitor 
and improve the effectiveness of internal control; (2) furnish an annual statement giving 
reasonable assurance that they met the objectives of the internal control program; and (3) 
ensure that internal control assessments are performed completely, accurately, and 
adequately. 
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By not validating the internal control assessment results, Air Force 
management cannot ensure that the assessment was performed as 
expected to support related conclusions and timely identify internal 
control deficiencies. Further, management’s assurance on internal 
control, as reported in the overall Statement of Assurance, may not 
appropriately represent the internal control effectiveness. 

Guidance for Assessment of Internal Control Does Not Properly 
Define Material Weaknesses and Internal Control 

Air Force guidance for its assessment of internal control neither 
accurately nor completely reflects definitions included in OMB Circular 
No. A-123. For example, AFI 65-201 and the Statement of Assurance 
Handbook provided to unit managers for conducting internal control 
assessments, and the Internal Control Playbook that the Air Force 
developed in August 2019 to address internal control over reporting 
objectives, do not include the complete definitions of the four material 
weakness categories for deficiencies related to (1) operations, (2) 
reporting, (3) external financial reporting, and (4) compliance objectives, 
consistent with guidance in OMB Circular No. A-123. Additionally, the 
handbook does not define internal control as a process that provides 
reasonable assurance that objectives will be achieved or an internal 
control system as a continuous built-in component of operations, affected 
by people, that provides reasonable assurance that an entity’s objectives 
will be achieved. Although the playbook does adequately define internal 
control and a system of internal control, the Air Force developed this 
guidance after we initiated our review, and the guidance only addresses 
internal control over reporting objectives and not operational and 
compliance objectives. 

These inaccuracies and incomplete descriptions occurred because the Air 
Force did not provide its internal control assessment guidance preparers 
or reviewers with training to assist them in writing and reviewing the 
guidance to ensure proper application of the fundamental concepts of 
internal control and OMB Circular No. A-123, such as those related to 
definitions of internal control and material weakness. 

By not ensuring that Air Force guidance reflects accurate and complete 
definitions included in OMB Circular No. A-123, the Air Force is at 
increased risk that its officials performing internal control assessments will 
not properly conclude on the results; therefore, management’s 
assurances on internal control, as reported in the Statement of 
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Assurance, may not appropriately represent the effectiveness of internal 
control. 

Air Force Lacks Adequate Training for Employees on How to 
Perform Assessments of Internal Control 

Among other things, OMB Circular No. A-123 requires staff to identify 
objectives, assess related risks, document internal controls, evaluate the 
design of controls, conduct appropriate tests of the operating 
effectiveness of controls, report on the results of these tests, and 
appropriately document the assessment procedures. 

However, the Air Force’s training provided to unit managers responsible 
for assessing internal control lacks sufficient instructions on how to 
perform such assessments. Specifically, the current annual training 
provided by SAF/FM 

· lacks instruction on how to prepare documentation to adequately 
support conclusions, identify and test the key internal controls, and 
evaluate and document test results; 

· limits discussion of OMB Circular No. A-123 internal control 
assessments to internal control over external financial reporting 
objectives and does not cover internal control over operational, 
compliance, and internal reporting objectives; 

· lacks adequate definitions of material weaknesses included in OMB 
Circular No. A-123; 

· lacks instruction on how to interpret, respond to, and correct self-
identified deficiencies (control deficiencies, significant deficiencies, 
and material weaknesses); and 

· is not required for individuals performing reviews related to external 
financial reporting. 

SAF/FM officials informed us that the definitions of material weakness 
and instructions on how to interpret, respond to, and correct deficiencies 
were included in other guidance documents, such as the newly created 
Internal Control Playbook. However, the Air Force did not provide the 
playbook to PREs during the fiscal year 2019 training, and it is not 
officially named as guidance in the Air Force’s policy for assessments of 
internal control. Although the Air Force has described the playbook as 
supplemental guidance, it does not refer to the playbook as such in its 
policy for assessing the effectiveness of its system of internal control to 
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provide reasonable assurance that operational, reporting, and compliance 
objectives are achieved. 

These inadequacies occurred because SAF/FM has not fully evaluated 
and incorporated the requirements for assessing an internal control 
system into its training and has not designed training that (1) enhances 
skills in evaluating an internal control system and documenting the 
results; (2) reflects all OMB Circular No. A-123 requirements, such as 
those related to assessing controls for all objectives and determining 
material weaknesses; and (3) is provided to all who are responsible for 
performing internal control assessments. 

According to federal internal control standards, management should 
demonstrate a commitment to developing competent individuals. For 
example, management could provide training for employees to develop 
skills and competencies needed for key roles and responsibilities in 
assessing internal control. Without appropriate training, those responsible 
for assessing internal control may not do so adequately enough to identify 
internal control deficiencies timely and support the agency’s internal 
control assessments with appropriate documentation and summarization 
of the results. 

Air Force Has Not Designed a Process for Assessing 
Internal Control Based on Risk 

OMB Circular No. A-123 requires an agency to evaluate whether a 
system of internal control reduces the risk of not achieving the entity’s 
objectives using a risk-based assessment approach. However, the Air 
Force’s current AFI 65-201 approach calls for assessing internal control 
at more than 6,500 organizational units without regard to quantitative or 
qualitative risks. As previously discussed, the Air Force lacks procedures 
to verify whether its unit managers are performing internal control 
assessments as intended and does not provide guidance for uniform 
testing across the organization. Therefore, the Air Force’s current 
approach for assessing internal control does not ensure that areas of 
greatest risk are addressed, such as mission-critical assets, and instead 
may unnecessarily focus on areas of lower risk. As a result, the Air Force 
may not be using resources efficiently. 

The Air Force’s current design of assessing internal control does not 
ensure, at a minimum, the evaluation of internal control over areas key to 
meeting its mission. Specifically, the Air Force does not have a policy 
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requiring evaluation of whether its internal control over processes related 
to areas of highest risk—such as processes related to mission-critical 
assets, including equipment, government-furnished equipment, and 
weapons-system spare parts managed and held by contractors and 
working capital fund inventory—reduces the risk of not achieving specific 
operation, reporting, or compliance objectives to an acceptable level.17

The Acting Secretary of Defense, during fiscal year 2019, emphasized 
two of these areas—government property in the possession of 
contractors, which includes government-furnished equipment, and 
working capital fund inventory—as high priority for corrective actions 
related to financial statement audit remediation. 

The Air Force’s current approach for assessing internal control calls for 
more than 6,500 organizational units to perform assessments without 
regard to risk because the Air Force has not developed a policy or 
procedures providing guidance on how to perform the assessment using 
a risk-based approach. A risk-based approach provides a methodology 
for Air Force management to focus and prioritize its internal control 
assessments on areas and activities of greater risk and importance to 
accomplishing mission and strategic objectives. By not evaluating internal 
control with a risk-based approach, Air Force management lacks the 
assurance that resources are used efficiently to assess key controls 
associated with achieving Air Force objectives subject to the highest risks 
along with those designated as high priority by agency management, 
such as controls over accounting for, managing, and reporting on 
mission-critical assets. 

Current Reviews Do Not Adequately Assess Internal 
Control over Processes Related to MissionCritical Assets 

Although the Air Force has not designed a process for performing OMB 
Circular No. A-123 internal control assessments based on risk, it did 
review certain business process assessable units, such as mission-critical 

                                                                                                                    
17The working capital fund provides maintenance services, weapon system parts, base 
and medical supplies, and transportation services in support of Air Force functions. It is 
designed to be a self-sustaining, “businesslike” activity that generates revenue from 
providing goods and services. Working capital fund inventory includes weapon-system 
consumable and repairable parts, base supply items, and medical-dental supplies. 
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assets, as part of its financial statement audit remediation efforts.18

However, Air Force’s reviews of internal control over processes related to 
mission-critical assets did not meet OMB Circular No. A-123 requirements 
or federal internal control standards for evaluating a system of internal 
control. During fiscal years 2018 and 2019, the Air Force engaged the Air 
Force Audit Agency (AFAA) to review control activities for five processes 
related to mission-critical assets and instructed business process 
assessable unit leads to conduct additional internal control reviews for 
select mission-critical asset areas during fiscal year 2019.19 However, the 
organizational unit managers did not formally consider the results of these 
reviews when concluding on their assessments of internal control. 

For fiscal year 2018, AFAA performed certain agreed-upon procedures to 
confirm current transactional processes and related internal control over 
external financial reporting for five mission-critical asset areas as 
documented in the related business process cycle memorandums.20 In 
order to perform the procedures, AFAA used SAF/FM-prepared templates 
to confirm certain processes and key controls included in the respective 
process cycle memorandums. However, the procedures SAF/FM 
instructed AFAA to perform in 2018 did not meet the requirements of an 
assessment of an internal control system as prescribed in OMB Circular 
No. A-123. Specifically: 

· Procedures to test design of controls did not include steps for 
evaluating whether the controls individually or in combination with 
other controls would achieve objectives or address related risks. 

                                                                                                                    
18Business process is a term the Air Force uses to identify seven significant areas for its 
financial statement reporting: (1) Plan to Stock, (2) Acquire to Retire, (3) Hire to Retire, (4) 
Procure to Pay, (5) Other, (6) Order to Cash, and (7) Budget to Report. These seven 
business process areas encompass 21 general fund business process assessable units, 
of which nine are mission-critical asset-related, and 17 working capital fund business 
process assessable units, of which five are mission-critical asset-related. Examples of 
general fund mission-critical asset related assessable units are Real Property, Equipment, 
and Operating Materials and Supplies. The general fund supports the core missions and 
overall operations of the Air Force and is funded primarily by enacted appropriations. 
19AFAA conducts audit services for all Air Force organizational components according to 
generally accepted government auditing standards. These services independently and 
objectively evaluate existing procedures, controls, and performance for Air Force 
programs and functions. AFAA develops audit plans through collaborative efforts with 
organizations, including SAF/FM, to prioritize topics based on Air Force priorities, 
vulnerabilities, and high-risk areas. 
20The Air Force uses cycle memorandums to document the processes, control activities, 
systems, and policies and procedures for business process assessable units that affect 
financial reporting. 
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Instead, SAF/FM instructed AFAA to confirm whether the process 
cycle memorandums accurately reflected the controls and processes 
in place. 

· Procedures to test operating effectiveness of controls were conducted 
even though there was no determination of whether the controls were 
designed to achieve objectives or address related risks. 

· Procedures performed involved the use of process cycle 
memorandums as a baseline, which, as noted by the Air Force’s 
auditor, did not always reflect the current process, and there was no 
process in place for management to assess whether the differences 
related to an inaccurate cycle memorandum or improper 
implementation of the process. 

For fiscal year 2019, tests continued to (1) address operating 
effectiveness without first determining if the controls were designed to 
meet objectives and reduce risks and (2) involve the use of process cycle 
memorandums as a baseline that did not always reflect the current 
business process. 

For fiscal year 2019, business process assessable unit leads conducted 
the additional internal control reviews for select processes related to 
mission-critical assets based on the templates for tests of design and 
tests of operating effectiveness in Internal Control Playbook appendixes. 
Similar to the procedures developed for AFAA, the Air Force did not 
devise the fiscal year 2019 playbook’s template procedures to support 
conclusions on the design, implementation, and operating effectiveness 
of internal control over processes that are key to achieving Air Force 
operational, internal reporting, and compliance objectives. For example, 
the procedures that the Air Force used to assess the design of internal 
control over a process related to spare engines at one air base only 
considered controls related to external financial reporting objectives. The 
Air Force did not provide evidence that it tested additional controls key to 
achieving internal reporting, operating, and compliance objectives, such 
as improving and strengthening business operations and harnessing the 
power of data for timely decision-making and mission success, or 
evidence that the Air Force would test such controls during future 
reviews. 

Additionally, the Air Force lacked a process for the organizational unit 
managers or PREs to consider the results of internal control reviews 
performed at the business process assessable unit level in assessing 
internal control when they assess and report on the status of internal 
control for the overall Air Force Statement of Assurance (see fig. 2). 
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Specifically, the current and draft AFI 65-201 and Statement of Assurance 
Handbook do not include procedures for how information gathered from 
AFAA agreed-upon procedures or business process unit leads’ testing of 
internal control over processes related to mission-critical assets is 
considered in the conclusions reported through the organizational unit 
managers’ supporting statements of assurance. 

Figure 2: Assessments of Business Process Areas Are Not Formally Considered in the Air Force Statement of Assurance 

OMB Circular No. A-123 requires that management, in accordance with 
federal standards for internal control, evaluate whether a system of 
internal control reduces the risk of not achieving the entity’s objectives 
related to operations, reporting, or compliance to an acceptable level. 
According to the federal internal control standards, when evaluating the 
design of internal control, management determines if controls individually 
and in combination with other controls are capable of achieving an 
objective and addressing related risks. A control cannot be effectively 
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operating if it was not properly designed and implemented. Further, 
management should establish and operate monitoring activities to monitor 
the internal control system and evaluate the results. For example, once 
established, management can use the baseline, or current state of the 
internal control system, as criteria in evaluating the internal control 
system and make changes to reduce the difference between the criteria 
(what is expected) and condition (what Air Force staff did do instead of 
what was expected). Also, per OMB Circular No. A-123, an agency may 
document its assessment of internal control using a variety of information 
sources, such as management reviews conducted expressly for the 
purpose of assessing internal control (e.g., AFAA agreed-upon 
procedures and Internal Control Playbook procedures). 

Air Force reviews of internal control over processes related to mission-
critical assets were inadequate because SAF/FM did not include in the 
agreed-upon procedures or the Internal Control Playbook 

· tests of design to determine if controls individually and in combination 
with other controls are capable of achieving an objective and 
addressing related risks, 

· tests of implementation and operating effectiveness only after a 
favorable assessment of the design of control, and 

· a baseline that has accurate descriptions of business processes and 
identifies key internal controls as designed by management to 
respond to risks. 

Further, SAF/FM did not document its approach for using results from the 
AFAA agreed-upon procedures in assessing the Air Force’s internal 
control over processes related to mission-critical assets because the Air 
Force did not provide guidance establishing the process and reporting 
lines of all the sources of information that it considered in preparing its 
overall Statement of Assurance. Also, SAF/FM did not have a 
documented process for integrating the results of internal control reviews 
performed at the business process assessable unit level into the 
organizational units’ assessment of internal control. Moreover, Air Force 
did not have guidance describing how often, through which conduit, or 
when the results from the business process internal control reviews were 
to be provided to relevant organizational units, or how this information 
would affect conclusions made in a unit’s respective assurance 
statement. 
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By not comprehensively evaluating internal control over processes related 
to mission-critical assets, the Air Force is at increased risk that it may not 
timely identify internal control deficiencies and may lack reasonable 
assurance over the effectiveness of internal control over processes 
accounting for mission-critical assets. In addition, without performing 
internal control assessments in accordance with requirements or having a 
formal process to consider the results of the AFAA agreed-upon 
procedures and the Internal Control Playbook procedures in the 
organizational unit managers’ assessment process, the Air Force 
increases the risk that its assessment of internal control and related 
Statement of Assurance may not appropriately represent the 
effectiveness of internal control. 

Conclusions 
Air Force senior leaders work to achieve complex and inherently risky 
objectives across the agency, while managing over $230 billion in 
mission-critical assets available to carry out its mission. To reduce the 
risk of not achieving its objectives or efficiently managing its resources, 
the Air Force needs to implement an ERM capability that is integrated 
with an effective system of internal control, as outlined in OMB Circular 
No. A-123 and federal standards for internal control. Although the Air 
Force has been working to improve its risk management and internal 
control practices, including remediation of deficiencies in its internal 
control over financial reporting related to mission-critical assets, it still 
faces significant challenges. For example, the agency continues to have 
difficulties with tracking and reporting, with reasonable accuracy, financial 
information about its mission-critical assets that directly affect its ability to 
efficiently support the warfighter, achieve its objectives, and accomplish 
its mission through reliable, useful, and readily available information. 
Without an effective ERM governance structure, there is an increased risk 
that the Air Force will not properly identify, assess, and respond to 
significant entity-level risks. In addition, by not comprehensively 
implementing and evaluating its internal control system, the Air Force 
cannot ensure that it is timely identifying and correcting internal control 
deficiencies or effectively reducing, to an acceptable level, the risk of not 
achieving its objectives. Further, Air Force management’s assurances on 
internal control, as reported in the overall agency Statement of 
Assurance, may not appropriately represent its internal control 
effectiveness. 
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Recommendations for Executive Action 
We are making the following 12 recommendations to the Air Force: 

The Secretary of the Air Force should develop and implement procedures 
for an ERM governance structure that includes oversight responsibilities 
for identifying, assessing, responding to, and reporting on the risks 
associated with agency material weaknesses from all relevant sources. 
These procedures should clearly demonstrate that risks associated with 
material weaknesses are considered by Air Force governance, as a 
whole, and are mitigated appropriately to achieve goals and objectives. 
(Recommendation 1) 

The Secretary of the Air Force should develop policies or procedures for 
assessing internal control to require (1) clearly delineating who within the 
Air Force is responsible for evaluating the internal control components 
and principles, how often they are to perform the evaluation, the level 
(e.g., entity or transactional) of the evaluation, what objectives are 
covered in the assessment, to whom to communicate the results if they 
are relevant to others performing assessments of internal control, and 
what guidance to follow; (2) documenting management’s determination of 
whether each component and principle is designed, implemented, and 
operating effectively; and (3) documenting management’s determination 
of whether components are operating together in an integrated manner. 
(Recommendation 2) 

The Secretary of the Air Force should develop policies or procedures for 
assessing internal control to require the use of test plans that (1) tie back 
to specific objectives to be achieved as included in the Business 
Operations Plan; (2) specify the nature, scope, and timing of procedures 
to conduct under the OMB Circular No. A-123 assessment process; and 
(3) reflect a consideration of prior year self-identified control deficiencies 
and results of internal and external audits. (Recommendation 3) 

The Secretary of the Air Force should develop policies or procedures for 
assessing internal control to require SAF/FM to validate (1) the number of 
organizational units reporting for its overall internal control assessment; 
(2) how control procedures were tested, what results were achieved, and 
how conclusions were derived from those results; and (3) whether the 
results used to compile the current year report are based on current fiscal 
year’s assessments. (Recommendation 4) 
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The Secretary of the Air Force should develop policies or procedures for 
assessing internal control to require SAF/FM to assess how waivers 
affect the current year assessment of internal control, the determination of 
systemic weaknesses, and the compilation of the Air Force’s overall 
Statement of Assurance. (Recommendation 5) 

The Secretary of the Air Force should require that developers of the 
policy and related guidance associated with designing the procedures for 
conducting OMB Circular No. A-123 assessments receive recurring 
training and are appropriately skilled in conducting internal control 
assessments and are familiar with Standards for Internal Control in the 
Federal Government. (Recommendation 6) 

The Secretary of the Air Force should analyze all definitions included in 
Air Force ERM and internal control assessment policy and related 
guidance to ensure that all definitions and concepts are defined correctly. 
(Recommendation 7) 

The Secretary of the Air Force should require SAF/FM to design recurring 
training for those who will assess internal control that (1) includes 
enhancing their skills in evaluating the internal control system and 
documenting results; (2) reflects all OMB Circular No. A-123 
requirements, such as those related to identifying objectives, evaluating 
deficiencies, and determining material weaknesses; and (3) is provided to 
all who are responsible for performing internal control assessments. 
(Recommendation 8) 

The Secretary of the Air Force should develop policy or procedures 
consistent with OMB Circular No. A-123 to assess the system of internal 
control using a risk-based approach. (Recommendation 9) 

The Secretary of the Air Force should develop procedures to assess 
internal control over processes related to mission-critical assets, including 
(1) tests of design that evaluate whether controls are capable of achieving 
objectives, (2) tests of effectiveness only after a favorable assessment of 
the design of the control, and (3) a baseline that has accurate 
descriptions of business processes and identifies key internal controls as 
designed by management to respond to risks. (Recommendation 10) 

The Secretary of the Air Force should establish a process and reporting 
lines of all the sources of information, including reviews performed of 
internal control processes related to mission-critical assets, that will be 
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considered in the Secretary’s Statement of Assurance. (Recommendation 
11) 

The Secretary of the Air Force should develop procedures to require 
coordination between business process leads and the Air Force’s unit 
managers to ensure that mission-critical asset–related internal control 
deficiencies are considered in the unit managers’ assessments of internal 
control and related supporting statements of assurance. These 
procedures should include how, when, and with what frequency the 
results from the business process internal control reviews should be 
provided to relevant organizational units for consideration in their 
respective assurance statements. (Recommendation 12) 

Agency Comments 
We provided a draft of this report to the Air Force for review and 
comment. In written comments, the Air Force concurred with all 12 of our 
recommendations and cited actions to address them. Air Force’s 
comments are reproduced in appendix I. 

We are sending copies of this report to the appropriate congressional 
committees, the Secretary of Defense, the Under Secretary of Defense 
(Comptroller)/Chief Financial Officer, the Secretary of the Air Force, the 
Assistant Secretary of the Air Force (Financial Management and 
Comptroller), and other interested parties. In addition, the report is 
available at no charge on the GAO website at https://www.gao.gov. 

If you or your staff have any questions about this report, please contact 
me at (202) 512-2989 or kociolekk@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs may be found on 
the last page of this report. GAO staff who made key contributions to this 
report are listed in appendix II. 

Kristen Kociolek 
Director 
Financial Management and Assurance 

List of Committees 

https://www.gao.gov/
mailto:kociolekk@gao.gov
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The Honorable Mac Thornberry 
Ranking Member 
Committee on Armed Services 
House of Representatives 

The Honorable Carolyn B. Maloney 
Chairwoman 
The Honorable Jim Jordan 
Ranking Member 
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House of Representatives



Appendix I: Comments from the Department of 
the Air Force

Page 29 GAO-20-332  Air Force ERM and Internal Control 

Appendix I: Comments from the 
Department of the Air Force 



Appendix I: Comments from the Department of 
the Air Force

Page 30 GAO-20-332  Air Force ERM and Internal Control 



Appendix I: Comments from the Department of 
the Air Force

Page 31 GAO-20-332  Air Force ERM and Internal Control 



Appendix I: Comments from the Department of 
the Air Force

Page 32 GAO-20-332  Air Force ERM and Internal Control 



Appendix I: Comments from the Department of 
the Air Force

Page 33 GAO-20-332  Air Force ERM and Internal Control 



Appendix I: Comments from the Department of 
the Air Force

Page 34 GAO-20-332  Air Force ERM and Internal Control 



Appendix I: Comments from the Department of 
the Air Force

Page 35 GAO-20-332  Air Force ERM and Internal Control 



Appendix I: Comments from the Department of 
the Air Force

Page 36 GAO-20-332  Air Force ERM and Internal Control 

Appendix I: Comments from the Department of the Air 
Force 

Page 1 

DEPARTMENT OF THE AIR FORCE 
WASHINGTON DC 
OFFICE OF THE ASSISTANT SECRETARY 

May 14, 2020 

Article II.MEMORANDUM FOR UNITED STATES GOVERNMENT 
ACCOUNTABILITY OFFICE  
ATTN: MS. KRISTEN KOCIOLEK 
FROM: SAF/FM 

1130 Air Force Pentagon  
Washington, DC 20330-1130 

SUBJECT: GAO Draft Report, GA0-20-332, AIR FORCE: Enhanced 
Enterprise Risk Management and Internal Control Assessments Could 
Improve Accountability Over Mission-Critical Assets (GAO Code 103405) 

This is the Department of Defense (DoD) response to GAO Draft Report, 
AIR FORCE: Enhanced Enterprise Risk Management and Internal 
Control Assessments Could Improve Accountability Over Mission-Critical 
Assets (GAO Code 103405). The DoD concurs with the report as written 
and welcomes the opportunity to discuss our responses with the GAO. 
The Air Force has been actively improving its enterprise risk management 
and internal control program. The Air Force Fiscal Year 2019 modified 
Statement of Assurance was based on the Secretary of the Air Force's 
assessment of the overall effectiveness of internal controls within the Air 
Force in compliance with 0MB Circular No. A-123. The conclusions found 
in this audit was based on the roles, responsibilities, and procedures 
formerly documented in policy as of 30 September 2019, the DoD is 
concurring with these recommendations based on the program status as 
of30 September 2019. 

The DoD proposed responses to GAO draft report, GA0-20-332 
recommendations are attached. The SAP/FM point of contact is Mr. Mike 
Mason, SAF/FMFA, 618-741-6090, or via email at 
michael.j.mason22.civ@mail.mil. 
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Article III.Richard K. Hartley 
Principal Deputy Assistant Secretary (Financial Management and 
Comptroller) 
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GAO-20-332 (GAO CODE 103405) “Air Force Enhanced Enterprise Risk 
Management and Internal Control Assessments Could Improve 
Accountability Over Mission-Critical Assets” 

DEPARTMENT OF DEFENSE COMMENTS TO THE GAO 
RECOMMENDATION 

RECOMMENDATION 1: 

The GAO recommends that the Secretary of the Air Force should develop 
and implement procedures for an ERM governance structure that 
includes oversight responsibilities for the identification, assessment, 
response to, and reporting on the risks associated with agency material 
weaknesses from all relevant sources. These procedures should clearly 
demonstrate that risk associated with material weaknesses are 
considered by Air Force governance, as a whole, and are mitigated 
appropriately to achieve goals and objectives. 

Department of Defense (DoD) RESPONSE: 

The DoD concurs with this recommendation. The Air Force is a large and 
complex organization that did not have an enterprise risk management 
program in place in FY18. In order to fully integrate ERM into its 
management practices, it had to take foundational, deliberate steps to 
plan a successful, sustainable program. In FY19, the Air Force assessed 
the current-state of the risk management programs throughout the Air 
Force. Based on the assessment the Air Force developed a maturity 
model, implementation plan, and a governance structure to comply with 
OMB A-123 requirements. These enhancements are being implemented 
and fully formalized in policy in FY20. 

Beginning in FY19, the Air Force Senior Assessment Team (SAT) and the 
Senior Management Council (SMC) monitored corrective action plans for 
material weaknesses identified internally and by independent public 
accountants, including their impact on the Air Force’s ability to achieve its 
enterprise objectives. In overseeing the corrective action plans for those 
material weaknesses, the SAT and the SMC, in fact, addressed the 
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associated risks. The Air Force also developed a process for their SAT 
and the SMC to discuss corrective action plans for material weaknesses 
on a quarterly basis as opposed to an annual basis. Evidence in the form 
of board briefings and meeting minutes were provided to GAO during the 
course of their audit. 

Additionally, in FY19 the Air Force engaged the Enterprise Productivity 
Improvement Council to serve as the Air Force Risk Management Council 
(RMC) to oversee enterprise risk management as defined by their 
Charter, which was signed in February 2020. In accordance with OMB 
Circular No. A-123, management, at its own discretion, determines what 
to prioritize and include in the Air Force’s risk profile. 

Finally, the Air Force implemented risk identification across the Air Force 
enterprise, beyond the organizational unit level, in the fourth quarter of 
FY19 for its FY19 Statement of Assurance. As evidenced in our data calls 
sent via the Task Management Tool and email, Major Commands, 
Headquarters, 2-letter functionals and Direct Reporting Units identified 

Page 3 

high risks that the EPIC discussed and reviewed for potential inclusion in 
the Air Force risk profile. 

The Air Force will refine its policies and procedures to clearly specify the 
risks associated with the material weaknesses being addressed by the Air 
Force governance boards. Due to the need for coordination across 
multiple Air Force organizations to seek input, approve, and concur with 
policy changes, the Air Force will refine the policies by September 2020 
and publish the policies by September 2021. ECD SEP 2021 

RECOMMENDATION 2: 

The GAO recommends that the Secretary of the Air Force should develop 
policies or procedures for the assessment of internal control to require: 

• Clearly defining who within the Air Force is responsible for 
evaluating the internal control components and principles, how often they 
are to be evaluated, what objectives are covered in the assessment, to 
whom to communicate the results if they are relevant to others performing 
assessments of internal control, and what guidance to follow; 
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• Documenting management’s determination of whether each 
component and principle is designed, implemented, and operating 
effectively; and 

•  Documenting management’s determination of whether 
components and principles are operating together in an integrated 
manner. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force SAF/FM 
performs both entitylevel control assessments against all GAO internal 
control components and principles and performs process level control 
assessments for internal controls over financial reporting and financial 
systems. The Air Force Audit Agency and the Air Force Inspector General 
have performed assessments related to operations and compliance. The 
Air Force will document those roles and responsibilities in formal policies. 
Due to the need for coordination across multiple Air Force organizations 
to seek input, approve, and concur with policy changes, the Air Force will 
refine the policies by September 2020 and publish the policies by 
September 2021. ECD SEP 2021 

RECOMMENDATION 3: 

The GAO recommends that the Secretary of the Air Force should develop 
policies or procedures for the assessment of internal control to require the 
use of test plans that: 

•  Tie back to specific objectives to be achieved as included in the 
Business Operations Plan; 

•  Specify the nature, scope, and timing of procedures to conduct 
under the OMB Circular No. A123 assessment process; and 

•  Reflect a consideration of prior year selfidentified control 
deficiencies and results of internal and external audits. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force test plans for 
internal controls over financial reporting and financial systems tie back to 
their relevant risk frameworks embedded in authoritative audit guidance. 
The framework used for financial reporting is the Financial Audit Manual, 
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and the framework used for financial systems is the Federal Information 
Systems Controls Audit Manual, and include the nature, scope and timing 

Page 4 

of procedures performed. The Air Force’s process-level internal control 
test plans are aligned with business process-level risks and objectives 
and are not directly associated with the Air Force’s strategic objectives. 
The Air Force Business Operations Plan identifies strategic objectives, 
not business process-level objectives. Additionally, the Air Force 
considers previously identified internal control deficiencies in its annual 
documented internal control assessment scoping process. The Air Force 
will refine our policies and procedures regarding the use of our test plans 
including operational and compliance controls. Due to the need for policy, 
procedure, and documentation updates required for operational and 
compliance controls, and the coordination across multiple Air Force 
organizations to seek input, approve, and concur with policy changes, the 
Air Force will refine policies, procedures, and documentation by 
September 2021 and publish the associated policies by September 2022. 

ECD SEP 2022 

RECOMMENDATION 4: 

The GAO recommends that the Secretary of the Air Force should develop 
policies or procedures for the assessment of internal control to require 
SAF/FM to validate: 

• The number of organizational units reporting for its overall internal 
control assessment; 

•  How control procedures were tested, what results were achieved, 
and how conclusions were derived from those results; and 

•  Whether the results used to compile the current year report are 
based upon current fiscal year’s assessments. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force will design 
policies and procedures to determine assessable units and verify that 
results are current on an annual basis. Due to the need to reevaluate the 
Air Force’s assessable unit structure and the associated change 
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management that will be necessary to implement the changes to sustain 
an effective program, the Air Force will refine the policies by September 
2021 and publish the policies by September 2022. ECD SEP 2022 

RECOMMENDATION 5: 

The GAO recommends that the Secretary of the Air Force should develop 
policies or procedures for the assessment of internal control to require 
SAF/FM to assess how waivers affect the current year assessment of 
internal control, determination of systemic weaknesses, and compilation 
of the Air Force’s overall Statement of Assurance. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force will design 
policies and procedures to consider the impact of waivers to the overall 
assessment of the system of internal control. Due to the need for 
coordination across multiple Air Force organizations to seek input, 
approve, and concur with policy changes, the Air Force will refine the 
policies by September 2020 and publish the policies by September 2021. 
ECD SEP 2021 

RECOMMENDATION 6: 

The GAO recommends that the Secretary of the Air Force should require 
that developers of the policy and related guidance associated with 
designing the procedures for conducting OMB Circular No. A-123 
assessments receive recurring training and 

Page 5 

are appropriately skilled in conducting internal control assessments and 
are familiar with Standards for Internal Control in the Federal 
Government. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force is 
implementing multiple changes to the Air Force’s ERM and internal 
control program, including improved governance, standardized processes 
and documentation for enterprise risk management, entity-level and 
process-level controls, training, fraud risk management, and data quality 
management. Training content in FY20 was updated to reflect additional 
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information, including definitions for internal controls and considerations 
for determining material weaknesses for operations. The Air Force will 
continue to update its the policies, guidance, and training to coincide with 
the current progress of the program. The Air Force will continue to refine 
the audience of its trainings to verify that those responsible for 
implementing and assessing ERM and internal controls are trained 
sufficiently. Due to the need for policy, procedure, documentation, and 
training updates required for operational and compliance controls, and the 
coordination across multiple Air Force organizations to seek input, 
approve, and concur with policy changes, the Air Force will refine the 
policies, procedures, documentation, and training by September 2021 
and publish the associated policies by September 2022. ECD SEP 2022 

RECOMMENDATION 7: 

The GAO recommends that the Secretary of the Air Force should perform 
an analysis of all definitions included in the Air Force enterprise risk 
management and internal control assessment policy and related guidance 
to ensure that all definitions and concepts are defined correctly. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force will verify that 
all definitions and concepts in its policies are current and consistent with 
other authoritative guidance. Due to the need for coordination across 
multiple Air Force organizations to seek input, approve, and concur with 
policy changes, the Air Force will refine the policies by September 2020 
and publish the policies by September 2021. ECD SEP 2021 

RECOMMENDATION 8: 

The GAO recommends that the Secretary of the Air Force should require 
SAF/FM to design recurring training for those who will assess internal 
control that: 

• Includes enhancing their skills in evaluating the internal control 
system and documenting results; 

•  Reflects all OMB Circular No. A123 requirements, such as those 
related to identifying objectives, evaluating deficiencies, and determining 
material weaknesses; and 
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• Is provided to all who are responsible for performing internal 
control assessments. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force performs 
annual training to Major Commands, Direct Reporting Units, and 
Functional Executives. In FY20, the Air Force included business process 
assessable leads in trainings. The Air Force will continue to refine the 
audience of its trainings to verify that those responsible for implementing 
and assessing ERM and internal controls are trained sufficiently by 
September 2021. ECD SEP 2021 

Page 6 

RECOMMENDATION 9: 

The GAO recommends that the Secretary of the Air Force should develop 
policy or procedures consistent with OMB Circular No. A-123 to assess 
the system of internal control utilizing a risk-based approach 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force’s scoping 
procedures, beginning in FY19, consider materiality, both quantitative and 
qualitative risk, as well as risks identified in the enterprise risk 
management process. The Air Force assesses internal controls over 
financial reporting and financial systems using a risk-based approach. 
This is currently in documented procedures and testing templates. The Air 
Force will refine its procedure documentation to include the assessment 
of internal controls over operations and compliance using a risk-based 
approach. Due to the need for policy, procedure, and documentation 
updates required for operational and compliance controls, and the 
coordination across multiple Air Force organizations to seek input, 
approve, and concur with policy changes, the Air Force will refine the 
policies, procedures, and documentation by September 2021 and publish 
the associated policies by September 2022. ECD SEP 2022 

RECOMMENDATION 10: 

The GAO recommends that the Secretary of the Air Force should develop 
procedures to assess internal control over processes related to mission-
critical assets to include: 
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• Tests of design that evaluate whether or not controls are capable 
of achieving objectives, 

•  Tests of effectiveness only after a favorable assessment of the 
design of the control, and 

•  A baseline that has accurate descriptions of the business 
processes and identifies key internal controls as designed by 
management to respond to risks. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force documents 
processes and assesses internal controls over financial reporting and 
financial systems related to mission critical assets that includes 
determinations as to internal control design, implementation, operating 
effectiveness and risks. The Air Force will enhance its approach for 
documenting processes and assessing internal controls over operations 
and compliance not related to financial reporting and financial systems 
through policy. Due to the need for policy, procedure, and documentation 
updates required for operational and compliance controls related to 
missioncritical assets, and the coordination across multiple Air Force 
organizations to seek input, approve, and concur with policy changes, the 
Air Force will refine the policies, procedures, and documentation by 
September 2021 and publish the associated policies by September 2022. 
ECD SEP 2022 

RECOMMENDATION 11: 

The GAO recommends that The Secretary of the Air Force should 
establish a process and reporting lines of all the sources of information, 
including reviews performed of internal control processes related to 
missioncritical assets that will be considered in the Statement of 
Assurance 
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DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force reports 
material weaknesses in internal controls over financial reporting and 
financial systems related to mission critical assets through SAF/FM, but it 
will solidify its reporting channels for material weaknesses in internal 
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controls over operations and compliance through policy. Due to the need 
for policy, procedure, documentation, and training updates required to 
appropriately report deficiencies in internal control over operations and 
compliance, and the coordination across multiple Air Force organizations 
to seek input, approve, and concur with policy changes, the Air Force will 
refine the policies, procedures, documentation, and training by 
September 2021 and publish the associated policies by September 2022. 
ECD SEP 2022 

RECOMMENDATION 12: 

The GAO recommends that the Secretary of the Air Force should develop 
procedures to require coordination between business process leads and 
the Air Force’s unit managers to ensure that mission-critical asset-related 
internal control deficiencies are considered in the unit manager’s 
assessment of internal control and related supporting statements of 
assurance. These procedures should include how, when, and with what 
frequency the results from the business process internal control reviews 
should be provided to relevant organizational units, for consideration in 
their unit’s respective assurance statement. 

DoD RESPONSE: 

The DoD concurs with this recommendation. The Air Force will develop 
procedures to enhance communication between business process leads 
and Air Force unit managers to verify that deficiencies are reported 
appropriately in supporting statements of assurance. Due to the need for 
coordination across multiple Air Force organizations to seek input, 
approve, and concur with policy changes, as well as the change 
management needed to implement additional communications and 
protocol processes, the Air Force will refine the policies by September 
2021 and publish the policies by September 2022. ECD SEP 2022 
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