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Highlights 

What GAO Found 

Since August 2010, the Department of Homeland Security’s (DHS) Office 
of Test and Evaluation (OTE) has assessed major acquisition programs’ 
test results and DHS leadership has used OTE’s assessments to make 
informed acquisition decisions. Programs generally received approval to 
progress through the acquisition life cycle, but DHS placed conditions on 
its approvals in more than half the cases GAO reviewed. 

Since May 2017, OTE has updated its policies and released new 
guidance that met nearly all of the key test and evaluation (T&E) practices 
GAO identified as contributing to successful acquisition outcomes. For 
example, OTE’s policy directs program managers to designate a T&E 
manager who is required to be certified to the highest level in the T&E 
career field—level III. This met the key practice that programs establish 
an appropriately trained test team. However, OTE’s guidance partially 
met the key practice to demonstrate that subsystems work together prior 
to finalizing a system’s design. Specifically, the guidance instructs 
programs to conduct integration testing, but not until after the design is 
finalized. GAO’s past work has shown that changes after finalizing design 
can increase costs or delay schedules. 

DHS faces challenges with its T&E workforce to effectively provide 
oversight. As shown in the figure, GAO determined that most programs 
do not have a level III certified T&E manager. 
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Status of Certified Test and Evaluation (T&E) Manager Designations Reported by 
DHS Major Acquisition Programs GAO Reviewed, as of March 2019 

OTE also compiles data to monitor programs and the status of T&E 
managers, but GAO found that OTE’s data were unreliable. Specifically, 
OTE had inaccurate data for about half of the programs reviewed. 
Establishing a process for collecting and maintaining reliable data can 
improve OTE’s ability to accurately track programs’ T&E managers. 
Further, DHS has expanded OTE’s responsibilities for T&E oversight in 
recent years. However, OTE officials said executing these responsibilities 
has been difficult because DHS has not authorized changes to its federal 
workforce since 2014. These officials added that they have had to 
prioritize their oversight efforts to programs actively engaged in testing 
and, as such, are unable to assist programs that are early in the 
acquisition life cycle. By assessing OTE’s workforce, DHS can take steps 
to ascertain the extent to which OTE has the number of staff with the 
necessary skills to fulfill the full scope of its oversight responsibilities. 

Why GAO Did This Study 

DHS invests several billion dollars in major acquisition programs each 
year to support its many missions. Conducting T&E of program 
capabilities is a critical aspect of DHS’s acquisition process to ensure 
systems work as intended before being delivered to end users, such as 
Border Patrol agents. 

GAO was asked to review DHS’s T&E activities for major acquisition 
programs. This report examines, among other objectives, the extent to 
which DHS has (1) assessed programs’ test results and used this 
information to make acquisition decisions; (2) policies and guidance that 
reflect key T&E practices; and (3) a workforce to effectively oversee 
programs’ T&E activities. 
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GAO reviewed OTE’s assessments of program test results and 
acquisition decision memorandums. GAO assessed DHS’s policies and 
guidance against key T&E practices developed by GAO for the purpose 
of this report. GAO also reviewed data on the T&E workforce that 
provides oversight at the program and headquarters levels, as well as 
met with OTE and other relevant DHS officials. 

What GAO Recommends 

GAO is making five recommendations, including that DHS revise its 
guidance to fully meet GAO’s key T&E practice to demonstrate that 
subsystems work together prior to finalizing a system’s design; establish 
a process for collecting and maintaining reliable data on programs’ T&E 
managers; and assess OTE’s workforce. DHS concurred with GAO’s 
recommendations. 

Recommendations 
We are making the following five recommendations to DHS. Specifically, 
that the Secretary for Homeland Security should direct: 

Number Agency Recommendation 
1 Department of 

Homeland Security 
The Director of OTE to revise T&E policy or guidance as necessary to fully meet the key practice for 
programs to test that components and subsystems work together as a system in a controlled setting 
before finalizing a system’s design. (Recommendation 1) 

2 Department of 
Homeland Security 

The Director of OTE, in coordination with OCPO, to develop an assessment process—including 
establishing performance measures—to help ensure T&E training achieves desired results. 
(Recommendation 2) 

3 Department of 
Homeland Security 

The Director of OTE to revise T&E policy or guidance as necessary to specify when in the acquisition 
life cycle a major acquisition program manager should designate a level III certified T&E manager. 
(Recommendation 3) 

4 Department of 
Homeland Security 

The Director of OTE to establish an internal control process to ensure that data collected and 
maintained on major acquisition programs’ T&E managers are reliable. (Recommendation 4) 

5 Department of 
Homeland Security 

The Under Secretary for Science and Technology to assess OTE’s workforce to ascertain the extent to 
which it has the appropriate number of staff with the necessary skills to fulfill its responsibilities. 
(Recommendation 5) 

Introduction 
Congressional Requesters 
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The Department of Homeland Security (DHS) plans to invest more than 
$7 billion in major acquisition programs each year from fiscal years 2020 
through 2024 to develop capabilities in support of its many missions, 
including securing the nation’s borders and screening airline passengers 
and baggage. A critical aspect of DHS’s acquisition process is conducting 
test and evaluation (T&E) of these capabilities to ensure they meet 
technical specifications and performance requirements before being 
handed over to end users, such as Border Patrol agents and 
transportation security officers. 

In June 2011, we reported on the department’s oversight of T&E activities 
after identifying that several programs had deployed capabilities before 
appropriate testing was completed.1 Specifically, DHS had begun 
initiatives to address some long-standing issues. For example, DHS 
established T&E policies and created a T&E Council to disseminate best 
practices to the department’s components—such as the U.S. Coast 
Guard and Transportation Security Administration—and program 
managers who are responsible for leading individual acquisitions. 
However, we subsequently found that the department continued to 
encounter challenges. For example, through our ongoing assessments of 
major acquisition programs, we determined that programs deployed 
capabilities prior to meeting key performance requirements and that it 
wasn’t always clear whether programs had met key performance 
requirements when they were tested.2 As a result, we recommended that 
DHS strengthen its T&E policies and oversight, such as by ensuring that 
independent assessments of programs’ test results include an evaluation 
of key performance requirements to better inform decisions to deploy 
capabilities to end users.3 DHS concurred with our recommendations and 
took actions to address them. For example, DHS updated its process for 
assessing test results in June 2015 to require that assessments indicate 
whether or not programs met key performance requirements. 

                                                                                                                    
1 GAO, DHS Science and Technology: Additional Steps Needed to Ensure Test and 
Evaluation Requirements Are Met, GAO-11-596 (Washington, D.C.: June 15, 2011). 
2 GAO, Homeland Security Acquisitions: Earlier Requirements Definition and Clear 
Documentation of Key Decisions Could Facilitate Ongoing Progress, GAO-17-346SP 
(Washington, D.C.: Apr. 6, 2017) and Homeland Security Acquisitions: Major Program 
Assessments Reveal Actions Needed to Improve Accountability, GAO-15-171SP 
(Washington, D.C.: Apr. 22, 2015). 
3 See GAO-15-171SP and GAO-11-596. 
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You requested that we review DHS’s T&E activities for major acquisition 
programs. This report addresses the extent to which DHS has (1) 
assessed programs’ test results and used this information to make 
acquisition decisions, such as whether to move forward with the program; 
(2) policies and guidance that reflect key T&E practices; (3) T&E training 
that reflects attributes of an effective training program; and (4) a 
workforce to effectively oversee programs’ T&E activities. 

To determine the extent to which DHS has assessed programs’ test 
results and used this information to make acquisition decisions, we 
reviewed the letters of assessment the Director of the Office of Test and 
Evaluation (OTE) issued from August 2010—when the first letter was 
issued—through December 2018. We analyzed these documents to 
determine whether the assessments were favorable or unfavorable based 
on the Director’s ratings of programs’ test results. We also reviewed 
acquisition decision memorandums issued after the test events to 
determine the extent to which the Director of OTE’s letters of assessment 
factored into DHS leadership’s acquisition decisions, such as whether to 
let the program continue as planned, to direct a change, or to require any 
further action items (such as additional testing). 

To determine the extent to which DHS has policies and guidance that 
reflect key T&E practices, we compared OTE’s policies and guidance to 
key practices we developed for the purpose of this report. To develop our 
list of T&E practices, we (1) reviewed relevant reports previously issued 
by GAO and other entities, including other government agencies and 
third-party organizations; (2) developed a list of key practices based on 
common themes we identified across the reports we reviewed; and (3) 
shared the list with internal subject matter experts and OTE to obtain their 
input. We then reviewed the policies and guidance developed by OTE 
that were issued between May 2017 and January 2019 to assess the 
extent to which they reflected the T&E practices. 

To determine the extent to which DHS has T&E training that reflects 
attributes of an effective training program, we evaluated materials related 
to the training and certification for the T&E career field—such as the 
curricula, guidance, and course catalogs—and met with OTE and DHS 
officials responsible for implementing the materials. We also attended 
several training courses to improve our understanding of the material and 
observe how it was presented to students. We then compared the training 
and certification materials against GAO’s 2004 guide for assessing 
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federal government training efforts to assess the extent to which they 
reflected attributes of effective training and development programs.4

To determine the extent to which DHS has a workforce to effectively 
oversee programs’ T&E activities, we reviewed information on T&E 
personnel at both the program and headquarters levels. At the program 
level, we reviewed data related to T&E managers. These managers are 
the only testing position prescribed across all major acquisition programs 
by OTE policy. The acquisition programs in our review reflect all active 
major acquisition programs that were subject to OTE oversight on DHS’s 
April 2018 Major Acquisition Oversight List, which was the most current 
list at the time we scoped our review. We developed a questionnaire to 
collect data from programs on their T&E managers, such as names and 
certification levels, and used these data to (1) determine how many 
programs had a certified T&E manager, and (2) verify similar data 
collected and maintained by OTE. We identified weaknesses with OTE’s 
data that affected the data’s reliability, which we discuss in the report. At 
the headquarters level, we reviewed documents related to OTE’s 
workforce—such as the office’s delegation of responsibilities from DHS 
leadership, organizational charts, and contracts for technical support and 
other services—and spoke with OTE officials. Appendix I provides 
detailed information on our scope and methodology. 

We conducted this performance audit from April 2018 to October 2019 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

Background 

DHS Acquisition Life Cycle and Purpose of T&E 

DHS policies for managing its major acquisition programs are primarily 
set forth in its Acquisition Management Directive 102-01 and Acquisition 

                                                                                                                    
4 GAO, Human Capital: A Guide for Assessing Strategic Training and Development 
Efforts in the Federal Government, GAO-04-546G (Washington, D.C.: Mar. 1, 2004). 
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Management Instruction 102-01-001.5 These policies outline an 
acquisition life cycle that includes a series of predetermined milestones—
known as acquisition decision events (ADE)—at which the acquisition 
decision authority reviews a program to assess whether it is ready to 
proceed to the next phase of the acquisition life cycle (see figure 1 
below). DHS’s Under Secretary for Management serves as the acquisition 
decision authority for the department’s major acquisition programs, those 
with life-cycle cost estimates of $300 million or greater. 

Figure 1: DHS Acquisition Life Cycle for Major Acquisition Programs 

The primary purpose of T&E is to provide timely, accurate information to 
managers, decision makers, and other stakeholders to reduce 
programmatic, financial, schedule, and performance risks. DHS programs 
conduct T&E as they proceed through the acquisition life cycle by 
gradually moving from developmental testing to operational testing, as 
described below. 

                                                                                                                    
5 DHS issued the initial versions of the directive and instruction in November 2008 and 
has subsequently issued multiple updates. DHS issued the current version of the directive 
in February 2019 and the current version of the instruction in May 2019. Combined, these 
documents are intended to provide a framework for consistent and efficient management 
of DHS’s major acquisition programs. However, they also provide the acquisition decision 
authority flexibility to tailor the framework for programs as needed. 
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· Developmental testing is used to assist systems engineering design 
and the maturation of products and manufacturing processes, among 
other things.6 This type of testing is typically conducted by contractors 
in controlled environments, such as laboratories, and includes 
engineering-type tests used to verify that design risks are minimized 
and substantiate achievement of contract technical performance. 
Program managers are primarily responsible for planning and 
monitoring developmental testing. 

· Operational testing is a field test used to identify whether a system 
can perform as required in a realistic environment against realistic 
threats.7 This type of testing must be conducted by actual users and is 
typically planned and managed by an operational test agent. 
Operational test agents may be another government agency, a 
contractor, or within the DHS component developing the capability, 
but must be independent of the developer to present credible, 
objective, and unbiased conclusions. For example, the Navy’s 
Operational Test and Evaluation Force serves as the operational test 
agent for several Coast Guard programs. 

Figure 2 depicts the progression of T&E activities within DHS’s acquisition 
life cycle. 

                                                                                                                    
6 DHS has established a systems engineering life cycle that underlies the acquisition 
process and outlines the technical framework for product development. T&E and the 
systems engineering life cycle are related, but considered separate and distinct 
processes. We do not assess DHS’s systems engineering life cycle in this report. 
7 For the purposes of this report, the term “system” refers to the capabilities being 
developed or procured by an acquisition program. This may include software, hardware, 
or a mixture of both. 
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Figure 2: Test and Evaluation Activities in DHS’s Acquisition Life Cycle 

While developmental and operational testing are often viewed as 
separate and distinct phases, our work has shown that T&E of major 
acquisition programs should be conducted on a continuum in which the 
realism of test objects and environments mature with the pace of product 
development.8 For example, DHS programs may conduct operational 
assessments as they transition from developmental testing to operational 
testing. According to DHS, operational assessments focus on 
developmental efforts because they test systems that are not production 
representative. However, these assessments are conducted by the 
operational test agent and may involve end users. The results of 
operational assessments help to identify programmatic voids, risk areas, 
and the adequacy of requirements, as well as whether the system is 
ready for operational testing. 

If programs execute T&E across the continuum as our work suggests, 
and use test results to inform subsequent activities, programs increase 
the likelihood of demonstrating system capabilities as development 
progresses. For example, failures during developmental testing may not 
                                                                                                                    
8 GAO, Technology Readiness Assessment Guide, GAO-16-410G (Washington, D.C.: 
August 2016). 
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be considered negative, since results can help identify problems early 
when they are less expensive and easier to fix. If problems are 
addressed, programs should have a high degree of confidence that they 
will successfully achieve key performance requirements during 
operational tests. 

T&E Oversight 

Within the Science and Technology Directorate, OTE has primary 
responsibility for T&E across DHS.9 The office is led by a Director and 
organized into portfolios that align with its role and DHS’s missions. Each 
portfolio is led by a Deputy Director whose staff includes Test Area 
Managers who are assigned to specific major acquisition programs. 
Figure 3 depicts OTE’s structure and describes each portfolio. 

Figure 3: DHS’s Office of Test and Evaluation Structure and Portfolios 

                                                                                                                    
9 During the course of our review, the Science and Technology Directorate renamed OTE 
to the Test and Evaluation Division. We use OTE because DHS was in the process of 
incorporating the new name into official agency records by the time we issued this report. 
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The office’s primary duties include developing policies and guidance that 
describe T&E processes for the department’s major acquisition programs, 
overseeing major acquisition programs’ T&E activities, and advising on 
certification standards for the department’s T&E workforce. These duties 
include: 

· Reviewing and approving test plans. The Director of OTE reviews 
and approves T&E master plans, which document the overarching 
T&E approach for the acquisition program and describes the 
developmental and operational testing needed to assess a system’s 
performance. Under DHS’s May 2019 update to its acquisition 
management instruction, programs are now required to submit an 
initial T&E master plan at ADE 2A compared to ADE 2B under the 
prior instruction. The Director of OTE also reviews and approves 
programs’ plans for individual operational test events. 

· Approving operational test agents. The Director of OTE approves 
the operational test agent for major acquisition programs based on a 
set of criteria, which includes an evaluation of the operational test 
agent’s independence and experience, among other things. 

· Providing an independent assessment of test results. The 
Director of OTE issues a letter of assessment that communicates an 
appraisal of the adequacy of an operational test prior to ADE 2C, ADE 
3, and other major acquisition decisions as appropriate. The letter 
provides an assessment of operational effectiveness, suitability, and 
cyber resiliency, as well as any further independent analysis.10

· Determining certification standards. The Director of OTE advises 
DHS leadership on certification requirements for the department’s 
T&E career field, which consists of three levels that account for 
education, training, and experience: level I (basic), level II 
(intermediate), and level III (advanced). Each level requires students 
to complete a certain set of training courses, including at least one 
core T&E course, as well as courses related to other relevant 
disciplines, such as systems engineering. 

                                                                                                                    
10 Operational effectiveness refers to the overall degree of a system to provide a desired 
capability when used by representative personnel in the intended environment. 
Operational suitability refers to the degree to which a system can be placed in field use 
and sustained satisfactorily. Operational cyber resiliency refers to the degree to which a 
system is able to accomplish its mission in a cyber-contested environment. OTE initially 
rated programs on operational cybersecurity, but began using the term “cyber resiliency” 
in October 2018 to better reflect the focus of its assessment. As a result, we use both 
terms—cybersecurity and cyber resiliency—throughout the report. 
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· Advising DHS leadership. The Director of OTE serves as a member 
of the Acquisition Review Board, which reviews major acquisition 
programs for proper management, oversight, and accountability at 
ADEs and other meetings, as needed. The board is chaired by the 
acquisition decision authority or a designee, and consists of 
individuals who manage DHS’s missions, objectives, resources, and 
contracts, among other things. The Director of OTE is the principal 
adviser on major acquisition programs’ T&E progress and system 
performance. 

Other bodies and senior officials that support OTE in carrying out its 
responsibilities, include: 

· The Office of Program Accountability and Risk Management 
(PARM) is responsible for DHS’s overall acquisition governance 
process and supports the Acquisition Review Board. The Executive 
Director of PARM reports directly to the Under Secretary for 
Management. PARM develops and updates program management 
policies and practices, reviews major programs, provides guidance for 
workforce planning activities, supports program managers, and 
collects program performance data. 

· The Office of Chief Procurement Officer (OCPO) and Homeland 
Security Acquisition Institute (HSAI) have primary responsibility 
within the department for the training and certification of all acquisition 
workforce disciplines, including T&E. OCPO establishes policies and 
procedures for the effective management (including accession, 
education, training, career development, and performance incentives) 
of the department’s acquisition workforce. HSAI develops and delivers 
training to the acquisition workforce, and oversees certification 
requirements, among other things. 

· The T&E Council is co-chaired by the Director of OTE and the 
Executive Director of PARM. The council is intended to promote 
T&E best practices, lessons learned, and consistent T&E policy, 
processes, and guidance to support DHS acquisition programs. 
Membership includes personnel from across the DHS components 
and other offices, such as the Joint Requirements Council.11

                                                                                                                    
11 The Joint Requirements Council is responsible for validating proposed capability needs 
and requirements for all major acquisitions. For more information, see GAO, Homeland 
Security Acquisitions: Joint Requirements Council’s Initial Approach Is Generally Sound 
and It Is Developing a Process to inform Investment Priorities, GAO-17-171 (Washington, 
D.C.: Oct. 24, 2016). 
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· T&E Working Integrated Product Team supports the T&E 
Council. It serves as a forum and clearinghouse for crosscutting joint 
component initiatives, lessons learned, and issues of mutual interest 
and concern. This team provides recommendations to the council to 
guide decisions related to T&E initiatives and workforce, among other 
topics. 

Major Findings 

DHS Has Assessed Programs’ Test Results and Used 
This Information to Approve Acquisition Decisions 

Consistent with DHS’s acquisition policy, the Director of OTE has 
independently assessed major acquisition programs’ operational test 
results to inform acquisition decisions. Of the 49 independent 
assessments issued from August 2010 through December 2018, 29 were 
favorable and 20 were unfavorable. The proportion of favorable 
assessments has changed over time, in part, because programs have 
retested to verify corrections of previously identified deficiencies. 
Although the Director of OTE began assessing programs’ cyber resiliency 
in July 2014, few programs had conducted such testing as of December 
2018, thereby limiting DHS’s insight into system vulnerabilities. OTE is 
taking steps to enhance programs’ capacity to conduct cyber resilience 
testing. DHS leadership generally used the Director of OTE’s 
assessments in making acquisition decisions. Programs were usually 
approved to progress through the acquisition life cycle, but DHS 
leadership frequently placed conditions on these approvals. 

Assessments Provide Ratings on Effectiveness and 
Suitability, but Few Provide Ratings on Cyber Resiliency 

Effectiveness and Suitability 

From August 2010 through December 2018, the Director of OTE issued 
49 letters of assessment that rated programs’ operational effectiveness 
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and suitability.12 We found that 29 of these assessments were favorable—
meaning the Director of OTE rated program capabilities as (a) 
operationally effective or effective with limitations and (b) operationally 
suitable or suitable with limitations. The remaining 20 assessments were 
unfavorable—meaning the Director of OTE rated program capabilities as 
not operationally effective or suitable, or testing was inadequate. Figure 4 
summarizes the Director of OTE’s ratings by component and appendix II 
provides more details on each letter of assessment. 

Director of OTE Operational Effectiveness and Suitability Ratings 
· Operationally effective/suitable. Measures of effectiveness/suitability indicate 

affirmative response to each relevant critical operational issue and each relevant key 
performance requirement threshold is achieved. 

· Operationally effective/suitable with limitations. Measures of effectiveness/suitability 
indicate negative response to one or more relevant critical operational issue or one 
or more relevant key performance requirement threshold is not achieved, but system 
demonstrates enhanced operational utility. 

· Not operationally effective/suitable. Measures of effectiveness/suitability indicate 
negative response to each relevant critical operational issue and each relevant key 
performance requirement threshold is not achieved. 

Source: GAO analysis of Department of Homeland Security documents. | GAO-20-20 

                                                                                                                    
12 The Director of OTE issued 17 other letters of assessment during the same time frame 
that did not include ratings because the acquisition was terminated or they were for 
operational assessments and other developmental tests. For operational assessments, 
the Director of OTE provides observations on programs’ progress in achieving operational 
effectiveness and suitability, but defers a rating until after formal operational testing is 
conducted. Appendix II identifies all 66 letters of assessment issued from August 2010 
through December 2018. 

https://www.gao.gov/products/GAO-20-20


Letter

Page 15 GAO-20-20  

Figure 4: Results of DHS’s Director, Office of Test and Evaluation Letters of Assessment Issued from August 2010 through 
December 2018 by Component 

Programs received unfavorable ratings for various reasons. In some 
cases, all requirements were not tested, either due to test circumstances 
or because they were intentionally deferred to later testing. In other 
cases, testing revealed that the programs did not meet requirements. 
Programs most frequently failed to meet the requirement for whether the 
system was operational when needed (known as operational availability) 
or it experienced critical failures more frequently than anticipated, or both. 

The causes of these failures varied by program and were not always 
attributable to the system itself. For example, the Coast Guard’s Fast 
Response Cutter failed to meet its operational availability requirement in 
August 2013 because of issues with its main diesel engine. In contrast, 
deficiencies found with the Federal Emergency Management Agency’s 
(FEMA) Integrated Public Alert and Warning System in July 2014 were 
traced to infrastructure support issues with DHS and FEMA’s information 
technology that were external to the program.13 Regardless of the cause, 
                                                                                                                    
13 According to a senior FEMA official, the identified infrastructure support issue was 
subsequently addressed. 
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these types of failures affect when and how long a system can be reliably 
used by end users to complete their mission. They also require more 
frequent maintenance to diagnose and correct system issues, which 
increases program costs. 

In April 2017, we reported that another reason programs failed to meet 
requirements during testing was because the requirements were either 
not written in a way that they could be tested or the desired threshold 
level was unachievable.14 For example, the Director of OTE rated one of 
the Transportation Security Administration (TSA) passenger screening 
technologies as not effective in December 2016 because it failed to meet 
the requirement for how many passengers it could screen in an hour. The 
program subsequently revised the requirement to focus on the number of 
items screened per hour rather than passengers. In September 2018, the 
Director of OTE issued a memorandum confirming that the technology 
met the revised requirement based on a reassessment of the test data 
against the new definition. 

Almost half (22 of 49) of the letters of assessment with ratings issued by 
the Director of OTE from August 2010 through December 2018 were for 
TSA’s passenger and baggage screening programs. These programs 
acquire multiple types of technologies from various vendors and each 
vendor’s technology must demonstrate it meets defined requirements 
before deployment. Of the 22 screening technologies that were 
operationally tested and assessed by the Director of OTE, only 10 
received favorable ratings. In December 2015, we reported that immature 
technologies submitted by vendors was a key driver of testing failures for 
TSA screening equipment.15 This was because immature technologies 
often experience multiple failures during testing and require multiple 
retests, which also leads to increased testing costs and program schedule 
delays since vendors need time to fix deficiencies between tests. TSA 
primarily planned to address this challenge by instituting a third-party 
testing strategy through which a third-party tester would help ensure 
systems are mature prior to entering TSA’s T&E process. We found that 
TSA had begun implementing its third-party testing strategy despite not 
finalizing key aspects, such as a process for approving or monitoring 
third-party testers or how often they would need to be recertified. We 

                                                                                                                    
14 GAO-17-346SP. 
15 GAO, TSA Acquisitions: Further Actions Needed to Improve Efficiency of Screening 
Technology Test and Evaluation, GAO-16-117 (Washington, D.C.: Dec. 17, 2015). 
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recommended TSA finalize all aspects of its strategy before implementing 
further third-party testing requirements for vendors to enter testing. TSA 
concurred with the recommendation and updated its guidance in January 
2018 to ensure vendor-provided information (such as third-party test data) 
is sufficient to demonstrate system readiness to enter the TSA T&E 
process. 

The proportion of favorable assessments issued by the Director of OTE 
has changed over time (see figure 5). For example, the proportion of 
favorable assessments is higher from fiscal year 2016 to 2019 (15 of 18) 
than from fiscal year 2012 to 2015 (10 of 25). 

Figure 5: Results of DHS’s Director, Office of Test and Evaluation Letters of 
Assessment Issued from August 2010 through December 2018 by Fiscal Year 

This change is, in part, because programs conducted follow-on 
operational testing to verify deferred requirements or corrections of 
previously identified deficiencies. Specifically, about half of the 
assessments (7 of 15) with favorable ratings in fiscal year 2016 or later 
were for programs that had previously received unfavorable ratings. For 
example, the Director of OTE rated the Fast Response Cutter as 
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operationally effective and suitable in February 2017 after the program 
conducted additional operational testing to verify it had resolved the 
severe deficiency related to its main diesel engines, among other things. 
In addition, the Director of OTE rated a release of the Homeland Security 
Information Network as not suitable in December 2014 because of 
increased data transfer delays and unplanned outages during high 
system use. The Director of OTE subsequently rated the system 
operationally suitable in January 2016 after operational testing of the 
program’s full capabilities. 

Retesting is not unusual, even when programs receive favorable ratings, 
because T&E inevitably leads to learning about system risks and areas 
for improvement. However, as previously discussed, the evolutionary 
nature of T&E encourages developmental testing to reduce risk so that 
programs have a higher degree of confidence that they will successfully 
achieve key performance requirements before initiating operational 
testing. 

The ratings of DHS’s operational test results discussed above are 
comparable to those experienced by the Department of Defense (DOD) in 
the early 2000s. For example, the Defense Science Board initiated a 
study in 2007 after identifying a dramatic increase in the number of DOD 
systems being rated not operationally suitable from 2001 to 2006.16 The 
study primarily attributed these ratings to shortfalls with system reliability 
and a reduction of experienced T&E personnel to perform oversight of 
developmental testing performed by contractors, among other things. For 
its part, OTE has initiated efforts to address similar issues and increase 
the emphasis of T&E earlier in the DHS acquisition life cycle by updating 
its policies and guidance and improving training for test personnel in 
calendar year 2017—efforts that we assess later in this report. 

Cyber Resilience 

While it is important that systems work when needed, cyberattacks have 
the potential to prevent them from doing so. Cyberattacks can target any 
system that is dependent on software, potentially leading to an inability for 
end users to complete missions or even loss of life. 

                                                                                                                    
16 Department of Defense, Report of the Defense Science Board Task on Developmental 
Test & Evaluation (Washington, D.C.: May 27, 2008). 
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The Director of OTE began assessing programs’ operational resilience to 
cyberattacks in July 2014, but few programs have conducted cyber 
resilience testing. As of December 2018, only five programs had 
conducted this testing to support an assessment by the Director of OTE 
and only two of these programs were rated as operationally cyber 
resilient. The remaining three programs were rated not operationally 
cyber resilient because system security tools did not detect intrusions and 
testers found significant system or network vulnerabilities, among other 
reasons. Appendix II provides more details on each letter of assessment. 

Director of OTE Cyber Resilience Ratings 
· Operationally cyber resilient. An adversarial assessment team was not able to affect 

end users’ ability to perform their most critical mission(s). 
· Operationally cyber resilient with limitations. An adversarial assessment team was 

able to affect end users’ ability to perform their most critical mission(s) with 
assistance, such as being granted certain access rights. 

· Not operationally cyber resilient. An adversarial assessment team was able to affect 
end users’ ability to perform their most critical mission(s). 

Source: GAO analysis of Department of Homeland Security documents. | GAO-20-20 

Programs that did not conduct cyber resilience testing to support a rating 
by the Director of OTE have not done so primarily because it was not a 
consideration at the time that they initiated development, some as early 
as fiscal year 2002. As a result, these programs did not have operational 
requirements to guide the design, development, and testing of cyber 
resiliency into systems. In October 2015, the Director of OTE issued a 
memorandum that established an expectation that all operational testing 
include an assessment of cybersecurity since real-world events 
demonstrated that end users would be using systems in an environment 
where cyber threats would attempt to deny or disrupt their ability to carry 
out missions. The memorandum included procedures for planning and 
reporting on cyber resilience testing. For example, it directed programs to 
conduct a threat assessment to identify current cyber threats and testers 
to work with user representatives as needed to develop cybersecurity 
measures. 

Programs’ compliance with this guidance has been slow, in part, because 
of the time needed to adequately plan and coordinate testing. For 
example, in August 2018, the Coast Guard completed a nearly 3-year 
effort to conduct cyber resilience testing on the National Security Cutter—
the first Coast Guard asset to undergo this type of testing—as a part of 

https://www.gao.gov/products/GAO-20-20
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follow-on operational testing.17 The Coast Guard initially planned to 
conduct cyber resilience testing in fiscal year 2017, but these plans were 
delayed by a year because of a change in operational schedules for 
fielded cutters, among other things. Testing was conducted by the Navy 
with support from the Sandia National Lab and other DOD entities, and 
consisted of cooperative and adversarial assessments. The Director of 
OTE identified the effort as setting a standard for assessing DHS’s major 
acquisition programs’ cyber resilience.18

Although we and others have warned of cyber risks since the 1990s, 
determining how to build, test, and maintain cyber resilient systems is a 
government-wide challenge that is not unique to DHS.19 In October 2018, 
we reported that DOD was just beginning to grapple with the scale of its 
cyber vulnerabilities because, until recently, it did not prioritize weapon 
systems cybersecurity.20 We found that DOD routinely identified mission-
critical cyber vulnerabilities through operational testing, but that these 
likely represent a fraction of the total vulnerabilities because testing did 
not reflect the full range of threats and not all programs have conducted 
cyber resilience testing. 

Since few DHS major acquisition programs have conducted cyber 
resilience testing, the department also has limited insight into the cyber 
vulnerabilities of its acquired systems. Although programs are beginning 
to take steps to conduct cyber resilience testing, we reported in October 
2018 that doing so late in the development cycle or after a system has 
been deployed is more costly and difficult than designing cyber resilience 
                                                                                                                    
17 In January 2016, we assessed the results of the Coast Guard’s initial operational 
testing of the National Security Cutter and found that testing of cybersecurity, in addition to 
several other key systems, was deferred to follow-on operational testing. See GAO, 
National Security Cutter: Enhanced Oversight Needed to Ensure Problems Discovered 
during Testing and Operations Are Addressed, GAO-16-148 (Washington, D.C.: Jan. 12, 
2016). 
18 We do not present the results of the National Security Cutter’s cyber resilience testing 
in this report because they are classified. 
19 In 1997, we designated federal information security as a government-wide high-risk 
area. We expanded this high-risk area in 2003 to include protection of critical cyber 
infrastructure and, in 2015, to include protecting the privacy of personally indefinable 
information. For the most recent update on ensuring the cybersecurity of the nation, see 
GAO, High-Risk Series: Substantial Efforts Needed to Achieve Greater Progress on High-
Risk Areas, GAO-19-157SP (Washington, D.C.: Mar. 6, 2019). 
20 GAO, Weapon Systems Cybersecurity: DOD Just Beginning to Grapple with Scale of 
Vulnerabilities, GAO-19-128 (Washington, D.C.: Oct. 9, 2018). 
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testing into development of the system from the beginning.21 For example, 
Navy testers conducting the cyber resilience testing on the National 
Security Cutter after it was already operational told us there were certain 
aspects of the ship they could not test because it could compromise the 
safety of the crew or cause irreparable damage. 

Some programs—including ones initiated after the Director of OTE’s 2015 
memorandum—continue to defer cyber resilience testing. This approach 
limits DHS’s ability to understand and mitigate vulnerabilities that could be 
exploited by cyber threats. For example, officials from Customs and 
Border Protection’s (CBP) Biometric Entry-Exit Program, which was 
initiated in June 2017, told us that they plan to conduct cyber resilience 
testing after achieving ADE 3 because they needed additional time to 
develop a more rigorous test plan in coordination with OTE.22 The 
program plans to conduct its ADE 3 review in September 2019, but had 
already deployed capabilities to airports by December 2018. 

OTE is taking additional steps to enhance programs’ capacity to conduct 
cyber resilience testing. For example, in fiscal year 2018, OTE developed 
a training course and released supplemental guidance focused on 
planning and performing cyber resilience testing. OTE also awarded a 
contract to the Johns Hopkins University’s Applied Physics Laboratory for 
support, which included performing cyber resiliency testing on DHS major 
acquisition information technology programs. The results of this testing 
are intended to further OTE’s ability to develop comprehensive, 
department-wide policy and procedures. Since DHS is still implementing 
cyber resilience testing and developing appropriate policies and 
procedures, we will continue to track the department’s progress through 
our ongoing assessments of major acquisition programs.23

                                                                                                                    
21 GAO-19-128. 
22 The Biometric Entry-Exit Program is developing capabilities to enhance traveler 
identification upon entry and exit of the U.S. at air, land, and sea ports of entry. 
23 For our most recent assessment, see GAO, Homeland Security Acquisitions: 
Leveraging Programs’ Results Could Further DHS’s Progress to Improve Portfolio 
Management, GAO-18-339SP (Washington, D.C.: May 17, 2018). 
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DHS Leadership Generally Used Assessments to Make 
Informed Acquisition Decisions 

Consistent with DHS’s acquisition policy, the Director of OTE’s letters of 
assessment informed DHS leadership’s acquisition decisions. We 
reviewed the 38 acquisition decision memorandums issued after the 49 
operational test events for which the Director of OTE provided a letter of 
assessment with ratings.24 Programs generally received approval to 
progress through the acquisition life cycle based on the Director of OTE’s 
ratings as one of the factors considered in decision-making. In more than 
half of the cases we reviewed (26 of 38), DHS leadership placed 
conditions on its approval or directed programs to address issues 
discovered during testing. For example: 

In March 2011, DHS leadership granted ADE 2C approval with conditions 
for an explosives detection system acquired by TSA’s Electronic Baggage 
Screening Program. This system received an unfavorable assessment 
from the Director of OTE primarily because it had not been used enough 
during operational testing to support a rating of operational effectiveness 
or suitability. DHS leadership limited TSA’s procurement to 28 systems 
and required the program to conduct additional operational testing and 
receive another letter of assessment from the Director of OTE before it 
could procure more systems. The program completed follow-on 
operational testing of the system and, in September 2011, the Director of 
OTE rated it operationally effective and suitable with limitations. 

In January 2015, DHS leadership granted CBP’s Multi-role Enforcement 
Aircraft program conditional approval to acquire two aircraft. The Director 
of OTE could not assess operational suitability because testing was 
limited and did not include testing of availability, reliability, and 
maintainability, among other things. Leadership’s approval was 
contingent on the program completing a number of actions, including 
preparing a plan to correct issues identified during the operational test 
and providing a status of corrections to the Director of OTE. The program 
conducted additional operational testing in July 2015, which received 
favorable results. Although test data showed the aircraft’s availability was 

                                                                                                                    
24 DHS may not issue an acquisition decision memorandum after every program’s 
operational test. DHS did not issue or could not find acquisition decision memorandums 
for the other 11 operational test events for which the Director of OTE provided a letter of 
assessment with ratings. 
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lower than required, the Director of OTE rated the aircraft as suitable with 
limitations because the availability rating had improved after testing 
concluded. 

In our review of acquisition decision memorandums, we found a case 
where a program received an unfavorable assessment from the Director 
of OTE and DHS leadership did not let the program proceed as planned. 
The FEMA Logistics Supply Chain Management System conducted initial 
operational testing in calendar year 2013, which the Director of OTE 
determined was inadequate to support ratings for operational 
effectiveness and suitability.25 In response to this and other factors, DHS 
leadership paused the program in April 2014 and directed officials to re-
evaluate its development strategy. For example, the program was 
directed to (1) revisit its requirements and identify capability gaps based 
on the operational test results and the Director of OTE’s letter of 
assessment; and (2) conduct an analysis of alternatives for addressing 
identified capability gaps. 

In March 2016, DHS leadership approved this program to resume 
development after completing these actions, but also required the 
program to take additional steps to address recommendations made by 
the Director of OTE. For example, the program was required to select a 
new operational test agent and update its T&E master plan to address 
issues identified in the letter of assessment before conducting additional 
operational testing. The program completed follow-on operational testing 
in June 2018, which the Director of OTE rated as operationally effective 
and suitable with limitations because the system did not have an off-site 
backup server to quickly restore operations in the event of a catastrophic 
failure of the primary server. Based on these results, DHS leadership did 
not approve the program’s ADE 3 or acknowledgement of full operational 
capability in February 2019, and directed the program to implement a 
backup server solution by the end of August 2019. 

DHS’s Test and Evaluation Policies and Guidance 
Generally Reflect Key Practices 

We assessed the T&E policies and guidance DHS issued between May 
2017 and January 2019 and found that they generally reflect key 

                                                                                                                    
25 The Logistics Supply Chain Management System is a computer-based tracking system 
that FEMA uses to track shipments during disaster-response efforts. 
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practices. For almost two decades, we have reported that successful 
acquisitions engage in a continuous cycle of improvement by conducting 
T&E throughout development and incorporating lessons learned. For 
example, in July 2000, we examined the practices that private sector 
entities used to validate that a product works as intended and determined 
that leading commercial firms viewed T&E as a constructive tool 
throughout product development.26 Specifically, we found that leading 
firms ensure that (1) the right validation events—tests, simulations, and 
other means for demonstrating product maturity—occur at the right times; 
(2) each validation event produces quality results; and (3) the knowledge 
gained from an event is used to improve the product. By holding 
challenging tests early, firms exposed weaknesses in a product’s design 
and limited design changes late in the development process when it is 
harder and more expensive to address issues. 

Based on this and our other work, as well as a review of related third-
party and other government entities’ reports, we developed a list of key 
T&E practices that consist of 17 elements that contribute to successful 
acquisition outcomes.27 The list of practices we developed is not 
exhaustive and is intended to be at a level high enough so that they may 
be applied to assess various types of acquisitions—including both 
hardware and software—regardless of the developer or development 
approach. 

We used these key practices to assess DHS’s T&E policies and guidance 
since they similarly provide a high-level framework for outlining what is 
expected of major programs throughout the acquisition life cycle. In May 
2009, DHS issued its first directive requiring major acquisition programs 
to ensure adequate and timely T&E is performed to support informed 
acquisition decision-making and outlining oversight of those activities. 
OTE has since updated the directive and developed additional guidance 
to increase the emphasis of T&E earlier in the acquisition life cycle and to 
address issues programs have encountered during operational testing, 
among other things. For example, OTE updated the directive in May 2017 
and developed an accompanying instruction in July 2017 that clarified the 
roles and responsibilities for certain T&E activities within the department 

                                                                                                                    
26 GAO, Best Practices: A More Constructive Test Approach Is Key to Better Weapon 
System Outcomes, GAO/NSIAD-00-199 (Washington, D.C.: July 31, 2000). 
27 For more details on how we developed the list of key T&E practices, see appendix I. 
For a list of the reports and studies we reviewed to develop the practices, see appendix III. 
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and at certain acquisition milestones. OTE also released supplemental 
guidance on more detailed topics, such as incorporating T&E into 
programs’ contracts and evaluating threats to ensure testing reflects 
realistic scenarios. 

Table 1 summarizes our assessment of OTE’s policies and guidance 
against our key T&E practice areas and elements. 
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Table 1: GAO Assessment of DHS Office of Test and Evaluation Policies and Guidance against Key Test and Evaluation 
Practices 

Key Practice Area and Elements GAO’s assessment 
1. Develop a test strategy to demonstrate program requirements: a) Consult knowledgeable test 
and evaluation personnel when establishing system requirements to ensure that they are 
measurable, testable, and achievable. 

met 

1. Develop a test strategy to demonstrate program requirements: b) Evaluate and document 
potential physical and cyber threats to a system—including the potential impact of those threats—
to inform development of the test strategy. 

met 

1. Develop a test strategy to demonstrate program requirements: c) Establish an integrated 
evaluation approach that identifies opportunities to increase the realism of early (or developmental) 
testing to support operational testing. 

met 

1. Develop a test strategy to demonstrate program requirements: d) Identify entrance and exit 
criteria—such as metrics to assess whether requirements demonstration is successful—that are 
clearly defined and agreed to by stakeholders, which include end users, prior to each test event. 

met 

1. Develop a test strategy to demonstrate program requirements: e) Document and communicate 
to stakeholders any limitations of the test strategy, such as tradeoffs between available resources 
and test data needs. 

met 

1. Develop a test strategy to demonstrate program requirements: f) Update the test strategy to 
reflect any programmatic changes, such as revisions to requirements or emerging threats, and 
obtain appropriate management approval of these updates. 

met 

2. Identify and secure resources to conduct testing: a) Establish a test team that is trained at the 
appropriate level to plan, conduct, and oversee test and evaluation. 

met 

2. Identify and secure resources to conduct testing: b) Identify the resources required to execute 
the test strategy, such as funding, time, and facilities, in the test strategy and the program’s cost 
estimates and schedule. 

met 

2. Identify and secure resources to conduct testing: c) Include sufficient time to analyze and 
evaluate test data, and respond to test results, in the test schedule. 

met 

2. Identify and secure resources to conduct testing: d) Ensure that the testing environment(s) 
needed to execute the test strategy are available when needed. 

met 

3. Conduct testing throughout the acquisition life cycle: a) Test that technologies and subsystems 
work individually before integrating them. 

met 

3. Conduct testing throughout the acquisition life cycle: b) Test that components and subsystems 
work together as a system in a controlled setting before finalizing a system’s design. 

partially met 

3. Conduct testing throughout the acquisition life cycle: c) Test that a production-representative 
system works as required and is reliable, available, and maintainable. 

met 

3. Conduct testing throughout the acquisition life cycle: d) Involve end users in operational testing 
of the system—including connectivity with other systems and resiliency to physical and cyber 
threats—in the intended environment before final system acceptance or full rate production. 

met 

4. Use test results to inform decisions: a) Maintain regular communication between program 
managers and developers to track systems’ technical performance and use test and evaluation 
results to improve system design. 

met 

4. Use test results to inform decisions: b) Independently review test and evaluation results at key 
milestones, such as before approving a program to progress to the next acquisition phase or to 
deploy capabilities. 

met 
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Key Practice Area and Elements GAO’s assessment 
4. Use test results to inform decisions: c) Communicate lessons learned from tests to inform future 
test strategies. 

met 

Legend: ● Met ◒ Partially Met ○ Not Met 

Source: GAO analysis of Department of Homeland Security (DHS) 
documents. | GAO-20-20 

Note: Appendix I presents a detailed description of how we developed our 
key practices and how we assessed DHS’s policies. 

As reflected in the table, OTE’s policies and guidance met the elements 
of our key T&E practice areas in nearly all cases. For example: 

Develop a test strategy to demonstrate program requirements. OTE’s 
policies require programs to document a test strategy for verifying 
program requirements in a T&E master plan, which supplemental 
guidance indicates should outline opportunities for integrated testing, 
incorporate measures of success, and identify any potential limitations, 
among other things. Integrated testing is intended to increase efficiencies 
by collecting data through one test event that supports the evaluation 
needs of multiple stakeholders, such as developmental testers and 
operational testers. OTE also enhanced its guidance on how programs 
should plan for early reliability testing because it considers this metric to 
have the greatest effect on system performance, which includes how 
frequently the system fails. This may help programs address reliability 
problems before initiating operational testing which, as we previously 
mentioned, is a reason DHS’s major acquisition programs frequently 
received unfavorable test ratings from the Director of OTE. OTE’s 
guidance also states that a program’s T&E master plan should be based 
on credible threat information to ensure testing is conducted under 
realistic scenarios. In July 2018, OTE released additional guidance 
focused on cyber threats that provides information on how programs can 
identify potential threats, evaluate their impact, and document these 
threats. 

Identify and secure resources to conduct testing. OTE’s July 2017 
instruction directs program managers of major acquisitions to designate a 
T&E manager who is required to be level III certified in the T&E career 
field. The T&E manager is to coordinate the planning, management, and 
oversight of all T&E activities; lead the development of a program’s T&E 
master plan; and coordinate test resources, among other duties. We 

https://www.gao.gov/products/GAO-20-20
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assess DHS’s implementation of the certified T&E manager requirement 
later in this report. 

Conduct testing throughout the acquisition life cycle. OTE’s guidance 
states that programs generally should conduct a review to assess 
component or subsystem test results prior to beginning system integration 
and comprehensive developmental testing. In addition, prior to full 
deployment (e.g., ADE 3), OTE’s instruction directs programs to conduct 
operational testing of the complete system in a realistic environment. 

Use test results to inform decisions. OTE’s updated directive added a 
phase of independent testing for any program that has a limited 
production decision (e.g., ADE 2C). This decision is optional depending 
on the program’s development approach. But, if conducted, the Director 
of OTE now issues a letter of assessment prior to ADE 2C to inform the 
acquisition decision authority about the program’s performance. 
Previously, the directive only called for the Director of OTE to issue a 
letter of assessment prior to ADE 3 decisions. 

We found that OTE’s guidance only partially met the key practice element 
to test that components and subsystems work together as a system in a 
controlled setting before finalizing a system’s design. OTE’s guidance 
instructs programs to conduct integration testing on components and 
subsystems. However, it calls for this type of testing to occur after the 
critical design review, which is when the design is finalized. This 
increases the risk that programs will need to make changes to system 
components after the critical design review, which our past work has 
shown can cause cost increases or schedule delays.28 OTE officials 
acknowledged that the current T&E guidance could be clearer on when 
integration testing should occur in the development process. These 
officials told us that they intend to adjust their policies and guidance, 
which they are updating to align with the May 2019 acquisition 
management instruction. Until OTE updates this guidance, programs 
could experience costly design changes resulting from conducting 
integration testing late in the acquisition life cycle. 

DHS’s Test and Evaluation Training Reflects Most Attributes of an 
Effective Training Program but DHS Has Not Fully Assessed Its Benefits 

                                                                                                                    
28 GAO, Best Practices: Capturing Design and Manufacturing Knowledge Early Improves 
Acquisition Outcomes, GAO-02-701 (Washington, D.C.: July 15, 2002). 
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We found that DHS’s T&E training reflects most attributes of an effective 
federal training program, but does not fully reflect attributes pertaining to 
assessing the benefits of training. In March 2004, we issued a guide for 
assessing federal training programs that breaks the training and 
development process into four broad, interrelated components—(1) 
planning and front-end analysis, (2) design and development, (3) 
implementation, and (4) evaluation—and identifies attributes of effective 
training and development programs that should be present in each of the 
components.29 These components are not mutually exclusive and 
encompass attributes that may be related. For example, each component 
includes attributes related to assessing training and development benefits 
rather than these attributes being confined solely to the evaluation 
component. 

OTE officials told us they assumed responsibility for providing instructors 
and for updating the T&E training materials from the Office of Chief 
Procurement Officer (OCPO) and Homeland Security Acquisition Institute 
(HSAI) in 2017. OTE worked with OCPO and HSAI to implement changes 
intended to ensure the training met workforce needs and reflected current 
policies and guidance. For example, OTE updated the content for each of 
the certification level core T&E courses—which were originally based on 
DOD’s T&E training—to reflect DHS’s acquisition process, among other 
things. 

As summarized in figure 6, OTE’s T&E training, particularly the core T&E 
courses, either met or partially met the relevant attributes from our guide. 
A more detailed description of our assessment methodology is presented 
in appendix I. 

Figure 6: Assessment of DHS’s Test and Evaluation Training against 
Relevant Attributes of Effective Federal Training and Development 
Programs 

                                                                                                                    
29 GAO developed the guide through consultations with government officials and experts 
in the private sector, academia, and nonprofit organizations; examinations of laws and 
regulations related to training and development in the federal government; and reviewing 
the sizeable body of literature on training and development issues, including previous 
GAO products on a range of human capital topics. See GAO-04-546G. 
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Note: Appendix I presents a detailed description of how we selected 
relevant attributes and assessed DHS’s training. 

OTE’s T&E training reflects attributes of effective training in each of the 
four components of the training and development process, such as: 

OTE coordinated with OCPO and HSAI to determine the skills and 
competencies needed for an effective T&E workforce, which served as 
the foundation for developing the learning objectives and content for the 
core T&E courses. 

OTE partners with HSAI to provide formal instruction for in-person 
courses at HSAI’s training facility or online courses through the Defense 
Acquisition University. OTE supplements these courses with informal 
training opportunities, such as seminars and workshops that are tailored 
to meet component and program needs or focus on specific subject 
areas. For example, OTE has sponsored seminars dedicated to writing an 
effective test strategy and facilitating a table-top exercise to inform a 
program’s cyber resilience testing. OTE also hosts an annual symposium 
for T&E managers to facilitate knowledge sharing across the department. 

OTE solicits and incorporates stakeholder feedback from the T&E Council 
and T&E Working Integrated Product Team into the planning, design, and 
implementation of its training efforts to ensure that the training addresses 
DHS’s workforce needs. Primarily, OTE uses these groups to review 
existing course content, determine the frequency of course offerings, and 
identify topics for new courses. For example, OTE developed a course 
specifically for operational test agent leads after the T&E Working 
Integrated Product Team identified a gap in training for those who plan 
and conduct operational testing for DHS’s major acquisition programs. As 
of August 2018, the Director of OTE requires the operational test agent 
lead for major acquisition programs to complete this course prior to 
commencing operational testing. 

OTE uses a service contract to fulfill its need for classroom instructors for 
the core T&E courses. According to OTE officials, this allows them to 
provide full-time instructors with T&E experience, which provides 
consistency across the trainings. OTE’s Deputy Directors and Test Area 
Managers also present on certain topics during the core T&E courses to 
provide knowledgeable expertise. In addition, OTE has secured other 
experts to serve as guest speakers at various trainings, seminars, and 
workshops, as well as to assist programs with specific needs. For 
example, OTE partnered with the Air Force Institute of Technology to 
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establish the DHS Scientific Test and Analysis Techniques Center of 
Excellence to sponsor workshops and a module in the intermediate core 
T&E course dedicated to increasing the use of statistics and other tools to 
support T&E, and to provide select acquisition programs assistance with 
developing an analytical approach and test design. 

The six attributes that OTE’s T&E training partially reflects are all related 
to assessing the benefits of the training. OTE uses stakeholder feedback 
from the T&E Working Integrated Product Team and student feedback 
from course evaluations to improve training content and delivery. 
However, OTE has not yet taken steps to assess whether the training 
offered has led to improved organizational results. For example, OTE has 
identified better test documentation and more favorable operational test 
results as desired outcomes. But it has not established performance 
measures to determine how the training may contribute to achieving 
these outcomes. According to officials, OTE has not yet assessed its 
training because it prioritized developing and delivering courses since 
assuming responsibility in 2017. Additionally, OTE has spent 
approximately 30 percent of its annual budget on training since 2017 and 
reviews its proposed training expenses annually, but has not evaluated its 
return on this investment. OTE officials acknowledged that establishing 
performance measures would be beneficial, but said it would be 
challenging to reliably assess against those measures. Nevertheless, by 
developing an assessment process that includes performance measures 
for T&E training, OTE can better ensure that it is offering effective training 
that addresses training objectives and achieves desired results. 

Most Programs Do Not Have a Certified Test and Evaluation Manager 
and Headquarters’ Workforce Unable to Fully Meet Oversight 
Responsibilities 

We found that DHS faces challenges with its T&E workforce to effectively 
provide oversight at the program and headquarters levels. Specifically, 
most programs do not have a level III certified T&E manager, despite the 
requirement for program managers to designate one for major programs. 
Additionally, OTE’s data for monitoring whether programs have a certified 
T&E manager are unreliable. Finally, DHS has expanded OTE’s 
responsibilities for T&E oversight in recent years, but has not assessed 
whether OTE has the workforce needed to fully execute these 
responsibilities. OTE officials said they have had to prioritize their 
oversight efforts, making it difficult for the office to fully execute its 
responsibilities across the range of DHS major acquisition programs. 
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Most Programs Lack a Certified Test and Evaluation Manager and DHS 
Policy Unclear 

As previously mentioned, OTE’s July 2017 instruction directs program 
managers of major acquisitions to designate a T&E manager who is 
required to be level III certified in the T&E career field. As of March 2019, 
only 17 of 43 major acquisition programs we reviewed reported to us that 
they have a level III certified T&E manager (see figure 7). 

Figure 7: Status of Certified Test and Evaluation (T&E) Manager 
Designations Reported by 43 DHS Major Acquisition Programs, as of 
March 2019 

Officials from select programs that have designated a T&E manager who 
does not yet meet the certification requirement indicated they are working 
toward achieving level III certification. For example, officials from the CBP 
Non-Intrusive Inspection Systems program reported that the designated 
T&E manager was unable to complete his final course to achieve level III 
certification because it was cancelled as a result of the partial government 
shutdown in January 2019. 

Officials from the 12 programs without a designated T&E manager 
provided various reasons for not having one, including: 

The position is vacant because the program office reorganized or the 
designated T&E manager left the agency. For example, officials from 
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FEMA’s Grants Management Modernization program reported that the 
designated T&E manager moved to another agency so the role is being 
temporarily filled by service contractor personnel with prior T&E 
experience until they can hire a qualified, permanent replacement. 

The program manager determined the program did not need a T&E 
manager based on its development approach. For example, officials from 
CBP’s Automated Commercial Environment program reported that the 
program manager did not designate a T&E manager because of the 
program’s shift to agile software development.30

The program manager determined the program was exempt from the 
certified T&E manager requirement based on where the program was in 
the acquisition life cycle. For example, officials from Immigration and 
Customs Enforcement’s U.S. Code, Title 8, Aliens and Nationality 
program said they were too early in the acquisition life cycle to designate 
a T&E manager. On the other hand, officials from the Coast Guard’s 
Nationwide Automatic Identification System program said they did not 
need one because they were later in the acquisition cycle, past ADE 3. 

As of April 2019, OTE officials confirmed they had not exempted any 
program from designating a certified T&E manager.31 OTE officials 
acknowledged that some programs that are past ADE 3 may not need a 
T&E manager depending on the program’s acquisition strategy and 
whether it had successfully completed testing. However, they cautioned 
that programs may continue to need T&E support late in the acquisition 
life cycle since many add capabilities after deployment and assessments 
against emerging cyber threats should be ongoing. 

OTE officials told us they expect programs to designate a T&E manager 
early in the acquisition life cycle—no later than ADE 2A—to assist with 
developing system requirements that are measurable, testable, and 
achievable and establish a sound test strategy. This expectation is 
consistent with DHS’s May 2019 update to its acquisition management 
instruction, which requires programs to submit an initial T&E master plan 
earlier in the life cycle—at ADE 2A compared to ADE 2B under the prior 

                                                                                                                    
30 Agile is a type of incremental development which calls for the rapid delivery of software 
in small, short increments. We have an ongoing review evaluating DHS’s adoption of agile 
for developing and delivering information technology capabilities. 
31 OTE’s policy does not provide a formal exemption mechanism for this requirement. 
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instruction. OTE officials emphasized this early designation is critical for 
programs using agile software development because testing is conducted 
early and often by the various development teams. OTE officials said they 
communicate their expectation through direct interaction with programs 
and during Acquisition Review Board meetings and other forums. 

However, OTE’s policy only indicates program managers should 
designate a T&E manager “as early as practicable.” Specifying in policy 
when programs should designate a T&E manager would make OTE’s 
expectation clear that program managers are to identify knowledgeable 
T&E personnel no later than ADE 2A, which is where important decisions 
about the program’s requirements and test strategy are now made. 

Data for Monitoring Program Test and Evaluation Managers Are 
Unreliable 

OTE internally tracks data on programs’ T&E managers, but we found the 
data to be unreliable. In comparing the information we compiled on T&E 
managers (as discussed above) against OTE’s internal data, we found 
that OTE had inaccurate information for about half (19 of 40) of the 
programs.32 In most cases, OTE either identified a T&E manager when a 
program reported not having one, identified the wrong individual in the 
position, or identified the wrong certification level. For example, OTE 
identified that CBP’s Integrated Fixed Tower program had a T&E 
manager as of December 2018, but the program reported that the 
position was vacated in October 2018 and remained unfilled as of 
February 2019. Moreover, the individual identified by OTE as the T&E 
manager did not match the former T&E manager identified by the 
program. 

OTE officials said the Deputy Directors and Test Area Managers are 
responsible for inputting and maintaining the data for their assigned 
programs in the OTE internal tracker at least quarterly or as changes 
occur (e.g., following an ADE or test plan approval). Service contractor 
personnel for OTE then perform a quarterly review for missing information 
and to verify the T&E manager certification levels against a list provided 
by HSAI. 

                                                                                                                    
32 Three of the programs in the scope of our review were not included in OTE’s tracker 
because they were cancelled or had completed testing. 
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However, OTE has not established an internal control process for 
ensuring the accuracy of all the data in its internal tracker. Standards for 
Internal Control in the Federal Government advises management to 
obtain relevant data—and evaluate the reliability of the data—in a timely 
manner so that the data can be used for effective monitoring.33 By 
establishing an internal control process for collecting and maintaining its 
data, OTE can improve its ability to accurately track programs’ T&E 
managers. 

Full Scope of Test and Evaluation Oversight Responsibilities Not Being 
Executed with Current Workforce 

DHS has expanded OTE’s responsibilities for T&E oversight in recent 
years. Specifically: 

The Deputy Secretary of DHS updated the department’s delegation of 
authorities to the Director of OTE in June 2016. This delegation extended 
the Director’s oversight to include developmental testing as reflected in 
major acquisition programs’ T&E master plans. 

OTE officials told us in February 2019 that the senior official performing 
the duties of the Under Secretary for Science and Technology requested 
that OTE begin providing oversight of T&E activities conducted by the 
directorate’s research and development projects. This effort is to include 
developing T&E policies and procedures for research and development, 
as well as providing formal support to specific projects that is similar to 
that provided to major acquisition programs. 

As previously noted, the May 2019 update to DHS’s acquisition 
management instruction requires programs to submit an initial T&E 
master plan earlier in the life cycle. This will require OTE staff to begin 
engaging with programs earlier to support development and approval of 
this plan. ecifically, ated duties with respect to 

OTE officials stated that executing the office’s expanded oversight 
responsibilities is difficult because the Science and Technology 
Directorate has not authorized changes to OTE’s federal workforce since 
2014. OTE has awarded contracts for support in developing policy and 

                                                                                                                    
33 GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: Sept. 10, 2014). 
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guidance, facilitating trainings, and providing technical expertise in key 
areas—such as reliability and cybersecurity—among other things. While 
this expanded the capacity of the office, it also added responsibilities on 
OTE’s staff since it must oversee work completed by contractors. 

Despite these efforts, OTE officials told us they have to prioritize support 
to those major acquisition programs that are of high importance to the 
department and actively engaged in planning or conducting operational 
testing. As a result, OTE is unable to fully meet the additional delegated 
duties for developmental testing oversight. Specifically, in April 2019, 
officials stated that they did not have the capacity to help shape 
developmental test plans, observe testing, or provide feedback on test 
results in the same manner that they do for operational tests. While OTE 
officials plan to award a service contract for conducting activities in 
support of research and development T&E, the management and 
oversight of these contracted activities will increase the administrative 
duties on OTE’s existing federal staff. 

Workforce planning helps an organization align its human capital, both 
federal and contracted, with its current and emerging mission and 
programmatic goals. In December 2003, we identified several key 
principles for effective strategic workforce planning.34 These principles 
include: 

Determining the critical skills and number of employees needed to 
achieve programmatic results; 

Identifying and developing strategies to address staffing and skills gaps; 
and 

Monitoring and evaluating progress toward human capital goals. 

DHS did not assess OTE’s human capital before expanding the office’s 
oversight responsibilities. By assessing OTE’s workforce, the Science 
and Technology Directorate can take an important step to ensure that 
OTE has the appropriate number of staff with the necessary skills to fulfill 
the full scope of its expanded oversight responsibilities. 

                                                                                                                    
34 GAO, Human Capital: Key Principles for Effective Strategic Workforce Planning, GAO-
04-39 (Washington, D.C.: Dec. 11, 2003). 
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Conclusions 

Results from the T&E of major acquisition programs provide DHS 
leadership with valuable information to make risk-based decisions about 
the development and deployment of capabilities needed to execute the 
department’s many missions. OTE has taken steps to increase the 
emphasis of T&E earlier in the acquisition life cycle by establishing 
policies and guidance that generally reflect key practices. However, 
programs are at risk of making changes late in the development process 
if they conduct integration testing of components and subsystems after a 
system’s design is finalized as OTE’s current guidance instructs. 

OTE has also taken steps to build a knowledgeable workforce by 
updating the training for DHS’s test personnel and requiring major 
acquisition program managers to designate a level III certified T&E 
manager. However, until OTE assesses the benefits of the training, it 
cannot ensure it is achieving desired results. Additionally, opportunities 
exist for OTE to increase the number of programs that have a certified 
T&E manager by specifying in policy when program managers should 
designate a T&E manager and by collecting more reliable data. 

The department has also recognized the importance of emphasizing T&E 
earlier in the acquisition process, as evidenced by the expansion of 
OTE’s role to include oversight of developmental testing and establishing 
T&E policies and processes for research and development. However, the 
Science and Technology Directorate has not assessed OTE’s workforce 
to understand whether the office has the human capital needed to fulfill all 
of its oversight responsibilities. Until it does, there is a risk that the 
department will not realize the benefits of OTE’s expanded oversight role. 

Agency Comments and Our Evaluation 

We provided a draft of this product to DHS for comment. DHS’s written 
comments are reproduced in appendix IV. DHS also provided technical 
comments, which we incorporated as appropriate. In its comments, DHS 
concurred with all five recommendations and identified actions it planned 
to take to address them. 

We are sending copies of this report to the appropriate congressional 
committees and the Acting Secretary of Homeland Security. In addition, 
the report is available at no charge on the GAO website at 
http://www.gao.gov. 



Letter

Page 39 GAO-20-20  

If you or your staff have any questions about this report, please contact 
me at (202) 512-4841 or makm@gao.gov. Contact points for our Offices 
of Congressional Relations and Public Affairs may be found on the last 
page of this report. GAO staff who made key contributions to this report 
are listed in appendix V. 

Marie A. Mak 
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Appendix II: DHS’s Director, Office of Test and Evaluation Letters of 
Assessment 
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Appendix I: Objectives, Scope, and Methodology 

Our objectives were to determine the extent to which the Department of 
Homeland Security (DHS) has (1) assessed programs’ test results and 
used this information to make acquisition decisions; (2) policies and 
guidance that reflect key test and evaluation (T&E) practices; (3) T&E 
training that reflects attributes of an effective training program; and (4) a 
workforce to effectively oversee programs’ T&E activities. 

To determine the extent to which DHS has assessed programs’ test 
results and used this information to make acquisition decisions, we 
reviewed the letters of assessment the Director of the Office of Test and 
Evaluation (OTE) issued from August 2010—when the first letter was 
issued—through December 2018 and available acquisition decision 
memorandums. These memorandums are the department’s official record 
of acquisition management decisions made by DHS leadership. 
Specifically, we reviewed the letters of assessment to ascertain the 
Director of OTE’s ratings on programs’ operational effectiveness and 
suitability. We determined whether the ratings were favorable or 
unfavorable using the following criteria: 

Favorable—the Director of OTE rated program capabilities as (a) 
operationally effective or effective with limitations and (b) operationally 
suitable or suitable with limitations. 

Unfavorable—the Director of OTE rated program capabilities as (a) not 
operationally effective or suitable or (b) testing was inadequate. 

We did not include the ratings on cyber resiliency in our analysis of 
favorable or unfavorable because the Director of OTE did not begin 
including these ratings in the letters of assessment until July 2014. 
However, we identify any cyber resiliency ratings in appendix II and 
present observations in the report for completeness. 

https://www.gao.gov/reports/GAO-20-20/
https://www.gao.gov/reports/GAO-20-20/
https://www.gao.gov/reports/GAO-20-20/
https://www.gao.gov/reports/GAO-20-20/
https://www.gao.gov/reports/GAO-20-20/
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We also reviewed acquisition decision memorandums issued after 
programs’ operational test events to determine (a) if the Director of OTE’s 
letters of assessment were mentioned as a factor considered in DHS 
leadership’s decision-making, (b) whether the memorandums directed 
programs to take specific actions related to T&E issues, and (c) the extent 
to which the decisions or assigned actions aligned with the Director of 
OTE’s letter of assessment ratings or recommendations. We reviewed 
acquisition decision memorandums issued for 38 of the 49 letters of 
assessment in which the Director of OTE provided ratings (78 percent), 
which we determined provided a reasonable basis for the findings 
presented in this report.35

To determine the extent to which DHS has policies and guidance that 
reflect key T&E practices, we compared OTE’s policies and guidance to 
key practices we developed for this purpose of this report. To develop our 
list of T&E practices, we reviewed our prior reports related to developing 
and testing major acquisitions, requirements setting, and software 
development. We also reviewed similar reports issued by other 
government agencies, as well as third-party studies on T&E processes 
and relevant standards. A list of the reports and studies we reviewed is 
provided in appendix III. We then developed a list of practices based on 
common themes we identified across these sources that contribute to 
successful acquisition outcomes. The list of T&E practices is not 
exhaustive and is intended to be at a level high enough so that they may 
be applied to assess various types of acquisitions—including both 
hardware and software—regardless of the developer or development 
approach. We shared a preliminary list of our practices with internal 
subject matter experts in T&E, acquisition, cybersecurity, and information 
technology to incorporate their input. We also discussed the list with OTE 
to obtain its insight. 

We then reviewed the policies and guidance OTE developed that were 
issued between May 2017 and January 2019 to assess the extent to 
which they reflected our T&E practices using the following ratings: 

Met—the documents fully reflected the key practice. 

                                                                                                                    
35 DHS may not issue an acquisition decision memorandum after every program’s 
operational test. DHS did not issue or could not find acquisition decision memorandums 
for the other 11 operational test events for which the Director of OTE provided a letter of 
assessment with ratings. 
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Partially met—the documents reflected some, but not all parts of the key 
practice. 

Not met—the documents did not reflect the key practice. 

We shared our preliminary analysis of the policies and guidance with the 
OTE officials responsible for implementing them to discuss our findings 
and solicit their feedback on those key practices that were not fully 
reflected in the policies. 

To determine the extent to which DHS has T&E training that reflects 
attributes of an effective training program, we evaluated materials related 
to the training and certification for DHS’s T&E career field against criteria 
we previously developed. Specifically, we reviewed the T&E career field 
training and certification curricula, guidance, and course catalogs, among 
other materials, and met with officials from OTE and the Homeland 
Security Acquisition Institute (HSAI) responsible for implementing the 
materials. We also attended several different trainings, including the 
intermediate and advanced core T&E courses, to improve our 
understanding of the material and observe how it was presented to 
students. We then compared the training and certification materials 
against our 2004 guide for assessing federal government training 
efforts.36 This guide outlines four broad, interrelated components—(1) 
planning and front-end analysis, (2) design and development, (3) 
implementation, and (4) evaluation—and identifies attributes of effective 
training and development programs that should be present in each of the 
components. The guide also includes supporting characteristics to look 
for related to each attribute. First, we assessed the training and 
certification materials against the supporting characteristics for each 
attribute using the following ratings: 

Met—the training fully reflected the characteristic. 

Partially met—the training reflected some, but not all parts of the 
characteristic. 

                                                                                                                    
36 GAO, Human Capital: A Guide for Assessing Strategic Training and Development 
Efforts in the Federal Government, GAO-04-546G (Washington, D.C.: Mar. 1, 2004). 
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Not met—the training did not reflect the characteristic.37

Second, we consolidated the ratings for all the supporting characteristics 
of an attribute to establish a rating for each applicable attribute. We 
concluded that an attribute was met if all ratings for the supporting 
characteristics for that attribute were met; partially met if one or more of 
the supporting characteristics for an attribute were partially met or a mix 
of met and not met; or not met if the characteristics for an attribute were 
all not met. For the purposes of this report, we included only those 
attributes we found to be applicable to the scope of our review in our 
overall analysis. We shared our preliminary analysis with OTE and HSAI 
officials to discuss our findings, identify relevant materials we had not yet 
accounted for, and solicit their feedback. We did not examine the 
appropriateness of the T&E certification itself or the content of training 
courses required for the T&E career field certification. 

To determine the extent to which DHS has a workforce to effectively 
oversee programs’ T&E activities, we analyzed data on program T&E 
personnel collected from various sources and reviewed information 
related to OTE’s workforce, as described in more detail below. 

Analysis of program T&E personnel data. We reviewed data related to 
T&E managers, which is the only testing position prescribed across all 
major acquisition programs by OTE policy. We reviewed these data for all 
major acquisition programs that were subject to OTE oversight and 
between Acquisition Decision Event 1 and full operational capability on 
DHS’s April 2018 Major Acquisition Oversight List, which was the most 
current list at the time we scoped our review. We developed a 
questionnaire to collect data from programs on their T&E managers, 
including the names and certification levels of T&E managers, 
appointment dates, and any challenges with filing this role. We also spoke 
with officials from several programs during interviews conducted in 
coordination with our ongoing assessment of select major acquisition 
programs to get more clarity on program’s T&E managers, planning and 
execution of T&E activities, and coordination with OTE, among other 
things. We verified the certification levels provided to us in the 

                                                                                                                    
37 According to our 2004 guide, these characteristics are intended to serve as guides for 
assessment and their applicability varies based on an agency’s specific circumstances. 
We excluded those characteristics and their associated attributes related to management 
of (1) the overall acquisition workforce and (2) individual employee development from our 
analysis because OTE is not responsible for these functions within the department. 
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questionnaires against a list provided by HSAI and determined the 
information reported by programs was sufficiently reliable for the 
purposes of identifying the number of programs that met OTE’s certified 
T&E manager requirement. We also compared the program questionnaire 
responses to OTE’s internal acquisition program trackers that include 
data related to programs’ T&E activities—including the names and 
certification levels of T&E managers—to identify discrepancies or missing 
data between the two sources. We also interviewed OTE officials to 
discuss how they collect and maintain the data in their tracker, as well as 
the discrepancies we identified. We identified weaknesses with OTE’s 
data that affected the data’s reliability, as discussed in this report. 

Review of OTE workforce information. We reviewed documents related to 
OTE’s workforce, including the office’s delegation of responsibilities from 
DHS leadership, organizational charts, and current task order issued 
pursuant to an indefinite-delivery, indefinite-quantity contract for systems 
engineering and technical assistance. We also spoke with OTE officials 
about changes to—and any potential challenges in executing—the 
office’s role and responsibilities. 

We conducted this performance audit from April 2018 to October 2019 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

Appendix II: DHS’s Director, Office of Test and Evaluation Letters of 
Assessment 

Table 2: Results of DHS’s Director, Office of Test and Evaluation (OTE) 
Letters of Assessment Issued August 2010 through December 2018 by 
Date 



Letter

Page 45 GAO-20-20  

Issue 
date 

Compone
nt 

Program Test type Effective
ness 
rating 

Suitab
ility 

rating 

Cyber
-

resilie
ncy 

rating
a 

8/9/1
0 

Transport
ation 
Security 
Administr
ation 
(TSA) 

Passenger 
Screening 
Program 
(PSP) 

Initial 
Operation
al Test 
and 
Evaluatio
n (IOT&E) 

○ ◒ n/a 

9/30/
10 

Customs 
and 
Border 
Protectio
n (CBP) 

TECS 
Modernizat
ion 

Operation
al Test 
and 
Evaluatio
n (OT&E) 

● ● n/a 

3/11/
11 

TSA Electronic 
Baggage 
Screening 
Program 
(EBSP) 

IOT&E — — n/a 

3/11/
11 

U.S. 
Coast 
Guard 
(USCG) 

MH-60T Operation
al 
Assessm
ent (OA) 

n/a n/a n/a 

6/22/
11 

TSA PSP Follow-on 
Operation
al Test 
and 
Evaluatio
n 
(FOT&E) 

● ● n/a 

9/1/1
1 

TSA EBSP IOT&E ◒ ● n/a 

9/19/
11 

TSA EBSP FOT&E ● ◒ n/a 
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12/1/
11 

Cybersec
urity and 
Infrastruct
ure 
Security 
Agency 
(CISA)b 

National 
Cybersecur
ity and 
Protection 
System 
(NCPS) 

IOT&E ◒ ◒ n/a 

1/30/
12 

TSA EBSP IOT&E ◒ ○ n/a 

3/8/1
2 

TSA EBSP IOT&E ○ ○ n/a 

8/2/1
2 

USCG Fast 
Response 
Cutter 
(FRC) 

OA n/a n/a n/a 

8/3/1
2 

USCG Medium 
Range 
Surveillanc
e Aircraft 

IOT&E ◒ ◒ n/a 

8/21/
12 

CBP Automated 
Commercia
l 
Environme
nt (ACE) 

IOT&E ○ ○ n/a 

9/6/1
2 

TSA PSP IOT&E ● ◒ n/a 

9/25/
12 

TSA EBSP IOT&E ◒ ○ n/a 

11/29
/12 

U.S. 
Citizenshi
p and 
Immigrati
on 
Services 
(USCIS) 

Transforma
tion 

OA n/a n/a n/a 

1/11/
13 

Office of 
the Chief 
Informati
on Officer 
(OCIO) 

Homeland 
Security 
Information 
Network 
(HSIN) 

OA n/a n/a n/a 
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2/11/
13 

TSA PSP FOT&E — — n/a 

2/20/
13 

CBP TECS 
Modernizat
ion 

OT&E ● ● n/a 

5/14/
13 

TSA EBSP FOT&E ◒ ○ n/a 

5/22/
13 

TSA PSP FOT&E — ◒ n/a 

8/7/1
3 

TSA EBSP Follow-on 
technical 
testing 

● ○ n/a 

8/8/1
3 

OCIO HSIN OA n/a n/a n/a 

8/21/
13 

USCG FRC IOT&E ◒ ○ n/a 

8/30/
13 

TSA PSP OA n/a n/a n/a 

11/29
/13 

CBP Multi-Role 
Enforceme
nt Aircraft 
(MEA) 

IOT&E ◒ — n/a 

5/5/1
4 

CBP Tactical 
Communic
ations 
Modernizat
ion 

Limited 
User Test 

● — n/a 

6/3/1
4 

TSA EBSP FOT&E ● ◒ n/a 

6/11/
14 

TSA PSP FOT&E ◒ ● n/a 

6/13/
14 

Federal 
Emergen
cy 
Manage
ment 
Agency 
(FEMA) 

Logistics 
Supply 
Chain 
Manageme
nt System 
(LSCMS) 

OT&E — — n/a 
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7/24/
14 

USCG Nationwide 
Automatic 
Identificatio
n System 

OT&E ◒ ● n/a 

7/29/
14 

FEMA Integrated 
Public Alert 
and 
Warning 
System 

OT&E ◒ ○ — 

9/9/1
4 

TSA PSP IOT&E ◒ ◒ — 

9/15/
14 

USCG National 
Security 
Cutter 

IOT&E ● ● — 

12/15
/14 

OCIO HSIN OT&E ● ○ — 

2/20/
15 

TSA PSP IOT&E ● ● — 

3/4/1
5 

TSA PSP OT ○ ○ — 

6/16/
15 

CISA NCPS OA n/a n/a n/a 

9/4/1
5 

U.S. 
Secret 
Service 
(USSS) 

Information 
Integration 
and 
Technolog
y 
Transforma
tion (IITT) 

Developm
ental Test 

n/a n/a n/a 

9/28/
15 

TSA Technolog
y 
Infrastructu
re 
Modernizat
ion (TIM) 

OT&E ○ ○ ○ 

11/10
/15 

USCIS Transforma
tion 

OA n/a n/a n/a 

11/18
/15 

CBP Land 
Border 
Integration 

OT&E/OA ● ● — 
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1/12/
16 

OCIO HSIN FOT&E ● ● ● 

3/23/
16 

CBP MEA Operation
al 
Assessm
ent and 
Validation 

● ◒ — 

6/15/
16 

Immigrati
on and 
Customs 
Enforcem
ent (ICE) 

TECS 
Modernizat
ion 

OA n/a n/a n/a 

12/12
/16 

TSA PSP FOT&E ○c ● — 

2/17/
17 

USCG FRC FOT&E ● ● — 

3/29/
17 

ICE TECS 
Modernizat
ion 

IOT&E ◒ ◒ — 

4/7/1
7 

TSA TIM FOT&E ◒ ◒ — 

5/3/1
7 

CISA NCPS OA n/a n/a n/a 

7/10/
17 

CBP TECS 
Modernizat
ion 

OT&E ● ● — 

8/4/1
7 

TSA Automated 
Screening 
Lanes 

Operation
al Utility 
Assessm
ent 

n/a n/a n/a 

8/28/
17 

TSA EBSP IOT&E ○ ◒ — 

10/24
/17 

TSA EBSP FOT&E ◒ ○ — 

11/16
/17 

USCIS Verification 
Modernizat
ion 

OA n/a n/a n/a 

1/16/
18 

CISA NCPS OA n/a n/a n/a 
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1/16/
18 

CISA NCPS IOT&E ◒ ● — 

3/1/1
8 

USCG Offshore 
Patrol 
Cutter 

Early OA n/a n/a n/a 

3/8/1
8 

ICE TECS 
Modernizat
ion 

FOT&E ● ● — 

5/17/
18 

USSS IITT OT&E ● ● ● 

9/7/1
8 

USSS IITT FOT&E ● ● ● 

9/19/
18 

FEMA LSCMS FOT&E ● ◒ ○ 

9/28/
18 

CISA Next 
Generation 
Network 
Priority 
Services 

OA n/a n/a n/a 

11/13
/18 

TSA Advanced 
Technolog
y/ 
Computed 
Tomograph
y 

OT&E ● ◒ — 

11/26
/18 

CBP ACE OT&E ◒ ● — 

12/17
/18 

TSA Credential 
Authenticat
ion 
Technolog
y 

OT&E ◒ ◒ ○ 

Legend: ● = operationally effective, suitable, or cyber resilient 
◒ = operationally effective, suitable, or cyber resilient with limitations 
○ = not operationally effective, suitable, or cyber resilient 
— = Director was unable to rate based on the test results 
n/a = not applicable 

Source: GAO analysis of Department of Homeland Security (DHS) 
documents. | GAO-20-20 

https://www.gao.gov/products/GAO-20-20
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Note: The Director of OTE provides observations on programs’ progress 
in the letters of assessment issued for operational assessments and other 
developmental tests, but defers ratings until after formal operational 
testing is conducted. 

aThe Director of OTE did not begin rating programs on cyber resiliency 
until July 2014. 

bPrior to November 2018, CISA was known as the National Protection 
and Programs Directorate. We use CISA in this table to reflect the 
component’s current name. 

cFollowing the test, the program revised the definition for the system’s 
throughput requirement that contributed to its effectiveness rating. On 
September 6, 2018, the Director of OTE issued a memorandum 
confirming that the system met the revised requirement based on a re-
assessment of the test data against the new definition. 

Appendix III: Reports and Studies Related to Test and Evaluation 

Below are the reports and studies we reviewed to develop the list of key 
test and evaluation practices identified in this report. 

CMMI Product Team. Improving Processes for Acquiring Better Products 
and Services. CMMI-ACQ, V1.3. Pittsburgh, PA: Carnegie Mellon 
University, 2010. 

Defense Business Board. Best Practices for the Business of Test and 
Evaluation, a report for the Secretary of Defense, DBB FY17-01. October 
20, 2016. 

GAO, Technology Readiness Assessment Guide, GAO-16-410G. 
Washington, D.C.: August 2016. 

GAO, Immigration Benefits System: US Citizenship and Immigration 
Services Can Improve Program Management, GAO-16-467. Washington, 
D.C.: July 7, 2016. 

GAO, Schedule Assessment Guide, GAO-16-89G. Washington, D.C.: 
December 2015. 

https://www.gao.gov/products/GAO-16-410G
https://www.gao.gov/products/GAO-16-467
https://www.gao.gov/products/GAO-16-89G
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GAO, Advanced Imaging Technology: TSA Needs to Assess Technical 
Risk Before Acquiring Enhanced Capability, GAO-14-98SU. Washington, 
D.C.: June 10, 2014. 

GAO, Homeland Security: DHS Requires More Disciplined Investment 
Management to Help Meet Mission Needs, GAO-12-833. Washington, 
D.C.: September 18, 2012. 

GAO, Software Development: Effective Practices and Federal Challenges 
in Applying Agile Methods, GAO-12-681. Washington, D.C.: July 27, 
2012. 

GAO, Information Technology: Critical Factors Underlying Successful 
Major Acquisitions, GAO-12-7. Washington, D.C.: October 21, 2011. 

GAO, Defense Acquisitions: Assessments of Selected Weapon 
Programs, GAO-11-233SP. Washington, D.C.: March 29, 2011. 

GAO, Secure Border Initiative: DHS Needs to Address Testing and 
Performance Limitations that Place Key Technology Program at Risk, 
GAO-10-158. Washington, D.C.: January 29, 2010. 

GAO, Cost Estimating and Assessment Guide, GAO-09-3SP. 
Washington, D.C.: March 2009. 

GAO, Best Practices: Better Support of Weapon System Program 
Managers Needed to Improve Outcomes. GAO-06-110. Washington, 
D.C.: November 30, 2005. 

GAO, Best Practices: Capturing Design and Manufacturing Knowledge 
Early Improves Acquisition Outcomes, GAO-02-701. Washington, D.C.: 
July 15, 2002. 

GAO, Best Practices: A More Constructive Test Approach Is Key to Better 
Weapon System Outcomes, GAO/NSIAD-00-199. Washington, D.C.: July 
31, 2000. 

National Institutes of Standards and Technology. Framework for 
Improving Critical Infrastructure Cybersecurity, Version 1.1. April 16, 
2018. 

https://www.gao.gov/products/GAO-14-98SU
https://www.gao.gov/products/GAO-12-833
https://www.gao.gov/products/GAO-12-681
https://www.gao.gov/products/GAO-12-7
https://www.gao.gov/products/GAO-11-233SP
https://www.gao.gov/products/GAO-10-158
https://www.gao.gov/products/GAO-09-3SP
https://www.gao.gov/products/GAO-06-110
https://www.gao.gov/products/GAO-02-701
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National Research Council. Reliability Growth: Enhancing Defense 
System Reliability. Washington, D.C.: The National Academies Press, 
2015. 

National Research Council. Testing of Defense Systems in an 
Evolutionary Acquisition Environment. Washington, D.C.: The National 
Academies Press, 2006. 

National Research Council. Statistics, Testing and Defense Acquisition: 
New Approaches and Methodological Improvements. Washington, DC: 
The National Academies Press, 1998. 

Project Management Institute. A Guide to the Project Management Body 
of Knowledge. 6th ed. Newton Square, PA: PMBOK Guide, 2017. 

Software Engineering Institute. CERT® Resilience Management Model, 
Version 1.2. Pittsburgh, PA: Carnegie Mellon University, February 2016. 
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In addition to the contact listed above, Rick Cederholm (Assistant 
Director), Aryn Ehlow (Analyst-in-Charge), Jessica Berkholtz, Kendall 
Childers, Lorraine Ettaro, Lori Fields, Alexandra Gebhard, Stephanie 
Gustafson, Dustin Milne, Rabia Muhammad, and Anne Louise Taylor 
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Appendix VI: Accessible Data 

Data Tables 

Accessible Data for Status of Certified Test and Evaluation (T&E) Manager 
Designations Reported by DHS Major Acquisition Programs GAO Reviewed, as of 
March 2019 

Category Number of 
Programs 

Series 2 Series 
3 

No T&E Manager designated 12 2.4 2 
T&E Manager designated, but does not have a 
level III certification 

14 4.4 2 

T&E Manager designated and has a level III 
certification 

17 1.8 3 

Category 4 2.8 5 

Accessible Data for Figure 4: Results of DHS’s Director, Office of Test and 
Evaluation Letters of Assessment Issued from August 2010 through December 2018 
by Component 

Agency Favorable Unfavorable 
Customs and Border Protection 6 3 
Cybersecurity and Infrastructure Security Agency 2 0 
Federal Emergency Management Agency 1 2 
Immigration and Customs Enforcement 2 0 
Office of the Chief Information Officer 1 1 
Transportation Security Administration 11 13 
U.S. Coast Guard 4 1 
U.S. Secret Service 2 0 

Accessible Data for Figure 5: Results of DHS’s Director, Office of Test and 
Evaluation Letters of Assessment Issued from August 2010 through December 2018 
by Fiscal Year 

Fiscal year Favorable Unfavorable 
2010 1 1 
2011 3 1 
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Fiscal year Favorable Unfavorable 
2012 3 4 
2013 1 4 
2014 5 4 
2015 1 3 
2016 3 0 
2017 4 2 
2018 5 1 
2019 3 0 

Accessible Data for Figure 7: Status of Certified Test and Evaluation (T&E) Manager 
Designations Reported by 43 DHS Major Acquisition Programs, as of March 2019 

Category Number of 
Programs 

Series 2 Series 
3 

No T&E Manager designated 12 2.4 2 
T&E Manager designated, but does not have a 
level III certification 

14 4.4 2 

T&E Manager designated and has a level III 
certification 

17 1.8 3 

Category 4 2.8 5 

Agency Comment Letter 

Accessible Text for Appendix IV: Comments from the 
Department of Homeland Security 

Page 1 

October 1, 2019 

Marie A. Mak 

Director, Contracting and National Security Acquisitions 

U.S. Government Accountability Office 

441 G Street, NW 
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Washington, DC 20548 

Re: Management Response to Draft Report GAO-20-20, "HOMELAND 
SECURITY ACQUISITIONS: Opportunities Exist to Further Improve 
DHS's Oversight of Test and Evaluation Activities" 

Dear Ms. Mak: 

Thank you for the opportunity to review and comment on this draft report. 
The U.S. Department of Homeland Security (DHS) appreciates the U.S. 
Government Accountability Office's (GAO) work in planning and 
conducting its review and issuing this report. 

The Department is pleased to note GA O's positive recognition of our 
efforts and ability to meet key test and evaluation (T &E) practices 
through the Science and Technology Directorate (S&T) Office of Test and 
Evaluation's1 policies and guidance. DHS remains committed to making 
informed decisions throughout the lifecycle of our acquisition programs, 
such as demonstrating program requirements through the proper 
development and funding of efficient and effective test strategies. 

DHS concurs with the five recommendations in the draft report. Attached 
find our detailed response to each recommendation. DHS previously 
submitted technical comments under a separate cover. 

Again, thank you for the opportunity to review and comment on this draft 
report. Please feel free to contact me if you have any questions. We look 
forward to working with you again. 

Sincerely, 

JIM H. CRUMPACKER, CIA, CFE 

Director 

Departmental GAO-OIG Liaison Office 

Attachment 

1 S&T's Office of Test and Evaluation was renamed the Test and Evaluation Division (TED) on 
October 1, 2018. 
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Page 2 

Attachment: Management Response to Recommendations Contained in 
GAO-20-20 

GAO recommended that the Director of OTE: 

Recommendation 1: Revise T &E policy or guidance as necessary to fully 
meet the key practice for programs to test that component and sub-
systems work together as a system in a controlled setting before finalizing 
a system's design. 

Response: Concur. S&T's TED is updating DHS Directive 026-06, "Test 
and Evaluation," dated May 5, 2017, and DHS Management Instruction 
026-06-001, "Test and Evaluation," dated July 5, 2017, to fully meet the 
key practice that programs test whether components and sub-systems 
work together as a system in a controlled setting before finalizing a 
system's design. Estimated Completion Date (ECD): September 30, 
2020. 

Recommendation 2: In coordination with OCPO [Office of Chief 
Procurement Officer], develop an assessment process-including 
establishing performance measures-to help ensure T &E training 
achieves desired results. 

Response: Concur. In accordance with DHS Delegation 0702, 
"Delegation to the Chief Procurement Officer," dated January 19, 2017, 
S&T's TED will continue work with the DHS OCPO to support the 
strategic planning and performance evaluation process as required under 
5 U.S.C. 306, and 31 U.S.C. sub. 1105(a) (28), 1115, 1116, and 9703. 

This work includes assessing the requirements for the T &E Professional 
regarding knowledge and skill. In addition, this work will establish 
performance goals for training and development. TED and OCPO will 
also develop strategies and specific plans for training and professional 
development in order to address deficiencies in meeting these 
requirements. ECD: To Be Determined (TBD). 

Recommendation 3: Revise T&E policy or guidance as necessary to 
specify when in the acquisition life cycle a major acquisition program 
manager should designate a Level III Certified T &E Manager. 
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Response: Concur. S&T's TED is in the process of updating DHS 
Directive 026-06, and DHS Management Instruction 026-06-001. These 
updates will include specifying that the Program Manager should 
designate a T &E Level III-certified T &E Manager in an acquisition life 
cycle phase preceding the Acquisition Decision Event 2A. ECD: 
September 30, 2020. 

Recommendation 4: Establish an internal control process to ensure that 
data collected and maintained on major acquisition programs' T&E 
managers are reliable. 

Page 3 

Response: Concur. S&T's TED will establish an internal control process 
to ensure the data collected and maintained on major acquisition 
programs' T&E managers are reliable. Ideally, every major acquisition 
program will have a Level III Certified T&E Manager who will act as the 
focal point for all T&E planning efforts within the program. ECD: TBD. 

GAO recommended that the Under Secretary for Science and 
Technology: 

Recommendation 5:  Assess OTE's workforce to ascertain the extent to 
which it has the appropriate number of staff with the necessary skills to 
fulfill its responsibilities. 

Response: Concur. The Senior Official Performing the Duties of the 
Under Secretary for Science and Technology will conduct a review 
comparing current staffing and vacancies against TED support to major 
acquisition programs, DHS S&T Research & Development programs, and 
T&E training. The results of this review will be used to guide informed and 
strategic hiring in the upcoming fiscal years to fill any capability gaps 
identified, as appropriate. ECD: TBD. 
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Abbreviation Description 

ADE acquisition decision event 

CBP Customs and Border Protection 

DHS Department of Homeland Security 

DOD Department of Defense 

FEMA Federal Emergency Management Agency 

HSAI Homeland Security Acquisition Institute 

OCPO Office of the Chief Procurement Officer 

OTE Office of Test and Evaluation 
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Abbreviation Description 

PARM Office of Program Accountability and Risk Management 

T&E test and evaluation 

TSA Transportation Security Administration 
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(202) 512-4841 
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U.S. Government Accountability Office 
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Public Affairs 
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U.S. Government Accountability Office  
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Strategic Planning and External Liaison 

James-Christian Blockwood, Managing Director, spel@gao.gov, (202)-
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