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Why GAO Convened
This Forum

Artificial intelligence (Al) holds
substantial promise for improving
human life and economic
competitiveness in a variety of ways
and for helping solve some of society’s
most pressing challenges. At the same
time, according to experts, Al poses
new risks and could displace workers
and widen socioeconomic inequality. To
gain a better understanding of the
emerging opportunities, challenges, and
implications resulting from
developments in Al, the Comptroller
General of the United States convened
the Forum on Artificial Intelligence,
which was held on July 6 and 7, 2017, in
Washington, D.C.

At the forum, participants from industry,
government, academia, and nonprofit
organizations considered the potential
implications of Al developments in four
sectors—cybersecurity, automated
vehicles, criminal justice, and financial
services. Participants considered policy
implications of broadening Al use in the
economy and society, as well as
associated opportunities, challenges,
and areas in need of more research.
Following the forum, participants were
given the opportunity to review a
summary of forum discussions and a
draft of this report. Additionally, a draft
of this report was reviewed
independently by two experts who did
not attend the forum. The viewpoints
expressed by individuals in the report do
not necessarily represent the views of
all participants, their organizations, or
GAO.

View GAO-18-142SP. For more information,
contact Timothy M. Persons at

(202) 512-6412, personst@gao.gov

or James-Christian Blockwood at
(202) 512-2639, blockwoodjc@gao.gov.

TECHNOLOGY AsSESSMENT I

Artificial Intelligence

Emerging Opportunities, Challenges, and
Implications

What the Participants Discussed

Forum participants noted a range of opportunities and challenges related to
artificial intelligence (Al), as well as areas needed for future research and for
consideration by policymakers. Regarding opportunities, investment in automation
through Al technologies could lead to improvements in productivity and economic
outcomes, similar to that experienced during previous periods of automation,
according to a forum participant. In cybersecurity, Al automated systems and
algorithms can help identify and patch vulnerabilities and defend against attacks.
Automotive and technology firms use Al tools in the pursuit of automated cars,
trucks, and aerial drones. In criminal justice, algorithms are automating portions of
analytical work to provide input to human decision makers in the areas of
predictive policing, face recognition, and risk assessments. Many financial services
firms use Al tools in areas like customer service operations, wealth management,
consumer risk profiling, and internal controls.

Selected Questions Regarding the Use of Artificial Intelligence (Al) in Four High-Consequence Sectors

Selected Questions

Cybersecurity » How can autonomous systems be
Al applications face threats from made secure, without stifling
cybersecurity attacks, but Al also may innovation®?

be used as a tool for detecting and » How useful is a risk-based approach

defending against attacks. to determining if machine-learning
algorithms adhere to legal
requirements or ethical norms?

Automated Vehicles » What is the appropriate regulatory

Automated vehicles hold promise for framework for automated vehicle

increasing driving safety and providing safety assurance?

enhanced mobility, but pose challenges . \What are the roles of federal, state,

for assuring increased safety. and local governments in
infrastructure adaptation and

addressing issues of liability and
enforcement?

A,

Criminal Justice » What are the options for assessing
The use of Al in criminal justice may accuracy and the p‘?te“t"j‘?' for bias
improve the allocation of law in Al data and algorithms
enforcement resources and has the > What are solutions for safeguarding
potential to reduce crime and jail privacy in the collection and use of
populations, but also raises concerns personal information by Al

about privacy and civil rights violations. systems?

Financial Services » What are the mechanisms to
$ The use of Al in financial services could address ethical considerations,
improve client services and enhance tradeoffs, and protections?
‘ surveillance monitoring, but also poses » How can regulatory sandboxes
challenges to ensuring fair lending, be used to test new Al products,
attracting and retaining staff with services, and business models?
requisite skills, and maintaining
hardware and software.
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Forum participants also highlighted a number of challenges related to Al. For
example, if the data used by Al are biased or become corrupted by hackers, the
results could be biased or cause harm. The collection and sharing of data needed to
train Al systems, a lack of access to computing resources, and adequate human
capital are also challenges facing the development of Al. Furthermore, the
widespread adoption of Al raises questions about the adequacy of current laws and
regulations. Finally, participants noted the need to develop and adopt an
appropriate ethical framework to govern the use of Al in research, as well as explore
factors that govern how quickly society will accept Al systems in their daily lives.

After considering the benefits and challenges of Al, forum participants highlighted
several policy issues they believe require further attention. In particular, forum
participants emphasized the need for policymakers to explore ways to (1) incentivize
data sharing, such as providing mechanisms for sharing sensitive information while
protecting the public and manufacturers; (2) improve safety and security (e.g., by
creating a framework that ensures that the costs and liabilities of providing safety
and security are appropriately shared between manufacturers and users); (3) update
the regulatory approach that will affect Al (e.g., by leveraging technology to improve
and reduce the burden of regulation, while assessing whether desired outcomes are
being achieved); and (4) assess acceptable levels of risk and ethical considerations
(e.g., by providing mechanisms for assessing tradeoffs and benchmarking the
performance of Al systems). As policymakers explore these and other implications,
they will be confronted with fundamental tradeoffs, according to forum participants.
As such, participants highlighted several areas related to Al they believe warrant
further research, including (1) establishing regulatory sandboxes (i.e., experimental
safe havens where Al products can be tested); (2) developing high-quality labeled
data (i.e., data organized, or labeled, in a manner to facilitate their use with Al to
produce more accurate outcomes); (3) understanding the implications of Al on
training and education for jobs of the future; and (4) exploring computational ethics
and explainable Al, whereby systems can reason without being told explicitly what to
do and inspect why they did something, making adjustments for the future.

Implications of Artificial Intelligence (Al) for Policy and Research
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